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[lpeaucnoBue

Llenn n npuHumMnel ctaHaapTusauum B Poccunickon ®egepaunn yctaHoBneHsl PegepanbHbIM 3aKOHOM
oT 27 aekabdbps 2002 r. Ne 184-P3 «O TeXHUYECKOM perynmpoBaHnun», a npasmna npuMeHeHns HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccumnckon ®epgepanmin.
OCHOBHbIE NOMNMOXEHUAY

CBepneHUA o cTaHaapTe

1 NMOAINOTOBJIEH ®epepanbHbIM rocygapCTBeHHLIM YHUTaApHBLIM NpeanpuatuemM «BcepocCUUCKUA
Hay4dyHO-UccnegoBaTenbCKMM  UHCTUTYT  cTaHdapTusauymm U ceptugukaumm B MalIMHOCTPOEHUU»
(BHNHMALL) n TexHn4yecknm koMmnuteToM no ctaHgaptTusaumum TK 22 «MHpopmMaUuUOHHBIE TEXHOMOTUA» Ha
OCHOBEe CODCTBEHHOIO ayTEHTUYHOrO NepeBoaa Ha PYCCKUU SA3bIK CTaHAapTa, ykasaHHOro B NyHKTe 4

2 BHECEH TexHu4yeckum komuteToM no ctaHgaptTusaumm TK 22 «MHpopmMmalUOHHBIE TEXHONMOTUN»

3 YTBEPXAEH M BBEAEH B JEWNCTBUWE Mpukazom PenepansHOro areHTcTBa no TEXHUYECKOMY
perynupoBaHuto U metponorin ot 13 aekabpsa 2011 r. Ne 1009-ct

4 Hactoawunni ctaHaapT nmaeHtudeH mexayHapogHomy ctaHgapty NCO/MOK 7816-8:2004 «KapThbl
naeHTUdPUKaunnoHHble. KapTbl Ha UHTerpanbHbIX cxemMax. Yactb 8. KomaHabl And onepaunid no 3awiuTe
nHpopmaunny» (ISO/IEC 7816-8:2004 «ldentification cards — Integrated circuit cards — Part 8: Commands
for security operations»).

[Tpy NpUMeHeHUn HacToALWEero ctaHgapTa pekoMeHayeTca UCMONb30oBaTh BMECTO CChITOYHBLIX MeXay-
HapodHLIX CTaHO4apPTOB COOTBETCTBYOLWME UM HauMoHanbHble cTaHgapTel Poccuinckon ®eagepaunn, ceeae-
HUA O KOTOPLIX NpUBedeHbl B AONOMHUTENBHOM NMPpUNoXeHun A

5 BBEAEH BI'NEPBbIE

6 HekoTopble NONOXKEHUA MeXAyHapOoAHOro cTaHaapTa, yKasaHHOro B NMyHKTe 4, MOTYT SIBASATLCH O0b-
ekTaMn naTeHTHbIX npas. MexayHapoaHasa opraHi3auuns no ctaHaapTusaunum He HeceT OTBETCTBEHHOCTL 33
naeHTUpUKaLnw NoaodbHLIX NATEHTHLIX NpaB

ViHgbopmauuss ob U3MeHeHUsIX K HacmosileMy cmaHoapmy nybrnukyemcss 8 eXXe200HO u3dagaeMoM
UHpOpMallUOHHOM yKa3amerne «HayuoHanbHbIe cmaHoapmbi», @ mekcm U3MeHeHUU U rornpasok — 8 exe-
MeCSYHO u30asaeMbix UHOPMaUUOHHLIX yKalzamensix «HauuoHanbHbie cmaHOapmei». B cniyyae nepe-
cMompa (3aMeHbl) Uiu OmmMeHbl Hacmosuweao cmaHoapma coomeemcmeyrujee yeeodoMiieHue byodem
onybruKo8aHO 8 eXXeMeCAa4YHO Li30asaeMoM UHOpMaUUOHHOM YKa3zamerne «HalyuoHanbHbie cmaHoapmabi».
Coomeemcmeyroujas UHpopMayus, yeeooMIIeHUe U meKcmbl pasMellaromcsi makxe 8 UHpopMalUuUoOHHOU
cucmeme obujea0o rnonb3oeaHuss — Ha ocbuyuanbHoM caume @eodepanbHo20 azeHmemea rno mexHuU4e cKoMy
pezaynuposaHuro U Mempornoauu e cemu VIHmepHem
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HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PeryrimpoBaHuo 1 MeTpPoioru
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BBenoeHue

Cepusa ctaHgapToB MCO/MOK 7816 onpeanensiet TpeboBaHUA K napamMeTpam KapT Ha UHTerpanbHbIX
CXemMax 1 crnocoOdbl UX NCNOMb30OBaHUSA B paMKax MeXayHapoaHoro oomeHa nHgopmaumen. JaHHble MOEHTU-
hbunKkaLoHHbIE KapThl NpeaHasHaveHbl Ans cbmeHa nHdgopmaumend, OCHOBaAaHHOIO Ha COrnacoBaHUAX MexXay
BHELWIHUM WUCTOUHUKOM WU MHTEerpanbHOM cXemon KapTbl. B pesynbtate nHpopmMaunUoHHOro obmeHa KapTta
BblgaeT nHopmMaunto (pesynbTtaT BblMUCNEHUN, XpaHUMble AaHHble) U/MNN N3MEHSIET CBOE COAEPKUMOE
(MaMsATb AaHHbIX, NaMsTb CODLITUN).

[14Tb cCTaHOAPTOB OTHOCATCS K KapTaM C ranbBaHUYE€CKMMUN KOHTaKTaMWu, TPU U3 HUX onpeaensatoT SnekK-
TPUYECKNIN MHTEepdEenc:

NMCO/MO3K 7816-1 — onpeaensieT puUsnieckme XxapaktepuUCcTUKN KapT C KOHTaKTaMu;

NMCO/MO3K 7816-2 — onpenenseT pasMmepbl N pacrnonoXeHne KOHTaKTOB;

NCO/MOBK 7816-3 — onpegensaeT anekTpudecknum nHTepdenc 1 NpoToKobl nepegadm angd aCUHXpPOH-
HbIX KapT;

NCO/M3K 7816-10 — onpegenseT anekTpnvecknid MHTepgenc n oTBeT Ha BOCCTAHOBMNEHUEe AN CUH-
XPOHHBIX KapT;

MCO/M3K 7816-12 — onpeaenseT anekrpuiyecki MHTepdenc n padboumne npoueaypbl ansa USB kapT.

Bce ocTanbHble cTaHAapPThl HE 3aBUCAT OT TEXHONOTMKU pusndeckoro nHTtepdpenca. OHU NPUMEHATCA K
KapTam, nogknovaemMblM rMpm NOMOLLU KOHTaKToOB U/NNN paganuovacToTh:

NMCO/M3BK 7816-4 — onpenensieT opraHusauuto, 3awuty n kKoMmaHasl ana oobmeHa nHdopmaumen:

MCO/M3BK 7816-5 — onpenensieT peructpauuio npoBanagepoB NpuKNagHbiX Nporpamm;

NCO/MBK 7816-6 — onpegenseT aneMeHTbl JaHHbIX A9 MeXOTpacneBoro ooMeHa;

MCO/M3BK 7816-7 — onpeaensaeT KoMmaHabl ANS s13blKa CTPYKTYPUPOBAHHBIX 3aMpOCcoB ANSl KAPThI;

NCO/MBK 7816-8 — onpegenseTt koMaHabl, obecnevnBatoLllme onepawmm no 3awuTte nHpopmMaLnm;

MCO/M3BK 7816-9 — onpenensaeT KoMaHabl AN yNpaBneHusi KapTaMu;

MCO/M3K 7816-11 — onpepnenseTt yaoCcTOBEPEHUE NMNYHOCTU BDUOMETPUYECKUMMN METOAaMMN;

NMCO/M3OK 7816-15 — onpegenseT NnpunoXXeHune ¢ Kpuntorpaguyeckon nHgpopmaumen;

MCO/MOK 10536 onpepensger oOMeH JdaHHbIMW NPU  NOMOWKM MOBEPXHOCTHOrO AeNCTBUS.
MCO/M3K 14443 n 15693 onpeaenstoT pagmovacToTHBIN AOCTYN. Takue KapThl U3BECTHBLI Kak OECKOHTaKTHbIE
KapThl.

MexayHapoaHbi ctaHaapt MCO/M3K 7816-8 noarotosneH nogakomutetoMm Ne 17 «KapTbl U uaeHTUDU-
Kaumst MTMYHOCTU» coBMecTHOro TexHmndeckoro kommteta Ne 1 NICO/M3K «NHdbopmMmaunoOHHBIE TEXHONOTNY .

IV
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HAUUWOHANBbHBIN CTAHOAPT POCCUUCKOMWN PEOEPALNMN

KapTbl uAeHTUPUKALUOHHDBIE
KAPTbl HA UHTEIPAJIbHbIX CXEMAX
YacTb 8

KomMaHabl ansa onepauun no sawurte uHgpopmMmauuu

ldentification cards. Integrated circuit cards. Part 8. Commands for information security operations

NaTta BBeaeHnsa — 2013—01—01

1 O6nactb NpMeHeHUA

HacTtoawmnid ctaHgapT onpedendeTr MeXoTpacneBble KOMaHAbl ANA KapThl, KOTOpble MOTryT ObITb
MCMONb30BaHbl ANA onepaunn Kpuntorpadgoun.

Bribop 1 yCcnoBuUst UCNOMb30BaHUS MEXaHU3IMOB KpunTtorpadorm mMoryT BJIMATb HA SKCNOPTHbLIE BO3MOXK-
HOCTW KapThl.

HacToawmn cTaHaapT He yCTaHaBNMBAET TPeDOBaHUS K OLIEHKE NPUEMMNEMOCTN anropuUTMOB 1 NPOTOKOB.

HacTosawmin ctaHgapT He pacnpocTpaHaeTcsa Ha peanusaunio obMeHa JaHHBIMU BHYTPU KapTbl U/UNu
BHELUHEro oKpyXeHus.

2 HopmaTuBHbIe CCbINKN

B HacTodalweM cTaHgapTe UCNONb3oBaHa HoOpMaTMBHAaNA cehiflka Ha cneaylowni MeXXayHapoaHbl CTaH-
napT:

NMCO/M3K 7816-4:2005 WaeHTUdUKaunoHHbIE KapThl. KapTbl HA MHTerpanbHbiX cxemax. OpraHusa-
Lns, 3awmTa n komaHasl ans comeHa nHdgpopmauunen (ISO/IEC 7816-4:2005, Identification cards — Integrated
circuit cards — Part 4: Organization, security and commands for interchange)

3 TepMUHbI N onpeaeneHns

B HacTodweM ctaHgapTe npumeHeHbl TepmMinHbl no MCO/M3K 7816-4:

3.1 MeTog acUMMeTpUYHOro Kpuntorpadgpudyeckoro anroputma (asymmetric cryptographic
technigue): Kpuntorpadguyecknn metoq, KOTOPbIA UCTMIONb3yeT ABE CBsI3aHHbIe Mexay cobon onepauun:
oOLLEeaOCTYNHYIO onepauuo, onpegeneHHyo odweaoCcTynHbBIM HADOPOM YMUCEN UMK OTKPLITBIM KITHOYOM, Y
3aKpbITYO onepauuto, onpeaeneHHyo 3akpblTbiM HADOPOM YUCEN UMK CEKPETHBIM KIHOYOM.

[TpunmeyaHwune—]/lBe onepaumm obnagatoT TakKMM CBOUCTBOM, YTO MPU Hann4umm obuweaocTynHom onepaumnm
HEBO3MOXHO MPON3BECTU 3aKPbITYIO onepauuio.

3.2 ceptudukar (certificate): LindopoBasa noannceh, cea3biBatoLlas onpeaeneHHbIn cyObekT Unm obb-
EKT C ero CBA3aHHbIM OTKPbITLIM KITHOUYOM.

[1TpunmeyaHune— Opranmsauusi, Bbigaowas ceptndumkar, TaKKke BbICTYNaeT B KA4eCTBE opraHa pacnpegerne-
HUA Tera No OTHOLLEHUIO K 3NEMEHTaM JaHHbIX B cepTudukare.

3.3 uudcgppoBan nognuchb (digital signature): lNpuncoegnHeHHbIe gaHHbBIE UNKA KpUNTorpaduieckoe npe-
obpa3zoBaHne CTPOKOBLIX AaHHbIX, KOTOPLIE AOKA3bIBAOT NOANMMHHOCTL U LeNMOCTHOCTL CTPOKOBBLIX AaHHbIX U
3allMTy OT nNogaenok, Hanpumep, nony4vyatenem CTPOKOBbIX AaHHbIX.

3.4 knwu (key): llocnegoBaTenbHOCTL CUMBONOB YyNpaBleHUa Kpuntorpagpuyeckon onepaunen
(Hanpumep, WNgPOoBKa, paclungppoBKa, 3akpbiTast Un oblleaocTynHas onepaums B AMHAMUYECKOW ayTEHTU-
bmnkaunn, nognucu NPOU3BOACTBA, Bepudpmkauma noganucu).

3.5 6e3onacHbIK OOMeH coobLeHUAMU (secure messaging): COBOKYNHOCTb CpeaCTB ANsl KpUnrtorpa-
bryeckon salwmnTel Napbl (4acten napbl) KOMaHga-oOTBET.

U3paHune odbmumnanbHoe
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4 O603HA4YeHUA N COKpaLleHns

B HacTodlweM cTaHaapTe NPUMEHAIOT credytoLlme cokpalleHUs:

CCT — wabnoH Kpuntorpadpuvyeckon KoHTpoNbHOM cyMmbl (control reference template for
cryptographic checksum);

CRT — wabnoH KoHTponbHOro ynpaeneHusa (control reference template);

CT — wabnoH koHpunaeHumansHocTU (control reference template for confidentiality);

DSA — anroputm uudpposon noanuncu (digital signature algorithm);

DST — wabnoH undgposon noanucu (control reference template for digital signature):;

ECDSA —anropnt undppoBo Nognncn Ha base mateMaTudecKkoro annapata anannTuyecknx KpUBbIX
(elliptic curve digital signature algorithm);

HT — wabnoH xaw-koaa (control reference template for hash-code);

MSE — komaHga YIPABIIEHUE CPEOOW 3AWNTbBI (MANAGE SECURITY ENVIRONMENT
command);

PK — oTKpbITbIW KNoY (public key):

PSO — komaHga BbllNMOJITHAUTE OFMNEPAUUKO SAWWTbBI (PERFORM SECURITY OPERATION
command);

GQ — 'y n Kuckatep (Guillou and Quisquater);

RFU — 3ape3epBupoBaHo ana oyayueroc ncnonb3oBanus (reserved for future use);

RSA — kputocuctema Pansecta—LlUamupa—AgnemaHa (Rivest, Shamir, Adleman);

SE — cpena 3awuThl (security environment);

SEID — ngeHTUmMkaTop sawiutHOU cpedbl (security environment identifier).

5 MexoTpacneBble KOMaHAbI ANA Kpuntorpadu4yecknx onepauun

HacTtoawmn ctaHgapT He ycTaHaBnMBaeT obA3aTenbHoe TpeboBaHWe K cobnioaeHno BCcexX HKenpmBe-
OEeHHbIX KOMaH4 U1 Bcex napameTpoB NnogaepKMBaeMblX KoMaHa AN KapT, COOTBETCTBYOLLIMX HACTOSALLLEMY
cTaHaapTy.

5.1 Komanga FTEHEPUPOBATb NAPY ACUMMETPUYHbIX KNKOYEWU (GENERATE
ASYMMETRIC KEY PAIR)

Komanga GENERATE ASYMMETRIC KEY PAIR nnbdo 3anyckaet reHepaLuio U XpaHeHNe aCUMMETPUY-
HOW Napbl KNtoYen B KapTe, T. €. OTKPLITOrO KNto4a 1 CeKpeTHOro Knwva, nMbdo nonyyaeT AoCTyN K aCUMMET-
PUYHOW nape Kno4en, cosgaHHoM paHee B KapTe (CM. Tabnuuy 1).

[laHHas koMmaHaa moxeT npeguwectsoBaTb KoMaHae MANAGE SECURITY ENVIRONMENT ¢ uenbto
YCTAaHOBUTL reHepaLuio KNYen CBA3aHHbIX NapamMeTpoB (HanpumMep, crpaBoYHUK Mo anroputmam). KomaHga
MOXET ObITb BbINOMNHEHA B OAWUH U HECKOTbKO 3TanoB, BO3MOXXHO, C UCMOMNb30BaHNEM LIEMOYKM KOMaHA (CM.
MCO/M3K 7816-4).

Tadbnwnuya 1—TIlapa komanga-oteeT GENERATE ASYMMETRIC KEY PAIR

CLA Kak onpepeneHo B NCO/M3OK 78164

INS «46» nnn «47»

P 1 YnpaBneHue reHepaunen B COOTBETCTBUM € Tabnvuen 2

P27 «00» (MHhopmaums He NpeaoCTaBNEHA) UIMKN CCbINKA Ha KN4 byaeT creHepupoBaHa
[lTone L OTcyTcTBYeT Ans koaupoBaHusa Nc = 0, npucytcTByeT ans kogupoeanmnsa Nc > 0
[Tone gaHHbIX OTCYTCTBYET UNU

npeacraensietr cobon 3akpbITble AaHHble, ecnn P1-P2 yctaHoBneHo kak «0000y», nnu
oavH unun bonee wadnoHoB CPT, cBA3aHHbIX C reHepaumen Knova, ecnv 3avadvedne P1-P2 otnnynHo
oT «0000» (cm. npumevanHue)

[Tone L OTcytcTtByeT gns koaupoBaHusa Ne = 0, npucyTtcreyeTt ansa koguposaHus Ne > 0

[Tone gaHHbIX OTCYTCTBYET UNK
npeacrasnsier cobom OTKPLITLIA KNKOY B BUAE MNOCneaoBaTenbHOCTU AaHHbIX 3NEMEHTOB NMb0 06b-

€KTOB AaHHbIX UITA
nocrieoBartesibHOCTb OOBLEKTOB AadHHBIX B COOTBETCTBMAU C paClWLUMpPeHHbIM CITMCKOM 3alOJTOBKOB

SW1-SW2 Cwm. MCO/M3K 7816-4, Tabnuubl 5 n 6, rge cootBeTcTBUE, Hanpumep 6985

[TpumedyaHwune— Ecnnnapa knovyen creHepnpoBaHa Ans HECKONMbKUX NONb30BaTENEN, TO UMEETCH HECKOMNb-
ko wabnonoe CRT. B none gaHHbiX wabnoH CRT MoXeT uMmeTb HYNEBYIO ANUHY.

2
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Tabnwuya 2—Ynpasnenme reHepaumen B P1

b8 b7 bo b5 bd b3 b2 b1 CMBbICNTOBOE 3HaYeHue

0O 0 O 0 0 0 0 0| VMHopopmauus He npepocTaBneHa

1T 0 0 0 0 x x x| llpepocTtaBneHa oononHUTenNnbHas MHPoOpMaUuns

1T 0 0 0 0 — — x| leHepauwmsa Knrouva:

— — — — — X X 0| -reHepaunss aCUMMETPUYHON NAPbI KNOYEN

— — — — — X X 1| -[ocTyn K CyLWeCcTBYIOWEN Nape OTKPbITbIX KIo4eu

1T 0 0 0 0 — x — | dopmaT BO3BpPALlEHHbIX AaHHbIX OTKPbLITOro Knko4a:

— — — — — x 0 x| -3aKkpblTbin hopmaT AaHHbIX OTKPLITOIO Krto4a

— — — — — x 1 X | -BbIXogOHOW QOPMAT AAHHbLIX OTKPbLITOro Krnio4va B COOTBETCTBUU C pacLUNPEHHBIM 3a-
FONTOBKOM

1T 0 0 0 0 x — — | BbIXogHOW MHONKATOP:

— — — — — 0 X X | -p[;aHHble OTKPLITOro Krto4a B rnone AaHHbIX OTBETA

— — — — — 1 X X | -HeTdaHHbIX OTBETA, ecriv none L, oTCyTCTBYeT, UNK 3aKpbITblie AaHHbIE, €CNU UME-
eTcs none L,

Itoboe gpyroe 3HaveHne 3apesepBupoBaHo ans byaywero ncnone3osanus ISO/IEC JTC1/SC17

Ana reHepauum napbl KIoYen npmn oTcyTcTBUK nona L, napa kntoden XxpaHUTcsa B KapTe, BO3SMOXHO, B
danne EF, ccbinka Ha KOTOpPbIN M3BECTHA A0 Nogadvi KoMaHabl.

[ns opraHnsauunm gocTtyna K nape knoven (6es reHepavumnmn) none gaHHbIX KOMaHabl MOXET ObITb MYCThIM.

B 3aBucumoctun ot YeTHocTu kogda INS (cMm. MCO/M3K 7816-4) OTKPbITEIM KMHOY B NOS1e AaHHLIX OTBETa
npeacrtaBnseT cobon nMbo nocneagoBaTefIbHOCTL 3NEMEHTOB AaHHbIX («46»), NMOO nocneagoBaTeNlbHOCTL
00 BLEKTOB AaHHbIX («47»).

Ecnun paclumMpeHHbIN CMCOK 3arofmoBKOB OMUCBLIBAET NMofle AaHHbIX OTBETa, TO OH HEABHO U3BECTEH A0
nogadn komaHabl. OH oxXBaTbiBaeT OTKPLITLIA KMoY 0OBEKTOB AaHHbIX U Apyrve 3anpalinBaeMble 0O bEeKThI
NaHHbIX.

Korga 6ut 1 yctaHaBnuBaetca Kak eanHmnua B INS, 1. e. INS ycTaHaBnuBaeTca B 3Ha4YeHUe «47», U
OTKPLIThIX KoY BO3BpaLlaeTcs B Noflie AaHHbIX OTBETa, Toraa mMmexXxoTpacnesoun WabnoH Ncnonb3yeTtcs Ans
BMOXEHWUA 0QHOMO COOTBETCTBYIOLWEro Habopa oTKPbIThIX KNtouel 00 beKTOB AaHHbIX B COOTBETCTBUN C TADNK-
Luen 3. Ecnn anropnutMm He yKasaH B KoMaHae, TO OH M3BeCTeH A0 nogadn koMmaHabl. B lwabnoHe oTKpbITOro
Knova KOHTEKCTHO-3aBUCUMbIN Knacc (nepBbin 6anT oT «80» Ao «BF») npeaHasHaveH ANst OTKPLITOro Kno4va
O0OBLEKTOB AaHHbIX.

Tabnwuuya 3 — OTKPbITbIA KNOY OOBEKTOB AaHHbIX

Ter CMBICNOBOE 3Ha4vYeHue

«TF49» MexxoTpacnesoun WwabnoH Ansi BNOXeHnst 0aHoro Habopa 06bEeKTOB AAHHbLIX OTKPbLITBIX KITHOYEN CO Crieay-
IOLLMMN TEramMu

«06» | NpeHtTnukatop obbekTa anroputma, AONONMHUTENBHO

«80» | CCbINOYHBIA anropnuTM, NCNOSNBb3YEMbIA B KOHTPONBbHOM yrpaBneHnm 006 beKTOB AaHHbIX Ans 6e30nacHoro
obmMeHa coobWeHnAMIN, AONONMHUTENBHO

COBOKYMNMHOCTb 00BbEKTOB AaHHbIX OTKPbLITOro Kniova gana RSA

«81» | Moaynb (1umcno obo3HavaeTcs Kak n, koampyeTtcsi B X bantax)

«82» | OTKpbITasa 3KCNoHeHTa (4Yncno obo3HavaeTcs Kak v, Hanpumep, 65537)
COBOKYNHOCTb 00 BbEKTOB AaHHbIX OTKPbLITOro Kntova gna DSA

«81» | lepBoe npoctoe (vncno obo3HavaeTcs Kak p, KogupyeTesi B y bantax)

«82» | Bropoe npoctoe (4uncno obo3HavaeTcs Kak q, genutens gns p-1, Hanpumep 20 6anT)
«83» | OcHoBaHue (uncno obo3HavaeTCs Kak g nopsigka q, Kogupyetcs B y bantax)

«84» | OTKpbITbIN KoY (4ncno ob6o3HavYaeTcs Kak y, paBHOE g B CTEMNEHN X HA MOAYIb P, TAe X — 3aKPbIThIN
KINoY, KoaupyeTtcs B y bantax)
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OkonyaHue mabnuubsi 3

Ter CMbICNOBOE 3Ha4YeHune

COBOKYMNMHOCTb 00BEKTOB AaHHbIX OTKpPbITOro Knw4va gna ECDSA

«81» | lMpocToe (4ncno obo3HavaeTes Kak p, KoanpyeTtcs B Z bantax)

«82» | epBbin KO3 dMuneHT (Yncno obosHavaeTcs Kak a, kognpyeTcsi B Z bantax)

«83» | Bropon koathdbumumeHT (4uncno obosHavaeTcs Kak b, kKognpyetcs B z banTax)

«84» | ['enepaTop (TouUKa Ha KpnBown 0bo3Ha4vaeTCs Kak PB Ha KpuBOW, kogupyeTesi B 2z unn z + 1 bantax)

«85» | lMopsigok (npoctoe vncno, 0603HaAYaeTCHa Kak q, NOPSAoK reHepaTtopa PB, kognpyetcs B z bantax)

«86» | OTKpbITbIX KNIOY (TOYKA Ha KpUBOKW, 0bo3HavaeTces kak PP, paBHa x, yMHOXXeHHOMY Ha PB, rae x — 3akpbl-
ThIX KIHOY, KOgUpyeTcs B 2z unun z + 1 bantax)

«87» | KothakTtop
COBOKYMNMHOCTb 00BEKTOB AaHHbIX OTKpPbLITOro Knova gna GQ2

«81» | Moaynb (yncno obosHavaeTes Kak n, kogupyeTtcsl B x bantax)

«83» | KonnuecTBo OCHOBHbLIX Yncen (Yncna obo3HavatoT Kak m, kogupytotesi B 1 bante). Ecnn ter «83» npucyT-
CTBYET, TO Ter «A3» JOIMKEH OTCYTCTBOBATbL U 1M OCHOBHbIX Yncern, 0603HaY€eHHbIX KaK g, 9, ..., §,,,, ABMSsI-
IOTCH NEPBbIMU M NPOCTbIMKU Ynucnamm 2, 3,5, 7, 11 ...)

«84» | MNMapameTtp Bepudmkaumm (Mncno obosHavaeTcs Kak k, kogupyetcs B 1 bante)

«A3» | MHOXeCTBO m OCHOBHbIX Yncen 0bo3HavaeTcs Kak g, gs,. .., 9y, K&XKABIV N3 KOTOPbIX KOAVPOBAH B 1 bante
¢ Terom «80». (Ecnun Ter «A3» NPUCYTCTBYET, TO Ter «83» AOIMKEH OTCYTCTBOBATL )

B aannom cniyvae ISO/IEC JTC 1/SC 17 pesepBupyeT nobon apyrom 06beKT JaHHbIX KOHTEKCTHO-3aBUCUMOTO
knacca (nepebiv 6ant B gnanasoHe ot «80» o «BF»)

5.2 KomaHpa BbINOJIHUTb ONEPALIUIO 3ALLNTBI (PERFORM SECURITY OPERATION)

KomaHga PERFORM SECURITY OPERATION 3anyckaeT cnegyouwme onepaunn sallnTbl B COOTBET-
CTBUU C 0OBbeKTaMU AaHHbIX, onpeageneHHbiX B P1—P2 (cMm. Tabnuuy 4):

- BblYUCNEHKe Kpuntorpadpuieckom KOHTPONLHOWU CYMMBI;
- BblYUCeHUE UG POBOU NOONUCH;

- BblYMUCNEHUe X3LW-Koaa;

- Bepudukauunsa kpuntorpagpmnyeckon KOHTPONbHOU CYMMBI;
- Bepudpukauns umdpoBon NoaAnnUCH;

- BepudpunKauunsa Xaw-koaa;

- WNPPOBKA;

- paclwndpoBKa.

Tadbnwua 4

— [1apa komanga-oteeT PERFORM SECURITY OPERATION

CLA Kak onpepeneHo B NCO/M3OK 78164

INS «2A»

P 1 Ter (none gaHHbIX OTBETA B 3NIEMEHTE AaHHbIX, ecnu npucyTcTByeT) nn «00» (none gaHHbIX OTBETA
Bcerga otcytcTByeT); «FF» = PFU (3ape3epBupoBaHo ans 6yaywero ncnorb3oBaHUS)

P2 Ter (none gaHHbIX KOMaH4bl B 3NeMEHTE AaHHbIX, ecnun npucytcreyeT) unm «00» (none AaHHbIX KO-
MaHAbl Bcerga otcytcTeyeT); «FF» = PFU (3apesepBupoBano gns 6yaywero ncrnonb3oBaHus) Ans
ISO/IEC JTC1/SC17

[lone L OTcytcTtByeT gns koaupoBaHusa Nc = 0, npucytcTeyeT ans koguposanmsa Nc > 0

[Tone gaHHbIX

OTcyTCTByET MMM UMEET 3HaYEHNE OO BEKTOB AadHHbIX, 3aldaHHbIX B

P2

[Tone Le

OTcytcTtByeT gns koaupoBaHusa Ne = 0, npucyTtcreyeTt ansa koguposaHus Ne > 0

[lone gaHHbIX

OTcyTCTByET NN UMEET 3HaYEHNE OO BEKTOB AadHHbIX, 3aaHHbIX B

21

SW1-SW2

Cwm. MCO/M3K 7816-4, Tabnuubl 5 n 6, rge cootBeTcTBUE, Hanpumep 6985

Ecnu onepauuna sawmTel TpebyeT BbINONIHUTL HECKOMNLKO KOMaHA, TO He0DX0AMMO NPUMEHATL LeNoYKy
komaHg (cMm. NCO/M3K 7816-4).

4
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KomaHga PERFORM SECURITY OPERATION wmoxeTt npeawectsoBatb KomaHae MANAGE
SECURITY ENVIRONMENT.

Hanpumep, cCbINOYHbIN KoY, a Takke CCbINTOYHbIA anropuTM AOIMKHbI ObITb NMTMOO HESIBHO U3BECTHHI,
nnoéo 3agaHbl B wabdnoHe CRT B komaHae MANAGE SECURITY ENVIRONMENT.

Takas komaHaga MOXeT ObITb BbINOMHEHA, TONMbKO €CN 3allUTHLIM CTaTyC YAOBNETBOPSIET aTpndyTam
CEeKpeTHOCTM onepauun. YcnewHoe BLINONMHEHWEe KOMaHAbl MOXeT 3aBUCeTb OT YCNewHOoro 3aBeplueHUs
npegbliaywen komaHael (Hanpumep, VERIFY (INMTPOBEPATL) nepeg BelvncneHnem UM@poBOU NOANMUCHK).

CNUCOK 3arofiloBKOB UM paclIMpPeHHbIN CNUCOK 3arofioBKOB onpeaensieT Nopaaok M NMyHKTbl AaHHbIX,
KOTopble OPMUPYIOT BXOA AN onepaLni 3allinThl.

Komanga PERFORM SECURITY OPERATION ncnonbayeT WwabnoHbl BXo4a, nepeyvncrneHHble B Tabnu-
Le 5. 3T WwabnoHbl AIBNSHOTCH OCHOBHLIMU 0ObeKkTaMn AaHHbIX AN 6e3onacHoro cbmeHa coobLeHUamMn (CMm.
NMCO/M3K 7816-4).

Tadbnwnua 5—BxoaHbie WabnoHbl

Ter 3Ha4YeHue
«AD» BxogHon wabnoH ans BbMUCNEHNA X3W-Koaa (LwabnoH X3WnpoBaH)
«AZ» BxogHon wabnoH ans NnpoBEPKU KpUNTorpan4eCckon KOHTPONTBHOW CyMMbI (LLABNOH MHTErPUPOBAaH )
«A8» BxogHon wabnoH ans npoBepku umndpoBon noganmcu (abnoH noanmcax)
«AC» BxogHon wabnoH ans Bbl4UCNeHns LndpoBOW NOANUCKU (CBA3aHHbIE NOSMA 3HAYEHUW NOANUCaHbI )
«AE» BxogHon wabnoH ans npoBepku ceptndukaTa (CBA3AHHbIE NOSMA 3HAYEHUW CEPTUDUNLMPOBAHDbI)
«BC» BxogHon wabnoH ans sbivmncnenHnsa undposon nognucu (LabnoH nognucaH)
«BE» BxogHon wabnoH ans npoepkn ceptudumkara (wabdbnoH ceptmdpmnunpoBaH)

BxoaHble WadnoHbl, KOHTEKCTHO-3aBUCUMbIN KNnacc (nepBbin 6anuT B AnanasoHe oT «80» oo «BF») 3ape-
3epBUPOBaHbl ANA BXOOHbIX 0OBLEKTOB AaHHLIX. B Tabnuue 6 nepeyncneHsl 00beKThl AaHHBIX BO BXOAHBLIX
LabnoHax.

Tabnwnmuyua 6 — BxoaHbie 06beKTbl AaHHBbIX
Ter 3Ha4veHue «AD» «AZ» «A8» «AC», «BC» | «<AE», «BE»
«80» FIBHOE 3Ha4eHmne X X X X X
«8E» Kpunrorpaguyeckasi KOHTPOIbHAA CyMmma X X
«90» XalWw-Koa X X X X
«92» Ceptudukar X
«9C» OTKPbITbIN KNOY X X
«9E» Lindbpoesast nognmuco X X

5.3 Onepauusa BBIYUCNEHUE KPUNTOMPA®UYECKOWN KOHTPONIbHOM CYMMbI (COMPUTE
CRYPTOGRAPHIC CHECKSUM)

Onepauna COMPUTE CRYPTOGRAPHIC CHECKSUM 3anyckaeT BblUMCEeHWUe KpUnTorpagpunyeckon
KOHTPOMNBHOW CYMMBI (CM. Tabnuuy 7).

Tabnwuwya 7 —TlapameTpbl n nons gaaHHbix ans onepaumm COMPUTE CRYPTOGRAPHIC CHECKSUM

P1 «8E»

P2 «80»

KomaHaHoe NaHHble, ANs KOTOPbLIX A0IMKHA ObITh BbIYUCNIEHA KpUNTOrpadmuieckass KOHTPOIbHAsA CYMMa
Nnorie daHHbIX

OTtBeTHOE none| Kpuntorpaguyeckasi KOHTPONbHAasA CymMmma
NAHHbIX
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5.4 Onepauusa BbIYUCIIEHUE LUOPPOBOU NOAMNMUCU (COMPUTE DIGITAL SIGNATURE)

Onepauymsa COMPUTE DIGITAL SIGNATURE 3anyckaeT BblvncneHme L poBon nognucu (CM. Tabnu-
ly 8). ANroputM MOXeT npeactaBnsitb cobon nmdbo anroputM UngppoBon noanucu, nNnbo KomouHauuwo
X3LW-anropnutma n anroputma undpposon noannucun. B npunoxeHmm A npueaeHsl NpUMepsl onepaumn g po-
BOW NOoANUCH.

[na sblMUcneHns LUpoBON NOANUCKU AaHHbIE, KOTopble ACIMKHbI ObITb NoAgnMcaHbl MU MHTErpupoBa-
Hbl B npoLlecc nognucaHus, nepegarnTcd B KOMaHOQHOE none AaHHbIX UMM OTNPpaBnaAroTCa B NpeablayLlyio
komaHay, HanpuMmep PSO: HASH. B P2 undgpposada noanucek onpegensetcda Teramm «9A», « AC» nnmn «BC» B
COOTBETCTBUN CO CTPpYKTypoun Ha Bxode (cM. NCO/M3IK 7816-4).

Ecnn BcnoMoratenbHble gaHHble AOMMKHLI ObITb BKOYEHBLI BO BBOA LMGPOBON Noannucu, TO CCbifka
OomkHa ObITb NpeacTasneHa B wWabdbnoHe CRT (em. NCO/MOK 7816-4). Ecnu nmeeTca nyctagd cCbifika Ha 00b-
eKT AaHHbIX ANs BCnoMoraTernbHbIX AaHHbIX, TO Toraa BCnomMoraTe ibHble AaHHble A0MKHbI OblTb BCTABMEHDI
KapTon. BcnomoratenbHble gaHHbIEe, KOTOpble NPUCYTCTBYIOT UMK K KOTOPLIM obpallatoTca B None AaHHbIX,
MMET NPUOPUTET Haa NoObLIM CMMCKOM 3aronoBKa.

3HaveHe, noanexawiee BO3BpaTy KapTou, asndetca umugpposon nognuceto (P1 = «9E»).

Tabnwuua 8—TlapameTpbl M nonsa gadHbiX ansa onepaunmn COMPUTE DIGITAL SIGNATURE

P 1 «9E»
P27 «9A», «AC» nnm «BC»
KomaHgHoe OTcyTCTBYET (AAHHbIE YXKE B KapTe) nin

none gaHubix | ecnu P2 = «9A», AaHHble AoMmKHbl ObITb NOANUCAHbI U UHTENPUPOBAaHbI B NPOLIECC NognucaHus,
ecnn P2 = «AC», 06beKTbl A@HHbIX, 3HAYEHWUS MONEN KOTOPbIX MOAMNUCaHbl MU UHTENPUPOBAaHbI B NPO-
Lecc noagnucaHus, Unwu

ecnn P2 = «BC», 06beKTbl AaHHbIX A0MKHbI ObITh NMOANMUCAHbI NN MHTENPUPOBaHbI B NPOLECC NoANnUca-

HWH

OTBETHOE LindbpoBasi nognnco
none AaHHbIX

[TpumevaHne — Term «<AC» n «BC» He nHterpnpoBaHbl BO BBOA, LNDPOBON NOANUCH.

5.5 Onepaumsi X3LWMPOBATb (HASH)

Onepauna HASH 3anyckaeT BblMMCNEHUE X3LW-Koaa ABYMS cnocobamu (cMm. Tadbnuuy 9):

- NONHOE BbLIYUCIEHUE BHYTPU KapThbl NN

- 4YacTUYHOE BblYUCIEHNE BHYTPU KapTbl (HAnpumMep, nocneaHnn LUK XaWnuposaHng).

LlabnoH xaw-koga HT («AA», «AB») ykasblBaeT CCbINOYHbIA anropuTm ANs BbIMUCNEHUS X3LW-Koaa (CM.
MCO/M3K 7816-4).

BxoaHble gaHHbIe OOMKHBI ObITh NpedcTaBneHbl KapTe B BUAe nocrneaoBaTenbHbIX OM0KOB (04AUMH 1NN
bonee oaHOBpeMeHHO). B 3aBUCMMOCTN OT anroputMa XsWwWnpoBaHUA nocnegHnue BXoAHble AaHHbIE UMELOT
ONUHY, PaBHYO UM MeHbLUYIO ANWHBI Brioka. 3anonHAKLWMA anropuTM, ecrnin 3To LenecoodbpasHo, ABNAeTCS
4YacTbio onpedeneHns anropMTMma XaWwWmMpoBaHUS.

[na nocnegyowen obpadboTKM BEIYUCNIEHHOTO X3LW-KoAa cneayeT pasnuyath creayroune asa crnyyas:

- BbIYNCMNEHHbIN X3LLU-KOA XpaHUTCS B KapTe 1 AOCTYNeH And UCNoNb3oBaHUA B bonee nNo3aHen KoMmaH-
ae; Toraa none L, otcytcTBYET NbO

- X3LW-KoA AoCTaBNAeTCHd KapTou B OTBEeTe; Torga none L, 4omKHO ObITb YCTaHOBIEHO HAa COOTBETCTBY-

FOLLIYHO AJTUHY .

Tabnwuya 9—TllapameTpbl n none aaHHbiX Ans onepaumm HASH

P 1 «90»
P2 «80» nnu «AD»
KomaHaHoe Ecnn P2 = «80», gaHHble ANS X3SWNPOBaHUA

none ganHbiXx | Ecnn P2 = «AO», 06beKTbl AaHHbIX, UMEIOLWLNE OTHOLWEHNE K X3WwmnpoBaHuto («90» Ansi NPOMEXYTOUHO-
ro xaw-koaa, «80» ansa nocnegHero 6rnoka)

OTBETHOE X3W-KO4 NN OTCYTCTBYET
norne gaHHbIX
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5.6 Onepauusi MTIPOBEPUTb KPUNTOMPA®UYECKYIO KOHTPONBbHYIO CYMMY (VERIFY
CRYPTOGRAPHIC CHECKSUM)

Onepauma VERIFY CRYPTOGRAPHIC CHECKSUM 3anyckaeT npoBepKy KpuUuntorpaguyieckom KOH-
TPONbLHOU cyMMbl (CM. Tabnuuy 10).

Tadonwuya 10— Tlapametpbl n none gaHubix ans onepaumm VERIFY CRYPTOGRAPHIC CHECKSUM

P «00»

P2 «AZ»

KomaHgHoe O6beKTbl AaHHbIX, UMEIOLWNE OTHOLWIEHME K onepaumnn (Hanpumep, «80», «8Ex»)
none gaHHbIX

OTBeTHOE OTcyTCcTBYET
none gaHHbIX

[TpunmeyaHwue—llone3HavyeHUN NPOCTOro 3HavYeHNs1 06 beKTa AaHHbIX (Ter «80» ) coaepPXUT AaHHbIE (3NTEMEH-
Tbl AAHHBLIX UNKN 0DBEKTLI AAHHbIX), 3aLMNLEHHbIE KPUNTOrPaAPNYECKON KOHTPONBHOW CYMMOMW.

5.7 Onepauua MNPOBEPUTb LULM®POBYIO NOANMUCH (VERIFY DIGITAL SIGNATURE)

Onepauma VERIFY DIGITAL SIGNATURE 3anyckaeT npoBepky UMdPPOBON NOANUCH, KOTOopad nepeaa-
eTCH Kak 0O beKT AaHHbIX B NoNe AaHHbIX KoMaHAabl (M. Tabnuuy 11). Apyrue gaHHble, UMetoLne OTHOLLIEHUE K
npoBepke, NMMDO nepeaaroTcst B npouecce popmMUpoBaHUS LEnoYkM KoMaHd, NMbo NpUCYyTCTBYIOT B KapTe.
ANropuTM MOXET npeacTaBnaTb cobon NUBO TOMbKO anroputMm UudpoBon noanucu, nubo KomouHauuio
XalW-anroputMma M anroputMma uundpoBon noannucu. B npunoxeHnn A npuBeaeHbl NpuUMepbl onepauunn
LdopoBON MOANMUCH.

OTKPbITBIN KMHOY, a TakKe anroputMm MoryT ObiTb:

- U HEAABHO U3BECTHHI,

- 1NN K HAM obpawatotca B wabnoHe DST («B6») komanasl MANAGE SECURITY ENVIRONMENT,

- WANK OOCTYNHbI Kak pesynbTaT npegwecteyowen onepaunn VERIFY CERTIFICATE (INMPOBEPUTDb
CEPTUPUKAT).

ECnn CCbINOYHbIN anroputMm B KapTe ODBLABMSIET TOMbKO anroputM Noarnvcu, To AaHHble COCTOAT U3
X3LWW-Koaa Ny noanucb npeacrtaBnaeT cobon coobuleHne Tuna BocctaHoBneHne (ecm. MCO/MOBK 9796).
B npoTUBHOM cnydae BblYMCNEeHUNe X3LW-Koda OCYLWeCTBNAeTCs B KapTe M CChINOYHBIN anropuTM AONOIHU-
TelNbHO COAEPXUT CChINIKY Ha anropyuTM X3LWUpoBaHNUA.

Taonwunuya 11 —Tlapametpbl n none aanHbix ansa onepaumm VERIFY DIGITAL SIGNATURE

P1 «00»
P2 «AB8»
KomaHaHoe O6beKTbl AAHHbIX, UMEKOLWME OTHOWEHNE K onepaummn (Hanpumep, Nnbo «9Ax», «AC», nnbo «BC» u
none gaHHoix | «9E»)

OTBETHOE OTCyTCTBYET
norne gaHHbIX

Ecnu none aaHHbIX KOMaHAbl COAEPXUT MYCTON 0OBEKT JaHHbIX, TO npeanonaraeTcs, YTo KapTa 3HaeT
ero 3HaJyeHus Ansg Ncnosib30BaHUS B NPOBEPKeE.

5.8 Onepauuna MNPOBEPUTb CEPTU®UKAT (VERIFY CERTIFICATE)

[1na npoBepkn cepTugurKkaTa B kKapTte (CM. npunoxeHue B) unudppoBas noanncek cepTudurkaTa, noanexa-
LLIasi NPpOBeEpPKe, NnepeaaeTcs Kak 00 beKT AaHHbIX B None AaHHbIX KoMaHabl. OTKPbLITHIA KoY opraHa no cepTut-
hbunKaLnn, KOTOPLIA NPUMEHSAETCS NMPK NPOBEpPKe, NMOO HAaXoAUTCS B KapTe, NMbO BbIbOUpaeTcs HESIBHO, NNOO K
HeMy MOXHO obpaTuTbea B WabnoHe DST, ncnonesya komaHgy MANAGE SECURITY ENVIRONMENT (cwm.
Tadbnuuy 12). ANropnutMm, KOTOpPbIA AOIMKEH NPUMEHSATBLCS, HESIBHO M3BECTEH UM K HEMY MOXKHO 0DpaTUTbCA B
lwabdnoHe DST. Ecnu ecTb Apyrve oObeKThl AaHHbIX, KOTOPbIE A0MKHBLI MCMOMb30BATLCH B MNPOLIecce NnpoBep-
KN (Hanpumep, X3W-Kkod), TO OHU ACIKHbI HAXo4aUTbLCA B KapTe UMK nepeaaBaTbCd, UCNOMNb3y4a Mnpouecc
dopMUPOBAHUA LLeNOYKN KOMaHA.
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Heobxoanmo pasnuuaTtb cneayroune asa criyydas:

- ecnu cepTudukaTt He TpebyeT aononHUTenbHoro onucaHua (P2 = «BE»), To kKapTa n3BnekaeT OTKPbI-
TbIW KoY, YCTAHOBIIEHHLIU MO ero Tery, B (BOCCTAHOBIEHHOM) coaepXXaHUM cepTndukaTa;

- ecnun cepTudgukaT TpedbyeT AONONHUTENBLHOIO onncaHus (P2 = «AE»), To KapTa n3BnekaeT OTKPbIThIN
KNoY B cepTUdpukaTe HeABHO UM AABHO, UCMONb3Y4H Ter OTKPLITOrO Kro4a B CNACKe 3arofioBka, onuckiBatoLLe-
ro cogepxaHue ceptudpumkara.

ECnn OTKPBITEIN KNHOY XpaHUTCS B NaMSATK, TO OH DydeT KNo4YoM No YMONMYaHuio 4ns nocneayrollen one-
pauun VERIFY DIGITAL SIGNATURE.

Tabnwuya 12— apameTpbl n none gaHubix ans onepauum VERIFY CERTIFICATE

P 1 «00»

P2 «92», «KAE» nnmn «BE»

KomaHaHoe ONEeMEHTbl AaHHbIX NN 0D BEKTbI AAHHbIX, UMEILLMX OTHOLLEHWE K onepauvmn
none AaHHbIX

OTBETHOE OTCcyTCTBYET
nosie AaHHbIX

[1TpwnmeyaHune—Ecnnuncnonbayercs cxema 4YacTUYHOINro BOCCTAHOBMEHUS COOOLWEHUA N YacTb MHDOPMaLUN

V)Ke 3anncaHa B KapTe, TO 0O bEKT AaHHbIX A5 BCNOMOraTernbHbIX AaHHbIX JOIMKEH NOCbINAaTbCA MYCTbIM, & AaHHbIE AOMKHbI
ObiTb BCTaBNeHbl KAPTOW No3gHEe.

5.9 Onepauna LWUAPPOBKA (ENCIPHER)
Onepauns ENCIPHER wndgpyeTt gaHHble, nepenaHHble B none AaHHbIX kKomaHadbl (CM. Tadbnuuy 13).

[TpumeyvyaHne— 3Ta onepauns MOXET NCNONb3OBATLCH ANS reHepaunm PasnnYHbIX KIHoYen.

Tabnwuya 13 — lNapameTpbl n none gaHHbiX Ansa onepaumm ENCIPHER

P 1 «82», «84», «86» (kpynTorpamma)

P2 «80» (npocToe 3Ha4YeHne)

KomaHgHoe OTcyTCTBYET (AaHHbIE YXXE B KapTe) UNu AaHHble, nognexawmye wmndpoBke
nosie AaHHbIX

OTBETHOE 3awmndpoBaHHble AaHHbIE
none AaHHbIX

5.10 Onepaumsi PACLUM®POBKA (DECIPHER)

Onepauna DECIPHER pacwmndppoBbIBaeT AaHHble, nepegaHHble B None gaHHbIX KoMaHAabl (CM. Tabnu-
Ly 14).

Tabnwuya 14 — lNapameTpbl n none gaHHbiX Ansa onepauvm DECIPHER

21 «80» (npocToe 3Ha4YeHne)

P2 «82», «84», «86» (kpynTorpamma)
KomaHagHoe IlaHHble, noanexawme pacumnPpoBKe
norne AaHHbIX

OTBETHOE OTcyTCTBYET (paclwmndppoBaHHble AaHHbIE OCTAOTCA B KApPTE) UM 3amndpoBaHHbIE AAHHbIE
nosfe AaHHbIX
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[MpunoxeHwne A
(cnpaBo4HOe€)

[Tfpumepbl onepalunun, cBA3aHHbIX ¢ LU poBOU NOANMUCKIO

A.1 locnepoBaTenbHOCTL KOMaAHA ANA ynpaBleHUsa cpeaow 3alnThl

B tabnvue A.1 npeacrtaenerHa nocnepgosatenbHocTb komaHa MANAGE SECURITY ENVIRONMENT ansa komno-
HeHTOB SET DST, CCT, CT tekywewn cpeabl 3awmntel n ansa STORE (XPAHEHWE) c vaeHTudumkatopom 3awmtHom cpebl
SEID, ykaszaHHbIM B P2.

Tabnwunya A1 — YcTraHOBKa KOMMOHEHTOB cpebl 3alunTbl

KomaHaa Onepayums P1-P2 [lone AaHHbIX KOMaHAObI
MSE SET DST «41» — «Bob» {«84» — L — CcbinoyHbin kniod } — {«91» — L = 0}
MSE SET CCT «41» — «B4» | {«83» — L — CcbinovHbn kniod } — {«87» — L — 3Ha4veHne
nHUunanmaaunmn}
MSE SET CT «41» — «B8» {«83» — L — CcCbINOYHbIN KNHOY }
MSE STORE (SEID = 1) «F2» — «01» —

Onepauns SET DST obpawaetcs K OTKPBITOMY KN4y MPU UCMONb30BAHUM BbIMUCIIEHUA NOANUCU U onpeaenseT
MHTErPUPOBaHNE Cny4anHoro Ymncna so exog undgppoeon nognmucn. Onepaumnsa SET CCT obpawaeTcs K 3aKpbITOMY KIHOUY U
Ha4YarnbHOMY 3HAYEHUIO MPU NCMNOJIb30BAHNN BbIYUCTIEHNA KPUMTOrpagnye cKon KOHTPOIbHON cyMmmMmbl. Onepaunsa SET CT
obpallaeTcsi K CECCUM 3aKPbITOro Krto4va npu MCnornb3oBaHUU KOHMPUAEHUMANbHOCTW.

A.2 NMocnepoBaTenbHOCTL KOMaHA ANA BbIMUCIeHNA uMppoBON NoaNUCH

B Tabnuue A.2 nokasaH CMHTakcuc Ans co3gaHns LmdpoBOn MOA4NUCY MPY CNONb30BAHUM CXEMbI MOANMUCK C NPUIO-
XeHnem. BBogom siBnaeTcs X3w-Ko4 ¢ 3anoNHAWUMK bantammn. 31T NpUMep UNNICTPUPYET BbIYUCTTEHNE LNPPOBON
noannucK ¢ 06 begUHEHHBLIM anropuTMOM, BKITHOYAas onepauuio XawmnpoBanns. B gaHHoOM criydyae xaw-Bxo4 NOCTynaeT Ha

KapTy.

Tabnwunuya A2 —TllepBbin Nnpumep cxembl LUMPPOBON NOANNCU C MPUITOXKEHUEM

KomaHaa Onepauuns P1-P2 [lone AaHHbIX KOMaHObI [lone gaHHbIX OTBETA
MSE RESTORE" «F3» — «01» _ —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» X3LW-KOZ, C 3anoNHAWNMA Lincpposas
banTamm NnoanNUCh

"’ BOCCTAHOBNEHME.

[TpyumMmevyaHmne—ITOT NPUMEP SABISETCH YNCTO UNMIOCTPATUBHBLIM, U €ro NPUMEHEHNE OrPaHNYEHO C TOYKK
3peHUnst peannaaumnm 3KCNOPTHLIX BO3MOXHOCTEN, KOTOPbIE MOIYT MPUMEHATBCS, U NO NpuvnHam obuwen 6e30nacHOCTH
(B HEKOTOPbIX OBCTOATENBCTBAX XenaTtenbHo n3beratbe NOBTOPA NOANUCEN).

B tabnuue A.3 nokasaH CMHTaKCcUC Ans co3gaHns umdpoBon Noanucu ¢ npunoxXennem. Beog umdpoBon Nnoanucm
COCTOUT U3 X3W-Koaa 6e3 3anonHAKLWnX DanToBs.

Tabnunuya A3 — BTopon npumep cxembl ULMDPOBON NMNOAMNMUCU C NPUNOXKEHUNEM

KomaHaa Onepauuns P1-P2 [Tone AaHHbIX KOMAaHAbI [lone naHHbIX OTBETAa
MSE RESTORE «F3» — «01» — —
PSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» X3lWw-koa 6e3 3anonHALWMX LindppoBas
banTtoB Nnoanuchb

[TpumevaHnune 1— [naToro4ytobbl n3bexarb orpaHNYeHU HA SKCMOPT, MOXHO UCMONb30BaTh 0ObeANHEHNE
NoANMCKU N X3W-anropuTtma.

[TpnumevyaHune 2— B HEKOTOPbLIX Cny4asx n3dexarb NOBTOPEHNE NOANMNCEN HE YOaETCH.
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B tabnuue A.4 nokazaHa cxema nognucu ¢ npunoxeHuwem. Beoag undpoBOW NOANUCKU COOEPXKUT X3LW-Koa 6e3
3anonHsAKWMX 6anToB, KOTOPbLIM NEpPEedAETCs B KAPTY, U KapTa 3anpawmnBaeTcs 4ns Toro, Ytobbl creHepupoBaTh CriyYamn-
HO€ YNCIO, KaK YKa3aHO B paclUMpPEHHOM CNUCKe 3arofoBKOB WabnoHa yndposou nognucen DST B none gaHHbIX KOMaHAb

nnsga komaHabl MSE.

Tabnwuya Ad — Tpetun npumep cxembl LNppoBOn NOANMUCU C MPUNTOXKEHUEM

RomaHpaa Onepaups P1-P2 [lone gaHHbIX KOMaHObI nm:i B’q:THaHb'X
MSE SET" «41» — «B6» {«4D» — L — («90» — L — «91» — L = 0)} — —
— {«84» — L — CcCbINOYHbIN KoY}
PSSO | COMPUTE DIGITAL | «9E» — «BC» {«90» — L — Xaw-koa} Lindpposas
SIGNATURE noannuchb

) YCTAHOBUTD.

B Tabnvue 5 nokasaH cuHTakcuc gns umpoBOn NOANUCU C OrpaHUYeHHbIM BOCCTaHOBNeHUeEM cooblernus. [an-
Hble 41151 NOANMUCU CKOHMPUTYPUPOBaHbI B COOTBETCTBUN CO CXEMOM NMognucu, 3agatouen orpaHNYeHHoe BOCCTAHOBIIEHNE
coobWEHNA, NCNONB3Ys OOBEKTLI AaHHbIX, MPEACTaBMEHHbIE B MOS1€ AaHHbIX KOMaHAbl, B pe3ynbrarte Yero cHeTUuK undg-
POBOW NOAMUCU UCMONb3YETCS KaK BHYTPEHHEE coobLleHne, NpeaocTaBnsemoe KapTown.

Tabnwuya A5 — YeTBepTbi NpUmMep cxembl LMDPOBON NMOAMNUCKU C NPUNOXKEHNEM

KomaHaa Onepauuns P1-P2 [lone AaHHbIX KOMAaHbI [lone QaHHbIX OTBETA
MSE RESTORE «F3» — «02» — —
PSSO COMPUTE DIGITAL SIGNATURE | «9E» — «AC» {«90» — L — Xasw-koa} LincbpoBast noanmcb

[TpnmeyaHne —3anofHEHNE AN BbIMUCNEHUSA X3LW-KO4a, a TaKkke undpoBon noganucu OCyuwecTBSAETCH B
cooTBeTcTBUKM ¢ MNCO/MOIK 9796-2.

B Tabnunue A.6 NnokasaHo, Kak KapTa BbIMOMNHAET X3WnpoBaHue (Unv nocnegHui UMK BblYNCITEHUI C X3WNPOBAHU-
em). Beoa unposon nognucm octaetcs nycteiMm B onepaumm COMPUTE DIGITAL SIGNATURE, T. K. BCe BXOAHbIE AaH-

HblE€ MNMPUCYTCTBYIOT B KapTe.

Tabnwuya A.6 —Tllateim npumep cxembl LMDOPOBON NOANMUCK C NMPUNOXKEHNEM

KomaHaa Onepauuns P1-P2 [lone AaHHbIX KOMAaHbI [lone QaHHbIX OTBETA
MSE RESTORE «F3» — «01» — —
PSSO HASH «90» — «80» IlaHHble Ans X3WMPoBaHUA —
PSSO COMPUTE DIGITAL SIGNATURE | «9E» — «9A» — LincbpoBast noanmcb

A.3 lNocnepoBaTenbHOCTL KOMaHA ANA NpoBepKu undpoBoN NoaMNUCH

B tabnnue A.7 nokasaHo, KakK pacClMPEHHbIW CNNCOK 3arofiOBKOB ONnpeaenser CTPYKTypy ceptudumkara, Tpebyto-
LLEero AONONHUTENBHOIO ONUcaHus (CM. Npunoxexnne B). BBOA ULMPPOBON NOANNCU COCTOUT N3 3NEMEHTOB AlaHHbIX. One-
pauns VERIFY CERTIFICATE BbinonHaeTcA, ncnosnb3ys LEenovky KoMmaHa,.

Tabnwuya A7 —TllepBbin npumep NpoBepkn LMdpoBON NOANMUCH

KomaHaa Onepauuns P1-P2 [Tone NaHHbIX KOMAaHAbI
MSE SET DS «41» — «B6» | {«4D» — L — («42» — L — «5F20» — L — «5F49» — L)}
— {«83» — L — CCbINOYHbIN KN4}

PS50 VERIFY CERTIFICATE «00» — «AE» {«5F4E» — L — CopepxaHue ceptndukara)
(CLA = «1X»)

PS50 VERIFY CERTIFICATE «00» — «AE» {«5F37» — L — UndpoBas nognuck ceptndmukara;
(CLA = «0X»)

PS50 HASH «90» — «80» BBoa ¢ X3WNpOBaAHNEM

2SO VERIFY DIGITAL SIGNATURE | «00» — «A8» {«9E» — L — Uundposas nognuce}
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Ha nepBom atane npegocraBnaeTcs 06beKT AaHHbIX cogepXanus ceptudumkarta (CuenneHmne 3NeMeHToB AaHHbIX:

NOAEHTUPUKALNOHHBIM HOMEP 3MUTEHTA (Ter «42»), nma aepxatensa kaptol (Ter «5F20» ) 1 OTKPbITBIW KNHOY AigpKaTerns Kap-
Tbl («5F49»)). KapTa BbINONHAET X3WMPOBaHWE, UCNOINb3yA CoaepXaHne ceptndunkaTta B KA4YeCTBE X3SWUNPOBAHHbLIX BXO-
HbIX OaHHbIX.
Ha BTopom atane ungpoBasi nognnucb, nNnpuHagnexawas ceptnpukarty, BO3BpaWaeTcs B NPEXHEe COCTOAHUE, U
pPe3ynbTaT CPaBHMBAETCH C X3LW-KOAOM, BbIYMCINEHHbIM paHee. 3aTeM BbinonHsaetcsa onepaunsa HASH. [lns npoBepku undo-
POBOW NOANNCU OTKPbITLIW KITHOY A0MKEH BbITh yXKe nasnedeH n npoeepeH npeabiaywen komanaon VERIFY CERTIFICATE.
BBoa X3WMPOBAHHbIX AAaHHbIX 3aBUCUT OT anropnutmMma XsWwunpoBaHus, MO0 OT NPOCTOro 3Ha4YeHus1, BO3AMOXHO, npeacTaB-
NEHHOro LeNO4KOM KomaHa, Nnbo ot npeaBapuTenbHO 006paboTaHHOIO X3LW-KO4a, €CNY KapTa BbIMOMNMHAET TONbKO Nocnea-
HUW LUUKIT BbIMUCITEHUN C X3LWNPOBAHUEM.

Ha nocneaHem atane BoinonHseTtcs onepauns VERIFY DIGITAL SIGNATURE.

B Tabnuue A.8 nokaszaHa npoBepka ceptudukarta, He Tpebyowero 4ONONHUTENBHOIO ONUCaHNUSA (CM. MPUITOXKEHNE
B). BBOg undposon nognucm coctont na 0b6bekToB gaHHbiX. Onepauns VERIFY CERTIFICATE vcnonb3ayert uenouky
KomaHa. Ha nepBom atane npeacTaBnsioTcs 0ObeKThl JaHHbIX, UHTENPUPOBAaHHLIE B cepTndukaTt (Hanpmumep, obpalleHne
K OpraHy no ceprundukaynm, UMs gepxatens KapTbl U OTKPbITbIW KINOY gepXatens KapTol). Kapta ncnonb3ayeT 310 06bean-
HEHWE B KQ4YE€CTBE X3WNPOBAHHbIX BXOAHbIX AaHHbIX. [lanbHenwwne atanbl MAEHTUYHbBI TEM, YTO ONMUCaHbI B NPeabiayLeM
npumepe.

Tabnwuya A.8 — BTopon npumep NpoBEPKU LMPPOBON NOANUCK

KomaHaa Onepauuns P1-P2 [lone AaHHbIX KOMAaHbI

MSE SET DST «41» — «B6» {«83» — L — CCbINOYHbIN KNOY}

PSO VERIFY CERTIFICATE | «00» — «BE» {«42» — L — VgeHTnpukaunoHHbIN HOMEP
(CLA=«1X») amuteHTa} — {«5F20» — L — VImsa gepxartens

KapTbl} — {«5F49» — L — OTKpbITbIN KNIOY AepXKaTens KapThbl}

PSO VERIFY CERTIFICATE | «00» — «AE» «5F37» — L — UndpoBas nognuce ceptndunkaray
(CLA= «0X»)

PSO HASH «90» — «80» BBoa ¢ X3WMpPOBaAHNEM

PSO VERIFY DIGITAL «00» — «A8» {«9E» — L — Unoppoeas noanmceb}
SIGNATURE

B tabnuue A.9 nokazaHo Ncnonb3oBaHUE OTKPbLITOro Ko4a, yCTAHOBIMEHHOIO B KapTe.

Tabnuya A9 — Tpetun npumep npoBepkn LndpoBon noannucu

KomaHaa Onepauns P1-P2 [lone AaHHbIX KOMAaHbI
MSE SET DST «41» — «Bo6» {«83» — L — CcblnoYHbIV KoY}
PSO HASH «90» — «A8» BBoa ¢ X3WMNpOBaAHNEM
PSO VERIFY DIGITAL SIGNATURE | «00» — «A8» {«9E» — L — UundpopoBas nognuce}
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[MpnnoxeHnve B
(cnpaBo4HoOe€)

[TpumMmepbl cepTUPUKATOB, UHTEPNPETUPOBAHHBLIX KapToW

B.1 O0BbekTbl AaHHLIX AnNA cepTudmnkaToB, BepnpnunpyemMmbiX KapTomn
B tabnuue B.1 nokasaHbl 00bEKTbI AAHHbIX, UMEILWMNX OTHOLWEHNE K cepTudumkaTam, BepUPunUnpyemMbiM KapTOWN.

Tabnwuua B.1— Mexorpacnesble 06beKTbl AaHHbLIX (MPUMEPLI) ANS CePTUDUNKATOB, BEPUDULMPYEMBIX KAPTOW

Ter ONeMeEHT daHHbIX
«42» NaeHTMdhrKauMoHHbIN HOMEP SMUTEHTA
«5F20» v gepatens KapTol
«5F37» CTatnyeckasa BHYTPEHHAS ayTeHTUPUKauma (nognuck ceptudmkaTa, npon3segeHHas 3SMUTEHTOM)
«5F49» OTKPbITbIN KNOY AepXatens KapTol
«5F4C» Ceptudumnkart nonHOMoOYUN Bnagensbua
«5F4E» CoaepxXaHne ceptudukara
«TF21» Ceptudmkar gepxarens KapTbl

OMUTEHT MOXET onpeaensaTb ganbHenwme o6beKkTbl JaHHbIX, TAKME KaK CEPUNHBIM HOMEP cepTudumkara, Homep
BEPCUN, AaTa UCTEYEHUS CPOKa OEUCTBUA U T. 4.

Cnegyer pasnunyaTtb ABE CTPYKTYPbl CEPTUPUKATOB, BEPUDUNLNPYEMBIX KAPTOWN:

- cepTudukar, BepudbnymnpyemMbiv KAPTON U HE TPEBYIo LMW AONONHUTENBHOIO ONMCaHus, COCTOUT N3 06 beANHEHUS
BER-TLV 00beKTOB AaHHbIX;

- cepTndukart, BepundpnumnpyemMmbin KAPTON N TpebyoWwmnmn AONONHUTENBHOINO ONMCaHus, COCTOUT N3 0O bEeANHEHUS
3NEMEHTOB AaHHbIX.

B.2 CeptndpmkaTbl, Bepudpuunpyemblie KAPTON U He TPpedbyrowme AOMNOSNTHUTENILHOrO onncaHuA

[na noanucanmna ceptudukata MOXeET UCMONb30BaTbCA cXxema undpoBon Noanucu ¢ unmn 6e3 BOCCTaHOBIIEHUS
coobuwenuna. B Tabnuue B.2 nokazaH npumep ceptndumkarta, BEpUOULNPYEMOro KApTON N HE TPEDBYIoLWEro AO0NONHUTENb-
HOro ONMUCaHUs, CoO CXemMmon LUMPPOBON NOANUCU C BOCCTAHOBNEHUEM COODLLIEHUS.

Tabnwuwua B.2— Ceptndbukar gepxartens kapTbol, BepudPpnunmpyemolin KapTon U He TPeOyIoWmMn AONONHUTENBHOIO
onucaHus (NpumMepsb)

«fF21» [1nvHa 3HaYeHune nocneaoBaTeribHOCTU ODBLEKTOB AaHHbIX

{«42» — L — VaeHtndpmkaymoHHein  Ho-| {«5F37» — L — Unpposas noanmce}
mep  amuteHTa} — {«5F20» — L — Nm=A
aepxarens KapTbl} — {«5F49» — L —
OTKPbITbIN KNOY AepXarens KapTbl}

Ter [1nnHa 3HavyeHne ceptudukara, cocroswero m3| OObekTbl AaHHbIX A5 NOANUCH:

ceptudomkaTta | ceptn- | ODBLEKTOB [AAHHbLIX, WHTErpupoBaHHbIX B| {«42» — L — VaeHTMdOUKAUMOHHBING  HOMEP

(cocTaBneH- duvkara | undppoByo NognMcb (MMeeTcs TONMbKO NP | 3MUTEHTA}

HbIW) OTCYTCTBUM BoccTaHoBneHus coobuwennn) | {«5F20» — L — Vimsa gepxatens kapTbl}
{«BF49» — L — OTKpbITbIN KMIOY gepxaTerns
KapTbl}

[TpumedvaHune 1—VaeHTndpnkaynoHHsle gaHHble opraHa no cepTuukaumm MoryTt cebiflatbCa Ha CBOWU OT-
KPbITBIN KITHoM.

[TpnmevaHnue 22— VaeHTUPMKaUMOHHbIE AAHHbIE AepXKaTens KapTbl MOIYT ObITb MCNONbL30BaHbI A5 YNPaB-
NeHusl NpaBamMm JOCTyNa K AaHHbIM, XPaHSALWMMCSH B KapTe.

[TpumevaHune 33— OTKPbITbIW KINIOY BNagenbua KapTbl MOXET ObITb NCNONMB30BaH B NOCNEAYOLWEN onepaunm
VERIFY DIGITAL SIGNATURE.
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B.3 CeptudumkaTbl, Bepunpuvunpyembie KapTon n Tpedyrowme AONOSNTHUTENIbHONrO onncaHua

OBOBbEeKT AaHHbIX paclUMPEHHOIO CNUCKa 3aronNoBKOB MOXET HAXO0AUTLCA B KapTe AN Toro, YTobbl NPOBEPUTb 3TOT
TnceptudukaTa; c Apyron CTOPOHbLI, OH AOIKEH BbITh 3aWMLIWEH Npu nepegave ero BkapTy. OBbEKT AaHHbIX PACLUUPEHHO-
ro cnnucka 3aronoBkoB (Ter «4Dy», cm. MCO/M3K 7816-4) onuceiBaeT 06 beAMHEHNE 3NEMEHTOB AAHHbIX MO Napam Ter/anw-
Ha B TOM Xe nopsiake, uto n B undposoun nognucu (cm. tabnuuy B.3).

Tabnwunua B.3— Ceptnchukar gepxarens kapTbl, BEpUPNLUNPYEMBIN KAPTOW U TPEDYIOLWMIW AONONHUTENBHOIO ONUca-

HUA (NPUMEPDLI)

ceptTndomkara N3-
BECTHA SIBHO)

NeHnA, OH COAepPXKUT JIJleMeHTbl
AdHHbIX B COOTBETCTBUU C paClUn-

PEHHbIM CITNMCKOM 3ar0n05|{05)

«fF21» 1nuHa 3HavYeHUe NocneaoBaTeNnbHOCTU ODBLEKTOB AAHHbIX
'4D" — L — (42" — | {«5F4E» — L — {«5F37» — L — Unopposas
L —'5F20"— L — MoeHTndmnKkaunoHHbIM HOMEP noanncb}
'5F49" — L)} IMUTEHTA —
- imsa pepatenst KapTbl —
- OTKpbITBIN KIIOY gepKaTerns
KapThbl}
Ter [1nnHa PaclmpeHHbin cnu- | OBBEKT AaHHbIX COAEPXaHUA cep-| INemMeHTbl AaHHbIX AnS noa-
cepTudmKkarta | cepTu- COK 3arorioBKOB | TUPMKATA, WHTErPUPOBAHHBLIN B| MUCH:
(cocTaBneH- | ukata | (NPUCYTCTBYET TONb- | MOANUCH (MMEETCH TONMbKO NPpu OT-| - MAEHTUPUKAUNOHHBIM  HO-
HbIN) KO, €Clnn CTPYKTypa| CYyTCTBMM COOBOLLEHUS BOCCTAHOB-| MEP IMUTEHTA;

- UM$S AepXaTens KapThbl;
- OTKPbITbIM KNOY AepXXaTtens
KapThbl
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Mpnnoxenwe C
(cnpaBo4HoOe€)

Mpumepbl UMNopTa/aKcnopTa aCUMMETPUYHOIO KNn4a

C.1 Ucnonb3oBaHvne komaHabl GET DATA (M3BJIEYb JAHHDBIE) ansa akcnopTa OTKpbITOro Kniova

[TpegnonaraeTcs, YTo O6BEKTHI AaHHbIX, ONMUCBIBAlOLWKME OTKPLITLIN KNtod (PK), HAXoaaTCA B KapTe U 3aKoanpoBa-
Hbl B dhopme, nokazaHHou B Tabnuue C.1.

Tabnwuwua C.1— KogupoBaHue anst 0b6bekTa AaHHbIX OTKPLITOro kntova (PK), Haxoasuwerocs B kapTe

L| lMapa T — L ans ykasanus wabnoHa ansi NnpoBepku Undposon nognucu

«Bo» L ST

«83» | L | Ccbino4Hbin Kntodv Ha oTKPbITeIW KNtod (PK.CH.DS)

«TF49» | L OOBbEeKT AaHHbIX OTKPbITOrO KIo4a

«81» | L | Moaynb

«82» | L | OTKpbITas 3KCNOHEHTA

«9E» L Lindbposass nognuce (Bce Gantbl wabnoHa npoBEPKU LUNPPOBOM MOANUCU
npeawecrteytowero tera «9E» co aHakom)

C nomouwpbtio komaHabl MSE Bbibnpaetcsa oTkpbiTbin Ktod PK, KoTopbin aomkeH bbiTb BoccTaHoBNeH. [anee
komaHaa GET DATA (HeuweTHbIW INS, P1-P2 = «3FFF») ncnoneayetcsa B 3 atana, B COOTBETCTBUM C KOTOPLIMU MONS AaH-
HbIX, NOKa3aHHble B Tabnuuax C.2—C.7, ocywecTBNAIOTCH B UHTEPENCE KaPThI.

Tabnwnuya C.2—TIlone aaHubix komaHabl GET DATA, atan 1 ns 3

«4D» | OB | PacwupeHHbIn CrMCOK 3arofioBKOB

«A8» 09 | lNapa T — L gns ykazanms wabnoHa ans npoBepKN LMOPOBOW NOANUCH

«Bo» | 02 | Mapa T — L, koTopas ykasbiBaeT 00beKT AaHHbIX DST

«83» | 00 | MNMapa T — L, koTopas ykasbiBaeT CCbIIKY HA OTKPbIThIN KITHoY

«7F49» | 02| lapa T — L, koTopasi ykasblBaeT 0ObEKT JaHHbIX OTKPbLITOrO Kito4a

«81» | 00 | MNapa T — L, koTopas ykassiBaeT MoayIb

Tabnwnuya C.3—Ilone aaHubix otBeTta GET DATA, atan 1 n3 3

«Bo» L DST
«83» | L Ccbeinodnbin knwd PK.CH.DS

«TF49» | L OTKPBITbIV KNt

«81» | L Moaynb

Tabnwnuya C.4—Ilone aaHubix komaHabl GET DATA, atan 2 ns 3

«4D» | 07 | PacwupeHHbIn CrMCOK 3arofi0BKOB

«A8» 07 | lNapa T — L gns ykazanums wabnoHa ans npoBepKN LMOPOBOW NOANUCH

«7F49» | 02 | lapa T — L, koTopasi ykasbiBaeT OObEKT AaHHbIX OTKPbITOIO Kto4a

«82» | 00 | MNapa T — L, koTOpas ykassiBaeT Mo4yrb

Tadbnwuwua C.5—Ilone panHubix otBeta GET DATA, atan 2 ns 3

«TF49» | L OTKPbITbIN KoY

«82» | L OTKpbITas 3KCNOHEHTA
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Tadbnwuwua C.6 —Illone aanHbix komaHagbl GET DATA, atan 3 n3 3

«4D»

04

PaclWNPEHHBIN CNIMCOK 3aronoBKOB

«AB» 02 | lapa T — L ans ykazanus wabnoHa gns npoBepkn LndpoBOn Noanncu

«9E» | 00 | lNapa T — L, koTopas ykasbiBaeT 0OBEKT AaHHbIX LMPOBOW NOANUCH

Tadbnwuwua C.7—Ilone aannbix otBeta GET DATA, stan 3 n3 3

C.2 Ucnonb3oBaHue komaHabl PUT DATA (MOMECTUTb OAHHDBIE) ana nmnopTa 3akpbITOro Knro4a

[lepBoHavanbHO kKOMaHga MSE gormkHa oTnpaBnTb CChINKY HA COOTBETCTBYIIOLWMUW 3aKPbIThIN KITKOY (T. €. CChINTOYHbIW
KITHOY yKe n3BecteH kapte) (M. Tabnuyy C.8). lanee ncnonb3ytoT komaHay PUT DATA (HeveTHbIN INS, P1-P2=«3FFF»)c
Nonem AaHHbIX KOMaHabl, Kak nokasaHo B Tabnuue C.9.

Tabnunya C.8— PacwmpeHHbI CNINCOK 3arofiOBKOB, ONUCLIBAKO LMW ODBEKT 3aKPbITOro Koya

«4D»

0B

PacLlUNPEHHbIN CMUCOK 3aronoBKOB

«AB» L [Tapa T — L ans ykasanus wabnoHa ans npoBepkn UundpoBon nognucu

«B6» | L [Tapa T — L gnsa ykaszanmna DST

«84» | L [Tapa T — L ansa ykaszanms ccbinovHoro Knodva Ha SK.CH.DS

«(F48» | L [Mapa T — L ana ykazaHms obbekTa AaHHbIX 3aKPbITOro Ko4a

«81» | 00 | lNapa T — L, koTopas ykasbiBaeT MOA4yIb
«92» | L [lapa T — L ansa napamerpa p
«93» | L [Mlapa T — L ansa napameTtpa g
«94» | L [lapa T — L ansa napametpa 1/g mod p
«95» | L [MTapa T — L gnsa napameTtpa d mod (p — 1)
«96» | L [MTapa T — L ana napametpa d mod (g —1)
«9E» | L [lapa T — L ans ykasanmnsa ungpposon nognucm

Tadbnwuwua C.9—Ilone aanHbix komaHgsl PUT DATA

«4D» L | PacwmnpeHHbIN CNNCOK 3aronoBKOB

«AB» L [Tapa T — L ans ykasanus wabnoHa ans npoBepkn undpoBon nognucu

«Bo» | L [lapa T — L ans ykasanmna DST

«84» | L [Tapa T — L ansa ykazaHums cebinoYvHoro Knwdva Ha SK.CH.DS

«F48» | L [MTapa T — L ans ykazaHus ob6bekTa AaHHbIX 3aKPbITOro Ko4a

«92» | L [Mlapa T — L ansa napameTtpa p
«93» | L [Mlapa T — L ansa napameTtpa g
«94» | L [lapa T — L ans napametpa 1/g mod p
«95» | L [MTapa T — L ana napameTtpa d mod (p — 1)
«96» | L [Tapa T — L gnsa napametpa d mod (g —1)
«9E» | L [lapa T — L gna ykasaHusa unpoBoun noanmcu
«bF48» | L | ObbeanHeHne sNeMeHTOB AaHHbIX NapamMeTPOoB KItova B COOTBETCTBUM C PACLLUNPEHHBIM CMIMCKOM 3aro-
NMOBKOB. DNTEMEHTbI AaHHbIX, KOTOPbIE CBSI3aHbl C HAaNoNMHeHnem Teroe «00» B paclUMPEHHOM CINUCKe 3a-
rONMOBKOB, CHUTLIBAKOTCH, HO NPU 3TOM UTHOPUPYIOTCA
«9E» L | Undpoeast nognmuco
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Mpunnoxenve OA
(cnpaBo4HoOe€)

CBegeHNA 0 COOTBETCTBUMU CCbINMOYHbIX MeXAYHapOoAHbIX CTaAHAAPTOB CCbINTOYHbLIM
HauuoHanbHbIM cTaHgapTaMm Poccunckoum ®epgepauuum

Tadbnwua OA.1

QB03HaAYEeHUE CChINTOYHOIO CTeneHb OBo3HavYeHne 1 HaMMeHOBaHWe COOTBETCTBYICLLEro HAUUMOHANTBHOIO
MEXOYHAPOAHOro ctangapra COOTBETCTBUSA cTaHaapTa
NCO/M3K 7816-4:2005 IDT [OCT P MCO/M3BK 7816-4—2004 «WHDopMaUMOHHAA TEXHOMOIus.

KapTbl M AEHTUDMKALNOHHbIE. KapTbl HA MHTErparbHbIX CXeMaXx C KOH-
Taktamun. HYactb 4. MexoTpacneBble KOMmaHabl Ans obmeHa»

OTBETCTBUA CTaHAAPTOB.

- IDT — naeHTn4YHbIE CTAHAAPTHI.

[TpwnmedyaHune—B HacToswen Tabnuue NCNoONb30BaHO Creayoee yenoBHoe 00603Ha4YeHNe CTENEHN CO-
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[1]

[2]

[3]

[4]

[9]

6]

MCO/M3K 7816
(BCe 4acTun)

ISO/IEC 7816 (all parts)

MCO/M3K 9796
(BCe 4acTun)

ISO/IEC 9796 (all parts)
NCO/M3K 9798-5:19991)
ISO/IEC 9798-5:1999

MCO/M3K 10536
(BCe 4acTu)

ISO/IEC 10536 (all parts)

MCO/M3K 14443
(BCe yacTun)

ISO/IEC 14443 (all parts)

MCO/M3K 15693
(BCE 4yacTun)

ISO/IEC 15693 (all parts)
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bubnuorpadpua

KapTbl M AEHTUMPUKALNOHHbIE — KapTbl HA MHTErparnbHbIX CXeMax ¢ KOHTaKTaMm

Ildentification cards — Integrated circuit cards

MHpopmaunoHHasa texHonormss — Metogbl 3awntel — Cxema undpoBon Nognncm ¢
BOCCTAHOBIIEHUEM COODLWEHUS

Information technology — Security techniques — Digital signature scheme giving
message recovery

MHpopmaumoHHble TexHonormm — Metoabl 3awmntbl — AyTeHTUPUKAUNMSA 0Dbek-
ToB — Yactb 5: MexaHun3ambl € NPUMEHEHUEM METOL0B C «HYNEBbLIM 3HAHUEM»

Information technology — Security techniques — Entity authentication — Part 5:
Mechanisms using zero knowledge techniques

KapTbl uaeHTUMPUKALUMOHHbIE — KapTbl Ha WHTEerpanbHbIX CXemMax OeCKOHTAaKT-
Hble — KapTbl MOBEPXHOCTHOIO AENCTBUS

ldentification cards — Contactless integrated circuits cards — Close coupled cards

Kaptel umaeHTUPUKALUMOHHBbIE — KapThl
Hble — KapTbl 6N1M3KOro AencTBuS

|ldentification cards — Contactless integrated circuits cards — Proximity cards

KapTbl wvaeHTUPUKaUMOHHbIE — KapTbl Ha WHTEerpanbHbIX CXemax OeCKOHTaKT-
Hble — KapTbl yaaneHHOoro 4encreus

ldentification cards — Contactless integrated circuits cards — Vicinity cards

Ha WHTErpalibHblX CXE€MaX DEeCKOHTAaKT-

" Otmenen. Hencteyer MCO/M3IK 9798-5:2009.
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YOK 336.77:002:006.354 OKC 35.240.15 9406 OKIT 40 8470

KntoveBble cnoBa: obpaboTka gaHHbIX, 06MeH nHdopmaumen, ngeHTupukaunoHHsle KapThl, |C — KapThil,
coobLeHns, cnocobbl 3aLnTbl, ayTeHTUdUKALUS
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