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[lpeaucnoBue

Llenn u npuHuMnel ctTaHgapTusauum B Poccumnckon PeagepaumyctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 nekadbpst 2002 r. Ne 184-03 «O TeXHUYECKOM perynmpoBaHiun», a npasuna NnpuMeHeHnst HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccunckon depgepanmn.
OCHOBHbIE MNONOXEHUAY

CBeneHNnAa o ctaHaapTe

1 PASPABOTAH ®epgepanbHbIM rocygapCTBeHHbIM  YHUTaApHBIM - NpeanpuatuemMm «l1eH3eHCKUA
Hay4YHO-MccneaoBaTernibCkun anekTpoTexHndeckun UHCTUTYT» (PIYI «'MTHU3SW» ), PegepanbHbIM rocygap-
CTBEHHbIM yupexaeHunem «l ocyaapCTBeHHbIN Hay4vHO-UCCcneaoBaTeNbCKNA UCNbITaTeNbHbIN MHCTUTYT NPOO-

nem TexHuU4eckomn salmnTbel HpopmMmaunm egepanbHOU CYKObI N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOMIO»
(PrY «FrHWAU NTT3UN @CTIK Poccuny»)

2 BHECEH TexHunyeckum komutetToM no ctaHgaptTusaumm TK 362 «3awjmta nHdgpopmaLian»

3 YTBEP)XXAEH W BBEAEH B JEWCTBUE Mpukasom PenepanbHOro areHTCTBa No TEXHNYECKOMY
perynupoBaHuio n meTtponiornn ot 1 aekabpst 2011 r. Ne 684-ct

4 BBEAEH BINEPBbIE

ViHgbopmayust 06 U3MeHeHUsIX K HacmosuwemMy cmaHGapmy nybriukyemcs 8 €Xe200H0 U30asaeMoM
UHpOpMaUUOHHOM yKalzamerse «HauuoHanbHblie cmaHoapmabi», a mexkcm U3MeHeHUU U MorpasoK — 8 eXXeMe-
CSYHO U30asaeMbiX UHGhOPpMaUUOHHbIX yKalamernsx « HauuoHanbHbie cmaHoapmeiy. B cnyyae nepecmompa
(3aMeHbl) Unu OmMeHbi Hacmosauw,e20 cmaHOapma coomeemcemesyroujee yeeoomreHue byoem onybnukosaHo
8 eXXKEMEeCSYHO U3dasaeMOoM UHpOpMalUOHHOM yKa3amerne «HayuoHalnbHbie cmaHOapmbiy». Coomeemcemay-
rowasi UHgopmMmayus, yeeooMIieHUe U meKkcmsl pasMeljaromcsi makxe 8 UHQopMallUuoHHOoU cucmeme obujezo
ronb308aHUs — Ha ouluanbHOM catime ®edepalibHO20 az2zeHmemea o MmexHU4YeCcKoMy pe2yrupo8aHUuro U
MempoJsiozauu e cemu MIHmepHem

© CtaHpgapTuHdopm, 2012

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PerynmpoBaHuo U MeTPOoorum
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BBenoeHue

HacTosawmnm cTaHaapT BXOAUT B KOMMNNEKC cTaHaapToB, yCTaHaBNMBaOLWUX TpebdoBaHUA K TECTUPOBA-
HUAKO CPeACTB BbICOKOHAAEXXHOM BUoMeTpuieckon ayTeHTudukaLmm.

[loBepue K cpeacTBaM BbICOKOHAAEXKHOW DUOMETPUYECKON ayTeHTUdpMKaLUn onpeaensieTcs pesynbTa-
TaMW UX TECTUPOBAHUSA, Bblpa)KeHHLIMW B popMe rapaHTUN NPOU3BOAUTENSA, NOATBEPXKAEHHbIX, MO HEOOX0AU-
MOCTU, cepPTUPUKaLNOHHBIMUA OKYMEHTaMM.

TecTupoBaHue cpeacTB DUOMETPUYECKON ayTeHTUUKaLMM NPOBOAUTCH C UCMONb30oBaHUEM Da3 DUO-
MeTpuyecknx obpasoB « CBOU» U «HyXXoW», pasMepbl KOTOPLIX ABMATCA A4OCTATOUHBIMW ANA NOATBEPXKAEHUS
XapakTepUCTUK TeCTUpyeMbiX CpeacTs.

Hanbonee cnoXXHoOMYacTbio 3aga4n IBNSAETCS TECTUPOBaHUE CTOUMKOCTU 0OyUeHHbIX NpeobpasoBaTenen
«brnuomMeTpua-koa» Katakamnogbopa. Kak npasuno, cosgaTb A40CTATOYHO OOMNbLUON 0OBbEM €CTECTBEHHbLIX OUO-
MeTpudecknx obpason no TpedoBaHnam FOCT P 52633.1 TeXHUYeCK HEBO3MOXHO. 10 3TOU NpUYnHE NPUXO-
ONTCA MHOTOKpaTHO yBENUYMBaTbL pa3Mepbl TECTOBOW Basbl bnomMeTpmniecknx obpasoB 3a CHET CUHTETUYECKNX
bnomeTpuyeckmnx obpasos, co3gaHHbix no FOCT P 52633.2.

B obuwem cny4yae 3agada aBTOMaTU3NPOBAHHOMO TECTUPOBaHNUA CTOUKOCTU NpeocbpasoBaTtena «DUoMeT-
pua-koa» TpebyeT PopMUPOBaAHNSA OoUeHb BONbLLUMX Bas TeCTOBLIX DMOMETPpUHECKNX 0DpasoB U MPUMEHEHUH
BbICOKOMNPOU3BOANTENBHLIX BBIMUCIUTEBbHBIX CPeaACcTB ¢ bonsnmMm obbemMoM namsaTn. Ob6nacTbio NPUMEHEHUS
HaCTOSILLEro ctaHaapTa He siBnsieTcst 00K cnyvyan nepedbopa BCeX BO3IMOXHBIX DnomMmeTpuiecknx obpasos,
HaCcTOALWMN CTaHOAPT pacnpoCcTpaHAEeTCsA TONbKO Ha TeCTUPOBaHUE NPOorpaMMHBIX CpeaCTB ayTeHTUUKaumn,
B KOTOPbLIX MpegyCcMoTpeHa BO3IMOXHOCTb peannsaunm cneymanbHbIX YCNOBUX YNPOLWEeHNA 3aga4v TeCTUPOBa-
HUARA, a TaKKe NpegycMoTpeHbl cneunanbHble TECTOBLIE PeXUMbI HAabNMogeHUA BHYTPEHHNX AaHHBIX Npeobpa-
soBaTtensa «obuometpusa-koa». [Ons cpencTB  BbICOKOHAAEXHOW OUOMETpUYEcKon ayTeHTUpukauunn,
BbIMOMHEHHbIX C annapaTHOW 3alMTOW BHYTPEHHUX AaHHbIX, MY ANA nporpaMMHbIX CpeACTB, He NpedocTaB-
NA0LWUX AOCTYMNa K CBOMM BHYTPEHHUM gaHHBIM B crielMarnbHbIX peXXnmMax TeCTUPOBaHUA, NpoLleaypbl HACcToA-
LLlero ctaHaapTa He MOTyT AaTb YNCNEHHOW OLUEHKU CTOMKOCTU K aTakam nogdopa.

IV
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

3awuTta uHcpopmauun
TEXHUKA 3AUINTBI MTHOOPMALIUA

TecTUpOBaHUE CTOMKOCTU CpeiCTB BbICOKOHaOE)XXHOW
OMomMeTpUUecKon 3aWmnTbl K aTakamMm nogbopa

Information protection. Information protection technology. The high reliability biometric protection means
endurance testing from matching attacks

[laTta BBegeHna — 2011—12—01

1 ObnacTtb NpUMeHeHus

HacTosawmnn ctaHaapT pacnpocTpaHsaeTca Ha aBTOMaTU3UPOBAaHHbIE CUCTEMBI TECTUPOBAHUA CPeaCTB
BblCOKOHaaeXXHoW bruomeTpuieckon aytTeHTudukauunm, seinonHeHHsle no FOCT P 52633.0, koTopble ocyLle-
CTBIIAOT UMUTaLMIO aTak noadopa ¢ UCNonb3oBaHUeEM Da3 eCTECTBEHHBIX DUOMETPUYECKUX 0Dpa30B, cPOPpMUK-
poBaHHbIX Mo [OCT P 52633.1 n pasMHOXEHHbIX 3a CYeT CUHTEeTUYEeCKUX DuomeTpuyeckmx obpasos,
nonyvyeHHeIX No FOCT P 52633.2. HacToqalwmn ctaHaapT pacnpocTpaHaeTcs Ha NporpaMmmMHble cpeactea buno-
MeTPUYECKOU ayTeHTUpUKaumm Unm nporpaMmmHble 3MyNATOPbl annapaTHbIX CPeAcTB ayTeHTUuduKauuu,
npegycMaTpuBatoLlme AoCTYNHOCTb MX BHYTPEHHUX AaHHbIX B CneLluansHOM TECTOBOM PEXUME.

2 HopmaTuBHbIe CCbINKN

B HacTodalleM cTaHOapTe UCNONb30BaHbl CChINIKM Ha cneayrolwne cTaHaapThl:

[OCT P 50779.10—2000 CraTtuctuyeckmne metoabl. BepoAaTHOCTb U OCHOBBLI CTATUCTUKN. TE€PMUHBI U
onpeneneHus

[OCT P 52633.0—2006 3awmTa nHgopmaunn. TexHnka sawmntol nHpopmaunn. TpeboBaHUA K cpea-
CTBaM BbICOKOHaAEXHOMN DUOMETPpUYECKOW ayTeHTUdUKaL MK

[OCT P 52633.1—2009 3awmuta nHgopmauunn. TexHuka sawwmnTbl MHpopmMmaumn. TpeboBaHUA K pop-
MUPOBaHNIO Ba3 ecTeCTBEHHLIX DMOMEeTpUIecKMx obpasoB, NnpeaHasHavYeHHbIX ANA TECTUPOBAHUS CpeacTB
BbICOKOHaAeXXHOW BUOMETpHUYeCKon ayTeHTUPMKaLLIUA

[OCT P 52633.2—2010 3awwuTa nHdopmaunn. TexHuka sawuntbl tHpopmauumn. TpeboBaHUA K dop-
MUPOBAHUIO CUHTETUYECKNX BMOMETPUYECKUX 0DPas3oB, NpeaHasHavYeHHbIX ANsl TECTUPOBaHUS CPeaCTB BbICO-
KOHaaeXXHoM bMomMeTpruieckon ayTeHTUUKaLMmn

[TpnumeyaHune—Illpu NONb30BaAaHMM HACTOSILLMM CTAHAAPTOM LenecoodbpasHo NPOBEPUTL AENCTBUE CCbINOM-
HbIX CTaHO4APTOB B WMHMPOPMAUMOHHOW CUCTEME ODWero nonb3oBaHusag — Ha oduumanbHom cante PegepanbHOro
areHTCTBa NoO TEXHNYECKOMY PErynmpoBaHuUo U METPOIOrMU B ceTu MIHTEPHET nnun No eXXerogHo n3gaBaemMmomMmy nHQoOpma-
LMOHHOMY YKa3aTtento « HaunoHanbHble CTaHAAPThI», KOTOPbLIN ONYOBNMMKOBAH MO COCTOSHMIO Ha 1 SIHBAPS TEKYLWEro roaa, u
N0 COOTBETCTBYIOWMNM €XEMECAYHO U3daBaeMblM MHPOPMALMOHHBIM yKa3aTensam, onybriMKOBaHHbIM B TEKYLLEM roay.
Ecnun ccbinoYvHbIM CTAHAAPT 3aMEHEH (M3MEHEH), TO NPU NONb30BAHUMN HACTOSIWMM CTAaHAAPTOM CreayeT PyKOBOACTBO-
BaTbCH 3aMEHALWUM (MBMEHEHHBIM) CTaHAAPTOM. ECnn CCbINOYHLIM CTaHAAPT OTMEHEH Be3 3aMeHbl, TO MONOXEHNE, B
KOTOPOM gaHa CChINKa Ha HEro, MPUMEHSIETCSH B YaCTU, HE 3aTparmBatoLlEen 3Ty CCbISIKY.

U3paHune odbmumanbHoe
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3 TepMUHbI U onpegeneHus

B HacTodweM ctaHaapTe npuMmeHeHbl TepMUHBINO T OCT P 52633.0,OCTP 52633.1nlOCTP 52633.2,
a TakkKe creaylowmnmn TepMMH ¢ COOTBETCTBYIIOLLMM onpeaeneHuemMm:

3.1 cTOMKOCTb K aTakam nogdopa: [lokasaTernb, onpegensaowmn Ynucio nonbiTok nogdopa, Heobxoan-
MOE€ 3MOYMBLILWNEHHUKY ANS NonydvYeHUa Ha Bbixode npeobpasoBaTensd HEU3BECTHOMO eMy kKoda AocTyna
«CBON» NP UCNONB30CBaHWUN ANl aTakM 3apaHee copMnpoBaHHOMN basbl bromeTpudecknx obpasoB « Hyxouny.

4 O603HA4YeHUA N COKpaLleHuns

B HacTosILeM JOKYMEHTE NPUHATLI crneayowme 0bo3HauveHUAa U CoKpalleHNs:

N — pa3mMmep ncnonblyemoun anst TectupoBaHng 6asbl 0bpasoB «HyXony»;

h — 3Ha4YeHune KpnuTepusa XaMMUHra;

n — AnNYHa BbIXOAHOro Koga TecTMpyeMoro npeobpasoBartens «bMomMmeTpusa-koa»;
E(.) — onepaTop Bbl4UCeHUA MaTeMaTndeckoro oxmgaHnano FOCT P 50779.10;
o(.) — onepaTop BbluMcneHUsa ctaHgapTHoro oTknoHeHna no FrOCT P 50779.10;
P, — BEepOATHOCTL OLINOKK BTOpOro poaa (OLWMO0oUHbIN Nponyck «Hy>korox );

[MTBEK — npeocbpazoBaTesib «bUoMeTpua-koa».

5 Obwue nonoxeHunnA

5.1 PacnpepeneHue B3auMHOro goBepus

[MTBEK MoryT tectnpoBaTtbCsl NMpU pasHOM YPOBHE AOBepUst MexXxay AOHOPOM BUoMeTpun, BnagenbLem
cpeacTBa broMeTpuieckon ayTeHTUdMKaLnumn (TectupoBaHua). PasnuyaoT Tpyu YPOBHS B3aUMHOI0 A0BEPUS:

- NONHOEe B3aUMHOE A0OBepue Mexay ACHOPOM buomMeTpun 1 Bnagensuem cpeactesa bnoMmeTpuiecKomn
ayTeHTUugpukayuum (TeCTUpoBaHUA);

- YyacTUYHOE AoBepune Mexay Ao0HOPOM BUoMEeTpUn U BNagensuem cpeacTea OMOMETPUIECKOU ayTEHTH-
punKkaunm (TecTMpoBaHuUa),

- OTCYTCTBME AOBepUdA AOHOPa BMoMeTpun K BNnagensLy cpeactea OMOMeTpUYeckon ayTeHTUpMKaLnn
(TeCTUpoBaHUSA).

5.1.1 MNMonHoe goBepue co CTOPOHLI A0HOpPa DuomMeTpun

[TonHOe B3anMHOe AoBepUe BO3HMKAET B clyyae, ecrnv AoHOP DUOMETPUN OQHOBPEMEHHO SIBNSIETCH BNa-
nensLem cpeactesa OUOMeTpUYEcKon ayTeHTUUKaL MM CO BCTPOEHHBIM DNOKOM caMoTecTupoBaHUsA. Toraa
OOHOP buomeTpun cnocobeH nocne Kaxaoro obyveHunst Henpoceteroro NBK camocTossTensHO NpPOTECTUPO-
BaTb €ro ypoBeHb CTOUMKOCTWU K aTakam noagdopa. OgHako npu 3TOM AOCHOP DUMOMETPUMN AO0MKEH O0BEPSATH
BCTPOEHHOMY B CpeicTBO DMoMeTpruieckon ayTeHTudunkauum 6noky camotectmpoBaHus. [pn nonHom goee-
Py 3aTpaThl HA TECTUPOBAHUE MUHUMAaTNbHLI, TAK KAK BCe DUOMETpUYEecKmne AaHHble M3BECTHLI TECTUPYIOLLEMY.

5.1.2 [oBepue K BCTPOEHHOMY B CpeAcTBO ayTeHTU(UKaLuum 610Ky caMmoTeCTUpOBaHUA

[1oHOp BruomeTpun AoBEPSIET BCTPOEHHOMY DNOKY CaMOTECTUPOBAaHUSA, eCri NPCU3BOANTENb CpeacTBa
ayTeHTUdUKaunum gaeT MHpOpPMaL IO O NOTrPELLUHOCT DNoKa caMOoTeCcTUPOBaHUSA. 3adBeHHasi NPOU3BoANTE-
femM norpeLllHocTb NoKasaHnn 6oka caMoTeCcTUPOBaHUS A0MKHA ObIThb NOATBEPXKAEHAa BHELUHUM HEe3aBUCU-
MbIM TECTUPOBAHNEM C UCMONb30BAHUEM TECTOBLIX a3 buomMeTpuieckmx ocbpasoB AOCTAaTOUYHOIO pasMepa.

5.1.3 YacTu4yHoe goBepue co CTOPOHbI AOHOpa OuoMeTpUMN

CuTyauusa YacTUMIHOro 4oOBepusi BO3HUKAET B cnyvae, ecrnin AoHOP bomMeTpun He ABNSIETCA BNagenbLem
cpeacTBa bMoMeTpuveckon ayteHTugpmnkaumm (tectuposaHuns). B aTom cnydvyae AoHOP BUOMETPUN COXPaHAET
3a cobon npaBo Ha obecneyeHne KOHPUAEHLUNANBHOCTN, aHOHUMHOCTKN, ODE3NMUYEHHOCTN CBOUX DMOMETPU-
YeCKUX AaHHbIX 1 Koda OocTyna. TeM He MeHee BnageneLl, cpeacrea buoMmeTpuieckon aytTeHTugpmnkaumm aorn-
XEH UMETb BO3MOXHOCTb TECTUPOBAaTL CTOUKOCThL KaTtakam noaodopa INbBK aoHopa bruomeTpuin (Nonb3oBaTenen
ero cpeacTea). CpeacTBa TECTUPOBAHUSA A0MKHBI ObITb CNOCOBHBI paboTaTh B peXXMMe CoOXpaHeHUs aHOHUM-
HOCTW, KOHMPUAEHUNANBHOCTN, ODE3NMMYEeHHOCTU nepcoHalnbHbIX OUOMETPUYECKUX [daHHbIX [AoHOopa
bnomeTpun.

YacTnyHoe AoBepUre CO CTOPOHBbI ACHOPa BUoMeTpUn K BrnagensLy cpeactsa ayTeHTUudonkaumm (TectTupo-
BaHUS) CYLLECTBEHHO YCINOXHSAET YCNOBUA TECTUPOBAHUA.

5.1.4 TecTupoBaHue Npu NOTHOM OTCYTCTBUU AOBEPUA CO CTOPOHDLI AOHOpa

3aTtpaTbl HA TeCTUPOBAHME CYLLIECTBEHHO 3aBUCAT OT HavYanbHOW MHGOpMaLU1 0 BUOMEeTPUYECKNX AaH-
HbIX U Koge goctyna. [pyu NONMHOM OTCYTCTBUM HadanbHOWU MHPopmauun o INBK TecTupyrowinn aomkeH
nepebpaTb MHOXECTBO BUOMETpUUECKUX 0bpa3oB, KOTopble Koraa-nmbo MoryT ObITh NpeAbABEHLI, U HAUTU

2
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NN CUHTE3npoBaTb DUomMeTpuyecknn obpas «CBon». Pexum OTCyTCTBUA A0BepUsA (MONMHOMO OTCYTCTBUSA
OONONHUTENbHOW MHOPMAaLIUKA O 3alluLLIaeMON DUOMETPUN U KoAe A0CTyNa) sIBNSIETCA Hanbdbonee CroXHbIM
ONS1 TECTUPOBAHUSA. DTOT PEXUM TpebyeT 3HaYUTENbHbIX 3aTpaT MaTepuanbHbIX pecypcoB Ha POPMUPOBAHME
bonblinx 6as buomeTpudecknx obpasor no NOCT P 52633.1, ncnonb3oBaHMe BbICOKONPON3BOAUTENbHBIX
CpeaCcTB aBTOMAaTU3NPOBAHHOIO pa3sMHOXeHUA bnuomeTpudeckmnx cbpazonol OCT P 52633.2 nnocneaytolue-
[0 TECTUPOBaHUA NyTEM NPAMOro nepebopa BceX BO3MOXHbLIX BAPUAHTOB DMOMETPUYECKUX 0Dpa3oB. ITOT
PEeXUM TECTUPOBAHUA B paMKax HACToALLero ctaHgapTa He paccMaTpuBaeTC s, Tak KaK He Mo3BoNdeT NoNyynTb
OOCTOBEPHbLIX YUCMEHHbLIX pe3ynbTaToB 0e3 NpUBMEYEHUS BbICOKOMPOUIBOAUTENbHBLIX BbIMUCIUTEMNbHBIX
cpeACcTB aBTOMaTU3aLUnm nogbopa bnuomeTpuiecknx obpasos.

5.2 Y4yeT BNUAHUA CTPYKTYpPbI Npeodbpa3oBaTena «bnomerpua-kog» npum ero TeCTMpoBaHMn Ha
CTOUKOCTb K aTakamMm nogbopa

5.2.1 Ctpyktypa [BK, ucnonbsywwero BXogHble OUOMeTPUYECKUE NapaMeTpbl BbICOKOro
KavyecTBa

EcnnlBK ncnonbayet npamoe npeobpaszoBaHmne OUOMETPUYECKNX NapaMeTPOB B KO Yepes NX cpaBHe-
HWe C rpaHnuamMmmn pacnpegeneHns napameTpoB «CBOM», TO TECTUPOBaHUE NPOoBOANTCH Be3 N3MEHEHUS ero
CTPYKTYpbl. TecTupoBaHUe npoBOAUTCH HabnogeHUemM BbIXOAHBIX KOAOB, MOPOXAAeMbIX BXOAHLIMU
bMomMeTpudecKkMMmn napameTpamm obpasoB «HyKony.

5.2.2 Ctpyktypa [BK, ucnonb3ywuwero BXoAHble OUOMeTpUYeCKUe napameTpbl cpenHero
KavdecTBa

EcnnllBKocylwecTBnseT NnoBeiWeHUE KavecTBa BUOMETPUYECKUX MapaMeTPOB C MOMOLLLIO OAHOIMO CrNos
NCKYCCTBEHHbIX HEUPOHOB UM MHOTO OAHOCITIONHOTO HEYETKOrO MexaHusma oboraleHnsa AaHHbIX, TO TECTUPO-
BaHWE nNpoBoaUTCS 6e3 U3MEHEHUN ero CTPYKTypbl. TecTupoBaHMe npoBoanTCsl HabnogeHNEM BbIXOAHbIX
koaoB NBK, nopoXxgaemMblx BXOAHbIMW BUOMETPUYECKUMK NapaMeTpamMun 0bpasoB «HyKony.

5.2.3 U3aMmeHeHue cTpyKTYpbI [MBK, ncnonbaywlero BxogHble bBUoMeTpuUveCckne napamMeTpbl HU3-
KOro kavyecTBa

Ecnu INBK ocywectensieT npecbpasoBaHUe MHOTOCNOUHON HEMPOHHOU CEeTbo UM C NMOMOLLBbH UHbIX
MHOIOCMONHbLIX HEYETKMX MEXaHU3MOB 0boralleH1Usa AaHHbIX, TO TECTUPOBaHUE NPOBOAUTCH C TAKUM NU3MEHE-
HAEM ero CTPYKTYpPbl, KOTOpOE NO3BONSET HAabnogaTh KoAbl Ha BbIXOAE KaXKaoro cnod. TeCToBbIN PeXM O0I-
XeH obecne4vnBaTb KOHTPOSb KOAOB HA BbIXO4ax HEUMPOHOB UMW HA BbiXo4daX UHbIX HEYETKUX MEeXaHWU3MOB
oboraweHunsa gaHHbiX Kaxaoro crnod MNBK. INpu 3ToM NnpoBoAAT TECTUPOBAHUE BLIXOAHbLIX KOAOB KaXXA0ro Cros
[MBK. ATorom TectnpoBaHus ABNAETCH HAaNXyaLWwnin nokasaTeb CTOMKOCTU K aTakam noabopa.

5.2.4 UameHeHUe cTpyKTypbl INBK, ncnonbsywuwero MexaHu3mMbl 3allUTbl OT HAONKOAEHUA BHYT-
PeHHUX AaHHbIX

Ecnun INBK nmeeTt CnoXHyo CTPYKTYPY, CBA3bIBAIOLLYO Yepes AUCKPETHbIe onepauun (XaWwmnpoBaHug,
OUTOBbLIE ONepaLnUn CNOXKeHNSs Mo MOAYIIC ABa UTN UHBIe onepaLun) Mexay cobon BHYTpeHHMe AaHHbIe, TO ero
CTPYKTYpa nepen 1ecCTMpoBaHMEM AO0MMKHA ObiTb ynpolleHa 3a cHeT OTKMHYEHUS MeXaHU3IMOB 3alUTbl OT
HabntoaeHNs1 BHYTPEHHUX AaHHbIX. TeCTOBLIN peXuM aomkeH obecnevynTb OTCYTCTBUE BNUAHUA BbIXOQHbIX
KOOOB y)Xe cpaboTaBlinx anemeHToB NBK Ha apyrne snemeHThl NBK Yepes oTkNo4YEeHUe COOTBETCTBYIOLLNX
MEXaHM3MOB 3aLlUUTLI OT HAbNOAEHUS BHYTPEHHMX AaHHbIX.

6 TecTupoBaHue cpeAcTB BbICOKOHaAeXHON ODUMOMETPUYECKON
ayTeHTUdUKaumm npmn BbICOKOM YPOBHE B3aUMHOro AoBepus

6.1 TecTupoBaHue c UIcNoNb30BaHMEM Marnbix 6a3 buomMeTpuyeckmnx obpasoB « Hyxomn»

6.1.1 TpeboBaHua K manbiM 6a3zaM bMoMeTpU4eCKUx obpasoB «Hyxon»

Ona TectupoBaHua odbydeHHoro NbBK Heobxoamumo nmetb He MeHee 128 npumMepoB pasNUYHbIX eCcTec-
TBEHHbIX BUoMeTpUieckMx obpasoB « HyKon», KOTopble paHee He DbINU MCNONMb30BaHbI NMPU ODYYEHUN TECTUPY-
emoro NBK. Ncnonbayemble npu TecTUpoBaHUN DuomMmeTpudeckme obpasbl A4OMKHbI ObITb HE3ABUCUMBIMU
dbopmupoBatbeano OCT P 52633.1.

KOHTPOMNb YPOBHA HE3aBUCMMOCTU 0bpa3oB «YyXon» ocyllecTBNAETCHA B3aMMHbIM CpaBHEHUEM KX
KOOOB Ha BbIXO4e TECTUPYEeMOro npeobpasoBaTend no Kputepuo Xammudra. CnegyeT BbIMUCIATE KpUTEPUiA
X3MMUHTa Mexay KakabIM N3 KOOOB-OTKITUKOB «HyXoW» . B Manou TecToBon base He JOMKHO ObITb Nap buomMeT-
n-+n n++/n

2 2

PUYECKNX 0DpasoB, YbM BbIXOAHbIE KOAbI N0 KPUTEPUIO X3SMMUHIa BbiNaaatoT U3 MHTepBana rae

n — 4YUCIo paspsaaoB B BbIxogHoM koge Tectupyemoro INbBK.
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6.1.2 Obwaa cxema TeCTUPOBaAHUA C UCNOSIb30OBaHNEeM Marnoun TectToBou 6asbl

[Mpn TectupoBaHun NBK dBuuomeTpudeckne obpasbl Mmano TecToBon H6a3sbl nogatotes Ha Bxoabl NBK
OAHOKpAaTHO B NPOU3BONIBHOM nopsake. bnok-cxema tectupoBaHuda npuseaeHa Ha pucyHke 1. B npouecce Tec-
TUPOBaHUA KoaoBble OTKNMUKK NBK cpaBHMBatoTCA ¢ KogoMm «CBOW», U CTPOUTCHA pacnpeneneHne sHavyeHUn
nokazarteneu Kputepus XammumHra — p(h).

Boiuncnurenos pacnpegeneHus
aHa4YeHU nokKasareneun
X3MMUHra

ba3a
eCTeCTBEHHbIX
BuomeTpuruvecKkux
obpa3soB
«yxon»

p(h)
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PucyHok 1 — bnok-cxema TecTMpoBaHus C UCNonb3oBaHnem basbl eCTeCTBEHHbIX bBuomMmeTpunyecknx obpasoB «Hyxony»

[To popmMe 1 napameTpam pacnpegeneHuns sHa4eHUN nokasatensa Kputepust XaMMUHra oCyLLIeCTBSIIOT
MPOTrHO3MPOBaHUE NMOABNEHNS HYNEBOro 3Ha4veHUs. BeposiTHOCTL NOSIBNEHUSI HYTEBOIO 3HAYEHUSI KpUTEPUS
XOMMUHra COOTBETCTBYET KOMN3NU — CUTYaLIUN MOSIBNEHUNA KOAOBOro oTKNMKa « CBOU» Npu npeabsiBNeHnn
04HOTo N3 00pasoB «Hyxon».

6.1.3 BbluucrneHue cTaTUCTUUYECKUX NAapaMeTPOB pacnpeaeneHnUs 3Ha4YeHUN Kputepusa 6 IM30CTU
X3MMUHra

PacnpegeneHune sHa4eHUW nokasaTens XaMmMUHra BnseTcst AUCKPeTHbIM, OAHAaKo rnpu 6obLWnX 3Have-
HUSAX ONMWUHBI BBIXOAHOMO Koda (Anst KoaoB AnuHoun bonee 32 6UT) adpdpekToM AUCKPETHOCTM cneayeT npeHen-
peuyb WU paccMaTpuBaTb OMUCHLIBAKOLWLYIO QYHKUUIC AOUCKPETHOro pacnpegeneHnuss Kak HenpepbiBHOEe
pacnpegeneHme ¢ HeKOTOPbIMU CTATUCTUYECKUMN MOMEHTaMMN.

[To nony4eHHOW BbIBOpKe KOAOB-OTKNMMKOB BEIMUCAAIOT MaTeMaTUYecKoe oXXnagaHne saHaveHUN nokasarte-
na — Kkputepua XammuHra — E(h) U cpegHekBagpaTudeckoe OTKIIOHEHMEe nokasaTenen KpUtepua Xam-
MUHra — o(h).

6.1.4 OueHKa CTOMKOCTU K aTakamMm noabopa npu UCNonb3o0BaHUN ManbIX TeCTOBbLIX 6a3

[MpnbnmxeHHaqa oLeHKa BepoATHOCTU OLWUDKK BToporo poaa — P, tectupyemoro NBK oueHnBaeTca B
pamMkKax rmnoTesbl HOpMarbHOCTU 3aKoHa pacnpeaeneHmns 3HavyeHUN nokasaTtenen KpUtepmna XaMmMmmHra:

E(hYs(h)

L[ exp(-t%2)dt. )
0

T2 2rn

CTOMKOCTb K aTakam noabopa P, o, OLEHUBAKT Kak 06paTHYH BENMYMHY BEPOSTHOCTU OLUIMGKA BTOPOTO
poaa.

[TpnmedaHun e— PeanbHoe pacnpegeneHmne saHavyeHnn nokasarenenm Kputepusa XaMmMuHra MOXeT CyUleCTBEH-
HO OTNNMYaTbLCH OT HOPMAanbHOro pacrnpegeneHnst. B cBa3n ¢ 3TuM NPorHo3s, BelYUcreHHbin no doopmyne (1), ABNSETCs npu-
ONUKEHHBIM N OOIMKEH ObITb CKOPPEKTUPOBAH COOTBETCTBYIOLWEN TAbNMUen NoNpaBoK, YYMTbIBAKOLWMX NOKa3aTenun cpea-
HEW CTAabDUINBHOCTU, YHUKAINBHOCTU, KavYecTBa BMOMETPUHECKMX MapaMeETPOB TECTUPYEMOIo bnomerpundeckoro obpasa, a
TaKke cpegHee 3HavyeHne Moayns napHbIX Koppensunm.

P>

6.2 TecTupoBaHMe ¢ uUcnonb3oBaHMeM 0a3 cny4vyauHbiX ODUOMeTpUUYecKUx obpazoB «Hyxon»
cpeAHero pasmMepa

6.2.1 TpeboBaHUA K cpeaHUM TeCTOBbLIM 6azaM criydanHbIX OMoMeTpudecknux odbpasoB « Hyxxon»
[Onsa TecTupoBaHUA CpeacTB BbICOKOHAAEXKHON DUOMETPUYECKON ayTeHTUdpUKaumm TecToBble Hasbl
eCTEeCTBEHHLIX DMOMETpUUECKMX 0Dpa3oB cpeaHero pasmepa AC/DKHbI coaepXaTbh OT HECKONBKUX ThICAY A0
HECKONMbKNX AECATKOB ThICSIY €eCTECTBEHHLIX DomMmeTpuieckmnx obpasoB. CosgaHue Takmx 6a3 bomMmeTpuyecKmnx

4
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0obpa30B BMNOMHE No chNam NpoU3BoANTENAM CPEACTB BbICOKOHAaAEXKHOWU DUOMETpUIecKon ayTeHTUdUKaL M, A
3TO MO3BONSIET UM CaAMOCTOSITENBHO TECTUPOBATL CBOU CpeAcTBa buomeTpuieckon ayteHTudunkaumm. Popmu-
pPOBaHMe TECTOBON DAa3bl eCTECTBEHHLIX DoMeTpuieckmnx ocbpasoB ocyulectenaetcsa no FOCT P 52633.1.

6.2.2 lepBbIN 3Tan TEeCTUPOBAHUA, cenekuua Haubonee ONMUM3KUX eCcTeCTBEHHbLIX 0Opa3oB
«Hyxxon» ucxogHoro (HyneBoro) NOKoneHus

[TepBbIN 3TaN TECTUPOBAHUA NPOBOAAT B COOTBETCTBUN C DNOK-CXeMOW, NpeAcTaBNeHHOW Ha PUCYHKe 2.
Ha nepBoM aTane UCNonb3ytoT BCce obpa3sbl « HyXon», cogepKaljmnecs B TecToBon base. KogoBble OTKMIUKN 3TUX
00pa30B ynopsaoc4HMBalOT MO 3HAYEHUIO KPUTEpPUs pacCTOSIHUA XOMMUHTa, BbIMUCNEHHOrO No OTHOLWEHUIO K
kogy « CBOWY.

N3 BCcex obpasoB «4Hyxon» BblbnpatoT 1 % obpasoB ¢ HAMMEHbLLUUM nokasaTeNieM KpUtepust XasMMUHra,
MCNoNb3yeMblX NpU AanbHeuwem TECTUPOBaHUMN.

6.2.3 MopduHr-pasMHOXeHUe NepBoro NOKoneHA NnoToMKoB, Haudonee 6NN3KUX bUomMmeTpuUYlec-
Kux obpasoB «4yxou»

[Tocne cenekuunn BeisBNeHHOro 1 % Hanbdonee NoxoXxumx Ha obpas « CBon» 0bpaszoB «HyXKonU» NX pasMHo-
XatoT vepes3 MOp@UHT cnyvyanHo BelbpaHHbIX nap obpasoB. MopduHr nap obpasoB-poanuTenen BoINONHAT B
cooTBeTCTBUN CT OCT P 52633.2. PasaMHOXeHNe OCYLLECTBNSAOT A0 MOMEHTA, NoKa pasmep basbl CUHTETUYEC-
KNX 0DpPa30oB-NOTOMKOB BTOPOro MOKOMEHUS HE COBMAaAeT C pasMepamMm UCXOOHOW Da3bl €CTEeCTBEHHbIX
bnomeTpuvecknx odbpasoB NepBOro NOKoNeHus.

6.2.4 Btopon 3tan TecTUpoBaHUA, cenekuua Haumodbonee ONMU3KUX CUHTETUYECKUX OOpa3oB
«HyXon» nepBoro noKoneHMA NOTOMKOB

BTopoun atan TeCTUpOBaHUA OCYLLECTBASIIOT NMyTEM NPeabsiBNEeHNs1 BCEX CUHTETUYECKUX DNOMeTpUYecC-
Knx obpasoB NepBoro NokoneHns Ha sxoabl tTectupyemoro MNBK. [lanee Koabl-OTKNUKK yNopsaao4nMBatoTest No
KPUTEPUD XSMMUHTA, BbIMMCNEHHOMY MO OTHOLLUEHUIO K Koay « CBoW». N3 BCcex CMHTETUYECKMX buomMmeTpuyec-
KNX 0bpasoB-NOTOMKOB NepBOro nokoneHus Bolaensitot 1 % Handbonee 6nNmM3knux K obpasy «Ceon» 0bpasos
«Hyxon.

6.2.5 MopduHr-pasMmHoxeHue Haumbonee OGFIN3KUX CUHTETUUYECKUX OMOMeTpUYeCKUX obpa3oB
«4y>Xon» BTOpPOro NnoKoneHusaA noTOMKOB

[Tocne cenekuumn BelIBNeHHOTo 1 % Hanbonee NnoxoXunx Ha obpas « CBon» obpasoB «HyXon» Ha BTOPOM
aTane TeCTUPOBaHUSA BbISIBNEHHbIE 0Dpasbl TAKKE PpasMHOXaT Yepes3 MOPPUHT NX cnyHanHo BbIDpaHHbIX Nap.
MopdonHr nap obpasoB-pogmnTenen BeiNONHAKT B cooTBeTCTBUU ¢ [OCT P 52633.2. PasmMHoOXeHMe ocylle-
CTBNAOT 40 MOMEHTA, Noka pasmep 6asbl CUHTETUYECKNX 0DPa30B-NOTOMKOB BTOPOr0 MNOKONTEHUSI HE COBMNAaAEeT
C pasMepamin ncxogHoun basbl eCTEeCTBEHHBLIX DUOMETPpUYECKUX 0OPpa30B UCXOAQHOMO (HYNEeBOro) NOKONEHMSI.

6.2.6 lporHo3upoBaHue npeaenbHbIX BO3MOXHOCTEU NO Noadopy ucnonbsyemou 6asbl ecrec-
TBeHHbLIX OMOMeTpPUYeCKUX 00pa3oB UCXOAHOro (HyneBOro) NOKoNeHusA

buomeTtpuyeckne aaHHble eCTECTBEHHBIX BUoOMeTpUYeCcKnx obpasoB UCXOAHOMo (HYyNeBOro) NOKONeHUs
ONs1 TeCTOBbLIX Bas cpeaHero pasmepa, Kak npaBuno, He cogepat uHgopmaLnn, 4ocTaTouHOU Ans noadbopa
BXOoQHOro buomeTpudeckoro obpasa « Ceony» npoueaypammmopdpudra. Matematnyeckoe oxmaaHme Kputepus
paccToAHNUA XaMMUHIa BbIXOAHbLIX KOAOB 00Pa3oB-NoTOMKOB NO OTHOLWEHUO K koay « CBOU» YMEHbLIAETCH OT
nokoneHna K nokoneHuo. OgHako war gsMkeHUsa B CTopoHy Toukn h = 0,0 3kcnoHeHUManbHO CoKpallaeTcs,
coKpallaeTcs TakKe cpeaHeKkBagpaTuiyeckoe oTKNoHeHne BUOMeTPpUYEeCKUX NapamMeTpoB 0Opa3oB-NOTOMKOB
B KaXKAOM crneayrowem NoKoneHuu.

[Tonb3ydack 3KCnoHeHUuMansHoOU 3aBUCUMOCTbLIO CHUXKEHUA 3HadveHUs MaTemMaTU4ecKoro oXuaaHua u
cpeaHeKBaapaTU4EeCcKoro OTKINOHEHUS BUOMeTPUYECKNX AaHHBIX B NocneaoBaTeNbHOCTU NOKONEHNN, HEODXO-
OMMO CNPOrHO3NPOBAaTL YMCO MOKONMEHUN, MO3BONSAOLWNX NIPUBNTN3UTLCA OAHUM N3 00PA30B-NOTOMKOB K 0bpa-
3y «CBou» Ha pacctoaHune min(h). Npumep 3KCnoHeHUUanbHbIX KPUBBLIX YMEHbLUEHUA CTaTUCTUYECKUX
MOMEHTOB, NPOrHo3a Yncna nokoneHnn, HeodbxoaAnMbIX ANA ACCTUXKEHUA min(h), NnpuBeaeH B NPUNOXeHUN A.

6.2.7 lNepBaa npnbnuxeHHasa oueHKa CTOUKOCTU K aTakaMm nogbopa

B ToM cny4yae, ecnn 3HadeHne min(h) okasblBaeTCcA MeHee TpexX cpegHekBagpaTtudeckmnx oTKITIOHEHUU
KpUTEpUs XaMMUHIa He3aBUCUMbIX KOOOB «benoro wyma» (min(h) <3 o, ...(h) OUT), AONYCTUMO OLEHUBATL

g wymd
CTOWKOCTb TeCcTUpyemMoro npecbpasopaTtens «bromeTpumsa-koa» K atakam nogbopa no popmyne

P, ~Ny- 107" (2)

rae N, — pasmep TecToBoU 6a3bl eCTECTBEHHbIX DMOMETPUYECKUX 0Dpa3oB UCXOAHOro (HyneBoro) rnokose-
HUSA;
K — HOMep NOKONEHUS, B KOTOPOM ODHapyXeH (npeackasaH) obpas-noToMoK «Hy>kon», oTnnvaroLwnncs
oT obpasa «Con» He bonee Yem Ha 3 6, ,,(h) BUT No KpUTEPNIO XaMMUHTa.
[Tpumep pacyeTa OLEHKU CTOUKOCTU NpeobpasoBartensd «DMoMeTpusa-koa» npu y4eTe AByX NOKONEHNA

noadopa (k= 2) Hanbornee 6NM3Koro obpasa-noTomMka « Hy>Xon» nNpmBeaeH B NPUNoXXeHun A.
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[TpunmeyaHune—[nsa HE3AaBUCUMbIX BbIXOAHBIX KOAOB ANMUHON 256 BUT «benbiv LuymMm» NMEET cpeHeKBagpaTu-
4eCcKoe OTKIOHEeHWe Kputepus XaMMmuHra 8 out (ouym(f1) = 8). [ina apyrmx AnvH BbIXOAHOIO Koaa n cpe%Hel{Ba,qpaTquCKoe
OTKITOHEHWE KpUTepUst XaMMUHra naeanbHoro «6enoro wyma» onucbiBaeTcsl COOTHOWEHUEM (ouym(h))” = nf4. [ina He3aBu-
CUMBIX KOAQOB «6enoro wyma» pacnpegeneHme 3HaveHun KpuTepust XaMMuHra CoOOTBETCTBYET BUHOMMNANIBHOMY 3aKOHY
NNOTHOCTU pacnpeneneHnst 3Ha4eHMM HE3ABUCUMbIX JAHHbIX.

6.2.8 PazMHOXeHUe cTaplwuUX MNOKONEeHUMN oObpa3oB-NOTOMKOB «YyXou» ¢ UCNONb3OBaHUEM
MyTaLuin

B ToM cny4vae, ecnu 3a asa Unuv Tpy NOKONEeHMs1 00pas3oB MNOTOMKOB He yAaeTCA A0CTUYb 3HAYEHUNA KpUTe-
prUs XaMMUHIa MeHblle Tpex cpegHekBagpaTUYecKMX OTKITOHEHMA He3aBUCUMBLIX KOOOB «Oenorc wwymay
(min(h) < 3o,,,,(h) BUT), HEOOXOANMO YyBENNYEHWE B ABA NN TPY pasa pasMepa TeCTOBON ba3bl eCTeCTBEHHBIX
bnomeTpuyecknx obpasoB UcxoaHoro (Hynesoro) nokoneHnsa N,. Inbo npun Tom e pasmepe N, HeobxoanMmo
MPUMEHUTb Pa3MHOXEHNEe DUOMETPUYECKNX 0DPa3oB-noTOMKOB myTauuammn no FOCT P 52633.2. MyTtaunsamu
crieqyeT pasMHOXaTb cTapluMe NOKoNeHUs obpasoB-nOTOMKOB. COOTHOLUEHME 4Yucna 0Dpa3oB-NoTOMKOB,
NOJTyYeHHbIX Ha CTapLUMX MOKONeHUAX MyTaunaMm u MOPPUHIoM, ONTUMUINPYETCHA CaMUM TeCTUpYOLWNM. Kpu-
Tepuem onNTUManbHOCTU ABNAETCA YMeHbLUeHWe AOCTUTHYTOro sHadeHus min(h).

6.2.9 lNMpubnuxeHHana oueHKa OCTaTOYHON CTOUKOCTU Yepe3 pa3sMHOXeHUe MyTauuamu obpasa
«CBOU»

B ToM cny4ae, ecnu min(h) He yaaeTca yMeHbLINTL MeHee YeM 10 3 6,,,,(N) OUT, cneayeT BbIYNCNATE

OLEeHKY CTOUKOCTU K aTakam nogbopa no ggopmyne
1 2.k -1
PZ,OCT ~ Nﬂ' 10 -PZ,OCT’ (3)

roe szé,m — OCTaTo4yHas CTOMKOCTb YacTUYHO CKOMMNPOMETUPOBaHHOIO buomeTtpudeckoro obpasa «CBowny,

oTnnyarouweroca ot dnmxkanwero CUMHTE3NPOBaHHOIO obpasa-notoMka «4Hy>Xon» Ha BeJIMYUHY
min(h) >> 3 o,,,(n) bUT.
OcTaTouyHas CTOMKOCTb YaCTUYHO CKOMMNPOMETUPOBAaHHOMO bromeTpuveckoro obpasa « CBOMU» YNCNEHHO

OLleHMBaeTCcA NyTeM aKkcnepumeHTa, NpoBoAMMOro no bnok-cxeme, N3obpakeHHOW Ha PUCYHKe 2.

[loacueT
P yucna
= NONbITOK
5 J=J+
Obpas O A
«CBOMNY» 100 % — a2 % g g
W0 1
O 3B Hert
@
a B2
C o
IE E
e
E S Koa [la
E N
=~
5
|_

«[Myck» [eHepaTop

HOPMaILHBIX Kon «CBoit

AaHHbIX
«Hyxon»

«Ctony»

PucyHok 2 — bnok-cxema npoBeaeHusi YNCIIEHHOIO 3KCMNepuMeEHTa No OUEHKE OCTAaTOMHOMN CTOUKOCTU obpa3sa «Ceony,
ckomnpomeTupoBaHHoro Ha bonbwyto (100 % — a %) vacte BnomeTpuvecKkmnx napameTpos

. min{h
HcneHHBIN 3KCNEPUMEHT NPOBOAAT, UaMeHAd 3HaveHune a o1 0,0 % Ao BeMIYnHbI (h) 100 %. Benun4n-

n
min{h
HY ( ) criegyetr pacCMatTpmBatTb KaKk OTHOCUATEJIbHOE 3HaYEHWUE YPOBHA KOMNPOMEeTalnn 6I/IOMeTpI/I‘-IeCI(MX
n

napamMmeTpoB BO BpeMs nogdbopa Hanbonee 6nmakoro obpasa-notomMmka «Hyxomn» B nocneaHem NoKoNeHnu.
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Ecnn 3a npuemnemoe BpeMst YACNIEHHOrO 3KCNepUMeHTa, NPoOBOAMMOro no 6nok-cxeme, npeacraBneH-
HOW Ha pUCYHKe 2, He yaaeTcs obHapyXuUTb hakT noabopa buomeTpudeckoro obpasa, CKOMNPOMETUPOBaHHOIO

min{H)

Ha BEJTIMHUNHY , QOMNYCKaC€TCH UCMOJ1Ib30BdATb pedllbHbI€ AaHHblIEe, NOoJIYyYdEeHHbBIC TP MEeHbLLUEM 3Ha4YCHWUI
I

YPOBHS1 KOMMpomMeTauum bruometpudeckoro obpasa «Ceon». B aTOM cnyvyae nepecyeT AaHHbIX NPOBOAAT
nyTeM UX NMTMHEeUHOW aKcTpanonauun. Npumep gaHHLIX, NOYyYeHHBIX MPU YACTTIEHHOM TeCTUPOBAHUN CTOUKOCTI
K aTakam nogdopa, npusegeH B npunoXxeHun b.

BbluncneHns CTOMKOCTU K aTakamMm nogodbopa no dpopmyne (3) cylecTBEeHHO 3aBUCAT OT YMUCNa NOKone-
HUMN-NOTOMKOB K. [Ana UcknovyeHna HeoAHO3HAYHOCTU BelYMCTIeHUA No popmyne (3) cneayeT NnpoBoanTL AN
N30bITOYHOrC YMcna NoKoNeHM obpasoBNOTOMKOBK=1,2, 3, ... KakpesynbTaT OKOHYaTENbHOW OLIEHKN MPUHN-
MaloT pe3ynbTaT OUeHKM CTOMKOCTUM K aTtakam noabopa oaHoro M3 npoaHannsmpoBaHHBIX MOKONEHUN
0bpa3oB-NOTOMKOB.

7 TecTupoBaHue npeoodpasoBaTtens «6nomMmeTpusa-Kkoa» NP HU3KOM YPOBHeE
B3aMMHOI0o 4OBEPUA Mexay AOHOPOM OMomMeTpun v BnagensLuem cpeacTBa
OnomMeTpnyeckon ayTeHTUKaumn

7.1 TecTupoBaHUe CTOMKOCTU K aTakaM noabopa ¢ Ucnofnb3oBaHUEM TONbKO KOAOB-OTKITIMKOB
buomeTpUudecKkoro npeodpasoBartens, NOJIy4YeHHbIX Ha HEAOCTYNHOW ANA npoBepsawero 6ase
TeCTOBbIX OMOMeTpUYecKnUXx obpasoB

PasmelleHne BUOMeTpUYECKNX AaHHBIX B napamMmeTpax obydeHHbIX [NBK ¢ npocTenwmmmm cTpykTypamu
(cMm. 5.1.1,5.1.2, 5.1.3) noTeHUMansHO onacHo, cnegoeBaTteneHo, nepeaadva [NbK ¢ npocTenwnmMmn CTpYKTYpamMu
COMpsXKeHa ¢ PUCKOM KoMnpomeTauum bMomMmeTpun aoHopa 1 ero koga gocrtyna. Ecnu aoHop BuomeTpun He
0oBepseT BNagensbuy cpeactsa buomeTpuyeckon aytTeHTudunkaumm, To OH He A0MKeH NpeaoCcTaBnsATh eMy
ceBon [NBK, npeocbpa3oBaHHbIN B OAHY U3 €ro NPOCTENLLNX CTPYKTYP.

Ecnun npuHaTtaa nonutuka obecnedvyeHnsa 6€3onacHoCcTM MHQOPMaLMOHHOW CUCTEMBI TpebyeT OT AoHOpPA
bnomMeTpun rapaHTU BbICOKOMW HaOeXHOCTU ero BUoMeTpuyeckon ayteHtudpumnkaumum, To Ao0HOpP BMomMeTpun
OOIMKEH NpeaoCcTaBUThL AN BHELWWHEro TeCTUpoBaHUA KOAOBbIE OTKMUKM 00y4eHHoro NBKHa HEU3BECTHBLIX NPO-
BEPSAOLLEMY TECTOBbLIX BO3AEUCTBUSX. [1pK 3TOM AOHOP BuomMeTpun AomkeH nepeodyunts NBK Ha Hencnone-
3yeMoM cnydanHoM koge goctyna « CBOMY.

Ona ncknovyeHmnss BOSMOXHOCTU YaCTUMHOW MW NMOJTHOW KoMMNpoMeTauun bruomeTpudeckoro obpasa
«CBON» OOHOP BLUOMETPUN He NPeaccTaBnsieT TECTUPYIOLLEMY CaMUX TECTOBBLIX BO3AEUCTBUN «HyKOU» U HEe
aaeT MHdopMaL M1 0 CBOEM BbIXOOHOM KoAe.

[TpunmedyaHwune—Illepeobyvenne HenpoceTeroro NBK Ha nHOW Kog nnun nepenporpammMmmupoBaHue ero BbIXogHO-
ro Koga He BIUsieT Ha CTOMKOCTb HenpoceTeBoro INbK k atakam nogbopa. NepeobyyeHne NpoBOAST HA TON Xe 0by4atlowen
BbIDOpKe 06pa3oB «CBOMy», HO AN MHOMO BbIXOAHOro koga. [epenporpammmpoBaHue npoBoasT NyTEM MHBEPTUPOBAHUS
HEKOTOPON YacTu pa3psaoB BbIXOAHOIO koaa bes nepeobyqenus seero MNbK.

7.2 OBbHapyxeHue dakta mogucdukauum npeobpasoBarens «bnomeTpua-Kkoa»

7.2.1 OOHapyxeHue chakta moaudukauum NbK nyrem ncnonb30BaHUA KOHTPONbHbLIX CYMM

CoxpaHsaa KoHpUaeHuManbHOCTb, aHOHUMHOCTb 1 0Be3NNYEeHHOCTb CBOETro NepcoHanbHOro buoMeTpu-
YecKoro obpasa, a Takke KoHpUaAeHUNanNbLHOCTL Koaa agoctyna « CBOU», Npy HeCOXOAUMOCT AOHOP BUOMET-
PN NMEET BO3MOXHOCTb 3aMeHNTb buomMeTpuyecknin obpas « Cson» UNn BeIXogHoW koa aoctyna. INpu ntodom
N3 3TUX N3MeHeHN nameHsarTca gaHHble [BK.

Kpome Toro, 4oHOP DUOMETPUM MOXKET obecnevnBaTh PEXUM CBOEN aHOHUMHOCTU, U3MEHSIS MPU KaXKaoM
ceaHce ayTeHTUdpuUKkauum cesisu BHYTpKU cBoero NBK. MNoaobHble M3MeHeHUs MOryT ObiTb OCYLLECTBMEHHI,
Hanpumep, 3a cHeT UBMEHEHUSI CBA3EN HENPOHHOM CETU U NepeobyvyeHnst HOBOro BapuaHTa HEMPOHHOM CETH,
MNpn 3TOM BUoMeTpUYecKknin obpas 1 Kkog AocTyna MOryT ocTaBaTbCH NPEXKHUMMA.

Bnaaeneuy cpeactsa bMomMmeTpruieckon ayTeHTMdUKaULMm Unu CTOPoOHHUKN Habnogatens obHapy)XuBaeTt
dakT moaundgpukauun NBK goHopa bruomeTpun, HaNnPUMep, BbIMUCNAA KOHTPOMbHYIO CYMMY ABOUYHBLIX AaHHbIX
[16K 1 cpaBHMBagd ee C 3TANCHOM.

7.2.2 lNoarBepxaeHune cdakrta moaudukauun NbK, npounzBegeHHOUM CMeHOU TONMBbKO KOAOBOTO
OTKNUKa npeobpazoBartena «OMoMeTpua-Koa» UM ToONbKO CMEHON CBA3eU BHYTPEeHHUX OuoMeTpUuvec-
Kux aaHHbix NbK

[Tpn obHapyxkeHn dbakta mogudpmkaunn NBK no 7.2.1 sBnageneu cpeactsa bOMOMeTPUYECKON ayTEHTH-
punkaumm gormKkeH yaocTtoBepuTbecH B besonacHocTn moaudmnkaumn. ns aTon Lenn oH AOMMKEH 3anpocuTb
OoHOpa BMOMETPUN O XapaKkTepe OCyLLECTBNEHHbIX UM U3MEHEHWUNA.
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[1na noaTBepXaeHnsa Toro, YTo U3MeHeH Tonbko BbixoaHou koA NBK, unntoro, 4to kogoctanca npeXXHum,
HO M3MeHeHbl ToNbko cBsA3un NBK, noanbHbIN AOHOP DUOMETPUU OACIDKEH nepeaaTh NpoBepAoLLIEMY HOBbIE
koaoBble oTKNUKK NBK Ha Hen3BEeCTHBIX MPOBEPSAICLLIEMY TECTOBLIX 0bpasax « Hyxon» B cooTBeTCTBUNC 7.1,

Mmves 3Ty nHdpopmMmauuo, NPOBEPSIIOWNIA O0MKEH ydbeanTbca B TOM, 4YTO CToUKOCTb [NBK ocTanack
npexHen (npoBepka npopoauntcd no 6.1.4), noaTesepauB, YTO ACHOP bMoMeTpun coxpaHun obpas «CBoWy,
nameHums nuwb Bua NBK n/mnmn koa « Ceon» Ha Bbixoae NBK.

7.2.3 MNMopareepxaeHue chakta mogucdukauum NbBK npn uameHeHun JOHOPOM GUOMETPUYECKOTO
ob6pa3a «CBon»

[Tpn n3ameHeHnn goHopoM buomeTpudeckoro obpasa «Ceon» n nepeocbyveHun N6BK namenseTcs ero
CTOWKOCTb K aTakam noabopa. Bnageney cpeacrsa bMoMeTpruieckon ayTeHTURUKALUN O0MKEH ODHaPYXNUTL
haKkT UI3MEHEHNA CTOUKOCTU KaTakam nogdbopa mogndnumnpoaHHoro NbK i tem camelMm caenaTth BbIBO O CMe-
He JOHOPOM BUOMETPUN ero KoHpMaeHUansHoro buomMmeTpuveckoro obpasa ayreHtndpukaumn. Belsog aena-
ETCH TONbKO eCnn ACHOP DUOMETPUM NPeaoCcTaBUs BlagenbLy cpeacTsa OMOMeTPUYECKON ayTeEHTUdMKALUA
oTknMkn Hoeoro MNBK no 7.1. KoHTponb CTOMKOCTU K aTtakaMm noabopa B 3TOM cny4vae NpoBOAUTCS B
COOTBETCTBMN C6.1.4.

7.3 OGHapyxeHUue dakTta BKMIOYEHUA NMONb30BaTeNeM 3alUTHbIX MEXaHU3MOB CBA3bIBaHUA
BHYTPEeHHUX AaHHbIX Npeobpa3oBaTend «buomeTpua-Kog»

Tak Kak aencTeutTensHasa 6€30nacHOCTb BLICOKOHAAEXKHON DMOMeTprUieCcKon 3aLllnuThl UHGQOPMaLLUX CBS-
3aHa ¢ coxpaHeHeM KoHpUaeHUMansHoCTU (AHOHUMHOCTU, 06E3NNYEHHOCTM) NepCcoHanbLHOro buomMmeTpuUe-
CKoro obpasa, To Npu ero XxpaHeHnm HeodbxoanMmMo UCNOoNbL30BaTh 3alUULEHHBIE OT HAabNaeHNUA BHYTPEHHUX
OaHHbIX NBK co CnoXHOW CTPYKTYPOU, cooTBeTCTBYIOWEN 5.2.4. [1pn 3TOM BHELLHUWA HabntogaTens (Hanpumep,
BNageneL cpeactsa dbMomMeTpuieckon ayTeHTudnkaumm) aomkeH yMeThb BbISIBNATbL pakT nepexoga AcHopa
bnomeTpun o1 NBK ¢ npocTon CTPYKTYPOU K 3ameHHoMy NBK co CrnoXXHOW CTpYKTYPOMN.

[Tpn3HakoM TecTupoBaHMsa 3awunweHHoro NbBK aBnaeTca To, YTO NpU TECTUPOBaHUK MO DNOK-CXEME,
npeacTtaBneHHOU Ha pUCYHKe 1, cpegHekBaapaTuveckoe OTKNoHeHWe pacnpeaeneHns KoaoB KpUtepus Xam-
MWUHra OBNM3KO K cpegHekBagpaTnieckoMy OTKIOHEHUIO pacnpegeneHnsa OMHOMUaNbHOro 3akoHa He3aBUCK-
MbIX daHHBbIX (YMCNO cTeneHen cBoboabl Y DMHOMMANBLHOIO 3akoHa U YUCMO BbLIXOAOB npeobpasoBaTer
«brnomeTpua-koa» BelbmnpatotTcs ognuHakoBbiMn). [py 3TOM U3MeHeHWe Koaa, C KOTOPLIM CpaBHUBAKOTCA KOO O-
Bble OTKNUKK 3awuneHHoro NbK, He A0IMKHO NPUBOAUTL K 3HAYNTENBHOMY M3MEHeHUIo o(h) Mo CPaBHEHUIO C
Gmw(h).

[1poBepKy pekomMeHayeTca NpoBOAUTL, UCNONb3yAHe MeHee 64 BapMaHTOB ClTyYauHbIX KOAOB C nocneay-
oM ycpegHeHunem pesynbTtaTtoB. [IBK 0THOCAT K 3aluWeHHBIM B clny4vae, eCcrn BeINONHAETCA YCNOoBME

cuym( 1) < E(c(h)) < 1,56uym(N). (4)

HanpoTue, NPM3HAKOM TECTUPOBAHUA OTKPLITOTO OUOMETPUYECKOrO KOHTEMHEpa SABMNAETCS TO, YTO
BblYUCNeHHoe 3HaveHune E(a(h)) He yaoBneTBopsieT ycnosuto (4). Ana NBK 6e3 3awutel oT HabnoaeHNUs BHYT-
PEeHHUX AaHHbIX NpaBas YacTb ycrnoBun (4) He BeinonHAeTca. Ana [bK ¢ npocTtenwmnmm CTpyktypamm (C ogHo-
CITOVMHON HEWPOHHOW CeTbl UM C WUHBIM OAHOCMOWHBLIM HEYeTKUM MEeXaHW3MOM oboralleHus AaHHbIX)
cpeaHeKkBagpaTUvecKme OTKINOHEHUS pacnpeaeneHns Kputepus XaMMMHra sHa4mnTenbHo 6onbLIe, YemM OTKIIO-
HEeHNs HesaBUCUMbIX KogoB (o{h) >> 1,5 ¢ .. .(h)), noapobHee cM. B NpuMedaHn K 6.2.7. Npumep NUsMeHeHUs

LLIYM
nokasaTens o{ h) 4Ns BKITIOYEHHOIo U OTKITIOYEHHOro MexaHnama 3alluThl NpuBeaeH B NpUnoXxKeHum B.
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[MpnnoxeHwne A
(cnpaBo4HOe€)

[MpumMmep HanpaBneHHOro noadopa napameTpoB bUOMeTpUYecKoro obpasa nyrem cenekuuu
Hanbonee 6NMU3KUX 06pa3zoB U NX MOPOUHI-pasMHOXKEHUE B HECKOTNTbKUX NMOKONMEeHUAX

[Tpn ncnonb3oBaHUM NCXOAHOW TECTOBOW Basbl, cocToswen n3d 3000 ecTeCTBEHHbBIX BUOMETPUHECKMX 0BPa30B, OLLLY-
TUMOE NPUBNMXKEHNE CUHTETUYECKNX 0O6Ppa3oB K 0bpasy « CBOU» Mo 3HAYEHUIO KpUTEpUs XaMMUHra HabnwgaeTtca B nep-
BblX ABYX nMOKoNeHusx. KpuBble QOYHKUMM CHUXEHUA 3HAYEHUN KPUTEPUA X3MMWUHra, nMoOCTPOEHHbIE MO
3KCNepuMeHTarnbHbIM AaHHbIM, NPUBEAEHbI HA PUCYHKE A. 1.
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Yucno nokoneHuun

PUCYHOK A.1 — JKCNOoHeHUuarlnbHble PYHKLUNN CHUXEHUA 3HAYEHNN NnoKasaTenenm mareMaTuyeckoro oXxmngaHus
Kputepusa XaMmmuHra E(h) n MUHMManbHOro 3Ha4YEHUS KpUTEPUA XaMMUHIra min(f) Ansa HECKONBbKUX NOKONEHUI
noadbmnpaembiX 06pa3oB-NOTOMKOB

B cooTBeTCTBUM C pUCYHKOM A.1, TOYKMU rpadonka, COOTBETCTBYIOLWME TPETbEMY U HETBEPTOMY NOKONEHUIO, Nonaga-
10T HA Ha4vano nNonororo y4acTtka nepBon N BTOPOU 3KCMOHEHT. Bce nokoneHus, nonagatowme Ha nonormm y4actok, gatoT
NPakTUYEeCKM Hepasnuunmblie pesynbTtaTtel Min{h). OueHKa CTOMKOCTU K atakam noabdbopa npon3BognTCH BbIHMCIEHUSMUN NO
dopmyne (4)6.2.9, ucxogs N3 ydeta ToNbKO ABYX MOKONEHUN NPUBNMAKEHNSA, K2XKAAA N3 TOYEK KOTOPLIX 4AET 3HAYUTENBHOE
CHUWXXEHWNE 3HAYEHUS KPUTEPUSA XIMMUHrA:

P! ~No-10%-P; e, =3000-10*- 18 = 540000000.



[OCT P 52633.3—2011

[MpnnoxeHve b
(cnpaBo4HoOe€)

Pe3ynbTaT OLEeHKN OCTATOYHOWU CTOMKOCTU NMOYTU NONTHOCTLIO CKOMIMPOMETUPOBAHHOIO
buomMeTpuyeckoro obpasa nyreM pasMHoOXeHUA obpasoB «CBoN» MyTauUaAMI

ATaka nogbopa 4yacTU4YHO CKOMMPOMETUPOBAHHOIO BuomeTpnyeckoro obpasa, peannaoBaHHasa No DNOK-CXeMme,
NpeacTaBneHHON HA PUCYHKE 2, TpebyeT MarblX BbIMUCIIUTENBHbLIX PECYPCOB, €CNN CKOMMPOMETUPOBaHa bonbllas HacTb
buomeTpun. PesynbTaTbl HACIEHHOW peann3aumnm atakm Ha HenpoceTeBon [MBK c 416 Bxogamum n 256 BbIXogamMmn NoKa3aHbl
Ha pucyHke b.1, rae npyBeaeHbl ABe pasmeTkn ocn abeymnce. BepxHsas pazmeTka oTpaxaeTt 4yncno nogdupaemsix (He CKOM-
NPOMETUPOBAHHLIX) BXOA4OB HenpoceTeBoro [NBK. HWxXHAA pazmeTka oTpaXaeT 3KBMBANEHTHOE Yncno nogbunpaemsbix (He
CKOMMPOMETUPOBAHHbIX) BbIXO40B HEUPOCETEBOIo NpeobpasoBaTtens «bBUOMeTpPUs-koa».

log(N) | |
19,8 ~—

6 MUWITJTMOHOB NeT

200 250 300 350

416 ng,

128 160 192 224 256 Ngux

| JKBUBaJIEHTHOE YMCIIO NoabnpaemMbiX BbIXOOAOB HEMPOCETH

PucyHok b.1 — Pe3ynbTaTbl YNCNEHHOIO 3KCNEPUMEHTA NO Noadbopy BMoMeTprUYEeCKUX napameTpoB
NOYTK NONHOCTbO CKOMMPOMETUPOBAHHOIO BruomeTpuyeckoro obpasa

[Tpy NOYTN NONHOM KOMNPOMETaUMN BuomeTpuyeckoro obpasa (CkomnpomeTnpoaHo 97 % bnomeTpuveckux napa-
METPOB, HE CKOMMNPOMETUPOBAHHbLIW OCTATOK Krto4a 7 buTt) Ha peanunaauuio tectupoBanHusa Tpebyetca meHee 10 MuH
(ncnonb3oBanacb 0bOblMHAs NepcoHanbHas BbIMUCNUTENbHAA TEXHUKA). BO Bpemsi TECTUPOBAHUA OCYLLECTBNANOCH
100-kpaTHOEe noBTOpEeHne noabopa 3 % oCTaBWKMXCA HEM3BECTHLIMU NapamMeTPoB (Kaxabiv noabop NpoBoAUNCSH ANs pas-
HbIX BXO40B HEMPOHHOW ceTu [BK, pesynbTaTtel nogbopoB ycpeaHsnnch).

10
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[MpunoxeHve B
(cnpaBo4HOe€)

[MpumMmep N3MeHeHUA NNOTHOCTU pacnpeneneHnsa sHad4eHUU Kputepua XaMMUHra
npu BKNIKOYEHUU/OTKMIOYEHUMN 3aLUMTHBIX MEXAHU3MOB CBA3bIBaHUA BHYTPEHHUX OaHHbIX
B OAHOM crioe HeMPOHOB Npeobpa3oBaTensa «buomeTpusa-Kog»

[1pyn nepexoae K CNOXHOW CTPYKTYPE 3alMLWEHHOIO 0T HAbNAEHNSA BHYTPEHHUX AaHHbIX [1BK rpadmnk nnoTHOCTH
pacnpegeneHns 3Ha4YeHUM KpUTepunsa XaMMmHra CxXmmaeTcs (CM. pucyHok B.1).

[1pn OTKIIOYEHHbIX 3aWNTHBIX MEXaHU3Max CBA3bIBaHNA BHYTPEHHNX AaHHbIX [1BK cpegHekBagpaTnyeckoe OTKIO-
HEHME KOA0B X3SMMUHIa 40J1IKHO BbITb MCNONBb30BAHO ANS YNCITEHHOW OLEHKN CTOWKOCTU K aTakam noadopa TeCTUpyemoro
npeobpasoBaTtens. [1py BKMNIOYEHHbIX MeXaHn3mMax cBA3biBaHUA AaHHbIX [1BK cpegHekBagpatnyeckoe OTKITOHEHNE KOO 0B
X3MMUHra He oTpaXaeT CTOMKOCTU NpeobpasoBaTtens «bnoMeTpus-koa» u coBnagaeT co cpegHekBagpaTUYeCcKnm OTKI0-
HEHMEM DMHOMMAaNbHOIO 3aKoHa pacnpegeneHns HE3aBUCUMbIX 3HAYEHUN TOU XKe Pa3MEPHOCTU, YTO U BbIXOAHAs pa3mep-
HOCTb TecTupyemoro ['1bK.
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PucyrHok B.1 — [lBe onucbiBaowme QyHKUUK pacnpeaeneHus 3Ha4yeHnn Kputepus XammuHra rnpuv tectmposanunm [1bK
C NMPUMUTUBHOW CTPYKTYpOU u 3awmuieHHoro ['NbK ¢ 256 Beixogamwu

Ins BuHoMmanbHOro 3akoHa pacnpegeneHus 256 HezaBucnmblX gaHHelx o h) = 8,0. Ecnu TecTnpoBaHmne npeobpa-
zoBarens «bnomeTpus-koa» Ha 128 TectoBbIX obpasax «YHyxon» gaet ans koga «Ceon» n N crnydamHbsix kKogoB brin3kue
3HaveHus: o,(h) =8,14; c,(h) = 7,84; 5,(h) = 8,07; ...., To Takon [ 1BbK saiBNsieTCA 3alUULLIEHHBIM.
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