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[lpeagucnoBue

Llenn 1 npuHuuMnel cTaHgapTusaunm B Poccunckon ®egepauum yctaHoeneHsl PegepanbHbiM 3aKOHOM
oT 27 aekabpsa 2002 r. Ne 184-P3 «O TeXHNYeCKoM perynmpoBaHn», a npasuna npuMeHeHUs HaunoHanbHbIX
ctaHaapToB Poccunckon ®egepaumm — FrOCT P 1.0—2004 «CTtaHagapTnsaumna B Poccunckon degepadini.
OCHOBHbIE NONOXEHUAY

CBealeHUd o cTaHpapTe

1 MOAIroOTOBJIEH ObwectBoM € orpaHUY4eHHON OTBETCTBEHHOCTLIO «HayuHo-NpousBoAcTBEHHAsS UpP-
Ma «Kpuctann» (OO0 «HIN® «Kpuctanny), PegepanbHbiM rocygapcTBeHHBIM yupexaeHnem «l ocyaapcTBeH-
HBIN Hay4YHO-UCCNeaoBaTENbLCKUN UCNBbITATENbHBIN MHCTUTYT NPOobNemM TeXHUYeckou 3aluTtbl MHopMaLnn
denepanbHOU CNyXXObl No TeXHU4YeckomMy U akcrnopTHoOMY KoHTpomo» (PIY « THUMU T3 ¢CTIK Poccun» ) u
«["asnpombaHk» [OTKpbITOe akunoHepHoe obuectso) (15 (OAQ)] Ha ocHOBe CODCTBEHHOrO ayTEeHTUYHOro
nepesoda Ha PYCCKUN A3bIK CTaHdapTa, yKkasaHHOro B NyHkTe 4

2 BHECEH TexHunyeckum kommuteToM No ctaHaapTulaunn TK 362 «3awmnta nHdpopmauni»

3 YTBEP>XOEH 1 BBEEH B AEVCTBWE Mpukazom PefepansHOro areHTcTea No TEXHUYECKOMY pery-
nmposanuto n metponorim ot 1 gekadpa 2011 r. Ne 683-cT

4 Hactodawumn ctaHaapT naeHTudeH mexagyHapoaHomy ctaHgapty MCO/MOK 27033-1:2009 «MHdopma-
LMoHHas TexHonorusi. Metoabl U cpeactea obecneveHnsa besonacHocTn. CeteBasi besonacHocTb. Hactb 1.
O630p u koHuenuun» (ISO/IEC 27033-1:2009 «Information technology — Security techniques — Network
security — Part 1: Overview and concepts»).

HaunmeHoBaHMe HacTosAWero ctaHgapTa MUSMeHeHO OTHOCUTENbHO HAUMMEHOBaHUA yKa3aHHOIo MexXxay-
HapoaHoro ctaHgapTa anga npusegeHusa B cooteeTcTBMe ¢ T OCT P 1.5 (NYHKT 3.9).

[Tpy NpUMeHeHN HacToALLEro cTaHaapTa peKkoMeHayeTCA UCNONb30BaTb BMECTO CChINTOYHbBIX MeXayHa-
POAHLIX CTAHAAPTOB COOTBETCTBYIOLWME UM HaUMOHaNbHble cTaHgapTel Poccunckon ®eagepauim U MexXrocy-
OapCTBEHHbIE CTaHAapThl, CBeAEeHNUSA O KOTOPbLIX NpUBeAeHbl B AONONHUTENbHOM npunoxenunn A

5 BBAMEH I'OCT P MCO/M3K 18028-1—2008

ViHcbopmayuss 0b UaMeHeHUsIX K HacmosilweMy cmaHoapmy rybnukyemcs 8 eXxe200H0 u30asaeMoM UH-
opMallUOHHOM yKalzamerse «HauuoHanbHbie cmaHOapmbl», @ meKcm U3MeHeHUU U MNorpasoKk— 8 exeMe-
CAYHO U30asaeMbix UHQOpMaUUOHHbIX YKalamernsax «HayuoHanbHbie cmaHOapmbi». B criydae rnepecmompa
(3aMeHbl) Ui OMMeEHbLI Hacmosuwje20 cmaHoapma coomseemcemeyrouiee yeseoomMmrieHue byoem ornybriukoeaHo
8 eXXeMecCs4YHO u3dasaeMoM UHpopMalUUOHHOM YKalamerne «HauuoHaneHbie cmaHOoapmbi». Coomeemcemay-
rowasl UHopmMmayus, yeeoGoMITeHUS U meKecmbl pasMellaromcs makxe 8 UHpOpMalUoOHHOU cucmeme obujez2o
roib308aHuUs — Ha ogpuyuanbHOM calime HalylUuoHalbHo20 op2aHa Poccutickou @eoepalyul no cmaHoapmu3a-
Uuu 8 cemu VIHmepHem

© CtaHgaptuHdopm, 2012

HacTtoawmnn ctaHgapT He MoXeT OblTb MOSHOCTLIO UMM YaCcTUYHO BOCTIPOU3BEAEH, TUPaXKUPOBAaH U pac-
MpocTpaHeH B KayecTBe oduLmanbHoro nsganua 6es paspeweHns PegepanbHOro areHTCTBa No TeXHUYECKo-
MY PeryimpoBaHno N MeTPOSIoru
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BBegoeHue

B coBpeMeHHOM Mupe MHpopMaLMOHHbIE CUCTEMBI DOMbLUMHCTBA KOMMEPYECKNX U rocyaapCTBEHHbIX
opraHmsauumn ceasaHbl ceTaMM (CM. pUCYHOK 1), NMpKU 3TOM ceTeBble coeaUHEHNA MOTYT OTHOCUTBLCA K crieayto-
LLIUM (OOQHOMY M HECKOMbKUM) BUOAM:

- B Npegenax opraHusauuu,;

- MeXay pasnuiHbIMU opraHmn3alusimMu;

- MeXay opraHusaumen 1 HeorpaHMYeHHbIM KPYrom JnL.

OpraHusauuna C
HeorpaHn4ieHHbIW Kpyr nuLy,

Opranuusaumna B

ObLlenocTynHas
CETb

CeTb B,

Cetb B,

OpraHu3auusa A

PUCYHOK 1 — PasHoobpasHble BUabl CETEBLIX COEANHEHUA

Kpome Toro, npm OypHOM pasBUTUK 0OLLIEAOCTYNHOW CeTEBOUN TEXHONOTMKU (B 0cobeHHOCTM MIHTepHeTa),
npeanararoLen sHa4nTernbHble BO3MOXHOCTU ANsl BeaeHnsa busHeca, opraHusaumm Bce 6onbLie 3aHUMaoTCH
AONEeKTPOHHOW TOProBnen B rnobansHOM Maclitade 1 npeaocTaBnsaloT 0bWeaOoCTYNHbIE YCYTN B PEXUME pe-
anbHOro BpeMeHu (ganee — B pexume on-line). 3T BO3IMOXHOCTU obecneumBatoT bonee aelleBbin cnocob
nepeaavn gaHHbIX ¢ UCnonb3oBaHUeM VIHTepHeTa B KavecTBe rnodanbHOro cpeacTea cBsi3n bnarogaps ycny-
aM, npeaocTaBndeMeIM npoBangepamu VIHTepHeT-yCcnyr. 3To MOXeT 03HavaTb UCMOoMNb3oBaHUE OTHOCUTESb-
HO AeLleBbIX NMOKaNbHbIX TOYEK MOAKTIOYEHUS Ha KaXKOA0OM KOHLUE NMAHUA CBA3W K MONHOMAaCLUTabHbBIM CUCTEMAM
S3NEeKTPOHHON TOProBMN U nNpeaocTaBieHne yCenyr, UCNonb3yloLWMX CePBUCKl U NMPUNOXKEHUS, OCHOBaHHLIE Ha
NHTepHeT-TexHOoNormn. Kpome Toro, HoBble TEXHOMNOMMN (BKMIoYaoLWwne odbeanHEHNE AaHHbIX, Ppeyn 1 BUOEO)
paCLUUPSOT BOSMOXHOCTU AN yaaneHHoW paboThl (TakKe M3BECTHOW KaK «AUCTaHLUMOHHas paboTay), No3BO-
NnAoLWen coTpyaH1Mkam padboTaTh 3HAUUTENBHYIO YacTb BpeMeHu goma. OHU MOTYT NoAaepKNUBATb KOHTAKT My-
TeM WUCNONMb30BaHUA CpeACcTB AUCTAaHUMOHHOIMC A0CTyna K ceTsM opraHmsauum 1M coodllecTBa, a TakkKe K
MHpOpMaL MM 1 ycnyram, CBs3aHHbIM C NOAAEPXXKOWU OCHOBHOW AeATeNTIbHOCTU opraHusaLun.

OpaHako B TO BpeMs Kak cpega, obpasoBaHHasA HOBbIMU TEXHOMNOMMAMU, CocobCTBYET NMOTyYEHUIO 3Ha-
YNTENbHbIX MPEUMYLLECTB AN AeATeNbHOCTN OpraHn3aLmin, Takke NosABNATCA HOBble PUCKM Be3onacHoCTH,
TpebywoLwne ynpaeneHus. YTpaTta KoHdnaeHLManbHOCTH, LLeTOCTHOCTM U AOCTYNHOCTN MHpopMaL M U yCryr
MOXET OKasblBaTb CYLLEeCTBEHHOe HebnaronpuaTHoe BNUAHME Ha AeATEelIbHOCTb OpraHuM3aLunn, MOCKOSbKY
opraHusaumn B 3Ha4YUTEIbHOW CTENEeHU 3aBUCAT OT UCMNONb30BaHUA UHOPMaLUN N CBA3AHHBIX C HEHO ceTeln
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nns BegeHns ceoen geatenbHocTU. CrieaoBaTenbHO, OCHOBHBLIM TpeboBaHUeM aBnsieTca obecnevyeHne Haa-
nexaltlen 3awnTbl ceTen N cBA3aHHbIX ¢ HUMW MHOPMaLMOHHLIX cucTeM N nHdopmauun. pyrumm crnoBamm
peanuaaumst 1 nogaepkka agekBaTHoOM ceTeBon Be3onacHOCTN abcontoTHO HeobXoaMmMa Ans ycnexa onepa-
LA OCHOBHOW AeATeNbHOCTU Mobon opraHmnsauun.

B 3TOM KOHTEKCTe AN UHOAYCTPUN TENEKOMMYHMKaLMA N MHROPMaLMOHHBIX TEXHOMOMMW BEAETCH MOUCK
peHTabeTbHbIX BCECTOPOHHUX MPOrpaMMHbIX M TEXHUYECKUX CPeaCTB 1 YCryr rno obecneveHuto 6e3onacHocTu,
HarnpaBfIeHHbIX Ha 3aLUUTY CETEN OT 3NI0HAMEPEHHBIX aTaK U HenpeaHaMepeHHbIX HEBEPHbLIX AENCTBUN N 0DecC-
neyeHmne KoHQUAEHUMaNbHOCTN, LENOCTHOCTU U AOCTYNHOCTN MHPOPMALIMA 1 YCNYT B COOTBETCTBUM C MO-
TpebHocTAMUM opraHusaumn. ObecnedveHne H6e30MaCHOCTU CETU TaKkkKe BaXHO B cnydyae HeobxoauMmocTwn
obecnevyeHnsa TOYHOCTU UHGOpMaLMM 0B ydeTe U UCNOoNb3oBaHUK yenyr. BoaMoXKHOCTKN obecneveHuns 6e30-
nacHocTU B npoayktax!) asnatTca HeobxoanmbiMn Ansa obLlen ceTeBor 6e3onacHoCcTU (BKIH0Yas Npuiioxe-
HUSA 1 cepBUCkl). OgHako Korga Bce bonblie NpoaykToB KOMBUHMpYeTes Anst obecnevyeHns odbLWmMxX peLleHuni,
X PyHKLMOHANbHAsA COBMECTUMOCTb — UMK €e OTCYTCTBUE — ByaeT onpeaensite ycnex peleHust. besonac-
HOCTb AO/MKHA ObITb HE TOMbKO OQHUM KU3 NOBOAOB AN BECNOKOMNCTBA B OTHOLWIEHUN KaXXaore npoaykra unm
YCIyrn, HO U pa3paboTaHa Tak, YToObl CNOCOBCTBOBATL MHTEMPUPOBAHMIO BO3MOXHOCTEN NPOAYKTA UMW YCIYTU
no obecnevyeHnto BesonacHoOCTU B obLlee pelieHUe no obecriedyeHUo Be3onacHOCTN opraHn3aLnn.

HasHaveHne NCO/M3BK 27033 cocToUT B TOM, YTOOLI NpeaocTaBUTbL NogpobHbIe pekoMeHaaLnn no ac-
nekram 06e30nacHOCTU MeHeMKMeHTa, PYHKLUOHNPOBAHUSA U UCTMIONB3OBaHUA ceTen MHAPOPMALIMOHHBIX CUC-
TeM U nX coeanHeHun. Jlmua, oTeevarLme 3a obecrnedvyeHme B opraHmsaunm MHgpopmalMoHHON Be3onacHOCTH
B LIeNTOM U ceTeBoW 6e30nacHOCTU B YaCTHOCTU, A0 KHBLI ObIThb CMOCODHLI aaanTUpPoOBaTb MaTepuan HacTosiILe-
ro ctaHgapTa anst COOTBETCTBUS CBOUM KOHKPETHbIM TpeboBaHUsAM. OCHOBHbIMU LIeNIsIMA YacTen ctaHgapTa

NCO/M3K 27033 asnaroTcs:

- ansa MCO/M3K 27033-1 « Ob30p U KoHUernuusi» — onpegeneHne 1 onncaHme KoHUenumn, CBA3aHHbIX ¢
ceTeBOW De30NacHOCTLIO, U NpeaocTaBeHNe pekoMeHaaUnum No MeHEMKMEHTY ceTeBoM besonacHOCTU. CTaH-
0apT coaepXXnT obwunii 063op ceTeBo 6e30nacHOCTM U CBA3AHHbLIX C HEeW onpeaeneHnn, pekomeHgauum no
naeHTUpUKaLnMmM N aHanmsy puckoB ceTeBol 6e30NacHOCTU, U, KpOMe Toro, onpeaeneHnue TpedoBaHUN ceTe-
BoW BesonacHoCcTU. OH TakKe 3HaKOMUT € TEM, KaK 4obMBaTbCHA BbICOKOrO Ka4ecTBa cneumannampoBaHHbIX ap-
XUTEKTYpP DEe30NacHOCTU, a TaKXKe C acneKkTaMmm pUucka, NpoekTUpoBaHUS, acnekTaMn Mep U CPeacTB KOHTPOS U
ynpaBneHusi, CBA3aHHbIMU C TUNUYHBIMWU CETEBLIMU CLLEHAPUAMN N 0DNACTAMM CETEBLIX «TEXHOMOTNN» (KOTO-
pble noapobHo paccMmaTpuBaloTes B cneayowmx Yactax ctaHgapta MCO/M3K 27033);

- ana MCO/M3K 27033-2 «PekomMeHOauyuu rno ripobeKkmMuposaHuo U peanusayuu cemeesol be3ornacHoc-
mu» — onpeaeneHne Toro, Kakum obpasom opraHusaLnm 4omKHbl 4obmnBaThCA TPebyeMoro KavyecTBa crneLu-
ann3NPOBaHHbIX apXUTEKTYP CeTEBOU BE30NacHOCTU, NMPOEKTUPOBaAHUA U peanusaunn, KoTopble obecnevar
YBEPEHHOCTb B CETEBON DE30MACHOCTMN, COOTBETCTBYHIOLLEN UX cpeaie AeATEeNbHOCTU, UCNONb3ys NPU HEODXO-
OUMOCTK nocnegoBaTenbHbIM NOAXoA K NNaHUPOBaHUIO, NMPOEKTUPOBAHUIO N peannsaunn ceTeBon besonac-
HOCTU C NPUMEHEeHNeM Moaenen/cuctemM (B AaHHOM KOHTEKCTE TEPMUHBLI « MoaeNb/CMCTEMa» UCMOMb3YHOTCSH
ans popmMmynnupoBaHuns B 00X YepTax NpeacTaBneHUs U onucaHust, NoKasbiBatoLEro CTPYKTYPY U BbICOKO-
YPOBHEBYIO AEATENbHOCTb HEKOTOPOro BuAa cneuuanm3npoBaHHON apXUTEKTypbl/npoekTa 6e30nacHOCT).
[daHHbIN cTaHOapT NpegHasHadveH Ans BCero nepcoHana, BOBMeYeHHOro B NNaHnpoBaHue, NpoeKTUpoBaHne U
peanusaLnio acneKkToB apXUTEKTYPbl ceTeBOU Be3onacHOCTU (Hanpumep, aAns NpoekTUPOBLIMKOB 1 pa3paboT-
UMKOB CETEBOWN apXUTEKTYPLI, CETEBLIX MEHEKEPOB U COTPYAHUKOB, OTBETCTBEHHLIX 3a CETEBYIO Hesonac-
HOCTb);

- ana UCO/MGBK 27033-3 « Pucku, Memoos! rMpoekmuposaHUs U 80r1pocChki, Kacarouwjuecss Mep u cpeocmse
KOHMPOIS U ynpasreHust 011 muriosbsiX cemeabiX cueHapueg» — onpeaerneHne KOHKPeTHBLIX PUCKOB, MEeTO-
OOB NPOEKTUPOBAHUSA U BONPOCOB, KacalolWmMxca Mep 1 cpedCcTB KOHTPOMA U ynpaBneHus, CBA3aHHbIX C TUMO-
BLIMW CeTEBbIMU cLeHapusaMmn. [HaHHbIM cTaHAapT npeaHasHadeH And nepcoHana, BOBMEYEHHOro B
NnNaHUpoOBaHME, NPOEKTUPOBAHNE U peann3aLnio acneKkToB apXUTEKTYPbI CETEBOU DE30NacHOCTM (Hanpumep,
ONs1 NPOEKTUPOBLUMKOB 1 pa3paboTUMKOB CETEBOW apXUTEKTYPLI, CETEBbLIX MEHEKEPOB U COTPYAHUKOB, OTBE-
TCTBEHHbIX 3a ceTeBYyo 6e30MacHOCTb).

[Mpegnonaraetcq, Yto cneaywowme yactm MCO/MIK 27033 byayT paccMmaTpuBaTh:

NMCO/M3K 27033-4 «Pucku, MemoOhbi rpoekmupo8aHUs U 80rpoChki, Kacarowlecs Mep U cpedcme KOH-
mporsis u ynpasneHusi onsa obecrieyeHus besornacHocmu nepedayu UHQoOpMayuu MeXoy cemsiMu ¢ UCoslb30-

) B HacTosieM cTaHgapTe noa «NpoAyKToM» cregyert NoHMMaTh «uagenuvsi/cpeacrtea (NporpaMmmMmHbie, TEXHUYEC-
KNe Unun NporpaMmmMmHO-TEXHUYECKNE )».

V
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saHUeM WIM0308 besoriacHocmu» — onpegeneHne KOHKPEeTHbIX PUCKOB, METOOOB MPOEKTUPOBAHUA WU
BOMPOCOB, KacatoLMUXCA Mep 1 CpeacTB KOHTPONSA 1 ynpaBneHus ans obecnevyeHns 6e3onacHoCTU MHopMa-
IMOHHBIX MOTOKOB MeXay CeTAMU C UCMONb30BaHUeEM L30B8 besonacHocTU. [aHHbIM cTaHaapT byaeT npea-
CTaBNATb UHTEpec AN BCEero nepcoHana, BOBNEYEeHHOro B AeTallbHOEe NNaHUpoBaHUe, NPOEeKTUPOBaHUE U
peanusaunio LWN30B 6e30nacHOCTU (HanpumMep, Ang npoeKTUPOBLLMKOB U pa3paboTHNKOB CETEBOUN apXUTEK-
TYPbl, CETEBLIX MEHEXKEPOB U COTPYAHMUKOB, OTBETCTBEHHLIX 3a CeTEBYHO DE30MNaCHOCTL);

NCO/M3K 27033-5 «Pucku, MemoOhbi rMpoekmupogaHUuUsi U 80rpocChkl, Kacarowuecss Mep U cpedcme KOH-
mporss u yrnpaesneHusa ons obecrieyeHuss besonacHocmu supmyarnbHbIX YaCmHbIX cemely» — onpegeneHue
KOHKPETHbLIX PUCKOB, MeTOA0B NPOEKTUPOBAHUA 1 BOMPOCOB, KacakoLWUXca Mep U CpeacTB KOHTPONA U yrnpaB-
neHusa ana obecnevyeHuUs 06e30MacHOCTU COeUHEHWUN, YCTAHOBMNEHHbIX ¢ ncnonb3oBaHMem VPN. [laHHbIN
cTaHOapT OyaeT npeacTaBnsaATb UHTEPEC ANS BCEro nepcoHana, BOBNEYEeHHOro B AeTansHoe nnaHupoBaHue,
MPOEKTUPOBaAHNE U peanm3aLuio 6e3onacHOCTU BUPTYaNbHbIX YacTHLIX ceTen (Hanpumep, AN NpoeKTUPOB-
LLIMKOB 1 pa3paboTYNKOB CETEBOW apXUTEKTYPbI, CETEBbLIX MEHEKEPOB N COTPYAHUKOB, OTBETCTBEHHLIX 3a Ce-
TeBY0 6e30NacHOCTb);

NMCO/MOBK 27033-6 «/P-koH8epzeHUuUs» — onpeaeneHne KOHKPETHbIX PUCKOB, METOAOB NPOEKTUPOBA-
HUS 1 BOMPOCOB, KacaroLLMXCS MEP U CPeACTB KOHTPOMS U ynpaBneHuns anga obecnevyeHnsa 6€30nacHOCTU CETEN
c IP-koHBepreHuuen, T. e. ¢ KOHBepreHunen gaHHbIx, pedn n suaeo. aHHbin cTaHgapT OyaeT npeacTaBnaTh
MHTEepec ANg BCerc nepcoHana, BOBNE4YeHHOro B geTtanbHoe nnaHnupoBaHuUe, NpoekTUpoBaHUE N peannsauunto
besonacHocTn cetelt ¢ IP-koHBepreHumen (Hanpumep, Ans npoekTUPOBLLUMKOB U pa3paboTYMKOB CeTEBOW ap-
XUTEKTYpPbl, CETEBLIX MEHEKEPOB N COTPYAHMUKOB, OTBETCTBEHHLIX 32 CeTEeBYIO 6E30MNacHOCTb);

NMCO/M3IK 27033-7 «becripogolHasi c853b» — onpeaeneHne KOHKPETHbLIX PUCKOB, METOAOB NMPOEKTUPO-
BaHUA 1 BOMPOCOB, KacaloLUXCA Mep 1 CPpeacTB KOHTPOMA 1 ynpaBneHus, angd ocbecnevyeHns 6e30nacHOCTU
DecnpoBOAHbLIX ceTen U pagunoceTen. JaHHbI cTaHaapT OyaeT npeacTaBNATb MHTEPEC ANSA BCEro nepcoHana,
BOBMEYEHHOro B geTtanbHoe nNnaHupoBaHue, npoekTupoBaHne U peanmsauno 6esonacHocTn 6ecnpoBOOHbIX
ceTen U paguoceten (Hanpumep, ansa npoekKTUPOBLLMKOB U paspaboTYNKOB CETEBOU apXUTEKTYpPbl, CETEBLIX
MEeHeKepoB U COTPYAHUKOB, OTBETCTBEHHLIX 3a CETEBYIO DE30MNacHOCTL).

Cneayet noadvepkHyTb, YTo MCO/MOK 27033 npeanoctaBnaeT AONONHUTENbHLIE AeTannu3npoBaHHbIE
pekoMeHaaLUun no peannsaunm Mep 1 CpeacTB KOHTPOMNSA U ynpaBlieHUs ceTeBON DEe30NacHOCThIO, onpeae-
neHHbIX B 6asoBom ctaHgapte MCO/MOBK 27002.

Ecnu B byayuiemM NOsSIBATCA Apyrne YacTtu ctaHaapTa, OHU MOTYT NpeacTaBnNsATb MHTEpeC ANsl BCEro nep-
COHana, BOBMeYEeHHOro B AeTanbHOE NiaHUpoBaHUE, NMPOeKTUPOoBaHUE U peannsaunto ceTeBbIX acreKkToB,
OXBaTbIBAEMBIX 3TUMW YacTAMU (HAnNpUMep, ANd NPOEKTUPOBLLNKOB N pa3padboTYNKOB CETEBOU apXUTEKTYPHI,
CETEBbLIX MeHeQKepOoB N COTPYAHUKOB, OTBETCTBEHHLIX 3a CeTeBYO Be30MnacHOCTh).

CnegyeT OTMETUTb, YTO HACTOALWMN cTaHAapPT He ABndAeTcs cnpaBOYHbIM U HOPMaTUBHBLIM AOKYMEH-
TOM ANA perynupyroLwmx 1 3akoHogaTenbHbIX TpeboBaHUN 6e30nacHOCTU. XOTH B HEM NMOAYEPKUBAETCH BaXK-
HOCTb 3TUX OKasblBalOLWUX BNUsiIHUE PaKTOPOB, OHU HE MOTYT ObiTb CHOPMYNUPOBaHLI KOHKPETHO, TaK Kak
3aBUCHAT OT CTpaHbl, BUaa OCHOBHOW AeATENbHOCTU U T. A.

Ecnun He yKa3aHo nHoe, TpeboBaHUs HacTosALlWero ctaHgapTa NnpUMeHUMBbI K A€ UCTBYIOLLUM B HACTOSILLEE
BpeMs U (MNn) NNaHUPyEeMbIM CETAM, HO B TEKCTE HaCTOSILLEro cTaHgapTa oyayT npuMeHeHbl TONbKO TEPMUHbI
KCeTn» NN «KCeTb».

VI



[OCT P UICO/MOIK 27033-1—2011

HAUMWOHANBbHBIWN CTAHOAPT POCCUUCKOWN PEOEPALUMN

UHdpopmMmaLMoOHHaaA TexXHonorua
METOObl U CPEOACTBA OBECINEYEHUA BE3OMNACHOCTW
be3zonacHoOCTbL ceTel
HYacTtb 1

O630p 1 KoHLenuuu

Information technology. Security techniques. Network security. Part 1. Overview and concepts

[lata BBegeHna — 2012—01—01

1 O6nacTb NpUMeHeHunn

HacTodawunn ctaHaapT coaepXnt ob3op ceTeBon De30nacHOCTU K CBSA3AHHLIX C HeM onpeaeneHnn. CTan-
napT onpeaenseT U onUCkLIBAeT KOHLUEMLWN, CBAA3AHHbLIE C CETEBON BE30MNAaCHOCTbLIO, N NPeAoCTaBNAET PEKOo-
MeHOauuM no MeHepKMeHTy ceTeBou 0OesonacHocTu. (B agononHeHue K ©6es3onacHoCTU MHGopMaLnu,
nepegaBaemMon nNo NUHUAM CBA3WU, ceTeBasd Oe30NacHOCTb 3aTparMBaeT 6e30nacHOCTb YCTPOUCTB, besonac-
HOCTb AEATENNBHOCTM N0 MEHEMKMEHTY AaHHbIX YCTPOWUCTB, NPUNOXEHNW/YCNyr, a Takke 6€30MacHOCTb KOHeY-
HbIX MoNb3oBaTenen).

HacTodawun ctaHgapT npeaHasHavyeH Ang nuu, snageowmx, ynpasngaowmx U UCNoNb3yoLwWwmnx ceTu.
[ToMumo pykoBoauTenen n agMMHUCTPaTOPOB, UMEILLIMX KOHKPETHbIE 00s13aHHOCTN No obecneveHno MHgop-
MaLNOHHOW 1 (MNK) ceTeBON De30MacHOCTU U PYHKLUMOHMPOBAHUIO CETU UMK OTBeYaloLWKMX 3a paspaboTky 0b-
el nporpaMmmbl obecrnedveHUst 0e3onacHoCTU U NONMUTUKUM Oe30nacHOCTU  opraHu3auun, crtaHgapT
npegHasHaveH U ANy npeacraBuTenen BobicLLIero pykoBoACTBa U ApYrMx pykoBoguTenen nnm nonb3oBaTeneu,
He UMeILL X TEXHNYECKOW NoAroTOBKN. HacToAaAwmMM cTaHaapT Takke npegHasHadeH ansi BcexX BOBNEeYEeHHbIX B
nnaHUMpoOBaHWE, NPOEKTUPOBAHMNE U peanun3aLnio acNekToB apXUTEeKTYpbl ceTeBon Be30nacHOCTMN.

HacTtodawmnn cTaHOgapT TakkKe:

- NpeACcTaBNdAeT pekoMmeHaauum no naeHTUMUKaLUmMm 1 aHanusy pUCcKoB CeTEeBOU Be30nacHOCTU U AaeT
onpegeneHne TpeboBaHUN CETEBON DE30MACHOCTU, OCHOBAHHLIX Ha 3TOM aHalln3e;

- NpeacTaBnsaeT 0030p Mep U CpeAcTB KOHTPONA U yNpaBNeHUs, NoaaepX1MBatoLmx cneymanmnsnpoBaH-
Hble apXUTEKTYPhbl CETEBOMN DE30MAaCHOCTU, N CBA3AHHbIE C HUMU TEXHUYECKNE MEpPLI U CpeaCcTBa KOHTPOMNA U
yrpaBneHnd, a Takke TeXHUYeckne N HeTexHn4Yeckme Mepbl U cpeacTBa KOHTPOMA U yNpaBNeHus1, NpUMeHsie-
Mbl€ HE TONbKO K CETHAM;

- 3HAKOMUT C TEM, KaK 0DUTHCS BbICOKOrO KavyecTBa Crneunann3npoBaHHbIX apXUTEKTYP ceTeBON De3o-
MacHOCTW, a TaKKe C acneKkTaMu puUcka, NpoeKTUpOBaHUA, MeP U CpeacTB KOHTPONA U yripaBneHus, CBA3aHHbI-
MW C TUMWYHBIMW CETEBLIMW CLEHApUAMM U ODNACTAMU CeTEBLIX «TEXHOMOrMm» (KOTopble AeTallbHO
paccmaTpuBatoTca B crnegyrowmnx yactax MCO/MO3K 27033);

- COOEPXUT KpaTKoe pacCMOTpeHne BONPOCOB, CBA3aHHLIX C peanusaunen n yHKLUMOHNPOBaAHUEM Mep
N CPeaCTB KOHTPOMSA U yNpaBneHnst CeTeBOU 6e30MacHOCTbIO, MOCTOAHHLIM MOHUTOPWUHIOM U NPOBEPKOWU NX pe-
anusavuun.

B uenom, B HacToswWweM cTaHaapTe npeacrasneH 0b63op cywecteyowmx yacten MCO/M3IK 27033, 1 oH
ABNSETCA «NyTeBoAUTENEM» MO OCTaNbHbLIM YacTaM cTaHaapTa.

2 HopMaTuBHbIE CCbISNIKN

B HacToslwem cTaHaapTe UCNoNb3oBaHbl HOPMAaTUBHLIE CChINKW Ha cneayole MexayHapoaHble CTaH-
aapTbl. Ansa AaTMpoBaHHbIX CTaHAAPTOB NPUMEHSIIOT TOMNLKO YKasaHHoe naagaHune. Ans HeaaTUpoBaHHbIX CTaH-
0apTOB NPUMEHSOT nocrneagHee n3gaHue ynoMsiHyToro ctaHaapTa (Bkntoyas onybnmkoBaHHbIE U3MEHEHNS).

U3pgaHne odbvumanbHoe
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MCO/M3K 7498 (Bce vacTtn) MHdopmMmaLnoHHas TeXHONOrUA. B3anMocBsiab OTKPLITLIX cUCTEM. basoBas
aTanoHHaa moaenb (ISO/IEC 7498 (all parts), Information technology — Open Systems Interconnection —
Basic Reference Model)

MCO/M3BK 27000:2009 NHdbopmaumoHHaga TexHonorus. Metogbl n cpeactBa obecneveHunst besonacHoc-
TW. CUCTEMBI MeHePKMeHTa MHopMaumMoHHoM BbesonacHocTn. OBb3op 1 TepmuHonorusa (ISO/IEC 27000:2009
Information technology — Security technigues — Information security management systems — Overview and
vocabulary)

NMCO/M3BK 27001:2005 NndpopmauunoHHaa TexHonorna. Metoabl n cpeactea obecrnedveHuss 6esonacHocC-
TU. CUCTEMbI MeHeg)KMeHTa nHdpopmMaunoHHou besonacHocTn. Tpedbosanua (ISO/IEC 27001:2005 Information
technology — Security technigues — Information security management systems — Requirements)

NMCO/M3BK 27002:2005 NHdpopmauunoHHaa TexHonornda. Metoabl n cpeactea obecrnedveHus 6esonacHocC-
TU. CBOA npaBun ansg MeHemkMmeHTa nHgopmaumoHHon besonacHoctn (ISO/IEC 27002:2005 Information
technology — Security technigues — Code of practice for information security management)

NCO/MO3BK 27005:2008 NHdopmaLumoHHasa TexHonorna. Metoagbl 1 cpeactBa obecrneveHnst 6e3onacHocC-
TU. MeHedXMeHT puckoB UHGopmMaunoHHon besonacHocTU (ISO/IEC 27005:2008 Information technology —
Security technigues — Information security risk management)

3 TepMUHbI U onpepeneHus

B HacTodwemMm cTtaHgapte npumMmeHeHbl TepMuHbl no WNCO/MIK 7498, WNCO/M3K 27000,
MCO/M3K 27001, CO/M3K 27002, UCO/M3K 27005, a Takke cneayrowine TePMUHBLI C COOTBETCTBYIOLLMMU
onpegeneHnsaMn.

[TpnmeyaHune—IllpuBeaeHHbIE HUXE TEPMUHBI U onpegeneHnst byayT Takke NPUMEHEHb! B Crneayowmx Yac-
Tax MCO/M3K 27033.

3.1 npegynpexaeHune ob onacHocTtu (alert): «HemeaneHHoe» onoBeleHUE 0 TOM, YTO UHPOPMALNOH-
Hag cucTeMa U ceTb NOABEPrarTCs aTake Un HaxoOsiTCA B ONacHOCTU BCneacTBUe aBapun, cOos U YenoBe-
YeCKOW oLLINDKN.

3.2 apxuTeKTtypa (architecture): basoBas opraH1Msaunga cUcTeMbl, BONNOLWEeHHada B ee KOMMOHeHTax, UX
OTHOLLEHUAX MexXay cCODON N C OKPYKEHUEM, a Takke NPUHLUUNBLI, onpedenstolne NpoekTUpoBaHUeE 1 pasBU-
T CUCTEMBI.

[MCO/MO3K 15288:2008, onpeaeneHue 4.5]

3.3 HapywuTenb (attacker): [lioboe nunuo, NnpeaHamMmepeHHO UCTMoNb3YoLee YS3BUMOCTU TEXHUYECKUX U
HETEXHUYECKNUX MEP U CPeadCTB KOHTPONS U ynpaBneHnUsa 6e3onacHOCTLIO € LEenbo 3axBaTta Unm KoMmnpomMeTa-
M MHPOPMALMOHHBIX CUCTEM U CeTeln, UM CHUKEHUA AOCTYNMHOCTU pecypCcoB UHPOPMaLMOHHON CUCTEMbI W
CeTeBbIX PeCcypcoB ANA 3aKOHHLIX MoNnb3oBaTeNnen.

3.4 BegeHUe KOHTPONbHLIX XypHanoB (audit logging): ®ukcnpoBaHnMe AaHHLIX O CODLITUAX, CBA3AH-
HbIX C MHOPMAaLIMOHHOW Be30NacHOCTLIO, B LEeNaAX NPpOoBEPKU, aHanmsa U nocTosiHHOrO MOHUTOPUHTA.

3.5 UHCTpyMeHTanbHble cpeAacTBa ayauTta (audit tools): ABTOMaTU3MPOBaHHbIE MHCTPYMEHTAlbHbIE
cpeAcTBa, NoMorarLLne aHannM3npoBaTh cogepKaHne XXypHanos cobbITUN.

3.6 UeHTp cepTuchukauum [oTKpbITbiX KNkoveU] (certification authority ; CA): OpraH, koTopoMy OoBeps-
eT 0AnH Unn bonee Nonb3oBaTefien B BONPOce co3gaHns U pacnpeaeneHunst cepTudonKaToB OTKPBITOrO Knrova.

[TpyumevyaHmns
1 ®akynbTaTUBHO OpraH ceptudukaunmm MoxXeT co3gaBaThb KIO4M MofNb30BaTenen.

2 Ponb opraHa ceptuukaymm B 3TOM npouecce 3akniovaeTcs B 0becnevyeHmnmn yBepPeHHOCTHU, YTO NMLO, KOTOPOMY
BblAAH YHUKAIbHbIW CepTUdUKAT, HA CaMOM AeNne SABNSAETCH TEM, KEM OHO cebs 3aaBnsieT. OBbIMHO 3TO O3HAYaET, 4YTO
opraH ceptnukauum MMeeT cornaweHne ¢ yupexgeHnem, npegoctaBnsaowmm emy nHdopmaunio ans rnoaTBepXaeHns
npeabsaBNeHHON NAEHTUAPUKALUOHHOWN MHAPOPMALIMKU B OTHOLWEHUM nuua. Opradbl cepTUdUKaALUN SABMAKTCH BAXHENLLNM
KOMMNOHEHTOM B MHOPMaLUMOHHON BE30MaCHOCTU U 3MEKTPOHHON KOMMEP LUK, MOTOMY YTO OHU rapPaHTUPYIOT, YTO ABE CTO-
POHbI, ObMeHMBatLWmMecs nHpopmaumnen, 4eNCTBUTENBHO ABNSAIOTCA TEMU, KEM OHU cebsl 3asBNALOT.

3.7 KopnopaTtuBHaa NoNnUTUKa MHdpopmMaLuMOHHOU Oe3zonacHocTU (corporate information security
policy): JOKyMeHT, oTpakatoLnii No3ny Mo pykoBoacTea no obecneveHmno nHdpopmaLunoHHOM 6e30nacHOCTU B
COOTBETCTBMM C TPeDOBaAHMSIMUA OCHOBHOW AEATENIbHOCTU OpraHMsauunm 1M npaBoBbIMA U perynupyrommin
HOpMaMMW.

2
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[TpnmedvaHune—J[oKyMeHT, ONUCLIBAKOLWWIA BbICOKOYPOBHEBLIE TpeboBaHnA nHdopmayunoHHon 6e3onacHoC-
W, KOTOPbIE AOKHbI CODNIAATLCA B OPraHmn3aumnm.

3.8 aemunutapusoBaHHas 30Ha (demilitarized zone; DMZ); AM3: lNorpaHU4HbIN CErMEHT ceTun (Takxke
M3BECTHLIN KaK 3alluLleHHasa noaceTb), BbIMONMHAKLWMNA PYHKUNAN «HEUTPanbHOM 30HBLI» MeXay CeTAMU.

3.9 oTKka3s B obcnyxuBaHum (denial of service; DoS): lNpekpalleHne caHKLMOHUPOBAHHOMO AoCTyna K
pecypcamM CUCTeMbI UM 3adep>KKa onepaunn n pyHKLUUU cCUCTeMbI, NpUBoAdLLEE B UTOre K NoTepe A0CTYNMHOC-
TWU ANS aBTOPU3OBaHHbLIX NMoNb30oBaTENEN.

3.10 akcTpaHeT (extranet): Pacwunpenne cetu IHTpaHeT opraHmsaunm, oCoOBeHHO Yepes UHPPaCTPYKTY-
py obLWeaoCTynHON CeTu, Aenarolliee BO3MOXHBIM COBMECTHOE UCMNONMb3OBAHME PECYPCOB OpraHusauunewu,
OPYrMMn opraHmsaumssMmn U nuLamm, ¢ KOTOpbIMKM OHa MMeeT Aerno, C NpeaocTaBneHneM orpaHM4YeHHOro 4oCTy-
na K ceBoen cetn VIHTpaHerT.

[TpwnmeyaHune—Hanpumep, KMMEHTAM OPraHn3aumMn MOXET NPeaoCTaBNATLCHA OCTYN K HEKOTOPLIM YacTsM
ee ceTn, IHTpaHeT nocpeacTBOM co34aHNA SKCTPAHET, HO KNMMEHTOB HEMb3s CHUTaTb «40BEPEHHBIMU» C TOYKU 3peHunst be-
30MacHOCTMW.

3.11 dpunbTpayua (filtering): lNpouecc npuema N OTKNOHEHUA NOTOKOB AaHHLIX B CETU B COOTBETCTBUN
C onpeaeneHHbIMA KPUTEPUSMMN.

3.12 mexceteBoMn 3akpaH (firewall): Bug 6apbepa 6e3onacHOCTU, pasMeLleHHOro MexXxay pasnniHbiMU
ceTeBbIMU cpedaMun, COCTOALLEro U3 cnelunanmsnpoBaHHOro yCTPOMUCTBA UNU COBOKYMHOCTU HECKOTbKUX KOM-
MOHEHTOB U TEXHUYECKUX NPUEMOB, Yepes KOTOPbIN A0IKEeH NPoXoAnUTb BECb TpaUK U3 OAHOU ceTEBOU cpebl
B APYTYHo N, HA0DOPOT, NPWN 3TOM NPOMNyCKaeTCH TONbKO aBTOPU3OBaHHLIN TpaduK, COOTBETCTBYOLLMA MECTHOM
NonNUTUKe 6e30nacHOCTH.

3.13 KoHUeHTpaTop (hub): CeTeBoOE YCTPOUCTBO, KOTOPOE PYHKLUMOHUPYET Ha NepBOM YPOBHE 3TallOH-
HOW MOAENN B3aUMOOENCTBUA OTKPBITBIX CUCTEM.

[TpnmeyaHune— CeTeBble KOHUEHTPATOPbI HE AABNAIOTCH MHTENMEKTYaNnbHbIMW YCTPOWCTBaMM, OHM obecneyn-
BAlOT TOMbKO TOYKMN (PU3NHECKOro COeJNHEHNS ANs1 CETEBbIX CUCTEM UIN PECYPCOB.

3.14 UnTepHeT (the Internet): NobanbHas cuctema B3aMMOCBA3aHHLIX ceTel o0LWeaoCTYNHOro NoNb30-
BaHUA.

3.15 uHTepceTb (internet): COBOKYNHOCTb B3aMMOCBSA3aHHLIX CeTeWl, HasblBaemMasa «0bbeaUHEeHHOU
CETbH» UM NPOCTO KUHTEPCETLHOY.

3.16 UHTpaHeT (intranet): YacTHasa KoMNblOTEPHAasaA ceTb, Ucnonb3yowaa IHTepHeT-NPOTOKONLI U BO3-
MOXHOCTb CETEBOIo coeaAnHeHUsa Ans 6e3onacHoOro KONMeKTUBHOro UCNoNbL3oBaHUSA YacTu MHdopMaLun Unn
onepauumn opraHmsauun ee coTpyaHMKamu.

3.17 BTOpXeHue (intrusion): HecaHKUMOHUPOBaHHLIM AOCTYN K cCeTU UMK nogcoeguHEeHHOU K CeTU CUCTe-
Me, T. . NnpeaHamMepeHHbIN U cnyYanHbld HeCaHKLUUOHMPOBAaHHLIM AOCTYN K MHPOPMaLUMOHHOU cuctTeme,
BKI1loYad 3NoHaMepeHHYo AeATeNbHOCTb NPOTUB MHdPOpMaLMOHHOW CUCTEMbI UINU HECAHKLIMOHMPOBAHHOE UC-
NoNb30oBaHME pecypcoB B MHQOPMaLMOHHON CUCTEME.

3.18 obHapyxeHune BTopXXeHUuu (intrusion detection): ®opmanbHBIN NpoLecc OBHaPYXXEeHNSI BTOPXKEHUN,
0ObIYHO XapaKkTepusyrLwmnncs coopom ceeaeHUn 06 aHoOManbHOM XapaKTepe UCNOMb30BaHUS, a TakKe O TOM,
Kakast YAa3BMMOCTb Oblfla NCMONb30BaHa 1 KakiMmM obpas3om, BKNOYas TO, KOraa 1 Kak 370 NMpou3oLuno.

Mpumevanune —Cm NCO/M3IK 18043.

3.19 cuctema obGHapyxeHUAa BTOopXeHUM (intrusion detection system);IDS: CneunanmsnpoBaHHaga cUCTe-
Ma, UCnoNb3yemMas Ans naeHTudukaumMm Toro pakra, 4Yto dblna npeanpuHATa NMonbiTKa BTOPXEHUS1, BTOPXKEHMe
MPOUCXOANT NI NPOUSOLUTIO, a TaKKe AN BOIMOXKHOIO pearmpoBaHns Ha BTOpXKeHUe B MHOopMaLMOHHbIE CUC-
TeMbl N CEeTH.

[MTpumevanune —Cm NCO/MIK 18043.

3.20 npepoTBpaweHne BTopXXeHUU (intrusion prevention): ®opmanbHbIM NPOLECC aKTUBHOIO pearnpo-
BaHUSA C LUenbio NpeaoTBpalleHUs BTOPXKEeHUNA.

3.21 cuctema npeaoTBpaLwleHUsa BTopXKXeHUN (intrusion prevention system); IPS: Bua cncrtem obHa-
PYXXEHUS BTOPXEHUU, cnelmanbHO npegHasHa4veHHbIX Ans obecne4vyeHnsa akTUBHON BO3MOXHOCTU pearu-
POBaAHUA.

[MTpumevyaHmnme —Cm MCO/M3K 18043.
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3.22 BpeAOHOCHOe nporpaMMHoe cpeacTtBo (malware): BpeaoHocHoe nporpaMmHoe cpeCcTBO, chne-
LinanbHO paspaboTaHHOe ANs NOBPeXAeHUS NN paspyLUeHNs CUCTeMbl NOCPeaCTBOM HapyLUeHUA ee KOHU-
aeHuManbHOCTU, LEernoCTHOCTU U (UNN) AOCTYNMHOCTMU.

[TpnmeyaHwune—Illpumepammn BPeAOHOCHOINO MPOrpaMMHOrO CpeacTBa SIBNSAKTCA BUPYCbl U KTPOSIHCKUE
KOHUY.

3.23 MHOronpoToKonbHaa KOMMyTaLua Ha ocHoBe MeToK (multi protocol label switching — MPLS):
MeToa, paspaboTaHHbIN ANA NCMOMNbE30BaHUA B MEXCETEBOMN MapLUpyTU3aLmMn, B COOTBETCTBUM C KOTOPbLIM UH-
OnBMayanbHbIM TpakTam rnepegadvm gaHHbIX UK NOTOKaM gaHHbIX MPUCBaNBaOTCA METKA, U KOTOPbIN UCNOSIb-
3yeTcd angd KkoMmMmyTtauum coeanHeHnn Ha b6onee HU3KOM YpOBHE U B OOMONHEHUe K 0DOblYHBIM MexaHM3IMaMm
MPOTOKONOB MapLpyTU3aL .

[TpnmedaHnwme—KommyTauns Ha OCHOBE METOK MOXET UCMONb30BATLCH KakK OAVMH N3 METOL40B CO34aHUA TYH-
Henew.

3.24 ceTeBOe agMUHUCTpUpoBaHue (network administration): NoBcegHeBHaa akcnnyaTauua 1 ynpae-
NeHne ceTeBbIMU NpoLeccamMn U cpegcTsamMun, UCMONb3yEeMbIMU CETbIO.

3.25 ceTeBOU aHanusartop (network analyzer): YCTpOUCTBO UMK NporpaMmMmHoe cpeacTBo, UCNOMNb3ye-
Moe Anst HabnwgeHUsa N aHanunsa MHPOPMaLMOHHOIO CeTEBOIo Tpadumka.

[Tpumeyanwune— o npoeeaeHnss aHanmaa MHPOPMAaLMOHHOIO NOToKa MHdopMaumua AonmkHa bbiTb cobpana
onpeaeneHHbIM 0bpasom, HaNnpumMep, NyTEM UCMNONb30BAHNS CETEBOIO aHanm3aropa NnakeTos.

3.206 ceTeBOU aneMeHT (network element): UHdpopmaLnoHHaa cuctema, nogcoegumHeHHasa K CeTul.

3.27 ceTeBOU MeHeAKMeHT (network management): lNpouecc nnaHupoBaHUd, paspaboTkn, peanunsa-
LK, skcnnyaTtauum, MOHUTOPUHra 1 nogaepXkm ceTu.

3.28 ceTeBOU MOHUTOPUHT (network monitoring): lNpouecc NOCTOAHHOrO HabNMAeHNST U NMPOBEPKN 3a-
(PUKCUPOBAHHBLIX AAHHBLIX O CEeTeBOU AeATENbHOCTU U onepaundax, BKIoYaa KOHTPONbHLIE XypHanbl 1 Npe-
aynpexaeHusa o6 onacHOCTU, N CBA3AHHbLIN C 3TUM aHanus.

3.29 nonuTUuKa ceteBoU bezonacHocTU (network security policy): CoOBOKYNHOCTbL NOJIOXEHUN, NpaBUN U
NpakTU4eCcKUX NpUeMoB, ycTaHaBnMBaoLWmMX noaxoa opraHnsaunm K UICNoNb30oBaHUIO ee CeTeBbIX PeCypPCoB U
onpeaensarLmx, Kak gomkHa obecneynBaTbCd 3allUTa ee ceTeBON MHPPACTPYKTYPbI N CEPBUCOB.

3.30 ceTeBOU aHanui3aTop naketoB (network sniffer). YCTPOUCTBO UNK NporpaMmMHoe cpedcTBO, UC-
nonb3yemoe ansi cbopa nHgopmaunmn, npoxoasiLlien Yyepes ceTu.

3.31 nopT (port): KoHeuHaa Touka coeanHeHus.

[Tpumedanune—B koHTekcTe NHTEpHET-NPOTOKONA NOPT NPeAcTaBnsaeT cobon KOHEYHYIO TOYKY NOMMYECKOro

kaHana TCP vnn UDP coeguHenuns. [NpoTokonsl npunoxeHnn Ha ocHose TCP nnn UDP 0bblvHO MMEKT HAa3HAYEHHbIE MO
yMON4YaHUio HOMEpa nopTos, Hanpumep, nopt 80 ana HT TP npoTtokona.

3.32 yaaneHHbIU gocTtyn (remote access): [1pouecc nonyveHna 4oCTyna K ceTeBbIM pecypcam U3 apy-
O CeTU UMK ¢ TepMUHana, He ABNAKLEroca NOCTOAHHO coeAUHEHHBIM (PU3NYECKN UITU NOTUYECKN C CETbIO, K
KOTOPOWU OH nonyvaeT AOCTYIN.

3.33 yaaneHHbIN nonb3oBaTenb (remote user): [lonb3oBaTenb, Haxo4sWUNcs Ha 0bbekTe (nnowaake,
pbunumane), OTIMYHOM OT TOI0, Ha KOTOPOM pasMeLlarTCAa UCNOSIb3yeMble CETEBbLIE PECYPCHI.

3.34 mapuwpyTtusatop (router). CeTeBoe YCTPOUCTBO, UCMOMNb3yemMoe ANA YCTaHOBNEHUA N ynpaBlieHUA
MOTOKAMU AaHHbLIX MeXay pasnuyHbIMUA CeTSAMKU NyTeM BbIDOpa TPaKTOB UM MapLUPYTOB HA OCHOBE MeXaHK3-
MOB U anTrfOPUTMOB NPOTOKOJIOB MapLUpyTUsaLnn.

[TpumevaHnHuns
1 CeTn cammn MmoryT BbiTb OCHOBaHbI HA Pa3HbIX NPOTOKOMNax.

2 Nndbopmaums 0 mapwpytnsauum XxpaHutes B Tabnuue mapLupytmsagmm.

3.35 aoMeH be3onacHocTu (security domain): COBOKYNHOCTb aKTUBOB U PECYPCOB, NOAYUHSAIOLLINXCH
eANHOW NoNMUTUKEe Be3onacHOCTU.

3.36 wno3 6e3onacHocTuU (security gateway): To4yka coeMHEHUSA MeXay CETSMU, MEXOY CErMeHTamMu
CeTEN NN MeXAay NporpaMMHbIMA NPUNOKEHUAMMN B pasnnMYHbIX AoOMeHax be3onacHoCTU, npegHasHaYvYeHHas
Ons 3alUTLl CETU B COOTBETCTBUN C CYLLECTBYHOLLEN NONMUTUKOW Be30MacHOCTH.

3.37 cnam (spam): Hezanpawmnsaemsble COODLLIEHNUA 3MEKTPOHHOW NOYTHI, CoOAepKaHNE KOTOPbIX MOXET
ObITb BpeAOHOCHBIM U (UITN) MOLLIEHHUYECKNM.

3.38 cnyduHr (spoofing): MackupoBka nog neransHOro nonb3osaTens UM ceTeBou pecypc.
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3.39 kommyTaTop (switch): YcTpoincteo, obecnedmBatoLee coeguHeHne ceTeBbIX YCTPOUCTB nocpe-
CTBOM BHYTPEHHUX MEXaHU3MOB KOMMYTaLMN, C TEXHONOTMEn KoMMyTauum, oOblMHO peann3oBaHHON Ha BTO-
DOM UM TPETHEM YPOBHE 3TanoOHHOW MOAENN B3aUMOEeNCTBUSA OTKPbITLIX CUCTEM.

[TpnmedaHune—KoMmmyTaTopbl OTNIMHAKOTCH OT APYIMX COEAUHUTENbHbLIX YCTPOWUCTB JTOKarbHOW CETU (Hanpw-
MEP, KOHLUEHTPATOPOB), TaK KaK UCNoNb3yemasi B KOMMyTaTopax TEXHOMNOINMs ycTaHaBNMBaeT COeAUHEHNSI HA OCHOBE «TOM-
Ka — TO4Ka.

3.40 TyHHensb (tunnel): KaHan nepegadn gaHHbIX MeXay ceTeBbIMU YCTROUCTBaMU, KOTOPLIN yCTaHaBN-
BalOT Yepes CYLLECTBYIOWYIO CETEBYIO UHPPACTPYKTYPY.

[ PUMEYAHWNE— TyHHej'IM MOITYT YCTaHaBIIMBATb MNyTteM UCINOJIb30BAHNA TAKUX TEXHUYHECKUX TPUeMOB, KaK
NMNPOTOKOJIbHaA MHKAlCyrndunyd, KOMMmyTaumnd Ha OCHOBE METOK UJTU BHpTyaﬂbelﬁ KaHall.

3.41 BupTyanbHada nokanbHaa BbluucnutenbHaa ceTb (virtual local area network): Hesasucumas
CeTb, cO34aHHagda C NOrM4Yeckom TOYKM 3peHNda BHYTPU PU3UYECKON CEeTH.

4 CoKpaweHun

[TpumeyaHnune—IllepedncneHdble HMXe CoKpalleHns NpumMmeHsitoT Bo Bcex yacTax MCO/MOK 27033.

3G — cuctema undppoBon MODBUNBHOWN CBSI3N TPETLErO NMNOKONMEHUS;
AAA — ayTeHTUUKaLKMA, aBTopU3aLnda 1 y4erT;

ACL — cnncok KOHTPONs AOCTYNOM;

ADSL — acummeTpunyHasg undpoasa aboHeHTcKasa NMHUA:

AES — ynyJuweHHbIM cTaHaapT WApoBaHUA;

ATM — acMHXpPOHHBIX peXuMm nepegadu;

BPL — wmpokononocHas nepegada 4epes NMHUN 3nekTponepeaavn;
CA — UeHTp cepTudpmnkaummn [OTKPbITEIX KNoYeu];

CDMA — MHoroctaHUMOHHBIM A4OCTYN C KOAOBLIM pasaeneHnemM KaHaros;
CDPD — coToBad undppoBas nepegava naketoB AaHHbIX;

CLID — naeHTUdnkaTop NMHMA BLIZOBA;

CLNP — npoTokon ceteBoro oocnyxmsaHusi 6es yctTaHOBNEHNS CoeaUHEHUS;
CoS — knacc obecnyxnanua (ycnyr);

CRM —ynpaeneHne B3aUMOCBA3AMU C KITMEHTaMMU;

DEL —npsmaa nuHusa obmeHa nHgopmauunen;

DES —cTaHaapT wndpoBaHnUs AaHHbIX;

DNS — cnyxba AOMEHHbIX UMEH;

DoS — oTKas B 06Cny>XnMBaHW;

DPNSS —undppoBas curHanbHas cuctema YacTHbIX CeTEU;

DSL — undgppoBas aboHeHTCKas NUHUS;

EDGE — ynyJlleHHble CKOPOCTU nepegayvn gaHHblx ans passutua GSM-ctaHgapTa;
ED| —snekTpoHHBbIN 0OMeH AgaHHBIMU:

EGPRS — yny4JwieHHbIN 0OWKMIA CepBUC NAKETHOM pagunonepenayu;
EIS — nHdopmaumnoHHaa cuctema npeanpuUdaTus;

FIOS — cepBUC C NpUMEHEHNEM BOJTOKOHHOM ONTUKWU;

FTP — npoTokon nepeagavn oannos;

FTTH — ceTb ¢ goBeaeHHbIM A0 NMofb30oBaTeNd ONTUYECKAM Kabenem:
GPRS — obLwun cepBuUc nakeTHOM paguonepenau;

GSM — rnobanbHaga cuctema MobUnbHOM CBA3N;

HIDS — cuctema obHapyXeHUs1 BTOPXKEHUIN Ha Base XOCTOB/CEPBEPOB,;
HTTP — npoToKkon nepegayvn runepTeKkcTa;

IDS — cuctema obHapyXeHUs1 BTOP)KEHUN;

|G — PykoBOACTBO NO peannsauuu;

IP — VIHTepHeT-NpoTOKONM;

IPS — cuctema npeaynpexgeHnsa BTOPXeHUH;

ISP — npoBangep NHTepHeT-yCcnyr;

MPLS — MHOronpoTokonbHasa KoMMyTaLMa Ha OCHOBE METOK;

MRP — nnaHupoBaHue Npou3BOACTBEHHBIX PECYPCOB;
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NAT — TpaHcnaunsa ceTeBbIX aapecoB;

NIDS — cuctema obHapyKeHUs1 CeTEBbLIX BTOPXKEHUN;

NTP — CUMHXPOHU3NPYIOLWNNA CeTEBOW NMPOTOKOI;

OOB — BHENOMOCHbIN;

PABX — yupexgeHdyeckaa ATC ¢ ucxoaauien n Bxoaswen CBA3bio;
PIN — nn4HbIM naeHTUPUKALMOHHBIA HOMEP;

PKI — nH@pacTpyKTypa OTKPbLITBIX KITHOYeH;

PSTN — TenedoHHada koMmmMmyTupyemasi ceTb o0LLEero nonbL30BaHUS;
Q0S — kauecTBO 0bCNYyXNBAHUS;

RAID — maTpuua He3aBUCUMbIX AUCKOBBLIX HAKonMTenem ¢ n3bbiTOYHOCTbLIO;
RAS — cepBUC yaaneHHOro AocTyna;

RTP — npoTokon peanbHOro BpeMeHu;

SDSL — cummeTpunyHaga umndpoBast aboHeHTCcKasa NMUHNUS;

SecOPs — onepauuoHHble npoueaypbl 6e30nacHOCTH;

SIM — moaynb ngeHTudnkaumm aboHeHTa;

SNMP — npocton npoTokon ceTeBoro ynpasneHns;

SPIT — cnam 4yepes IP-TenedoHUIO;

SSH — besonacHaga obonouka;

TCP — npoTokon ynpaeneHuda nepegaven;

TDMA — MHOroctTaHUMOHHBIN OOCTYN C BpEeMEeHHbIM pasfeneHuemM KaHanos:
TETRA — HazeMHoe TpaHKUHIoBOe paauo;

TKIP — npoTokon uenocTHOCTU BPEMEHHOro Knto4a;

UDP — npoTokon nepegayn gentarpamMmm Nofb3oBaTens;

UMTS — yHMUBepcanbHas cuctema MobUnbHoOM CBA3U;

USB — yHuBepcanbHasa nocnegoBartenbHasa WNHA;

VLAN — BUpTyanbHaga nokanbHasa BblMUCNUTENBbHAA CETh;

VolP — nepepaya peyn no IP;

VPN — BUpTyanbHasa YacTHas ceTb;

WAP — npoTokon npunoxxeHnn ang 6ecnpoBoaHOW CBA3N;

WEP — 6e30nacHOCTb, 3KBUBareHTHaa NpoOBOAHOW CeTH;

WLAN — becnpoBogHag nokanbHasi BeIMACIUTENbHAA CeTb;
WORM — ¢ ogHoKpaTHOW 3annUCbio M MHOTOKPaTHLIM CHUATbIBAHUEM;
WPA — 3aluuieHHbIN A0CTyN B 6eCnpoBOAHbIX CETAX;

[BC (WAN) — rnobanbHas BblMUCNIUTENBbHAA CeTb;

OM3 (DMZ) — pemunutapusoBaHHasi 30Ha;

MBI (UPS) — nctouHmnk 6ecnepedbonHOro nuTaHus;

AT (IT) — nHpopmaunoHHaa TEXHONOMNS;

KINK (PDA) — «kapMaHHbIU» NepcoHanbHbIA KOMNbIOTEP;

NBC (LAN) — nokanbHasi BblYUCIIUTENbHAA CeTb;

OBY (VHF) —o4eHb BbiCcOKaga 4acToTa;

[1K (PC) — nepcoHanbHbIU KOMMbLIOTEP.

5 CTpyKTYypa

CTtpyktypa cepumn ctaHgaptoB MCO/MOIK 27033 npeacrtaBneHa B BUAE CXEMbI UMW «NYTEBOAUTENA» HA
PUCYHKe 2.

CNNCLHBIMU NMUHUSAMW Ha PUCYHKe 2 oTMeYeHa ecTecTBeHHas nepapxua yacten MCO/MOBK 27033. TNyH-
KTUPHBIMW NMTUHUAMU OTMEYEHO, YTO, crneayd npoLeccam:

a) onucaHHbIM B YacTu 1, — MOXXHO obpallaTbes 3a MHdpopMaLuein rno BONPoCy, KacarwemMycsl PUCKOB
besonacHocTun, K Yactam 3—7 MCO/MOK 27033;

b) onucaHHbIM B YacTn 2, — MOXXHO obpallaTbesl 3a MHdpopmaLuen no Bonpocam, KacarLmMmMmes MeTo-
NOB MPOEKTUPOBAHUA U MePp U CpeacTB KOHTPONS 1 ynpasneHus K yactam 3—7 NCO/M3K 27033,

Kpome Toro, B 4Yacti 3 NCO/MO3K 27033 ecTb CChINIKA HA KOHKPETHbIe acrneKkTbl, cogepKalunecs B Yac-
Tax 4—7 MCO/MOK 27033 ¢ Tem, YTOOLI U3bexaTb AybnmpoBaHus (T. e. NpU NCNONb3OBAHUN YaCTU 3 BO3MOX-
HO obpalleHue K Yyactam 4—7).

6
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— YacTtb 1

PekomeHaaumn
no obecnevyeHUd ceTeBOU
De30nacHoOCTHU

YacTtb 2

PekoMeHaaLuUN
“YacTb 3
MO NPOEKTUPOBAHUIO
N peanusalnn CETEBOW
De30nacHOCTU

TunoBble ceTeBble cLieHapuun —
PUCKWA, METOAbLI NPOEKTUPOBAHUSA
1 BOMPOCHI, KacaroLlmecs Mep
N CPeACTB KOHTPONS U yrnpaBneHus

UacTtb 4 UacTte 5 UacTtb 6 YacTte 7

ObecneyeHune ObecneyeHue ObecnevyeHue ObecneyeHue
Oe30nacHOCTU besonacHoOCTH De3onacHOCTU be3onacHoOCTH
nepegavn B CETSAX B CEeTAX nepeagavuv UHopMaLun
nHpopmMaLun C UCNONb30BaHUEM C UCNONb30BaHUEM MeXay CeTsaMU
MeXay CeTaAMM BUPTYyarbHbIX |P-kOHBEpreHL U — C ucnonb3oBaHUeM
C UCMONb30BaHNEM YyacTHbIX ceTel (VNP) — PUCKK, MEeTOAbI becnpoBOAHLIX cETEN
LLNO30B 6€30NacHOCTU — PUCKU, METOALI NPOeKTUpOBaHUA n paguoceTen —
PUCKU, METOADbI NPOEKTUPOBAaHUA N BOMNPOCHI, KacalLlnecs PUCKW, METOAb!
NpoeKTnpoBaHUs 1N BOMPOCHI, KacalLlmnecs Mep U CpeacTB NPOEKTUPOBAHUA
U BOMPOCHI, KacalLinecst Mep U CpeacTB KOHTPONS M BONPOCHI, KacawLlmnecs
Mep N CpeacTB KOHTPONS N yripaerneHus Mep U cpeacTB
KOHTpONnS 1 ynpasleHnn KOHTPONS

1 ynpaBreHus U yrpaBneHust

[Tpumevanne—Cneayer OTMETUTb, 4TO B Oyaywem BO3MOXHO TMMOSABMNEHUE W APYIUX YacTen
MCO/M3K 27033. lNpumepbl BO3MOXHbIX TEM, OXBaTbiBaeMbIX dyaywmmm yactamm MCO/M3IK 27033, BknodaloT B cebs
NOKanbHbIE, rnodanbHbIe U LLMPOKOMNONOCHbIE CETHU; Ppa3MeLLLEHNE MHPOPMALNK Ha cepBepe BED-Y3NOB; 3NEKTPOHHYIO MO-
4yTy B VIHTEepHETE N MapLWpyTU3NPOBAHHbLIN 4OCTYN ANA CTOPOHHUX opraHnsaunn. OCHOBHbLIMUY NYHKTAMW BCEX 3TUX YaCTeu
OOITKHbI BbITb PUCKN, METOAbI MNPOEKTUPOBAHNUS N BOMNPOCHI, KAacaloLWMeCs MeP U CPEACTB KOHTPOA N yNPaBlieHns.

PucyHok 2 — «llytesogutenb» no MCO/MOK 27033

Takum obpasom, Noboin opraHnsaLnn, Ha4yMHaWEN C «HYMA» UMK NPOBOAALLIEN CEPbE3HYIO NPOBEPKY
CyLlecTBYyOLWEN ceTu (ceTeln), cneayeT B NepBYD o4yepenb WUCNONb30oBaTb HACTOSALWMN CTaHOapT, a 3aTem
NCO/M3BK 27033-2, n, no mepe HeobxoammocTun, obpallatbca K MHPopMaLnn o puckax 6e3onacHOCT, METO-
Oax rnpoeKkTUpoBaHUA M BONpocax, KacaLWUXca Mep 1 CpedCcTB KOHTPONSA U ynpaBneHUda, cogepXXallxca B
yacTtax 3—7 MCO/M3K 27033.

Hanpumep, opraHusaunsa paccmaTpuBaeT peanusauuio HOBOW CeTeBOW cpedbl, BKoYarLlen B cebs
npumeHeHune |IP-koHBepreHuun, Wno3oB 0€30nacHOCTU, YacTUYHOE NpuMeHeHne becnpoBOaHON CBSI3U, a TakK-
Xe pasmelleHne nHgopmauum Ha cepBepe Beb-y3oB U UCTIONb3oBaHUe MHTepHeTa (HanpumMep, ANns 3NeKTpo-
HHOW NOYThLI U AOCTYyNa B peXume on-line).

Mcnonb3ysa onucaHHble B HACTOSILLEM CcTaHaapTe NPOLLeCcChl onpeaeneHns puckos 6e3onacHOCTM AnS
HOBOW CETEBOW cpeabl, opraHusauma dyaeTt y4nTbiBaTb OTHOCALLYIOCA K PUCKY MHAOPMAaLIUIO U3 APYTUX COOT-
BeTcTBYOLWMX YacTen MCO/MOBK 27033, 7. e. Tex YacTein, KoTopble onpeaensitoT KOHKpeTHbIe pPUCKKN Besonac-
HOCTU (@ Takke MeTodbl NPOEKTUPOBAHUS U BONPOCHI, KacaroLWnUecs Mep 1 CpeacTB KOHTPONS U ynpaBneHus ),
oTHOocALWMecs K IP-koHBepreHuumn, wnosam 6e30nacHOCTU, YHaCTUHHOMY NpUMeHeHUo 0ecnpoBOAHOM CBSI3N, a

v
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TakKe pasmelleHne nHgopmauunm Ha cepBepe Bed-y3MoB U UCMONb30oBaHWIO MHTepHeTa (Hanpumep, Ons
3NEeKTPOHHOW NOYThl U A0CTYNa B peXxume on-line).

[Tpn ncnonssosaHum NCO/M3K 27033-2 anst onpegeneHust Tpebyemon cneunanmsnpoBaHHON apXUTeEK-
TYpPbl ceTeBON Be30MacHOCTU opraHmM3aunn cnegyeT yunuThiBaTbh MHQOPMaLUIO O MeTodax NpoekTUPOBaHUA U
BOMPOCax, KacarolUXCAa Mep WU CpeAcTB KOHTPONA W ynpaBneHust U3 ApYyrux COOTBETCTBYHOLIMX 4acTen
NMCO/MOBK 27033, T. e. Tex YacTeln, KoTopble onpeaenstoT KOHKPETHbIe MeToAbl MPOEKTUPOBAaHUS U BOMNPOCHI,
KacaroLmecs Mep U CpeacTB KOHTPONS 1 ynpaBneHus (a Takke pUckn 6esonacHoCcTn), oTHocswmeca K |P-KoH-
BEpreHunn, wnosam 6e3onacHoCT, YaCTUYHOMY NPpUMEHEHUo BecnpoBOAHON CBSI3U, a TakKe pasMeLLeHUo
MHpopMaLnK Ha cepBepe BeD-y3MOB N UCTMIONb30BaHUIO HTepHeTa (Hanpumep, Anst 3NeKTPOHHOM NOYThI U
OOCTyna B peXume on-line).

CTpYKTypa HacTosLero ctaHgapTta BKo4YaeT B cebs:

- 0630p noaxoaa K obecrneveHnto ceTeBon BesonacHoOCTM (CM. pasaen 6);

- KpaTKoe 13noXxeHue npouecca naeHTudgnKkaLmm puckoB, CBA3aHHLIX C CETAMU, U NOATOTOBKU K MOEHTU-
puKkaLm Mmep 1 cpeacTB KOHTPONS 1 yripaBneHnst 0e30nacHOCTbIO, T. €. YCTAHOBMNEHUIO TPeDOBaHUN CETEBOW
be3onacHocTU (CM. pasgen 7);

- 0630p Mep 1 CPeaCTB KOHTPONSA 1 yNpaBneHus, NoaaepXXMBatoLmMX crneLmanm3mpoBaHHble apXUTEKTY-
Pbl cCeTEBON BE30MaCHOCTU N CBA3AHHbIE C HUMU TEXHUYECKNE MEepPLI U CpeacTBa KOHTPOMA U YNpaBeHUs, T. €.
0030p ApYyrMx Mep U CpeacTB KOHTPONA U ynpaBneHUsa (TEXHUYECKNX U HETEXHUYECKMX), KOTOPbIE NPUMEHUMBI
He TONnMbKo K ceTaAM (cM. pasgen 8). lNpeactaBnsatoTca cooTBeTcTBYOWME cebiikn Ha MCO/M3K 27001,
NCO/M3K 27002 n NCO/M3BK 27005;

- 03HaKOMMNEHNEe C BO3MOXHOCTAMU CneumnannsnpoBaHHbIX apXUTEKTYp De30NacHOCTU, KOTopLIe byayT
obecneymBatb ceTeBylO 6e30NacHOCTb, COOTBETCTBYIOLLYIO cpeae OCHOBHOW OeATeNbHOCTU opraHusalun,
1IPUMEHSAA nocnegoBaTenbHblA NoAXoa K niaHUpoBaHUIO U NPOEKTUPOBAHUIO ceTeBOW De30nacHOCTU ¢ UC-
10Mb30BaHUEM NpK HeobxoaumocTn moaenen/cuctem (1. e. sBeeaeHne K MCO/M3BK 27033-2) (cm. pasgen 9);

- 3HAKOMCTBO C KOHKPETHBLIMU pUckaMun, MeToaamMm NpoeKTUPOBaAHUSA M BONpOocaMi, KacaroLLUMNCS Mep U
CPeacCTB KOHTPOMNSA U yNpaBneHUs, CBA3aHHbIMWU C TUMOBLIMWN CETEBLIMU CLUEHapPUAMM (T. €. BBEAEHUS K coaep-
xaHuo NCO/M3K 27033-3) (cm. pasgen 10);

- 3HAKOMCTBO C KOHKPETHbLIMU pUCKaMn, METOAaMK NPOEKTUPOBaHUSA U BONpOcaMn, KacatloWMMUCA Mep U
CpeacCTB KOHTPOMA N yNpaBneHUsa AN CETEBOU «TEXHOMOrUMM» (T. €. BBeaeHust k yactam 4—7 MCO/MOBK 27033
1 kK gapyrum Yyactam MCO/MOK 27033, nosBneHMe KOTOPLIX BO3MOXHO B byayuiem) (cMm. pasaen 11 1 npunoxe-
He A);

- KpaTKoe N3NOXKEHMNE BOMPOCOB, CBAA3AHHLIX C paspaboTKon, peanunsaumen n TECTUPOBaAHMEM KOMMMEKca
POrpaMMHbIX N TEXHUYECKUX CpeaCTB U yCnyr no obecneveHuo ceTeBon besonacHoCTn (CM. pasaen 12), aKc-
nyataumnen kKomnnekca nporpaMmmMmHbIX M TEXHUYECKUX CpeadCcTB U yCenyr no obecnevyeHno ceTteBon besonac-
HOCTU (CM. pasaen 13) U NOCTOSIHHBIM MOHUTOPWUHIOM W NPOBEPKOW peanusaunm ceTeBoU 0e30nacHOCTU
(cM. pasgen 14);

- Tabnuuy, coaepXxalluyto nepekpectHble ccbink mexay pasgenamm NCO/M3K 27001, MCO/M3K 27002
N pasgenamMmun HacTosLWero ctaHgapTa, rae paccMaTpuBaroTCA Mepbl U cpeicTBa KOHTPOMA U ynpaBneHus1, CB4-
3aHHble C ceTeBOW Be3onacHOCTLIO (CM. NpunoxeHune B).

6 O630p

6.1 BBogHaa uHdopmauun

[lpumep ceTeBOU cpeabl, KOTOPYIO B HACTOsALLEE BPeEMSA MOXHO BUOETb BO MHOTMX opraHusauunsax, npea-
CTaBNeH Ha pUcyHKe 3 (PUCYHOK 3 NpuBeAeH B HACTOosALLEM pasdene B KayecTBe Npumepa).

MHTpaHeT sIBNAETCHA BHYTPEHHEN CETbHO, UCMONb3YEMOU N nogaepKneaemon opraHmsaumen. OObIYHO
TONBLKO paboTatolme B opraHMsauum nnuua UMerT NpsaMon Usnvecknii AOCTYN K 3TOW CETU, a NMOCKONbKY CeTb
pacnonaraeTcsd B npeaenax noMeLleHnn, aBnaoLLnXca COOCTBEHHOCTLIO opraHusaunmn, MOXHO nerko obecne-
UUTb onpeaeneHHbIn ypoBeHb pusndeckon 3alnTel. B bonblinHCTBE cnyvaeB ceTb MIHTpaHeT siBnaeTCs He-
OQHOPOAHON B OTHOLLUEHWNN UCTONb30BaHHbBIX TEXHOMOMMN U TPeboBaHM BDE30MNacHOCTU; OHA MOXKET BKIHOYaTh
B cebsa MHpaCTPyKTYyphl, Hy>XXAarowmeca B bonee BbICOKOM YPOBHE 3aWNUTEI, YeM NMpeaocTaBNAeMbIN CETbHO
NHTpaHerT.

YnpaBneHne TaknMn UHPpacTpyKTypamMmun, HanpumMmep, BaxkHewmnmMn Jyactamm cpeabl PKI (MHpacTpyk-
TYPbl OTKPBITLIX KMoYeln), MOXKET OCYLLECTBNATLCA B BhlaeneHHOM cerMmeHTe ceTl MHTpaHeT. C Apyron CTopo-
Hbl, oOnpeaeneHHble TexHonorMn [Hanpumep, wuHppacTpyktypbl WLAN (becnpoBogHOW oKanbHOM
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PUcyHoK 3 — [pumep ceteBoun cpebl

BbIMUCTIUTENBHOW CeTU)] MOTyT NoTpeboBaTh HEKOTOPOrO N3ONUPOBAHUA N ayTeHTUdMKALNK, TaK KaKk OHU BHO-
CAT AONONHUTENbHbIE pUckn. Bo Bcex cutyaumsix Agns peanua3aunmm Takoro CerMeHTUPOBaHUS MOTYT
MCNONMb30BaTLCS BHYTPEHHME N3kl 6€30NacHOCTH.

[TOTPeBbHOCTU OCHOBHON AEATENBHOCTU BONLLUMHCTBA OpraHnsauui aenarT HeobXoaUMbIMKA CBS3b U
OOMeH AaHHBIMW C BHELUHUMW NapTHEpPaMU 1 APYTMMKN opraHmsauusamn. Hacto cBsA3b ¢ O0NbLUMHCTBOM Ba-
HEeMLWNX OenoBbIX NapTHEPOB OCYLLECTBNAEeTCSA CnocoboM, HenocpeACTBeHHO paclumpsiowmm MHTpaHeT B
CTOPOHY CETW opraHusauun-napTHepa; aAnsa Takux paclumpeHnin obbl4HO UCNOTMb3YEeTCH TEPMUH « DKCTPAHETY.
[Tockonbky AoBepuUe K NOAKMIOYEHHBIM OpraH3aumMsaM-napTHepam B BONbLUMHCTBE CnyvyaeB HUXKE, YeM K CO-
TPYOHUKaM caMon opraHusaumn, ang ycTpaHeHUs pPUCKOB, BHOCUMbBIX 3TUMM COeAUHEHUSIMWU, UCTOMNb3YIOTCS
LLINHO3bl 6€30MacHOCTN DKCTPaHeT.

Kpome TOro, oblienocTynHble ceTu, Hanbonee pacnpocTpaHeHHbIM MPUMEPOM KOTOPLIX ABMSETCH
MHTepHeT, UCNONb3YTCA ceroaHa Ana npeaocTaBneHns 3KOHOMUYECKN onpaBadaHHbIX cpeACcTB CBA3U N 00-
MeHa JlaHHbIMU C MapTHepamMmn, KNeHTamMm 1 LULMPOKo Nybnmnkon 1 obecneveHns pasnndHbix dopm paclumpe-
HUA ceTn UHTpaHeT. N3-3a HU3KOro ypoBHSA JoBepus B obLegoCcTYNHbIX ceTax, ocobeHHo B MHTepHeTe, Ans
COAENCTBNA MEHEeKMEHTY COOTBETCTBYIOLMX PUCKOB HEODXOAUMbI YCOBEPLUEHCTBOBAHHbIE LLUMO3blI 6e30-
nacHoCTW. OTK WNto3bl 6esonacHOCTM BKAOYatoT B cebs crneyudmndeckne KOMNOHEHThI ANd ydeTa TpeboBaHUiA
pasnn4HbIX popM paclumpeHna cetu MIHTpaHeT, a Takke CBA3KM ¢ napTHepamMn 1 KIMeHTaMu.

YaaneHHble nonb3oBatenn MoryT ObITb NoACOeAMHEHBI NOCPEACTBOM TEXHOMOMMU BUPTYalbHBLIX Yac-
THbIX ceTen. Kpome Toro, oHU MOTryT UCMONb3oBaTh DeCcnpoBOAHbLIE CPeaACTBA CBS3N, TAKME, HAaNpMMep, Kak ob-
lWeaocTynHble Toukn goctyna K WLAN, ana nonydeHna goctyna K MHTepHeTy. B KayecTBe anbTepHaTMBbI ANS
YCTaAHOBJIEHUA NPAMbBIX KOMMYTURYEMBIX coeaUHEeHUN no Tene@OoHHOU NMMHUN C CepBepOM yaaneHHOro A4oCTy-
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na, KOTopbli YacTo pasmMellaeTcd B M3 mexceTeBoro skpaHa MHTepHeT, yganeHHble Nonb3oBaTeIM MOTyT
3agencTeoBaTb TenedoHHYIO CeTh.

Ecnun opraHmMsaumsa pellaeT UCNONb3oBaTbh TexHonorum nepedadvun pedn no IP (VolP) ana peannsaunn
BHYTpeHHeNn TenedOHHON CETU, TO, KaK NpaBuno, UCMOMNb3YITCS COOTBETCTBYOLWME LUMHO3bl DE30NacHOCTU
anga TenedoHHOU CeTu.

bnaronpuaTHble BO3MOXXHOCTU AN OCHOBHOW AeATEeNbHOCTU opraHmnsaLun, npeanaraemMblie HOBbIMU BU-
OaMun ceTeBOU cpeabl, AOJIKHBI COMOCTABMATLCA C PUCKAMU, KOTOPLIE NMPUBHOCAT HOBbLIE TEXHONOTMX. Hanpu-
Mep, HTepHeT UMeeT psaa TEXHUYECKUX CBOUCTB, KOTOPLIE MOTYT Bbl3blBaTb ODECNOKOUCTBO C TOYKU 3pPEHUHS
De30nacHOCTU, Tak Kak OH NepBOHaYvarbHO NMPOEKTUPOBAancs B pacyeTe Ha YCTaHOBMNEHME COeUHEHUS, a He
ncxodst n3 coobpaxeHuin 6es3onacHOCTU — N MHOTUE U3 ero 0ObIMHO UCMOMb3YEMbIX OCHOBHBIX MPOTOKOMNOB HE
ABNAOTCA be3onacHbIMK MO cBoeW npupoae. B rmobanbHoOM ceTeBOW cpeae HacHUThiBaeTcs OONbLIOE YACNO
nogen, obnagatoLwmx cnocobHOCTAMU, 3HAHUAMU U CKNMOHHOCTLIO K NOMYyYEeHUo A0OCTYMNa K nexawmm B ee
OCHOBE MexaHWM3MaM W NPOTOoKoNaM U Co3daHUo MHUKMAOEHTOB 0e30MacHOCTU OT HecCaHKLMOHWUPOBAHHOMo
OocTyna ao KpynHomMmacwtabHoro otkasa B 06CnyxnsaHuu.

6.2 NMnaHupoBaHNe U MeHeO)XMEHT ceTeBOoM 6e30NacHOCTI

[Tpn paccMoOTpeEHUN BONPOCA O CETEBLIX COeAUHEHNAX BCE COTPYAHUKN opraHn3aumnm, Yo 00s3aHHOCTU
CBSA3aHbl C 0OCNYyXXMUBAHWUEM COEANHEHNN CETU, A0MKHbI OTYETNUBO CO3HaBaTb BaXXHOCTb TpeboBaHWU U BbIroA
OCHOBHOWN AeATENbHOCTU OpraHn3aL/nMn, B3anMMOCBA3aHHbIX PUCKOB BE30NacHOCTM U B3aUMOCBA3aHHbIX acnek-
TOB cneunann3npoBaHHOW apXUTeKTypbl besonacHoCTU/MeToabl NPOEeKTUPOBaHMS N 0bnacTu AeUCTBUSA Mep U
CpeACTB KOHTPpONA 1 ynpasneHus 6e3onacHocTbo. TpeboBaHUS U BbIro4bl OCHOBHOW AEATENbHOCTU OpraHnaa-
LN BNUKAKOT HA MHOTME peLlleHnst 1 AeUCTBUSA, NpeanpuHMMaeMble B NpoL.ecce pacCMOTPEHNUSA BOMPOoca ceTe-
BbIX cOeAWHEHWN, NOEeHTUPUKALKUA acnekToB Cneunanm3npoBaHHON apXuUTekTypbl besonacHoCTU/MeToaoB
MPOEKTUPOBAHNA U MOTEHLUMAaNbHBIX 00NacTen A4eNCTBUSI Mep U CPEeACTB KOHTPONMSA 1 ynpasneHust besonacHoc-
TbtO U, B KOHEYHOM cUyeTe, BbiIbopa, NPoeKTUPOBaHUA, peanunsaunm n nogaepkkn 6esonacHbIX CeTen.

ObwWwnn npoLecc AOCTUXKEHUA U NoaaepXKkn HeobXxoanMoun ceTeBo D€30MacHOCTU MOXKHO KpaTKO U3NOo-
XUTb criegyronum obpasom:

a) onpepgeneHne obnacTtuU/KOHTEKCTa, a 3aTeM oLeHKa PUCKOB Be30nacHOCTW:

1) cbop nHgopmaLun o TekyLlen n (Unn) NnnaHMpyemoun ceTesoun cpeae:

1) paccMOTpeHne KopnopaTUBHOW MONMUTUKA MHPOPMALMOHHON Be30nNacHOCTU Ha npeaMeT pop-
MYIMPOBOK O PUCKaX, CBAA3AHHLIX C CETAMU, KOTOpPbIEe BCcerga oyayT cHMTaTbCH BLICOKMMU, a TakKe Mepax W
cpeacTBax KOHTPONS 1 ynpaBneHnsi ceTeBon 6e30nacHOCTLHO, KOTOPbLIE AOMKHBI ObITh pean3oBaHbl HE3aBU-
CUMO OT OLleHEeHHBIX PUCKOB.

[Tpumeuyanne—Cneayer OTMETUTb, YTO 3Ta NONUTUKA AOMKHA TAKXKE OTPaXKaTb MNO3NLUUI0 OPraHn3aunm B OT-
HOLEHMM (CM. Nepevncrnenme 1), perynmpyrowmx n 3akoHogartenbHblX TPeboBaHum 6€30MacHOCTU, CBA3AHHbLIX C CETEBbLIMY
COEAVMHEHUSAMN, KOTOPbIE OonpeaenerHbl COOTBETCTBYIOWUMUN PETYNNPYIOWNMN UNK 3aKOHOA4ATENBbHLIMU OpraHamMmu {BKITHO-
Yyas OpraHbl UICNONMHUTENBHOW BNacTh) (CM. nepeuncrneHune 2), 3Ha4mmMmoCTn AaHHbIX, KOTOpble ByayT XpaHUTbCS B CETU UMK
nepegaBaTbCs NO CETH,

1) cOop U NpoBepKa MHopmMaunn o TekyLlen n (Unn) nnaHUpyemomn cet (CeTAX) — apXUTeKkTypa
(APXUTEKTYPBI), MPUNOXKEHUS, YCIYTA, BUAbl COeAUHEHNN U APYrMe XapakTepUCTUKK, YTO OyaeT MMEeTb OTHOLLE-
HMe K MAeHTUPUKaLLUK N OLIEHKE PUCKOB U onpeaeneHnto Toro, Uto ABNAeTCH BO3MOXHBIM C TOUKMU 3pEeHUS Crie-
1MannM3NpoOBaHHOW apXUTEKTYpbI/MpoeKTa ceTeBon 6e30MNacHOCT!,

1) cbop apyron MHpopmMaLUn ¢ TeM, YTODObI UMETb BO3MOXXHOCTb OLLEHUTL NOTEHUManbHOe Hebna-
rONPUATHOE BINUAHWE Ha OCHOBHYIO AeATEeNbHOCTb opraHusauunn, yrposbl U yA3BUMOCTU (NpeacTaBnseT LeH-
HOCTb AN onepaunun OCHOBHOW OeATeNbHOCTU opraHun3aunn, Kacarwmnxesa MHpopMaunn, KoTopasa OCIMKHa
nepegaBaTbCH Yepes ceTeBble coeAnHEeHNs, 1 Ntobon apyron MHopmMaLunm, NoTeHUManbHO AOCTYNMHOW He-
CaHKLUWOHUPOBaHHBLIM 0Dpa3oM Yepes 3T COeAUHEHUS, a TaKXKe ANd NpeaoccTaBnaeMblX YCNyr);

2) naeHTndukauma 1 oLueHka pPUCKOB ceTeBOW Be30NacHOCTU U COOTBETCTBYIOLLUX NOTEHUNANBHBIX
obnacren AenNCTBUA Mep U CpeACTB KOHTPONSA U yNpaBneHUs:

1) OCYLLIeCTBNEHNE OLUEHKN pPUCKa CETEBON DE30MNacHOCTU N NPOBOANMON PYKOBOACTBOM MNPOBEPKA
C UCNONb30BaHMEM UHJOPMaLNN O PUCKE, CBA3AHHOM C TpebyeMbIMN CETEBBLIMU CLEHAPUAMU N BOMPOCaMIn
ceTeBbIX «TexHonornn» (cMm. pasgensl 10 n 11) — onpegeneHue TpeboBaHUn bezonacHocTU. [CneayeT obpa-
TUTb BHUMAHKWE Ha TO, YTO 3TO ByaeT BKNtovaTh B cebs (CM. nepevncrneHune 1), oUueHKy pUCKOB, CBA3AHHLIX C MO-
TeHUManbHbIMU HapyleHUAMM 3Ha4YuMMbIX npegnucaHum U 3aKOHOB, KacalLWUXcs ceTeBbIX coedUMHEeHUMN,
KOTOpble onpeaeneHbl COOTBETCTBYOLWUMU perynmpylowmmMmm nnm 3akoHogaTenbHbIMW opraHamMmin (BKovad
opraHbl UCMONTHUTENBHOW BNAacTU) (CM. nepevynucneHmne 2), UCnob3oBaHUe YCTaHOBIEHHbIX NoTeHUManbHbIX

10



FTOCT P UICO/MIK 27033-1—2011

He®NaronpPUATHLIX BIIMAHUA Ha OCHOBHYIO AATENbHOCTL OpraHusaunn, noaTeepXaarLmnx 3Ha4YMMOCTb/CEK-
PETHOCTb AAaHHLIX, KOTOpPbIE ByAYyT XpaHUTbLCA UMK NepeaaBaTbCs Mo CeTu];

D) naeHTUpUKauns nogaepXmBaroLWnMX Mep 1 cpeacTB KOHTPONA U ynpaBneHns 6e30MNacHOCTbH0 — TexX-
HAYECKUX N HETEXHUYECKNX — NPUMEHSAEMBIX HE TONbKO K ceTAaAM (CM. pasaen 8);

C) paccMOTpeHUEe BapUaHTOB cneunanm3nmpoBaHHOWU apXUTeKTypbl/NMpoekTa ceTeBon 6e30nacHOCTU ¢
YUYeTOM CETEBLIX CLIEHAPUEB 1N BOMPOCOB CETEBLIX « TEXHOMNOMMAY», BBIDOPOM U AOKYMEHTUPOBAHMEM Npeanou-
TUTENBHON CNeunanmM3npoBaHHON apXUTeKTypbl/NpoekTa 6e30nacHOCTU U CBSA3AHHBIX C HAMU Mep U CpeacTB
KOHTPONA U ynpasneHna desonacHocTbio (CM. pasgensl 9—11 1 npunoxernue A). [CneayeT OTMETUTb, UTO 3TO
OyaeT KacaTtbCHa Mep U CPeACTB KOHTPOMS U yNpaBneHus, Heobxoaumeix Ans cobnioaeHns COOTBETCTBYHOLLINX
npeannucaHu 1 3aKOHOB, CBA3AHHLIX C CETEBLIMU CoeAUHEHUSMU, KOTOPbIE onpeaeneHbl COOTBETCTBYOLLMMN
perynupyrloLmmMmm N1 sakoHoaatTenbHbIMU opraHamMmm (BKovaga opraHbl UCNONMHUTENBHOW BacTu)l;

d) paspaboTka U TeCTUpOBaHME KOMMIMEKca NporpamMMHbIX U TEXHUYECKUX CpeacTB U ycnyr no obecne-
YeHWUo BbesonacHocTK (CM. pasgen 12);

e) peanusauunst n akcnnyaTtayunua Mep n cpeacTB KOHTPONA U ynpaBneHns 6e30nacHOCTbIO (CM. pas-
aen 13);

f) MOHWUTOPWHT K NpoBepKa peanua3aunn (cm. pasgen 14). [CneayeT OTMETUTb, YTO NpoLecc byaeT BKIHO-
YyaTb MOHUTOPUHI U NPOBEPKY MEP N CPeACTB KOHTPOMNSA U ynpaBneHUs, HeobXxoanmblx Ang cobniogeHnsa cooT-
BETCTBYOLIMX NpeanncaHnuin M 3aKOHOB, CBSI3aHHLIX C CeTeBbIMUA COeAUHEHUSIMU, KOoTopble onpeaeneHbl
COOTBETCTBYIOLLUMU perynmpyrowmmMmm Unn sakoHogaTternlbHbIMU opraHamMmiu (BKNoYaa opraHbl UICNONMHUTENBHOW
BacTun)|:

1) NpoOBepPKU AOMKHLI NPOBOAUTLCA Nepuoanvecki, a Takke B criyvae cyLeCTBEHHbIX U3MeHeHUN (B
NOTPEOHOCTAX OCHOBHOW AEATENbHOCTU OpraHnusaUmnm, TeEXHOMOTn, peLeHn no obecneveHno 6esonacHoCTA
NT.O.), nNo Mmepe HeobXoAUMOCTU AOITPKHBI NepecMaTpUBaTLC U KOPPEKTUPOBATLCS pe3ynbTaTbl ONUCaHHBLIX
BblLLIe NpeablayLLnUX 3Tanos.

Cxema npouecca nnaHUpoBaHUA U MeHeaXKMeHTa ceTeBOM De30MNacHOCTM NpeAcTaBlieHa Ha PUCYHKe 4.

Cneayet nog4YepKHYTb, YTO Ha NPOTSXXEHUM STOrO nNpoLecca, no Mmepe HeedXoaMMOCTU 1 ANd NoNyvYeHUs
oOLLKMX pekoMmeHaaunn No naeHTUUKaLIUM Mep U CPeacTB KOHTPONA U ynpaBneHUs 6e30nacHOCTbHo, HEODXO-
anmo obpatutbea K MCO/MOBK 27001, MCO/MOBK 27002 n UCO/M3BK 27005. HacToawumia ctaHgapT AONOMHSAET
9TW cTaHgapTbl, NpeaocTaBnaAsl BBOAHYIO UHJOpMaLUIO K TOMY, Kak crnegyeT MAeHTUPULMPOBaTbL COOTBE-
TCTBYHOLWE MEPbl U CpeacTBa KOHTPONS WU ynNpaBneHust ceTeBOoM 6e30nacHOCTbo WU, cneaoBaTenbHO, K

NMCO/M3K 27033-2 — UCO/MO3K 27033-7.
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NaeHTuduKauusa puckoB, CBA3AHHbIX C CETAMM, U NOATOTOBKA K
naeHTudpunkaLlmum Mep 1 cpeacTB KOHTPONSA U ynpaBneHus

6e30nacHOCTLI:
- c0op uHopmaLmm O Tekywen v (MNU) NNaHMpyeMou CeTeBOU cpene:

npoBepKa KoOpnopaTtMBHON NONUTUKN MHPOPMALIMOHHON Be3onacHOCTH
NpoBepKa CeTeBbIX apXUTEKTYP, NPUNOXEeHUU U CEPBUCOB;

naeHTupuKkauma Bnga(oB) ceTeBOro COeANHEHUs;
pacCMOTPEHNe OPYIMX CETEBbIX XapaKTEePUCTHK;
cbop nHpopMaLuM ana nonyv4yeHust BO3AMOXXHOCTU OLLeHKU NOoTeHUUarnsHoro
HebnaronpuAaTHOrO BNMSIHUA HA DU3HeC, yrpos 1 ya3BmMocTen BMsHeca;
- UAeHTUOMKaLIUA PUCKOB UH(POPMALIMOHHOU 6e30NacHOCTH
M NOTeHUUaNbHbLIX obnacre NPUMEeHEHUA Mep U CPeACTB KOHTPONA

U YNpaBeHUs:
OCYyLLECTBINEHNe OLEeHKN pucka 6e3onacHOCTU U NPOBOAUMON PYKOBOZCTBOM

npoBepku (cm. Taicke MCO/M3K 27005, MCO/MIK 27002) — Bknoyas
No Mepe HeoBXoOMMOCTU UCMNONb30BaHUe UHdoOpMaLUKN O pUCKe, CBA3AHHOM

¢ TpebyeMbiMn ceTeBBIMU CLLEHapUSMKW U BONPOCaMN «TEXHONOTMU»
(cMm. pasgenot 10 u 11) — OnpegeneHve TpedboBaHnin 6€30NACHOCTH

(cM. pasgen 7)

NaeHTudMKauma noaaepXXmBaloLLmx Mep 1 cpeacT KOHTpons
1 ynpasneHus

- HETeXHUYeCKUX,

- TeXHUYECKMX, KOTOpble MPUMEHSIOTCA He TOMbKO K CEeTAM
(cMm. paspgen 8)

[lpoBepKka BapMaHTOB CrneumManM3npoBaHHON apXUTeKTypbl/npoekTa
6e30MacHOCTU, pacCMOTPEHUE CETEBLIX CLieHapueB U BOMPOCOB
CETEBbIX «TEXHOMOrM», BbIOOP N LOKYMEHTMpOBaHUE

npeanoyTUTENLHOW CreuanusnpoBaHHON apXUTeKTypbl/NpoeKkTa
Ge3onacHOCTU U CBA3AHHBLIX C HAMU MEP U CPpeacTB KOHTPONSA
n ynpasneHus {(CM. pasgenos! 9 — 11)

Pa3paboTka, peanusauunsa n TeCTUpoBaHue peLLeHUin
no obecneyeHuo 6esonacHocTn (CM. pasgen 12)

Peanusauus pelleHus no obecneyeHuo 6e3onacHoOCTH
(CM. pa3gen 13)

MOHWTOPWHI U NpoBepKa peanusauuu (cM. pasaoen 14)
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[1poBepKn, NpOBOANMbIE
nepnoanyecku
n B cnyvae
CYLLECTBEHHbIX
N3MeHeHUun

(B NOTPpebHOCTAX
Oun3Heca, TeEXHONOruu,
peLueHnn
no ooecneyeHuo
0e30nacHOCTM N T.4.)

[TpumedaHnumne—Cwm Takke NCO/MOK 27001 — MCO/M3IK 27005.

PUCyHOK 4 — [pouecc nnaHnpoBaHUAa U MEHEKMEHTA CETEBOW BE30NACHOCTH
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7 WpeHTUpMKauma pucKoB U NoAroToBKa K uaAeHTUUKaumMm mep U cpeacTB
KOHTpPONA U ynpaBneHnsa 6e30nacHOCTbLIO

7.1 BBegeHue

KaK nokasaHo B pasaene 6, nepBbIM 3TanoM naeHTUPUKaLUM U OLUEHKN PUCKOB, CBA3AHHLIX C CETAMU, U
NOArOTOBKA K MOEHTUPMKALMM MEP U CPEACTB KOHTPONA U ynpasneHust 6€30nacHOCTbIO SABNAETCS COOp UH-
dopmaumm o Tekywen u (Unn) NNaHMpPyemMon ceTeBoun cpeae.

PekomeHaaLnm no coopy nHpopmaLm o TekyLen n (Unmn) nnaHnpyemMmon ceTeBomn cpeae npeacraBneHsl
B /.2. BTopbiM 3Tanom siBNgeTCcs naeHTugpukaumns n oLeHKa pUCKoB ceTeBOMN De30NacHOCTU N COOTBETCTBYIO-
LLIMX NOTEHLUMAaNbHbIX 0bnacTten AeNCTBUA Mep U CPeaCTB KOHTPONS U yNpaBneHUd, pekoMeHaaLuunn no KoTopo-
MYy npeacTaBlieHbl B 7.3.

7.2 UHchbopMaLuma o TekywemMm 1 (Mnu) nnaHupyemMomM NoCTPoOEeHUN ceTu

7.2.1 TpeboBaHuA 6e30NacHOCTU B KOpNOpPaTUBHON NONMUTUKE UHDPOPMALMOHHON Be30NacHOCTU

KopnopaTuBHasi nonutuka MHgpopmMmaunoHHON 6e30onacHOoCTU opraHusaumm (Unn coobllecTBa) MOXET
BKNtoYaTh B cebsl yTRep)KaeHne o0 HeobxoammocTu obecneveHnst KoHpUaeHUMansHOCTHU, UeNOCTHOCTU, HEOT-
Ka3yeMoCTU N OOCTYMHOCTU, a TakkKe CYXXAeHUA O Buaax yrpos U pUCKOB U Mepax U cpeacTBaxX KOHTPOMNA Y
ynpaBneHusi ceTeBon 6e30nacHOCTbIO, KOTOPbIE A0TKHBbI ObITh peann3oBaHbl HE3aBMCUMO OT OLEHEHHbIX PUC-
KOB. [1epBbIM LLIAromM NOCTPOEHUSA CETU AOCITKHO ObITb PACCMOTPEHNE KOPNOpaTUBHON NONMUTUKA NHPOPMAaLLN-
OHHOW DE30MaCHOCTM C Lenbio NMonyvYeHnst NoapobHOCTEN O NHODLIX CBSI3AHHLIX C CETSIMU pUCKaX, KOTopble
Bcerga byayTt paccMaTpuBaTbLCS Kak BICOKME, M Mepax, cpeaCcTBaX KOHTPONA 1 yrnpaBleHUs ceTeBon besonac-
HOCTbIO, KOTOPbIE AOIMKHBI ObITb peann3oBaHbl.

Hanpumep, Takas NoNUTUKa MOXeT KOHCTaTUpoBaTb, YTO:

- TMaBHOM 3ada4ven ABNAeTCA AOCTYMNHOCTL onpeaeneHHbIX BUAOB MHpopMaLUXA UMK YCIYT;

- BCe COeIMHEeHUSs1 Yepe3 KOMMYTUPYEMbIe NMUHUAN 3anpeLleHbl;

- BCe coeanHeHna ¢ VIHTepHeTOM AOTKHbBI OCYLLECTBNATLCA Yepes L3 0e30MNacHOCTH;

- JOIMKEeH NCNONb30BaThC onpeaeneHHbIn BUA WNo3a 6e30NacHOCTH;

- NNaTeXHoe NopyvyeHne HeaencTBUTensLHO bes LndpoBon NoaANUCH.

[laHHble TpeboBaHMSA O0MKHbBI Y4UTBIBATLCA NPU OCYLLECTBIEHNM OLLEHKN pUCKa U NMPOBOAMMON PYKOBO-
[OCTBOM OpraHn3saumnmn NpoBepKkn U naeHTUdUKaL UM acnekToB cneLmann3mpoBaHHON apXuTeKkTypbl/npoekTa be-
30MacHOCTU U NoTeHUuanbHbIX Mep U cpeacTB KOHTPOMNA 1 ynpasneHusa 6esonacHocTbo. J1iobbie nogobHble
TpeboBaHUA OOIKHbI ObITb AOKYMEHTUPOBAaHbI B NpeaBapuTeribHOM CrMCKe NoTeHUMarnbHbIX obnacten npu-
MEHEHUA Mep 1 CPeaACcTB KOHTPOMNSA 1 ynpaBneHus 1, Npn HeobxogMMocTu, oTpaXeHbl B BapnaHTax cneumanin-
3MPOBaHHON apXNTEKTypbl/NpoekTa 6esonacHocTH.

PekoMmeHagauum no nonnutuke uHdgpopmaunoHHon OesonacHocTn uanokeHol B MCO/MIK 27002 n
NCO/M3K 27005.

7.2.2 UHhbopmMmauma o TekywemMm/nnaHupyemMom nNoCcCTpPoOEeHUN CeTu
[.2.2.1 BBegeHue

Cnegylowmm WwaroMm gomkeH ObiTb cOOp U npoBepka UHpopMaLMM O Tekylen(ux) n (Mnu) nnaHmpye-
MOU(bIX) CEeTU(AX) — apXUTeKTyp(bl), NPUNOXEHUAX, yCryrax, Bumgax coeguHeHUr U ApYrnx XapaKkrepuc-
TUKax — 370 OyaeT MMeTb OTHOLWEeHWe K uaeHTUpUKauMM U OLUeHKe PUCKOB WU onpedenieHUIo Toro, uUTo
ABMAETCH BO3SMOXHLIM C TOUKN 3peHUst cneunanmsnpoBaHHOW apXUTeKTyphel/npoekTa ceTeBon 6e30onacHoCTH.
YKasaHHble XapaKTepUCTUKK NpeacTaBrieHbl HAXKeE.

[.2.2.2 CeTeBble apXUTEKTYpPbl, NPUNOXKEHNA N CEPBUCH

LoMmkHBI ObITb NonyYeHbl NOAPOOHOCTU O COOTBETCTBYHOLWLEN TeKywen 1 (Mnn) nnaHupyemou ceTeBon
ApXNTEKTYpe, NPUNOXKEHUSIX N CepBUCaX, KOTOPbIE A0MKHbI ObITh NPOBEPEHLI B Lensax obecneyveHnst HeobXxo-
OAMOro NMOHUMaHUA U KOHTeKCTa ANsl OCYLLeCTBNEeHUdA OLEHKN pucka ceTeBon BDe3onacHOCTU U NPOBOANUMON
PYKOBOACTBOM MNPOBEPKM U, UCXOOA U3 3TOr0, pacCcMOTPEHUA BapUaHTOB cneunannsnpoBaHHOM apXUTEKTYPbI
ceTeBOW be3onacHoCTU. B pesynbTaTe NpoACHEeHUA 3TUX acneKkToB Ha caMon paHHe cTagun npouece MOeHTuU-
puKaL MM U OLLEHKN PUCKOB DE30NacCHOCTU, COOTBETCTBYIOWMX MEp N CPeACTB KOHTPOMS U ynpaBneHus 6e30-
MacHOCTbLIO, BapMaHTOB cneunann3npoBaHHON apXUTEKTYpbl ceTeBoMn Be30NacHOCTU U NPUHATUA peLleHna O
TOM, KaKoW N3 3TUX BapuaHTOB cneayeT BblbpaTh, A0MKeH cTaTbh bonee 3P ekTUBHLIM N B UTOTe NPUBECTU K
bonee paumoHanbHOMY pellueHuo No obecneveHnUo 6e3onacHoOCTH.

Kpome Toro, paccMmoTpeHue TekyLmx 1 (Mnu) ninaHMpyeMblX acrnekToB CETEBOU apXUTEKTYPbI, NPUIoXe-
HUA N CEPBUCOB Ha paHHeu cTaaun NpeaocTaBUT BpeMda AN NpoBepKn 1 BO3SMOXHOWU MoaUPUKaLMK 3TUX ac-
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MNEeKTOB, €cCn npuemnemoe pelleHne no obecnevyeHUto 0e30MNaCHOCTUM He MOXKET OblTb MPakTUYECKU
OOCTUTHYTO B Npegenax CyLecTByoWwen 1 (Mnun) nnaHupyemMon cpeasbl.

B 3aBUCUMOCTM OT OXBaTbiIBAeMOW 0DNACTU CETU MOXHO KNaccupnLUMpoBaTh Kak:

- nokaneHble BelyucnutTenbHble cet (JIBC), ncnonesyemble Angd nokanbHOro coeguHeHnda CUCTeM;

- 'BC, ucnonbsyemble aAng coeguHeHUA CUCTEM, pacnpocTpaHeHHbIX Mo BCeMY MUPY.

(HekoTopble UCTOYHUKM TaKKe OaroT oTAeNbHOoe onpeaerieHne TepMmnHa «permoHanbHaga BelYACIUTENb-
Hasl ceTb» (Metropolitan Area Network; MAN) ana nokanbHoO-orpaHM4eHHoOU rnodanbHOU BbIMUCTIMTENBHOW
CeTu, Hanpumep, B Npedenax ropoda. OgHako B HACTodLLee BpeMd AN TaKUX CeTel UCTIONb3YIOTCA Te XKe TeX-
HOMOTUKU, YTO N ANd rnodanbHbIX BEIMACIIUTENBHBIX CETEN, MOSTOMY CYLUECTBEHHBLIX PA3NUUNA MEXOY PErno-
HaNbHOW U rMobanbHOW BbIMUCNUTENBHON ceTbio Donblue He cyllecTByeT. Kpome Toro, Ang Lenen aaHHoro
ctaHaapTta NBC (Personal Area Network; PANs) oyayT knaccuduumnpoBatbea kak JIBC. Ewle ogHUM TepMUn-
HOM, UCMNONMb3YEeMbIM B HACTOsILLIee BpeMd, SIBNSETCA TEPMUH «BCeMUpHaA BblMUCUTeNbHas ceTb» (Global
Area Network; GAN), T. e. BcemupHaa 'BC. Cneagyet 0oTMeTUTb, YTO B HACTOALLEe BpeMs CYLLeCTBYIOT TEpPMU-
Hbl, UICNONb3yeMble A5 ceTel, CBA3aHHbIX C XpaHeHUeM daHHbIX, Takue, HanpuMmep, Kak «CeTb YCTPOUCTB Xpa-
HeHMA aaHHbIX» (Storage Area Network; SAN) n «ceteBas cuctema xpaHeHUsa gaHHbIX» (Network Attached
Storage; NAS), HO oHM BbIXoasiT 3a pamMkn NCO/MO3K 27033).

PasnnuHble NPOTOKOMNbl UMEHOT pasfnyHble XapakTepuUcTUKKU 6e30nacHOCTU U noanexart ocobomy pac-
CMOTPeHUIo. Hanpumep:

- MPOTOKONLI pasgendemMon cpeabl — B OCHOBHOM UCMONMb3YOTCH B NOKaNbHbBIX CETAX N 0DecnevmBaoT
MeXaHU3MbI perynmpoBaHa COBMECTHOro UCNonb30BaHUA PecypcoB cpebl MeXxay coegUMHEHHbIMU cUCTeMa-
MW. [pu ncnone3oBaHUK pasgendemMon cpeabl BCA MHpopMauunsa B ceTn onusndeckn gocTynHa BCceM nogcoe-
ONHeHHbIM cucTtemam. Npumepom cnyxmt kKoHueHTpaTop Ethernet;

- MPOTOKONbI yripaBNeHUa AOCTYNoM, NpeaHasHa4vyeHHble AN paspelleHna Bxoga B ceTh. [lpumepamu
apnsitotcs |[EEE 802.1x v 3awmeHHbIn gocTyn B 6eCcnpoBOAHbIX CETHAX]

- MPOTOKOMbl MapLUpyTU3aLMN — UCTMIONb3YIOTCA ANd onpeaeneHna MapLUpyTOB vYepes pasfnnydHble y3nbl,
Mo KOTOPLIM nepeaaeTca MHdopmMmauma Yepes cermeHThl JIBC unn N'BC. MUHgopmauua dorsmdeckn gaoctynHa ans
BCEX CUCTEM MO MapLUPYTy nepegayvyun, 1 MapLupyTusaumnsa MOXeT ObiTb CRy4YanHo UM HamMepeHHo M3MEHEHA;

- npoTokonbl MPLS, Ha KOTOpbIX OCHOBaHbl MHOTMe OCHOBHLIE CeTW, NpeaoCcTaBnAaAloLWne yCryru cBs-
31 — MO3BONSAOT MHOMM YAaCTHBIM CETSIM COBMECTHO UCMNOMb30BaTh DA30BYI0 CETh, NPEAOCTaBMAOLLYIO YCIY-
M CBSI3N, NpU4EM HX OOWH U3 NONb3oBaTENEN KAKOU-NMOO YaCcTHOW CeTU He 3HAeT O CYLIEeCTBOBaAHUMN APYTrnX
YaCTHbIX CeTEN, COBMECTHO UCMONMb3YHOWMNX 3Ty 6a30BYyto ceTb. OCHOBHbLIM NMPUMEHEHMNEM ABNSAETCH peanunia-
1Sl BUPTYarnbHbIX YACTHLIX ceTeu, rae Ansa naeHtudgunkaumm n pasgeneHusa Tpaduka, npuHagnexauwlero pas-
HbIM BUPTYarbHbIM YaCTHBLIM CEeTAM, UCNONb3YIOT MeTKU-NMIPU3HaKK (BUpTyanbHada YacTHasl ceTb, OCHOBaHHag
Ha MPLS, He ocHOBaHa Ha MexaHu3Max lWNpoBaHna daHHbIX). lcnonb3oBaHne MeTOK-NMPU3HaKoB daeT BO3-
MOXXHOCTb KOPNopaTUBHLIM KIMUEHTaM nepegaBaTh CBOK BHYTPEHHIOK CeTb NpoBanaepy ycnyr u tTakum obpa-
30M M3beratb HeOOXOOANMOCTU Pa3BEePThLIBATL N OCYLWLECTBNATL ynpaBneHne cobcTBeHHOW Ba30BOU CeTbIo Ha
ocHoBe |IP-agpecoB. OCHOBHOE NPenmMyLLEeCTBO COCTOUT B BOIMOXHOCTU 0ObeAUHEHNSI CETERBBLIX YCNYT, TAKUX
Kak nepenava pedn n gaHHbIX Nno oaHoON CETU C UCNOMB3OBAHNEM MEXAHM3MOB KauecTBa 00CNYyXXMBaHUA AN
obecneveHnsa PYHKLUNOHUPOBAHUS B PeXMME peanbHOro BpeEMEHHN.

MHorne npoTokonbl, UCNOMb3yeMble B ceTsX, He obecneyvmBaloT ee besonacHocTb. Hanpumep, 3no-
YMbILUNEHHUKA OObIMHO UCMNONBb3YIOT MHCTPYMEHTAaNbHbIE CpeacTBa AN U3BMNEeYeHUs naponen U3 CETEBOIO
Tpadguka. Micnonb3oBaHue 3NoyMbILLUNEHHUKaMM MHCTPYMeHTanbHbIX CpeaCcTB AN U3BNeYeHUa naponen ae-
naeTt nNpoTOKONbI, NOocblnarwuwmne HesawndpoBaHHbIE Naponn 4vepes3 oblWeaocTynHble ceTu, NoaobHbIe
npoTtokony Telnet, kpaHe yA3BUMBIMN.

[Tpumedyanune—Telnet — 310 Nporpamma samynsumm TepmMmuHana ans pabortsl B pexxume on-line Ha yaaner-
HOM KOMIMbIOTEPE.

MHorme npoToKosibl MOTyT BbiTb MCNOMb30BaHbI COBMECTHO C PasfMYHbLIMU cpeaaMmn U TOMONOrusmMm
CeTU, a TakkKe NMyTemMm UCNosb30oBaHMs NPOBOAHLIX U BeCnNPOBOAHLIX TEXHONOrMN. BO MHOMMX crny4asix 3TO OKa-
3blBaeT AOMONHUTENbHOE BIUAHNE HAa XapaKTepuUcTUK1M 6e3onacHoCTH.

Mcnonb3yembie B ceTU BUObI MPUITOXKEHWU A0IMKHBbI pacCMaTPUBATLCSH B KOHTEKCTE De30nacHOCTU. ITU
BMAObLI MOTYT BKMtoYaTh B cebs:

- MPUNOXEHUSA AN K TOHKOTO» KIUEeHTa;

- HACTONbHbIE NPUNOXKEHUS;

- MPUNOXEHUA Ha OCHOBE aMYNSALUU TepMUHAanNa;

- MHPPACTPYKTYPLI U NPUNOXKEHUA 0OMeHa coobLUEeHUSIMN;
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- NpunoXkeHna « CoxpaHnTb U nepecnaTtb» U npUNoXXeHus1, OCHOBaHHbIe Ha bydepusaunm;
- NIPUNOXeHUA «KNMeHT-cepBep».

[TpnBeaeHHbIE HKE NPUMEPLI MOKA3bIBAOT KaK XapakTepUcTUKKA NPUIIOXKEHUA BNUAOT Ha TpeboBaHKUSA
Oe3onacHOCTWN ceTeBOW cpebl, KOTOPYH OHU MOTYT UCMOSb30BaThb:

- npunoxeHuss obmeHa coodbleHnamm (obecnevnBawoLlMe WUpPOBaAHNE N 3NEKTPOHHbIE LNGPOBLIE
noanucn ans coobLueHnn) Moryt ocbecnevnmsaTth agekBaTHbIA ypoBeHb be3onacHoCcT 6e3 peanunsaunn cneuu-
anbHBIX MEP N CPeACTB KOHTPONA 1 ynpaBneHns 6e30nNacHOCTLIO B CETU;

- ANa peanusaunn COOTBETCTBYIOLMX PYHKLUMOHATBbHBIX BO3MOXHOCTEN MPUNOXeHUU ANnd «TOHKOro»
KNMeHTa MOXeT NoTpebOoBaTLCA 3arpyska MobunsHOM nporpaMmmebl. B To BpeMsi Kak KOHpnaeHUManbHOCTb MO-
XET He ObITb BaXKHOW NPpOOBNEeMOon B 3TOM KOHTEKCTE, BaXKHbIM aCreKToOM ABMAETCS LeNMOCTHOCTb, U AN ee obe-
cneyYeHUa ceTb AOJMKHA NpeocTaBNATb COOTBETCTBYHOLUME MeXaHM3Mbl. B KadecTBe anbTepHaTUBLI NPU
HeobXxoaUMMOCTU BbINOTHEHUSA Boee BbICOKUX TpeboBaHWA 3neKTpoHHasA L poBast noanmcb MOBUNLHON NPO-
rpaMmmbl 4omkKHa obecneynTb LLeNMOCTHOCTb U ACNONMHUTENBHYIC ayTeHTUdPUKaLUMIO. HacTo 3TO OCYLLIECTBIISIET-
CH B CAMOW CTPYKTYpe NPUNOXKEHNUA, NOSTOMY HEODXOAMMOCTL NpeaoCcTaBeHUa 3TUX CEPBUCOB B CETU MOXET
He BO3HUKATb;

- npunoxeHna «CoxpaHUTb U NepecnaTtb» UK NPUNoXeHUa, OCHOBaHHble Ha bydepusaymn, obblYHO
BPEMEHHO XPaHAT BaXkHble JaHHbIE B MPOMEXYTOUYHbIX y3nax Anga aansHenien obpaboTku. MNpu nosBneHumn
TpeboBaHUM LenoCcTHOCTN U KoHUAEHUMaNbHOCTW ANd obecneyeHus 3aLlMThl JaHHbIX BO BpeMs TpaH3uTa B
ceTn NoTpedbyroTca COOTBETCTBYOLME MEPbI U cpeacTBa KOHTpona 1 ynpasneHma. OgHako 1U3-3a BpeMEeHHOro
XpaHeHUA JaHHbIX Ha NPOMEXYTOUYHbIX y3nax 3TUX Mep N cpeACcTB KOHTPOMA U ynpaBneHns MoXeT ObiTb He-
gocrtaTtodHo. Takum obpasom, MOXKeT noTpeboBaTbCs NPUMEHEeHNe JONONHUTENbHBIX MEp U CpeACTB KOHTPOSA
n yripaBneHus, Ansa obecnedyeHns Takke 3allnTbl AaHHbIX, XPaHALWMXCA Ha NPOMEXYTOUYHbIX y3nax.

Buabl ncnonb3ayemMbix B ceTn cepBUCOB (Hanpumep, cnyxda JOMeHHbIX UMEH, 3NeKTpoHHas noyTa, nepe-
adva pedn) ToxXe OOIDKHbI paccMaTpmMBaTbCA B KOHTeKcTe Be3onacHoCTM.

[Mpn NpoBepKe ceTeBOW apXUTEKTYPLI, MPUITOXEHNI N CEPBUCOB criegyeT Takke obpallaTb BHUMaHNE Ha
ceTeBble CoOeIMHEHUA, CYLLIECTBYIOLLIME BHYTPU opraHusaumnii/coobliecTs, ncxogsLime nnm BXxoasaLwme rno oTHO-
LLEHUIO K HAM, a TaKkke Ha ceTb, C KOTOPOW NpeanosiaraeTca ocyLecTBUTb coeanHermne. CyLlecTBYOLWME coe-
OVNHEHNSA opraHmsaunu/coobllecTBa MOTyT orpaHUYMBaTh UM HE JgornyckaTb co3JaHne HOBbIX COedNHEHWN,
HanpuMep, 13-3a UMeLLINXCA cornatleHnin nnn aorosopoB. CyllecTBOBaHWE APYrnX COeaUHEHUI C CeTblo, K
KOTopon TpebyeTca noacoeanHEHNEe, MOXeT BHOCUTb AOMONTHUTENbHbIE YA3BUMOCTU U, Crie4oBaTeNbHO, Bbl-
3blBaTb D0ONee BbICOKNE PUCKU, ONpaBabiBas, BEpPOATHO, NpUMeHeHne bonee cTporux n (Mnn) 4ononHUTENbHBIX
Mep 1 cpeacTB KOHTPOMSA U yrpaBieHus.

(Obwee pykoBOACTBO NO CETEBbIM apXUTEKTypaM W apxXuTektypam MNpunoXeHWn npuBeaeHo B
MCO/M3K 7498).

[.2.2.3 Bnabl ceTeBbIX coegUHEHUIA

CyuiecTByeT MHOMo obLLMX BUAOB CETEBLIX COEAUHEHWUA, UCMOMBb30BAHME KOTOPLIX MOXET TPpebOBaTbLCH
opraHusauunn/coodbllecTBy. HekoTopble U3 3TUX BUOOB COEAUHEHNNA MOTYT OCYLLECTBMATLCS Yepes YacTHbIe
ceTh (AOCTYN K KOTOPLIM OrpaHn4eH U3BeCTHbIM COODLLECTBOM), @ HEKOTOPbIe MOTYT OCYLLECTBATLCA Yepes
obLleaoCTYNHbIe CEeTU (AOCTYN K KOTOPbIM MOXET NONMy4YUTb NpakTudeckn nwobas opraHusaumnsa nnu nobdoe
nmuo). Kpome T0ro, 3T BMAbLI ceTEBLIX coeguHEeHUN MOTYT NPUMEHATBCA AN pasNuUYHbIX yCnyr, Hanpumep,
3NeKTPOHHOW NOYTLI, 1 MOTYT UCNONb30BaTh cpeacTBa ceTen IHTepHeT, MIHTpaHeT nn SKCTpaHeT, oTnnyato-
LMecH pasnUYHbIMKA acnekTamMu, cBaA3aHHbBIMKU ¢ obecneveHnem BesonacHOCTU. Kaxabii U3 BUOOB coeauHe-
HAN MOXET UMETb pasfinuHble YS3BUMOCTU W, cneaoBaTenbHO, CBA3aHHbIE C HAMK PUCKN Be30MacHOoCTH,
NO3TOMY B KOHEYHOM UTOre dyaeTt TpeboBaThCs pasnnMyHbIN HAbop Mep U CpeaCcTB KOHTPONS U yNpaBneHUs.

Cnocobamun knaccndunkaumm obLmMx BUOOB CETEBLIX COeQUHEHUIN, KOTOPbLIE MOTYT NOTPeboBaTLCS ANS
O0esaATeNbHOCTU opraHU3aunmn, ABNSOTCA:

- coeINHeHNe MexXay pasnnM4HbIMN YacTAMKU OOHOW 1 TOW XKe opraHnsaLnmy B npegenax ogHoro 1 Toro xe
KOHTPOSIMPYEMOro MECTOMOSIOXKEHUA, T. €. eAUHCTBEHHOr0 KOHTPONMPYEMOro CTPOEHUSA UNK NIOLaaKU;

- coeIMHEeHne Mexay pasnUYHbIMN TEPPUTOPUAnbHO pa3bpocaHHbIMU YacTAMU OQHOW U TOW XKe opraHun-
3aunn, Hanpumep, perMoHanbHbIMM opUcamMun ¢ LeHTpanbHOW nnowaakon, Yepes rnobanbHyo BeIMUCTIUTENb-
HyI0 ceTb. BOnNbWMHCTBO (ecnn He Bce) MNoNb3oBaTeNid UMerT BO3MOXHOCTb MONydYeHUda AocTyna K
MHpOPMaLUMOHHBIM cUCTEeMaM, AOCTYMNMHbLIM Yepes CeTb, HO He BCeM NoNb30oBaTeNsaAM B npeaenax opraHnsaynu
paspelleH A0CTYN KO BCEM MPUMOXKEHNAM UM MHOPMaL NN
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- COeIMHEeHNST MexXxay Nnowaakon opraHmsaunm U nepcoHanom, padboTtarWmm Baann oT opraHuaaLunm,
NN yCTaHOBNEHME yaaneHHOW CBSI3U C BbIYMUCNUTENbHBIMUA CUCTEMaMK OpraHn3aLnum coTpyaHukamm, paboTa-
IOLLMMIK AoMa UK Ha ApYrX yaaneHHbIX nnowagkax, He CBA3aHHbIX CeTbio, NoaaepXKMBaemMon opraHusaunen;

- COeMHEHUA MeXAy pa3HbIMU OopraHnsaunuaMmn B npegenax 3aMKHyTOro coobllecTtBa, Hanpumenp,
BCNeACTBUE AOTOBOPHLIX UMK APYrMX lopuanveckm obasartenbHbIX cuTyau i unm BCneactene CXoaHbIX UHTE-
PECOB AEATENIbHOCTU, Hanpumep, DAaHKOBCKMX YCNYT UMK cTpaxoBaHUA. TakMe coeguHEHNSA He DyayT npe-
OOCTaBMNATL AOCTYN K NONHOMY CNEKTPY NPUNOXKEHWUA, ACMONb3YeMbIX Ka)XXaou U3 opraHunsaunn-yyactHuL,;

- COeNHEHUS C APYTUMU OpraHn3aLnusaMin, HanpumMep, ¢ LUenbio NonyyYeHns gocTyna K yaaneHHsiM bazam
OaHHbIX, noagepXMBaemMbliM APYrMMm opraHmusaunamin. Npn Takom BMae CETEBOro coeanHeHMs1 BCe NOMb30Ba-
Tenun, BKNoYasa nonb3oBaTtenen nogknoyaeMmoun opraHmsaunm, UHAMBMAyanbHO npeaBapuUTenibHO aBTOPU30-
BaHbl TOU BHELLWHEW opraHusauunen, K Ysen nHgpopmMaLmm npeaoctaBnaeTcs AoCTyn;

- coegMHeHUs ¢ odbLeaoCTYNHBIM AOMEHOM, NPU KOTOPLIX NOMb30BaTENAMU OpraH13aLmMmn UHULUNPYETCS
00CTyN K 00weaocTynHeiM 6a3am gaHHbIX, Beb-cantam 1 (Unn) cnyxdam snekTpoHHOMW NoYThl (Hanpumep, Jve-
pe3 IHTepHeT);

- coegnHeHus ¢ TenedoHHON ceTbio obLlero nonb3oBaHnsa K3 IP-cpeabl, Npyu KOTOPbLIX MHULIMNPYETCS
OOCTYN K KOMMYTUPYEMOUN ceTn obllero nonb3oBaHua ¢ tenedoHa B |IP-ceTu. Takne coegnHeHUs1 sSIBNAKOTCS
HEKOHTPONMMPYEMBIMU, TaK Kak 3BOHKW MOTYT NPpUHUAMAaTLCSA U3 NOOOKN TOUYKKM MUpa.

Kakon Okl n3 cnocoboB kKnaccugpukaLmm He UCNOMb3oBancy, pasnnMyHble BUabl COeAUHEHWUA B TEKYLLEN U
(MNK) NNaHUpyemMon ceTeBOW cpeae ACMMKHbI ObITb NPOBEPEHLI Ha NpeaMEeT UX NocneacTBUn Ansa 6e3onacHoC-
T, U NonyvYeHHas nHopMauma aomkHa ObITe UCMONb30BaHa B npouecce naeHTUUKaumm 1 oLeHKN PUCKOB
0e30nacHOCTU, CBA3AHHBIX C HAMMU MeP U CPeaACTB KOHTPONS U ynpaBfeHnus 6e30nNacHOCTLI0, BaAPUAHTOB Crie-
LManmM3npoBaHHOW apXUTEKTYpbl ceTeBOon De30NacHOCTU U NPUHATUA pelleHUs O TOM, Kakon M3 cnocobos
cneayet BbIOpaTh.

[.2.2.4 [1pyrne ceTeBble XapaKkTepUCTUKA

LOMmKHBbI OBITE NPOBEPEHbI APYrne XapakTepUcTUKN Tekywen u (unun) nnaHupyemon cetn (ceten). Oco-
OEeHHO BaXXHO onpeaennTb, ABNSeTCH N Ucnonb3yemasi/nnaHnpyemas cetb odLeaoCTyNHON — CETbHo, KOTO-
pad AOOCTyMHa KaXaomy, WM 4YacTHOU ceTbio, Hanpumep, ceTbi, COCTOoAlWlenM M3 HaxoOslWMxXca B
CODCTBEHHOCTWN UMN BbIAENEHHBIX NIMHUA 1 NOTOMY cuMTatowencst bonee 6esonacHon, Yem obLegocTynHas
ceTb. TakkKe Ba)XHO 3HaTb BUA NepeaaBaeMbIX CETbIO AaHHbIX, HANPUMEP:

- CETb Nepeaavn gaHHbIX — nepenaeT, rMmaBHbIM 0bpa3om, AaHHbIE 1 UCNOMb3YeT NPOTOKOMbLI Nepeaayn
OAaHHbIX;

- CeTb Nepegavn peunm — ceTb npegHasHaveHa ansa tenedoHHON CBSA3W, HO Takke npurogHa ans nepe-
Oadvn gaHHbIX UK

- «TMbpungHasa» ceTb —OOBLEAUHAET Nnepeaavy AaHHbIX, Pevn, 1, BOIMOXHO, BUOEO.

Takke sHa4YMMOU ABNAETCA cneayrolaa MHpopMaLuua:

- ABNAETCH NN CeTb NakeTHOU, KOMMYTUPYEMOMN UNN CETbI0 C MHOMOMPOTOKONIBHOU KOMMYyTaLUMen Ha
OCHOBE NPU3HAKOB;

- NoaaepXXMBaeTcs N Ka4ecTBO OOCNYKUBAHWUSA, HANPUMeEP, B CETU C MHOIOMNPOTOKONIbHOW KOMMYTaLMen
Ha OCHOBe MeTOoK. (KauecTBO 00CNyXXMBaHUA 03Ha4YaeT corfnacoBaHHoe pyHKLUMOHUPOBaHUE, AOCTOBEPHOCTbL U
OOCTYMNHOCTL. CeTeBble YCNyra cHUTAOT NPUrogHbIMKU Npu odbecnevyeHnn MUHUMabHOro YPOBHS OYHKLIMOHUN-
poBaHU4a. Hanpumep, B cnydyae HeageksaTHOCTWU NONOCHI NPONyCcKaHUA Npu NnpeaocTaBleHnn yenyr nepeaa-
UM ronoca pedb OyaeT npepbiBaTbCAd U UCKaXaTbesl. KavecTBO 0DCNyXUBaAHUSI OTHOCUTCS K CNOCODHOCTU
CETEBOW CUCTEMBI NOAAEPKNBATL AAHHYIO YCyry Ha TpedbyeMoM MUHUMAaNbHOM YPOBHE PYHKLIMOHUPOBAHUS
M BbILLE ero).

Kpome TOro, crnegyet YCTAaHOBUTbL, ABNAETCA N coeauHeHUe NoCTOAHHBIM UM OHO YCTaHAaBIMBAETCS Mo
Mepe HeobXxoaMMOCTHN.

Korga gaHHble XxapakTepUcTUKM TekyLlen n (Unu) nnaHmpyemon cet naeHTUQUUMpoBaHbl U, Kak MUHU-
MYM, YCTAHOBNEHO, ABNAETCH N ceTb obLEeA0CTYNHOW UMM YaCTHOW, CTOUT PACCMOTPETb HMXenepeyncneH-
Hble hakTopbl B Ka4eCcTBe BXOAHOW MHpopMaLUUK ANS OLEHKU pUCKa ceTeBon Be3onacHOCTU U NMPOoBOANMON
PYKOBOACTBOM MPOBEPKU, T. €. MPUMEPHO onpeaennTb KaTeropuo cet, B YeM-To nogobHoW ceTu C:

- HEU3BECTHbLIM KPYrom Mnonb3oBaTeneu;

- N3BECTHBLIM KpYrom rnonb3oBaTenen 1 B npeaenax 3aMKHYyTOro coodLlecTsa (HECKONbKUX opraHmnsauni);

- U3BECTHbLIM KPYroM nosfb3oBaTtenen ToMbKo B nNpegenax opraHusauui.

3aTteM paccMaTpuBaloT NOMYyYEHHYIO KaTeropuo Ha npeameT Toro, ABNSETCH N Ncnonb3yemast/nnaHun-
pyemasi ceTb 00LegOCTYNMHOW UMK YaCTHOW CeTbIo, 1 Aanee KnaccuduumpyroT ee Kak ceTb:
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- C HEN3BECTHbIM KpYrom nonb3oBaTenen U Ncnofib3oBaHnem obLeaoCTynHOW CETH;

- C U3BECTHbIM KpYroM Nonb3oBaTenen B npeaenax 3aMKHYToro coobLectsa 1 ¢ UICNoNb3oBaHNEM 0DLLe-
OOCTYMHOW ceTu;

- C U3BECTHBLIM KPYrom nonb3oBaTtenen ToNbKo B Npegenax opraHnusauum n UCnonbL3oBaHUeM odLeaoc-
TYMHOW CEeTU;

- C HEU3BECTHLIM KPpYyrom nofb3oBaTtenen M UCNoNb3oBaHNEM YaCTHOWU CeTHU;

- C U3BECTHLIM KPYrom rnonb3oBaTenen B npegenax 3aMKHYTOre coobllecTsa U UCMONb30BaHUEM YacT-
HOWU CeTu;

- C UI3BECTHbLIM KpYroM nosb3oBaTeNnen TONbKO B npeaenax opraHMusauim 1 UICNonb3oBaHMeM YaCTHOM CeTH.

Kakum Obl cnocoboM KaTeropum ceten He NpoBePSINNCHL, CRneayeT co3HaBaTh, YTO onpeaeneHHblie KOMOU-
Haul1, BEPOATHO, DyayT o3Ha4yaTb bonee HU3kne ypoBHU pyUcka ceTel. [NonydeHHaa nHgopmauns AoHKHaA UC-
Nnofib3oBaTbCA B npouecce naeHTUduUKaumm 1 oLUeHKM pUCKOB Oe30MacHOCTU, CBA3AHHLIX C HUMW Mep WY
CpeacCTB KOHTPONA U ynpaBneHnUs 6e30nacHOCTbO, BapUaHTOB CneLuanmn3npoBaHHON apXUTEKTYpbl CETEBON
6e30MacHOCTU U MPUHATUA PeLUEeHNs 0 TOM, Kakon N3 crnocoboB OoMKeH BbiTb BbIDpaH.

[.2.2.5 [lononHuTenbHasa MHpopMaLns

HakoHeLl, aomkHa bbITb cobpaHa gononHutTensHas nHdopmMauns Anga Hagnexalen noaroToBKU K OLLEeH-
Ke pucka ceTeBon De30nacHOCTU U NMPOBOAMMON PYKOBOACTBOM MNPOBEPKE B COOTBETCTBUM C TPEDOBAHUAMU
MCO/M3K 27001 n WCO/M3K 27002, Bkntovasa TwaTenbHoe onpeaeneHne rpaHmu/obnactm nposepkn. Bol-
NONMHEHUe 3TOro NMpur NEPBO BO3IMOXHOCTU NO3BONUT N3bexaTb AanbHeulen HeonpeaeneHHOCTU N HEHYXKHOU
PaboTbl M MOBLICUT COCPEAOTOUMEHHOCTb U 3P PEeKTUBHOCTL NpoBepKn. OnpeaeneHme rpaHnuu/obnacTn AoMKHO
CHO NoOKasaTb, UTO U3 NPUBEOEHHOrO HWXKe cneayeT paccMaTpuBaTbh NMPU OCYLLECTBNEHUM OLIEHKU pUCKa
cCeTeBON 6e30NacHOCTU U NPOBOAUMON PYKOBOACTBOM MPOBEPKA:

- BUAbl MHPOPMaLU UK,

- NpoLeccbl OCHOBHOW AEATENbHOCTU;

- pakTnyeckne Unun notTeHumansHble annapaTHble KOMMOHEHTHI, NporpaMMHBIe cpeacTBa, YCNyru, coe-
OWHEeHNs 1 noaodbHble AgeTanu (eCnm OHN HEN3BECTHLI KOHKPETHO, TO — B ObLLUX YepTax);

- (hakTn4yeckyto Unn nNoTeHuManbHyo cpeay (Hanpumep, nnowagkui, noMmeweHnsa);

- BUAbl AeATeNbHOCTU (onepaummn).

JTa MHpopmMmauuna BMecTe ¢ cobpaHHOW B COOTBETCTBUN € 7.2, KOTOpast A0JPKHA UCNOMb30BaTLCA NpU
OLEeHKe pucka ceTeBon 6e30nacHOCTU M NPOBOANMON PYKOBOACTBOM NPOBEPKE, a Takke CBA3aHHAas C HUMU ae-
aTernbHOCTb — 0600LeHbl B 7.3.

7.3 Puckn nucbopmMaLMoHHON ©6e30NacHOCTU U NOTEeHLUUuanbHble 06NacT NPUMEeHeHUsa Mep 1
CPEeACTB KOHTPONA U ynpaBleHUs

B HacTosilee BpeMd DONbLUMHCTBO OpraHnsaumid 3aBUCUT OT UCNOMb30OBaHUA CETEN U CBA3AHHLIX C HUMU
MHPOPMaLMOHHBIX CUCTEM U MHJpOpMaL MK ANa noaaepXku pyHKUMOHUPOBaHNA CBoOen AeAaATeNbHOCTU. KpoMe
TOrO, BO MHOMMX CNyvasaXx CYLECTBYET YETKO BblpaXeHHas NoTPpebHOCTb OCHOBHOW AEATENBHOCTU B OTHOLLIE-
HUW UCMONb30BaHUA ceTel Mexay MHQoPMaLUOHHBIMYA CUCTEMaMK Ha Kaxkaou NnoLaake opraH1usaunmy, a Tak-
Xe B ApYrux MecTax Kak BHYTPM opraHusauun, Tak M 3a ee npegenamu, BKNwoYash coeduHeHWEe C
obLeaocTynHoOM ceThio. [pn yCTaHOBMEHNN COEeAUHEHNSI C APYTOW CETLIO crieAyeT NPOosBATb 3HAYUTENBHYIO
OCTOPOXHOCTb ANng obecnevyeHnsa Toro, 4YTobbl opraHusauusa He noasepranacb ACNONMHUTENBbHBIM PUCKAM
(BCNeACcTBME NOTEHUMaNbHBLIX YrPo3, MCMOMb3YHIOLWNX YA3BUMOCTM). OTU PUCKN MOTYT UCXOQUTb, HAanpumep, oT
caMoro coeguHeHust UM o1 aboHeHTa Ha APYroM KOHLLe ceTwu.

HekoTopble U3 3TUX PUCKOB MOTYT ObITb CBA3aHbl ¢ obecnevyeHnem cobnioageHnsa COOTBETCTBYOLLErO
3akoHopaTenbcTBa U npeagnucannn. (Ocoboe BHUMaHWe crneayeT yaensaTh 3akoHamMm O HEMPUKOCHOBEHHOCTH
YAaCTHOW XXMU3HU U 3aLluMTe AaHHBbIX. B HEKOTOPLIX CTpaHaXx NPUHATEI 3aKOHbI, yCTaHaBNMBalolWMe Mepbl U cpe-
OCTBA KOHTPONSA 1 ynpaBneHusa coopom, obpaboTKon U nepeaaven nepcoHanbHbIX AaHHbIX, T. €. AaHHbIX, KO-
TOPbIE MOTYT ObITb CBA3aHbl C KOHKPETHLIM NULIOM UK nuuamn. B 3aBUCUMOCTU OT COOTBETCTBYIOLLETO
HaUMOHanNbLHOro 3akoHoaaTeNnbCcTBa Takie Mepbl U cpeacTBa KOHTPONA U ynpaBleHUa MOTyT HanaraTb onpe-
neneHHole 06A3aHHOCTU Ha nNuUL, cobuparLnx, cbpabaThiBaOLWUX U PACNPOCTPaAHAOLWNX NepcoHarnbHYIO
MHJpOpMaLMIo Yepes CeTu, U gaxke MOryT orpaHu4YMBaTh BO3IMOXHOCTbL Nepegavn 3TUX AaHHbIX B onpeaeneH-
Hble CTpaHbl, NPUBOAA K ACNONHUTENBHBLIM CEPbEe3HbIM Npobnemam, cBA3aHHbIM ¢ be3onacHoCTbo. MeHee
HarnsiAHbIMW NpUMepamMn JaHHbIX, KOTOpble MOTYT CTaTb OOBLEKTOM TaKoro 3akoHOoAAaTEeNbLCTBA, SABNSAHTCH
HEKOTOpLIE CcBeaeHUs1 00 oTAeNbHBIX KAaTEropusix annapaTHbliX cpeacTs U IP-agpeca.)

Taknm obpasom, PUCKU, C KOTOPBIMU CTaNKMUBAETCS opraHusauusi, MoryT ObiTb CBA3aHbl ¢ npobnemamm
HeCaHKLUMOHMPOBAHHOIO AocTyna K MHopmMaun, HeCaHKUMOHUPOBaHHOW nepedadvyn MHgpopmMau i, BHECEHUS
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BPEJOHOCHOW NporpamMmbl, oTkasa oT dbakTa npmema Unmn UCToUHKUKa MHdopMaLnMK, oTKasa B 0OCNyKMBaHWUU U
HeAOCTYNMHOCTU MHdOPMaLIMKA NN YCNYT. YKasaHHble Yrpo3bl MOTyT ObITh CBA3aHbl C YTPAaTOM:

- KOHpMAeHUMansHOCTU MHgpopMaLM U NporpaMMbl (B CeTAX U cUcTeMax, coeaUHEeHHbIX C CETAMIN);

- LeNMOCTHOCTU MHJpopMaLUnK U NporpamMmmel (B CETAX U cUCTeMaXx, CoOeAUHEHHBIX C CeTAMMW);

- AOCTYNHOCTU MHGpOpPMaL MU N CeTEBBLIX YCNyr (U CUCTEM, COeANHEHHBIX C CeTAMN);

- HEOTKa3yeMOCTU CETERBLIX TpaH3aKUNin (00A3aTENbLCTB);

- NOAOTYETHOCTU CETEBLIX TPaH3aKLUWN;

- NOANMMHHOCTU MHGOPMaLIMK (a Talkke ayTeHTUYHOCTU ceTeBbIX Nonb3oBaTenen U aaMMHUCTRATOPOB);
- JOCTOBEPHOCTU MHpOopMaL MK U NporpamMmebl (B CETAX M CUCTeMaX, COeANHEHHbIX C CETAMM);

- CNOCODHOCTU KOHTPONMUPOBAaTb HECAHKLIMOHUPOBAHHOE UCTIONBb30OBAHME U 3KCMNNyaTaLuio CETEBLIX pe-
CYPCOB, BKMOYAasi OCYLLECTBEHNE KOHTPONMSA B KOHTEKCTE MONUTUKM Be30MacHOCTU opraHusaLumm (Hanpumep,
podaka nonockl NPONyckaHUsa UM NCnonbL3oBaHne Nonockl NponyckaHua ans cobCcTBEHHOW BbIrOAbl) U Bbl-
TonHeHne obs3aTenbCTB B OTHOLLIEHUN 3aKkoHoAaTeNbCTBa U npeanucaHnuin (Hanprumep, B OTHOLLIEHUN XpaHe-
HUA OeTCKOWU nopHorpadounmn);

- CMOCODHOCTMN KOHTPONUPOBAaTh 3M10ynoTpebneHne caHKLUOHUPOBaAHHBLIM AOCTYMOM.

KoHuenTyanbHasa moaens ceTeBo 6e30nacHOCTM, NoKasbiBaoLWAast, rae MoryT BO3HUKaTbL pasHble BUAbI
PUCKOB De30MacHOCTU, NpeacTaBneHa Ha PUCYHKe 5.

[ToANMMHHOCTD. ! [ToANMHHOCTD.

I KOHTpONb CaHKLWMOHUPOBAHHOIO

KOHTPOIb CaHKLUOHWPOBAHHORO KoHduaeHUumanbLHOCTb, LIeNOCTHOCTb |

M nporpaMMa [laHHble M NporpaMmMa W nporpamma I
BO BpEMSA nepegayn

I
I
I
I
N HEeCaHKLMOHWPOBAHHOIO ] AOCTYNHOCTb N AOCTOBEPHOCTDb | U HeCaHKLUMOHWMPOBAHHOIO
I I
MCrOnb30BaHWUA U SKCMyaTaLui | //I\\ | “CNONb30BaHUA 1 SKCNIyaTaumm
I
CeTeBbIX PecypCoB. : // I \\ I CeTeBbIX pecypCoB.
I
HeoTkasyeMocTb I // I \\ | HeoTkasyemocTb.
I I
[10Q0TYETHOCTD. | // : \\ | [10AOTYETHOCTD.
I / \ I
KoHbUaeHUMaNsHOCTb I / : \ | KoHb1aeHUMansHOCTh
/ \
XpaHsILWMXcA AaHHbIX U T.A4. | / i \ | xpaHsmxcs aaHHbIX 1 T.4.
I / | \ I
| | ¥ | | | |
| | JlaHHbIe | [laHHbIe |
I
I
I

KoHeuHLble
cucrema
1 NONb30BaTenb

KoHeuHble
cucrTemMa
1 NONb30BaTenb

CeteBOU N M CeTeBOMU
| ar1eMeHT aNeMeHT

AyTeHTUdUKaLKs.
CaHKUMOHNpOBaHKE.
YnpaBneHue AOCTYMNOM.
KOHTpONb CaAHKUWOHMPOBAHHOIO
MCNonbL30BaHUSA

PucyHok 5 — KoHuenTtyanbHas mogens 0bnacten pucka ceteBon 6e30nacHoOCTH
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Takum obpasom, Ana naeHTUgUKaLMn N NOATBEPXKAEHUA TEXHNYECKUX MEP U CPeaCTB KOHTPONA N ynpaBs-
neHus 6e30nacHOCTbIO, aCNEKTOB cneLmnann3npoBaHHOW apXUTEKTYpbI/MpoekTa 6e3onacHOCTU U NoaaepK1Ba-
IOLLIMX HETEXHUYECKUX MEP U CPeACTB KOHTPONMSA U ynpaBneHnsa 6e30nacHOCTbIO A0MKHA NPOBOAUTLCH OLIEHKA
PUCKa CETEBON BE30NACHOCTU U, PYKOBOACTBOM OpraHmsaunmn, — nposepka obecneyveHns 6e30nacHOCTU B CO-
OTBETCTBUU ¢ pekoMmeHaaunamu, npegctasneHHbiMmn B MCO/M3BK 27001, NCO/M3BK 27002 n MCO/MIBK 27005.

[na 31oro AomMkHbl ObITh BLIMOMHEHbI CNneaytoLlne OCHOBHbIE AeACTBUA:

- onpegeneHue cteneHn sHa4YMMoCcT MHPopPMaLUA 1 YCIVYT, BbIpaXKeHHOM C TOUKKU 3peHnd NoTeHUnansHo-
ro HebnaronpUATHOro BO3AENCTBUA HA OCHOBHYHO AeATENbHOCTb OpraHM3aLn B criyMae BOSHUKHOBEHUSA HEXe-
natenbHbIX WHUMAEHTOB (oLUeHKa aKTuMBOB). K OLeHKe aKTUBOB OTHOCUTCA pacCMOTpeHWe LEeHHOCTU
NHpopMaL M AN AeATenbHOCTU OpraHmsaLnn, nepegasaemMomn no cetu, 1 Nbon apyron MHopMaLnn, K Ko-
TOPOWN MOXHO MONYYNTb HECAHKLIMOHUPOBaHHBIN AOCTYN NOCPEeACTBOM CeTU, a TakkKe pacCMOoTpeHune LeHHOCT
npenocTaBNsAeMbIX YCNVT;

- AeHTUMPUKaLUA 1N oLUeHKa BEPOATHOCTU UMK YPOBHEWN YIpo3, HanpaseHHbIX NPOTUB UHGopMaL i U
yCIyr,

- MAEHTUPUKaALMA U oLEeHKa CTeNeHU Cepbe3HOCTU UMK YPOBHSA YA3BUMOCTEN (CnabblX MeCT), KOTophblie
MOTNKM Obl ObITb UCNONL30BaHblI MASHTURULMPOBAHHBIMA YIPO3aMU;

- OUeHKa BeITIM4YHblI PUCKOB, OCHOBBEIBAOLLWNXCA HA ONpeaesiIieHHbIX NMOCNeaACTBUAX NOTEHUNATIbHOTO HE-
6ﬂaFOI'IpI/IFITHOFO BO3OENCTBUSA Ha onepaunin AeATEeJ1IbHOCTU OPIraH3adLlN N YPOBHAX YIPO3 U yS:II?:BI/II\f'IOCTeIz:I

- naeHTMunKaLnMsa acnekToB cneunanmsnpoBaHHON apXUTeKkTypbl/npoekta 6e30nacHOCTU 1 onpaBaaH-
HbIX NOTEeHLUMaNbHbIX 0bnacTen AeUCTBUSI MEP U CPEACTB KOHTPONSA 1 ynpaBneHunst 6e3onacHoCTbio, HeobXxoam-
MbIX A9 obecneyeHunst Toro, YtTobbl OLEHEHHbIE PUCKK OCTaBalnnchb B ACMYCTUMBIX nNpeaenax.

OCHOBHbIe NPOLECChI OLIEHKA U MEHEeMKMEHTa pUcka ceTeBon 6e30MacHOCTM NoKasaHbl HKE Ha PUCYHKe 6
(B CYLLHOCTW, 3TO ABMNSAETCA paclUMpeHneM npeactaBneHHoro Ha pucyHke 4 tnoka «OnpeaeneHne obnacTi/KoH-
TekcTa 1 nocnegyoLas oLeHKa PUCKOB» 1 CBA3AHHOIO ¢ HUM Brioka «MoeHTudukauma puckoB, cBa3aHHbIX C CeTS-
MW, 1 MOAroToBKa K NAeHTUDUKaLMM Mep 1 CPEeACTB KOHTPONSA U ynpasneHusa 6e30nacHOCTbIOR).

[lepBLle ABa psaaa ONOKOB, NpeacTaBeHHble Ha PUCYHKe 6 «YCTaHOBMNEHUEe rpaHnu/obnact NpoBepKn»
n «ageHTnuKaumsa akTUBOB», COOTBETCTBYIOT NOArcTOBUTENLHEIM MeponpuaTtuam. CneayrolimMe aAea psga
ONTOKOB COOTBETCTBYIOT MEPOMNpPUATUAM MO OLEHKe pUCKa, a HWXKHUEe ABa pada OnoKoB — MeponpusaTUam no
BbIOOPY Mep 1 CpeacTB KOHTPONMS U ynpaBneHUa NHpopMaLMoHHON 6e30NacHOCTLIO U NPUHATUIO (OCTaTOYHO-
[0) pUcCKa.

YcTtaHoBneHue rpaHvu/obnacti npoBepku

YcmaHoerneHue

NpeHTudmnkaymsa akTuBoB KOHMeKcma

NaoeHTUdMKauma OueHka pucka:

CyLLEeCTBYIOLNX - @HanuU3 pUuckKa:
U NNaHnpyembIixX mep udeHmMuguKayus
U CpeacTB KOHTpONA pucka,

OnpepeneHue
3HAYUMOCTU OueHka

NHpopMaLnK YA3BUMOCTEN
N ycnyr

N yrnpasneHus KOMUYeCcmeeHHas
OUEHKa pUuckKa;
- OUeHUBaHUe
pUCKa.
OueHKa puckoB
MNoCTOAHHbI peHTUdUKaumna/Beidoop OnpegeneHue O6pabomka
MEHEDKMEHT PUCKa Mep U CPeaCTB KOHTPONS MaHanus DUCKa
©e30nacHOCTU — U ynpaerieHus orpaHu4yeHun
MOHUTOPWUHT
1 NpoBepKa

[IpuHsaMUE
pucka u 1.4. [IpUHSTUE PUCKOB pucka

(KomMMyHUKauusi) pucka

PucyHok 6 — [pouecchl OLEHKM 1 MEHEPKMEHTA pPUCKa CETEBON BE30MNacHOCTY
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[Tpumevanune 1— OnpeaeneHne 3HAYMMOCTU MHAOPMALUU N YCIYT TaKXKe M3BECTHO KakK «OUeHUBaAHNE aK-
TUBOBY.

[ITpumevaHnune 2— TepMmuHbl, ucnoneaytowmecsd s NCO/MIK 27001 n B3anmocBA3aHHbIX CTaH4apTax, Bblae-
NEHbl KyPCUBOM.

[MTpumevaHnune 33— IllogpobHyto nidopmaynio 06 OCyWECTBNEHNN OLUEHKN PUCKA CETEBOW BE30MacHOCTU U
npoBoAUMbIX pykoBogcteom rnposepok cm. B MCO/MOIK 27001, MCO/MIK 27002 n NCO/MOBK 27005.

Heobxoanmo NoAYEepPKHYTL, YTO NMPU NpoBeAeHNN TaKUX NPOBEPOK cneayeT UCnofb3oBaTh (rae Heobxoaun-
MO) MHpOPMaLUIO O pUCKe (a TakKe 0 Mepax 1 cpeacTBax KOHTPONS U ynpasneHust 6e30nacHOCTbIO), CBA3aH-
HYHO C HEOBXOOMMbIMUN CETEBLIMU CLIEHAPUSIMUA U BOMPOCaMWU CETEBBLIX «TeXHonorn» (cMm. pasgens 10—11
N npunoenune A HacTtodwero ctaHgapTta, a Takke MCO/M3K 27033-3 — NCO/MOBK 27033-7.

8 MNopnepxuBarowme Mepbl U CpeacTBa KOHTPONA U yrnpaBneHuA

8.1 BBepgeHue

B HacTosileM pasgene npeacrtaBneH obdmin ob630op Mep U cpeacTB KOHTPONS U yNpaBneHust, NoaaepKu-
BaKOLLKMX cneunann3npoBaHHbIe apXUTEKTYpbl CETEBOMN DE30MNACHOCTU N CBA3AHHBIX C HUMU TEXHUYECKUX Mep U
cpeacTB (TEXHUYECKNX U HETEXHUYECKMX) KOHTPOMNSA N yrpaBneHus, T. €. ApYrmx Mep U cpeacTB KOHTPOMS W
yNpaBneHusi, NpUMeHUMbIX HE TONbKO K ceTaM. IHpopmMaLuio 0 MHOTUX 3TUX Mepax U cpeAcTBaxX KOHTPONS W
ynpasneHust B NCO/M3K 27001, MCO/M3BK 27002 n UCO/M3K 27005. Mepbl 1 cpeacTBa KOHTPOMS U ynpas-
NneHus, ABnsLmMecss 0CObeHHO BaXKHbLIMU MO OTHOLUEHUID K MCMNOMb30BaHUIO ceTel, NnoapodbHO N3NOXKeHbl B
8.2—8.9, rae paccMmartpuBatoTCcsl MEHEMKMEHT ceTeBoMN 6e3onacHoCTU (AeATENbHOCTL N0 MEHEKMEHTY CeTe-
BOW Be30MnacHOCTU, PO 1 0BsI3aHHOCTU, CBSI3aHHbIE ¢ obecrnevyeHnemMm ceTeBon Be3onacHOCTU, MOHUTOPUHT
CETU U OLIEHKA ceTeBOM Be30nacHOCTN), yrpaBrneHne TEXHUYECKUMN YA3BUMOCTAMU, NOAEHTUDUKALUA N ayTEeH-
TUpUKaLua, BeaeHMe KOHTPOIMbHbIX XKYPHANOB U MOHUTOPWUHT CETKU, a TakKe 0bHapyXeHue 1 npeaoTBpalleHue
BTOPKEHWI, 3alUnTa OT BPEAOHOCHON NporpamMmmsl, Kpuntorpadpuyeckmue yernyr n yrnpasrneHne HenpepbIiBHOC-
Thio AEATENbHOCTHU, a TakkKe npeactaBneHbl (rae Heobxoanmo) cebinkn Ha MCO/MOBK 27001, NCO/M3BK 27002
n NCO/M3BK 27005.

8.2 MeHe ) KMeHT ceTeBOM 6@30MNacCHOCTI

8.2.1 BBogHaa nHodpopmauma

ObWmMn MeHeKMEHT ceTeBoN Be3onacHOCTU AomKeH ObiTb 6e3onacHbIM, NpU 3TOM HeobXoauMo yae-
NATb BHAMaHUE pasnnYHbIM AOCTYMHbLIM CETEBLIM NMPOTOKONAaM U CBA3aHHLIM C HUMIN cepBUCaM De30MacHOCTN.
B nogaepxky 6e30nacHOCTU opraHnsauuna AomkHa paccMOTPETh pPsig Mep U CpeacTB KOHTPOMNSA U ynpaBleHUs
ceTeBOU 6e30nacHOCTbIO, DoMbLUAaga YacTb KOTOPLIX MOXET ObITb MAEHTUDULMPOBAHA NOCPeACTBOM NPUMEHE-
HUA TpeboBaHn NCO/MO3K 27002 n WCO/M3K 27005. Mepbl n cpeacTBa KOHTPOMNA U yNpaBneHUs, KOTOPLIE
TpebytoT bonee NoapodbHOro N3NoXKeEHUsS B KOHTEKCTE CETEBOM Be3onacHOCTU, NpeacTaBneHsl B 8.2.2—8.2.5.

8.2.2 [leATeNbHOCTb N0 MEHeAKMEHTY ceTeBOM 6e30NacHOCTU

8.2.2.1 BBegeHue

KrntoueBbIM TpeboBaHUEM, NPeabABNAEeMbIM K [TIODOW CeTU, ABNAETCA NogaepKaHue ee nocpecTBoM Ae-
ATENBbHOCTU MO MEHEMKMEHTY D€30MNacHOCTH, KOTOPOE UHULMUPYET N KOHTPONUPYET peanm3aunto N yHKLUMO-
HAPOBaHWE Be30NacHOCTU. JTa AeATENbHOCTb A0MKHA OCYLIECTBNATLCS AN obecrnevyeHns 6e30nacHOCTU

BCEX MHPOPMALMOHHBIX CUCTEM opraHusaumu/coodbllectra. [leatenbHOCTb N0 MEHEPKMEHTY ceTeEBON HE30-
MAaCcHOCTW OOSMKHA BKIOYAaTh B cebq:

- onpegeneHne Bcex obasaHHOCTEN, CBA3AHHBLIX C CeTEeBOW De30MNacHOCTbIO, M HAa3Ha4YeHue nuua, oTBET-
CTBEHHOro 3a obecnedyeHmne 6e30nacHOCTU;

- NOKYMeHTanbHo 0QOPMIIEHHYIO MONMTUTUKY ceTeBOW Be30MacHOCTM BMECTe C JOKYMEHTUPOBAHHON Crie-
LIUann3npoOBaHHOW apXUTEKTYpPoin De30NacHOCTU;

- JOKYMeHTUpoBaHHble SecOPs;

- NPOBEPKY COOTBETCTBUA TpeboBaHMAM De3onacHOCTU, BKIIloYaa TecTupoBaHMe 6e3onacHocTu, ANA
obecnevyeHns yBepeHHOCTU B TOM, 4YTO Oe3onacHoOCTb noaaepKmBaeTtcsa Ha TpedbyeMoM YpOBHE;

- JOKYMEHTUpOBaHHbIe ycrnoBus obecnedeHnsa 6esonacHOCTU AN CEeTeBOro coegMHeHus, KoTopble JoM-
XXHbl ObITb coboaeHsbl, npexae Yem 6yaeT nonydeHo npm HeobxogMMocTU paspelleHne Ha coeuHeHMe ¢ Co-
TPYAHUKAMM opraHn3aunm nnm cTOPOHHUMN OpraHnU3aLusaMmm Unm nNuuamu;

- JOKYMEeHTUpOBaHHble ycnoBuUa obecneyeHns 6e3onacHocT Ana yaaneHHbIX CETEBLIX NOMb3oBaTeNei;
- MNaH MeHeaKMeHTa UHUMOEHTOB ceTeBo 6e30MacHOCTI;

- JOKYMEHTanbHO 0oPOpPMIIEHHBIE U NPOBEPEHHLIE MIIaHbl Mo obecnevyeHno HENMPEepPbLIBHOCTU AeSATENb-
HOCTWU/BOCCTAHOBMNEHUIO NMOCE NPepbIBaHUSI.

20



FTOCT P UICO/MIK 27033-1—2011

[ToapobHyto uHdopmauuo no atum Bonpocam cMm. B NCO/MOBK 27002, MCO/MOBK 27005 wu
MCO/M3K 18044". B HacTosLLEM pasgene npegocTaBneHo ganbHeulee pyKOBOACTBO TOMbKO MO TEM BOMPO-
caMm, KOTopble 0CODEHHO Ba)KHbI B OTHOLLEHUN UCMNONb30BaHUSA CETEN.

8.2.2.2 [Nonnutuka ceteBon besonacHoCTU

OB6A3aHHOCTLIO PYKOBOACTBA OpraHU3aLlnn sIBNAETCA NPUHATUE U obecneveHne noaaepXkm nonuTuKu
ceTeBoU besonacHocTu opraHusauum (cm. MCO/MOK 27002). NonnuTtuka ceteBon 6e3onacHOCTU A0TKHa Clie-
0oBaThb 13 NONMUTUKNA MHPOPMaLIMOHHOW Be30NacHOCTU opraHusaLunm U BbiTb cornacoBaHa ¢ Hell. [onnTuka ce-
TeBOW 0e30MacHOCTU opraHm3auUun AoMmKHa ObITb peanniayemMon, nerko AoCTynHOW Anst YNONMHOMOYEHHbIX
COTPYOAHUKOB OopraHusaLnm 1 goMMKHa coaepXaTb YeTkne popMyrMpPOBKA:

- C TOUYKM 3peHNda pyKOBOACTBA opraHM3aulnM B OTHOLUEHUM NPUEMIIEMOro UCMNOMNb30BaAHUA CEeTU;

- NpaBun 6e30nNacHOro UCNOMb30BaHUS KOHKPETHBLIX CETEBLIX PECYPCOB, YCNYT U MPUNOXKEHUN;

- NocneacTBUN HEBLINOMHEHUS NpaBun 6e30NacHOCTU;

- OTHOLUEHUS opraHM3auUnn K HenpaBUNbHOMY UCMNOMb30OBaHUIO CETU;

- rIorM4eckoro 0d6oCHOBaHUS NOMUTUKA U KOHKPETHBLIX npaBuni 6e30nacHOCTH.

[Mpn HeobxoanmMocTn 3T OPMYIUPOBKA MOTYT ObITb BKMHOYEHBLI B NOMUTUKY MHpOpMaLMOHHON Besonac-
HOCTW, ecnn 310 bonee yaobHo Anst opraHnU3aunm U (MNn) 3To AenaceT NonUTUKy bonee NOHATHOW Ans nepcoHanay.

CoaepXaHue nNonuTUKKM ceTeBon 6e3onacHOCTU ACMKHO BKNOYAThL B Ce0S KpaTKoe U3NOXKEHUE pesynbTa-
TOB OLIEHKM pUCKa ceTeBOU Be30nacHOCTU U NPOBOAMMON PYKOBOACTBOM NPOBEPKU (UTO CNYKUT 0OOCHOBAHU-
eM pacxo4oB Ha Mepbl U CpeacTBa KOHTPONMSA U ynpaBneHns) ¢ geTannsaumnen Bcex BblbDpaHHbIX Mep 1 CpeacTB
KOHTPONA 1 ynpasneHns 6e3onacHOCTbIO, CopasMepHbIX OLEHEHHbIM puckam (CMm. 7.3).

8.2.2.3 OnepaunoHHble npoueaypbl CETEBON DE30MacCHOCTH

B nogaepkky nonnuTtukn ceTeBon 6esonacHoCTU HeobxoanmMo paspabdoTtaTb AOKYMEHTHI MO OCYLLECTBNe-
HUO npoueayp 6esonacHOCTU. JOKYMeHThI AOMKHEI coaepXaTb AeTanM3npoBaHHble onepaLuoHHbIe npoleay-
Pbl, CBSI3aHHbIE C obecneyeHeEM ceTeBon Be30NacHOCTU, a TakKe CBeAeHMs O NLLax, OTBETCTBEHHLIX 3a UX
NMPUMEHEHNe N MeHeaKMeHT. [prumepHbIM obpasel, npeacTaBneH B npunoxedumn C.

8.2.2.4 IlpoBepKa cCOOTBETCTBUS TPeboBaHUAM CETEBON BE30MNACHOCTU

[nsa Bcex ceTen AomKHa NpOBOAUTLCS MPOBepKa COOTBETCTBUA TPeboBaHUAM OE30MacHOCTU MO KOM-
NNEKCHOMY KOHTPOMBHOMY NepeYHto, COCTaBNEHHOMY U3 Mep 1 CPeACTB KOHTPOMNS U ynpaBneHus, onpeaeneHx-
HbIX B:

- MONUTUKE CeTeBON BEe30MacHOCTU;

- COOTBETCTBYHOLWMX SecOPs;

- cMeunanm3npoBaHHOW apXnuTekType 6e30nacHOCTK;

- MoNUTUKe (be3onacHOCTN) AOCTYNa K CepBUCY LUNO3a De30MNacHOCTH;

- NNaHax obecnevyeHnUss HeNPepPbIBHOCTU AEATENbHOCTMU;

- yCrnoBuax obecneveHnsa 6e3onacHOCTN coeaguHeHUs (Mpr HeobXoanMoCTu).

[TpoBepKa AoMmKHA NPOBOANUTLCS A0 BBeAeHUA Nobon ceTn B AeUCTBUE, A0 HOBOIMO OCHOBHOMO BapuaHTa
NCMONHEeHUA (CBA3AHHOIO CO 3HAYUTENbHLIMA U3MEHEHUSIMUA, UMELLIMMXA OTHOLLEHUE K OCHOBHOW AesiTeNb-
HOCTU opraHmnsaunn Unn cetn) 1, exxerogHo, BO BCeX UHLIX chny4dasix.

[TpoBepKa AoMmKHa BKoYaTh B cebsl npoBeaeHne TeCTUpOBaHNA Be30MacHOCTM B COOTBETCTBUNM C 3apa-
Hee paspaboTaHHbIMW CTpaTernen TeCTUpPoOBaHUa 6€30NacHOCTN N CBAI3AHHBIMW C HEMN NNaHaMKn, TOYHO Onpe-
OensIOWMMN, Kakne TeCTbl AOTKHBI NPOBOAUTLCS, ¢ YeM, rae v koraa. ObbIMHO NpoBepKa AoMKHA coveTaTh B
cebe Nounck ysa3BMMOCTEN U TECTUPOBAHUE Ha NPOHUKHOBEHKE. epea Havyanom nodoro Takoro TeCTUPOBaHUS
HeobXxoaMMO NPOBEPUTb NMaH TECTUPOBAHUA C TEM, YTODBLI 0becnevnTb ero npoBeaeHne B NOMHOM COOTBE-
TCTBUWN C HAUMOHAalNbHbIM 3akoHoA4aTeNbCTBOM. [1py NpoBeaeHU 3TOW NPOBEPKA HE crneadyeT 3abbiBaTh O TOM,
UTO CETb MOXET HEe OrpaHN4YMBaTbCH PacnpocTpaHeHNEM TONbKO B OQHOW CTpaHe — oHa MOXET pacrnpocTpa-
HATLCS Ha ApYyrne cTpaHbl C MHBIM 3aKoHoA4aTenbLCTBOM. [locne npoBeaeHUs TECTUPOBAHUS B OTHETaX AOMKHbI
yKasblBaTbCA 0CODEHHOCTN ODHaPYKEHHbIX YA3BUMOCTEN, HEODXOAUMBIE MEPBLI MO UX YCTPAHEHUIO U NPUOPU-
TeT UX NMPUHATUS.

8.2.2.5 YcnoBus obecne4veHnsa 6€30nacHOCTA ceTeBbIX COeAUHEHUN CO MHOTUMIK OpraHmn3aunsmn

[1pn OTCYTCTBUU COrMAacoBaHHbLIX B OrOBOPE YCNOBUM obecneveHns 6e30nacHOCTN CoeauHEHUIN OpraHin3a-
LA pakTUYeckn NpUHMMaeT PUCKN, CBA3aHHbIE C ApYron OKOHEYHOCTLIO CEeTEBOIo coeMHEHUs1, HaxoadaLleroca
BHe cdoepbl ee AENCTBUA. TakMe PUCKUA MOTYT BKMoYaTb B cebA pUCKN, CBSAA3aHHbIE C HENPUKOCHOBEHHOCTLIO
YACTHOW XXU3HWU/3aLNTOW OaHHbIX, ECNA CEeTEBblE COeANHEHUSI UCTIONb3YIOTCS ANd obMeHa nepcoHanbHbIMA
OAaHHBIMW, MOAYUHSIIOLLErOCH HALMOHANBHOMY 3aKOHOAATENBCTBY HA OAHOM NN 0DOUX KOHLAX, U eCcnii Apyrou
KOHeL, CeTEBOIrc coeagmHeHUd (Haxoasawmnmncs BHe cdpepbl AEUCTBUA OpraHmM3aLn) HaxoauTcd B APYron cTpaHe
N 3aKOHOOATENBCTBO MOXET ObITh APYrUMm.

"' B tekcte WCO/M3K 27033-1:2009 naHbl ceblnkn Ha MMCO/M3K 27035 — 310 onevarTka.
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Hanpumep, opraHusauma A MoxeT noTpeboBaTh, YTODOLI Nepen nNoakMtoHeHneM K ee CUCTeEMaM Yepes ce-
TeBoe coeuHeHne, opraHmsauuna B nogaepxnusana n HarnssgHo NokasbiBana KOHKPeTHbIN YpoBeHb obecneve-
HSA 6e30NacHOCTU ANsl CBOEN CUCTEMBI, YH4aCTBYIOLLEW B 3TOM coeaguHeHUN. Takmm obpasom, opraHusaumns A
MOXeET yoeanTbCsl B TOM, UTO opraHmsaumsa B ocylecTBnsaeTr MeEHeAXKMEHT CBOUX PUCKOB NPUEMITEMbIM CMOCO-
boMm. B noaobHbIX cnyvasax opraHusauua A oomkHa npeacTtaBuTb AOKYMEHT, cogepKaliuin yenoBus obecneye-
HMSA ©e30NacHOCTU COoeAUHEHUs U OeTallbHO OMNUCLIBAOLWMA Mepbl U cpedcTBa KOHTPOMNS W ynpaBneHus,
KOTOpPble OOMKHBbI CYyLLEeCTBOBATbL Ha KOHLe coeanHeHUs opraHusaunm B. Mepbl 1 cpeacTBa KOHTPONA U ynpas-
NneHnsa OoOMKHbl ObITb peann3oBaHbl opraHnsaunen B, nocne 4yero opraHnsaumna noanuceiBaeT odsizatensHoe
cornaweHune o noggepxaHun besonacHocTn. OpraHnsauuss A coxpaHseTt 3a coboun npaBo Ha HasHavYeHne Unu
npoBedeHne NpoBepPKN COOTBETCTBUA B opraHnsaumnm B.

Takke ObIBAOT cnyvau, Kkorgaa opraHusauum B coodbllectse 0000AHO COrnacyoT AOKYMEHT « YCOBUS
obecnevyeHnss 6e30NacHOCTU CoegMHEHUS», B KOTOPOM DUKCUPYIOT 00A3aTenbCcTBa M OTBETCTBEHHOCTL BCEX
CTOPOH, BKNoYas B3aUMHYIO NPOBEPKY COOTBETCTBUA.

8.2.2.6 lokyMeHTUpOoBaHHbIE yCNOBUSt obecneveHns 6e30nacHOCTU AN yaaneHHbIX ceTeBbIX NONb30Ba-
Teneu

[Tonb3oBaTensam, nonyymMBLLIMM paspelleHUe Ha BbINONMHEHWe yaaneHHoW paboThl, AOMKEH BblAaBaTbLCS
OOKYMEHT «YcnoBusa obecnevyeHns 6esonacHOCTU ANs yaaneHHbIX ceTeBbIX NoMb3oBartenen». B HemMm gomkHa
ObITb U3NOXKEeHa OTBETCTBEHHOCTL NOMb30BaTENS 3a annapaTtHble U NporpaMmmMHble cpeacTBa U AaHHbIe OTHOCK-
TernbHO CETU U ee Be30NaCHOCTU.

8.2.2.7 MeHeO)XMeHT MHUWNOEHTOB ceTeBOW Be30nacHOCTU

NHUMAeHTHl MHopMaLUUOHHOW Be30nacHOCTU NPOUCXOAAT ¢ DoNbLUEN BEPOSTHOCTLIC U OKa3bIBaOT DO-
Nnee cepbe3Hoe HeraTMBHoe BO34eNCTBME Ha OCHOBHYIO AeATeNbHOCTL OpraHnsaLnm B crnydyae UCnonb3oBaHUA
ceTen (B OTNNYUE OT CrnydaeB UX OTCYTCTBUSA ). Kpome Toro, ocobeHHO B criyvyae CETEBOIO CoeANHEHUS C APpYIi-
MW OpraHnusauns M, BO3SMOXHbI 3Ha4YUTeNbHbIE Kopuanveckne NocneacTBus, cBA3aHHble ¢ MHUMaAeHTaMn be3o-
NaCHOCTM.

ChnepnoBaTtenbHO, opraHusauus, UMerLLas ceTeBble coedUHEHUs, OoMMKHa obnagate XOpoLWo AOKYMEH-
TanbHO 0OPMITEHHON N peani3oBaHHON CXeMON MeHeKMeHTa MHUUOEHTOB MHpOpMaLMOHHOW Be30nacHOCTU
1N CBA3AHHOW C He MHAPACTPYKTYPOWU, YTOOLI MMETb BO3MOXHOCTL DBICTPO pearmpoBaTth Ha MAEHTUDULMPOBaH-
Hble MHUMAEHTLI, CBOANUTE K MUHUMYMY X BO3OENCTBUE U U3BMNEKATb U3 HUX YPOKW, ANs NpeaoTepaLleHns nx no-
BTOPHOro nosieneHusi. Cnegysa aTon cxeme, Oo/mKHa ObiTb obecrneyeHa BO3IMOXHOCTb pearMpoBaHUs], Kak Ha
coObITUA MHOPMaLUOHHON Be3onacHOCTU (MAeHTUDULMPOBAHHBLIE BO3SHUKHOBEHWUSI COCTOSIHUSA CUCTEMBI, YCITY-
M NN CETU, YKasblBarOLWME HA BO3MOXKHOE HapyLUEeHNE NONMUTUKN MHPOPMALMOHHON 6e30MacHOCTU, UM OTKa3
CPeacTB 3aLmMTbl UNK Npexae HEU3BECTHOW CUTYaLMK, KOTOPasa MOXET UMETb 3HaYeHne ansa 6e3onacHoCcTn), Tak
1 Ha MHUMAEHTHLI MHOPMaLUUOHHON 6e30NacHOCTU (Ha eAUHNYHOE CODLITUE NI CEPUN HEXenaTernbHbIX NI He-
OXXUAAHHBIX COOLITUN MHOPMALMOHHOW BE30MNacHOCTU, KOTOPLIE CO 3HAYUTENTbHOW BEPOSATHOCTLIO MOTYT MOA-
BEPrHyTb OnepaLnn OCHOBHON AESATENIbHOCTU OpraHuMsauun 1 yrpoxats UHPOPMaLUOHHON ©e30nacHOCTH).
Bonee noapobHast Hpopmauust © MeHeQKMEeHTe UHLUUAEHTOB MHPOPMaLMOHHOW Be30nacHOCT NpeacTaBneHa
8 UICO/MOK 18044" .

8.2.3 Ponu n o6a3aHHOCTU, CBA3aHHbLIE C obecrnevyeHnemM ceTeBOU 6e30NacHOCTU

B CcBS13n ¢ MEHEKMEHTOM CETEBON BE30MacHOCTU AOMKHbI BBINOMNHATLCS cneayoLwme ponn n obss3aHHOoC-
TWN. (CneagyeTt OTMETUTb, UTO B 3aBUCUMOCTU OT YNCIIEHHOCTU OpraHm3aL M 3T Pon MoryT KOMOUHUPOBAaTLCS ).

Bbicllee pykoBOACTBO AOIMKHO!

- onpenendTb uenn 6e3onacHoOCTU opraHn3aLnin;

- MHUUUMPOBATL, YTBEPXAATb, A0BOANTL A0 CBeAeHUA NepcoHana 1 yctaHaBnMBaTth NMoNUTUKY, Npoueay-
Pbl 1 NpaBuna 6e3onacHOCTU opraHnusaLnu;

- UHULUMUPOBAaTbL, YTBepXaAaTh, AOBOAUTL A0 CBeAeHUs nepcoHana n yctaHaBnMBaTb NONMUTUKY OOMYCTU-
MOIO UCMONb30BaHUA CETEBLIX PECYPCOB OpraHusaunm;

- obecnevmBaTtb U NPUBCAUTL B UCMNONHEHUE NONMUTUKY obecnevyeHnsa 6e30nacHOCTU N AOMYCTUMOTO UC-
NOMb30BaHNA CeTEBLIX PECYPCOB.

[TpnmeyaHune— Bbicluee pykoBOACTBO BKtoYaeT B cebsi BnagenbueB OCHOBHOW AeSITENbHOCTM.

PykoBoauTenu, ocyuwecTBNAOLLME CETEBOU MEHEXKMEHT, AOKHbI:

- paszpabaTbiBaTb AeTalnbHYO MOMIMTUKY CETEBOMN DE30MaCHOCTN;

- peanunaoBbIBaThb MOMIMTUKY CETEBON BE30MACHOCTN;

- peannsoBbIBaTb NMNOMUTUKY 4ONMYCTUMOIO UCMONb30BaHNA CETEBbLIX PECYPCOB;

- YNpaBnsiTb B3aMMOoAeNCTBMEM C BHELLUHUMW 3aUHTEPECOBAHHBIMU CTOPOHaMWU/BHELLHUMK NpoBanaepa-
MW ycnyr anst obecneyveHnst COOTBETCTBUSA BHYTPEHHEN N BHELLHEN NMONMNTUKaAM CETEBOM DE30NacHOCTMN;

' B tekcte WCO/M3K 27033-1:2009 aaHbl cebinkm Ha MCO/MOK 27035 — o910 onevarka.
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- obecneynBaTb pazgeneHue onepaunoHHbIX 0DA3aHHOCTEN, CBA3AHHBIX C CETSAMU, U KOMMNbHOTEPHBIX
onepauunn, Npn HeobXxoAMMOCTN.

[pynna obecneyeHunsa ceteBon 6€30nNacHOCTU A0MKHA:

- NnpnobpeTtaTb, paspabaTbiBaTb, TECTUPOBATb, NPOBEPATb U NOAAEPKMUBATL KOMMOHEHTLI N MHCTPYMEH-
TanbHble cpeacTBa ceTeBOnN Be30NacHOCTU;

- NoAaepPXKMBaTb MHCTPYMEHTalbHbIE CpeacTBa U KOMNOHEHTHLI CETEBOU DE30MacHOCTU AN TWaTeNbHOoro
CINEeXeHUa 3a 3BOMLUMEN yrpos [Hanpumep, nytemM obHOBNEHUA annoB CUrHATYP BRPEAOHOCHOW NnporpamMmel
(B TOM Yucne BUpycoBs)];

- yCTaHaBnMMBaTb, OOHOBNSATL, UCNOMb30BAaTH U 0becnevnBaTh 3aLllUTy CEPBUCOB U KOMMOHEHTOB CETEBOI
De30MacHOCTU;

- BbINMOMNHATL HEOOXOAMMBIE €XXeAHEeBHbIE 3a4a4un Mo NPUMEHEHNI0 cneundukaunn, npasnn U napamMerT-
POB ceTeBOW 6e30NacHOCTU, TPpebyeMbiX AENCTBYIOLLUMU NONMMTUKAMN CETEBOW DE30NacHOCTH;

- NIPUHUMATL COOTBETCTBYHOLWNE Mepbl No obecneveHno 3aLluTbl KOMMOHEHTOB CETEBON BE30NACHOCTA
(Hanpumep, pesepBHOE KONMMPOBaHUE, MOHUTOPUHI CETEBOU AEATENBHOCTU, pearMpoBaHne Ha UHUMOEHTHI Oe-
30MacCHOCTU U CcUrHanbl TPEBOTUM U T. O.).

[lonb3oBaTenn cet A0KHbI:

- coobLaTh O CBOUX TpeboBaHUAX K Be30MNaCcHOCTH;

- cobnogaTb KOpnopaTuUBHYHO NONUTUKY DE30MacHOCTH;

- cobntogaTtb KoprnopaTuBHbIE NOMUTUKA AONMYCTUMOTO MCMNONMb30BAHUA CETEBLIX PECYPCOB;

- coobLwaTb 0 COOLITUAX U MHUMOEHTax ceTeBon De30MacHOCTU;

- obecnevnBaTtb 0bpaTHYHO CBA3b NO Bonpocam 3PPEKTUBHOCTU CETEBOWN BE30NacHOCTH.

AyanTopbl [BHYTpeHHME U (UNK) BHeLLHWUe ] AOITKHbI:

- NPOBOANTL NPOBEPKN N ayauT (Hanpumep, nepuoanvyeckn npoBepsTb 3 PeKTUBHOCTL CETEBOW DE30-
MAaCHOCTW);

- MPOBEPATL cobntogeHne noIMTUKA ceTeBon Be3onacHoOCTH;

- NPOBEPSITb N TECTUPOBATL COBMECTUMOCTb AEUCTBYIOLWNX NpaBui ceTeBOU BE30NacHOCTU C TEKYLLIMMIA
TPedOoBaHUAMM OCHOBHOWN AEATENBHOCTU OpraH1u3aunM U NpaBoBbIMM OrpaHU4YeHUAMU (HanpumMep, CNUcKn no-
nb3oBarenemn Ha nony4vyeHne AocTyna K ceTn).

8.2.4 CeTeBOU MOHUTOPUHT

CeTeBON MOHUTOPUHT ABMAETCSH OYEeHb BaXXHOW YacTblo MEHEIXKMEHTa ceTeBOoWN besonacHocTU. CeTeBou
MOHUTOPUHT obcyXXaaetca B 8.5.

8.2.5 OueHKa ceTeBON GE30MacHOCTI

CeTeBast 6e30NacHOCTb ABNAETCHA AUHaAMUYHBIM NMoHATMEM. [lepcoHan, oTBeYatoLlnn 3a obecnevyeHme
Oe30nacHOCTU, AOIKEH ObITb OCBEAOMIIEH O CaMbIX COBPEMEHHbLIX pa3paboTkax B 3ToW obnacTtu U AoKeH
obecnevnBaTb YBEPEHHOCTb B HENPEPLIBHOCTU paboThl ceTEN C YCTAHOBMNEHHBLIMWU akTyalbHbBIMA BEPCUAMMA
npeaocTaBneHHbIX NocTaBLWMKaMKU UCTIpaBNeHUA nporpamMm, obecnevmnearownx doesonacHocTb. Heobxoanmo
nepunognyeckn npegnpuHMMaThb Wark no npoBedeHUo ayauTta UMeroLNXcsl Mep U CcpedcTB KOHTPONS W
ynpaBneHnsa 6e30nacHOCTbO B OTHOLUEHUU YCTAHOBMEHHBIX KOHTPOMbHBLIX TOYEK, BKMoMad TeCcTupoBaHue
0e30MacHOCTU — NOUCK YA3BUMOCTEN U T. A. besonacHocTb AoMKHA ObITb OCHOBHLIM PaKTOPOM NPU OLLEHKE
HOBOW CETEBOUN TEXHONOIMMN U CETEBOWU Cpebl.

8.3 MeHeO)KMEHT TeXHUYeCKUX YA3BUMOCTEN

CeTeBble cpeqbl, Kak 1 pyrie CrioXKHble cucTeMbl, He cBODOAHbI OT NMorpeLlHocTen. TexHn4Yeckne ysassu-
MOCTU TMPUCYTCTBYIOT B KOMMOHEHTax M NyOonukyloTca AN KOMMOHEHTOB, YacTo WUCMOMb3yeMblX B CETHAX.
Ncnonb3oBaHue 3TUX TEXHUYECKUX YA3BUMOCTEN MOXET OKasblBaTb CEPbE3HOEe BNsAHME Ha Be30nacHoCTb ce-
TeW, YTo Yalle Bcero Habnogaetca npmn obecnedeHnn AoCTYNHOCTU U KOHpnaeHUnanbHOCTU. Takum obpasom,
MEHEPKMEHT TEXHUYECKNX YA3BMMOCTEN AODKEH CYLLIECTBOBATb, OXBaThbIBas BCE KOMMOHEHTbI CETU, BKITHo4Yas:

- CBOEBpPEMEHHOE MonyvyeHne nHpopmaunum 0 TEXHUYECKNX YSA3BUMOCTSIX;
- OLIeHKY NoaABepPKeHHOCTU ceTen NoAcOHbIM YA3BUMOCTAM;

- onpegeneHne COOTBETCTBYOLLMX Mep 1N cpeACcTB KOHTPOMNSA U ynpaBneHnsa 6e3onacHOCTbO ANA peLle-
HUS BOMPOCOB, CBA3AHHbIX C 3TUMU YA3BUMOCTAMU PUCKOB;

- peanunsaLnio 1 NPoBEpPKY onpeaeneHHbIX Mep U CpeacTB KOHTPONA 1 ynpaBneHns 6e30nacHoCTbIO.

HeobxoammbiM ycroBMeM AN yrnpaBieHUss TEXHUYECKUMU YA3BUMOCTAMM JOMMKHA ObiTb AOCTYMHOCTL
aKTyanlbHOro 1 MOIHOMo CnucKa BCexX KOMMNOHEHTOB ceTu, obecrnevnBaroLlero HeodbxoanuMy TEXHUYECKYHO NH-
cdbopmaLnto, Hanpumep, o BUAe YCTPOMCTBA, NoCTaBLUMKe, HOMepe Bepcun annapaTHbIX, nporpaMmMHo-anna-
paTHbIX U NPOrPaMMHbIX CPeACTB, a TakkKe opraHn3auoHHY MHdopMaLU Mo, Hanpumep, 06 OTBETCTBEHHbIX
aJMUHUCTPATUBHBIX NULAX.
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Ecnu opraHusaums yxxe paspaboTtana obLyto nporpamMmmy yrnpaBneHUst TEXHUYECKUMMN YSI3BUMOCTSIMUA,
npeanovYTUTENbHBIM PELUEHMEM BOMPOCa ACIPKHA cTaTb UHTErpauus ynpasneHnus ceTeBbiMN TEXHUYECKUMU
YA3BUMOCTSAMU B 00LWyto 3agavy. (Bonee nogpobHyto nHdopmauuio o ynpasneHum TEXHUYECKUMU YSI3BUMOC-
TAMW, BKIHOYas pekoMeHagauuo no peanusauum, cm. B MCO/M3K 27002).

8.4 UneHTUbUKaumua n ayteHTUdgnKaumna

BaXXHO MMeTb BOSMOXXHOCTb OrpaHU4YeHnda gocTyna Yyepes coeanMHeHus, paspellas AoCcTyn TONMbKO YoJ-
HOMOYEHHOMY MNepcoHany (ABnaroLemMycst BHYTPeHHUM UM BHELWWHUM Ang opraHusauun). Hanpumep, pac-
1POCTPaAHEHHBIM TpeboBaHUEM NOMUTUKN ABNAETCA TO, YTODLI AOCTYN K onpeaeneHHbIM ceTeBLIM CEPBUCAM U
CBA3aHHOW ¢ HUMW MHdopMaLIMK ObIN paspelleH TOMbKo Ang yrnonHoMoYeHHoro nepcoHana. lNoaobHele Tpe-
DOBaHUS He ABMNSIOTCSH €AMHCTBEHHBIMW AN UCNONb30BaHUA CETEBLIX COEAUHEHNI, N NO3TOMY Dornee noapoo-
Had UHoOpPMaLMSA, OTHOCSALLASACA K UCMONb30BaHUIO ceTel, MOXeT bbiTb nonydeHa ns MCO/M3K 27002 n
NCO/M3K 27005.

ObnactamMu NpUMMEHeHUss Mep U CpedcTB KOHTPONSA U ynpasneHusa 6e3onacHOCTbIo, KOTOpPbIE MOryT
MMETb OTHOLUEHWE K UCMOSIb30BaHUIO CeTel 1 CBA3AaHHbIX C HUMU MHOPMALMOHHBLIX CUCTEM, ABIMAOTCSH:

- yOaneHHbIn BXo4 B CUCTEMY — BXOA B CUCTEMY YMONTHOMOYEHHOro nepcoHana, paboTtatollero BHe
opraHusaLuun, yaaneHHoro oobcny>XmeatoLlero nepcoHana unu nepcoHana apyrux opraHnsaunid, OCyLLeCcTBNS-
eMbll Yepes KOMMYyTUpyemoe coeiMHeHne ¢ opraHusaunen, NHTepHeT-coeanHEeHNs, BblaeNeHHbIe KaHasbl
CBA3N N3 APYTUX opraHusaumii nMbdo nocpeacTBOM KOMNEKTUBHOIC AocTyna vyepes MHTepHeT. 3TN coeanHEeHUH
yCTaHaBNMBAOT NpU HEODXOANMOCTU BHYTPEHHUMU cUCTEMaMU NUOO napTHepamMn No AOroBOPY C NOMOLLLIC
obweaocTynHbIX ceTen. Kaxabl BUA yaaneHHOro BXxoaa B CUCTEMY AOJDKEH MMeTb A0MONHUTENbHbIE Mepbl U
CpeacTBa KOHTPONA U ynpaefieHUa 0e30MNacHOCTLIO, COOTBETCTBYIOLME XapaKTepy paccMaTpuBaeMon ceTn.
Hanpumep, HenpeaocTaBneHne nNPsAMoro 4ocTtyna K CACTEMHOMY M CeTEBOMY NporpamMMHOMY obecnevyeHuto
MPU yY4eTHBIX 3anncax, UCMONb3YIOLKUXCA ANg yaaneHHOro 4ocTyna, 3a UCKMYeHneM crnydyaes obecrnedyeHus
OOMONHUTENBHOM ayTeHTUMPUKaLUKL (CM. YyCUNeHHasa ayTeHTUPUKauma) — 1, BOSMOXXHO, CKBOSHOIO LUN(pOBa-
HUSA, a Takke obecrnevyeHUe 3aWMTbl OT HECAHKLUMOHNPOBAHHOIO A0CTYNa K MHopMaLnn, CBA3aHHOW C Mpo-
‘PAMMHBIM CPeACTBOM 3JIEKTPOHHOM MNOYThl U AaHHBIMWU KaTanora, XpaHAaAwMMUCA B MNepcoHallbHbIX U
OOPOXKHBIX KOMMbKOTEPaX, UCNOMNb3yeMbIX NepcoHanoMm opraHusaumn 3a npegenamm ee opucos,;

- YCUNEeHHada ayTeHTUPpuKaumua — B TO BPeMsl Kak MCNOoMNb3oBaHWe Nap «MaeHTUdukaTop nonb3oBaTe-
na/naponb nNonb3oBaTens» sIBNAETCs NPOCTbIM CNOCOOOM ayTEHTUMPUKALMK NONb3oBaTENEN, STU NAPbl MOXHO
CKOMMNPOMETUPOBaTb UNK pasragaTtb. CneaoBaTenbHO, AOMKHBI ObITh paccMOoTpeHbl Apyrue (bonee besonac-
Hble) Crocobbl ayTeHTUgMKaL M NoNb3oBaTenen — 0cobeHHO yaaneHHbIX, U (Unn) NpU HanU4nn1 BEICOKOU Be-
DOATHOCTU  NONyYeHUa  OocTyna  HeynonHOMOYEeHHbIM  JMUOM K 3alUWeHHbIM U BaXHbIM
cCUcTemMam — BCNeacTBUe TOro, 4TO AOCTYMN, MHULUUPOBAHHBIA Yyepes3 obLeaoCTyNHble CeTn, UMK A0CTYN K
cucteme (Hanpumep, vepes NanTon), MOXeET oKasaTbCA BHE HenocpeACTBEHHOro KOHTPONSA opraHusauun.
[1pocTeiMK NpuMepamin asndaroTca ncnone3osaHne CLID (Ho nockonbky CLID oTkpbIT Agnga cnydguHra, ero He
crneayeT UCNoNb3oBaTh B KAaYeCcTBe NoATBEePKAEHHOTO naeHTUdMKaTopa 6e3 AONONHUTENBHOW ayTEeHTUMUKA-
LIMA) U CBSAI3EN Yepe3 MOAEeMbI, KOTOpble OTKIHYaloTCs, eCNU He UCMONb3YHITCA, U MHULMUPYOTCA TONBKO NO-
crne noaTBepxXaeHus naeHTudpukaTopa Bbl3biBaoLWen CcTOpoHLL. [pumepamn 6onee CNOXHOro, HO HAMHOIO
bonee Be30NacHOro UCNOIb30BaHNA — OCODEHHO B KOHTEKCTE yAaneHHOoro Aoctyna — sIBMAETCH UCMONb30-
BaHMWe ApYrux cpedcTB naeHTUUKaLUnU1 noaaepXkm ayTeHTUugmnKkaym nonb3oBaTtenen, Takux Kak gucTaHL -
OHHO NPOBEPEHHBIE MaPKepbl U CMapT-KapThl, U obecneveHne PyHKLUOHUPOBAHNSI MapKkepa Unnu cMapT-KapThl
TONbKO BMECTE C ayTeHTUPULNPOBAHHON YYETHOWU 3anUCbio YNONMHOMOYEHHOTro nonb3oBartend (M npeanoyvTu-
TenbHo, K 3Toro nonb3oBartens, a Takke MecTONMONOXEHUA/TOUKA A0CTYNa 3TOr0 NONb3oBaTens) U, Hanpu-
Mep, ntobon cooTBeTcTBYOLWMA PIN-koa nnmn buomeTtpudeckn npodpuns. ODbIMHO 3TO Ha3kbIBAETCH «CTPOrou,
OBYX(aKTOPHOW, ayTeHTUdUKaumneny;

- be3onacHoe 0gHOPAa30Boe NpeAbsABNEHUE NMapons — TaMm, rae Aeno KacaeTcd ceTen, Nonb3oBaTe N, Be-
PDOATHO, OyAYT CTANKNBATLCA C MHOMOYUCNEHHBIMWU NPOBEpKaMn naeHTUPUKaun n ayteHTudpukauun. lNpun Takmnx
0DCTOATENLCTBAX Y NMOMb30BaTENEN MOXKET BO3HUKHYTbL CODMasH UCMoNb3oBaTh Hebe3onacHbIe MeToAb!, Takue,
Hanpumep, Kak 3annucb naponen Un NoOBTOPHOE UCTONb30BaHNE OOHUX U TeX XXe AaHHbIX ayTeHTUdUuKauun. be-
3onacHoe ogHopa3oBoe NpeabdaABieHNe Napons MOXeT CHU3UTb PUCKU, CBA3AHHEIE C TaKUM NoBegeHUEM, NMyTem
COKpalleHNsa Yncna naponen, KotTopble nonb3oBaTelb A0MKeH 3anoMHUTL. Hapsaay co CHMXKeHUEM PUCKOB 3TO
MOXET YIy4LUNTb NPCAYKTUBHOCTL PaboThl NONbL30oBaTENA U YMEHbLWNTL padovne Harpysku «CrpaBoyHOro cTo-
na», cBs3aHHble C NOBTOPHOM yCTaHOBKOM naponen. OgHako cnegyet OTMETUTL, YTO NocneacTBua cbos cucre-
Mbl ©e30nacHOro oAHOPa3oBOro NpeabsaABNeHUs Naponsd MoryT ObiTb CEPbE3HbIMU, Tak Kak He odHa, a MHOro
CUCTEM U NPUNOXKEHN NOABEPTHYTCS PUCKY U BYAYT OTKPLITHI 47151 KOMApoMeTaLun (3TO MHOMAa Ha3bIBaOT «PUC-
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KOM «KItoven oT uapctar). CrnegoBartenbHo, MOryT NoTpedboBaThest 0onee MOLLHbIE MO CPaBHEHWNIO C OObIYHbI-
M MeXaHW3Mbl MAeHTUUKaALMN N ayTeHTUMhUKaUMK, YTO KenaTenbHO ANs UCKNoYeHUa naeHTudunkaumm n
ayTeHTUpnKayum B cMmblcrie oyHKLMA C BBICOKOW CTENEHLIO NPUBUNErMPOBAHHOCTU (CUCTEMHBIN YPOBEHL ) N3 pe-
XXMa 06e30nacHOro 0aHoPasoBOro npeabaBneHnst Naporns.

8.5 BegeHMe KOHTPONbHbIX XXYPHANOB U MOHUTOPUHT CETU

OuveHb BaXkHO obecneunBaTtb 3PPEKTUBHOCTb CETEBON DE30MacHOCTU NOCPEACTBOM BeAEHUS KOHTPOb-
HBIX XKYPHaNoB U NOCTOAHHOIO MOHUTOPUHIA € DbICTPBLIM CDHapYXXeHUeM, UccneaoBaHMem codbbITUN Besonac-
HOCTU WU ONOBEeLleHNEM U pearnpoBaHMEM Ha HUX, a 3aTeM — Ha UHUMAEeHThl. be3 BeaeHUA KOHTPOMNbHLIX
XXYPHanoB U NOCTOAHHOMO MOHWUTOPUHIa Henb3s ObiTb YBEPEHHLIM B MOCTOSIHHOU 3(PEKTUBHOCTUA Mep U
CpeacCTB KOHTPONS U ynNpaBleHUa ceTeBon Be30nacHOCTbIO, a TakKe B TOM, UTO He byayT NponUcXoanTb MHLLK-
OeHThl 6e30nNacHOCTU C pe3ynbTUpYLWMA HeONaronpuUATHLIMU BO3OASUCTBUSIMA Ha onepaLnum OCHOBHOM
0esATeNnbHOCT opraHM3auun.

B KOHTPOMNbHLIX XXypHanax AoMKHO PUKCUPOBATbLCH 40CTAaTOUHOE KONMNYeCcTBO nHdopmMaLnm od aBapum-
HbIX COCTOSIHUSIX U AEUCTBUTENbHBLIX CODLITUAX C TEM, YTODBLI MOXXKHO ObINO OCYLLECTBNATL TWAaTebHbIA aHa-
N3 npeanonaraemMblX U gakTndeckux uHumaeHToB. OaHako npusHaBasi, UTO (PUKCUPOBaHWE OrpOMHOrO0
obbemMa nHdopmMaLnn, CBA3AaHHON C CETEBLIMU CODBITUSIMU, MOXET 3aTPYAHUTL YNpaBieHne aHanmsom 1 no-
BMUATb Ha ero NpoAyKTUBHOCTbL, CO BPpEMEHEM cneayeT obpallaTb BHUMAHME Ha TO, YTO (PUKCUPYETCS Ha ca-
MOM aene. [Anga ceten HeobxoaMmo nogaepXnMBaTbh KOHTPOMNbHLIE XXYypPHAanNbI, PUKCUpYoLLKMe crieayroLuine Byuabl
COObLITUI:

- HeygaBLUMecs NMonbITKM BXo4a B CUCTEMY C yKasaHWUeM aTbl U BpeMeHU;

- Heyaa4yHoM NOBTOPHOWU ayTeHTUMMKaunm (N MCNoNb3oBaHUA MapKepa);
- HapyweHusa Tpaduka Yyepes L3kl 6€30NacHOCTN,

- AUCTAHLUWOHHBIE MOMbITKA NONYyYeHUa A0CTYNa K KOHTPOSbHbBIM XXypHanam ceTeBbiX COObLITUN;

- NpeaynpexaeHna od onacHOCTU UMK aBapUHbIE COODLLIEHUA CUCTEMBI YNIPaBNEeHUS ¢ NOCNeACTBUSIMIA
ans 6eaonacHocTn (Hanpumep, aybnuposanne IP-agpeca, HapyLleHUS pU3NYECcKon Lienn).

B KOHTEKCTe ceTen nHpopmauna AN KOHTPOMNbHLIX XYPHaNOB A0/MKHA ObIThb nonyvyeHa U3 pasnnyHbIX
NCTOUYHWUKOB, TAKUX, HANPUMED, KaK MapLLIpyTU3aTOpbl, MEXCETEBBLIE 3KPaHbl, CUICTEMbI ODHApPYXXEeHUSI BTOPXKe-
HAN, N NepeaHa Ha UeHTpalbHbIN CepBEP perncTpaunm angd oobegnHeHnUs 1 TwaTenbHOoro aHanunsa. Bee Kon-
TPONbHbIE XXYPHaNbl AOMKHbI N3y4YaTbCA Kak B peXXMme peanbHOro BpeMeHu, Tak U B aBTOHOMHOM pexunme. B
pexXxmme peanbHOro BpeMeHU pernctpaLnoHHbIe 3anmct MOryT ObITb OTODpaXkeHbl Ha 3KpaHe B peXmme rnpo-
KPYTKM U UCNONb30BaHbl AN npeaynpexaeHns o noTeHUManbHbIX atakax. ABTOHOMHBIAN aHann3 ABNsAeTCS
BaXKHbIM, MOCKOMNbLKY OH MO3BONAET onpeaensartb o0LLY0 KapTUHY C MOMOLL IO aHannsa TeHaeHUun. NepBbiMU
MPU3HaKaMn aTakmM Ha ceTb MOTYT ObITb 3HAYUTENbHLIE «CMeabl» B XXypHanax MeXCceTeBbIX 3KpaHOB, YKasbiBa-
loline Ha OencTBME Mo 30HAUPOBaHWUKO NOTeHUUanbHOW uenu. Cuctema obHapy)XeHUs BTOPXKEHMA MOXET
TaKke obHapYyXNBaTb 3TO B pealribHOM BPEMEHW MO CUTHATYpPE aTaKu.

CnegyeT NoAYEPKHYTh, UTO B aHaANUTUYECKUX N UCCNedoBaTeNbCKUX LensxX A0IKHbBI UICNOMb30BATLCA CO-
OTBETCTBYIOLLUME YTBepXAeHHbIe NporpamMMHble cpeaAcTBa aHanusa U MeHeKMeHTa KOHTPOIbHBIX XXYPHAanoB
ONs XpaHeHUa M BOCCTAHOBMNEHUSA XXYPHAaroB, NPoCNeXXMBaeMoCTU U OTYETHOCTU NO KOHTPONBHBIM XXypHanam (B
OTHOLLEHUN KOHKPETHBLIX MOofb3oBaTenen, NpUnoKeHnun n Buaos MHopMaL M, a Takke BpeMeHHOro neproaa,
0CODEHHO ecnun 3T0 HeobxoanMMO B UCCeaoBaTEeNbCKUX Lensix) ¢ ObICTPbIMU, CHOKYCUPOBAHHBIMM N NErko no-
HATHBIMMW pe3ynbTaTaMmu. OT4eThl 00 aHaNM3e KOHTPOMBHLIX XXYPHaNoB AOMKHbI apXUBUPOBATLCH U XPaHUTLCA B
De30nacHOM MecTe B TeYeHNe YCTAHOBMNEHHOro nepuroaa BpemMeHn. Kpome Toro, Ans camMmx KOHTPOMbHBLIX XKyp-
HanoB A0JMKHa obecnevmBaTbCcs 3allmMTa B BUAe UaeHTUpnKaum, ayTeHTugukauum n ynpasneHns AoCTynom.

[1OCTOSAHHBIM MOHUTOPUHT AOIMKEH OXBaThbIBaATb:

- KOHTPONbHLIE XKYPHanbl MeXCeTeBbIX 3KpaHOB, MapLUPyTMU3aTOPOB, CEPBEPOB U T. A.;

- NpeaynpexaeHnus od onacHOCTU UMK aBapuUHble COODLLIEHUA U3 KOHTPOIBHBLIX XXYpHaNoB, 3apaHee
CKOHpUrypupoBaHHbIe Ansl yBeaoMIeHnst 00 onpegeneHHbIX Buaax codbbiTUA, Hanpumep, 0T MEXCeTEBbIX 3K-
paHOB, MapLIPyTU3aTOPOB, CEPBEPOB U T. A.;

- BbIXOAHbIE AaHHblE CUCTEM ODHAapPYXXEHUNSA BTOPKEHWN;

- pe3ynbTaThl AeATENbHOCTEN NO CKAHUPOBAHUIO CETEBON DE30MNACHOCTN;

- MHOPpMaLUMIO 0 CODBITUAX N MHUMAEHTaX, O KOTOPbIX COODLLMMN NONb30BaTENN, U BCNOMOraTenbHbI
nepcoHan,

- pe3ynbTaThbl NPOBEPOK COOTBETCTBUS BE30MNaCHOCTH.

KOHTpONbHLIE XXypHanbl A0MKHbI ObITb AOCTYMHLI B peXXMMe on-line B TeMeHne nepruoaa BpeMeHu, CooT-

BETCTBYHOLLUEIO I'IOTpe6HOCTS:IIVI OopraHn3aliini, 1 BCE KOHTPOJIbHBIE XYPHAl1bl AOJIXKHBI ﬂ,y6J'II/IDOBaTI:=CFI N apPXNBIA-
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pOBaTbLCHA CrOCcObOoM, cbecnevnBaoLLMM UX LeNMOCTHOCTb M AOCTYMHOCTbL, HANPUMER, C NMOMOLLLIO HOCUTENEN C
OQHOKpaTHOW 3annCbio M MHOTOKPaTHBIM CYUTLIBAHUEM, TaKUX, HANPUMeEP, Kak KoOMNakT-guckn. Kpome Toro,
KOHTPOMNbHbIE XYpHarnbl A0MKHbI coaepXaTb KOHpMAeHUMaNbHY MHQOoOpMaL Mo Unu MHQopMaL o, NpUroa-
HYIO NS TeX, KTO MOXKET 3aX0TETh aTaKoBaTb CUCTEMY Yepes CETEBbIE cCoeANHEHUS, a 0bnagaHne KOHTPOMbHbI-
MW XXypHanamMmy MOXeT NpedocTaBNAThL A0oKasaTeNbCTBO nepeaavym gaHHbIX No CETU B cnydae BO3HUKHOBEHUS
cnopa. NoaToMy KOHTPONbHbIE XXypHanbl 0CODeHHO HeOBXOAUMBI B KOHTEKCTE obecneyeHns LenoCTHOCTU UH-
popmMaunn U HEOTKaA3yeMOCTU AOoCTyna K Hel. CnegoBaTenibHO, BCE KOHTPOMbHbLIE XXypHanbl AOMKHbI ObITh
Haanexalwmm obpasom 3allneHbl, BKNYas YyTUNM3aL M0 apXUBHBLIX KOMNAKT-AUCKOB B YCTAHOBMNEHHbIE CPO-
K. KOHTpONbHLIE XXYpHanbl A0MKHbI XpaHUTbCHA Be3onacHbIM 0bpa3om B TedeHne nepmnoga BpeMeHn, COOTBeE-
TCTBYHOLWEro TpeboBaHUAM KOHKPETHOW OpraHusaumm M OeUCTBYIOLLEMY 3aKOHOOATENbCTBY. TakXKe BaXKHO,
YTOObI BO BCEX KOHTPOMBHBLIX XKYpPHanax 1 CBA3aHHbLIX C HUMK cepBepax Hagnexalwmm obpasomM yunTbiBanach
BpEMEHHAs CUHXPOHU3aLUS, Hanpumep, nytem ncnonssosaHns NTP-npoTokonos, 0CoBEHHO B Liensix paccre-
OOBaHUA N B cnyvyae BO3SMOXHOIo cyaebHoro npecnegoBaHus.

CnenyeTt NogvYepKHYTb, YTO MOHUTOPUHI CETU AO0ITKEH NPOBOANUTLCA CNOCODOM, MONHOCTLIO Cornacy-
FOLLIMMCSH C COOTBETCTBYIOLLUM HALMOHAlNbHBIM U MEXAYHapPOAHbIM 3aKOHOAATENBbCTBOM U NpeanicaHnsamMu,
B TOM YNCIIE U C 3aKOHOOATENMbCTBOM MO 3allUTe AaHHbLIX U PerynmpoBaHuUio cnegcTBEHHbIX MOMHOMOYNNA
(CornacHo KOTOpPOMY BCe NOMNb3oBaTeNn A0MKHbI BbITb MPOUHPOPMUPOBAHBLI O MOHUTOPUHIE A0 ero NpoBe-
neHus ). B obwnx yeptax MOHUTOPUHT AOMMKEH NPOBOANUTLCH OTBETCTBEHHO N HE UCMOMNb30BAaTbLCS, HANPU-
Mep, ONd aHanusa noBeAeHUs COTPYAHUKOB B CTpaHaxX C XEeCTKMMWU HOpMaMK npaBa, OXPaHALWUMU
HEeNPUKOCHOBEHHOCTb YaCTHOM XXU3HWU. O4eBUOHO, YTO NPOBOAUMBIE A€UCTBUS OOKHBI COrNacoBbIBATLCH
C NonuUTUKamuy 6e30nacHOCTU N CEKPEeTHOCTU opraHudauun/coobulectsa, U ObITb YCTAHOBMNEHLI COOTBE-
TCTBYIOLUE PEXUMY NnpoLeaypbl U CBA3aHHbIE C HUMKN 00A3aHHOCTU. BeaeHne ceTeBbIX KOHTPOMbHBLIX XKYp-
HaNOB N MOHUTOPUHI CEeTU TaKXKe AOMKHBI NPpOBOANTLCA Be3onacHbIM ¢ TOUYKU 3peHnsa npasa obpasom, ¢
YY4ETOM TOrO, YTO AaHHble KOHTPOMbHBLIX XXYPHANOB MOMYT UCMNOMb30BaTLCA MPW YIONOBHOM UMK rpakgaH-
CKOM npecrnegoBaHun.

BOonbLUYO YacTb Mep 1 cpeacTB KOHTPOMSA U yrpasneHns 6e30MNacHOCTbIO MO BEASHWUIO KOHTPOMbHbIX

XKYPHaNoB N MOHUTOPUHTY, TPEBYIOLLUXCS B OTHOLLIEHUU MCNOMNb30OBaHUA ceTer 1 CBA3AHHbLIX C HUMKW MHAbOpMa-
LMOHHBLIX CUCTEM, MOXHO onpeaenntb ¢ nomoLllbio MCO/M3BK 27002 n MCO/M3BK 27005.

8.6 ObHapyXeHUue U npeaoTBpaLleHUue BTOPXKEeHUN

C yBenniyeHneM UCNoNbL3oBaHUA cCeTen 3NoYyMbILUNEeHHUKaM cTano npolwe HaxoauTb MHOMCYUCTIeHHbIE
cnocobbl NPOHUKHOBEHUA B MHPOPMALIMOHHBIE CUCTEMBI U CETU OpraHnsaunn Unm coobLlecTBa, MacKMpoBaTh
CBOW UCXOQHble TOYKK AOCTYNAa M NonydaTb AOCTYN Yepes CeTU U LieneBble BHYTPpeHHUe MHpopMaLMOHHBbIE CUC-
TeMbl. KpomMe Toro, 3noyMblLlLUNEHHUKN CTAHOBATCA BCe Bonee n3oLwpeHHbIMK, a B IHTepHeTe N B OTKPLITOU
nnuTepaTtype Nerko AoCTynHbl YCOBEPLUEHCTBOBaHHbIE MeToabl U CpeaAcTBa aTak Ha MHOpMaLUWUOHHBIE CUCTE-
Mbl. [1leMCTBUTENbHO, MHOTUE U3 CPeACTB aTakn Ha MHPOPMAaLMOHHBbIE CUCTEMBI ABNAOTCH aBTOMaTU3INPOBAH-
HBIMW, MOTYT ObITb O4YeHb 3(PEPEKTUBHLI N MPOCTbl B UCMOMb30OBAHNA, BKIHOYAsi NPUMEHEHUE UX NLAMU C
orpaHU4YeHHbIM ONbITOM NMPOHUKHOBEHUA B MHPOPMALUNOHHBIE CUCTEMBI.

[1na 6onbLMHCTBA OpraHu3aLMii 3KOHOMUYECKN HEBO3MOXHO NMpeaoTBpaTUTb BCe MOTEeHUMaNbHbIE MNpo-
HUKHOBeHUs. CneaoBaTenbHO, CYLLIECTBYET BEPOATHOCTb OCYLLECTBIIEHNS HEKOTOPLIX NPOHUKHOBEHNIA B MHOP-
MaLMOHHbIE CUCTEMbI opraHusaunn. PUckn, ceasaHHble ¢ 60NbLUMHCTBOM NMPOHUKHOBEHWA B MHpOPMAaLMOHHbIE
CUCTEMbI OpraHu3aLnin, AOMKHbI paccMaTpuBaTbCcs Yepes peanusauuio o6ocHOBaHHON MaeHTudukaum n ay-
TeHTUNKALNK, NOTMYECKOro KOHTPONA 4OCTYNa, Mep 1 CpeacTB KOHTPOMNA 1 ynpaBreHus y4eToM 1 ayauTom U,
ecrfn 31O onpaBAaHo, BMecTe ¢ BO3MOXHOCTAMU OOHapyXXeHUs 1 NpeaoTBpalleHns BTOpXKeHUN. Takne BO3MOX-
HOCTW oDecnedymBaoT crnocobbl NPOrHO3NPOBaHNS BTOPXKEHUNA, NASHTUUKALMU BTOPXKEHWNA B PEXMME pearlbHO-
"0 BDEMEHW, COOTBETCTBYHOLLIErO NnpeaynpexaeHna ob onacHocTy U NpegoTBPaLLEeHUst BTOPXKEHWUI, a TakKe AatoT
BO3MOXHOCTb NToKanbHoro cbopa nHdopmaLmn, KacaroLenca BTOPXKEHWNI, nocneaytoLlero ee 06o6LeHns n aHa-
Nn3a, a TaKkKke aHanmaa oObIMHBIX Modenen NoBeaeHUA/MCNoNb30BaHNa MHPOPMAaLMOHHBIX CUCTEM OpraHu3a-
LLAN.

Cuncrtema obHapy>XeHUst BTOPXKEHNI «NpOocnyLIMBaeT» Becb Tpadunk BO BHYTPEHHUX CETSAX C Lienbto onpe-
AeneHnsa Toro, YTo NpeanpuHNMaeTcs: NMonbiTka BTOPXEHWS, BTOPXKEHWUE NMPOUCXOQUT, BTOPXKEHME yXKe Npoun-
30LUMN0 U, BO3MOXHO, OCYLUECTBMNSAETCA pearMpoBaHWe Ha BTOPXEeHWe U npeaynpexaaerca o6 onacHocTU
COOTBETCTBYIOLWMUIA NepcoHan. CyLLIecTBYOT ABa BUAA CUCTEM OOHapPY>XeHUSI BTOPXKEHWNIA:
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- NIDS — cuctema, ocyllecTBnsoWas KOHTPOMb NakeToB B CETU U NbiTaloWAsACa O0DHapyXUTb 3M0Y-
MbILLIE€HHUKA NocpeacTBOM COMOCTaBMEHUS MOAEeNn ataku ¢ 6a3on gaHHbIX M3BECTHLIX Modenen artak;

- HIDS — cuctema, ocylecTenaoLasa KOHTPONb AeATEeNbHOCTU Ha cepBepax NyTeM MOHUTOPUHIa XKYp-
HanoB perucTpaunm codbbiTUn 6e30nNacHOCTU U NMPOBEPKM Ha NpeaMeT U3MEeHEeHUN B CUCTEeMe, TakKnx, Hanpu-
Mep, KaK U3MeHeHUs B KpUTUYecKnxX dpamnax cCUCTeMbl MU peecTpe CUCTEM.

CuctemMa npeanoTBpalleHUs BTOPXXeHUN NpoBepdeT Becb TpaduKk nepea ero nepexoaom BO BHYTPEHHMe
CETN N aBTOMATUYECKU DNOKNUPYET BCE pacno3HaHHbIE aTaku, ApYrMMiM CNoBaMU, CUCTEMA NpeaynpeXaeHuns
BTOPXEeHWUA creynanbHo npegHasHavdeHa ans odbecnevyeHns BO3IMOXHOCTU aKTUBHOIMO pearmpoBaHuUS.

[MoapobHast uHpopmaums o6 obHapyXeHUn W npeaynpexaeHun BTOPXKEHWWA npeacrtaBneHa B
NMCO/M3K 18043.

8.7 3aluTa OT BPeAOHOCHLIX NporpamMmm

BpeaoHoOCHBIe nporpaMmmbl (BUPYChI, YepBU, TPOSIHCKME KOHW, LUMMOHCKME NporpaMmMHble cpeactBa U
T. A., KOTOopble YacTo 0b03HaYaT O0bLWMM TEPMUHOM «BPEeAOHOCHLIE NporpamMMHble cpeaCcTBa») MOTYT ObITh
BBeAeHbl Yepes ceTeBble coeAnHeHUs. KOHKpeTHada BpedoHOCHada nporpamMmmMma MOXeT 3aCcTaBUTb KOMNbIOTEP
BbIMOMHATL HECAHKLMOHUPOBAaHHLIE PYHKUMK (Hanpumep, «bomdapanpoBaTh» yKasaHHYo Lenb coobLeHNs-
MW B YKa3zaHHOe YNCMO U BpeM4) UM pakKTUYeCKN YHUUTOXNTb BaXKHble pecypchl (Hanpumep, yaanuTts pannsl).
byayuu npoaybnmpoBaHHOW, BpeaoHOCHas nporpamMmma nelTaeTcsl 00HapYyXXUTb Apyrne ysa3BiMMble CepBepsl.
BpeaoHocHaa nporpamma He MOXKeT DbITb ODHapyXXeHa A0 HaHeceHUs el yulepba, ecny TONbKO HE NPUMEHS-
I0TCA cneunanbHble Mepbl U cpedcTBa KOHTPOMNA U ynpaBneHuda. BpeaoHocHad nporpaMmma MoXXeT NMpUBeCTU K
KOMMpoMeTaL 1 Mep 1 CPeacTB KOHTPONSA U ynpaBneHns 6e30nacHOCTbIO (HanpuUMep, K 3axXBaTy 1 PacKpbITUID
naponen), HenpegHaMmepeHHOMY packpbITUO MHOPMaLUWK, HenpeaHaMepeHHbIM ee USMEeHEHUAM, YHUUTOXe-
HUIO MHpOpMaUUn U (MNK) HeECaHKLUMOHUPOBaAHHOMY UCNONb30OBAHMNIO PECYPCOB CUCTEMBI.

HekoTopble dopMbl BpeOHOCHOW NporpaMmmMbl MOTyT ODHapPYKMBATLCA U yaansTbCs crneunanbHbIM CKa-
HUPYIOLWUM NporpaMMHbIM cpedcTBOM. [nsa HEKOTOPLIX BUAOB BPeAOHOCHOM NporpaMMbl CYLLLECTBYIOT CKaHe-
Pbl A5 MEXXCETEBbLIX 3KpaHOB, annoBbIX CEPBEPOB, NOYTOBLIX cepBepoB, [K/pabovnx ctaHuun. Kpome Toro,
ONA co3aaHus BO3MOXHOCTU 0OHapYXXeHUA HOBOW BPeAOHOCHOMW NMPorpamMmmMbl O4eHb BaXKHO 0DecneymnTb NOCTOo-
AHHOE COOTBETCTBME CKaHUPYHOLWNX NPOrpaMmMHbBIX CpedcTB YPOBHIO COBPEMEHHLIX TpeboBaHWUN, XXenaTenbHo
NnocpeacTBOM MpoBeaeHnsa exeaHeBHbIX 0bHOBMNeHUN. OaHako nonb3oBaTenn U aaMUHUCTPAaTOoPbl AOMKHbI
OCO3HaBaTb, YTO HE crneayeT pacCcyUThIBaTb Ha TO, YTO CKaHepbl obHapy)XaT BCe BPeAOHOCHLIE NMporpaMmmel
(MK gaxke BCe BpedOHOCHbIE NporpaMmmMbel KOHKPETHOTO B1Aa), MOCKONbKY MNOCTOAHHO NOABNAIOTCA HOBbIE QOp-
Mbl BpeOHOCHbIX nporpamm. OObLIMHO ANA YCUNEHUS 3alnTbl, 0becnevnBaemMomn ckaHepamu (Mpm Hanuydmm),
TpebyoTca apyriue mepbl U cpeacTtsa ynpaBneHUsl U KOHTPONMS.

OCHOBHOW 3aaa4en nporpaMMHbIX CpeACcTB 3alluThl OT BpeAOHOCHOW NporpamMmebl sIBNSIeTCHA CKaHUPOoBa-
HMe gaHHBLIX U NporpamMm C Uenbio ngeHTugukaunm nogosputenbHblX Moaenein, cBssaHHbIX ¢ Bpe4OHOCHLIM
nporpaMmmMHeIM cpeacTBOM. bubnuorteka ckaHMpyemMbiX MOOENEN, NIBECTHBIX KaK «CUTHaATypbl», AOMKHa 00-
HOBNSATLCA Yepes onpeaerneHHble NPOMEXYTKN BpeMeHU UMK KaXkablv pas, korga cTaHOBATCS AOCTYNHBIMU HO-
Bble CUTHATYpPbI ANs1 npeaynpeXxaeHns o BpeaAoHOCHOM NporpaMmMHOM CpeCcTBe C BLICOKOU CTeNeHbio pucka. B
KOHTEKCTe yaaneHHOoro Aoctyna nporpaMmMHoe cpeaCcTBO 3alUThI OT BpeAoHOCHOW NporpamMmmbl A0MKHO pabo-
TaTb Ha yAaneHHbIX CUCTEMAaX, a TakkKe Ha cepBepax UeHTpanbHOW CUCTEMbI — OCODEHHO Ha cepBepax
onepaunoHHoU cuctemMmbl Windows 1 3NeKTPOHHOW MoYTHI.

CeTeBble NoNb3oBaTeENN U agMUHUCTPATOPLI A0JPKHBI OCO3HaBaTh, YTO NPU B3aMMOOeUCTBUN C BHELLHN-
MW CTOPOHaMM MO BHELLUHUM KaHanam CBSI3U CYLLIECTBYIOT PUCKK Donee 3HauynTelbHbIe MO CPaBHEHUIO C 0DbIY-
HbIMW, CBSI3aHHbIE C BPeAOHOCHbLIM MporpaMmMHbIM cpeacTBOM. [JOMKHbI ObITh paspaboTaHbl pekoMmeHaaunn
Onga nonb3oBartenen U agMUHUCTPATOPOB, onpedenarolme npoueaypbl U npakTudeckme rnpuembl cBegeHus K
MUAHUMYMY BO3MOXHOCTWU BHeApeHUA BpedoHOCHOU NporpamMmMbi.

[Tonb3oBaTeNn U agMUHUCTPATOPLI AOIMKHBI 0COD0 NO3abOTUTLCA O KOHPUTYPUPOBAHUN CUCTEM U NMPU-
NOXeHWUN, CBA3AHHLIX C CeTEBLIMU COEAUHEHUAMM C TEM, YTODOLI ONOKNPOBAaTL PYHKLUN, HE ABMAKOLMECH He-
0DXOoONMBIMUN NMPU AaHHbLIX obcTosATeNnbCTBaAX. (Hanpumep, npunoxeHus MK mMorytT KOHQUrypupoBaThbCsl Tak,
YTOObLI MakpoKoMaHadbl DNOKMPOBaNUCL NO YMONYaHUIo UNn TpeboBanu NoATBEPKAEHUA NONb3oBaTENS nepea
BLINONIHEHMEM MaKpoKoMaHa).

bonee noapobHas wWHpopmMauuMsa O 3awute OT BPEeAOoHOCHBLIX nporpaMmm  npeacTtaBneHa B
NMCO/M3K 27002 n MCO/M3BK 27005.

[MTpumevanune—BWNCO/MIK 11889 npeacraBneHa TeXHONOMMS, LUNPOKO NMPUMEHSEMAN B KITMEHTCKUX N CEP-
BEPHbIX CUCTEMAX, KOTOPas MOXET BbITb NCNONb30BaHa Ans 0bHapyXeHUs 1 N30NTMPOBaHUA NPOrpaMmm BPe4OHOCHOIo NN
HEN3BECTHOMO NPOUCXOXAEHUS.
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8.8 Ycnyrun, ocHoBaHHbIe Ha KpunTtorpadgpuu

B ycnoBusix, korga 6onsbLIoe 3Ha4YeHne UMeEeT coxpaHeHune KoHuaeHUnansHOCTU, Ang WndpoBaHus
MHpOpMaL MK, Npoxoadallen yepes ceTu, cneayeT paccMOTPeTb Mepbl U cpeacTBa KOHTPONA U ynpaBneHud,
CBSA3aHHblE C WndpoBaHUeM. B ycnoBusax, korga 6onbwioe sHavyeHne MMeeT coxXpaHeHue LEenOCTHOCTU UH-
hopmaLnn, Ana sawnuTel MHOPMaLIKMK, NpoXoadllen No ceTeBbIM cCOegNHEHUAM, crieayeT pacCMOTPETb Meph!
N CpeacTBa KOHTPONA U ynpaBfeHus, CBA3aHHbIE C LMPOBON NOANUCLIC U (UNK) LENOCTHOCTLIO COObLLEHUS.
Mepbl 1 cpeaCTBa KOHTPONSA U yNpaBneHus, CBA3aHHble ¢ LMdpOoBOU NOANUCKI0, CNOCODHBI obecneynBaTh 3a-
LLIUTY, CXOOHYHO C TOW, KOTOopas obecnevmBaeTca MepamMm U cpeacTBamMun KOHTPONA U YripaBneHnst ayTeHTUgpun-
Kaunen coobleH. Takke mMepbl U CpeacTBa KOHTPOMS U yNpaBneHus, cBA3aHHble ¢ U pOBON NOANUCHID,
obnagaroT CnoCOOBHOCTHIO HEOTKA3YEMOCTMN.

B cnyJvae, ecnu cyuwlectByeT TpeboBaHne obecnevyeHns BOIMOXHOCTU npeaocTaBneHns yoeantenbHoro
OoKasaTenbCTBa NPOXoXaAeHWNs MHpopMaL MK No CeTU (HEOTKA3YEMOCTL ), HEODXOANUMO PaCcCMOTPETL Creayto-
LLIMe Mepbl U cpeaCcTBa KOHTPONA U yNpaBleHUs:

- KOMMYHUKALIMOHHbIE NPOTOKONMbI, NpeaoCcTaBnsatolMe NOATBEPXKAEHME nepegayn AaHHbIX;

- NPOTOKONbI NPUNOXEHUA, TPpebyoLne NpeaocTaBNeHUA aapeca UnNn naeHTudgukaTopa nHuumuaTopa u
npoBepgdLLne Hannume 3aTon MHopmMmaLuu;

- LUNHO3bI, NpoBepsiolWne oopMmaThl agpeca oTnpaBUTeNs U nonydaTtens Ha TOYHOCTb CUHTaKCeUca U He-
MPOTUBOPEYMBOCTb MHOPMALIMM B COOTBETCTBYHIOLLMX KaTanorax;

- NPOTOKONbI, NOATBEPXKAAOLWNE A0CTABKY U3 ceTel U NO3BONSALWME onpeaenaTh NOPAaoK CreaoBaHUS
MHJpopMaLUN.

Korga BakHa BO3MOXXHOCTb AoKa3zaTeNnbCTBa nepegadn Unu nonyyvyeHnsa MHgopmaunm B cnyyae BO3HUK-
HOBEHUA CMOPHOU cUTyauumn (apyrasa gpopmMa HeoTKasyemMocTun), HeobxoaumMo AoNoNHUTeNbLHoe obecrneveHmne
YBEPEHHOCTU NYyTEM UCNOMb3OBaHUA CTaHOapTHOro Metoda uudposon noanmcu. Ecnn TpebyeTtcs noaTeep-
XAeHUEe NCTOYHUKA, TO OTnpaBuTenn nHdopmMaLunm AoMKHbI CKpennaTs MHdopMaumto L poBon noannuceio No
obLemy ctaHaapTy. Ecnn TpebyeTtca noaTBepKAaeHMe O0CTaBKU, TO OTNPaBUTENN ACMKHEI 3anNpOoCUTb OTBET,
CKpenneHHbIN LMPPOBOU NOANUCHIO.

[Tpn NPUHATUK pelleHnst 00 UCMOoNb30BaHUK WM POoBaHUS, LMGPOBOX NOANUCKH, LIENTOCTHOCTU coobLLe-
HUAS UM OPYTMX MEeP U CPeACTB KOHTPOMNSA U ynpaBneHnsa 6e30nacHOCTbiO, OCHOBaHHbLIX Ha LUMpOBaHMK, HEOD-
X0OAMMO NPUHMMAaTbL BO BHUMAaHWME COOTBETCTBYIOLLUME 3aKOHbI U nNpegnucaHua OpraHoB WUCMONMHUTENbHOW
BTacTW, COOTBETCTBYHOLLIME UHPPACTPYKTYPbLI OTKPLITOrO Knova, TpeboBaHUS K MEHEKMEHTY KITHOYEN, Nnpu-
rOAHOCTb UCMOMNb3YIOLWNXCS MEXaHU3MOB UM POBaHNSA ANA 3a4eACTBOBAHHOIO TUMNa CETEBOIO CoOeAUHEHNUS U
HeoOXoaUMYLO CTEMEHb 3aLNUTHI, a TaKKe HaAeXHY0 U AOBEPEHHYIO perncTpaLno nonb3oBaTenien nnm obbek-
TOB, CBA3AHHbLIX C KNtoYamMu (npr HeobxoammocTu, cepTUPnUMPOBaHHBIMA), MCMONBb3YIOLLMMUCH B NPOTOKONAaXx
L pOoBOU NOAMNUCH.

MexaHuamsbl WndposaHusa npeactasnedbl B NCO/MOK 180331, OamH n3 WiMpoko ncnonb3yemMbiX MeTo-
NOB LW POBAHNSA U3BECTEH KaK «ONOYHbIN LUPUET», a cnocobbl UCMOMNb30BaHUSA OMOYHbIX LUPUGTOB ANA KPpUN-
TOorpadpryeckon sawnTbl, N3BECTHbIEe Kak pexumbl padoTbl, npeactasnedHsl B MCO/M3K 101164). Mepbl U
cpeAcTBa KOHTPOMA U ynpaBneHnsa LenoCTHOCTbIO COODLWEHNN, U3BECTHLIE KakK Koabl ayTeHTUdgnKaumnm coob-
weHnn (unn MAC), npeactaenenHsl B MCO/MOK 97973). MeTtoabl LndpoBOn Noanvucu npeacrtaBfeHbl B
MCO/M3K 97964 n NCO/M3K 14888>). Bonee noapobHasa nHgpopmauusa o HeoTKalyeMocT npeacTaBfeHa B
NCO/M3K 14516 n NCO/M3BK 13888.

MeHeaXXKMEHT KMnoYen, Kak OCHOBHAas! yCryra 1U3 Bcex Apyrux Kpuntorpadpuyeckmnx ycnyr, cbecneumsaet
YBEPEHHOCTb B yNpaBleHUN BCeMU HeoDXoAUMBIMW KNtodamMun UM pOBaAHNA B TEYEHWNE UX NONTHOMO XKN3HEHHO-
"0 LMKNa U UX UCMONb30BaHUK besonacHbIM cnocobom. 3a nHdopmaumen o MeHeKMEHTE KNoYen 1 No apy-
"M, CBSI3@aHHBIM C HUM BOMPOCcCaMu, TaKUM Kak, Hanpumep, MHQpacTpyKTypa OTKPLIThIX KNoven, nnm no donee
OOLLMM, TAKMM KaK « MEHEOXKMEHT MASHTUPUKALUOHHBIX AaHHLIX», crieayeT obpallaTtbes K cnegyiowmm CTaH-
aapTam:

NCO/M3K 11770 — mMeHeIKMEeHT KIouen;

NMCO/M3K 9594-8 — kaTanor: cxembl cepTudumkaTa OTKPbLITOro Knoda n atpmbyTa;

" 1SO/IEC 18033 Information tect nology — Security techniques — Encryption algorithms.

%) ISO/IEC 10116 Information teck nology — Security techniques — Modes of operation for an n-bit block cipher.

%) ISO/IEC 9797 Information techr ology — Security techniques — Message Authentication Codes (MACs).

Y ISO/IEC 9796 Information technology — Security technigues — Digital signature schemes giving message
recovery.

*) ISO/IEC 14888 Information technology — Security techniques — Digital signatures with appendix.
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NCO 11166-2 — BaHKOBCKOe Aeno, MeHeMKMEHT KItoven cpeacTBaMn aCCUMETPUYHBIX anropuTMOB;

MCO 11568 — HBaHKOBCKOEe AeN0o — MEeHeKMEHT Krnoden (Anst po3HUYHOW TOProBNu);

NCO 11649 — pmMHaHCOBLIE YCNYTM — CTPYKTYPUPOBAHHAA KpeauTopckaqa crnpaBka, cogepxalwiaga UH-
dpopmauunio o neperoae AeHEXHOU CYMMBbI;

NCO 13492 — aneMeHThbl AaHHBIX MeHeXKMeHTa Knoveun (PO3HUYHas TOProBns);

NCO 21181 — NHdpacTpyKTypa OTKPLITLIX KNtodeln B BaHKOBCKOM cCeKTope.

Cneayet obpatuTb BHUMAHWE Ha TO, YTO KpunTorpadmsa A0MMKHA TakkKe UCMOoNbL30BaThCs ANA yrpasne-
HAUA ceTeBbIMU yCTponcTBaMU. Kpome Toro, XXypHanbl CeTEBOro MeHepKMeHTa U yrpaslieHUs AOCTYNoM O0n-
XHbl nepegaBaTbhCca NpU nposedeHnn Bes3onacHbIX WAMDPOBAHHLIX ceaHCOB ANs obecnedveHunsl 3alluThl
KOHpUaeHUMaNbHbIX AaHHbIX.

8.9 MeHe)XKMEHT HenpepbIBHOCTU AeATEeNbHOCTI

Ba)kHo, 4TOBLI MephI U cpeacTBa KOHTPOSA U yripaBneHUs NpuMeHsannces anst obecnevyeHns yBepeHHoOCTU
opraHusauum B HenpepbIiBHOCTU DYHKLMOHMPOBaHUA B crnydae 6eACcTBUS NyTeM npeaocTaBfieHNst YCNoOBUNA
0151 BO3MOXHOCTU BOCCTAHOBEHUST KaXKO0M N3 YacTen npoLecca OCHOBHON OeATEerNbHOCTU opraHm3aumm no-
crne HapyLweHuns ero xoaa, 3a COOTBETCTBYIOLUA MHTEpBan BpeMeHW. Takmm obpasom, y opraHnsaLnm JoImKHa
ObITb NporpaMmma MeHeJKMeHTa HenpepbIBHOCTU AEATENbHOCTU, BKIOYatoLas B cebs npoLecchl, 0XBaTbiBa-
loLMe Bce aTanbl obecnevyeHnst HenpPepbIBHOCTN ACATENbHOCTU: MPOBEPKY aHanm3a Bo3AenCcTBUN Ha AesITeNb-
HOCTb OpraHusauun, NPoOBepPKYy OLUEHKN PUCKOB, YCTaHOBMEHNE TpeboBaHNN K BOCCTAHOBNEHNIO AESATENTbHOCTU
opraHusauun, GopMynupoBaHue cTpaternm obecnevyeHust HENMpPepbIBHOCTU ASATENBHOCTU, pa3paboTKy nnaHa
obecnevyeHunst HernpepLIBHOCTU AeATENIbHOCTU, TECTUPOBaHUE niaHa obecrnevyeHnss HenpepbIBHOCTU AesITE N b-
HOCTW opraHun3sauum, obecrneyeHne oCcBeJOMIIEHHOCTU BCEro nepcoHana o HeobxoAMMoOCTU HENPepbIBHOCTU
OedATeNbHOCTU, MOCTOAHHYIO NMOAAEPXKKY nNnaHa obecnevyeHnst HENPEPbLIBHOCTU AESATENbHOCTU OpraHu3aLm 1
CHWKEHUE puUcka. TONbKo criegysa BCeM aTarnam nporpaMmmbl MEHEPKMEHTa HeNnpepbiBHOCTU AeATENbHOCTA
MOXXHO 0becnevunTb:

- corracoBaHne HeoBX0AUMbIX NMPUOPUTETOR AesITeNbHOCTEN OPraHn3aLi 1 BpeMeHHbIX MHTEePBAanoB ¢
ee NoTPebHOCTAMMU;

- COOTBETCTBUE NOEHTUMPULNPOBAHHBLIX NpeanoYTUTEe bHbIX BapUaHTOB cTpaTernm obecnevyeHust Henpe-
DLIBHOCTU AEATENbHOCTU 3TUM NpUopUTETaM U BPEMEHHBIM MHTEpBaraMm;

- HanMM4ne N TeCTUpPOBaHWE HaaneXxalmx 1 HeobxoaUMBbIX NTAHOB N CPeaCcTB, OXBaThIBaOLUX MHOPMa-
LIUtO, MpoLecchl OCHOBHOW AeATENbHOCTN OpraHusaumnm, MHpopMaLUuoHHbIE CUCTEMBI U YCIYTW, Nepeaady AaH-
HBIX N peYn, nagen n obopyaoBaHue.

PyKoBOACTBO MO MEHEKMEHTY HEMPEPLIBHOCTU AEATENBbHOCTM B LIENOM, BKNoYas paspaboTKy COOTBET-
CTBYHOLLEN cTpaTernm obecrnevyeHmnsa HeNnpPEepPbIBHOCTU AEATENTbHOCTU U CBSI3AHHbIX C HEW MITAHOB U UX Nnocreay-
owlee tectupoBaHue cm. NCO/OTY 22399.

UTo KacaeTcst ceTn, cnegyeTt paccMaTpuBaTth BOMNPOCHI NMoaaepKaHUsa ceTeBbIX COeANHEHWN, peannaa-
LUK anbTepHaATUBHBLIX COEAUHEHNA C AOCTATOUYHOW NPOMNYCKHOW CMOCOBHOCTLIO U BOCCTAHOBMIEHUS coeAnHe-
HAN Nocrne HexenaTenbHbIX cobbITUA. [laHHble acnekThl N TpedboBaHNA AOMKHbI OCHOBLIBATLCS Ha BaXKHOCTU
ceTeBbIX coeanHEHU ANa PYHKUMOHUPOBaHUA OpraHm3aLnm B Te4eHne NpogoriKUTENbHOIO BPEMEHN U MPo-
rHO3MPYEMbIX HEDNAronpPUATHLIX BO3AENCTBUSAX HA OCHOBHYHO AEATENbHOCTb OpraHM3aunn B criydae Hapylue-
HASA NMPOLLECCOB ee AedATeNnbLHOCTU. B TO BpeMs Kak BO3SMOXHOCTb CEeTEBLIX COeAUHEHUA MOXET AaTb MHOMo
NpenMyLLEeCTB OpraH1M3aLm B OTHOLLEHNN TMOKOCTM U CMOCOBHOCTU UCNONb30BaTh MHHOBALMOHHBLIE NMOAX0Ab!
B Clnydae HapyLleHus npoLecca OCHOBHOW OeATENLHOCTU, ceTeBble coegUHEeHUA MOTYT NpeacTaBATb TOUKA
YA3BUMOCTU N KOMMOHEHTLI, 0TKa3 KOTOPLIX NPUBOAUT K OTKA3y BCEN CUCTEMbI, KOTOPbLIE MOTYT OKa3biBaTb
CUNbHOE paspyllalollee BO3OeNCTBME Ha opraHn3auunio.

9 PekoMeHAaLMU NO NPOEKTUPOBaAHUIO U peann3auum ceTeBoW 6e30MacHOCTM

9.1 BBoaHaa nHdgopmauma

B HacTodwem pasgene paccMaTpyMBalOTCA pasfndHbie acrnekTbl cneLuanu3anpoBaHHON apXUTEKTY-
pbl/NpoeKkTa ceTeBo 06e30MacHOCTU U CBA3aHHble C HUMW NOTeHUManbHble obnacTn NpUMEHEHUs Mep U
cpeACTB KOHTPOMS 1 ynpaBneHusi. Puckn, metoabl NpoekTUupoBaHUa U obnactn npuMeHeHns Mep 1 cpeacTB
KOHTPONA U ynpasneHns 6e30nacHOCTbO NS TUMNOBLIX CeTeBbIX CLeHapueB npeacTaBneHbl B pasgene 10.

) B tekcte MCO/M3K 27033-1:2009 gaHbl cebinku Ha MCO/MAK 21118 — aTo oneyarTka.
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Puckn, metoabl NpoekTUPOBaHUA U BOMNPOCHI, KacatloLUecs Mep U CcpeacTB KOHTPOMSA U ynpasneHmnst besonac-
HOCTbIO ANA onpeaeneHHbIX acnekToB « TEXHOMOMMny, NpeAcTaBnsAoLWMNX MHTepec ANs COBPEMEHHbIX OpraHu-
3auun, npeactaeneHbl B pasgene 11. KoHKpeTHOe pelleHue no obecnevyeHUto ceTeBon 0e30nacHOCTU
hbaKkTUUYECKN MOXKET OXBaThIBAThb P BOMPOCOB M 0BNacTten NpUMeHeHns Mep U cpeCcTB KOHTPOMSA U ynpaBre-
HUA, NpeadcTaBneHHbIX B pasgenax 10 n 11. Tabnuua, cogepxallaa nepekpecTHbIe CChINKM MexXxay pasaena-
M NCO/M3BK 27001 n UCO/MOBK 27002 1 HacTosLwero ctaHgapTa, oTpaxatowmmu/onpeaensowmMmm Mmepbl
CpeacTBa KOHTPONS N yrpaBieHuns, CBsI3aHHble C CETEBON BE30NacHOCTLIO, NpeaAcTaBeHa B NpunoxeHun B.

B cooTBeTCcTBUM C pasgenamu 8—11 (1 npunoxeHnem A) HeobxoaMmMo TLLaTeNbHO pacCcMOoTpPeTb npea-
naraemyto crneunannsnpyemMyro apxXutekTypy/npoekT ceteBon 6€30nacHoCTU U CNMCOK MASHTUPULMPOBAHHBIX
Mep 1 CpeaCTB KOHTPONA U ynpaBleHUa B KOHTEKCTe COOTBETCTBYIOLMX CETEBbIX apXUTEKTYP U NMPUNOXEeHUN.
3aTem, npu HeobxoaMMOCTU, CNeayeT CKOPPEKTUPOBATb apXUTEKTYPY U CMIMCOK MEep KU CpeacTB KOHTPONS U
ynpaBneHUsa 1 3aTeM UCMONb30BaTh UX Kak OCHOBY ANS pa3paboTku, peanusauim n TeCTMpoBaHUA KOMMNNeKca
pOrpaMMHbIX U TEXHUYECKUX CpeaCcTB U yCnyr no obecnedyeHnio besonacHocT (CM. pasgen 12). [Nocne Toro
KaK cneyunannsnpoBaHHasa apxXmTekTypa 0e3onacHoOCTU U, cneaoBaTeNlbHO, peanu3auns Mep 1 cpeacTB KOH-
TPONA U ynpaBneHna 6e30nacHOCTbLO 0400peHbl, crneayeT HaAYMHATL UX peanu3aunto (cMm. pasgen 13) npu
NOCTOAHHOM MOHUTOPUHIE U ¢ UX NPOBepKoU (CM. pasaen 14).

9.2 CneuynannsanpoBaHHasa apXUTEKTypa/npoeKT ceTeBOoU 6e30NacHOCTI

[1oKyMeHTUpOBaHMe BO3MOXHbIX BapUaHTOB CreLmanmnsnpoBaHHON apXnTekTypbl/npoekta ceTeBon be-
30MacHOCTU U peannsauum obecnednsaeT cnocob n3yvyeHus pasnuyHbIX pelleHnia U aHanusa c Lenbio Bbibopa
KOMMNpomMmnccHoro pelleHus. K Tomy e goKyMeHTUpoBaHMe obneryaeT paspelleHne 4acTo BO3HUKAOLWMX Mpo-
O6nem, cBA3aHHbIX C TEXHUYECKMMU OrpaHUYEHUsIMA U KOHpNIUKTaMu mexay TpeboBaHMAMU OCHOBHOWN
NeaTenbHOCT opraHnsaumm U TpeboBaHnaMM 6e30nacHoOCTU.

[OKyMeHTNPYHa BO3MOXHbIE BapuUaHThl, crnegyeTt Haanexawmm odbpasom yunuTeiBaTh Niodble TpeboBaHUS
KOopnopaTUBHOW NONUTUKN MHOPMAaLMOHHON De3onacHOCTU (CM. 7.2.1), COOTBETCTBYIOLLME CETEBLIE apXUTEK-
TYPbI, NPUNOXEHUA, CePBUCHI, BUAbLI COeaAUHEHUN N OAPYTrUe XapaKTepucTukn (CMm. 7.2.2), a TakkKe nepedveHb no-
TeHUManNbHBIX Mep W cpedcTB KOHTPONA WU ynpaBneHUd, YCTaHOBNEHHLIX B pe3ynbTaTe OLEeHKA PUCKa
Oe3onacHOCTU U NPOBOAMMON PYKOBOACTBOM NPoBepKM (CM. 7.3). [1pn BbINONMHEHUX HEODXOAUMBIX NP OOKY-
MEHTUPOBAHNMA OENCTBUN cneayeT yduTbiBaTb MoOble CYLIECTBYIOLIME CMeLUMann3npoBaHHbIE apXUTEKTY-
pbl/NpoeKkTbl be3zonacHoCcTW. [locne Toro Kak BapuaHThl byayT AOKyMeHTansHO odopMIIeHbl U NPOBEPEHBI Kak
YacTb npouecca NPoeKTUpOBaHUA cneLnannM3npoBaHHON apXUTEKTYPLI, NpeanovTuTensHas apxutektypa be-
30MNacHOCTU O0JTKHa ObITb corfiacoBaHa U npeacraBneHa B AOKYMEHTaLUMK No onpeaeneHnio Mmep U cpeacTs
KOHTPONMNSA 1 ynpasneHua cneymnannsnpoBaHHOW apXUTeKTypbl/npoekTa 6e30onacHoOCTU (COBMECTUMON UM He-
COBMECTUMOWN C NPOEKTOM Cneumann3npoBaHHON apXMTekTypsl). 3aTeM MOryT ObITb NpoBeaeHbl NBMEHEHUS
CETEBOW apXUTEKTYPLI, NPUNOXEHUN N ycnyr (Anst obecnevyeHns COBMECTUMOCTIU C NPEeAnoOYTUTENBHON Cneum-
ann3NPoOBaHHOWN apXUTEKTYpoW/NpoekTomMm Be3onacHoCTU) U (MNK) NepedHsd NoTeHUWanbHbIX MEP U CPeacTB
KOHTPONS U ynpasneHus [Hanpumep, co3gaBast HeobXoANMMOCTb anbTepHaTUBblI MAEHTURULMPOBAHHBIM Me-
pam 1 cpeacTBaM KOHTPOMS U ynpaBleHust, MOCKONbKY AOCTUTHYTa AOTOBOPEHHOCTb O TOM, YTO NPOEKT/apXu-
TeKkTypa 6e30nacHOCTU MOXET ObITb TEXHUYECKMN peann3oBaH(a) ToNbKOo onpeaeneHHbIM obpasom].

Cneayet oTMeTuUTb, YTOo B MCO/MOK 27033-2 onpeaeneHo, Kak opraHuUsaLmnm OOMMKHbI AOCTUraTh Ka-
YyecTBa cneunanm3npoBaHHbIX apXUTEKTYP/NPOEKTOB DE30NacHOCTU, KOTopbIe obecnevar ceTeByro besonac-
HOCTb, COOTBETCTBYIOLLYIO cpeae UX OCHOBHOW AeATENbLHOCTU, UICNOMb3YA nocneaoBaTtefibHbI Noaxoa K nna-
HUPOBAHUIO, NPOEKTUPOBAHUIO N peann3alnn ceTeBon be3onacHOCTH.

BxogHasa nHgopmaumst ansa npouecca paspaboTKu crneuuann3npoBaHHON apXUTEKTYpbl/NpoeKkTa ceTe-
BOW Be3onacHocTun, npeactasneHHoro B UCO/MOIK 2703322, BkrovaeT B cebs:

- NOKYMEHTUPOBaHHbIE TPeboBaHUA yCnyr opraHusaunm/coodbulecTBa;
- AOKYMeHTau o Ntobon cyLecTByoLWEeN UN NNAHUPYEMOW apXUTEKTYPLI, MpoeKTa 1 (Mnn) peanusaunu;

- TEeKYLLYI0 NMONUTUKY ceTeBOoU 6e30nacHOCTU (MM COOTBETCTBYIOLLME YACTU CBA3AHHOW C HE MONUTUKA
De3onacHOCTU UHAPOPMALMOHHBIX CUCTEM), NPEaANnOYTUTENBHO OCHOBAHHYIO Ha pesynbTaTaX OLEHKN pUcKa
M NPOBOAMMON PYKOBOACTBOM MPOBEPKU;

- onpegeneHne akTUBOB, TPEOYHOLWNX 3aLLUTHI;

- TekyLline 1 nnaHupyemsble TpeboBaHns PYHKLUOHUPOBaHWUSA, BKNOYasa CBA3AHHbIN C HUM Tpaduk;
- TeKYLLYO MHpopMaLUio o NpoayKummM opraHusaLnn.

BrixoaHast tHopMaLnMa npoLlecca NpoekTUpoBaHuUs BKITHOYaeT B cebs:

- JOKYMEHTaUUIO CreunanmsnpoBaHHOW apXUTeKTyphl/npoeKkta ceTeBon 6e30MNacHOCTU;
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- AOKYMeHTauuo TpeboBaHn (b6e30nacHOCTU) AOCTYNa K ycnyram Ansa Kakaou cUCTeMbI LWo3a 6e30-
MacHOCTU/MEXCeTeBOro akpaHa [BKnYatoLlyto B cebsa 6asy(bl) NpaBun MEXCETEBOro 3KpaHayj;

- onepaunoHHbIe Npoueaypbl besonacHoOCTH;

- yCNoBusA 6e30nacHOro ceTeBoro coeguHeHnsa Ang CTOPOHHUX opraHusauun (Npn HeocbxoanMocTK);

- PYKOBOACTBA NOMb3oBaTeneun ans CToOPOHHUX Nonb3oBaTenen, npm HeocdxoanMMocCTH.

[oKyMeHTUpOBaHMe cneunannMsnupoBaHHON apXUTEKTYpbI/MpoeKTa CeTeBoU 0e30nacHOCTU noapobHOo
paccmoTpeHo B NCO/MOBK 27033-2, npunoxernune D KOTOPOro Takke BKIOYaeT B cebs TMNoBoW obpaseL, AOKY-
MeHTauuK1, coaepxalwen TpedboBaHua (besonacHOCTU) AocTyna K ycnyram. dansHenwyo nHgopmauymo (2-4
nedunc BbIXOAHOW MHOPMAaLIMK NpoLecca NPOoeKTUpPoBaHUA) MOXHO HanTtu B 8.2.2 n MCO/MOK 27033-2.

Kpome Toro, nocne Toro kak Heobxoaumas cneuunannsnpoBaHHasa apxXuTeKkTypa/npoeKkT ceTeBon 6e30-
MNAacHOCTU AOKYMeHTanbHO odpopMIieHa 1 peann3oBaHa, A0MKHbI ObITh paspaboTaHbl NNaHbl TECTUPOBAHUS
Oe30nacHOCTU 1 NPOBeAeHO TecTupoBaHue. INpn nony4yeHUm npUueMnemMblX pesynbTaTtoB TECTUPOBAHUSA C NIo-
ObIMWN KOPPEKTUPOBKAMU, OCYLLECTBNEHHBIMUA C YY4eTOM ODHapyXXeHHLIX BO BPEMSA TECTUPOBaHUA nNpodbnem,
OOIDKHO ObITh Nony4YeHo popmMansHoe oaobpeHne pykoBoACTBOM CNeELUanmM3npoBaHHON apXUTEKTYPbI/MpoeK-
Ta ceTeBon 6e3onacHOCTU 1 ogobpeHne 3aBepLUeHNa peanusaunm (cMm. pasgen 12).

MHpopmaumsa o KaXkaom M3 cneayrowmx BnaoB aeatensHoctn npeacrtasneHa B MCO/MOK 27033-2 (1
NOTOMY HEe NPUBOANTCA):

- MOArOTOBKA K TEXHUYECKOMY NPOEKTUPOBaHUIO U peann3aunm ceTeBon De30MacHOCTH:

MHULMMPOBAHNE NpoeKTa 0b obecnevyeHUa ceTeBoM DE30MNacHOCTH,

noaTBepXaeHne odbLmMx ceTeBbIX TpeboBaHMN opraH1u3aunmn/coodLLecTBa,

NpoBepka cyLllecTBYoLWeN 1 (UNK) NNaHMpyeMoun cnelnanm3npoBaHHOW apXUTEKTYPLI U peanusaluni.
[Bce cylwecTsyowme 1 (Mnn) nnaHUpyemsle cneumanm3npoBaHHble apXUTEKTYPbl U peannsau i A0MKHbI ObITh
onucaHbl 1 NpoBedeHbl NPOBEPKN UX cornacoBaHUA ¢ PYHKUUOHaNbHbIMXA TpeboBaHUSIMU M NOTPEOHOCTAMMU
opraHusauun/coodllectTsa — CcM. npeablayllee nepevucneHuel,

naeHTUpnKaunsa/yTeepKageHne akTUBOB,

NoATBEPXKAEHMNE Pe3ynbTaToB OLIEHKN pUcka 6e30MNacHOCTU 1 MPOBOANMON PYKOBOACTBOM MPOBEPKN,
NpoBepKa B KOHTEKCTe 3TUX pe3ynbTaToB CYLECTBYIOWNUX 1 (M) NNaHUPYEMBIX Mep U CpedCTB KOHTPONSA U
ynpaBneHnUsa ceTeBon 6e30NacHOCTLIO U BbIOOP NOTeHUMaNbHbIX MEPLI U CPeACTBa KOHTPOMA U yNpaBneHus
Oe30nacHOCTbHO,

npoBepKa TpedboBaHUN PYHKLNOHNPOBAHUA CETU N NOATBEPXKAEHNE KPpUTEPUEB [ACIKHBI ObITh NPOBEpE-
Hbl TpeboBaHUA PYHKUMOHUPOBAHUS, pPelleHbl CNopHbIE BOMPOCHI U pOopManbHO COrmacoBaHbl KPUTEPUA
PYHKUMOHNPOBAHUA, KOTOPLIM AOC/KHBI YAOBNETBOPATEL creuannsnpoBaHHas apxuTekTypa 1 ceasaHHad(bln)
C Hel cneunannsnpoBaHHasi(bln) apXUTekTypa/npoeKkT ceTeBon beszonacHoCcTU. COOTBETCTBEHHO TpebyloTcH
OaHHble, No3BondaLne naeHTMPUUMPOoBaTh KOHUIypaLMm NMHUA CBA3KU, CEPBEPOB, LWIMH30B He30MacHOCTA
N T. O., KOTopble obecnevart Tpedbyemyo 4OCTYNHOCTb yCnyr];

- cneunann3npoBaHHbIL NMPOEKT ceTeBOW Be30NacHOCTN, OXBaThIBAOLW A BCE NMPUMEHUMbIE TEXHUYEC-
Kne BOMPOCHI (paccMaTpuBaemMble B cOoTBeTCTBUM ¢ 3aronoskamm B MCO/M3BK 27001:2007) n:

MCNONb30BaHWUe PYKOBOACTB NO CETEBLIM «CLLEHAPUSM» U K TEXHONOMMAMY (KOTOpbIe NpeacTaBneHbl B
NMCO/M3K 27033-3 — NCO/M3K 27033-6) (cMm. Takke pasgensl 10 n 11),

Mcnonb3oBaHue moaenen/ctpykryp (Bkrtovas ITU-T X.805 n ap.),

BbIOOP NPOAYKTOB [KOTOPLIA AOMMKEH NPOBOANTLCA Kak UTepaTUBHBLIN NMPOLIeCC He U30NUPOBAHHO, a B
CBSA3U C paspaboTKon cneunanmsnpoBaHHON apXUTEKTYpPbl ceTeBon Be30NacHOCTMU, OCHOBLIBAAChH HA MHOTUX
hbakTopax (BKMoYasa TeXHUYECKYo NPUroaHOCTb, Ka4eCTBO (PYHKLMOHUPOBAHUA, paclUMPAEeMOCTb, cpeacTBa
ynpaBneHusi, Norm4eckyto 6e3onacHoOCTb U, KOHEYHO, BOSMOXXHOCTM NMOCTaBLUWKOB, UX penyTauuto U T. 4.)],

noaTeepXxaeHue KoHUenumm (ocylecTBIeHne NPOoBepPKU KOHLUENUUU peKoMeHOYyeTCs B Criydasix, ecr
cneumann3npoBaHHas apxXxmTekTypa ceTeBon B6e30nNacHOCTU N CBA3AHHAs C HEW COBOKYMHOCTb MPOAYKTOB He
ObIN NOAroTOBMEHLI 3apaHee U (MNK) NpeaycMaTpuBaeTCs CNoOXHbIM HAbop ycnyr (He cneayeT 3abbiBaTh O
TOM, YTO NPOAYKTHI HE BCerga COOTBETCTBYIOT NpeaccTaBnsieMbiM NOCTaBLMKOM AaHHbIM),

3aBeplleHne paspaboTkn cneunannm3npoBaHHON apXUTEKTYpbI/MpoeKkTa ceTeBon 0e30MacHOCTU Y
CBA3aHHOW C HeW AOoKyMeHTauuu,

- NMOArOTOBKA K TECTUPOBaHUIO (A0/MKHA ObITh paspaboTaHa AOKYMEHTaLUUA cTpaTernn TeCTUpOBaHUS
Oe30nacHOCTU, onncbiBatoLWas npeanpuHMMaemMsld Noaxoad TeCTUPOBaAHUS AN NMPOBEPKN cneumnanmsnpoBaH-
HOWN apXUTEKTYpPbl ceTeBOW Be30NacHOCTH, rMMaBHbLIM 0Opa3oM HanpaBneHHasa Ha TO, KakK A0MKHbI TECTUPOBAaTbL-
CA OCHOBHblE TEeXHWYECKME Mepbl U cpeacTBa KOHTPOMNS W ynpaBneHus 0e30onacHoCTbl. 3aTteM Aand
cneunanm3npoBaHHON apXUTEKTYPbI CETEBON BE30MACHOCTU A0/MKEH ObITb paspaboTaH nnaH TeECTUPOBaHUA,
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OXBaTbIBaOLWMA BonbLle nogpobHOCTEeN, BKIOYasa BUAbI NPOBOAUMOro TECTUPOBAHUSA, KEM U KaKMM obpa3om
OHW OOTKHbI MPOBOAUTLCSA);

- hopmanbHoe oaobpeHne cneunanmInpoBaHHOW apXUTEKTYpPbl ceTeBON BE30NacHOCTMN.

Obuwme NPUHLKUNLI NPOEKTUPOBAaHUSA [MpUMeHsieMble B DOMbLUMHCTBE (eCNU HE BO BCEX) cry4vaeB] npuee-
neHbl B UCO/MO3K 27033-2. Kpome Toro, cnegyeT ynoMsaHyTb 0 npunoxeHunax NCO/MOIK 27033-2 — npumep-
Ho Mopaenu/cuctemel) («TunoBon» apxmutekType) ceTeBol GesonacHocTU, pasbope KOHKPETHOro crnydas
Moaenn/cncTemMsl N TUMOBBLIX 0Bpa3LoB ACKYMEHTaLWN.

Cneayet noAvYepKHYTb, YTO AOIMKHO ObITh NPOBEAEeHO NOMNHOE AOKYMEHTUPOBAHWUE U cornacoBaHUe cne-
LIManmM3npoBaHHOW apXUTEKTYphbl/NpoekTa 6e3onacHoCTN Ang Noboro npoekTa nepeq ockoH4YaTenbHbIM o op-
MIIEHMEM CnUcKa Mep 1 CcpeaCcTB KOHTPOMSA U yripaBneHumnst 6e3onacHoCTbo ANns peanusauuu.

10 TunoBble ceTeBble CLLeHapUu — PUCKU, MeTOA bl NPOEKTUPOBAHUA
N BOMNPOCHI, Kacalowmecs Mep U CpeacTB KOHTPOMNSA U ynpaBreHus

10.1 BBegeHue

OnncaHne pUCKOB, METOOOB MPOEKTUPOBaHUA 1M BOMNPOCOB, Kacalowuecda Mep U cpedCcTB KOHTPOMNA U
ynpaBneHUs, CBA3aHHbIX C TUNOBLIMU CETEBLIMU cLieHapuamin, npusegeHsl B MCO/MOK 27033-3. HekoTopble
npumepsbl 3TuX cueHapues npueegeHsl B 10.2—10.10. B UCO/M3K 27033-3 npeagoctaBneHbl nogpobHble pe-
KOMeHaaLnn no pnuckam 6e30nacHOCTU, METO4aM NMPOEKTUPOBAHUS DE30MacHOCTM U MepaM U CpeacTBaM KOH-
TPONA U ynpaBneHus, HeobxoaUMMbIM AN YMEeHbLUEHUA MOCNeACTBUN 3TUX PUCKOB BO BCEX KOHKPETHLIX
cueHapusax. Tam, rge ato Heobxogumo, B MCO/MOK 27033-3 gaHbl cebiikmn Ha UCO/MOBK 27033-4 —
MCO/MOK 27033-7, uTobbl n3bexaTtb Ay6nMpoBaHUs coaepKaHns 3TUX CTaHJapToOB.

10.2 Ycnyru goctyna coTpyaAHUKOB B UHTepHeT

[lpakTnyeckn Bce opraHmnsaumm cerogHsl npeaoCcTaBnAaA0T YCNyrn A0CTyna CBOUX COTPYAHMKOB B VHTep-
HeT 1, NpeaocTaBNdAd Takmue YCnyr, 4omMKHbBl paccMaTpmBaTb BONPOC AOCTyNa AN YeTKo MAeHTUPMLMPOBaH-
HbIX U CaHKLUOHUPOBAaHHLIX Lienen, a He B 00NN OTKPBLITLIM AOCTYN. B KOHKPETHOW MONMUTUKE OCMKHO ObITh
onpeneneHo, Kakue ycnyri npegocTaBnsoTca U ANg Kakux uenen. [loctyn B IHTepHET 00ObIMHO pa3pellaeTcs
B MHTEpecax opraHnaaLnm, a B 3aBUCUMOCTM OT NONTUTUKU OpraHmn3aLMm MOXKET Takke paspeliaTbcs (0ObIMHO B
orpaHuU4eHHon oopmMme) Ans YacTHbIX Lenen. Heobxoanmo y4UTbIBATb, Kakme ycnyri paspelleHo UCNofb3o-
BaTb — paspelleHbl N 6azoBble ycnyr, Hanpumep, yenyrm www (http & https), paspelueH nu TonbKo nouck
MHpopMaLUun 1 (MNK) COTPYOAHUKOB, paspelleHo N y4acTBOBaTh B UaTe, popyMax U T. 4., paspelleHbl 1 pac-
LLUMPEHHbIE YCNYyrM COBMECTHOW paboThl, — ecnn Aa, TO OHW BHOCAT COOCTBEHHYHO COBOKYMHOCTb PUCKOB,
KOTOpPbIE paccMaTPUBAKOTCH B paMKaX KOHKPETHOro cueHapus.

Ba3oBLIM NMPUHUMMOM A0SKEH ObITh NMPUHLWMN, paspellaLllmid TONMbKO Te YCyr, KoTopble cnyXaT no-
TPeBbHOCTAM opraHusaLnn, HO YacTo onepaLnm OCHOBHOW AeATENbHOCTU OpraHm3aunn TpedyoT UCMONb30OBa-
HUA yCnyr, B 00ONbLIEN CTENEHN CBSI3aHHBIX C pUCKaMn besonacHoCcTU. [laxe npu Hanmyum orpaHNYnTENbLHON
NONMUTUKA YCnyrn agocTtyna B IHTepHeT Ansl COTPYAHUKOB BHOCHAT CYLLECTBEHHbIE PUCKN DE30MNacHOCTN.

10.3 PaclwupeHHble ycrnyru CoBMecTHoOn padoThl

PaclwmpeHHbie ycnyri1 COBMeCTHOU paboThl (Takue, Hanpumep, Kak MrHOBEHHbLIM OBMeH coOBbLLEHUS-
MU — YaT, BUOEOKOHMEPEHUMN N Ccpeabl KOMMEKTUBHOrO WUCMOMb30OBaHUS [AOKYMEHTOB), obbefuHsoLwme
DAa3NNYHBIE BO3MOXHOCTM CBSI3U U KOMMEKTUBHOIO UCMOMNb30BaHNA JOKYMEHTOB, CTAHOBATCH BCce bonee 3Ha-
YMMbLIMU B COBPEMEHHOW cpeae OCHOBHOWN AeATENbHOCTU opraHusauun. Ycnyriu COBMeCcTHOW paboThl 00bIY-
HO 0BbbeaAUHSAOT BuaeoTenedoHunto, TennedOHHYIO CBSI3b C YaT-KaHanamuy, CUCTEMbI 3NEKTPOHHOW NMOoYTHI, a
TakKe cpeabl KONMMNEKTUBHOIO NCMONb30BaHUsS AOKYMEHTOB U BCIOMoraTebHble cnyxbbl, paboTatowme B pe-
Xume on-line. CylecTBYOT cneayrowme OCHOBHbIE CMOCOOLI UCNONbL30BaHMUS TakUX YCyr opraHmnsalnen:

- UICKIMIOUYNTENBbHO Kak BHYTPEHHUE YCNYTN, HO HEAOCTATOK 3TOr0 crnocoba CoOCTOUT B TOM, UTO YCNYrA HE
MOTYT ObITb UCMONb30BaHbLI COBMECTHO C BHELLUHUMW NapTHeEpPaMU U T. 4.

- KaK BHYTPEHHWE YCNyru 1 ycnyru, siBNsiowmecs BHELWWHUMK ANg opraHusauun. Icnonb3oBaHUe Takux
yCIyr npeanaraet ropasao 6onbLie NpeMmyLIeCcTB, HO B TO JKe BpeMsl C HUM CBSI3aHO DorblUe pUCKOB Besonac-
HOCTW MO CPABHEHUIO C UCKITIOYNTENBHO BHYTPEHHUM UCNOSTb30BAHUEM.

' B koHTekcTe MCO/MIK 27033 ucnonb30BaHa OnNs npeacrtaBrneHns Nnu onucaHus moaenu/cncTemMbl NOKa3aHHOW
CTPYKTYPb! U BbICOKOYPOBHEBOW Pa3paboTKu BUAA apXUTEKTYPbI/NpoeKkTa 6e30nNacHOCTU, peanniyemon TEXHUYECKUM Co-
cobom.
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Yenyr moryT ObITb peannsoBaHbl BHYTPEHHUMU CUMaMKU opraHmsaLnm nnvm npuobpeTeHbl Y CTOPOHHEN
opraHusauun. B Tex cnyyasx, koraa ycnyrm UCrosib3yroTca TONbKO ANA BHYTPEHHUX Liener, Hanbornee BeposT-
HoW ByaeT nx peanusaumsa BHyTPEHHUMN cunamMn opraHmsaumn. Ecnu yenyrm 6yayT ncnonb3oBaTbCs BHYTPU 1A
BHE opraHusauun, To bonee npnemMnemMbsiM pelieHneM MoXeT cTaTb NpuobpeTeHne ycryr COBMecTHOM paboThl
y CTOpPOHHeW opraHusauum. Pnuckn 6esonacHocTU 1 pekoMeHaaLny no Metogam NpoeKTnpoBaHmsa besonacHoc-
T U MepaM 1 cpeacTBaM KOHTPONSA 1 ynpaBneHns 6e30nacHoCTbio AN YMEeHbLUEHNS 3TUX PUCKOB OMUCHIBAKOT-
CS KaK AN BHYTPEHHEero, Tak U A8 BHYTPEHHEro 1 BHELLHEro NCrosib30BaHus.

10.4 Ycnyrn «6uzHec — 6U3HeC»

TpagMUNOHHO yCcnyrn «bnsHec — DU3HEeC» pealiM3oBbIBAIUChL NYyTEM UCMONb30BaHNA BblAeNeHHbIX M-
HUWA NN cerMeHToB ceTU. IHTepHeT 1 CBSI3aHHbIE C HAM TEXHOMNOMNMU NpeaocTaBnsaoT 6oMnblUe BapnaHTOB UC-
MoNb30BaHUA, HO TakXXe BHOCAT HOBble PUCKN De30MacHOCTU, CBsI3aHHbIe C peanusauneit Takmx yenyr. ObbIMHO
ycnyru «busHec — OU3HeC» npegnonaraoT cOBCTBEHHbIE TPeboBaHMA K HAM. Hanpumep, oveHb BakHbl Tpe-
OOBaHMS AOCTYNHOCTU U AOCTOBEPHOCTU, TaK Kak opraHMsaunm 4acto HanpamMyto 3aBUCAT OT PYHKLMOHMNPOBa-
HUS1 yCnyr «BU3HeC — BU3HeC.

Ecnn B KauecTBe OCHOBHOMO CETEBOIO COeANHEHN AN peanmsaunm yenyr «bnusHec — dDU3HeC» NCNOoJSlb-
syeTca VIHTepHeT, TO C TaKuMu TpedboBaHUSIMU, Kak AOCTYNHOCTbL M AOCTOBEPHOCTbL, cneayeTt obpallaTtbCd MHa-
ye, YeM paHblue. VcnblTaHHbIE Mepbl, TAKUEe KaK MCMOoTb3yeMble NMpearnonoXeHUs O KavyecTse yCnyr, Hanpumep
B COeAMHEHNN MO BblAeNEHHBIM NUHUAM, B 3TUX YCIOBUSAX YXKe He paboTocnocobHbl. HoBbIe pucku Besonac-
HOCTU HEOBXOAMMO CHUXKATb C MOMOLLLIO COOTBETCTBYHOLLMX METOA0B NMPOEKTUPOBaHUS 1 MePp 1 CPeaCcTB KOH-
TPONS 1 yrnpaseHus.

10.5 Yenyrn «busHec — KNUEHT»

B ycnyrn «BusHec — KNMNMEeHT» BXOOAT 3MEKTPOHHLIE TOProBnsa 1 baHkoBckme yenyrn. X TpebosaHus
BKOYatoT B cebs1 KOHPMaAeHUMaNbHOCTb (0CODEHHO B OTHOLLUEHWUN SNEKTPOHHBIX OaHKOBCKUX YCNYT), ayTEeHTU-
pukauno [BO3IMOXHBIMKU cendac cnocobamn (Hanpumep, ABYyXdakTopHYto, Ha base cepTudukatoB U T. 4.,
OCHOBaHHYIO Ha B3aMMOCBA3W MeXAy 3aTpaTaMy Ha peanuisauuto), oObIMHO BbICOKMMK MO MNPUYMHE OYEHb
OONLLIOro YMcna KNMeHTOB U CHMXKEHUEM PUCKOB, TaKUX Kak pUHaHCOBLIE NOTEPU, NOTEpS penyTaunn/aoBe-
pPUA K AeAaTeNbHOCTU opraHnsaunmn], LeNoCTHOCTb U CTOUKOCTL K U30LLPEHHBIM aTakaM, TakKUM KaK «aTaKyroL
nocepeanHe» UNn «atakyrwmnin B bpaysepey.

XapaKkTepUcTukn ycnyrn «bnsHec — KNUeHT» BKIOYaloT B ceds:

- ©e30NacHOCTb; «rapaHTUpyeTcs» TOMNbKO Ha KoOHeYHOW nnatdopme, 0ObIMHO HaxoadaLWwencsl Noa KOoH-
TPONeM opraHusauum, obecnevmBarolLlen HaOeXKHYlo cpeay Anga peanusauum Mep U cpeacTB KOHTPONS U
ynpaBneHnUa 1 nogaepkku aoctatodHon 6e3onacHoCTU Ha YpoBHE NNaTdopMBbl;

- besonacHocTb Ha nnatdopme knueHta (obbiduHo TK); MmoxeT ObITb HegocTaTovHOW. B Takon cpege
TpyaHee AOCTUYb peanusaunm Mep 1 cpeacTB KOHTPONSA U yrpaBneHus, No3ToMy NnatdopmMbl KNMMEHTOB OyAayT
NpeacTaBnsATb 3HAYUTENBHBIE PUCKN B 3TOM cLieHapun (be3 COBOKYNHOCTU TpeboBaHNN «YCroBUs obecneve-
HUA Be3onacHOro coeanHeHusa» 3apuUKCUpoBaHHbIE B AOrOBOpPeE, KOTOPble MOXET ObITb TPYAHO YCTAaHOBUTL B
Takou cpege).

10.6 Ycnyru ayTcopcuHra

N3-3a cnoXHOCTKN coBpeMeHHbIX M T-cpea MHOrMe opraHnusaumnm NCnonb3yoT NpeaocTaBnseMble BHELL-
HUM obpasom ycnyrin U T-nogaepKku Unn NoNHOCTbI/MacTUYHO NepeaatoT CTOPOHHMM nogpagynkam noaaep-
XKy cBoen UT-MHdpacTpyKTypbl 1 (MNIM) UCNOMb3YIOT ApYyrie ycryry, npeaocraBnsieMble ¢ NpUBieYeHUeM
BHELLUHUX pecypcoB. Y MHOMMX NOCTaBLUMKOB TaKkke nMmeeTtca HeobXxoanmMocCTb NMPAMOro AoCTyna K CBOUM Mpo-
OyKTam, UCrnofb3yeMbiM OpraHu3auusMmn-KnmeHTaMmum ¢ TemM, YToObl UMEeTb BO3MOXHOCTb COOTBETCTBYOLLMM
obpa3omM cnpaBnATbLCA C BOMPOcaMum NoaaepXkkm n (Mnu) MeHepkMmeHTa UHUMOEHTOB.

B T0 Bpems Kak MHOr1Me ycryrn, ocyLLIecTBNAEeMbIe C MPUBNeYeHNeM BHELLHNX PECYPCOB, TpebytoT npas
MOCTOAHHOIo 4OCTYNa, Hanpumep, K NoaaepXMBaemMon MHpacTpyKType, Apyrue ycryri Moryt notpeboBarh
TONbKO BpEMEHHOro aoctyna. B HeKoTopbIx cny4yaax ycnyri, ocyLLecTBAeMble C NPpUBeYeHneM BHELLHNX pe-
CYPCOB, HY)KAalTCs B NpaBax AoCcTyna ¢ BbICOKUM YPOBHEM MPUBUIENMPOBAHHOCTU AN TOro, YToObI BbINOSI-
HATb Heobxogumble 3adaqun, ocobeHHO B cUueHapnax MeHeaKMeHTa MHLUMAEHTOB.

10.7 CermeHTaLuUsa ceTn

[1ns MHOTMX opraHusauuin, ocobeHHo TpaHCHaLUMOHaNbHbIX, XapaKTepHble AN PasHbIX CTPaH 3aKoHbl OKa-
3bIBAlOT OrPOMHOE BNNAHME Ha TpeboBaHusa MHdopmMaLnoHHon 6esonacHocT. MexayHapoaHble opraHnsaLunm
0ObIYHO OCYLLIECTBAOT CBOK AEATENIbHOCTL B psAAe CTpaH N, COOTBETCTBEHHO, 00s3aHbl cobntogaTh 3aKOoHHI,
OEeNCTBYOLLME B pa3HbIX CTpaHax, pe3ynbTaToM Yero MoXKeT BO3HUKHYTb pasnuyune B TpeboBaHMAX MHopMaLm-
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OHHOW 6€30MNacHOCTN B 3aBUCUMOCTU OT CTPaHbI, B KOTOPOW (PYHKLUMOHUPYET opraHusauus. Hanpumep, 3akoHsbl
KOHKPETHOW CTPpaHbl MOTYT KOHKPETHOM onpeaeneHHon 3aluThl AaHHLIX NOTPEeOUTENEU/KNMMEHTOB N He paspe-
laTb Nepeaavy Takx AaHHbIX B APYryto cTpaHy. Pasnnyune B 3aKoHOAAaTENbCTBE Pa3HbIX cTpaH 0DbIMHO TpebyeT
OONONMHUTENBHBLIX MEP U CpeaCcTB KOHTPOMSA 1 ynpasneHust MHopMaLUnOHHON DE30NacHOCTLIO.

[ns BbINONHEHUSA pasnnUUHbIX TpeboBaHNN MHOPMALMOHHON BE30NacHOCTU TeX CTPaH, rae MeXxayHa-
poAHas opraHm3auns OCYLLECTBNSAET CBOHO AeATENbHOCTb, 3dEKTUBHBIM ODLWNM peLlEHUEM MOXET CTaTb
cermMeHTauuna cetu, akTM4Yeckn coBnagatollas ¢ rpaHuuamm ctpad. Bo MHOrMx cnydyasix takoe obuee pelue-
HME MOXEeT WUCMONb30BaTbCH AN CO30aHWUS OTAENbHOrO 3alUTHOrO bapbepa B AOMONMHEHUE, Hanpumep, K
yrpasreHUo A0CTYNOM Ha NPUKNagHOM YPOBHe.

10.8 MobounbHasda ¢cBA3b

OTOT TUNMOBOW CETEBOU CLLEeHapUA OTHOCUTCS K NepCcoHanbHbIM YCTPOUCTBaAM MODUIMBHOW CBSA3U, HaMpu-
Mep, cmapTtdgoHam nnu KIMNK, kotopble CTAHOBATCS OYeHb NONYyNSApHbLIMK (PYKOBOACTBO MO acnekram desonac-
HOCTWU CBA3W 4epe3 ceTu ¢ Takumu yctpouctBamum npeactasneHo B MCO/MOK 27033-7, B KOTOPOM
paccMmaTpuBaeTcs obecneveHne 6e3onacHOCTU CBSA3U Yeped BecnpoBOaHbIE CETU U paanoCceTn).

HecmoTps Ha TO, YTO BbICTPOE pasBUTUE HOBLIX CBOUCTB NepcoHarbHbIX YCTPOUCTB MOOUMNLHOW CBSI3U
HabnogaeTcd Ha NOTPEDdUTENBCKOM PbIHKE, 3T CBOMCTBA UCMONb3YHOTCS TaKXKe B OCHOBHOW AESATENbHOCTU
opraHumsauun. CornacHo onpegeneHUio TepMnuHa «nNepcoHarbHbINY, 3TU YCTPOUCTBA YacTO HAXOOATCS B NTNY-
HOWN COBCTBEHHOCTU U UCMONBb3YIOTCS KaK opraHn3aLnMsamMuy, Tak U B NMUYHLIX LiensixX. Jaxe yCTpoUucTBa, npegHas-
HavyeHHble ANg OeNOBOro PblHKA, ACITKHBI UMETb BBeAEHHbIE ANd NOTPebUTenbCKOro pblHKa CBOUCTRBA, TakK Kak
TOCTaBLUMKL XOTAT A0OUTLCA KaK MOXHO OONbLUEro pacllMpeHnsa KoMMep4eckon AeATeNbHOCTN Ha KOHKYPEHT-
HOM PbIHKE.

MHOrme 13 HOBbIX CBOMUCTB YCTPOWUCTB, KOTOPLIE CTAHOBATCA AOCTYMHLIMU NPU UX MCNOMNb30BaHUN, Ha-
puMmep, yeennvyeHne obbema namMmsitn 1 oblegocTynHasd NOCTosIHHAA BOSMOXHOCTb CBA3U Yepes NHTepHeT,
peanonararT Kak CyLecTBeHHble PUCKU MHGOpMaLUOHHON 6e30NacHOCTU, Tak U cUTyalnn, Koraa YenoBsek
MCNONb3yeT OAHO U TO Xe YCTPOUCTBO ANs1 YAacTHLIX Lenen 1 ansa ueneun opraHusauun.

Kpome Toro, npu 060nb6WOM NONYyNAPHOCTU NepCOHalbHbLIX YCTPOUCTB MODUMBHON CBA3M U UX cTaTyca
«NepcoHanbHOU TeXHUYECKOU HOBWUHKWA» OrpaHUYUTEenbHbIE MONUTUKA, HanpaBneHHble Ha UCNoNb3oBaHUEe
TONbKO OrpaHn4YeHHoOro Habopa CBOUCTB UMN Ha paspelleHue TONbKO OrpaHUYeHHOro vucna yCcTpoucTs, BO
MHOTMX cnydadax noTepndaTt Heyagady unm oyayt oboraeHbl, 4To NpMBeaeT K CHMXKEHUIO 3pdpeKTUBHOCTU obec-
nevyeHns MHpopMauMoHHON 6e30NacHOCT!.

10.9 CeTeBaa noggepxka ansa nonb3oBarenen, HaxoasLWUXCA B pa3be3aax

[lonb3oBaTenun, Haxoadalwmecs B pasbesaax, OXKiaarT B HAacTosLee BpeMsl BO3MOXXHOCTEWN CBSA3MN, CpaB-
HUMOW CO CBA3bIO HA CTaLMOHAPHOM 0DbeKTe, Kak, HanpumMmep, B OCHOBHOM oduce. PellleHns n npeanoxXeHus
B 3TOW 0DNAacTX YacTo cocpeaoTadynBaroTCH Ha PYHKLUMUOHANbHBLIX BO3MOXHOCTSAX. C TOUKN 3peHunst nHopmMa-
IMOHHOW Be30nacHOCTW npeanaraemble YpoBHU PYHKLMOHANbHBLIX BO3MOXHOCTEN BHOCAT HOBbIE PUCKW, Ha-
TPUMED, OKasbIiBad BNUSAHME HA OXUOAHUA, CBSA3aHHbIE ¢ MHOPMALIMOHHOW Be30NacHOCTbIO, UMK Aenas ux
HeCOCTOoATENbHBIMU. Hanpumep, oxugaHne noaaepXku XOopollo ynpaBnseMoro U sawuweHHoro (U3BHe)
NMHTpaHeTa MOXET B 3HAYUTENbHOW CTeNeHU CTaBUTLCA Nog COMHEHMe, eCnii AOCTYMN Haxo4AaLllerocsl B pasbes-
aax nonb3oBaTtens VMIHTpaHeTa He peann3oBaH ¢ NpUMeHeHUeM COOTBETCTBYIOLWMX Mep U CpedCTB KOHTPONA U
yrpaBneHus.

10.10 CeTeBana noaaepkKka AoMaLllHUX ohUCOB U OhUCOB ManbIX NpeanpuaATUNn

domallHne opuckl n opuckl Manbix NPeanpuUaTUiA 4acTo TPebyoT pacluMpeHns BHYTPEHHEN CeTU opra-
HU3aLumM Anst X oxeaTta. KpUTUYHBIM BOMPOCOM SIBMSAETCS CTOMMOCTb PaCLUMPEHNSI BHYTPEHHEN CEeTU C Lienblo
oXBaTa AoMallHUX OPUCOB N 0OUCOB ManbIX NPeanpusiTUin, MOCKOMbKY ANsl 0TObpaXKeHNs COOTHOLLUEHUS
«3aTpaTbl/BbIroabl» O0BLIMHO He TpebyeTcHa BbICOKUX 3aTpaT Ha peanu3auuto. 3TO 03HaYaeT CTOUMMOCTHbIE
OrpaHUYeHns1 Ha Mepbl U CPEeaCTBa KOHTPONSA M yrpaBfieHnsl 6€30NacHOCTbIO, KOTOPbIe AOITMKHBI UCMONb30-
BaTbCS ANS 3allUTbl TAKOro paclunpeHnst ceTu, 1 oBDbIMHO NMPenATCTBYIIOT MCNOSMb30BaHMIO NMPU3HAHHLIX Mep K
CPeACTB KOHTPOMS U ynpaBneHUss 6e30MNacHOCTbIO MEXKCETERBOIO B3aUMOAENCTBUS, UCNONMb3yeMbIX ANA coeun-
HeHKa donbLNX cermMeHToB VIHTpaHeTa.

Bo MHOMMX cueHapusax, cBI3aHHbIX ¢ AOMalUHUMK oucamm nnn ocuncamm MarnbiX nNpeanpusiTuin, NH-
(bpacTpyKTypa MOXET TakkKe UCMONb30BaThCH AN YacTHbIX Lenen 1 Lenen AesiTenbHOCTU opraHnusauun, YTo
MOXET NPUBECTU K AONONHUTENbHBLIM pUCKaM MHGpopMaLNoOHHON BesonacHoCTW. [Ns Taknx cueHapueBs onpe-
OenaTcst puck 6e30nNacHOCTN 1 ONMUCBLIBAKOTCA PpeKoMeHJaL M No MeToaam rnpoekTupoBaHust 6e3onacHoCcTi
N MepaM U cpeacTBaM KOHTPOMNSA 1 yrpaBneHnUsa Onst CHUKEHUST 3TUX PUCKOB.

34



FTOCT P UICO/MIK 27033-1—2011

11 ACNeKTbl «KTeEXHONMOINrMn» — PUCKN, MeToAbl NPOEKTUPOBAHNA U BOMNPOCHI,
Kacarwmecsa Mep U cpencTB KOHTPONA U ynpaBneHus

[ToapobHOCTK, Kacawuimecsi puckoB 0e30MacHOCTU, MeTOAOB MNPOEKTUPOBAHMSA U BOMPOCOB Mep W
CPeACTB KOHTPOMNA 1 ynpaBneHUs, CBA3aHHbIX C acnekTaMu « TeXHONOoruny», npeactasneHbl B MPUNoXeHun A
OXBaTbIBalOT cneayolme TemMbl:

- NnokarbHble BblYUCIUTENbHbIE ceTUu (CM. A.1, NnpunoxeHune A);

- rnobanbHble BelMMCIUTENbHBIE ceTu (CM. A.2, npunoXxeHune A);

- becnpoBogHble ceTn (CM. A.3, npunoxeHue A);

- paguoceTun (cM. A.4, npunoxeHue A);

- LUMPOKONOSIOCHbIE CeTU (CM. A.5, npunoxeHue A);

- W3kl besonacHocTu (cM. A.6, npunoxeHue A);

- BUpTyanbHble YacTHble ceT (cM. A./, npunoxeHue A);

- CEeTU TenedoHHOU cBA3K (CM. A.8, NpunoxeHue A);

- IP-koHBepreHuusa (cMm. A.9, npunoxexne A);

- pasMelleHne nHpopmaLnum Ha cepeepe Beb-y3noB (cMm. A.10, npunoxeHune A);

- 3nekTpoHHasa novta B UHTepHeTe (cm. A.11, npunoxeHune A);

- MapLpYTUIUPOBAHHBLIN OOCTYN K CTOPOHHUM opraHusaumam (CM. A.12, npunoxeHune A);

- LeHTp 0b6paboTkM 1 XpaHeHust aaHHbIX (CM. A.13, npunoxeHue A).

12 Pa3pab®oTKka n TeCTUpOBaHMe KOMMJIeKca NPOorpaMMHbIX U TEXHUYECKUX
cpencTB U ycnyr no odbecnevyeHUro 6e30NacHOCTHU

[Tocne Toro Kak cneuuanmanmpoBaHHasi apxmTekTypa 6e30nacHOCTU NMNOMHOCTLIO AOKYMEHTalTbHO 0POpM-
fieHa 1 cornacoBaHa, Bknto4asi oqobpeHune BeICLLIEro pykoBoacTBa, ACKeH ObITh paspadboTaH KoOMMMIEKE Npo-
PaMMHBIX U TEXHUYECKUX CpeacTB M ycnyr no obecneveHuno 0e30MacHOCTU, KOTOPLIN O0MKeH OblTb
peanim3oBaH B «3KCMNEepUMEeHTarlbHOM pexumey, TwaTerlbHO NPoTecTUpOoBaH, N A0PKHA OblTb NpoBeaeHa
NPOBEPKA ero COOTBETCTBUA.

ObLwas npoBepKa KoMmnnekca nporpaMMHbIX N TEXHUYECKUX CPEACTB U YCNYr Ha «COOTBETCTBUE Ha3Ha-
YEHUIO» OOMKHAa NPOBOAUTLCH B COOTBETCTBUM C AOKYMEHTALWEN NO CcTpaTerMm TeCTUPOBAHUS, ONUCKIBAIOLLIE
METO TECTUPOBAHUSA U NO3BOMAKOLLEN UCTIBITBIBATL KOMMEKC NPOrpaMMHBbIX U TEXHUYECKUX CPEeACTB U YCNVT,
1 N1IaHOM TeCcTUpoBaHUA. B pesynbTaTe naeHTndnkaumm HegocTaTKoB B XO4€e Takoro TeCTUPOBaHUSI MOTYT MO-
TpedboBaTbCA BHECEHNE N3MEHEHUS U NpoBeaeHNE NodOoro HeobXoaAMMOro NOBTOPHONO TECTUPOBAHUS.

[Tocne TOoro Kak TeCTUpOBaHME Ha «COOTBETCTBME HA3HAYEHUIO» YCNELLUHO NPOBeAEHO U OCYLLIECTBNEHDI
Kakne-nnbo Heobxogmmble N3MeHeHUs1, AoIMKHa BbITb NpoBeaeHa NpoBepKa peanusaunn Ha npeamMmeT cooT-
BETCTBUS AOKYMEHTUPOBAHHOM cneunanm3npoBaHHON apxXUTekType 6e3onacHoCcT HeobxoaMMbIM Mepam U
cpeAcTBaM KOHTPONSA U ynpaBneHus 6esonacHocTbio, onpeaeneHHbiM B cneayiolmx AOKYMeHTax:

- creunanmsnpoBaHHas apxutekTypa 6e30nacHoOCTH;

- MONNTUKA ceTeBOW BEe30NacHOCTU;

- JOKYMEHTbI, cBA3aHHble ¢ SecOPs;

- nonuTuka (6e3onacHoOCTN) AoCTyna K ycnyre wosa 6€30NacHOCTHU;

- NnaH(bl) cbecnevyeHnsa HeNPepPbLIBHOCTU AEATENbHOCTMN;

- yCIoBua obecrieveHust 6e3onacHoCTU coeanHeHust (Npn HeOBXOaANMOCTH).

[TpOoBepKa COOTBETCTBUA KOMMEKca NporpaMmMHbIX M TEXHUYECKUX CPEACTB 1 YCINyr A0MMKHA NPOBOANTb-
CA 00 Hadvana gakTnyeckoro (yHKUMOHUPOBaHUSA. [lpoBepKa KOMMMeKkca NPorpaMMHbIX U TEXHUYECKMX
cCpeacTB 1 ycnyr dyaeT 3aBeplleHa, korga Bce HegocTaTkm naeHTUnLmMpoBaHbl, UCpaBieHsl U MPpU3HaHbl
BbICLLUMM PYKOBOACTBOM.

CnenyeT NoAYEpPKHYTb, YTO NPOBEPKa COOTBETCTBUSA KOMIMIIEKCa NPOrpaMmMHbIX N TEXHUMECKUX CPEACTB U
YCNyr OOMKHA BKoYAaTh B cedsl npoBeAeHne TECTUPOBaHUA Be30MacHOCTU No COOTBETCTBYIOLLMM HaLMOHa M b-
HbIM CTaHgapTaMm, cTaHaapTam opraHusaumn (B OTCYTCTBME HauMoHamNbHbIX CTAHAAPTOB) B COOTBETCTBUN C 3a-
paHee pa3paboTaHHOW cTpaTernen TeCTUpoBaHNA Be30NacHOCTU U CBSA3aHHBIMA C HEW NaHaMn TeCTUPOBAHUS
0e30NacHOCTU, TOYHO ONpPeaenaArLLMMN, Kakoe TECTUPOBAHUE AOITKHO NPOBOAUTLCA, C NMOMOLLbIC Yero, rae v
korga (npumepHbIn 0bpaszel, nnaHa TecTupoBaHua dbesonacHocTy npuBegeH B MCO/MOK 27033-2). OObIYHO
TECTUPOBAHUE ACIMKHO coveTaTh B cebe NonCK YS3BUMOCTEN U TECTUPOBaHNE Ha NPOHUKHOBEHME. [epea Hava-
NMIOM NODOro Takoro TeCTUMPOBAHUA HEODXOOAUMO NPOBEPUTL MIAaH TECTUPOBAHUS C TEM, YTODLI 0DEeCnevnTs yBe-
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PEHHOCTb B NPOBEAEHUN TECTUPOBAHWUSI B MOMHOM COOTBETCTBUW C perieBaHTHbIMUA 3aKOHOOATESIbCTBOM U
MHCTPYKUUSAMW. [Tpn npoBeaeHUN 3TON NMPOBEPKU He crieayeT 3abbiBaTb O TOM, YTO CETb MOXET HE OrpaHnyK-
BaTbCHA OQHOM CTpaHOW, a PacnpoCTpaHATLCA Ha Apyrue cTpaHbl ¢ pasfnmMYHbIMK 3akoHodaTenscTamu. [locne
MPOBEeAEHUNS TECTUPOBAHUS B OTYETaX AOITPKHBI YKa3bIBATLCH 0COOEHHOCTN ODHAPYKEHHBIX YA3BUMOCTEN, HEOD-
XOAMMbIe Mepbl MO UX YCTPaHEeHWUIO, U MPUOPUTET NX NPUHATUS, a B MPUNOKEHNW JOMKHO NOATBEPXKAATLCS, YTO
BCE COrMacoBaHHbIE MepPbl N0 UX YCTPAHEHUIO NMPUMEHEHbBI. Takue oT4YeThbl A0TKHbI BbITh NoanncaHbl BbICLUAM
PDYKOBOACTBOM OpraHusaLnu.

HakoHeu, Korga Bce peaynbTaThl OyayT Npy3HaHbl YAOBNETBOPUTENbHBIMW, peanuiaunst AomkHa bbiTh
oaobpeHa 1 NpuHATa, BKNoYasa ogobpeHmne BbICLIEro pykoBOACTBa opraHu3aLun.

13 Peanun3aumna KomMmnrnekca nporpaMMHbIX U TEXHUYECKUX CPeACTB U yCIyr
no oecnevyeHUo 6e30NacHoOCTH

[loHATUEe «peannsauna» o3HadaeT (NoBceaHeBHOe) PYHKUMOHUPOBaHUE OEeUCTBYOLLEN CeTU C NpuMe-
HEeHMEeM COrnacoBaHHOrO KOMMJeKca NporpaMMHbIX U TEXHUYECKUX CpeacTB U yCnyr no obecne4vyeHuto 6e30-
1acHOCTU, pe3ynbTaToB NPOBEAEHHOro TECTUPOBaHUA 6e30MNacHOCTU U CBA3aHHBIMU C HAM 3abnaroBpeMeHHOo
BbINMONHEHHBIMU HEODXOAUMBIMUA AEUCTBUAMUN. IpyrnmMn crnioBamMmm, NOcne Toro Kak cneunannsnpoBaHHaga ap-
XUTEeKTypa 6e30nacHOCTU N, COOTBETCTBEHHO, peannsauns Mep U CpeacTB KOHTPONS U ynpaBneHUsa besonac-
HOCTbIO 0A0bpeHbl, AO0MKHbI HadaTbCcA QakTndeckme onepauun. C TedyeHMeM BpeMeHu N B clriydae
CYLLECTBEHHbLIX W3MEHEHUN O0MKHbI OblTb MNPOoBeAeHbl AOMNOMHUTENbLHAA MNpoBepKa W TEeCcTUpOBaHMUE
peanusaunm (CM. Takke pasgen 14).

14 MOHUTOPUWHI M NpOBepKa 3KcnnyaTauum KOMnrekca nporpaMmMHbIX
N TEXHUYECKUX cCpencTB U ycnyr

[Tocne Havana akcnnyaTtauun goTKHbI NPOBOAUTLCS AEUCTBUA N0 TEKYLLEMY MOHUTOPUHIY U NPOBEPKE
COOTBETCTBUA TpeboBaHNSM HALMOHAaNbHbLIX CTaHAAapPTOB, CTaHAAapPTOB opraHu3aumn (NP OTCYTCTBUA HALIMO-
HanbHbIX CTAHAAPTOB). Takne MeponpUATUS AOMKHbI NPOBOAUTLCS €XercaHo Ao NosiBNeHUs HOBOM OCHOBHOW
BEepCcUK (KOMNNeKca NporpaMmMHbIX U TEXHUYECKUX CpedCTB U YCNYr), CBA3aHHOM CO 3HAYUTENbHBIMUA N3MEHe-
HUAMN NOTPEeBbHOCTEN AeATEeNbHOCTN OpraHn3aLmmn, TEXHONOMNK, peLlleHn no obecnevyeHno 6e3onacHoCTN Y
T. 4. [1pn 3TOM Takke HeodbxogMmo cobnogaTte pekomeHgauun pasgena 12.
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[MpnnoxeHve A
(cnpaBo4HoOe€)

AcneKTbl «KTEXHOMNMOIrMM» — PUCKU, MeToAbl MPOEKTUPOBaHUA U BONPOCHI, KacalLiuecsa Mep
U cpeacTB KOHTPONSA U ynpaBneHus

A.1 NNokanbHbIe BbIMUCNUTENbHLIC CeTH

A.1.1 BeogHada nHdopmaumnna

NBC npeacraBnsier cobon ceTb AnNs coeAUHEHUS KOMMbIOTEPOB U CEPBEPOB HA HEDBONBbLLOM reorpadnyeckom npo-
CTpaHcTBe. Paamepbl CETN BapPbUPYOTCH OT HECKONBKNX CBA3AHHbLIX CUCTEM, Hanpumep hopMmnpyowmx 4OMaLlHIoW CeTb,
10 HECKOIBKUX TbICSY CUCTEM, HAaNpuUMep, B CETU YHUBEPCUTETCKOIO ropoaka. ObblYHbIE peann3yemMblie YCnyrm BKNo4arT B
cebsi KONNEKTMBHOE UCMONb30BaHNE PECYPCOB, TAKUX KaK MPUHTEP, U COBMECTHOE UCNONb30BaHME (PannoB U NPUIOXKe-
HMK. O6bivHO JIBC Takke obecneunBatloT LEHTPANN30BaHHbIE YCIYyTIY, NOAOOHbIE OOMEHY COOBLLEHNAMN NN SNTEKTPOHHO-
ro kanengaps. B Hekotopbeix cnydasx JIBC takxke mcnonb3yotcs ansd 3aMmeHbl TpaguunoHHOW PyHKUMKM OPYTNX CETEWN,
HanpuMep, eCrv NPOTOKOIbI U CEPBUCHI NMepeaayvn peyn no |P npegocraBnsoTes B Ka4ecTBe 3aMeHbl TenedOHHON CETU HA
ocHoBe ochucHon ATC. JIBC moryT umeTb NpoBogHY0 Unn BecnpoBoOgHYIO OCHOBY.

[TpoBoaHble JIBC 06bIMHO COCTOAT U3 Y3NOB, COEANHEHHBLIX B CETb Yepe3 CETEBOW KOMMYTATOP NOCPEeACTBOM CeTe-
BbIX Kabenewn, crnocobHbIX obecnevmBaTb BO3MOXHOCTU BbICOKOCKOPOCTHOW Nepegaym AaHHbiX. Hanbonee Wwnpoko npume-
HsieMoWn TexHonornen npoeogHelx JIBC sensietcs Ethernet (IEEE 802.3).

BecnposogHble JIBC ncnonb3yoT paganoBOHbl BbICOKOW HYacTOThl ANA nepegaym ceTeBbIX NakeToB. X rubKocTb 3a-
KIntovyaeTcs B ObICTPOTE OpraHm3aummn rnokanbHon cetm 6e3 HeobxoaumMmocTu npoknagku nposoaos. LLInpoko nasectHbie
TexHonormum becnpoBogHbiX JIBC BkntovatoT B cebs peanusdaumm IEEE 802.11 n Bluetooth.

[Tpn ncnonb3oBanmm JIBC B npegenax dounandvecky 3awulleHHbiX obnacten, HanpumMmep, TONbKO B npegenax co-
DCTBEHHbLIX NOMELLEHUN OPraHn3aunmn, PUCKU, BEPOATHO, ByayT TAKOBbI, YTO NOTPEOYIOTCSH TONBKO BA30BbLIE TEXHUYECKNE
MEPbI U CPEeACTBA KOHTPONA K ynpasnenus. OgHako B cny4vae ncnonb3osaHus J1IBC B bonee WMpokon cpeae, a TakkKe rnpw
NCMONb30BaHUM BECNPOBOAHBIX TEXHOMNOINMN OA4HA TONbKO Pm3anyeckas 3awmTa Bpsa Nn byaeT rapaHTnpoBaTtbh 4OCTaToOu-
HbIW YPOBEHb HE30MacHOCTN.

HacTonbHbLIM KOMMNBIOTEP NpeacTaBnseT cobon ya3BuMyo 001acTb, TaK Kak SABMNSIETCHA MONb30BATENBCKUM MHTEPDEN-
coM. Ecnn HacTONbHBIN KOMNBIOTEP HE DITOKMPYETCH, CYLLECTBYET BEPOATHOCTb YCTAHOBKU MNONb30BaTENEM HECAHKUNOHUPO-
BaHHOro nporpammHoro obecneveHns B JIBC. CepBepbl, UCNONb3yeMble B KOPMOPATUBHOW CETU, NpeaHa3HavYeHHbIe AnS
MHTepHeTa, 1 BHYTPEHHUE CEPBEPLI, HE MMEIDLLMNE HEMNOCPEACTBEHHOIO coegnHeHUs ¢ IHTEpPHETOM, MOTYT CIYy>XUTb UCTOY-
HUKOM CYLLECTBEHHbLIX PUCKOB DE30MACHOCTU, K KOTOPbIM HEODXOANMO OTHOCUTBLCH OYEHb CeEPbe3HO. Hanpumep, HeCcMOTpS
Ha TO, YTO BONBLWMHCTBO COTPYAHUKOB A T-0TAENOB yTBEPXKAAET, YTO OHU BHUMATENBHO OTHOCHTCH K OCYLLECTBITEHUIO UC-
NpPaBnNeHnn B UCMNOMb3yEMOM OpraHm3aumnen nporpaMmmHoM obecnedyeHnm, gaxe KpynHbiM opraHu3aymam He yaaBanoch
CBOEBPEMEHHO OCYLLECTBUTb TAKME UCMPABIEHUSA NMPOrPamMmMmHOro obecneveHns Ha BCEX CEpPBEPAX, YTO NPUBOANIIO K pas-
PYLWEHNIO BHYTPEHHEIO CETEBOIO Tpahmnka «4epBaAMn» N BUPycamu.

A.1.2 Pnckwn be3onacHoCTH

B npoBoaHbIx JIBC pucku BezonacHOCTM co34al0Tca yanamm, Ouandeckn CoeauHeHHbIMU € CeTbHo. B 0buem, OCHOB-
Hble PUCKM Be3onacHoCTU, nmetowme oTHoweHue K JIBC, BkNovaloT B cebs pUCKU, CBA3AHHbIE C:

- HECAHKUMOHUPOBAHHbIM 4OCTYNOM U n3MeHeHnsasMun, BHocumMmbiMun B 1K, cepBepbl 1 apyrmne, coeanHeHHsle ¢ JIBC
YCTPOWUCTBA;

- YCTPOUCTBAMMU, B KOTOPbLIX HE OCYLLECTBNEHbI NCMPAaBIIEHUSA NPOrpamMmmMHOro obecrne4veHus;

- NAPONAMMN HU3KOIo KQ4eCcTBa;

- XUWWEHNEM annaparHbIX CPeacTB;

- HAPYLWWEHUSIMU SHEPrOCHADXEHWS;

- UMMOPTOM BPEAOHOCHOW NPOrpamMmbl Hepes 3NEKTPOHHYIO MOYTY U A4OCTYN K BEB-CTpaHuuam;

- HeyJa4YHbIM pe3epPBHbIM KOMMPOBAHNEM JTOKAlNbHbIX XXECTKUX OUCKOB;

- OTKa30M annapaTtHbIX CPpecTB, TAKUX, HAaNpPUMep, Kak }XeCTKne OAUCKWU;

- HECAHKUNOHUPOBaHHbIMY coeauHeHusamMn ¢ nHdpactpyktypou JIBC, Hanpumep, KommyTaTtopamm U KOMMYTaLlNOH-
HbIMWU CTOUKaAMM;

- HECAHKUNOHNPOBAHHLIMW COEAVHEHUSAMIN C BbIXOAHBLIMU YCTPOUCTBAMMU, HANPUMEP AO0POXHBIMU KOMIMbIOTEPAMM,;

- NaponNsAMMn NoO yMONMYaHUIo Ha NopTax ynpaeneHns CeTEBbLIX YCTPOWUCTB,;

- BTOPXEHUSIMU, MNMPU KOTOPbIX NPOUCXOANUT pacKpbiTUe MHpoOpMaUnMmM Unn npyu KOTOpbIX B ganbHEULLEM HE MOIyT
ObITb rapaHTUPOBaHbI LENOCTHOCTb U (MNN) AOCTYNHOCTb AaHHbIX;

- DoS-arakamu, korga pecypcbl CTAHOBATCHA HEAOCTYNHbIMU ANA YNOJIHOMOYEHHbIX NONb30BaTENEWN;

- ANUTENBbHBIM 3anasgblBaHUeEM, KOTOpoe ByaeT okasbiBaTbh BNUSHUE HA nNepeaady peymn vepes IP cepBuUCh;

- cboeEM YCTPOWUCTB;

- NoBpexaeHnem kabens;

- HeA4OCTATOYHOUN PU3NYECKON 3aLLUNTOMN.

PUCKN Be3onacHoOCTU, CBsA3aHHbIe ¢ becnpoBogHbivu JIBC, npeactaBnerbl B A.3.2.
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A.1.3 Mepbl n cpeacTea KOHTPONA v ynpasneHnsa 6e3o0nacHOCTbLIO
[TopgaepxaHmne beszonacHocTy npocTtpancTea JIBC tpebyet obecneveHuns 3awmtbl KOMNoHeHTOB JIBC 1 nogcoeam-
HEHHbIX YCTPOUCTB. Takmm 06pasom, MepbI U CPeaCcTBA KOHTPOIA U ynpaBneHust 4ns 3awmTsel cpeap! JIBC moryT BknoYaTh
B cebsi:
- humsnyeckne mepbl N CPeacTBa KOHTPONS M yrpaeneHmns 6e30NacHOCTbIC U MEPLI U CPEACTBA KOHTPOIA N yNpaBne-
HUS1 De30NacHOCTbIO, CBA3aHHbIE C BITUSIHUEM Cpefbi:
NCMONMb30BaHWE CUCTEM CTalbHbIX TPOCOB A5 3aWMUThl LEeHTpanbHbIX NPOLECCOPOB, MOHUTOPOB U KNnaBnaTyp
OT XULLEHMUS,
NCNONb30BaAHNE 3aMKOB Ha YCTPOUCTBAX ANA NpeaoTBpaweHns XUWEHNs TaknxX YacTeN, Kak 3anoMmmHaowme
YCTPOUCTBA,
NCNONb30BaAHNE YCTPOUCTB HEKOHTAKTHOIO AENCTBUSA A4NA NpegoTepawleHns HeCaHKUMOHUPOBAHHOIO BbIHOCA
0b0pYyaOBaAHNS C TEPPUTOPUN OpPraHn3aLmnu,
obecneveHne xpaHeHusi yctpoucts JIBC, Taknx Kak KOMMyTaTopbl U MapLIpyTU3aTopbl, B Pn3n4eckn 3auiu-
LWEHHbIX WWKaax B 6e30nacHbIX NOMeLLEeHUNAX CBSA3M,
ncnonb3osanne Vbl ¢ aBTomatniecknm OTKIIOHYEHNEM ONA KpUTndecknx yctponcts n MK nonb3oBarenew,
eCInn NoNb30BaTENN HE XOTAT NMOTEPATb Pe3yNbTaThl BbINONMHAEMOW paboThi;

- annaparHble U NPOrpaMmMHbIE MEPbLI U CPEACTBA KOHTPONA N ynpaBneHns 6e30nacHoOCTbIO:

KOHPUIYpUpoOBaHME yCTPOMUCTB C YacTHbIMK (Hanpumep, IP) agpecamu,

CTporasi NONMTUKa Naporneu,

TpeboBaHme perncrpaumm Ha kaxagom [NK/paboven ctaHuMm ¢ NCNONb30BAHMEM, NO KPaMHEW Mepe, napsbl
naeHTNduKaToOp nonb3oBartens/naponb,

oTObpaXeHne BpeMeHU NocnegHen yernewHon permcrpanmm,

3anpeTt NOBTOPHOIO OTOBPaXeHns1 UMEHU NOMNb30BaTENA B NOCNEeAHEN YCNELWHON pernctTpaunm nnm noboro
CMUCKa paHee UCMOoNb30BaHHbIX UMEH MONb30BaTENEN,

yCTaAHOBKA MNPOorpaMmmMHbIX CpeAcTB 3almnTbl OT BPEAOHOCHOW NporpamMmmbl (BKMoYas aHTUBUPYCHbIE NMporpam-
MHblE CPEACTBA) U PErynsipHoe apToMmaTn4eckoe nx obHOBMNEHNE,

peanunsaumns 6e3onacHbIX yCTAHOBOK KOHpUrypauum,

BNOKMPOBKa ANCKOBOAA ANA XECTKUX ANCKOB, ANCKOBOAA ANS KOMNAKT-AUCKOB U NOPTOB YHUBEPCATIBHOW MNO-
crneaoBaTenNbHOW WWHBI,

3epKarnbHOEe KONMpoOBaHWE HAKoONUTENEN cepBepa (Mnn peanusaums maTpumubl HE3aBUCUMbIX ANCKOBbIX HAKO-
nuTenen ¢ n3bbITOYHOCTLIO) AN obecneveHnss N3bbITOYHOCTH,

yAaneHne HEHYXHOIo NPporpaMmmMmHoOro obecneveHus,

obecneveHne 060CHOBAHHOIO yrpaBneHns NUHTEPAKTUBHOW CPEeaou;

- onepaunoHHblE MEPLI U CPEeaACcTBa KOHTPONSA U yrpaBneHus 6e30NacHOCTbIO:

OOKYMEHTUPOBAHNE YCTAHOBOK NporpaMmmMmHoro obecnedveHnss n 6e3o0nacHoCTU Ans UCnonb3oBaHus B byay-
LEeM NMpn KOHPUrypuposaHum HoBbIX [MK/pabounx ctaHumu,

NaHUPOBaAHME NEPUOANYECKOIO NOJYYEHUS N OCYLLECTBIIEHUSA NCNPaBeHUN NporpaMmmMmHoro obecneveHms
Ors onepaymoHHOUN CUCTEMBI,

co3gaHue N NogaepXKKka TeKywmnx QUCKOB aBapUNHONO BOCCTAHOBNEHUSA N XPaHEHNE UX B KOHTPOITMPYEMOM
MeECTe,

peanu3aumns NpoTokona anst PUKCUpPoBaHUA NMPobnem TEXHUYECKOro 0BCNyXMBaHUS U HEHAANEXaLWLEero nuc-
nonb3oBaHus [MK/pabo4unx ctaHumn,

XpaHeHWe B apXnBe BCEW AOKYyMeHTaunm komnoHeHToB [1K/paboven ctaHumm (A0KyMeEHTbI/PYKOBOACTBA/ANC-
KW) Ans UCnonb30oBaHUS crieumnanuctamm no 06cnyxmBaHunio ob6opyaoBaHns,

obecneveHne pexmmva pe3epBHOro KoNnMpoBaHus,

obecneveHne N3MeHEHNs Napoen no yMon4aHuio Ha BCEX CETEBbLIX YCTPOUCTBAX,

NPOCTaHOBKA COOTBETCTBYIOWMX MMEH coobulecTBa/naponen B NPOTOKONE CETEBOINO MEHEIXKMEHTA,

LN POBAHNE CETEBONO TpadPuka,

Hagnexalwee KOHpUrypuposaHue (B cny4vae gOCTYNHOCTU) KOHTPONbHbLIX XXYPHANoOB U peanu3auusi npoueayp
NX MOHUTOPWHIA,

NaHUPOBAHME NEPUOANHECKON YCTAHOBKM OOHOBNEHHBIX BEPCUN BCTPOEHHbLIX NPOrpamMmm,

OKYMEHTUPOBaHNE HACTPOUKN 0B60pYyaOBaAHUS AN NCMONb30BaHUSA B DyayLem npuv NOBTOPHOM €ro KOHUry-
PUPOBaHNK; CO34aHNe pe3epPBHON KOMMM KOHDUTYPALMOHHOIO hanna mappyrmaatopa n XxpaHeHune ero B besonac-
HOM MECTE,

TECTUPOBAHWE BCEX MNOACOEANHEHHbIX K JTOKANbHOW BbIMUCNNTENBHOW CETU YCTPOUCTB Ha NpegmMeT Hannydums
YA3BUMOCTEMWN.
Mepbl 1 cpeacTBa KOHTPONS 1 yrpaeneHns 6e3onacHoOCTbiO, CBA3aHHbIE ¢ HECNPOBOAHLIMU NTOKANBbHBIMU BbIYUCIN-

TENbHLIMW CETAMW, NpeacTaBneHbl B A.3.3.

A.2 TnobanbHbIe BLIMNCNUTEINbHBLIC CeTH

A.21 BeoagHada nHdopmaunna

[ BC ncnoneayotea ana coegnHeHmns yaaneHHsiX nyHkToB n nx JIBC. BC moryT 661Tb cO34aHbI ¢ UCMONb30BAHUEM
Kabernew n KaHanoB CBA3U NpoBangepa ycnyr nnv NnocpeacTBoOM apeHabl yCnyru y npoBavgepa ceten CBA3N. TexXHONornm
['BC gatoT BO3MOXHOCTb Nepeaaqm nu MmapLupytmsaumm ceteBoro tpadpuka Ha bonblune paccTtosiHusa N 0bbIvHO obecnevn-
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BalOT WWMPOKUE BO3MOXHOCTU MapLlipyTusauum ans HanpasneHus ceteBbixX naketoB B JIBC HYXXHOro nyHKra HazHaveHus.
O6b1vHO ans ces3n mexay JIBC ncnonbayeTtces domnandveckas odwegocTynHasi ceteBasi MHPPaCcTPYKTypa, Hanpumep, Bblae-
NEHHbIE NTMHUK, CMTYTHUKOBAS CBA3b, I BONOKOHHO-oNTU4Yeckne kabenu. ' BC moryt umeTtb NpoBOAHYIC nnn 6ecnpoBo-
HYIO OCHOBY.

[TpoBogHble [BC 06bIMHO COCTOAT N3 YCTPONUCTB MapLupyTU3aumm (Hanpumep, MapLpyTn3aTopoB), COEANHEHHbIX C
00LWe 0CTYNHOW UIMTN YaCTHOW CETbIO TENEKOMMYHUKAUNOHHBLIMK Kabensmun. becnposogHble [ BC 06bIMHO MCNONb3yoT pa-
OUOBOIMHbI AN Nnepefayn ceTeBbIX NAkeToB Ha bonblune pacctosaHnss — 10 kKmnomeTpoB u bonee.

XoTts TpagnunoHHble [ BC 6binm nepBoHavanbHO co3gaHbl C UCNONb30BaHUEM apeHAYEMBIX Y NPOBanaepoB CTaUno-
HapPHbIX (MarncTpanbHbIX) NMMHUKA CBA3U, MPUYEM NPOBaANAEP YCINyr BbINOMHAN MUHUMATBbHYIO YNPaBEHYECKYIO AEATENb-
HOCTb, CBSI3@HHYIO C 3TUMU NIMHUAMM CBSI3U, NOMUMO obecneveHnss nx PyHKUMOHNPOBAHUS, pa3Butrne texHonorum [BC
NPUBENO K NepeknagbiBaHnio OTBETCTBEHHOCTU 3a yNpaBlieHne Ha npoBavgepa ycnyr, Yto NPUHECO opraHn3auynsam BbIro-
ay, 3aKo4atoLWyocs B OTCYTCTBUN HEODXOAMMOCTU Pa3BEPThIBAHUSA CODCTBEHHOW CETU U YNPABNEHUSA €10, TO €CTb OTBET-
CTBEHHOCTb B 0becneveHumn yBepeHHOCTH B HE30MNacHOCTU MEHEKMEHTA CETU BO3NAaraeTcs Ha npoBavaepa ycnyr. Kpome
Toro, nockoneky ['BC rmaBHbIM 06pa3om MCNonb3yTCA ANS HanpaBleHUs CETEBOro Tpaduka Ha BonbLlUne PacCTOAHUS,
dyHKUMA MapLpyTu3aymm gomkHa bbiTh XOPOLWO 3almeHa ans obecnevyeHns Toro, YTobbl ceTeBoOU TpaPuK He BbiN Ha-
npaeneH B JIBC, npegcraesnsaowyo HEBEPHbIN NYHKT Ha3Ha4veHus. [loatomy npoxogdawmm depes [ BC tpauk MoxXeT noa-
BeprartbCA nepexsarty Inuvuamu, uvmernwmmun poctyn kK umHpactpykrype [BC. [llockonbky wuHdppacTtpykrypa [BC,
no-BManMomy, bonee goctynHa, yem nHdppactpykrypa JIBC, cnegyet cobniogatb OCTOPOXKHOCTL, 0becnevnBasi LLMPPOBa-
HMe nepepasaemon yepes cpeay [ BC sHaunmon nudbopmaumnmn. B goroeope ¢ npoBanaepom ycnyr 4ornxkeH ObiTb OroBopeH
YPOBEHb Be30MacHOCTU, HEOBXOAMMBIN OpraHu3aunmn, KOTOPbIN A0IMKEH NPOAEMOHCTPUPOBATL NPOBANAEP.

A.2.2 Pnckun be3onacHoOCTH

XoTts npoeoaHbie [ BC pasaensatoT OCHOBHbIE PUCKU Be3onacHocTu ¢ npoBoaHbimu JIBC (em. A1), y npooaHon [BC
cywecTeyeT bonbLue pUckoB Be3onacHOCTU BCneacTemne bonee 3HaunTeNbHON NOABEPKEHHOCTN PUCKY CETEBOIo Tpaduka
B [ BC, 4T0 03Ha4yaeT HeoBXoAMMOCTb HAaNMYUA Mep U CPEACTB KOHTPOIMA U yrpaBlNeHUs, BKIOYasa cpeacTBa ynpaBleHus
OOCTYNOM, ans obecnevenuns Toro, 4Tobbl nposoagHyto 'BC BbINo HENErko CKOMNPOMETUPOBATD, BbI3bIBAS TEM CaAMbIM LLIN-
POKO pacnpocTpaHsatoleecs HapyweHne. AHanornyHo, xots becnposogHble [BC pasgensioT OCHOBHbIE PUCKK Besonac-
HOCTK ¢ BecnpoBogHon JIBC (cm. A.3), oHn Bonee nogBepKeHbl HAPYLWEHUAM U3-32 BO3MOXHOCTEN MNMpeaHaMEPEHHbIX
NOMEX B CUCTEME, UCTMONb3YEMOW ANA Nepeaaymn CETEBLIX NAKETOB. B LENoM, K OCHOBHbLIM PUCKaM BEe30MacHOCTU, NMEID-
lWKMM oTHOoWeHue K [ BC, oTHOCATCH pUCKK, CBA3aHHbIE C:

- BTOPXXEHUEM, MPU KOTOPOM NPOUCXOAUT PacKpbITUE UHPOPMaUUN UMM HE MOrYT ObiTb rapaHTUPOBAaHbI LENOC-
THOCTb U (MNN) AOCTYNHOCTb AaHHbIX;

- DoS-arakamu, Korga pecypcbl CTaHOBATCH HEAOCTYNHbIMU ANSA aBTOPU3OBAHHbLIX MONb30BaTENEWN;

- ANUTENbHLIM 3ana3sgbiBaHNEM, KOTOPOe ByaeT OKa3biBaTh BITUSIHUE HA TaKUE YCIyrn, Kak nepegadva peun vepes |IP
CEPBUCHI;

- HEYCTONYMBON CUHXPOHU3ALUMNEN B CETU, KOTOpas ByaeT OKasblBaTb BIIMAHUE HA KAYeCTBO nepeaaydun peum (Bbi3bl-
BAaeMOW rMaBHbIM 00pa3omM UCMonb3oBaHNEM MeAHbIX Kabenewn ansa NnocTaBKU YCIyr);

- cboeM yCTPOUCTB;

- NoBpexaeHnem kabens;

- YCTPOUCTBAMMU C HEOCYLLECTBINEHHBIMU NCMIPABNEHNAMN NPOrpamMmMmHOro obecne4veHus;

- MOTEPEN 3NEKTPOCHADXKEHUSA HA TPAH3UTHOW NMNOLWAaAKe, 3aTparuBatoLlLLEN MHOTME ApYyrme PUCKN;

- cpeacTBamMmn CETEBONro MEHE)KMEHTA rnpoBangepa ycnyr.

A.2.3 Mepbl U cpeacTBa KOHTPONA U ynpaBrieHUA 6e30nNacHOCTbLIO

OCHOBHbIE MEPbI U CPeacTBa KOHTPONS U yrnpaeneHnsa 6e3onacHoCcTbio, Heobxoanmble anst obecneyveHns 3awmnThl
[BC, npomxHbl BKNtoYaTbh B cebs:

- ICNOSMb30BaHMe 6e3onacHbIX NPOTOKONOB yrpaeneHus, Takmx kKak SSH, SCP nnn SNMPv3;

- lULMPPOBAHME KaHAaIoB yrnpasBlieHus,;

- LULMPPOBAHUE CETEBOIO TPaPUKa;

- peanuzaunto besonacHon ayteHTUdUKaAUMM Ans nony4veHuns goctyna Kk yctpoucteam [[BC ¢ COOTBETCTBYOWEN
nogaden curHanunsaumm ans yCTpoucTs;

- obecneveHune besonacHocTn hmandeckoro obopyaoBanus [ BC Ha kaxaow nnowagke, HanpumMmep, NCnosib30BaHne
zannmpaemMbiX WKagoB ¢ curHanmnaaynen gocTyna,;

- ncnone3oBanne Vbl ansa obecneveHus 3awmTbl OT HAPYLWEHUS SHEPrOCHABXEHUS;

- BONHOE COeUHEHNE Y3roB CETU/CBSA3N C NCNONb30BAHMEM PAa3HbIX MAPLLUPYTOB;

- NpohmnnakTnyecknn nocnegoBaTenbHbin onpoc yctponucTe [ BC,;

- COCTaBNEHNE CXEMbl pa3MeLleHNs CETEBbLIX YCTPOUCTB AN NAEHTUMPUKALUUN HECAHKUNOHUPOBAHHbLIX YCTPOWUCTE;

- MEHEXKMEHT OCYLLECTBNEHUS NCNPAaBNEHNN MPOrpaMmmMHoOro obecneveHns;

- WP POBAaHHbIE OBEPNeEN ANd 3HAYNMbIX OaHHbIX;

- NoNny4YeHne oT npoBavgepa ycnyr rapaHtun npegocTaBleHns yCnyr no Takum BONpocam, Kak 4OCTYyNnHOCTb, 3anas-
OblBaHWE U HEYyCTONYMBAasA CUHXPOHU3aUWS,;

- peanusaumio npouecca ayguta u Be4eHus ydyeTta CeTeBbIX PeCypcoB Ans gocryna K yctpouncteam [ BC;
- ICMNOMNMb30BaHNE MEXCETEBbLIX 9KPAHOB, OTBEPrarwmx nobon HeOXnaaHHbIM BXOAALWMN TPpaUK;

- obecnevyeHne yBepPEHHOCTU B TOM, YTO MHADPACTPYKTYPa U agpeca SABNSTCH CKPbITbIMU,;
- npucBoeHne |IP-agpecoB, KOTOPbIE HE MOTYT BbITb MapPLLPYTU3NPOBaHLI Yepe3 VHTepHerT;
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- NICNOMNMb30BaHME NPOrpaMmMHbIX CPeacTB ANSA TOro, YTobbl NoMelaTbh BpeAOHOCHOMY NPorpaMmMHOMY 0b6ecneyeHnto
(«TPOSIHCKME KOHW», BUPYChI, LUNNOHCKOE 10 1 vepBn) OTKPbIBATb NA3erKn B DE€30MacCHOCTU U3HYTPU CETU;

- UCNOSTb30BAaHNS CUCTEM ODHapPYXeHUs BTOPXEHUW AN naeHTUuKaumm nogo3puTenbHOro Tpauka;
- obecnevyeHune norm4eckon 6e3onacHOCTU CUCTEM CETEBOINO0 MEHEMKMEHTA;

- BHEMONOCHbLIN CETEBOUN MEHEMKMEHT;

- obecneveHne dpunanyeckon 6e30NacHOCTN MECT YNPaBlEHUS CETbIO;

- obecneveHne pe3epBHOro KONMMPOBaHUA YCTPOWUCTB;

- NpoOBEAEHNE NPOBEPOK HAAEXHOCTU NEepcoHana, 3aHUMMaIOLLErocsl CETEBbIM MEHEIKMEHTOM.

A.3 becnpoBoaHble ceTn

A.3.1 BBoagHada nHdopmauunna

becnpoBogHble ceTH ONPEaEnsAT KaK «CeTU, OXBaTbiBatlowWme HeDonbLlume B reorpaddnyeckom OTHOWEHNN obnactu
N UCnonb3yrowme BecnpoBogHblE CPEACTBA CBA3N, TAKNE KaK PagnOBOIHbI MU MHPpaKpacHble BOSHbIY» . ObbIvHO Becnpo-
BOAHbIE CETU UCMONBb3YIOT ANA peann3aunm CBA3HOCTU, 3KBUBANEHTHOM TOW, 4TO obecneunBaetcs B JIBC, n nostomy mx
TakXe Ha3blBaloT «becnpoBoaHON NokanbHoOW BbluncnutensHon cetblo» (WLAN). OCHOBHbIE MCNONb3yEMble TEXHOMNOIMN
ctaHpgaptuanpoBanbl B IEEE 802.11 v Bluetooth. Cnegyet noguepkHyTb, 4TO BECNPOBOAHbLIE CETU COCTABIMAT KAaTEroputo
CeTen, OTNNYHYIO OT pagnoceTten, Takmx Kak GSM, 3G n OBY, Tak kak pagnoceTtv ncnonb3yoT aHTEHHbIE MaYyTbl 4S5 Nepe-
aadun (cm. A4). Kpome Toro, paccmarpusas 6ecnpoBogHbie ceTu, cneayert NpMHUMaTh B pacyeT MHpaKpacHble CoeanHe-
HUA UNn Nbon Apyron Bug CoOeanHEHUN, NoAAepPKMBatoLWMX 6ecnpoBoOgHbIE CETN.

WLAN nogsepkeHbl BCeEM yA3BUMOCTSAM NpoBodHbiX JIBC n, BaobaBok, 0T HEKOTOPLIX OCODBLIX YS3BUMOCTEWN, CBSI-
3aHHbIX C Xapakrepuctnkamm 6ecnpoBogHOW CBSA3W. [Ns paccMOTPEHUS 3TUX AONONHUTENBHbLIX YS3BUMOCTEN DbInn paspa-
DOTaHbl HEKOTOPLIE cneundPnHeckmne TEXHONOrNKM (rnaeHbIM 06Pa30M OCHOBAHHbIE HA WM POBAHUK), XOTSH Yy bonee paHHnX
BEpCUM 3TUX TexHonormmn (Hanpumep, WEP) umenncek cnabbie mecta B apXuTekType, n NO3TOMY OHM HE OTBEYarnu OXxunaa-
HUSIM B OTHOLWEHUN TpeboBaHMW KOHDUAEHUNANBHOCTM.

A.3.2 Puckn 6e3onacHoOCTH

OCHOBHbIE PUCKK DE30NacHOCTU, UMetoLWwme oTHoweHne K ncnonb3oBaHunio WLAN, BknovaoT B cebs pUCKuU, CBSI-
3aHHbIE C:

- NoACNYyLWVBAHNEM;

- HECaHKUMOHNPOBAHHbLIM OOCTYMOM,

- B3aUMHbIMU U NpeaHaMepeHHbIMU MOMEXaMu,;

- HEMPAaBUIbHON KOHMPUrypaumnen,

- OTKNOYEHNEM MO YMON4YaHMo BE30MNACHOro pexmnmMma gocTyna;

- Hebe3onacHbIMKM NPOTOKONaMn LW POBAHUS;

- HeBE30NaCHbIMUM NPOTOKONAMK ynpasneHusl, ncnonbayemoiMmn ans ynpasnexHnst WLAN;

- HE BCEerga CyuwecTByWeEN BO3IMOXHOCTBIO ngeHtudpuumnposatb nonb3oartenen WLAN,;

- HEUCNPABHLIMU YCTPOUCTBAMMU (HANPUMEP, B TOUKaAX 4OCTyNa).

A.3.3 Mepbl n cpeacrtea KOHTPONA v ynpasneHnsa 6e3o0nacHOCTbLIO
Mepbl 1 cpeacTBa KOHTPONA v ynpaenenus, Heobxoanmele ans WLAN, moryt BkniovaTte B cebsi:

- KOHCOUTYPUPOBAHNE MHPPACTPYKTYPbI C COOTBETCTBYIOLMMUN TEXHUHECKMMIN MepamMm B6e3onacHOCTU (BKIOYast, Ha-
npumMmep, opraHnsagmnio mexceteson 3awmntel WLAN OoT KOpnopatuBHOWM MHADPACTPYKTYPbI);

- WndpoOBaHME CBSA3N U AaHHbIX Npn 0bMmeHe, Hanpumep, NyTem peanns3aumm BUPTyanbHOW YaCTHOW CETU HA OCHOBE
|IPsec vyepe3s WLAN mexay KnMeHTOM 1 MeXCETEBLIM 3KPaHOM NepumMeTpa;

- pacCMOTPEHME BONPOCca NoBblwWeHns bezonacHocTr kaxkgoro yetponctea WLAN nyTem KoHOUIypmpoBaHnUs NEPCo-
HalbHbIX MEXCETEBbLIX IKPAHOB, NPOrPaMMHbIX CPeACTB ODHAPYXEHUA BTOPXEHUN U 3aLlLUTLI OT BPEAOHOCHOW NMPOrpammb|
(BKNOYas aHTUBUPYChI), YCTAHOBNEHHbLIX HA KINMEHTCKOM YCTPOUCTBE,

- NCMNOJNb30BaHNE ayTeHTUUKaLUNK;

- KOHTPONb YPOBHSA NMepegaBaemMoro curHana ans UCKNio4YeHus pacnpocTtpaHeHus 3a npeaernsl QUandeckon Teppu-
TOPUN OpraHn3aynu;

- KOHPUrypupoBaHMe NPOCTOro NpoTokona cetesoro ynpaenenns (SNMP) 4oCTynom TONbKO ANSA YTEHUS;

- ¢cOOp ¥ aHanNM3 XypHanoB pPerncTpaumm ¢ Lenbto 0bHapyXeHns nobdoro NCKaXXeHns Nnn HeCaHKLUMOHNPOBAHHOIO
NCMONb30BaHUS;

- YNpaeneHne CeTbto Nno 4ONOJIHUTENBHOMY LWMMPPOBAHHOMY KaHany, Hanpumep, ¢ ncnonb3oBaHnem SSH,;

- NOAAEPKKY Pnandveckon 6e30nacHOCTN ToHEK BecnpoBOAHOIO AOCTYNA;

- NOBbIWEHWE NMPOYHOCTU NOObIX CETEBbLIX 3NEMEHTOB;

- TECTUPOBAHNE CUCTEMBI;

- paccMOTPEHNE UCMNONb30BAHUA CUCTEMbI OBDHaPYXEHUS BTOPXEHMW MeXAy KoprnopatuBHOM U BECnpoBOAHON
CETbIO.

A.4 PagvoceTtwm

A.4.1 BeogHada nHdopmaumnsa

PagnoceTtn onpeaensitoT Kak «CeTu, NCMONb3yoWwme pagnoBOrHbl B KA4YeCTBE CpeacTBa CBA3N A5l OXBaTa reorpa-
drueckmn obWMpHbIX obnacTen». TUNMYHBIMU NPUMEPaMN PAANOCETEN ABNSOTCH CETU COTOBOW CBS3U, UCMOMNb3YIOLWME Ta-

kne TexHonormu, kKak GSM nnmn UMTS, n npegocraensiowmne obweaocTynHble CEPBUCHI Nepeaayn peym n JaHHbIX.
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Cnegyet nogvYepKHyTh, YTO CETU, NCNONb3YIOLWME PagNOBONHbI AN oXBaTta HEBoNbWMX obnacTten, CHNTaOT OTHOCS-
LLMMUNCA K APYron kateropum n npmBegeHsl B A.3.

K pagnoceTtam, Hanpumep, OTHOCHTCA:

- TETRA;

- GSM;

- 3G (Bkntovasa UMTS);

- GPRS;

- CDPD;

- CDMA.

A.4.2 PucKkn be3onacHoOCTWM

OCHOBHbIE PUCKM BE3ONACHOCTU, UMEIOLLIME OTHOLLEHUE K MCNONb30BAHNIO PaanOCETEN, B LENOM BKNIOYAOT PUCKN,
CBSI3aHHbIE C:

- NOACNYLWUBAHNEM,

- NepeXBaToOM CeaHca CBSA3W;

- NpeacTaBneHnem cedbs apyrmm NMUOM;

- Yrpo3amMmu NpuKNagHoro ypoBHsS, Hanpumep, MOWEHHNYECTBOM,;

- OTKa30M B 0BCNyXUBaHUW.
PUCcKK besonacHocTu, umerwme oTHoweHne K GSM, BkntovalT B cebs pucku, CBA3aHHbIE C TEM PAKTOM, HTO:
- Comp128-1 n anroputmbl AS5/X sBnsitoTcsa cnabbimu;

[TpnmedaHwune— 3anatTeHTOBaHHbLIN anroputTMm, NepBOHaYanbHO NCMNoONbL3oBarncs no ymondanuio B SIM-kaprax.

- GSM wunopoBanue, Kak npasmno, 0O6bIYHO OTKIOYEHO;
- KnoHnpoBaHne SIM-kapT aBnsieTcs peanbHOCTBIO.
PUckn 6e3onacHoOCTU, UMeroLme oTHoWeHne K 3G, BKNIoYatoT B cebs pUCKU TOro, YTo:

- TenedoHbl YA3BMMbI ANA 3MEKTPOHHBLIX aTak, BKIioYas BHECEHNE BPeAOHOCHON NporpamMmmel, Hanpumep, BUPYCOB,

- BO3MOXHOCTU aTak BbICOKWU, TaK Kak TeNegOHbl 3a4acTyo BKITIOYEHbI;

- YCINYIM MOTyT CTaTb OObEKTaMM NOACNYLWNBAHUS;

- B pagnoceTsix MoryT BbiTb NpegHamMepeHHbIE MOMEXM;

- BO3MOXHO BBElEHNE NMOXHbIX BA30BbIX CTAHLUUMN;

- LLUITHO3bl MOTYT NMogBepratbCA HECAHKLUMOHUPOBAHHOMY OOCTYIY;

- YCINYIr MOIyT nogBeprarbCcs arakam n HeCaHKUMOHUPOBAHHOMY AoCTyny vepe3 VHTepHerT;

- BO3MOXHO BHECEHME Crnama;

- CUCTEMbI YNPaBleHNs MOryT NogBepratbCA HECAHKUMOHNPOBAHHOMY A0CTynNy vYepe3 RAS;

- YCNyrn MOryT noaBepratbCs atakam nocpeacTtBOM MOTEPAHHOIO WUIMN MOXULWEHHOIo 060opyaoBaHUA UHXEHEP-
HO-TEXHUYECKOW NOMOLLW, BKIMHOYasA NOPTATUBHbLIE KOMIMbIOTEPHI.

UMTS sBnsieTcs OCHOBHbIM NpeacTaBuTenem rnodbanbHOro ceMencTBa TEXHONOMMMN MOOUITbHOW CBA3U TPETLETD
nokoneHus (3G) n npeaocTaBnNAEeT CyWECTBEHHbIE BO3ZMOXHOCTU LUMPOKONONMOCHOW Nepeaadm n NPponycKkHoOW cnocob-
HOCTW NS NOAAEPXKKM nepegadn gaHHbiX U peun bonblwomy yncny knnentoB. UMTS ncnonb3yeTt Hecyuwyo nonocy
yacTtoT 5 My ansa focTmxeHna 3HAYNTENBHO Bonee BbICOKMX CKOPOCTEN NepeaaYdmn gaHHbliX U YBENNYEHUS MPONYCKHON
cnocobHOCTKU, obecneunBasi onTUManbHOE UCMONb30BaHNE paanopecypcoB, 0COBEHHO ANS ONepaTopoB C WNPOKUMMN
CMEXHbIMM yHacTKamm cnekrpa, obbivHO 0T 2 x10 oo 2 x20 Ml u, Ans CHUXEHUS pacxoaoB Ha pa3BepTbiBaHne 3G ce-
Ten. [NakeTHas pagnocBsdb 0bwero HasHaveHus (GPRS) sBnaeTcs CyweCcTBEHHbIM Warom Bnepe K cetsam mobunb-
HOWN CBSA3U TPETbEro NOKoONeHus, ynydwas pyHkymoHanbHble BO3MoXHOCTU GSM-cetn. GPRS — 310 cneunukaumns
nepegavn gaHHolXx B GSM-ceTax, garwouas BO3MOXHOCTb cywecTBoBaHuAa B GSM-MHQpacTpyKType U NakeTHoro tpa-
dbuka n Tpacduka c kommytaumen kaHanos. GPRS ncnonbayeT go socbmmn 9,05 Kot nnn 13,4 Kébnt TDMA TanmcnoTos
c obwen nponyckHon cnocobHocTeie 72,4 vnn 107,2 Kbut. GPRS nogaepxuatT npotokonel TCP/IP n X.25.
GSM-cetn ¢ TtexHonormen EDGE, moryt peanunsoBeiBate EGPRS — yny4dwenHyto Bepecnio GPRS, koTopas yBenn4um-
BaeT NPONYCKHYIO CNOCOBHOCTL Kaxagoro tammcnota go 60 Kout. GPRS genaet BO3MOXHbIM «MOCTOSIHHO BKIIOYEH-
Hoe» VIHTepHeT-coeAnHeHne, ABNAWeecs noTeHunanbHoW npobnemon besonacHocTn. GPRS-npoBanaep obbIYHO
cTapaeTcs NOBbICUTb DE30NAaCHOCTb CBA3KN, obecneumnBas mexceteBoun akpaH mexay GPRS-ceTbto n VIHTEpHETOM, HO
obecneveHne MEXCEeTEBOIo 3KpaHa AOMKHO ObiTb CKOHOUTYPUPOBAHO TakK, YTODObLI cAenaTb BO3IMOXHOW paboTy gonyc-
TUMbIX CEPBUCOB, U, CNeaoBaTeNnbHO, BO3MOXHOCTb UCMOJNTb30BAHUSA CTOPOHHUMUW OpraHmn3auusiMmu.

CotoBas yndpoas nepeaada naketoB gaHHbIX (CDPD) npeacraBnseT cobom cneunpukaymio ans nogaaepxkm bec-
NPOBOAHOro goctyna K VIHTepHeTy u gpyrum obLweaoCTyNHbIM CETAM C KOMMYTaUMeN NakeToB Yepes COToBble TeNnedoH-
Hble ceTun. CDPD noaaepxusaet TCP/IP n CLNP. CDPD ncnonbayet notodHbin wndp RC4 ¢ 40-6utoBbIMK KNtoHamMmu Ans
wudposaHms. CDPD onpegeneHa B ctaHgapte 1IS—732. Anropntm He ABNAETCH CTOMKMM U MOXeT bbiTb AewmndpoBaH

MeToaom rpyboro npsimoro nogbopa.

CDMA — gpopma paclwmpeHHOro cnekrtpa — sBNSAETCH CEMENCTBOM METOAO0B LUNhPOBON CBSA3N, KOTOPLIN NCMONb-
30Barics B TedeHne MHormx net. OCHOBHbLIM MPUHLUMNOM PacLUMPEHHOIO CNEKTPa SABMNAETCH UCNOMb30BaHMe WymMonogob-
HbIX HECYLLMX YacTOT, UMEIOLLMX ropasno 6onbLYIO WVPKUHY NOMOCH! NPOMYCKaHUs, YeM TpebyeTcst Ans NpocTon NPSMON
CBA3M NPV OAHOU U TOW Xe CKOPOCTU nepeaaydm gaHHblX. TexHonormsa unpoeoro kogmpoeannsa nossonsaet CDMA npeay-
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npexgartb HaMepPEHHOE Unun cnydvanHoe nogacnywmsanme. Texnonorns CDMA pasbuBaeT 3ByK HA «KyCOYKMU», NpoXxoaswme

NO PacWMPEHHOMY CMEKTPY 4YacToT. Kaxabin «KyCco4vek» pasrosopa (Unu AaHHbiX) naeHtunnumpyeTcsa no umnpoBomMy
koay, nasectHomy Tornbko CDMA-TenedoHy n 6a30BOW CTAHUMKN,. ITO O3HAYAET, YTO AKTUYECKN HUKAKOE APYroe yCTpou-
CTBO HE MOXET MPUHSATbL 3BOHOK. Hannumne MmnnnoHoOB KOQOBbIX KOMBUHALUMKW, AOCTYNHbLIX ANs Nobdoro 3BoHKa, obecneym-

BaeT 3alnTy OT NoacnyLwmnBaHus.

A.4.3 Mepbl n cpeacTBa KOHTPONA v ynpasneHnsa 6e3o0nacHOCTbLIO

CywecTBYeT psifi TEXHUYECKUX MEP U CPEACTB KOHTPOIS U ynpaBneHmns 6e3onacHoOCTbo ANA OCYLWECTBNEHNSA Me-
HEDKMEHTA PUCKOB pagnoceTen OT AeHTUPNUNPOBAHHBLIX YIPO3, BKITHOYAas:

- HagaeXHyo ayteHTundmnkaynio,

- WndpoBaHue ¢ IOPEKTUBHLIMU arnropuTMamu;

- 3alMLLEeHHble Da3oBble CTaHLUWU;

- MEXXCETEBLIE 3KPaHbI;

- 3aMTY OT BPEAOHOCHOW NporpamMmmebl (BUPYCbl, «TPOSHCKUE KOHU» U T. A.);

- aHTUCcnam.

A.5 LLinpokononocHble ceTn

A.51 BeoagHada nHdopmaumnna
LLinpokononocHble ceTn MoryT 6paTtb Ha4ano oOT rpynnbl TEXHOMOMMKW, NO3BONMAWMX NHANBUAYAIbHbIM aBOHEHTaM

OCYLLLECTBIATb BbICOKOCKOPOCTHOW A0CTYN K TOYKE Hann4uua MHTtepHeT. LUnpokononocHble TEXHONOMMN BKITKOYAKOT B cebs,
Hanpumep:

3G;

KabenbHYI0 (ONTUYECKYO, KOAKCUATbHYIO);

CMYyTHUKOBY0;

xDSL;

F10S;

BPL;

FTTH.

Uto kacaetca xDSL, cywectByoT gBa 0OCHOBHbIX Buga: ADSL, CKOpOCTE NOTOKA KOTOPOro OT Nonb3oBaTtenis HMUxe (OT
YETBEPTU A0 NOMOBUHLI CKOPOCTU NMOTOKA K Nonb3oBaTtento) n SDSL, ckopocT NOTOKOB B KOTOPbLIX B 060MX HAaNpaBneHnsaX
OAMHaKOBbI. B ntobom cny4vae CKopocTb NOTOKA K MOnb3oBaTento 06bi4HO cocTaBnseTt ot 128 Kbut/c ao 2—8 Mbut/c, B 3a-
BUCUMOCTM OT npoaykra. KabenbHas n CnyTHUKOBAs! TEXHONOMMN TaKKe MMEIT CXOAHblE BUAbI NPOAYKTA.

OCHOBHbIE NPU4YNHbBbI BbIDOPA LUMPOKONOMOCHbLIX TEXHOMOMMIA 3aKNO4alnTCs B TOM, YTO OHU SIBASIIOTCH BblCOKOCKO-
POCTHLIMN TEXHOMOIMAMWN NOCTOAHHOIO NOAKIIOYEHNS, KOTOPbIE AelleBne TpagnunOHHbIX CUCTEM CBA3U U MOTMYT Noaaep-
XUBaTb MPUINOXEHUS, Tpebylowmne Wnpokon nonocel nponyckanus (Hanpumep, HDTV tpebyeTt 15—20 M6 npu Tekywen
Komnpeccun). Bce TeXHONOrMmM genarT BO3MOXHbLIM A0CTYN K IHTEpHETY K, crnegoBartenbHO, AEUCTBYIOT TONBKO B Anana-
30He OT VIHTepHeTa Ao nomelweHnn aboHeHTa. Micnonb3oBaHue VIHTepHeTa B KA4eCTBE YHUBEPCANbHOIO TPAHCMOPTHOIO
CpeAcTBa CBS3U MNO3BONSET ObICTPO U AEWEBO OPraHn3oBbIBATL CBS3b, BO3MOXHO, C pa3BepPTbIBAHMEM BUPTYaINbHOW YacT-
HOW ceTu Ans 6e3onacHbIX MUMHUA CBA3WN.

A.5.2 Pnckwn Ge3onacHoCTH

LLinpokononocHas cBA3b — 3TO MPOCTO BbICOKOCKOPOCTHAA NIMHUSA CBSA3U «MOCTOSHHOIO NOAKMNIOYEHUA» Mexay abo-
HEHTOM N HTepHeTOM. DT cBOMCTBA OBNerYalwT Xakepy 3agadvy NogkMovYeHUs K LWNPOKONONOCHOW cncteme csasn. K
OCHOBHbIM pUcKam 6e30nacHOCTU, UMEILLMM OTHOLWLEHUE K MCNONMb30BAHUIO LLUMPOKOMNONMOCHbLIX CETEN, OTHOCATCH PUCKMN,

CBSI3aHHbIE C:

- packpbiTnem, Mmogunpunkauymen nnu yganeHmem nHpopmaumm B pesynbrate HeCaHKUMOHNPOBAHHOIO yaarneHHoro
OOCTYNa;

- pacnpocTpaHeHnemM BpeaOHOCHON NPOrpamMmsi;

- npuemMom/nepeaden N BbIMONHEHNEM HECAHKLUNOHNPOBAHHbLIX NPOrpamMmm;

- KpaxKen naeHTMhuKaTopoB;

- HENPaBWUITbHbIM KOH(PUTYPUPOBaHUEM CUCTEM KITMEHTA;

- BHECEHNEM NPOrPaMMHbIX YA3BUMOCTEMWN,;

- NEPErPyY3KOn CeTw;

- OTKaA30M B 0B6CNyXnBaHUW.

A.5.3 Mepbl n cpeacTBa KOHTPONA v ynpasneHnsa 6e3o0nacHOCTbLIO

CywecTBYET psi TEXHUYECKNX MEP U CPEACTB KOHTPONS M ynpasneHns 6e30nacHoOCTbO A5l OCYLWECTBIEHUSA Me-
HEPKMEHTA PUCKOB LUMPOKOMONTOCHON CBA3N OT MAEHTUPULNPOBAHHBLIX YIpo3, KOTOPbIE MOTYT BKIH0YaTh B cebsi:

- MEXXCETEBbLIE 3KPaHbI AN Manoro opuca/gomawiHero opuca;

- WndhpoBaHne OaHHbLIX;

- MPOrpaMmMHbIe CPEACTBA 3aLUUThLI OT BPEAOHOCHON NporpamMmmsel (BKIOYas aHTUBUPYChI);

- CUCTEMBbI OBDHaPYXEHUS BTOPXEHUN, BKNOYAs CUCTEMbI NPEaYNPEXJEeHNS BTOPXEHWN;

- BUPTyarlibHble YaCTHbIE CETH;

- OOHOBNEHNE BEPCUN /OCYLLLECTBNEHMNE UCNPABNEHUN MPOrPaMmmMHOro obecneyeHms.
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A.6 LLino3bl 6e3zonacHoOCTH

A.6.1 BBogHana nHdopmauns

COOTBETCTBYIOLWUN MEXAHU3M LISM03a Be30nacHOCTM AOIMKeH obecnevnBaTh 3aWNTY BHYTPEHHUX CUCTEM OpraHmn3a-
LUK N OCYLLLECTBNATL D€30NacHbIe ynpaBneHne U KOHTPOIb NPOXoAsLWero Yepes Hero Tpadunka B COOTBETCTBUN C AOKYMEH-
TanbHO OOPMINEHHON NONUTUKON AOCTYNAa K CEPBUCY LWN3a Bbe3onacHocTn (cM. A.6.3).

A.6.2 Puckmn be3onacHoCTwm

C KaXXgblM OHEM XaKepbl NpeanpuHNmMatoT Bce bonee n3owpeHHbIE NOMNbITKU B3NIOMa CETEN, UCMONb3YEMbIX ANS Le-
nev gesatenbHOCTU opraHn3aunin, n B LEHTPE X BHUMAaHNA HAXoaAaTCH Wto3bl. [1oNbITkKM HECAHKUMOHUPOBAHHOIO 40CTyNa
MOTYT DbITb 3NOHAMEPEHHBIMU, BEAYLLMMUN, HANpumep, K DOS arake; atakm moryTt 6biTb HanpaeneHbl Ha 3noynoTpebnenne
pecypcamMmn nnuv nony4veHune yeHHon nidpopmaumn. LLnwoasl gonmxHel 3awmwate opraHn3anunto oT Taknx BTOPXKEHUN U3BHE,
Hanpumep, na VIHTepHeTa nnmn ceten CTOPOHHEN opraHn3aunmn. HeKoHTponMpyemoe, ncxogsalee na3 opraHmsaymm nHQOop-
MaLMWOHHOE HaMOJIHEHNE, NPUBOANUT K NPaBOBbIM NPOBNemMam U NoTEHUNANBbHOW NOTEPE MHTENNEKTYaNbHON COBCTBEHHOC-
™. K TOMY Xe, N0 Mepe TOro Kak Bce bonblue opraHu3aunm yctaHaBnmBatloT CBA3b ¢ VIHTepHETOM Ans yaOBNEeTBOPEHUSA
CBOMX OPraHmn3aunoOHHbIX NOTPEBHOCTEN, OHN CTANTKMBAKOTCH C HEOBXOAMMOCTBLIC KOHTPONSA A0CTYNa K HECOOTBETCTBYHO-
LWLIMM UK HEXenaTenbHbiM BeD-canTtam. besa Takoro KOHTPONs opraHn3aunm PUCKYIOT CTaTb HEMPOAYKTUBHBIMU, MOABEP-
HYTbCSH HEMNPUATHOCTAM U HENPAaBUIBbHO pacnpeaennTb NPONyCKHYO CNOCOBHOCTL M3-3a HEMNPOAYKTUBHOIO «bnyXXaaHmnsa»
no seb-cantam. Takmum obpaszom, Tpebyrowme pacCMOTPEHUS OCHOBHbIE PUCKN 6Ee30MacHOCTU BKMIOYAKOT B CEDSA PUCKN,
CBSI3aHHbIE C:

- BO3MOXHOCTbIO HE4OCTYNHOCTU COEAUHEHUSA C BHELWLHUM MUPOM;

- NOBPEXAEHNEM OaHHbIX;

- HECAHKUNOHUPOBAHHBLIM PACKPbITUEM, KOTOPOMY MOTYT NOABEPIrHYTLCH LEHHbIE aKTUBbI OpraHmn3aunm,

- pa3MeLlleHneM JaHHbIX Ha BeD-canTax nnv nepegaven nx nHbiM crnocodbom 6e3 Hagnexawmx nonHOMOYUN, NPUBO-
OSILLKMM K NPaBoBbIM Npobnemam (Hanpumep, MHcanaepckasi TOProens).

A.6.3 Mepbl U cpeacTBa KOHTPONA U ynpaBrieHUA 6e30NacHOCTLIO

Lno3 6e3onacHOCTU AOIXKEH:

- pasgensitb NOrMYecKkne CeTu;

- BINOMHATbE PYHKUMK OrPaAHUYEHNA N aHanu3a nHdopmauum, Npoxoasuen Mexay Norm4eckumMm CeTAMM;

- NONBb30BATLCS OPraHn3aunen B Ka4eCTBE CPeACTBa KOHTPONSA A0CTYNa K Hpopmauum, NnoCTynatoLWeEn B CETb Opra-
HM3aUUU U BbIXOOSIWEN N3 HEE;

- obecneumBaTtb HaNM4Une eAUHCTBEHHOWN KOHTPOIMPYEMOW U YNPaBISEMON TOUKN BX0O4a B CETh;

- OCYLUECTBMNATb NONUTUKY BE30NacHOCTU OpraHn3aumm OTHOCUTENBHO CETEBLIX COEANHEHWN;

- obecnevymBaTb HanNM4YUMe eAMHCTBEHHOW TOYKU permcTpaumm aHHbIX.

Ins kaxporo wno3a 6e3onacHoOCTU AoMmKeH BbiTh paspaboTaH oTAENbHbIN AOKYMEHT, KACaoLWMNCS NMONUTUKKN (Be-
30MNaCHOCTN) AOCTyNa K ycnyram, u ero TpeboBaHus A0MKHbI BbINONHATLCSH, YTODbLI 06ecne4vnTb NPOXOXAEeHNE TONbKO CaH-
KLUMOHUPOBAHHOIO Tpaduka. ITOT AOKYMEHT JOJIKEH cogepaTb HAabop nNpaBun, KOTOPbIE AOTKHbI NPUMEHSATBCH K LUMIO3Y
1 KoHcburypauum wnwo3a. JomkHa cywecTBoBaTh BO3MOXHOCTb NO OTAENBHOCTU ONpeaensTh pa3peLlleHHble COEAUHEHUS
COIrMacHoO NPOTOKONY CBSA3U U APYyrum getansam. Takum obpasom, agns obecneveHmnss yBepeHHOCTU B TOM, YTO TOJTbKO CaH-
KUMOHMPOBAHHbLIE NOMb3oBaTENU U TPaUK NONy4aroT paspelleHne Ha 40CTYN K COeANHEHUAM Ans nepegadn JaHHbIX, B
NONUTUKE, rae AoMmKHbl ObITb OnpeaeneHbl  NogpodHO 3ahMKCUPOBaHbI OTPaHUYEeHUS U MpaBuna, NPUMeHseMble K Tpadu-
KY, BXOASALEMY B W03 6e30NacHOCTU N NCXOASALWEMY N3 HEFO, a TakKXe NapameTpbl ynpasneHnss n KoHurypauumn.

ns Bcex wno3oB 6€30nacHOCTU HEOBXoAMMO NONHOCTBIO UCMONBb30BAaTb AOCTYNHbIE CPeaAcTBa AeHTUUKALMN U
ayTeHTUPMKaLMKn, NOrMYEeCKoOro KOHTPONA goctyna n ayguta. Kpome 1oro, OHU AOIMKHbI PErynspHO NPOBEPATLCH HA HaANKU-
Yne HECaHKUMOHUPOBAHHLIX NPOrpaMMHbIX CPeacTB 1 (MNn) AaHHbIX, a Npu X oBHapPYXEeHUN OOMXHbI COCTABNATLCSH OTHE-
Tbl 006 UHUMAEHTAX B COOTBETCTBUU CO CXEMON MEHEMKMEHTA MHUMAEHTOB MHDOPMALUMOHHOW BE30NACHOCTY OpraHn3aumm
n (unu) coobwecTra (cm. MCO/M3IK 18044 ").

Cneayet NOAYEPKHYTh, YTO MNOAKIMIOYEHUE K CETU AOIMKHO OCYLLECTBNATHCH TONBKO NOCIE NPOBEPKN COOTBETCTBUSA
BbIOpaHHOro wrto3a 6e3onacHoCcTn TpeboBaHMAM opraHnsaumm n (Mnn) coodbecTsa N BO3IMOXHOCTN Be30nNacHoro me-
HEI)KMEHTA BCEX PUCKOB OT nogobHoro coeguHeHus. [JonmxHa obecneymBaTbCs HEBO3MOXHOCTb 0OXoaa Lwno3a
be3onacHoCTW.

XopoLwnmMm NpUMepomM LWMo3a 6e30nacHOCTU SBNSETCH MEXCEeTEBOW 3KpaH. MexceTeBble 3KpaHbl 0ObIMHO AOMXKHbI
obnagaTtb COOTBETCTBYIOLWEN CTENEHBLIO JOBEPUSA, CONZMEPUMOIo C OLLEHEHHBIM PUCKOM, N CTaHAAPTHBIM HABOPOM NpaBwuI
01151 MEXCETEBOIo 3KkpaHa, 06bIMHO HAYMHAKLWMXCA C 3anpeLweHns Nboro 4ocTyna K BHyTPEHHUM U BHELLHUM CETAM U O0-
baBnsowWmMx onpeaeneHHole TpeboBaHna Ans obecnevyeHnss COOTBETCTBUS TONMbKO HEOBXOAUMbBIM KaHanam CBA3MN.

bonee nogpobHas wmHdopmaums o wnwedax besonacHoctn npeacrtaeneHa B MCO/M3OK 27033-4 (a Takke B
MCO/M3K 27002 n NCO/M3K 27005).

CnegyeTr OTMETUTDb, YTO XOTSH aCNeKTbl CETEBON BE30MACHOCTU NEPCOHANbHbLIX MEXCETEBBLIX 3KPAHOB (CrneunanbHoro
Buaga mexcereBbiX 3kpaHoB) B NCO/M3IK 27033-4 He obcyKaatoTesl, OHM TaKKe noanexar paccMoTpeHuto. B oTnuume or
DONbLWMHCTBA LEHTPAanbHbIX NMOWAA0K, 3alMWEHHBIX CreunanbHbIMU MEXCETEBLIMU IKPaAHAMWN, yaaneHHble CUCTEMDbI

' B tekcte WCO/M3K 27033-1:2009 anaHbl cebinkm Ha VMCO/MOK 27035 — 910 onevarka.

43



FTOCT P UCO/MIK 27033-1—2011

MOIYT HE OnpaBAdaTh pacxodbl N YPOBEHb CneumanncToB, obecneunBaolmx NOAAEPKKY TaKMX YCTPOUCTB. BMeCTo creum-
arbHbIX MEXCETEBbIX 3KPAHOB MOXET UCMNOIIb30BATLCH MNEPCOHAlIbHbIN MEXCETEBOWN 3KPAH, KOHTPONUPY 0NN MOTOK UH-
dopmaunm B yaaneHHbIn KOMNbIOTEP (M nHOraa n3 Hero). AOMUHUCTPUPOBaHUE NnpaBun (MONUTUK) MEXCETEBOIO 3KpaHa
MOXET YOANEHHO OCYLLECTBNATLCH MNEPCOHANoOM Ha UEeHTpanbHOM NNowaake, ocBoboXgan yaaneHHoro nonb3oBaTens
CUCTEMbI OT HEODXOANMOCTU N3YUEHUSA TEXHNYECKON CTOPOHBI NPOLECcca, HO €CNKU 3TO HEBO3MOXHO, CrneayeT no3aboTutb-
ca 06 obecneveHnn 3PPEKTMBHON KOHDUrypaummn, oCobeHHO ecnum nepcoHan Ha yaaneHHon nnowagke He MeeT Cneum-
anbHbIX 3HaHUWN B chepe UT. HekoTopble NepcoHanbHblE MEXCETEBLIE 3KPAHbI TAKKE MOIyT OrpaHnYnBaTh CrocoObHOCTL
nepegaBaTb CAHKUMOHUPOBAHHbLIE NMPorpamMmmsbl (4axe BUbNMoTeKkn) No CeTn, OrpaHNYMBas BO3MOXHOCTb PacnpocTpaHe-
HUA BPeOOHOCHOro nporpamMmmMHoOro cpeacrea.

A.7 BupTyanbHble YaCcTHbIe CeTH

A.71 BeoagHada nHdopmaumnna

BupTyanbHblie YacTHblE CETU NPEeACTaBNART COOOM YacTHbIE CETU, KOTOPLIE peanuayloTcs Npu noMowm nHopa-
CTPYKTYPbI CyLLecTBYOWMX ceTen. C TOYKN 3pEeHnsi NoSb30BaTeNs, BUPTyarbHble YAaCTHbIE CETU (PYHKLUMOHUPYIOT KaK Yac-
THbl€ CETU U NpeanararT aHarnormyHble BbIMONMHAEMble PYHKUMK N yeryrn. KOHKpeTHas BUpTyanbHas YacTHasA CeTb MOXET
NCNONMb30BATLCH B PA3NINYHbIX CUTYaUUsX, TAKUX, Hanpumep, Kak:

- peanmn3auusa yganeHHoro gocryna K opraHmsaumm ans CoTpyaHuUKoB, KOTOPbIM NMPUXoanTcs MHOMO nepemMeniaTscs
U1 HaxXoasWMMNCSH 3a npeaenamMmm opraHm3auum,

- OCYLLECTBNEHNE CBA3N MEXAY PA3NNYHbIMM MNOWaAKaMn OpraHn3aunmn, BKIHOYas n3dbbITOYHbIE CBA3N A1 peanu-
3aUnn MHPPACTPYKTYPblI BOCCTAHOBITEHUS,

- YCTaAHOBITEHNE NOACOEANHEHNN K CETU OpraHn3aynm gpyrux opraHmsaymmn/napTHepoOB Nno OCHOBHOWU AeATENBHOCTW.

Opyrumum cnoBammn, BUpTyanbHble YACTHLIE CETU MO3BONSAT ABYM KOMMbIOTEPAM UMK CETAM 0BMEeHMBaTLCA MHAOP-
MaLMEN B TAKOW Nepepatollen cpeae kak VIHtepHet. Takon 0bMeH paHee OCyLWEeCTBNANCS ¢ DONbWMMKM 3aTpaTtamMum NyTem
MCNONb30OBaHNA apeHayeMbIX NIMHUIN C lWndopaTopamMmu B KaHane cesa3n. OgHako € nosiBNeHneEM BbICOKOCKOPOCTHbLIX KaHa-
NnoB ¢BA3N VIHTEpHET 1 NoaXoaALLErO OKOHEYHOIo 060pPYyAOBaAHNS HA KAXA0M KOHUE CETU MNOSIBUNAch BO3MOXHOCTb YCTa-
HOBITEHUS HAOEXHbIX CBA3EN MeXAy y3rnamu CETU C MOMOLLbIO BUPTYalibHbIX YaCTHbIX CETEN.

A.7.2 PucKn be3onacHoOCTH

KntoueBbiM PUCKOM Be30nacHOCTU, NPUCYLLMM nNepeaaqe aHHbIX B HE3AWMLWEHHON CETU, ABNSAETCH PUCK, CBS3aH-
HbIM C KOH(PUASHUMANBHOW MHOPMaUnen, NOTEHUNANBHO AOCTYNHON ANS HECAHKUMOHUPOBAHHbLIX CTOPOH, YTO MOXET
NPUBOANTL K €€ HECAHKLIMOHUPOBAHHOMY PACKPbITUIO U (UNN) n3MEeHeHUto. B aononHeHne K puckam 6e3o0nacHocTu, 0b6bIY-
HO CB$I3@HHbIM C NTOKaNbHbLIMW U rNobanbHeiMu ceTamm (cMm. A.1 n A.2 COOTBETCTBEHHO), TUMNNYHbLIE PUCKN BE30NACHOCTH,
NMELWNE OTHOLLEHWE K BUPTYalbHbIM YaCTHbIM CETAM, BKNOYAlOT B CEOA PUCKU, CBSA3AHHbIE C:

- Hebe3onacHoOW peanu3auuen B peasynberare:

HE NpolweaLwero TecTupoBaHne nnm aedhekTHoro Habopa Wwndpos,

cnaboro COBMECTHO UCMOSNb3YyEMOro Nnapons, KOTOPbIN MOXET ObITb NErko pasraga,
HEYBEPEHHOCTU B BE30NACHOCTU YAANEHHOIO KNNEHTA,

HEYBEPEHHOCTN B ayTEHTUMPUKALWKN NMonb3oBaTenewn,

- HEYBEPEHHOCTbIO B 6He30nacHOCTU OCHOBHOIO NpoBanaepa ycnyr;

- NNOXuM PYHKUNOHNPOBAHUEM UMMM OOCTYMHOCTBIO CEPBUCA;

- HECOOTBETCTBMEM HOPMATUBHbLIM U 3aKkOoHOAATelNnbHbIM TPEOBOBaAHUAM, NpeabsBNAEMbIM K MPUMEHEHUIO LN PO-
BaAHUS B HEKOTOPLIX CTpaHax.

A.7.3 Mepbl n cpeacTBa KOHTPONA v ynpasneHna 6e3onacHOCTbLIO

Ons peannsaumm PyHKUMOHANBHBLIX BO3MOXHOCTEN BE30NACHOCTU U YCINYT B BUPTYalbHbIX YACTHbIX CETHAX 0ObIYHO
NCMONb3YIOTCA KpUNnTorpauueckne TeXHONOMMM n (MNn) NPOTOKOINbI NPUNOXEHNN, OCODEHHO €CINKN CEeTb, HA KOTOPOW MMO-
CTPOEHa BUPTyarbHas YacTHas CeTb, SBNAETCH 00WeA0CTYNHOW ceTbto (Hanpumep, NHTepHeT). B BONblWUMHCTBE Cry4aeB
peanu3aumnm gns obecneveHns KOHOUAEHUMANbHOCTU KaHanbl CBA3U MEXAY yH4aCcTHUKAMM LWKNPPYIOT, a NS NOATBEPXKAE-
HUS MOEHTUYHOCTU CUCTEM, MOAKMNIOYEHHBIX K BUPTyanbHOW 4YacTHOW CETWU, UCMNOSMb3YIOT NPOTOKONbI ayTeHTudmnkaumm.
O6bI4vHO 3aWwnppoBaHHan MHpOPMAaLNS NPOXOANT Mo Be30NacHOMY « TYHHENO», KOTOPbIN COEANHAETCH CO LLUITH030M Opra-
HM3auUuKn, C COXpaHEHNEM KOHOUAEHUMANBHOCTU N LENOCTHOCTU 3TON MHAOPpMaUMn, 3aTem LUMe3 M AEHTUPULNPYET yaa-
NEHHOro nosb3oBaTens v genaer BO3MOXHbIM €ro AOCTYN TONbKO K TOW MHOpMaUUK, KOTOPYID OH YNOJIHOMOYEH
NONYYNTD.

Takmm obpaszom, BUpTyanbHas 4YactHasi ceTb npeacraBnset cobon mexaHu3m, OCHOBAHHbIW HA TYHHENUPOBAHUN
npoTokona — obpaboTke OAHOrO NMOMHOro NPOTOKOA (KIMMMEHTCKOro NPOTOKONA) Kak NPOCTOro notoka BUToB, N Ha 3aKIH0-
YEHUW E€ro B APYron NpPOTOKON (NPOTOKO HECyLWen YacToTbl). OBbIMHO NPOTOKON HECYLWEN YaCTOThl BUPTYalibHOW YaCTHOW
cetn obecnevmnBaet 6e30nacHOCTb (KOHOUAEHUMANBHOCTb U LENOCTHOCTL) KITMEHTCKOro npoTtokona(os). [1pu paccmoTtpe-
HMW UCMONb30BaHNSA BUPTYyarnbHOW YaCTHOM CETU CreayeTt yuYuTbiBaTh Cneayowmne acnekrbl apXUTEKTYpPbi:

- 5e30NacHOCTb KOHEYHON TOYKW;

- De30NacHOCTb 3aBEePLUEHNS;

- 3aWmTa OT BpeaQOHOCHOIo NPorpamMmMHoOro CpeacTBa;

- CTporasi aytTeHTuuKauns,

- OBHapYXEHNE BTOPXKEHUN;
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- WINo3bl 6e30nacHOCTU (BKITHOYAA MEXCETEBLIE 3KPaHbI);
- WndhpoBaHne OaHHbIX;

- NPOEKTUPOBAHUNE CETU;

- gpyrast BO3MOXHOCTb COeaNHEHWS;

- pasgenbHoe TYHHENMMPOBaHWE,

- BeeHNE KOHTPOIbHbIX XXYPHAaIroB U MOHUTOPUHI CETH;

- TEXHUYECKUN MEHEIXKMEHT YA3BUMOCTEMWN.

Bonee noapobHas nHhopmaumus 0 BUPTYarnbHbIX YACTHbIX CETSX, BKITIOYAS KaXabin U3 NPUBEAEHHBLIX BbiLLE acrnek-
TOB apxutekTypsbl, npegcrasneHa B MCO/MOK 27033-5.

A.8 Cetn TenedboHHON CBA3N

A.8.1 BBogHada nHdopmaunsa

Ha cerogHsaWwHnM geHb nmetoTes yupexgeHdeckme ATC ¢ ncxogsawen n BXogsawewn CBA3bIo, nogaepxveatLme tpa-
OVUMOHHYIO KAHANbHYIO TENEMOHNIO, COEANHEHHYIO C TENEOHHON KOMMYTUPYEMOW CeTbIo 0bLEro nonb3oBaHus. MIHop-
Mauus ans Hanagkyu Bbi30Ba npoxoauT mexay HumMun, ncnonb3ysa DPNSS (npomMbliwiNeHHbIM cTaHgapTHbIM MHTepdhenc
Mexay ydupexageHdeckonm ATC ¢ ncxogsuen n BXogasilen CBs3blo U CeTbio goctyna). LlndpoBas curHanbHas cucrtema Jvac-
THbIX CETEN PaCnpPOCTPAHSAET BO3MOXHOCTU, KOTOPbIE 0DbIYHO AOCTYMHbI TONMBKO MeXay aboOHEHTCKMMUM J0DABOYHBIMUN TE-
NnedOHHbIMM HOMEPaMN €ANHCTBEHHOW yupexaeHdeckon ATC ¢ ncxoasiwen n BXoasiwen CBsA3bo, HA BCe abDOHEHTCKME
nobapoyHble TenedoHHbIE HOMepPa yupexaeH4eckux ATC c ucxogsiwen n BXogswen CBsA3bo, COeAUHEHHbIX APYr C APYrom
B YacTHoM ceTn. OgHaKo HECKONbKO NeT Ha3aa napannenbHo ¢ LMPOBOW CUTHANbHOW CUCTEMOW YaCTHbIX ceTen bbin pas-
paboTaH HOBbIW NPOTOKOS nNepeaadn nHpopmaunm mexay ydpexaeHdeckmmm ATC ¢ ncxogswenm v BXogsilwen CBs3blo, a
TaKkke mexay ydpexgendeckon ATC ¢ ncxogsiwen n BXxogsilen cBA3bo N TeNePOHHOW KOMMYTUPYEMOW CETLIO 0DLLEro
NONb30BaHNA. HOBbLIM NPOTOKOI CBA3aH C apXUTEKTYPOU AN YaCTHbIX UNMPPOBLIX CETEN CBA3N C KOMIMITEKCHBLIMN yCIyra-
MU U MPOTOKONOM MEXCTAHUMOHHOW nepeaadm CUrHanoB, OCHOBAHHbLIM Ha KOHUeNnuUmnax undpoBON CETU CBSA3UN C KOM-
NNEeKCHbIMU ycrnyramu, onpeaeneHHblX B pekomeHgaumax | TU—T. 9ToT MexcTaHUMOHHBIM NPOTOKON, OCHOBAHHbLIN Ha
pekomeHgauumm | TU—T Q.931, naeecteH kak QSIG. [NpoTokonbl nepegaqvm curHanoB CHYNTANUCh HAAEXHBIMU U paHee He
Bbl3blBanu HUKakux npodnem B obnactn 6e3onacHoOCTU, 0OAHAKO NOSABUINCSH P PUCKOB Be30NacHOCTU, CBA3AaHHbIX C Tpa-
OVNUNOHHBIMUY TENEMOHHbIMN CUCTEMaMU yypexaeH4ecknx ATC n ncxogsuwen n BXxoasiuewn ceA3bio.

A.8.2 Pnckun Bbe3onacHoOCTM

PUCKN BEe30NacHOCTU, UMELISLLME OTHOLWWEHUE K TPaanLUNOHHON TenedoHMKW, BKNOYatoT B cebs1 pUCKN, CBA3AHHbIE C:

- OTCYTCTBMEM MEP U CPEACTB KOHTPOIMA U yrnpaBlieHUs pe3epPBHbIM KONMMPOBaHMEM MHPOPMaLUUKN, XapaKTEPHON ANs
y3na, vYTo Nnpu onpegeneHHbiX 06CTOATENBCTBAX MOXET OKa3aTb BIIMAHUE HA AOCTYMNHOCTb;

- NOACNYLWMNBAHNEM, €CINN MOXET DObITb NonyyeH PU3n4eckun 4ocTyn K KabenbHON CUCTEME;

- YA3BUMOCTbIO MOPTOB YNpPaBneHns K HECAHKUMOHNPOBAHHOMY BTOPXEHWIO, MOCKONbKY OHU MNOX0 3alnLLEHbI NPO-
CTbIMW CUCTEMAMM C ODPAaTHBIM BbIZOBOM, YTO MOXET NPUBOANTL K NEPENPOrpaMMmNpOBaHNLo yupexaenveckon ATC ¢ nc-
Xo0AsWen N BXOOsILWEN CBA3bIC U UCMNONBb30BAHUIO €€ C MOLLEHHUYECKUMU LENSAMU UIN K €€ OTKITIOUEHWUIO;

- MOLWEHHNYECTBOM, CBA3AHHbLIM C HECAHKLWOHUPOBAHHBIMW MEXAYropoaHUMN 3BOHKAMMW, NOCKOIIbKY PeecTpbl 3a-
npera MexagyropogHeun CBA3N Nioxo NogaepXMBatTCH, NMNO3BONAS BPYYHYIO MapLIPYTU3NPOBAaTL 3BOHKN Yepes CeTb, a 3a-
TEM OTNPaBNsATb B TENEMPOHHYID KOMMYTUPYEMYIO CETb ODLLEro nonb3oBaHuA (B psige CNyyaeB 3TO OBCTOATENBCTBO
NPUBOAUT K CEPbE3IHOMY MOLLEHHUYECTBY, 3aKMIOYaoWEMYCH B COBEPLLUEHNN BbI3OBOB C OMNnaToun no noBbILLEHHOMY Tapu-
dy K, Kak pesynbTaT, CyWecTBEHHbIE (DUHAHCOBLIE NOTEPW);

- MOLLUEHHUNYECTBOM, SABIAIOLWMMCH Pe3yrnbTaToM HEIPPEKTUBHOIO 3anperta CoeanHEeHN Mexay KaHanamm npsmMmou
cBs3n (trunk to trunk), nossonaWMM OCYLWLECTBNATE HECAHKLUMOHNPOBAHHOE N3MEHEHNE MAPLLPYTa BbI30BA U HACTPOUKY
Bbl30Ba (MOLEHHNYECTBO NPOUCXOAUT C UCNONb30BAHMEM B3aMMOCBSA3aHHOW CUCTEMbI MNepegaymn peveBbiX coobLeHnn
0151 NepeHanpaBneHns BbI30OBOB B TENEMOHHYIC KOMMYTUPYEMYIO CETb ODLWLEro NOMb30BaHUSA);

- HEQOCTATKOM YCTONHYMBOCTU M (UITN) NPOMYCKHOW CNOCODHOCTU, KOTOPLIN MOXET BIUATL HA AOCTYNHOCTD.

A.8.3 Mepbl n cpeacTtBa KOHTPONA M ynpaBneHns 06e30nacHOCTbIO

Mepbl n cpeacTBa KOHTPOMA U yrnpaBneHns 6e30nNacHOCTbIO CeTen TeneOHHON CBA3M A0MKHbI obecnevmBaTh yBe-
DEHHOCTDb B:

- HEBO3MOXHOCTU NONyvYeHns Puan4eckoro gocrtyna Kk KabenbHou cucteme, pacnpeaenuTenbHblM KOpobkam m
CTOUKaM;

- HagNeXxalem NCNosib30BaHNKN PEECTPOB 3anpeTta CoeAMHEHNN MeXay Kananamm npssmon cesa3um (trunk to trunk) ans
npeaoTBpaLleHNsa HECAHKLUMOHUPOBAHHOW MapLpyTU3aun Bbl30BOB;

- HEBO3MOXHOCTU 4OCTYyNa nonb3oBaTenen K kogam mapLpytmsaumm,

- YACTOM pe3epBHOM CUCTEMHOM KOMUPOBAHUU C XPaAHEHNEM KOMUN BO BHELLHEM XPaHUIULLE;

- KOHpurypmpoBaHum ydpexgeHdyeckmx ATC ¢ ncxogsuwen n BXogasilen CBsA3bio CO MHOTMMU MpoueccopamMmmn ¢ TeMm,
YTOObI OTCYTCTBOBANN KOMIMOHEHTbI, OTKA3 KOTOPbIX MPUBOAUT K OTKA3y BCEWN CUCTEMBI;

- HanNn4um pesepBHbIX akkymynsaTopos nnmn Vbl

- HANM4YMM MHOTMX MapLLPYTOB K TENEeOOHHON KOMMYTUPYEMOW CETU ODLLEND NOMBb30BAHUS C BbIDPAHHBIMU PE3EepB-
HbIMW @HaNOroBbIMM NVUHUSAMU 4118 NCNOMb30BaHUSA B aBapUUHOW CUTyaUun;
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- UCMONb30OBaHUN CTPOron ayTeHTUPUKaAUMM Ha BCEX KaHanax ynpasrneHus (310 MOXET 03Ha4vatb UCnofib3oBaHne
OONONTHUTENBHOIO 060PYAOBaAHUA CTOPOHHUX OpraHn3aynm);

- HEBO3MOXXHOCTU OCYLECTBIIEHUA MOLUEHHNYECTBA, CBA3AaHHOIO C HECAHKUMOHMPOBAHHLIMU MEXOYropoagHNMU
3BOHKaMu, NMbo nytem ncnonb3oBaHUS HECAHKLMOHUPOBAHHOW MapLlpyTn3aumm, nmdo nocpeacTBOM B3aMMOCBA3aHHbIX
CUCTEM nepeaavdn pevyeBbiX COODLEHUN;

- HAnNn4Mm yCTPOUCTB aHTUCNama,;

- YCTAHOBKE CUCTEMbI aHanun3a BbI30OBOB U pPerynspHoOn npoBepKe 3aTpar, CBA3aHHbIX C BbI30BaMU;

- PErynsipHom npoBeaeHnn NPOBEPOK COOTBETCTBUS YCNYT TPEOOBAHUAM U TECTUPOBAHUS C MPUHATUEM HEODXOU-
MbIX MEP MO UX pesynbTaTtam.

Cnegyert OTMETUTDb, UTO «TPAAULMNOHHbIE» TENEMOHHbIE CUCTEMbI yupexaeH4Yeckux ATC ¢ ncxogsuwen n Bxoasiuen
CBSI3bl0 YCTAPEBAOT U UX NNDO YaCTUYHO NEPEBOAAT HA cUucTeEMbI nepeaaqn peum no IP — VolP, nnbo 3ameHsaoT 3Tumm
cuctemamu (cm. A.9").

A.9 |IP-koHBepreHumsn

A.9.1 BeoagHada nHdopmaumnna

[To mepe 3aBoeBaHus NonynspHocTn IP-koHBepreHumnen (4aHHble, peyb U BUAEO0), NosIBUNAach HEOHBXOAUMOCTD B Bbl-
ABNEHUN U PACCMOTPEHNU CBA3AHHbIX C HEN Npobnem be3onacHoCcTU. XOTH TEKYLWKMe peanusaunm tenedoHUn HYXOatoTCA
B MEepax n cpeacTBax KOHTPONS M ynpasneHns 6e30nacHOCTbO AN NpeaoTBpaleHns MOLWEHHUYECTBA, CBA3AHHOIO C
MEXAYHAPOAHBIMY PAa3roBopamMun, U apyrux MHUMAEHTOB 6e30nacHOCTU, 3TU CUCTEMbI HE MHTENPUPOBAaHbLI B KOPMOpaTUB-
HYIO CETb AAHHbLIX U HE NOABEPXEHbI TEM XE puckam, 4To cetn gaHHbiX IP. [1pn KoHBEpreHuun peym n gaHHbIX Ans CHUXe-
HUSA pUCKa aTtak Heobxoauma peanusauns Mep U CPeacTB KOHTPONSA U yrpaBneHns 6e30nacHOCTbIO.

[Mpunoxenue VolP 06blMHO COCTOUT U3 CNeLManm3npoBaHHOIo NporpaMmmHoro obecnevyeHuns, pasmMmeLeHHoOro Ha oT-
KPbITbIX UITM KOMMEPYECKN OOCTYMNHbLIX annapaTHbIX CpeacTBax U ornepaunoHHbIX cnctemax. Yncrno cepeepoB 3aBUCUT OT
NOCTaBLUMKA, a TaKKe 0T (DAaKTUYECKOro nx pasmeLleHus. 3T KOMNOHEeHTbl coobuwatotesa nocpeactBom IP no cetn MHTep-
HET N COeQNHEHbI YePEe3 KOMMYTaTOPbl U MapPLLPYTU3aTOPBI.

A.9.2 Puckn be3onacHocCTwH

OCHOBHBblE chpepbl puckoB Be30nacHOCTU MOryT BbITb CBSA3aHbI ¢ IP-aTakammn, OCHOBAHHLIMU HA XapaKTEePHbIX Y53BU-
MOCTSX NPOrpaMmMHOro cpeacrea, U annapartHbiMU cpeacTBamMm Unu nnatdhopmon onepaynoHHOW CUCTEMbI, HA KOTOPbIX
paameLw,eHo npunoxenme VolP. Puckn besaonacHocTn, uMetoLwme OTHOLWEHNE K KOMMOHEHTaM npunoxeHus VolP, Bkntoya-
10T B CEDS PUCKN, CBA3AHHbLIE C aTakaMKn Ha CETEBbLIE YCTPOUCTBA U NPUNOXEHUS, N UM MOIYT COAENCTBOBATL YSI3BUMOCTU B
NPOEKTUPOBAHUN UNKN peann3ayumn peweHunst, cBsidaHHoro ¢ VolP. OcHOBHbIe puckmn Be3onacHOCTU, UMELLe OTHOLLEHUE
K IP-KOHBEpPreHummn, BKMOYatT B ceb65 pUCKU, CBA3AHHbIE C:

- Ka4yecTBOM obcnyxuBaHns — 6e3 obuwero obecneveHns kadvecTsa 0OCNYXMBAHUA BO3MOXHbI MNOTEPS KAYeCTBa
I NMpepbiBaHVE BbI3OBOB M3-3a NOTEPU MNAKeTa U 3aePXKKU pacnpocTpaHeHusl curHarna B CeTu;

- HEQOCTYMHOCTBLIO YCNYI N3-3a artak 0TKasa B 06CNyXMBaHUM UIMTN N3MEHEHUN B TAbNMuax MmapLupyTusaunm;

- BNIUSIHUEM Ha UENOCTHOCTb M AOCTYNHOCTb BPEAOHOCHbLIX Nporpamm (BKMo4vas BUPYCHI), KoTopas(ble) MOXeT(ryT)
NPOHUKHYTb B CETb Yepe3 He3alwMueHHble cnctembl VOIP n yxyawmnte QyHKUMOHNPOBaAHUE UMW Aaxe Bbl3BaThb MNOTEPIO CEpP-
BMCA, a TAKKe pacnpoCcTPaHUTBCH Ha CEPBEPLI B CETU, HYTO NPUBEAET K NOBPEXAEHNIO «MAMATU» AN XPaHEHUS OAHHbIX;

- cnamom 4epe3s IP-tenedonuto (SPIT);

- NporpaMmmooHamMn, yCTaHOBINEHHbIMU Ha KnneHTckux (K, cozgarowmmmn cyuweCcTBEHHbIM PUCK, TaK KAK OHWU MOTyT
ABNATBCHA TOYKAMU NMPOHUKHOBEHUS BPEAOHOCHOW NporpamMmmel (BKNOYasi BUPYChbl) U BTOPXKEHUS;

- MOABEPXKEHHOCTLIO pUCKY cepBepoB VoIP n cucrem ynpasnenus VolP, ecnv OHM He 3amueHbl MeXCeTEBbIMU IK-
paHamu,;

- BO3MOXHOCTbIO yXyaweHus 6e30nacHoOCTU CETU Nepeaayn AaHHbIX N3-3a MHOMTOYUCIEHHbBIX NOPTOB, OTKPLITHLIX HA
MEXCeTEBbIX 3KkpaHax gna nogaepxkm VolP. CeaHc VolP ncnonb3yetT MHOXECTBEHHbIE MPOTOKOMbI N CBA3AHHbIE C HUMW
HOMepa nopToB. H.323 ncnonb3ayetT MHOMOYMUCINEHHbIE MPOTOKONbI 418 nepegadm curHanoe, a H.323 n SIP ncnoneayior
npotokosnbl RTP. B peaynbtaTte ceaHc H.323 moxeT ncnonbe3oBatb 4o 11 pasnnyHbiX NopToOB;

- MOLUEHHUYECTBOM, ABNSIOWMMCS KINIoYeBOW Npobnemon teneoHnn, 1 BO3IMOXHOCTbIO YBENUYEHNUS PUCKOB MPU
OTCYTCTBUM BHUMaHUSA K npobnemam 6e3onacHoCcTu npu ncnonb3osaHum VolP. Xakepbl MOTryT nonyyuntbe HECAHKLNOHUPO-
BaHHbIN gocTyn K ycnyre VolP nocpeagcteBom atak umuraumm coeamHeHns, BOCNpou3Be4eHUs UM HanageHusi Ha coeauHe-
HUSA. MOWeHHNYECTBO, CBA3aHHOE C MeXAyHapoaHbIMU Pa3roBopamMmm UM HeCaHKUMOHNPOBAHHLIMN BbI30BaAMU C OMnNaTou
NO MOBbILWWEHHOMY TapUdy, MOXET NPUBECTU K CYLLECTBEHHbLIM YObITKAM;

- HAPYLWEHUAMN KOHMPUOEHUMANbHOCTU, KOTOPbIE MOIyT BO3HUKHYTh BCIEACTBME Nepexearta nHpopmaumm, Harnpum-
MEP, B Pe3yibTare aTaku «aTtakylwum nocepegmnHe» — npoBegeHHON B CETU COTPYAHUKAMU N APYTMM NepCoHarnom, nMme-
oMM OOCTYN K CETH,

- NPOCNyWMBaHNEM PEYYEBbLIX BbI3OBOB,;

- noTpebHocTsAMM IP-TenedoHOB B NIUTaHUK AN UX paboTbl, TaK Kak TenedoHHas ceTb HE MOXET PYHKLUNOHNPOBATL
B Clyyae HapyLeHUN 3HEProcHabXeHus;

- HanNn4Mem bonee cyweCTBEHHON BEPOSATHOCTU CBOS1 CEPBUCOB, CBA3aHHbLIX C Nepeaaven peym n JaHHbIX N3-3a UC-
NONb30BaHUSA OOLWWMX KOMMOHEHTOB, Hanpumep J1BC.

" Mo Tekcty MCO/M3K 27033-1:2009 gaHsl cebinku Ha nogpasaen 11.10, uTo sBNsSeTcs oneyaTKo.
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A.9.3 Mepbl n cpeacTtBa KOHTPONA M ynpaBneHns 6e3onacHOCTbIO

CywecTBYyeT psig Cneayowmx TEXHUYECKUX MEP U CPEACTB KOHTPOINS N ynpasrieHns 6€30nacHOCTbIO MEHEAKMEHTA
PUCKOB OT MAEHTUDNLUNPOBAHHBLIX YIpo3 ceTsam ¢ IP-koHBepreHumnen:

- B ceTu ¢ IP-koHBepreHymen gornxHbl BbiTb peann3oBaHbl CpeacTBa 0becneyeHns KavecTBa 006CnyXMBaHus, B Npo-
TUBHOM Criy4vae CyLEeCTBYET BEPOATHOCTb YXyALLEHNSA KavecTBa pedn. OkaszaHne CeTEBLIX YCIYr U Tam, rae 910 BO3MOXHO,
npeanocrtaeneHue |P-kananoB cBA3W 4OMKHO OCYLWECTBNATLCA MO BONTOKOHHO-ONTUYECKOMY Kabento A4nst MUHUMU3aLUnn He-
YCTOWHMBOW CUHXPOHM3aLUUK (KOTOPAas BIUSET HA KA4YECTBO peYn);

- BCce cepBepbl VoIP gonmkHbl KOHPUrypmpoBaTtbCs € 3aWMTON OT BPEAOHOCHOIO NPOorpaMmmMmHoOro CpeacTtBa;

- 1K, nogaepxXuBarowme nporpaMmmodoHbl, AOMKHbI ObiTb OCHALLEHbI NEPCOHANBHBIMU MEXCETEBLIMU 3KPAHAMMU;
OOIMKHBI YacToO OOHOBMATBLCA NPOrpamMMHbie CpeacTBa NPOBEPKUN HANMUYNS BPEAOHOCHOW NporpamMmmsbl (BKIHOYas BUPYChI);

- 3awmTa VolP-cepBepoB n cuctem ynpasneHuns VolP gonmxHa 6biTb peann3oBaHa 3a MeXCETEBLIMU 3KPAHAMMW, HUTO-
Bbl orpagnTb UX OT aTak;

- ONS KaXxgown ycrnyrm gormkHbl MCNONb30BaTLCA CrieunarnbHble BUPTyalbHble YacTHbIE CETU N OOJDKHO OCcylle-
CTBNATLCH WNPPOBaAHNE PA3NNYHbLIX MOTOKOB AAHHbIX;

- MPOEKTUPOBLLUMKN OOIMKHbI 0becneumBaTbh OTKPbITUE TONBKO MUHUMArNbHOMO YUCra nopToB MEXCETEBbIX 3KPAHOB
ansa nogaepxku yenyr no VolP;

- ans 6opbbbl ¢ MOWEHHNYECTBOM, CBSAA3AHHBLIM C MEXAYHAPOAHLIMW Pa3roBopamMmu, AOMMKHbI peanmni3oBbiBaTbCS
MepPbl U CPEACTBA KOHTPOMNSA N yrpaBneHus, HarnpaslieHHbIe Ha 3aLlnTy OT NOBTOPHOIo BOCNPOU3BE4EHNA U UMUTALINKN COe-
OVHEHUS (cnyduHr), AN NpeaoTBpaLlleHns HanageHusa Ha COeANHEHUS,;

- JOCTYIN K CEpBEPaM ynpaBreHns A0IKEH ObITb ayTEHTUPULNPOBAH;

- NS CeEpBEPOB, NogaepxmBarowmx yernyrm no VolP, gonxeH bbiTb paccMOTPEH BONPOC peanuiaymnm cuctem obHa-
PYXXEHUA BTOPXKEHUU,;

- NOIMKHA paccMaTPUBaTbCs BO3MOXHOCTb LUMDPOBAHMS KaHana NpoxoXaeHus AaHHbiX, ecnum B cetn VolP obeyxaa-
eTcH KoHhnaeHunanbHas nHdhopmauns;

- |IP-Tene®oHbl 40OMXHbI NMony4aTtb 3M1EKTPOIHEPIUIO Yepesd KoMMyTaTopsbl, nogaepxumsaemsole Vbll;

- AN UCNONb30BAHNA B aBAPUMHBIX CUTYaLUUSX MOXKET NOTPeboBaThCs NpeaocTaBneHne 0bbI4HOIo pevyeBoro CepBu-
ca ¢ aBTOHOMHbIM UCTOYHUKOM MNMUTaHUAL.

A.10 PasameweHne nHpopmaumm Ha cepBepe BeO-y3noB

A.101 BeogHada nHdopmauuna

Yenymv no pasmeweHntio nHdopmMmaumm Ha cepBepe BeD-y3NoB npeanararnTcss MHOTMMKU NpoBangepamMmu CeTeBbIX
ycInyr B oopme ctaHgapTU3nNpoOBaHHOW yCrnyrn, 4acTo BKNYawwen B cebs cpeacrea 6as gaHHbiX ans obpaboTtkm gnum-
TENBbHO XPaAHUMbIX AAHHbIX, @ TaKKe OCHOBHYIO CPeAy BbIMOJTHEHUS NPUNOXEHUS. XOTH BONBbLWNHCTBO KOMIMOHEHTOB, HEOD-
XOAUMbIX AN peanu3auum n npeanoxXeHns yenyr no pasmeLweHnto nHpopmauum Ha cepeepe BeD-y3noB, HAX0AATCH BHE
obnacTn paccMOTPEHUS HACTOALWLEro cTaHgapTta (Takve, Hanpumep, kak Beb-cepeep umnm basa gaHHbIX), B HACTOSILWEM
CTaHAapTe NpeacTaBreHbl HEKOTOPbIE MHEHUSA 0D yCrnyre B LENoM, Tak Kak MHOTMe CHMTalT pasmewleHne nHdopmaumm Ha
cepBepe BED-y3NOB CETU COCTABHOM YacTbio NPEANOXEHUSA CETEBLIX YCIVT.

CepBep BeD-y3M0B pa3mMelleHns nHdopmMmaumm nogBepraeTcsi PUCKY CO CTOPOHbLI Ppa3HOObpa3sHbIX yrpo3, 0COBEHHO
Tam, rae oHM NoacoegnHeHsl K IHTepHeTy, n rae, Hanpumep, U3BECTHLIE OpraHn3aumm MOoryT ObiTb aTaKOBaHbI MPynNnamMu,
OTOBbIMW HA KPpanHNe AENCTBUS. Taknm obpasom, BaXXHO MAEHTUDOULUMPOBATL BCE NOTEHUMAbHbIE YIPO3bl, a 3aTeM BNO-
KNPOBaTb BCE YS3BUMOCTU, KOTOPbIE MOIMKM Bbl 3KCNNyaTUpoBaTbCH 3TUMM yrpo3amu. Hamny4wmnm obpasom 310 goCTUra-
€TCA WCKIIOYEHNEM YA3IBUMOCTEM NPU MNPOEKTUPOBaAHUN. PaccMOTpeHne Takumx npobnem B COOTBETCTBUU C
npeacTaBNeHHON peKOMeHOAUMEN OOMKHO cAenaTh BO3MOXHbBIM NPOEKTUpoOBaHue besonacHoro, HagexxHoro seb-yana ¢
HN3KOW BEPOATHOCTBIO HAHECEHUS yuepba.

A.10.2 Puckn 6e3onacHOCTH

K OCHOBHbIM pUcKamMm 6e30NacHOCTU, UMEISLLMM OTHOLLEHME K Pa3MeLLEHNI0 MHPOpMaUnn Ha cepBepax Beb-y3nos,
OTHOCATCS PUCKU, CBA3AHHbIE C:

- JOCTYMOM 3MTOYMbILLNEHHMKA K NPUNOXEHUIO N JaHHbIM Yepe3 e JUHCTBEHHYIO Dpellb B 3alUmTe NEPUMETPA;

- NOABEPXKEHHOCTbLIO KOMMOHEHTA MHMPPACTPYKTYPbI YA3BUMOCTHAM;

- MHOTOYUCNEHHBIMU KOMMOHEHTaAMMN, OTKA3 KOTOPbLIX MPUBOAUT K OTKA3y CUCTEMBI;

- notepen obenyxmBaHus ns-3a cbosa annapaTHbiX CPeACTB;

- HEBO3MOXHOCTbIO BbIBOAA U3 3KCNNyaTauum Ans TEXHUYECKOro obcnyXxmBaHus;

- HENpegHaMepPEHHbIM AOCTYMOM LUMPOKOW NOJb30BATENBCKON ayauTOPUN K MECTaM XPaHEHUS AaHHbIX;

- aTakamMmy, HanpaBneHHbIMW HA LUENOCTHOCTb AaHHbIX (HAanpumMmep, HaHeceHne yuwepba Beb-yany nnm pasmeleHue
HECAHKLWOHNPOBAHHOIO MHPOPMALNOHHOIO HaMNONHEHUR);

- 3arpy3kon B CUCTEMY BPEeA4OHOCHOro NPorpaMmmHOro cpeacTBa;

- KOMMpoMeTaunen Bed-yana ¢ UCnonb3oBaHneM PyHKLUNOHANbHON BO3ZMOXHOCTU KOMMYTaLWWU;

- HECNOCOBHOCTBLIO NONy4YeHUs pe3epPBHbIX KONun 6e3 Bo3aencTeus Ha paboTy Beb-yana;

- HECAHKUMOHUPOBAHHbBIM packpbiTueM nnada IP-agpecaunn, obnerdatowmm ataky Ha Beb-y3en,

- NCNONb30BAHMEM COEAUHEHNN MEXAY CTAHUMAMMN YNPAaBNEHUSA N BED-Y3NOM;

- HEODHAPYXEHHOWN aTaKoW;
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- TPYAHOCTBIO OTCNEXMNBAHUS BTOPXEHUN MEXOY YCTPONCTBaAMMU;

- HECMOCODHOCTBLIO BOCCTAHOBNEHUSA AAHHbIX;

- HECNOCODHOCTLIO BLIMONHATL TPEeboBaHUA cornaweHns 06 ypoBHE YCNVT,;

- HECNOCOBHOCTBLIO NOAAEPKMBATL HEMPEPLIBHOCTL OBCNYXNBAHWS;

- HECAHKUMOHMUPOBAHHbLIM UCNOMb30BaAHMEM BED-yCNyr, BKIOYas HapyLWeHNe NONMMTUKA OpraHmn3aummn (Hanpumep,
NCMONb30BaAHUE CEPBEPOB B NNYHbBIX LENSX) M HECOOTBETCTBME 3aKOHAM U NPeanncaHusam (Hanpumep, XpaHeHne matepua-
na, KOTOPbIV HapyLlWaeT aBTOPCKME Npaea, uin AeTckon nopHorpadun).

A.10.3 Mepbl n cpeacTBa KOHTPONA v ynpaBreHnsa 0e3onacHoOCTbIO

TexHnveckne mepbl U cpeacTBa KOHTPONSA U yrpaBneHnsa 6€30nacHOCTbI0 MEHEAKMEHTA PUCKOB OT MAEHTUDNLNPO-
BaHHbIX yrpo3 ans Beb-y3noB MOryT BKNo4YaTh B ceb4:

- obecneveHmne 30HNPOBaHUA U yrnybdrneHHon 6e30NacHOCTY AN OrPaHNYEHNS BIUAHNUS YCNELLHOWN aTaKW;

- cneundomkaumnio pasnmnyHbiX BUAOB MEXCETEBLIX 3KPAHOB ANA NMPOTUBOAENCTBUA BO3ZMOXHBIM YA3BUMOCTAM MEX-
CeTeBbIX 3KpaHOB (bonee nogpobHas MHPopMaUna O MEXCeTEBbLIX 3KpaHax npeacrtasneHa B A.6 n MCO/M3K 27033-4);

- YCTONYMNBOCTb; NPOEKT AOIMKEH ObITb NPOBEPEH HA HANMYME MNOTEHUMATBHbBIX KOMNOHEHTOB, OTKa3 KOTOPbIX NPUBO-
ONT K OTKA3y CUCTEMBI; OHU OOJIKHbI ObITb YCTPAHEHDI;

- NpeogoneHne oTkasa/pasgeneHmne Harpy3km ansa 3awmtbel oT cbosi B paboTe 0bopyaoBaHus;

- KNnacTepusauuio Tam, rge TpedoBaHmneM SBNSETCH BbICOKMW YPOBEHb AOCTYNHOCTU B cpeae «24 x 7» (24 vaca cemb
OHEN B HEOETIO);

- NPeaoCTaBNEHNE NOCPEAHNYECKUX YCIYT ANA OrpaHn4YeHnst gocTtyna K Beb-yany n obecnevyeHns BbICOKOW CTENEHN
NPOTOKONNPOBAHUS;

- PErynsipHole NPOBEPKN LUENOCTHOCTN Ha NPpeaMeT HECAHKLNOHUPOBAHHbIX U3BMEHEHUN OAHHbIX,

- MEPbI U CPeaCcTBa KOHTPOMNA U ynpaBneHnst, HanpaeneHHbIe Ha 3aWmnTy OT BPe4OHOCHOW NporpamMmmbl (BKNOYas aH-
TUBUPYCbI), UCMONb3yEMbIE HA 3arpy3kax Ans npeaoTBpaLlLEHN MMNOPTA BPEAOHOCHOIO NPOrpaMmmMHOro CpeactBa;

- KOMMYyTauwto ypoHsi 2", 06bIuHO Ncnonb3yemyto B npoekTe Be6-yana. KommyTtauus ypoBHs 3% He 4omKHa UCMOMb-
30BaTbCH, ECIN 3TO HE ABNSAETCHA TpeboBaHueM AeATENbHOCTU OpraHn3auunm, Takum, Hanpumep, Kak TpeboBaHue pasaene-
HUSA Harpy3kn. Kpome Toro, OAuH U TOT e PUNYECKMN KOMMYTATOP HE AOIMKEH UCMONb30BATLCA 00EUMN CTOPOHAMM
MEXCETEBOIo 3KpaHa. B npoekt kommyTtaTopa cnegyeT BKIKYaTh KOHTPOSbHbIE TOYKW,

- BUPTyarnbHble NTOKarnbHbIE BbIYUCNUTENBHbIE CETU, pa3geNeHHble PyHKUMen ans ynpoLweHus HaCTPONKN CUCTEMBI
OBHapYyXeHUA BTOPXKEHUN, TAK KaK CYLLLECTBYET COKPALLEHHbIW MPOTOKON, HACTPOEHHbIW HA NIOBYI0 BUPTYalnbHYIO NOKalb-
HYIO BbIYUCIIUTENBbHbIE CETb. KpOMe TOro, BHeApEHNE PE3EPBHON BUPTYANbHOW NOKANbHOW BbIYUCTIUTENBHbBIE CETU MO3BO-
NSIET BbINOMHATL PE3EPBHOE KONUMPOBaHME B N0HOE BPpEMS CYTOK, HE NOABEPrasi onacHoCTK paboTy canTa;

- HACKONbKO 3TO HEODXoaAMMO ANA onepaunn OCHOBHOW AEATENbHOCTU opradHmn3auunm, nnad IP-agpecaunm ans cee-
OEHUS K MUHUMYMY YMcria obwenocTynHbiX agpecoB ¢ nnaHom IP-agpecaunn, XpaHSaWwmMmes «nog CTPOXanmnm Cekpe-
TOM», TaK KaK OCBE4OMITEHHOCTb O €ro CyLWECTBOBAHUN MOXET UCMNOSb30BAaTLCH AN UHULMWPOBAHNUSA aTakn Ha BED-y3er;

- MECTa NOACOEeANHEHUS KAHANOB YINPAaBNeHUs K 0BLLEeA0CTYNHbIM CETAM AOITXKHbI WnppoBaTbes (bonee nogpobHas
nHdopmaumsa 06 yganenHHom goctyne npueegeHa B NCO/M3BK 27033-4). 310 BKIIHOYAET, NO MEHLLUEN MEPE, HANNYNE
npeaynpexageHnn o6 onacHoctu/nosywek SNMP Ha coeanHeHnsX NOPTOB NynbTa ynpaBieHus;

- KONMMPOBAHNE BCEX XKYPHANOB perncTpaunm codbiTU U TPaH3aKLUMK KaXXO0ro yCTPOUCTBA HA KOHTPOINbHbLIN CEPBEP,
a 3areM Ha HOCUTENN Pe3epPBHbIX KOMNWUU, TaKUe, Hanpumep, Kak KOMNakT-aucKu,

- peanv3oBaHHYI0 YCIyry BPEMEHHOWM CUHXPOHM3ALIMK, MOCKOMNbKY OHA SABNSETCH OCHOBON aHanmn3a HeCaHKLUOHUPO-
BAHHOIO A0CTyNa v CnOCOBHOCTU OTCNEXMBAHUSA NO CUCTEMHBIM XypHanam. [ns atoro tpedbyercs CMHXPOHU3aUusi BCeX
CUCTEMHbLIX XXYPHAaNoOB U, CNeaoBaTENbHO, CEPBEPOB, C TOHHOCTLIO A0 +1 ¢ unn bonee (3aecb ymecteH npotokon NTP; 60-
nee nogpobHyto nupopmaunto cm. B 10.6 MCO/M3IK 27002);

- KOHpurypunpoBaHune yctpoucTs JIBC ans koHTponsa HeynpaensemMmblX nameHeHnn MAC-aapecos;

- NPEanOYTUTENBHOCTDL YCIYIM LEHTPANM3OBAHHOIO PE3EPBHONO KOMMPOBaHUSA, TaK Kak CyLWeCcTBYeT Hanbonbluas
BEPOATHOCTb €€ BbINONHEeHUS A0MKHbIM 0Dpa3om;

- HEOBXOAMMOCTb KPYIMOCYTOYHOIO PYHKUMOHMPOBaHUA BED-y3NoB; PYHKUNOHMPOBAHNE TPEDBYET BbICOKOKAYEC-
TBEHHbIX annapaTHbIX CPEeACTB, KOTOPbIE MOTYT BbIAEPXXUBATL Takon pexxnm. ns nogaepXkm PyHKLNOHNPOBAHUS B PEXU-
Me «24 x 7» B Beb-yane gormkHa bbiTb onpeaeneHa MHPPaCTpPyKTypa cepBepa. BecnomorartenbHble onepaumnoHHbIE
CUCTEMbI JOIKHbI ObITb YKPENIEHbI, 3aTEM BCE CEPBEPLI U ApYyrne yCTPOUCTBaA AOMXKHbI ObITb NPOTECTUPOBAHBLI HA Npea-
MeT BesonacHoCcTn Anst obecneveHmns NONMHON 3aWnLEHHOCTN BCEX YCTPOUCTB;

- BHEQPEHHOE HaAeXHOEe MpUKagHoe nporpaMmmMmHoOe CpeacTBo, nporpaMmma KOToporo npoBepeHa B OTHOLLEHUN CTPYKTY-
Pbl, ABNAOLWENCH JTOMMYECKUN KOPPEKTHOU U UCTIONb3YIOLWEN YTBEPXKAEHHOE MNPOorpamMMmHoe CPeACcTBO ayTeHTUMMKaLWN,

Takxe cnegyet OTMETUTbL, YTO NMPU NMPOEKTUPOBaAHMK BED-y3na 4acTo HE NONHOCTBID PacCMaTPUBAOTCH BOMNPOCHI
MEHEPKMEHTA HEMPEPLIBHOCTU AEATENBHOCTU. B OTHOWEHUN BEDB-Yy3NOB AEATENBHOCTU, CBS3aHHbIE C MEHEQKMEHTOM HE-
NPEPLIBHOCTU AEATENBHOCTU, AOMXHbI NPOBOANTLCH MOMHOCTHLIO.

R YpoOBEHb 2 — KaHarlbHbIN YPOBEHb CEMUYPOBHEBOW MOAENN B3aNMOCBA3N OTKPbLITbIX CUCTEM (NPUMEYaHne pas-
paboTymka).

2) YpoOBEHb 3 — CETEBOU YPOBEHb CEMUYPOBHEBOW MOAENIN B3AaUMOCBSA3U OTKPbITBIX CUCTEM (NpuMedaHue paspa-
boTumka).
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A.11 9nekTpoHHada no4vTta B UHTepHeTe

A.11.1 BeogHada nHdopmauuna

CTaBwme BO3MOXHbIMM Ansi opraHu3ayun/coodbuwects VIHTEpHET-yCcnyrn, crnocobHble yaOBNETBOPATb 3aKOHHbIE
TpeboBaHNSA X AEATENBHOCTU, MPUBHOCAT C CODON pa3Hoobpa3sHble yrpo3bl, KOTOPbIE MOTYT UCMONb30BaTb YH3BUMOCTU
IKCNNyaTUpPyeEMbIX CUCTEM. Takum 0Dpa3om, 3NEKTPOHHAA noyTta B VIHTEPHETE MOXET NOABEPraTtbCH PUCKY, CBSA3AaHHOMY C
Pa3fNYHbIMK YIpo3amu, U Lenbto obecneveHns 6e3onacHoOCTU ABNSAETCH paspadboTka n peanusaumns 6e3onacHoOro U Ha-
OEXHOro pewenuvs. [pumep peweHns ans aekTpoHHOM noYvTel B VMIHTepHeTe npuBeaeH Ha pucyHke A.1.

BHyYTpeHHAA ceTb

====__ e« fAF]
KommyTaTtop y3na 1

====_ e« gF1
KommyTaTtop y3na 2

K yanam

K yanam

====___ e HE]
K apyrum yanam Kommyratopyana3 - KApyrum yanam

BHyTpeHHUU NOYTOBLIN cepBep

BHYTpeHHMU MapLUpYyTU3aTOp

BHewHUn cepBep
ANnA 3almThbl

ot BpegoHocHoro MO n KOMMYTAaTOp

_]

§ YnpaBneHue
— MexceTeBOU 3KpaH MEXCETeBbIM
; MHTepHeTa U BHELUHUX YCIyT 2KPAHOM

—m

BHewHMN MaplpyTM3aTop

BHELHWii NOYTOBHIIA

cepBep SMTP KommMmyTaTop

====____eo HE]

Mapwpytusarop ISP

MHTepHeT cepBUCHI

CepBep ayauTa

PucyHok A.1 — lNNpumep pewenns ans anekTpoHHOW noYTel B IHTEpHETE

[TouToBbIe cuctembl MHTepHeTa (SMPT) MOXHO A0OBONBHO NPOCTO paccMmartpuBaTh B cneumnanmnanpoBaHHON apXu-
TEKTYpE CeTEBOW DE30MNACHOCTH, NMOCKOINbBbKY OT HUX TPEByeTCH TONMBKO NPOBEPATL U NEPECLINaTh NONYYEHHYI0 noYTty. [loa-
nexauwast coopy nHopmaums gormkHa BKovaTh B cebsi:

- OXXnaaemoe YUCo NOYTOBbLIX COOBWEHUN B A€Hb, NEPECHINAEMbIX B KAXAOM HanpaBleHUu;
- paspelleHHble BUabl COODLWEHNN N cogepXaHne coobLeHnn;

- YUCIIO U pa3mep NOYTOBbIX COODLWEHUN B AeHb, NepechbinaemMblX B KAXXA0M HaNpaBNeHUH;

- cpeaHUN U MakCUMarbHbIW pa3Mepbl pa3pelleHHbIX COODLWEeHUN;

- NOAPOOHOCTN O BHYTPEHHEN NOYTOBON CUCTEME,;

- NOAPOOHOCTM O BHYTPEHHEM LUMIO3E B CUCTEME 3MNEKTPOHHOWN MOYThI, KOTOPbIN ByaeT obmeHuBaTbCsA MHOpMaL K-
e ¢ onpeaeneHHbIM B Creumanm3anpoBaHHON apXuTeKType 6e30nacHOCTU WH30M B CUCTEME 3MNEKTPOHHOW NOYTHI;

- NOAPODOHOCTM O BHELWLHEN NOYTOBOM cucteme(ax) kotopas(ble) MOXeT(ryT) ObiTb C NMtobbIM PETPAHCNATOPOM B CUC-
TEME 3MEKTPOHHON NOYThl B VIHTEpHETE MNKU MOXET(ryT) BbITb onpeaeneHHbIM(K) NOYTOBbIMU CEPBEPAMU, MPUHAANEXKA-

Wnm{n) NnpoBanaepy ycnyr;
- NoAPOOBHOCTU O TPEDOBAHUAX ayTEHTUMUKALMKM NOYTOBOro CepBepa Ans BHYTPEHHUX COODWEHUN U COObLWEHNI
3NEeKTPOHHOWU No4YThl B IHTEPHETE;

- nogpobHocTn 0 BHyTPeHHUX cpeacteax WINS/DNS;
- noapobHocTn o cpeacteax DNS B MIHTepHeTe;
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- NOAPOBHOCTU O TOM, KAKOIro poaa AocTyn TpedbyeTcs K TeNneKoHDepeHUNAM U (€CNKN AOCTYN HYXKEH) AOIMKHbI NN Ha-
KNaablBaTbCH Kakne-nmbo orpaHnvyeHuss B OTHOLLEHUN TENEKOHMEPEHLUMUN, K KOTOPbIM BO3MOXEH AOCTYI;

- NoapobHOCTM © TOM, NOTpebyeTcst N BpeMeHHasi CUHXPOHV3aLMS 3NEKTPOHHON NoYThl/cepBepa 3 VHtepHeTa;

- NOAPOOBHOCTN O TOM, AOIMKHO NN BbITh Bonee ogHOro mapwpyrta K IHTepHeTy;

- TpebOBaHMA NOUCKA BPEAOHOCHOW NporpamMmmebl (BKIHOYas BUPYChI).

A.11.2 Puckm 6e3onacHoOCTWH

K oCHOBHbIM puckamMm 6e30onacHOCTU, UMEIOLWMM OTHOLLEHUE K 3NTEKTPOHHOM noYTe B VIHTepHeTe, OTHOCATCH PUCKN,
CBSI3aHHbIE C:

- HECAHKLUNOHNPOBAHHbBIM BTOPXEHUEM B CETb OpraHmnsaunn/coobiecTsa. [NonbITKM HECAHKUMOHNPOBAHHOIO A0OCTY-
na, BKIMo4vas npeacraesnenne cebs gpyrmm nonb3oBaTtenem, MOoryT NponcxognTb B Noboe BpemMsi CyTOK, OHU CTaHOBSATCH
bonee « TBOPHECKMMU» U N3OLWPEHHBIMU U MOTYT BbITb 3NOHAMEPEHHBIMU, HAaNpUMep, NpneBoas K DoS-aTtake, 3noynoTpeb-
NEHUIO pecypcamMmu U nonyvYeHnto LEHHON MHpopmaumnw,;

- NEePECHLINTIKON BPEAOHOCHOW NPOrpamMmel, KOTOpasi MOXET BHOCUTb «TPOSIHCKOIO KOHS$1», CODMPAalOWLEro Takylo UH-
dopmauyunio, Kak naposnu, n NOCLINAKLWEro NX Ha yaaneHHbIn 0ObEKT, UNW CPEACTBAa, 3axXBaThiBaOLWME YPaBleHNE yaa-
NMEHHBIM YCTPOMUCTBOM. Takum obpasom, cneayeT obpawate BHUMAHNE HA COBPEMEHHbLIE KKOMIMIEKCHbIE artakuy, rae
BpeaoHOCHas nporpamMmma CoaepXuT « Ha4YNHKY»,

- NEPECHLINKON cnama (cnam npeacraBnaeT cobon CyweCTBEHHYIO Yyrpo3y Ans NOYTOBbIX YCNYr — OH MOXET OKa3bl-
BaTb HEDBNAronpusTHOE BNUSHUE HA NOYTOBYIC AEATENBHOCTb, PAcXoays CETEBbLIE PECYPCHI AN Nepeaaqmn cnama, a Takke
PECYPCbl CUCTEMBbI AJA MOYTOBbLIX LWITHO30B, UMM MOXET UCNONb30BaTLCA AN pacrnpocTpaHeHns Bpe4OHOCHOro nporpam-
MHOro CpeacTBa);

- TpPaHCNIUpOBaHUEM crama (eCcrnv KoOHpurypaumns noYToBOro cepBepa gonyckaeTt Hanm4me aHoOHUMMHOIO TPaHCNATO-
pa B CUCTEME 3MEKTPOHHON MOYThIl, OH MOXET NCIMONb30BaTbCH NOMb30BaTENAMU-CNIaMepamMmmn Ans pacchINnky cnama vyepes
MHTEepHET OT Nnua opraHn3aummn, KOTOPoW NPUHaANEXNT NOYTOBbLIN CEPBEP);

- MOYTOBbLIM CNYOUHIOM (KOraa oveHb NPOoCTO BblAaTh cebs 3a Nodoro nonb3oBaTens, NPUTBOPSACH NMMULOM, NOCHI-
NaroLWmMM 3NEKTPOHHOE NUCbMO);

- hanbcndukaumnen coaepKaHus;

- HEKOHTPOITMPYEMbBIM MHPOPMALNOHHBIM HAMONMHEHUEM, NCXOAALWMM U3 opraHn3aumm be3 Begoma nepcoHana, or-
BeYaloWwero 3a MHOOPMaLNOHHYI0 6Ee30NaCHOCTL, YTO MOXET NPUBECTU K NPAaBOBbLIM NPobnemam 1 NOTEHUMaNbHOW NOTEPE
NHTENNEKTYanbHOW CODCTBEHHOCTW;

- npamon DoS-atakon, HanpaBneHHOMW Ha NOYTOBYIO CUCTEMY;

- pacnpeagenenHHon DoS-atakon, Koraa TbiCA4M NMNOYTOBbIX COOBLWEHNI NOCBINAKTCH N3 MHOIMX MECT, ByKBaINbHO 3a-
BanMBasi NOYTOBLIN CEPBEP.

A.11.3 Mepbl n cpeacTBa KOHTPONA v ynpaBreHnsa 0e3onacHoOCTbIO

Mepbl 1 cpeacTBa KOHTPONS 1 yrnpasneHns 6e30nacHOCTbIO AN 3MEKTPOHHOW NoYThl B IHTEPHETE MOryT BKNOYaATb
B cebs:

- UCNONb30BAHNE MEXCETEBLIX 3KPAHOB C YPOBHSIMU A0OBEPUS U HAbopamMmu npasu, COOTBETCTBYIOWMX OLUEHEHHbIM
puckam. [ns bonbwmHCTBa Lenen 6e3onacHoOCTU HavYarnbHbIM HAOOPOM NPaBUI MEXCETEBOIO 3KpaHa Ao KeH DbiTb OTKa3
B MPOXOXAEHUN BCEro Tpadmka Yepes MexceTeBOW 3KpaH. B cucteme anekKTpoHHOW NoYThl NOYTOBbLIA cepBep 0ObIMHO MO-
Cblnaet gaHHole B IHTepHeT n nony4aeT npuxogsawmne us VIHTepHeTa gaHHble. B cucreme anekTpoHHOW MNoYThl CriegyeTr
yCTaHaBNMBaTb HADOP NpaBun Ansl MEXCETEBOI0 IKpaHa, paspelaewmx nepegady NoYTOBbIX A4aHHbIX B 000UX Hanpasre-
HUSX. Kak ynoMmmHanochb paHee, peKOMeHAYETCA UMETb ABa MocneaoBaTeNlbHO YCTAHOBMNEHHbBIX MEXCETEBLIX 3KpaHa OT
Pa3HbIX MNOCTABLLMKOB UIN UMEILLMX pa3nnyHble onepaunoHHble CUCTEMBI;

- BO3MOXHOCTM XPaHEHUS JaHHbIX N NPOBEPOK, NOAAEPKUBAEMbIE NOMHOCTBIO CUHXPOHU3NPOBAHHON CIy>XOOWN Bpe-
MEHM BO BCEX KOMMOHEHTaX MHDPACTPYKTYPbl, MEXCETEBbLIX 3KPaHaX U cepBepax. ATa BPeMEHHas CMHXPOHU3auus Jon-
XXHa ObITb paccMOoTpeHa npu NPOEKTUPOBAHUN C ONUCAHUEM IMAaBHOIO reHepaTopa CUHXPOHUINPYIOLWMX UMMNYITBCOB W
nrnaHa nepapxumm cepeepoB n cetn(en). Hacto reHepartop CUHXPOHUIUPYIOLWMX UMNYNBCOB ByAeT CMHXPOHN3NPOBATLCSH
NPy NOMOLLUY CUCTEMBI INOBanbHOro nodnynoHnpoBanus (GPS) nnmn HazemHon pagnocnyXbbl BpeMEHWU;

- Hagnexawum ob6pa3om yCTAaHOBNEHHYIO CUCTEMY NPOCTOro NPOTOKOA 3MEKTPOHHOW NOYTLI 41151 BbINONTHEHUS HE-
06X0anMbIX, CBSI3aHHbIX C obecrneveHnem 6e30nacHOCTH, 3a4a4d, BKMOYasa npeaoctaBleHne opraHn3aunn/coobllecTBy
nHtepdenca na VIutepHera, nepegady no4vToBbIX coobweHnn n3 HtepHeTa Ha BHYTPEHHUW NOYTOBLIV CEPBEP U B 0bparT-
HOM HanpaeneHnu, NPeaoTBpaLLEHMNE TPaHCNAUMM NoYTLl U3 VIHTepHETa Ha apyrne agpeca B VIHTepHeTe n obecneveHune
YBEPEHHOCTU B TOM, UTO MNOYTOBbIE COODWEHUA N BINOXEHUNA HE coAepXaT BPEAOHOCHOW MPorpaMmmbl, HE3aBUCUMO OT
HanpaBneHns;

- NPOBEPKY ANs Nobon BXoasaWeN NoYTel B pedynbrarte npocmoTpa Ha DNS-cepBepe VHTepHeTa coobweHnn, Ha-
NpaBrsgemMblX HA agpec MEXCETEBOIo 3KpaHa opraHmsayuu, a npuv nonyv4eHmnmn na IHtepHeTa npoBepKYy BHELLHUM MapLUpy-
TM3aTOPOM Ha npegMeT HaxoXAeHus Mnons agpeca UCTOYHWKA BHE BHYTPEHHEro agpecHoro npocTpaHcTBa nepea
HaNpPaBneHNeM Ha MEXCETEBOU 3KPaH. Ha mexceTeBOM 3KpaHe coobeHne gomKHO DbiTb NPOBEPEHO HA NPEAMET HAXOX-
OEHUSA MOons agpeca BHE BHYTPEHHEr0 aApeCcHOro NpocTpaHcTBa 1 agpeca HasHaveHnsl NoYTOBOro cepeepa (M, KOHEYHO, Ha
NPUHAANEXHOCTb K 3NEKTPOHHOM NOYTE), a 3aTEM HanpaBneHo Ha novToBbin cepeep SMTP. Ha noutoBom cepBepe SMTP
OOITKHO BbITb NPOBEPEHO, YTO COOBLWEHNE NOCTYNUNO U3 VIHTepHETa M YTO aapec Ha3Ha4YeHUs1 COOTBETCTBYET BHYTPEHHE-
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MYy agpecy, a 3artem coobueHne A0MKHO ObITh HaNpaBneHo Ha BHEWWHUW CEPBEP 3aWUTbl OT BPEAOHOCHON NPOorpamMmmsl €
LENbIO NPOBEPKN HA HANMM4YMe BUPYCOB N Noboro MHOro BpegoHOCHOro HanonHeHus. HakoHew, OHO AOIMKHO BbITh HANpas-
INTEHO Ha BHYTPEHHWW MOYTOBLIN CEPBEP AN pacnpeaeneHnsi BHyTPEHHEN NOo4YTOBON cncTeMon. Jliobble nony4YeHHblie coob-
LIEHUSA C HEBEPHLIM aapecoOM AOIMKHblI OTKNOHATLCH C BKIIOYEHUMEM B MNPOTOKON COOTBETCTBYIOWEWN 3anuckn. Jliobbie
Nony4YeHHble coobLEeHNS, coaepallme BUPYChl UMK Apyroe BPpeaoHOCHOE HaMoNMHEHNe, AOMKHbI BbiTb OTKIMOHEHLI, U 00
3TOM AOJIKHO ObITh NPOMHDOPMUPOBAHO COOTBETCTBYIOWEE NNULO UK TPYNNa Nuu,;

- Ans nobon ncxogswen NoYTbl HaNpaeneHne coobleH, NocbiNnaemblX Yepes IHTepHET, cHavana ¢ BHYTPEHHETO
NOYTOBOIO CEPBEPA HA BHELWWHUW CEPBEP 3alLNTLI OT BPEAOHOCHOW NPOorpamMmmebl B LENSAX MNPOBEPKN HA BUPYCbI U Noboe apy-
roe BpeaoHOCHOE HaANoONHEHWE nepen OTnpPaBKkon HA BHELWHUW NMoYTOBLIN cepBep SMTP ansa nanpasneHus B VIHTepHeT.
BHewHnn novtoBbin cepBep SMTP aonmxeH npoBepuTtb, HAXO4NTCH NN agpec BHE BHYTPEHHEro aapecHoro npocTpaHCcTBa,
N NpeaHasHavYeH N OH ANs KAKUX-NMbo apyrux NOYTOBLIX MAPLWPYTOB, a 3aTEM HanNpaBuTb coobLleHne B VIHTEPHET;

- BbI6OP 0AHOMoO U3 BaApUaHTOB. OTNPaBKka coobLWEHNA BHEWWHUM NMOYTOBbIM cepepoM SMTP Ha e AMHCTBEHHbIW MO-
YTOBbLIN cepBep VIHTepHET-NpoBanaepa Ans npeacToswen MmapLpytnaaumm nnm Ha niobomn 4o0CTOBEPHBIN MOYTOBLIN afpec
Ha nobom NoYTOBOM cepBepe. [lepBbin BapuaHT AomKkeH bbiTb Hanbonee 6esonacHbIM, NOCKONbKY OH NpeanonaraeT, vYTo
MHTepHeT-npoBangep (NpeanonoXxXmnTenbHO, crneunanunuct B cdhepe 3NeKTPOHHOW NOYThI) OTBEYAET 3a OpraHmn3aunio n noa-
OEPXKKY NEPECHISNIKN MOYTbl, HO OH MOXET BbI3blBaTbh 3a4E€PXXKW, CBA3aHHbIE C NEPECHINIKON NOYThl. BTOpOn BapmnaHT SABMNSAET-
cA bonee rmbkMm 1 He BbI3bIBAET 3aEPKEK, CBA3AHHbIX C NEPECHINKON, OCyLWecTBNAeMon VIHTepHeT-npoBangaepom, HO OH
MOXET CTaTb MeHee Be30NacHbIM B Cry4ae HeHaaNnexalwero ynpasneHns, Npu 3ToMm opraHunsauyns/coobecTtBso AomKkHa
noagaepXMBarb NepPeCchINKy NOYThl HA MHOTME NOYTOBbLIE CEPBEPLI U MOABEPraTbCH PUCKY OTKa3a, eClN €€ PETPAHCIATOP He
byaeT Npu3HaH yaaneHHbIM NOYTOBbLIM CEPBEPOM, UTO MOXET ObITb NPEOAONEHO NOCPEACTBOM Npoueayp ayTeHTUdUKa-
LU MEXOY COOTBETCTBYIC UMMM MOYTOBLIMU CepBepamMu. Boibupaembin BapnaHT 3aBUCUT OT TEXHUYECKUX AOCTOUHCTB pe-
LWEHUA U YPOBHS KBanudmkaumm nuy, KoTopble ByayT nogaepXmBaTtb NOYTOBYO CUCTEMY;

- pealindaumniad Mmep vyripaBslieHUA JOCTYyINnom Ha OCHOBe MNpuHUniia HamMeHbLlWero ypoBHHA npmamnemﬁ;

- KOHPUIrypmnpoBaHWE NoOYTOBOrO cepBepa ans BNoKMpoBaHUA UNK yaaneHus noYToBbIX COODWEHUN, coaepKaLnx
BITOXEHWS, KOTOPbIE 0ObIMHO NCMNONB3YIOTCSH AN pacnpocTpaHeHUs BPeAOHOCHOW NporpamMmel, TakUX, HaNpUmMep, Kak dau-
nbl ¢ pacwupennsaimm vbs, bat, exe, pif n scr;

- BbiCcTpOE yCcTpaHEeHNEe MHPNLUMPOBAHHBIX KOMMNBIOTEPOB U3 CETU ANS NpeaoTBpaLWleHns ganbHENnLWen KOMNpPoMeTa-
LMK, NpoBeageHne cygebHom 3kecnepTr3abl 1 BOCCTAHOBMNEHUS C UCNONb30BAHNEM AOBEPEHHbBIX HOCUTENEN AAHHbIX;

- 0by4eHne Tomy, YTODbI NepcoHan He OTKPbIBAI BIOXEHUS, MOKA OHU HE NPOBEPEHbDI, N HE 3arnycKan CKaYeHHbIE U3
VIHTepHeTa nporpamMmmebl, €CNN HE NPoOBEeAEHa NPOBEPKA HA HanNU4ne BPeaOHOCHbLIX Nporpamm,

- UCMONBb30BAHNE Ha MapLlupyTusaropax cnmcka kontpons gocryna (ACL). ACL Ha mapwpyTtusatopax onpegensier
Ha obpaleHne ¢ Bxoaswmum IP-naketom. OBblvHbIE AEUCTBUA NPU 3TOM BKNKOYAIOT NEPECHINKY, NPOTOKONNPOBAHNE U OT-
bpacbiBaHMe (MNun 0TKa3). B coueTtaHmm ¢ COOTBETCTBYIOWEN NONMUTUKOW MapLLpyTU3aTopa rno ymondaHuio (Hanpumep, oT-
Ka3 B MPOXOXAEHUW BCEro Ttpaduka) MOXHO onpegennte Habop npasun Anst MaplpyTtuiaTtopa, OKasbiBaloLWMX
CYLECTBEHHYO NOMOLb B nogaepxke bezonacHocTn 6a3oBon CeTu;

- aKTMBM3aumnto aHtucnydudra. Cny@puHr ob6b6IvMHO OTHOCAT K CUTYaLUN, KOrga NcXogHoln agpec coobuweHns nmeer
BUA, Kak dyaTo coobleHmne ncxognuT OT KOro-to Uin oTkyaa-To, HO HE OT €ro noa/IMHHoro astopa. Mepbl aHtucnydouHra
NPUHUMAIOT DOPMY HENPUHATUS COODLWEHUA N3 VIHTEPHETA, E€CINN B HEM YTBEPXKAAETCSH, YTO OHO UCXOAUT U3HYTPU OPraHu-
3auumn, n HaobopoT (bonee nogpobHyto nHdhopmauyuio cm. B RFC 2827 «dunbTpayums Ha Bxoge cetn. OTpaXeHne aTtak oT-
Ka3a B 0b6CNyXMBaHUNY ),

- aKTUBM3aUMIO MOoayIien AOCTyna 3NeKTPOHHOM novThkl. [pokcn-cepeep npeacraBnsiet cobon cepBep, AENCTBYIO-
LM B KQ4YECTBE NocpeaHnka mexay nonb3osartenem lNK/pabdoven ctaHumm n VIHTEpHETOM Tak, 4TOOLI NpeanpusaTUE MOrno
obecneuntb 6€30MNacHOCTb, AAMUHUCTPATUBHbLIN KOHTPOSIb U YCNYTY K3WNPOBaHUSA. be30nacHOCTb OCYLWECTBNSETCSH C NPU-
MEHEHUNEM:

- CKAHWPOBAHUSA AaHHbIX MO U3BECTHLIM Obpa3suam (Hanpumep, NPOBEPKA HA 3HAYMMBbIE CNOBa Ans obecne4veHus co-
OTBETCTBUSA);

- NepemMeLeHnsa Mmexay BHYTPEHHUMN N BHELWWHNMW agpecamu,

- CO34aHVsA XypHarna permcrtpauum 3anpocoB U 3anpawwmnBalWwmnx CTOPOH;

- CPeAcCTB 3aWnTbl OT BPE4OHOCHOU NporpamMmmbl, OCHOBAHHbLIX HA MOAYNAX AOCTyna.

[TpOKCK-CepBEPDLI TAKXKE MOTYT NPOBOANTB MPOBEPKY HA NPeaMET BPEeAOHOCHOIo HANoOIHEHUSA NPOCTON 0BpaboTKON
zanpoca. Ecnuv 3anpoc aBnseTcs BpeaoHOCHbIM, HA CaMOM NMPOKCU-CEPBEPE, BEPOATHO, NMPON3ONOET aBaApPUNHBIN OTKa3.
[TockONbKY NPOKCU-cepBEPLI 00bIYHO peannaytoTcsa B M3, nonyaoBepeHHOW 30HE, Takne AENCTBUSA BbINONHAOT DYHKLUWMIO
«MPpeaoxXpaHuTens» ¢ TeM, YToOblI 0becneunTb 3alnTy peanbHON 3anpalinBatoWen CTOPOHbI UMK CEPBEPA;

- peann3aunio 3aWnTHbIX MEP U CPEACTB KOHTPONSA U yNpaBlieHNs BPEAOHOCHOWN NPOorpaMmmon Ha Moaynisix 4ocryna
SNEKTPOHHOM NMoYThbl. [locne Toro, Kak BbIIBNEeHO, YTO MHPOPMAaLMOHHbIE CUCTEMbI CBODOAHBI OT BPpEAOHOCHOW NPOrpaMmmbl
(BKINoYas BUPYChbl), €AMHCTBEHHbIM MaPLLUPYTOM BHECEHUS BPEAOHOCHOW NMPOorpamMmbl SBNSIETCH BHECEHNE €€ B KAYeCTBE
OAaHHbIX (MNn nporpamm). [No4ToBbIE CpeacTBa SIBNAOTCH OCHOBHBIMM «KaHAMZATaMuU» Ha nepegady BpeaoOHOCHOU Mpo-
rpamMmbl U OCHOBHBIMW TOYKaMU peann3aymm 3awmTHbIX MEP U CPEACTB KOHTPONSA M ynpaBneHns Bpe4oHOCHOW nporpam-
MOW. OBblYHbIE MEPLI N CPEACTBA KOHTPOIMA U ynpaBneHnst 6e3onacHOCTbIO BKNIOYaoT B cebs cpeacTBa, U3onmpyrowme
noao3puTernbHble hannbl (HANPUMeEP, NO TUNY MHPOPMALMOHHOIO HANONMHEHWS), U OTCEMBAKOLWME 3anpoLLEeHHbIe aapeca
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SNEKTPOHHOW MOYTbI, NONaBLLKE B «YepPHbI» cnncok. Kpome Ttoro, ans 6opbbbl ¢ caMbiMKU NOCNEAHUMN KOMMIEKCHBbIMU
yrpo3amMmu, Korga BpeaoHOCHas nporpaMmma CogepXuT «HAQUMHKY» , He0OX0ANMO paccMOoTpPeTb BONPOC BNOKNPOBaHUS OMnpe-
IENEHHbIX BIIOXEHWN, coaepallyX UCMONMHAEMYIO MPOorpamMmy;

- UCMONb30BAHNE TEXHOMNOINMU aHTUcnama n obydyeHne Nonb3oBaTenen 3almnTe agpecoB 3NEKTPOHHON MOYThI MPw
OOCTYIe K canTtam;

- peann3aumio aHTUPETPAHCNIATOPA Ha cepBepax 3NEeKTPOHHOW NoYThbl M 0bpaTHbIX NpocmoTpoB DNS. OamnH n3 Bo3-
MOXHbIX CNOCODBOB 3KCNNyaTaunum NoYTOBOro cepeepa u3 VIHTepHeTa cocTonT B TOM, 4YTODBI NOCnaTk Ha HEro coobuleHue,
npegHa3Ha4YeHHOEe Ha CaMOM Aerne CTOPOHHEeN opraHm3ayuun. Torga, ecnv noYToBbIN CepBep NPUHUMAET CoObLWEHNE, OHO
byaeTt HanpaBneHO CTOPOHHEN OpraHn3aunm, No-BMANMOMY, OT OpraHn3aunn/cooblLecTsa, a He OT UCTUHHOIO OTNPAaBUTE-
Nns1. 3TN MEXaAHMU3Mbl MOTYT BbITb UCMNONB30BaHbI NOMNb30BaTENSAMU-CNAMepPamMmn Un B LENSAX paspyLLleHUs CETU CTOPOHHEN
opraHm3aynm atakon oTkasa B obenyxmBaHnn. Mepbl M cpeicTBa KOHTPOINS U yrNpaBleHnsl aHTUPETPaHCIATOPA onpeaens-
10T, NPeagHa3Ha4YaeTcs N BXOAsWEE 3NEKTPOHHOE NUCBMO OpraHmsaumn/coobuectBy. ECnn 370 He Tak, SNEKTPOHHOE
NMMCbMO NPOTOKONUPYETCS (UM N3ONUPYETCSH), U MOYTOBLIN CEPBEP HE NPeaAnpUHMMAET danbHENLLNX OENCTBUWN;

- UICNONb30BaHWE nNpeaynpexgeHnn ob onacHocTn n «noBywek» npotokona SNMPv3. lNpoTtokon SNMP mMoxeT nc-
NoNb30BaTLCS ANA ANCTAHUNOHHOIO YNPaBeHnsl CETEBbIM YCTPOUCTBOM U ANS OTNPABKA YCTPOUCTBOM COODLEHUI {MNK
«NOBYLLUEK» ) C LENbIO YBEAOMITEHUSA CTAHLUMN MOHUTOPUHIA O COCTOSIHMM 3TOIO yCTPOUCTBA. [1pOTOKON OTHOCUTENBHO HE-
be3onaceH, U CyWeCcTBYET TEHAEHUUS HE UCNONMb3OBaTbh €ro Ans uenen ynpaeBneHuss yCTPOUCTBOM. TeéM He MEHEe,
SNMP-«NOoBYLLKNY LLMPOKO UCMONb3YIOTCA U NepeaarTCH Nno CeTn 4nsa yBeaoMneHns LeHTpanbsHOU CTaHUMM O CTAaTUCTUKE
NN COCTOSAHUAX OLLINOKU;

- peanusauuvio ynpaeneHus aygntom. Bce xypHansl perctpaunm, OTHOCAWMECH K SNTEKTPOHHOU MOYTE, AOMKHbI
ObITb COBpaHbLI Ha cepBepe ayauTa 1 AOIMKHbI XXeAHEBHO NPOBEPATLCS ANs 0OHapyXeHUS HEOBbIMHON AEATENBHOCTU, YTO
BKIIOYaeT B CeBSA XXypHanbl pernctpauum MexceTeBoro akpaHa n no4vtosoro moayns gocryna SMTP. 2KypHanb! perncrpa-
LMK creayeTt naydaTb, UCNOMb3ys KAYECTBEHHbBIE MHCTPYMEHTAlbHbIE CPEACTBA aHanm3a n Koppensaumm cobbiTum;

- YCTAHOBJIEHNE BHEMOJIOCHOIO YMNpPaBlieHUA MEXCETEBLIM 3KPAHOM. YCTAaHOBIIEHME BHEMOJIOCHOIO yrnpasBrieHUs
MEXCETEBbBIM 3KPAHOM CBSI3aHO C NPaKTUKON UCNONb30BaHUSA pa3HbiX CETEW ANs nepeaavdn AaHHbIX U ynpasrieHus, YToobl
caenarb HEBO3MOXHbIM MOAKITIOYEHWE 3NOYMbILLNEHHNKA K LeNeBOMY YCTPOUCTBY (B 4aHHOM CIlydae MEXCETEBOMY IKpa-
HY). CylecTBYET HECKOIBKO MEXaAHM3MOB peanniaunm BHEMONTOCHOIO yNpaBeHns:

ynpaBneHue ToONbKO NyTeM PU3NYECKOro gocTyna,
OTAENbHAA CETb YNpaBliEHNS,
NCNONb30BAHNE BUPTYarbHbIX NTOKANbHbIX CETEN AN CO34aHUA OTAENIbHbIX KAHANOB B CETU AaHHbIX, NO3BOSISIO-

LLMX pasgennTb NOTOK AAHHbBIX N TpaduK ynpaeneHus.

B nHbIX ClyHasdXx yripaBslieHne JOJIXHO OCYLWEeCTBITATLCAH TOJTbKO MNyTEM CbHSH‘-IECI{OFO HOCTYIIA.

A.12 MapuwpyTnanpoBaHHbIN AOCTYN K CTOPOHHUM OpPraHn3auunam

A.12.1 BBoaHaa vHdopmauunsa

Uncno coeanHeH CO CTOPOHHUMW OpraHu3aunsmMy yBENM4YMBaeTCH Mo Mepe CTPEMIEHNS OpraHn3aunm K COBMECT-
HOW paboTe, TPEbYIOLWEN NPSMON CBA3U U LWIMHO30B MEXAY opraHnsauusamun. [Npumep TeXHUHECKOro peLlleHns no obecneve-
HUIO 6e30NacHOCTU ANs MapLWPYyTU3NPOBAHHOIO A0CTYNAa K CTOPOHHUM OpraHmn3aunsam npeactaBnel Ha pucyHke A.2.

MapwpyTnanpoBaHHbIN AOCTYN K APYIMM OpraHu3auusiMm MOXeT OCYLLECTBNATLCA C MOMOLLbIO TEXHONOIMIA rnobanb-
HbIX UMW LUMPOKOMNOMNOCHbBIX CETEN 1 TPEDboBaTLCS MO MHOMMM NPUYMHAM, HANPUMEP, MOXET NOTPeboBaThCH AOCTYN K NPU-
noXxeHmsam 6a3 gaHHbIX B N0OOM HanpaBneHMM — B 3TOM Chnyvae MoOXeT ObiTb BBEAEH HECAHKLUMNOHUPOBAHHBIN KO C
nobon CTOPOHbLI, NN NONb30BaTENSAMU NMIOOON CETU MOXET DbITb NPeANPUHATA NOMbITKA HECAHKLUMOHMPOBAHHOIO AOCTYNA

K apyron cetu. [Noanexawas cbopy nHcopmaums gornmKHa, HanpmmMmep, BKNYaTbh B cebs:

- CBEAEHUA O TOM, KaKmne rnpunoXeHns nognexar nogaepxXke yepes MmapLpyTnanpoBaHHYO CBA3b;

- NOAPOOBHOCTN O B3AUMOAENCTBYIOLWMX CEPBEPAX U X MECTOMNONOXEHUN;

- noapobHocTn o K nonb3oBarenen n nx MeCTONONOXeHWu;

- NOAPOOBHOCTM 0 MapLPyTU3aTOpPE CTOPOHHEN OpraHu3aunmn, npu Hanu4um (Brknodas IP-agpec, metog ayteHTUhu-
Kauun, Hanpumep, undposBble cepTndunkaTtol, COBMECTHO ncnonedyemole naponu, RADIUS, TACACS+);

- BUQ U CKOPOCTb JIMHUWN CBA3WU, HANpUMep, BUpTyarnbHas YacTHasl CeTb B LUMPOKOMNONOCHON CETU, PETPaHCNALUS
KaapoB, YacTHas NPoBoOAHAasA CBA3b, KOMMYTUPYEMOE COeaUHEHUNE MO TENEDOHHON NNHUK U LMPPOBAsA CETb CBA3U C KOM-
NNTEKCHBLIMUY YCIyramu.

LlenecoobpasHo TakxKe paspadbotartb Ans 4oCTyna Kaxgon CTOPOHHEN OPraHm3aunmn OKyMEHTaUN0 KOHpUrypaumm
(Npn ee OTCYTCTBUK), BKIIOYaOLWYyto B cebs 0630p TpeboBaHun, CETEBOW rpadumk, MHpopMaUnto 0 KOHpUrypaumm n noa-
pobHocTn 06 IP-agpecaunm n ayteHTndumkaumm.

(Mpwn paccMoTPEHNN MaAPLWPYTUINPOBAHHOIO AOCTYNAa K CTOPOHHUM OpPraHm3aumnsam LenecoobpasHo obpaTtuTbes K
MCO/M3K TO 14516:1999).
A.12.2 Puckm 6e3onacHoOCTWH

OCHOBHbIE pUCKM 6&30NacHOCTU, UMEISLLNE OTHOLLEHUE K MAPLLPYTU3NPOBAHHOMY AOCTYNY K CTOPOHHUM OpraHmnia-
LWSAIM, B OCHOBHOM CBSI3aHbl C TeEM haKTOM, 4TO NMtobasi CTOPOHHANA OpraHn3aumns npeacraBnseT codbon oTAenbHyo cdhepy
6e30nacHOCTU ¢ COBCTBEHHBLIMU MONUTUKAMU U MOXET HE OTNINYATLCH TAKOW XXe Be30NacHOCTbIO, KaK CODCTBEHHAsA OPraHu-
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BHyTpeHHAA ceTb

====__ e A1
KommMmyTaTop y3na 1

====__ e A1
KommMmyTaTop y3ana 2

Ky3nam K KOHUeHTpaToOpam

m—mm=_ e HF]
K Apyrum ysnam KommyTaTop y3na 3 K Apyrum yanam

BHyTpeHHMM BeO-cepBep

- e AN D
BHyTpeHHUM MapLUpYyTU3aTOop

YnpaBneHue
MeXCeTeBbIM
IKpPaHOM

BHewuHun Beb-cepBep ACE cepBep

JJ,M3 1 KOMmMyTaTOP OM3 1 kommyTaTop

MexceTeBom 3KpaH
AeNnoBOro napTHepa

. MapuwpyTtusartop
TepMUHaNbLHLIN CepBep avauTa
cepaep AENOBOro naprHepa pBEp ayn
I

CepBep NpoBepKn
Java/ActiveX

YnarneHHbIX MapLUpyTU3aTop
AerioBoro napTtHepa

PUCYHOK A.2 — [lpMep TEXHNYECKOIO peLlleHus No MapLupyTnanpoBaHHOMY OOCTYIY
K CTOPOHHUM OpraHu3auusim

3ayusi. Takmm 06pasom, OCHOBHbIE PUCKM BE30MacHOCTU, UMEKLLME OTHOLWEHNE K MAPLPYTU3NPOBAHHOMY AOCTYMNY K CTO-
POHHUM OpraHn3auusim, BKIOYaT PUCKU, CBA3AHHbIE C:

- HECaHKUMOHUPOBAHHbLIM OOCTYINOM K Ballen CETU N CBA3aHHbIM C HEW «CUCTEMaM» U MHPOPMaLUWW,;
- BBEAEHUEM BPEAOHOCHOW MPOorpaMmmMbl Yepes KaxXyLncs JOBEPEHHbIM LLUTTHO3;
- DoS-atakoun vepes CTOPOHHIOK OpraHmn3aumto,

- yBexxaeHnem, 4YTo CETb CTOPOHHEN OpraHu3aunmn npeanaraeTt bonee BbICOKMN ypOBEHb HE30MaCHOCTU, YEM
MIHTepHeT.

A.12.3 Mepbl n cpeacTBa KOHTpONA v ynpasreHna 6e3onacHOCTbIO

Mepbl 1 cpeacTBa KOHTPONS U ynpaBneHus 6e30nacHoOCTbIO ANs MapWpPyTU3MPOBAHHOIO A0CTYNa K CTOPOHHUM
opraHM3auusaMm MOryT BKNOYaTh B CebS:

- U3ONAUNIO BCEX COEAMHEHUN C BHELLHEN CTOPOHOW MOCPEeACTBOM MEXCETEBOro 3KpaHa, OTIINYaloLWerocs oT Uc-
nonb3yemMoro anst MIHTepHeTa u Apyrmx KnaccoB BHELHUX COeOUHEHWI;

- MporpaMmmMHoe CpeacTBO 3alUTLI OT BPEeAOHOCHbLIX NporpamMmm ans npoBepku nporpamm Java n Active X BMecTo Nnpo-
r(PaMMHOro cpeacTBa, paboTalowero Ha MeXCeTEBbLIX 3KpaHax [Kak ynoMuHanoch paHee, nporpammbl Java n ActiveX He
pacno3HaKTCHa CTaHAAPTHBIMU NPOrPaMMHbIMM CPEACTBAMM 3aLWNTLI OT BPEAOHOCHBLIX NporpamMmm (BKNoYas aHTUBUPYCHI )]
N, crefoBaTeribHO, HE MOTYT BbITb OBHAPYXXEHbI U MPOBEPEHBLI HA NPeaMET UX JOCTOBEPHOCTU);

- HAanM4yne CTPOron ayTeHTuUKaLUmum Ha OCHOBE MapKEPOB UITN KAPTOYEK B BUAE UMPPOBLIX CEPTUPUNKATOB HA TOKE-
HaxX UNn cmapT-KapTax nnMbdo AByXdakToOpHOM ayTEHTUMUKAUMKM C MapKepamu;
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- UCNONb30BaHNE NaeHTUKaTopa NMHUN BbI30BA B KAYe€CTBE AOMONMHUTENBHONO MeToda ayreHtundpmnkaumm, ecnu
COeAVHEHUA OCYLLECTBIAIOTCA C MOMOLWbIO MapLIPYyTU3NPOBAHHOIO A0CTyNna UundpoBOU CETU CBA3U C KOMIMIEKCHbIMW
yCnyramu,

- ayTeHTUUKaAUNIO MapLLPYTU3ATOPOB, BKINIOYAas MapLupyTn3aTopbl HA yaaneHHOM KOHUE COeQMHEHNS, C MOMOLLbIO
cepBepa ayTeHTudukaumm, Takoro, Hanpumep, kak TACACS+. OgHako ecnuv co CTOPOHHEN OpraHn3aunen He MOXET DObITb
OOCTUIMHYTO cornaweHune o Metoge ayteHtudpmkaumm, To Npu Manom Yncne NnpuMeHeHnn MoryT MCnoib30BaTbCs COBMECT-

HO NCNOMb3yemMble naponun — odbmeH naponsamMmu. Jnsa 6onbLworo Yymcna coeanHeHnn A0MKHbI MCNOMNb30BaTbCH LNDPOBbLIE
cepTndumkaTthl, NOCKONBbKY OHU MOTYT PErynsipHO MEHATLCS;

- UCNONb30BaHME MapLLPyTU3aTOPOM CTOPOHHEN OpraHm3aunm TakuxX Xe CpeacTB ayTeHTUpukauumn, Hanpumep,
LNMPPOBbLIX CEPTUPUKATOB, COBMECTHO UCMONb3yeMbiX CeKpeTHbIX gaHHbiX, RADIUS, TACACSH;

- obecneveHne dpumnanyeckon HBe3onacHOCTU MapLPYTU3ATOPOB Ha 0DOUX KOHLLAX COeANHEHUS;

- BKIMIOYEHNE BCEX COEAUHEHNN CO CTOPOHHEN OpraHn3aunen B AOKYMEHTUPOBAaHHbIE YCNOBUS obecrneveHnst 6e3o-
NAacHOro CoegMHEHNs, KOTOPbIE MOANMUCBIBAIOTCSH KAXXA0WN CTOPOHHEN OpraHmn3aymnen ao paspeLleHms niodoro coeanHeHus;

- paccMoTpeHne BoNpoca 06 Ncnonb3oBaHMM CUCTEMbI ODHAPYKXEHNS BTOPXKEHNW/CUCTEMBI NPEAYNPEXAEHNSA BTOP-
XEHUN;

- peanusaumio ayauTta n nogoT4eTHOCTH;

- pas3paboTKy U cornacoBaHme AOKYMEHTaUMM NO KoOHuUrypaumm ansa goctyna Kaxaom CTOPOHHEN OpraHn3aumnmn, Ko-
TOpas BKItovaeT B cebsl 0630p TpeboBaHun, ceTeBoun rpatuk, MHpopMauunio 0 KoHpurypauum n nogpobroctn 06 IP-agpe-
caumm n ayteHtndmnkaumn.

A.13 UeHTp 0OpadboTKkm (M XpaHeHNA) AgaHHbIX ceTn UHTpaHeT

A.13.1 BeogHada nHdopmauunsa

LlenTp 06paboTkn (M XpaHeHus) AaHHbIX VIHTpaHeTa coaepXuT NPUNoOXeHns 1 AaHHble, Hanbornee BaXHble AN
opraHmnsaumnn. LleHtp ob6paboTkun (1 XpaHeHns1) JaHHbIX MOXET BbITb KPUTUHECKON YaCTbio MHPPACTPYKTYPbI OpraHu3aunmy,
N ero AesATENbHOCTb MOXET DbITh CBSAA3aHa C pelleHneM 3agad, BbIXOAsLWMX 3a Npeaernbl CeTEBbIX aCNEKTOB, paccMaTpUBa-
EMbIX B APYIrmxX 4acTsiX HACTOALWErO NPUNOXEHUS. XOTH XPaHEHME (CETU XPaHEHUA AaHHbIX) U OTAENbHbIE aCNEKTbI, Kacato-
LIMECSH CEPBEPOB B UEHTPE 00paboTKM (M XpaHeHUs) JaHHbIX, BbIXOAAT 3a 06nacTb NpMMEHEHNs HACTOSALWLErO cTaHaapTa
(Hanpumep, NOBbIWEHNE HAAEXKHOCTN CEPBEPOB UK Ba3 AaHHbIX); 3A4eCb NPUBEAEHBLI HEKOTOPLIE COODpaxeHus 06 0buwen
be3onacHoCTU ueHTpa ob6paboTkn (M XpaHeHUs1) AaHHbIX.

Yrpo3bl, C KOTOPbIMU CTANKMBAKOTCH B HACTOSIWLEE BPEMA agMUHUCTPpaTopbl bezonacHocTn VT, N3 0THOCUTENBHO
TPUBMAnbHbIX NOMNbITOK NPUYNHNUTB YIWLEpO ceTSM NPEeBPaTUNNCL B N3OLWPEHHBbIE aTaKu, HaNnpPaBleHHbIE HA NONYyYeHNE MNpu-
ObINn 1 XnweHne KoOHPUAEHUNANBHbLIX KOPNOPATUBHBLIX AaHHbLIX. Peanun3aunsa BO3MOXHOCTEN 0becneveHns 6e30nNacHOCTH
HaOEXHOro UeHTpa 06paboTkm (M XpaHeHUs) AaHHbIX ANS 3aWNTbl 3HAYUMbIX U HEOBX0AUMBIX ANS LENEBOW 3a4a4M NMPUno-
XXEHUN WM OAHHBIX CIYXUT KPAeyrornbHbIM KaMHEM YCUIMUMKW, HanpaBleHHbIX Ha obecnedveHne 6e30nmacHOCTU CeTEWN
NpeanpusTUsI.

[TockonNbKy OCHOBHOW 3agaden obecrneveHus 6e30nacHOCTU UeHTpa obpaboTkn (M XpaHeHns) OaHHbIX SABNSAETCA
noaaepXXaHne A0CTYNHOCTY YCINyr, HEODX0AMMO TLWATENBHO PACCMOTPETL, Kak obecneveHne 6e30nNacHOCTY BINUSIET HA MO-
TOKM OaHHbIX, MacwTabunpyemocTtb n coow.

A.13.2 Puckm 6e3onacHoOCTWM

B HacToswee BpeMsi yBENMUYUITUCh BEKTOPbLI aTak, HanpaslieHHbIE HA pa3pyLUEHne 3alnTbl CETU N HALENEHHbIE He-
nocpeacTBeHHO Ha npunoxenus. Atakn Ha base HTTP, XML v SQL okasbiBaloTCA yecnelwHbiMn A4ns 60NbWNHCTBA 3110Y-
MbILUNEHHUKOB, NOTOMY YTO 3TUM MPOTOKONamMm OBbIMHO pa3pellaeTcs NPoxXoauTb Yepes CeTb OpraHn3aumm n BXoauThb B
LeHTP 0BbpaboTkn (M XpaHeHus) AaHHbIX VIHTpaHeTa.

Huxxe npuBeaeHbl HEKOTOPbIE BEKTOPL! YIP0O3, OKa3biBaOLWME BIUSIHUE HaA UEHTP 06paboTkn (M XpaHeHUs) AaHHbIX
MHTpaHeTa:

- HECAHKLUWOHNPOBAHHbBIW 4OCTYN K AAHHbIM;

- HECAHKLUWOHUNPOBAHHbBIW 4OCTYN K MPUITOXEHUAM;

- HECAHKLUMNOHUNPOBAHHbIN AOCTYN K YCTPOUCTBAM,;

- HApyLWEeHVE BaXXHEULWNX YCIyr B pe3ynbrare DoS-arak;

- HEODHAPYXEHHbIE aTaKw;

- NOTEPS AAHHbIX;

- HEBO3MOXHOCTb BOCCTAHOBIIEHUSA OaHHbIX;

- UeneBble aTtaku ansa mognpukaumm gaHHbIX;

- MNOBbILLUEHNE MPUBUNETNN;

- YCTAaHOBKA BPe4OHOCHOIO NporpaMmmMHOro cpeacTtBa;

- HECAHKLUWOHNPOBAHHOE UCIMOSIb30BaHWE YCIYr, B TOM YUCIe HapyLWeHne NoJIMTUKN opraHnsasuun.
A.13.3 Mepbl n cpeacTBa KOHTPONA v ynpaBreHnsa 0e3onacHOCTbIO

TexHnvyeckne mepbl U cpeacTBa KOHTPOMNS M yrpaeBneHns 6e30nacHOCTbO A4S LEHTPOB 0b6paboTkm (U XpaHeHus )
OAHHbIX MOTYT BKIoYaTh B cebsi:

- W03kl 6e3onacHOCTU ANns ynpaeneHnsa 4OCTYNOM K LEHTPY 0bpaboTku (M XpaHeHus1) AaHHbIX;
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- LCNONb30BaHUE B LEHTPE 06paboTkM (M XpaHEHUS) AAHHbBIX CUCTEMbI ODHaPYKEHNS BTOPXEHMW/NpeaynpexXaeHns

BTOPXXEHWUN,

- 3alMTHbIE MEPLI M CPeACcTBa KOHTPOMSA U yNpaBneHnsi BPeAOHOCHOW NPOorpamMmmon (BKNYas aHTUBUPYChI) HA Cep-
Bepax;

- MEHEXKMEHT 6€30NacHOCTU YCTPONUCTB MHDPACTPYKTYPHbI;

- BO3MOXHOCTU PerncTpaumm n npoBeEpKU, nogaepXmBaemMmble NOMHOCTbIO CUHXPOHN3NPOBAHHOW CNYyXXO0MN BPEMEHMN
BO BCEX YaCTAX UeHTpa 0bpaboTku (M XpaHeHUs1) AaHHbIX;

- NnaH obecneveHuss HENPEPbLIBHOCTU AEATENBHOCTU MPU aBaPUNHBIX CUTYaLUUSIX;

- rTMBKOE NMPOEKTUPOBAHUE;

- perynsipHble NPOBEPKU LENOCTHOCTU ANS BbISIBNIEHUSA HECAHKUMOHUPOBAHHbLIX M3BMEHEHUW AAHHbIX;

- BupTyanbeHble JIBC ans pasgenenus yenyr B ueHTpe 06paboTkm (M XpaHEHUs) AaHHbIX C UENbO 3alpUThl bonee ysa3-
BUMBIX YCINVT;

- KOHOUrypupoeaHune yctpoucTs JIBC gnsa KOHTponsa Heynpaenisaembix nameHeHnn MAC-agpecos;

- NCMONb30BaHME NMPOTOKONOB MEHEMKMEHTA DE30NacHOCTMN.
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[MpynoxeHve B
(cnpaBo4HoOe)

[MepekpecTHble ccbinku mexay NCO/M3IK 27001, UCO/M3K 27002 u pazgenamMu HacTosALero
CTaHgapTa, oTpaXalwlWwMMn Mepbl U cpeACTBa KOHTPONA U ynpaBlieHUsA, CBA3aHHbIe C CETEeBOU

cTaHgapTa

0e30nNacHOCTbLIO

abnwunua B.1—TlepekpecTHblie ccoinkm mexay NCO/M3K 27001, MCO/M3K 27002 v pasgenamm HaCTOALWLEID

Pasnenel, noapasgensl, MyHKThI,
noanyHkTbl MCO/M3K 27001 u
MNCO/M3K 27002

Mepbl

Paspensl, noapasgensl,
NYHKTbI, MOAMNYHKTbI
HaCTOALLEro craHgapra

10.4.1 Mepbl 3aWmThl OT Bpeao-
HOCHOrIo Koaa

HormkHbl BbITh peann3oBaHbl Mepbl NO 0BHAPYXXEHUIO,
npeaoTBpalWeHnio NPOHUKHOBEHUS U BOCCTAHOBIIE-
HUIO Nocrne MNPOHUKHOBEHUS BPEAOHOCHOro Koaa, a
TaKXe OO0IKHbI BbiThb YCTAHOBINEHLI NpoUeaypbl obec-
NnevYeHns COOTBETCTBYIOLLENO OMNOBELLEHUS MNONb30Ba-
Tenen

8.7 3awuTta oT BpeaoHOC-
HOW NMporpamMmmebl

10.4.2 Mepbl 3aWmTbl OT MOBUIb-
HOro Koga

Tam, rge paspeweHo UCnonb3oBaHWe MODUINBHOrO
Koaa, KoHdurypaumus gormkHa obecne4vmBaTb yBEpPEH-
HOCTb B TOM, YTO aBTOPU3OBAHHbIN MOOBUNBbHLIV KOA
dDYHKUNOHUPYET B COOTBETCTBUM C YETKO OnpeaereH-
HOW MONMUTUKOW BEe30NacHOCTU, a NCMONMHEHNe onepa-
LMW C NCNOJNIb30BAHMEM HEABTOPUIOBAHHOIO MODUIb-
HOro Kkoga byaet npeaoTBpaLLeHo

[.2.2.2 CeTeBblEe apXUTEK-
TYPbl, MPUNOXEHNA U Cep-
BUCH|

10.6.1 CpeactBa KOHTPONA CETU

CeTn gomKHbl ObITb a4EKBATHO YNPaBNSIEMbIMU U KOH-
TPONMMPYEMBIMU B LENsIX 3aWnTbl OT YIpo3 U noaaep-
XXaHnA 6e30nacHOCTU CUCTEM U MPUMNOXEHUN, UCTOIb-
3VIOLWUX ceTb, BKMoYas uHopmauuio, nepeaaBae-
MVYIO MO CEeTAM

CM. HMXe ans pasaenos
NCO/M3K 27001 n

NMCO/M3K 27002, nyHkK-
el 10.6.1 1G, nepevncne-

HUA a) — e)

10.6.1 IG"Y, nepedvncneHne a)

JKCnnyataynoHHble 06A3aHHOCTHN, CBA3AHHbIE C CETS-
MW, OOIMKHbI ObiTb OTAENEHbI OT KOMMBIOTEPHbIX OMne-
paumn (rage Heobxognmo)

8.2 MeHeDKMEHT CEeTEBOU
be3onacHoCcTH

10.6.1 1G, nepeuncnenne b)

[onmxHbl BbITb YCTAHOBNEHBI 06A3AHHOCTY M NMPOLEeAY-
Pbl MEHEKMEHTa yAaneHHOro 0b6opyaoBaHust, BKITHO-
yasa obopyaoBaHne B 30HE NOMNb30BaTENS

bonee nogpodbHas nHop-
Maunus  npuvBedeHa B

MCO/M3K 27033-5

10.6.1 1G, nepevuncnenune c)

HormkHbl ObITb YCTAHOBNEHBLI CNeynanbHble Mepbl W
CPeACTBa KOHTPONSA U ynNpaBneHns Ans 3awmTbl KOH-
dovaeHUManbHOCTU U LENOCTHOCTU AaHHbIX, Nepeaa-
BaeMbIX NO 0OWEeOCTYNHLbIM NN BecnpoBOAHbLIM Ce-
TAM, U AN 3aWuTbl COEAUHEHHBIX C HUMU CUCTEM W

Bce mepbl un cpeacrsa
KOHTPONSA W yrnpaBneHus
6e30NacHOCTbIO CM. B pas-
nene 11 «ACnekTbl «TeX-
HOMOTMN» — PUCKN, METO-

Tpauusa (4aHHbIX) 1 MOHUTOPUHI, YTODbLI caenaTb BO3-
MOXHbIM PUKCMpOBaHWE OAeATENbHOCTU, CBA3AHHOW C
obecneveHnem 6e30NacHOCTU

npunoxeHun (cm. 11.4 n 12.3); moryTt Takke notpebo- | Abl NPOEKTUPOBAHUA U
BaATbCH CneunanbHble Mepbl U CpeacTBa KOHTPOIS U | BOMPOCHI, KacaroLmecs
YyrpaBrieHns ans nogaepXkn OOCTYNHOCTU CETEBLIX | Mep U CPeACTB KOHTPOIA U
yCNyr u noagcoegnHEHHbIX KOMIMbIOTEPOB yrpaBneHns»

10.6.1 1G, nepevuncnenne d) [HomKHbl NCcnonb3oBaTbCHd COOTBETCTBYHOWME pernc- | 8.5 BeaeHne KOHTPOnb-

HbIX XXYPHANOB U MOHUTO-
PUHI CeTH

10.6.1 1G, nepevuncnenune e)

[eaTenbHOCTb MO  OCYLECTBNEHNUID MEHEIKMEHTA
AomkKHa bbIThb cornacoBaHa AOIMKHbIM 006pa3om, HTO-
Obl ONTUMN3NPOBATL YCNYIKU ANs opraHn3aunm n obec-
neYnTb nocnegoBaTenbHOE MNPUMEHEHNE Mep W
CPEACTB KOHTPONS U yrnpaeneHus B MHQpacTpykrype
0b6paboTKn MHhopmaumn

V16 — PYKOBOACTBO Mo peanun3auum, 1. €. ctadgapt NCO/MOK 27002.
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Paspensl, nogpasnensl, MyHKThI,
noanyHkTel MCO/M3IK 27001

MCO/MO3K 27002

Mepbl

Pasgensl, nogpasgensl,
NYHKTbI, NOAMNYHKTbI
HACTOSALLEro ctTaHaapTa

10.6.2 bes3onacHoOCTb ceTeBblX
CEPBUCOB

Ob6ecneveHne Be3onacHOCTU, yPoOBHU 06CNyXMBaHUA
018 BCEX CeTeBbIX yCnyr n tpeboBaHuns yrnpasreHus
OOMXHbI ObITh ONpeAeneHbl U BKIKOYeHbl B NI0O0ON O0-
rOBOP O CETEBLIX yCryrax, He3aBuCcuUMO OT TOro, Npea-
OCTaBNSATCH NN 3TU YCNYrn CBOMMU CUNAMN UM CTO-
POHHEN OpraHn3aumnen

8.2 MeHep»KMEHT ceTeBOn
be3onacHoCTN (MMEKLWNI
OTHOLUEHNE K APYTMM Noa-
NyHKTaMm pasgena 8 un pas-
aenam 9—11)

10.8.1 llonntnkm wn npoueaypol
obmeHa nHcopmaumen

[omkHbl cywecTBOBaTh hopmarindoBaHHbIe nNpoueny-
pbl, TPEOOBaAHNSA N MEepPbl KOHTPOISA, obecnevynBaroLme
3awmTty obmeHa mHdopmMmaumen npu ncnonb30BaHUK
CBS13U BCEX TUMOB

6.2 [lnaHnpoBaHne n me-

HEIKMEHT CeTEBON De30-
NacHOCTK

10.8.4 ONEeKTPOHHbIN OODMEH CO-
oW EeHnsaAMIN

Mudpopmaums, ncnonblyemasi B 3NEKTPOHHOM 0bmeHe
coobweHnamun, gomKkHa bbiTh HagNexawmm obpasom
3alumLLeHa

A.11 SnekTpoHHas no4ra
B IHTepHeTe

10.9.1 DneKkTpoHHas Toproens

MHdopmaymsi, ncnonb3yemasi B 3neKTPOHHOU TOProB-

ne, npoxoasiwasi No obweaoCcTynHbIM CETSAM, JOJTKHA
ObiTb 3awWwMeHa OT MOLUEHHWYEeCcTBa, OCnapuBaHUS

KOHTPAaKTOB, a TaKXe OT HeCaHKLUMOHUPOBAHHOIO pas-
rnaweHns n moandurkaymn

10.4 Yenyrim «busHec —
buaHec»
10.5 Yenyrim «busHec —
KIMNEHT»

10.9.2 TpaH3akuum B pexnme pe-
anbHOro BpemeHu (on-line)

MHdopmauus, ncnonb3yemasi B TpaH3akunsaX B Pexu-
M€ peanbHoro Bpemenu (on-line), gomkna beiTe 3aLm-
LLeHa ans npeaoTBpaLlleHns HEMOMHOW nepeaadn, He-
NpaBuIIbHON MapLupyTn3aumm, HeCaHKLNOHNPOBAHHO-
o M3AMeHeHus1 coobLeHnn, HEeCaHKUNOHUPOBAHHOIO
pa3rnaweHusi, HeCaHKUMOHUPOBAHHOIO KOMNMUPOBAaHUSA
MM NOBTOPHOIO OTNPaBfeHns CO0DLLEHUN

10.5 Yenym «bnsHec —
KNMUEHT»

10.9.3 ObweaoctynHass MHPOpP-
MaLuns

Mudpopmaums, npegocraBnsemas Yepes obweaoctyn-
HYIO CUCTEMY, AOIKHA ObITh 3aWMLLEHA OT HECAHKLWNO-
HUPOBAHHOW MOANMUKALUN

A.10 PasmeweHne WH-
dopmMaumm Ha CcepBepe
BeD-y3noB

11.4.1 Tlonmtnka B OTHOLWEHWUNU
NCMNONb30BaHUA CETEBbLIX YCNYr

[Tonb3oBartensm cnegyer npeaocTaBnATb AOCTYI
TOMbKO K TEM yCnyram, no OTHOLWEHUIO K KOTOPBIM OHM
cneunanbHO OblNM aBTOPU3OBAaHb!

8.2.2.72 llonntnka ceTte-
BOW De3onacHoOCTU

11.4.2 AyTeHTngnkayms rnonb3o-
BaTenen Ans BHELWWHUX COegnHe-
HUW

[na KoHTponsa AgocTtyna yaarneHHbIX MNoNb30BaTENeNn
OOJDKHBI MPUMEHATHCH COOTBETCTBYIOWME METOAbI ay-
TEHTUPUNKALINU

8.4 VlpeHTnukaumsa n ay-
TEHTUPUKaALNA

11.4.3 VpeHtndomkaumsa obopy-
OOBaHWA B CETHX

ABTOMaTnyeckas wuaeHtndmkaumsa obopyaoBaHUA
OOIMKHA paccMmaTpuBaTbCs Kak CpeacTBO ayTEHTUPU-
Kaunum coeauHeHUn, OCYLLECTBNAEMbIX C ONnpeaeneH-
HbIX MECT U C onpeaeneHHbiM 060pyaoBaHMEM

11.4.4 3awmra nopToB KOHPUIY-
pauMm v OWarHoCTUKU Mpu yaa-
NEHHOM JOCTyrne

PUINYECKNN N NTOTUHECKNN OCTYI K NOPTaM KOHPUIy-
paummn n ANarHOCTUKN ONMXEH BbITb KOHTPOTMPYEMBIM

11.4.5 TlpuHumnn paspgeneHus B
CeTHX

B ceTax OofmKHbl NPUMEHSATBCH MPUHLUWUNBLI pasaene-
HUS TPYNN MHPOPMALMOHHLIX YCNYT, MONb30BaTENen n
NMHDOPMALUNOHHBLIX CUCTEM

11.4.6 KOHTpONb cCeTEBLIX COEAN-
HEHUW

[loaknioveHne nonb3oBaTenen K COBMECTHO UCMNOIb-
3yeMbIM CETHAM, OCODEHHO K BbIXOASLWMM 3a TEPPUTO-
PUIO OpraHn3aymmn, HeodxoAMMo OrpaHNYMBaTb B COOT-
BETCTBUM C MONTMTUKON KOHTPONSA AocTyna un TpeboBa-
HUSMW DU3HEC-NPUNOXKEHUN

11 ACNneKTbl CeTeBbIX
KTEXHONOMMN» — PUCKM,
METOAbl NPOEKTUPOBAHUS
N BOMPOCHLI, KacaloLwunecs
MEP U CPeacTB KOHTPOIS
N yrnpasrieHns

11.4.7 KOHTpONb MapwpyTuia-
LUUU B CETU

HormkHbl ObiITb BHEAPEHLI CPeaAcTBa YMNpPaBleHUs W
KOHTPOIS MapwpyTu3aumm B CETU C LENbIO UCKITHOYE-
HUA HapyLEeHWN NMPaBuI KOHTPOMNS gocTtyna ans bums-
HEeC-NPUNOXEHUN, Bbl3bIBAEMbIX COEANHEHUSMU U TMO-
TOKaMM MHAQOPMaLUN

A.6 Wnw3bl Bbe3zonacHoC-
™
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Tabnwuua B.2—lepekpeCTHblie CCbINKM MEXAY pa3genamMmm HaACTOALENo cTaHgapTa u pasgenamu
NCO/M3K 27001, NCO/M3IK 27002

Paspensl, noapasgenst,
NYHKTbI, NOANYHKTHI

HaunmeHoBaHUA pa3aenoe

Pasnensl, nogpasaensl, MyHKTHI,
noanyHkTel MCO/M3K 27001

HACTOSALLero ctaHaapTa NCO/M3IK 27002
6 O630p
6.2 [TnaHnpoBaHne n MEHEXKMEHT CETEBON DE30NAaCcHOCTU 10.8.1 lNonutnkn n npoueaypsol
obmeHa nHpopmaumnen
T4 MaeHTndmkauma pnckoB U NOAroToBKA K MAEHTUMUKaALNK
MEP U CPEACTB KOHTPONA N ynpaBneHnst 6e3onacHoCTbIo
[.2 Muhopmaumsa o Tekywem n (Mnu) nnaHnpyemom nocTpoe-
HUN CETH
7.2.1 TpeboBaHnsa be30NacHOCTU B KOPNOpaTUBHOW NONUTUKE UH-
dopmaynoHHON 6e30nacHOCTU
[.2.2 MHdopmauymsa o Tekywem/nnaHnpyemMom nocTpoeHnmn cetu
[.2.2.2 CeTeBble apXUTEKTYPbI, MPUINOXEHNHA N CEPBUCHI 10.4.2 Mepbl 3aWnTbl OT MO-
bUNbHOIO Koaa
[.2.2.3 Buabl ceTeBblX COeANHEHUN
7.2.2.4 [pyrvne ceteBble XapaKTEPUCTUKW
[.2.2.5 HononHuTtenbHas MHPoOpPpMaLUUS
7.3 PUCKN MHPOPMALMOHHON 6e30NacHOCTU N NOTEHUMANBHbIE
obnacTtn AENCTBUA MEP U CPEACTB KOHTPONSA U yNpaBreHus
8.7 MeHeqKMEHT ceTeBOW BE30NacHOCTU 10.6.1 Cpepncrtea KOHTPOIA
cCeTu
8.2.2 HeaTenbHOCTU NO MEHEMKMEHTY CETEBON DE30NACHOCTH
8.2.2.2 [TonnTuka ceteBon Be30NacHOCTU 5.1 llonntnka MHOPMaLNOH-
HOW 6e30nacHOCTU
11.4.1 TlonnTnka B OTHOLLEHWNIA
NCNONb30BAHNSA CETEBbIX YCNYT
8.2.2.3 OnepaunoHHble Npoueaypbl ceTeBon He30NacHOCTH
8.2.2.4 [TpoBepka cooTBETCTBUA TpeboBaHMAM ceTeBon Deaonac-
HOCTU
8.2.2.5 YcnoBusa obecnedyeHuns 6e30nacHOCTU CEeTEBbIX COeaAUHE-
HUN CO MHOTUMW OpraHu3alusimm
8.2.2.6 HokymeHTupoBaHHble ycnoBus obecrneveHnss 6e3onacHoC-
™ ANS yaaneHHbIX CETEBbIX MNOIb30BaTENIEN
8.2.2.7 MeHeDHKMEeHT MHUMAEHTOB CETEBOW BE30NacHOCTU 13 YnpasneHne uHUWOEHTaAMM
MHPOPMALMOHHON be3onac-
HOCTW
8.2.3 20NN 1 006513aHHOCTH, CBSI3aHHbIE € obecneveHnem ceteBon | 8.1.1 OyHKUMKM N 0DA3aHHOCTU
be3onacHoCTU nepcoHana no obecnevyeHuto
He3onacHoOCTU
8.2.4 CeTeBOU MOHUTOPUHI 10.10 MoHuUTOpPUHI
8.2.5 OueHka ceTeBOU DE30MacHOCTU
8.3 MeHeIKMEHT TEXHUYECKMX YA3BUMOCTEMN 12.6 MeHep>KMEHT TEXHNYECKUX

YA3BUMOCTEN
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[lpodomxerHue mabnuusi B.Z

Pasgensl, nogpasaensl,
NYHKTbI, MOAMNYHKTHI
HaACTOALLEro craHgapTa

HanmeHoBaHUA pa3nenoe

Pasnensl, noapasaensl, MyHKTHI,
noanyHkTel NCO/M3K 27001 u

MCO/MOIK 27002

8.4 MaeHTnukaumsa n ayteHTnnKauns 11.4.2 AyTteHTMdmKaymsa no-
nb3oBarernen anst BHEWHUX CO-
eadNHEHUN
11.5.2 VlaeHTnoomkaumsa mn ay-
TEHTUMPUMKALNSA NONb3OBATENEN
8.5 BeaeHne KOHTPOIbHbIX XXYPHArnoB 1 MOHUTOPUHI CETU 10.6.1 CpeacrBa KOHTpONSA
CeTH
10.10.1 BegeHue xypHanoB ay-
anTa
8.6 ObrapyxeHne n npegoTepalleHne BTOPXEHUN
8.7 3awura o1 BPpe4OHOCHbIX Nporpamm 10.4 3awmTa oT BpeaoOHOCHOIO
Koga n MobunbHOro koga
8.8 Ycnyrn, OCHOBaHHbIE Ha Kpuntorpagoun 12.3 Kpuntorpadgudveckme
cpeacrtBa 3aluThl
3.9 MeHeKMEHT HENPEPLIBHOCTN AEATENBHOCTU 14 MeHepXKMEHT HEMPEPbIBHOC-
™ BusHeca
S PekomeHagauum no NPoOeKTMpoOBaHUIO U peanniaumnm ceTe-
BOWN HE30MNacHOCTH

0.2 CrneunannanpoBaHHas apXUTEKTYpPa/NPOEKT CETEBON BE30-
NacHOCTU

10 TnnoBble ceTeBble CUEHaApPUM — PUCKN, METOAbl MPOEKTU-
POBAHWUA U BOMPOCHI, KAacaloLlmMecs Mep U cpeacTB KOHTPONSA
N ynpaereHns

10.2 Yenyrm goctyna CoTpyaHUKoOB K VIHTepHeT

10.3 PacwunpeHHblie ycnyrm COBMeCTHOW paboThl

10.4 Yenyrn «bnaHec — bmuaHec» 10.9.1 3nekTpoHHasa TOProBns

10.5 Yenyrn «bn3Hec — KIMEHT» 10.9.1 BnekTpoHHAas TOProBns
10.9.2 TpaH3akumm B pexumme
peanbHoro Bpemenu (on-line)

10.6 Yenyrn aytcopcuHra

10.7 CermMeHTauus cetu

10.8 MobunbHas cBA3b

10.9 CeTeBas noggepxKa ans HaxogsWmMxcsa B pasbes3gax no-

Nnb30oBaTeneun
10.10 CeTteBasi nogaepxka ans gomMmalHnx oPucoB 1 OPUCOB Ma-
NbIX NpeanpuaTUn
11 ACMeKTbl CETEBLIX «TEXHONOMMU» — PUCKU, MmeToadbl nMpoek- | 10.6.1 CpeacrBa KOHTPONS
TUPOBAHNA U BOMNPOCHI, KAcalolWMecs Mep N cpecTB KOH- | CEeTH
TPONs U ynpaerieHus
11.4.6 KOHTpONb CETEBLIX COE-
ANHEHUN
12 Paspabotka n TectmpoBaHme KOMMNMNEKca nporpamMmmMHbIX W

TEXHUYECKUX CpeaAcTB 1 ycnyr no obecneveHnto besonac-
HOCTWU
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OkonyaHue mabnuubi B.2

Paszpensl, nogpasaensl,
NYHKTbI, NOAMYHKTh
HaACTOALLLEro cTaHaapTa

HanmeHoBaHUA pa3nenoe

Pasnensl, nogpasaensl, MyHKTHI,
noanyHkTel MCO/M3K 27001
MCO/M3K 27002

13 Peannsaums KOMMNEKca TMporpamMMHbIX U TEXHUYECKUX
cpeacTB u ycnyr no obecneveHnto 6e3onacHoOCTU
14 MOHUTOPUHI M NpoBEpKa 3Kcnnyataumm KOMMNIeKca npo-

PaMMHbIX U TEXHUYHECKUX CPeactTB U yCIiyr

[Tonnoxenne A

ACMEeKTbl CETEBbIX K TEXHOMOTMU» — PUCKU, METOAbI NMPOEK-
TUPOBAHUA U BOMPOCHI, KacawwWwmMecss Mep n CpeacTB KOH-
TPONsi U ynpaBneHust

HM

A.1 JlokanbHbIE BbIMUCINTENBHbIE CETU

A.2 [ nobanbHble BIMUCIUTENBHbBIE CETH

A.3 becnpoBoaHble ceTn

A4 Pagnocetn

A.5 LnpokononocHble ceTn

A.C LLnto3bl 6e3onacHoOCTH 11.4.7 KOHTPOSIb MapLUpyTU3a-
LN B CETU

A.7 BupTyanbHble YacTHbIE CEeTU

A.8 Cetn TenedoHHON CBSA3WU

A.9 |P-koHBepreHums

A.10 PasmeweHne nHpopmaumm Ha cepeepe Beb-y3noB 10.9.3 0O0wenocTynHas WH-
opmMmaumns

A.11 IneKkTpoHHas nodta B IHTepHeTe 10.8.4 JOnekTpoHHbIn 0bmeH
CcoOBLWEHNAMN

A.12 MapwpyTnanpoBaHHbI 4OCTYN K CTOPOHHUM OpraHu3auw-
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[MpnnoxeHwne C
(cnpaBo4HoOe€)

[pumMepHbLIA 0Opa3el AOKYMEHTa, Kacawuweroca SecOPs

1 BBegeHwe
1.1 INpeanocbInKn
1.2 CTpyKTYpa AOKYMEHTA
2 Obnactb NPUMEHEHUS
2.1 ObbekTbl
2.2 TexHn4eckas MHppacTpykTypa
2.2.1 NNT-cpepa
2.2.2 CeTeBas apxXuTekTypa
2.2.3 Ob6bekT 1
2.2.4 ObbekT 2
2.2.5 ObbekT 3
2.2.6 BHeWHne coeanHeHus
3 MNonuntnka 6e3onacHoOCTH
4 Opranmsauuns obecneveHmnss HpopmaunoHHON Be30NacHOCTU
4.1 BBegeHwue
4.2 MeHegKMeHT 6e30NacHOCTU — CTPYKTYpa N 06A3aHHOCTH
4.2.1 JonmKHOCTHOE nnuo cnybbl 6€30NacHOCT OpraHn3aynn
4.2.2 3amMecTuTenb AOMKHOCTHOIO Nuua cnyoel 6e30nacHOCTU OpraHmn3aunm
4.2.3 JonxHoCTHOE nMnuo cnyxbbl MHpoOpMaLMOHHOM Be30nNacHOCTU opraHn3aumnmn
4.2.4Y pynna nopgaepxkn UT (npu HeobxoanmocTu)
4.2.5 PykoBognTtenn OCHOBHOW AEATENBHOCTU
4.2.6 [lepcoHan
4.2.7 CoBeT ANPEKTOPOB OpraHn3aumum
4.3 OtyeTHOCTb 06 MHUMAEHTAX U HegocTaTkax MHPoOPMaLMOHHON BE30NacHOCTU
4.4 Pacnpeagenenne onepaunoHHbIX npoueayp 6e3onacHoCcTu
4.5 OueHKa pucKoB, CBA3aHHbIX CO CTOPOHHUMM OpraHmn3aunsimm
4.6 CornaweHns o goctyne CTOPOHHEWN opraHn3auum
4.7 AYyTCOPCUHI
5 YnpaBneHne aktTuBamm
5.1 NluBeHTapu3auus aKkTMBOB
5.2 lonyctnmoe ncnonb3oBaHne nHdopmaumum n apyrmx akTuBOB
5.3 Knaccuumnkaums nuopmaumm
6 KagpoBasi 6e3onacHoOCTb
6.1 MnHnmanbHas kagposas 6€30nacHOCTb, BKIoYas Aonyck n TpeboBaHus
6.2 YcnoBus
6.3 VIHdhopmupoBaHue n obyvenne obecneveHmnto MHPoOpMaLNOHHOW BE30NacHOCTU
6.4 HncumnnmnuapHbin npouece
6.5 KoHTponb Haa nepcoHanom
6.6 OkoH4aHne paboTbl NO HANMY
0.7 Kaptoukmn gocrtyna/npoxoga B 34aHus
6.8 Pnandveckmn gocrtyn K cucremam n cetam T
7 dnanveckas He30NacHOCTb U 3almTa OT BIIUAHUS OKpYXatlowWwen cpeabl
7.1 Peannsaunsa pnandeckmux mep n CpeactTB KOHTPOMNSA U yrnpaBieHusa n Mep U CPeacTB KOHTPOISA U ynpaBneHns BIin-
AHMEM OKpYXaloLen cpeqpbl
7.2 PU3NYECKUN NEPUMETP 3aLUNThbI
7.3 Pnanyeckne Mepbl U cpeacTea KOHTPONSA U yrnpaBleHns BXO40M
7.4 PaboTa B OCHOBHbIX NOMELLEHNAX/30HaxX
7.5 PaameweHne obopyaoBaHus
7.6 Knioum n kombnHaumm
7.7 Curnanb! TpeBOrM Npm 0BHaAPYXEHUW HapyLUUTENEN
7.8 3awmTta 060pyaoBaHnsa OT XULLEHUA
7.9 CHaTHe 060pyaoBaHns ¢ sKkcnnyartaumm

" B tekcte opumHana MCO/M3K 27033-1:2009 oTcyTCcTBYET NYHKT 4.2.4 (1. . nocne 4.2.3 cneayet 4.2.5).
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7.10 Cpeacrtea ynpaeneHns 4OCTyrnoMm K annapaTtHbIM cpeacTBam
7.11 OBbHapyXeHne NCKaXxeHuu

7.12 TexHnveckoe 0b6CNyXMBaHME N PEMOHT

/.13 3awmta sHeEPronnTaHus

7.14 Toxapobe3onacHOCTb

/.15 3awunTa oT NpoTeYek

7.16 lNpeaynpexaeHne 06 onacHoOCTU

7.17 beaonacHocTb [1K

8 MeHeKMEHT CBA3U N onepaunin

8.1 OnepaynoHHble npoueaypb! N 06893aHHOCTU
3.1.1 lpoueaypbl KOHTPONA BHECEHUA U3MEHEHUN
8.1.2 Pasgenenune obsaszanHHocTen n chepbl OTBETCTBEHHOCTU
8.2 [lnaHnpoBaHne n npnemkKa cUcTembl
8.2.1 [NnaHnpoBaHne MOLWHOCTEN
8.2.2 [lpnemka cucremsl
8.3 3awmTa oT BpeAOHOCHON 1 MOBUINMBHOWN NpOorpamMmmb
8.3.1 lNpeaynpexaeHne
8.3.2 ObHapyxeHue
3.3.3 BoccraHoBneHne
8.3.4 MobunbHas nporpamma
8.4 Pe3epBHOE KONMpoOBaHWE N BOCCTAHOBIEHNE
8.5 3anyck n octaHoBka NT-KOMNOHEHTOB (B TOM YMCe CETEBbLIX KOMMOHEHTOB)
8.6 ObecneveHne 6e30MNacCHOCTN HOCUTENEN AAHHbIX (B TOM YNCIEe JOKYMEHTOB)
8.6.1 MeHemKMEHT CMEHHbIX HOCUTENEN OaHHbIX
8.6.2 [levaTHble QOKYMEHTHI
8.6.3 be3onacHoe NOBTOPHOE UCMOSIb30OBAHUE UIMN YHUUTOXEHUE HOCUTENEN AaHHbIX
8.7 ObmeH nHopmaumnen
8.8 MOHUTOPUHI
8.8.1 YueT n ayaut
8.8.2 XypHansbl y4yeTa, 3anofIHAEMble BPYYHYIO
8.8.3 BpeMeHHas CMHXPOHU3aLUS
8.9 [lpoToKoNbl AaHHbLIX onepartopa
8.10 lNpoTokonupoBaHne gaHHbIX 06 owmnbkax
8.11 I'lmaHbl passutusa VT n cpeacTB CBSA3N

9 YnpaeneHne gocTyrnom
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9.1 MeHepKMEHT YHYETHbLIX 3annucen Nonb30BaTENEN
9.1.1 3anpocbl NO y4ETHLIM 3anUcaM NOMb30BaTENEN
9.1.2 Co3gaHue y4YeTHbIX 3anncen nonb3oBarTeren
9.1.3 lNpoBepka, BNokMpoBaHne n yaaneHne y4eTHbIX 3anncen nonb3oBaTenen
9.2 KoHhurypauus ynpasneHmnst goCTynom
9.3 MeHepKMEHT napornewn
9.3.1 Peanuaaumnsi n KOHTPOIb
9.3.2 ['eHepaunsa naponen
9.3.3 XpaHeHune u nepegadva naponen
9.3.4 CmeHna naponewu
9.3.5 lNpoBepka naponen
9.3.6 lNMaponu gna TexHn4eckoro o6cnyxXmBaHms
9.3.7 lNaponu npuBmMNernpoBaHHOro Nonb3oBartensa/naponun nepconana, Habnwaalowero 3a ynpasneHnem
CUCTEMOM
9.4 Mapkepbl gocryna
9.5 YnpaeneHwe ceTeBbiM 4OCTYNOM
0.5.1 Obwas nHdhopmauus
0.5.2 BHewHne coeanHeHns
9.6 YcnoBusa obecnevyeHns 6e30nNacHOCTU CoOeanHEHUIA
9.7 YpaneHHbIn gocTyrn
9.8 YnpaeneHne 4oCTyrnom K onepaunoHHON CUCTEME, MPUITOXKEHUAM N HPOPMaLNN
0.9 MobunbHble KOMMBbIOTEPHbIE Cpeabl U AUCTaHUMOHHaA paboTa
0.9.1 O6bwasn nHdhopmauus
9.9.2 beaonacHoCcTb AOPOXKHBIX KOMMNBIOTEPOB
9.9.3 besonacHocTb KIK
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10 lMprnobpeteHune, paspaboTka n noggepxka CUCTEM
10.1 beaonacHocTb cMCTEMHBLIX hannoB
10.1.1 KOHTpONb CMCTEMHOIO NPoOrpaMmmMHoOro obecne4vYeHns
10.1.2 3awmTa gaHHbIX TECTUPOBAHUSA CUCTEMDBbI
10.1.3 3awmra ncxoaHblX TEKCTOB NPOrpamm
10.2 ObecneveHmne Be3onacHOCTU NPoUEeccoB pa3paboTkm n NoAAEPKKU
10.2.1 LUenocTHOCTb CUCTEMHOIO U NPUKNAAHOro NPOrpaMmmMHoOro odbecneyeHus
10.2.2 Pa3paboTka nporpamMmmHbIX CPeacTB No cyba0roBopy/c NpUBNeYeHNEM BHELLHUX PECYPCOB
0.3 ConpoBoXXaeHne nporpamMmmMmHoro obecneveHus
0.4 XypHansl nporpaMmmMmHbIX OLLINMOOK
0.5 YnpaBneHne TexXxHn4eCKumMmn ya3BmmMOoCTSAMMU
11 MeHeg)KMEHT MHUMAEHTOB MHDOPMAaLMOHHON BE30NacHOCTU
11.1 MHumaeHTbl n cnabble mecta MHPOPMALUMOHHON Be30MacHOCTH
11.2 Cboun UT (BKntovasi cetn)
12 MeHeKMEHT HENPEPLIBHOCTN AEATENBHOCTHA
12.1 INnanmnpoBaHne obecneveHnss HeNPepPbIBHOCTU AEATENbHOCTU
2.2 lpouenypsbl pe3epBnpoBaHnS
2.3 ABapuinHble cutyaumm n coon
12.3.1 AnnapartHbie coou
12.3.2 NporpammHble cboun
12.3.3 OBakyauus npm Bo3ropaHumn/aBakyaums us sagaHus
13 CooTBETCTBUE
13.1 CooTBETCTBME NPABOBLIM TPEDOBAHUAM
3.2 CooTBeTCTBME NONMUTUKAM U cTaHgapTam MHPopMaLMoOHHOW Be30nacHOCTU, TEXHUYECKOE COOTBETCTBUE
3.3 3awmnTta MHCTPYMEHTanbHbIX CPeaCTB ayanuta CUCTEM
14 CTpyKTYypa AOKYMEHTA
14.1 ObpaTHas CBSA3b
14.2 N"ameHeHns SecOPs
[Tpnnoxenne A — cnpaBo4vHas MHQoOpMaLUns

A

A

A

A

A

A

|
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[1]
2]
[3]
[4]
[3]
(6]
[7]

3]
9]

Y

kY

LY
AP N=O

kY

Y

k.

ISO/IES 7498-1:1994
|ISO 7498-2:1989
ISO/IEC 7498-3.1997
ISO/IEC 7498-4:1989
ISO/IEC 9594-8
ISO/IEC 10181-1:1996
1ISO 11166-2

1ISO 11568 (all parts)
ISO 11649

ISO/IEC 11770 (all parts)
ISO/IEC 11889-1
ISO/IEC 11889-2
ISO/IEC 11889-3
ISO/IEC 11889-4

1SO 13492

ISO/IEC 13888 (all parts)

Buonvorpaduna

Information technology — Open Systems Interconnection — Basic Reference Model: The
Basic Model

Information processing systems — Open Systems Interconnection — Basic Reference
Model — Security Architecture

Information technology — Open Systems Interconnection — Basic Reference Model:
Naming and Addressing

Information processing systems — Open Systems Interconnection — Basic Reference
Model — Management Framework

Information technology — Open Systems Interconnection — The Directory: Public key and
attribute certificate trameworks

Information technology — Open Systems Interconnection — Security frameworks for open
systems: Overview

Banking — Key management by means of asymmetric algorithms — Part 2: Approved
algorithms using the RSA cryptosystem

Banking — Key management (retail)

Financial services — Core banking — Structured creditor reference (o remittance
information

Information technology — Security techniques — Key management

Information technology — Trusted Platform Module — Part 1. Overview

Information technology — Trusted Platform Module — Part 2: Design principles
Information technology — Trusted Platform Module — Part 3: Structures

Information technology — Trusted Platform Module — Part 4. Commands

Financial services — Key management related data element — Application and usage of
ISO 8583 data elements 53 and 96

Information technology — Security techniques — Non-repudiation

Information technology — Security techniques — Guidelines for the use and Management
of Trusted Third Party services

Systems and software engineering — System life cucle processes

Information technology — Security techniques — Selection, deployment and operations of
intrusion detection systems (IDS)

ISO/IEC TR 18044:2004" Information technology — Security  techniques — Information  security  incident

management

Banking Public Key Infrastructure

Societal security — Guidelines for incident preparedness and operational continuity
management

Information technology — Security techniques — Information security management
systems implementation guidance

Information technology — Security techniques — Information security management —
Measurement

IETF Site Security Handbook (RFC 2196), September 1997

IETF IP Security Document Roadmap (RFC 2411), November 1998

IETF Security Architecture for the Internet Protocol (RFC 2401), November 1996

IETF Address Allocation for Private Internets (RFC 1918), February 1996

IETF SNMP Security Protocols (RFC 1352), July 1992

IETF Internet Security Glossary (RFC 2828), May 2000

IETF Network Ingress Filtering: Defeating Denial of Service Attacks which employ IP Source Address Spoofing (RFC

NIST Specral Publications (800 series) On Computer Security
NIST Special Publication 800-10: Keeping Your Site Comfiortably Secure: An Inroduction to Internet Firewalls,

) ISO/IEC TR 18044 byaet oTMeHeH n 3ameHeH HoBoW peaakumnen ISO/IEC 27035.
‘) B tekcre ISO ykasaH ISO/IEC 21118 (Information to be included in specification sheets — Data projectors) — 310

17] ISO/IEC TR 14516:1999
18] ISO/IEC 15288:2008
19] ISO/IEC 18043:2006
[20]
21] 1SO 21188%
22] ISO/PAS 22399:2007
(23] ISO/IEC 27003
[24] ISO/IEC 27004
25
26
27
28
29
30
31
2827), May 2000
32
33,
December 1394
orevaTkKa.
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Mpnoxenve OA

(cnpaBo4HoOe€)

CBeaeHNA 0 COOTBETCTBUU CCLINMTOYHbIX MeXAYHapoAHbIX CTaHAapTOB
CCbINMOYHbIM HauUuoHanbHbIM cTaHaapTaMm Poccunckom ®@epgepaunum

Tadbnwua HOA.1

Obo3Ha4veHne CChINoYHOro CTeneHb OBo3HaveHne 1 HaMMEeHOBaHUA COOTBETCTBYIOLLEro
MEXOYHAPOAHOro craHgapra COOTBETCTBUA HALWMOHANBHOIoO cTaHaapTa

NCO/MO3K 7498-1:1994 IDT [OCT P MCO/M3BK 7498-1—99 «NHdopmaumoHHas TEXHOIMO-
M. B3ammMmocBsA3b OTKPbITbIX cucTeM. basoBas 3tanoHHas MO-
aenb. Hactb 1. basosasa mogenb»

NCO 7498-2:1989 IDT [OCT P NCO 7498-2—99 «VMHdhopmMmaumoHHas TEXHONOIUS.
B3anmocBsA3b OTKPbITLIX cucTeM. basoBas atanoHHas MoAen.b.
UacTb 2. ApXUTEKTypa 3aWwmnTbl MHOPMaUUn»

NCO/MOK 7498-3:1997 — *

NCO/MO3K 7498-4:1989 IDT [OCT P MCO/M3BK 7498-4—99 «NHdopmaumoHHas TEXHOIMO-
Msl. B3ammMmocBsA3b OTKPbLITbIX cucTeM. basoBasi 3tanoHHas MO-
aenbs. Yacte 4. OCHOBbI agMUHUCTPATUBHOIO yNpaBrieHns»

NCO/MO3K 27000:2009 — *

NCO/MO3K 27001:2005 IDT [OCT P MCO/M3BK 27001—2006 «HdhopmaunoHHas TEXHO-
nornsa. Metoabl n cpeactea obecnevyeHnsa besonacHocTn. CucTte-
Mbl MEHEeMKMEHTa WMHMOPpMaUMOHHOM Bea3onacHocTu. TpeboBa-
HUSA»

NCO/MOBK 27002:2005 — *

NCO/M3K 27005:2008 IDT [OCT P MCO/M3BK 27005—2010 «MHdhopmaunoHHas TEXHO-

norma. MeTtogbl n cpeacTtBa obecneveHmns besonacHocTu. Menea-
XMEHT pucka nHdopmMauMoHHON Be30NacHOCTU»

BETCTBUNA CTaHOAPTOB.

IDT — naeHTn4YHbIE CTAaHOAPThI.

* COOTBETCTBYOLWMN HAUNOHarNbHbIN CTaHAAPT OTCYTCTBYET. 1O ero yrBepxgeHus pekoMmeHayeTcs Ncnofib3oBarh
nepeBod Ha PYCCKNN A3bIK AAHHOIO MeXayHapoaHoro ctaHgapra. [lepesog 4aHHOINo MeXXayHapoaHoro craHgapra Haxo-
antea B eaepanbHOM MHPOPMALNOHHOM (POHAOE TEXHUYECKUX PErnameHToOB U CTaH4apTOB.

[TpnmeyaHune—B nHacToawen Tabnuue NCNonb3OBaHO creaytoulee ycnoBHoe 00603Ha4YeHne CTENEHN COOT-
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YOK 006.354:004.056.5 006:354 OKC 35.040

KntoueBble crnoBa: ceTeBad 6€30MnacHOCTb, MEHEPKMEHT ceTeBON Be30MacHOCTU, PUCKKU ceTeBOW De3onacHoOC-
T, NpoLuecc naeHTudukauum puUCKoB, crneLnanmanpoBaHHasa apxuTektypa ceTeBon 6e30nacHOoCTU, NnaHnpo-
BaHME N NPOEKTUPOBaHUE ceTeBON Be30MnacHOCTU
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