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[lpeancnoBue

Llenu u npuHumnel ctTaHaapTnsaumm B Poccunckon ¢egepauumn ycraHosneHol eaepanbHbiM 3aKOHOM OT
27 nekadbpa 2002 r. Ne 184-03 «O TeEXHNYECKOM PErynMpoBaHnmn», a npaBuna npuMmeHeHns HauuoHarnbHbIX CTaH-
naproB Poccunckon bepgepaunn — I OCT P 1.0—2004 «CtaHgaptusauna B Poccumnckon ¢eaepaummn. OCHOBHbIE
MONOXEHUAR

CBeOgeHuda o cTaHaapTe

1 NOAIrOTOBJIEH ObLecTBOM C orpaHUYEHHON OTBETCTBEHHOCTbLIO « Hay4HO-NPOM3BOACTBEHHAA (PUpMa
«Kpuctann» (OO0 «HIl'P «Kpucrtann») u $egepanbHbiM rocygapCrBeHHbIM yupexkaeHnem «[ ocyaapCTBEHHbLIN
Hay4HO-UccneaoBaTeNbCKUN UCMbITATENbHLIA UHCTUTYT NPOONemM TEXHUYECKOU 3aLLUnTbl UHopmMmauun beaeparnb-
HOW CIy>XObl MO TEXHUYECKOMY N SKCMOPTHOMY KOHTpOoo» ('Y «MTHNNN INMT3N ¢CTIK Poccun») Ha ocHoBeE
ayTEHTUYHOro NepeBoa Ha PyCCKNN A3bIK CTaHAAapTa, YKa3aHHOrIo B NyHKTE 4

2 BHECEH TexHnyeckum komMmuTeTOM NO cTaHaapTusaumnn Ne 362 «3alumrta nHopMaLlmm»

3 YTBEPXXOEH I BBEJEH B OECTBUE Mpukaszom deaepanbHOro areHTCTBa no TEXHUYECKOMY peryrnu-
poBaHuUto U metponorumn ot 18 aekadbpsa 2008 r. Ne 533-ct

4 Hacroawmm ctaHaapT ABNAeTCa MOAUMPULUNPOBAHHBLIM MO OTHOLLUEHUIO K MEXAYyHAPOAHOMY CTaHOapPTy
NCO/MOK TO 24762—2008 «MHbopmaumoHHaa TexHonoruda. Metoabl u cpeacrea obecneveHnsa 6€30nacHOCTM.
PyKOBOACTBO MO ycnyram rno BOCCTAHOBMNEHUIO NHPOPMALMOHHO-KOMMYHUKALIMOHHbLIX TEXHONOIMK nocne oea-
cteun» (ISO/IEC TR 24762:2008 «Information technology — Security techniques — Guidelines for information
and communications technology disaster recovery services») nyTemMm BB€4eHUA AONONMHUTENBbHbLIX MONMOXEHUN U
N3MEHEHNS €ro CTPYKTYpPbl, 000CHOBAHWE KOTOPbLIX NPUBEAEHO BO BBEAEHUU K HACTOALLEMY CTAHOAPTY

HanmeHoBaHue HacTodALero craHgapTa USMEHEHO OTHOCUTENLHO HAMMEHOBAHUA YKa3aHHOIo MeXXayHapo-
Horo craHgapta anga npuseaeHunsa B cootBetctBue c [ OCT P 1.5 (NyHKT 3.5)

6 BBEJEH BINEPBbIE

VIHbopmayusa 0b UMeHeHUaX K HacmosauwleMy cmaHoapmy nyobrnukKyemces 8 e;xe200H0 u30asaeMoM UH-
popmMayUOHHOM yKa3amerse « HayuoHarbHbIe cmaH0apmbi», @ mexkcm U3MeHeHUU U rornpasoK — 8 €KeMeCa4YHO
u3oasaemMomM UHhOPpMaUUOHHOM yKa3amere « HayuoHaribHblie cmaHoapmbi». B criyyae nepecmompa (3aMeHbl)
Uiy OMMEeHb! Hacmosauwieao cmaHoapma coomeememesyrujee yeeodomreHue byoem onybriukosaHo 8 exxemMme-
CA4YHO u3odasaemMom UHOoPpMayUOHHOM yKalamerse « HayuoHarnbHbie cmaHoapmel». Coomeememesyrowas UH-
cpopmayus, yeseOoMIIeHUS U MEKCcMbI pa3Metiaromes makke 8 UHhopmMayUuoHHOU cucmeme obuez0o nosb308a-
HUS — Ha ogpuyuaribHoM catime ®edeparibHo20 a2eHmcemea rno mexHu4e cKoMy peayuposaHuro U Memposioa2uu
8 cemu MIHmepHem

© CtangaptuHaopm, 2011

Hacroswmin ctaHgapT HE MOXKET ObITb NONMHOCTBLIO MU YACTUYHO BOCMNPOU3BEAEH, TUPAXUPOBAH U pacnpo-
CTpaHEH B KQ4YeCcTBe ohuMumanbHOro ndgaHnsa 6e3 pasperuenmsa degepanbHOro areHTCTBa no TEXHUYECKOMY pery-
NMPOBAaHUIO N METPONOINN
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CopnepxaHue

ObnacTtb NPUMEHEeHUS

HopMaTUBHbIE CCbINKK e e e

TepMUHBI, onpeaeneHna U CoKkpaLleHns . e e e e e e

BoccTraHoBneHue n obecneyeHne MHq)opmau,MOHHom 6esor|aCHO0TM MHq)opmau,MOHHblx N TENEKOMMYHMU-

KALMOHHbIX CUCTEM OpraHu3aumm npu Ypes3BbiManHOU cuTyauumn n odbecnevyeHmne HeNPEpPLIBHOCTU A €S-

TENbHOCTU OpraHmn3auunun

4.1 ObLasa nHgpopmauus L. . . . . . Co ..

4.2 AcnekTbl obecnevyeHns ycrnoBum Hel'lpeprBHOCTM B Mqu)opmau,MOHHom cq:)epe opransau,MM C. .

4.3 Ponb coBeTta AUPEKTOPOB U UCMONHUTENBLHBLIX OpraHoB opraHu3auum .

4.4 \peHTudunkauma HegoCTaTKOB . Co. . . . Coe ..

4.5 HenpepbIBHOCTL CEPBUCOB B MsmeHﬂrom,emc;l cpe,qe " 06ecnequme MHq)opMaU,MOHHom 6e30naCH0-
CTU MHPOPMALIMOHHbIX U TENEKOMMYHUKALIMOHHBLIX CUCTEM . e e e e e e e e,

[TOHMMaHWE PUCKOB HENPEPLIBHOCTU U NX BNTUSHWUA HA LIENWN AEATENBLHOCTU OpraHu3aumnm n BOCCTAHOB-

neHune 3alMTHbIX Mep obecnevyeHna nHdopmMaLnMoHHOW 0€30NaCHOCTN MHAPOPMALIMOHHBIX U TENEKOMMY-

HUKAUWNOHHbIX CUCTEM e e e e Co .. . .. .

BoccraHoBneHue nocne LlpessblanHblx CMTyau,MM q)yHKu,MM N MEXaHN3MOB 6e30naCHO0T|4 Mqu)opmau,M-

OHHbIX U TENEKOMMYHUKALMOHHbLIX TEXHONOTUI

6.1 OpraHmsaunMoHHaa OCHOBA . . . e e e e e e e,

6.2 Bonpockl cuctembl MEHEAXKMEHTA Mqu)opmau,MOHHom 6630I‘IaCHOCTVI opraHu3auuu U1 MEHEOXKMEHTA
HenpepbIBHOCTU ODU3HECA e e e e e e,

6.3 BoccraHoBneHune n obecneyeHne q:)yHKu,MOHmpOBaHMﬂ NpoLUeCcCOB CUCTEMbl MEHEAXKMEHTA MHq:)op-
MaLMOHHON De30nacHOCTN opraHu3aumnmn n 3aLUUTHLIX MEP MHAOPMAaLMOHHOK 0€30NacHOCTU NMPU YpPE3-
BblYaWHbIX CUTYyaLUNax .

[punoxxeHne A (obasartenbHoOe) BOCCTaHOBneHme MHq:)opmau,MOHHo KOMMYHUKAUWMOHHbIX TEXHOMNOIMMIN NOC-

Ne Ype3BbIYaNHON CUTYyaUuu

[MpunoxeHune B (obasatenbHoe) Cpencrea BOCCTAHOBNEHUS Mqu)opmau,MOHHo KOMI\AyHMKaLI,MOHHbIX TEXHO-

NOruNn nocne l—I[:)93BI:»I‘-IZ-EII»’IHOI/I CUTYaUUW

[MpunoxeHne C (obasarenbHoe) BbiOOp nnowaaok ANg BOCCTAHOBAEGHUA . . . . . . . . . . . . . . ..
[1lpunoxxeHue A (cnpaBoyHoe) CBeaeHUd 0 COOTBETCTBUU CChINMOYHbIX HALIMOHANbHbLIX CTAHOAPTOB MEX-

IYHAPOAHbIM CTaHAAapTaM, UCNOJIb30BAHHbIM B KAYECTBE CCbINTOYHbIX B
NMPUMEHEHHOM MEXAYHAPOAHOM CTaHAApPTE

[lpunoxeHue b (cnpaBo4yHoe) TepMMHOMNOrMYEeCcKne ctaTb MEXOAYHAPOAHOTO CTaH,qapTa I/ICO/IVIZBK TO

24 /62, KOTOPbIE NPUMEHEHLI B HACTOALLEM CTaHAapTE C Mo,umqDMKaumem
UX cogepxaHns

[1lpunoxeHune B (cnpaBoyHoe) ConocraBneHne CTPYKTYPbl HACTOALLEro cTaHgapTa co CprI(TyDOM MEX-

ayHapoaHoro ctaHaapta MCO/MOK TO 24762 .
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BBenoeHue

OCHOBHO€E KOHKYPEHTHOE NPEUMYLLIECTBO NMOOOro COBpeEMEHHOro OU3Heca NeXuT B ero nHpopmayMoHHON
chepe. KOHKYpEeHTHOE NpenmyLLIeCTBO UMEET TOT, KTO ObICTpee, TOYHEE 1 Ha Donee AnUTernbHbIN CPOK MPOrHO3u-
pYeT pa3BUTUE TEX UIMN UHbIX HANPAaBNEHUN AEATENBHOCTU UIMN BO3MOXXHbIX NPpoONnemM n puckoB, NOTPEOHOCTEN
On3Heca; KTo ObICTPEE N aAeKBaTHEE pearnpyeT Ha 3HA4YMMbIE ANA AEATENbHOCT OpraHu3aunmn codbITUA 1 CrIOCO-
OeH n3BnekaTb Nonb3y (MPEeUMyLLECTBA) AaXKe N3 HeONaronpUATHbIX CUTYaLIUM.

[na peanu3auun BbILLEYNOMSAHYTLIX YCIIOBUI 00ecneYyeHnsa KOHKYPEHTHOro NpenmMyLLecTsa TpedyeTCs Bbl-
COKOOpraHm3oBaHHas, BbICOKOTEXHONOMMYHAA U aBTOMaTU3npoBaHHaa MHPoOpMaLMOHHAadA cdepa, B KOTOPOU A0T1-
XXHbI NOAOEPXXUBATLCA 3PPEKTUBHLIE NPoLEeCcChl. Takaa MHPOpMaLUUOHHAA cdpepa, OCHOBAHHAA TONbLKO Ha rno-
OanbHbIX JAaHHbIX (paHEE — NMPEUMYLLIECTBEHHO HA NOKarnbHbIX), OyaeTt bonee yassumon. OgHaKo C TOYKU 3PEHUS
Oun3Heca OCHOBHOUW NMPUYNHON YA3BUMOCTU MHAPOPMALIMOHHOW CAPepbl ABNAETCA HEONPeAEeNeHHOCTb COCTOSHUSA €€
MHpopmMaLIMoOHHOUW Da3bl, co3gatoas UHOrAAa 3HAYUTENbHYIO CTOXACTUYECKYIO COCTaBNAIOLLYIO (PUCKK) ODM3Heca.
[ToHEeCEHHbIE NOTEPU MOTYT UMETb €CTECTBEHHbIE NPUYNHbI, HE CBA3aHHbIE C HAPYLLUEHNSAMU DE30MNACHOCTMN.

[TlogpasgeneHune opraHmMsauumn, obecnevmsatoLlee ee 6e3onacHoOCTb, HEe MOXXET U HEe A0IMKHO OTBEYaTh 34
BCe. Takon «npuBunernen» oonagaeTt TornbKo BbICLLEE PYKOBOACTBO OpraHn3auuun, u Bce OLUMOKU — opraHmu3aLm-
OHHbIE, ynpaBreH4YecKkmne, oLUMOKM B pe3ynbTaTe HeaaeKkBaTHOU U HESIMMPEKTUBHON AEATENBHOCTU — ABNSAIOTCH
oLUMOKamMum CUCTEMbI KOPopaTUBHOIO ynpaBneHuns opraHusaunn. Bece octanbHblie noapasaeneHnsa opraHu3auumu
pa3aenatoT o0LLYI0 OTBETCTBEHHOCTL B 00bemMe onpeaeneHHOU UM KOHKPETHOU AeATENbHOCTU, B TOM YNCIIE U B
yacTtun obecneyeHuna oesonacHoctn. ObnacTtb OTBETCTBEHHOCTU NoapasaeneHmns 6e3onacHoCTU opraHn3ayumm —
3rnoHaMepeHHasa akTUBHOCTb, HEraTUBHO BNUAIOLLAA HA LUenn OM3Heca, a camas crnoXHas ee 3agada — npoTuBO-
1€UCTBUE 3rIOHAMEPEHHOMY UCMONb30BAHUIO CTOXACTUYHOCTU OM3HEecCa, TO eCTb NPOTUBOAENCTBUE CKPLITOMY,
HEBUANMOMY 3INMOYMbILLUAEHHUKY.

OaHa n3 BaXXHenLumnx 3agad noapasageneHunsa oesonacHoctn — doopmanusayms cooCTBEHHON AEATENbHOC-
TW B paMKax opraHusauuu (kopnopauuun), T. €. onpegeneHne COBMECTHO C BbICLLUMM PYKOBOACTBOM OpraHu3auun
DO U OTBETCTBEHHOCTU NoapasaeneHnsa 6e3onacHOCTU B opraHu3aumn. Ponb noapasaeneHnsa 6e30nacHOCTH
[OJDKHA onpeaenAaTbCs COBOKYNMHOCTbLIO MPOLIECCOB, KOTOPbLIE 3TO noAapasgeneHue oyaet nogaepXMBarb, U MEXa-
HM3MOB BKITIOUYEHUSA 3TUX NPOLIECCOB B 00LLIEE KOpNopaTUBHOE yrnpaBneHue, nogaaepkKkn 3TUxX NpoLeccoB NpaBa-
MK (KaHanamMmu BIIUAHUSA HA OOBbEKT U CTENEHBLIO BNUAHUSA), pecypcamn U OTBETCTBEHHOCTLIO.

B cBA3K C yCUNeHnem 3aBUCUMOCTU AEATENbHOCTU OpraHn3aunm oT HEMPEPLIBHOCTU €€ MHPOPMAaLWUOHHbIX
NpoLIECCOB, AOCTYMHOCTU U TOTOBHOCTU KOMMOHEHTOB MHAOPMALIMOHHON CAPEPLI B pa3paa KPUTUYECKUX NMEPEXO-
[OAT acnekTbl, CBA3aHHbIE C 00ecneyeHnemM HenpepbIBHOCTU OM3Heca. PykoBOACTBO OpraHu3auun BCe YaLlle OLLYy-
LAET 3aBUCUMOCTb UX AEATENBLHOCTU OT COOEB, B TOM YUCIE CBA3AHHbLIX C PUCKOBbLIMU COOLITUAMU B UHCPOPMALIU-
OHHOW cdoepe.

B HacTodLweM cTaHaapTe npeacTtaBneHbl peKoMeHaaumnm no nnaHnpoBaHUIO AeATENbHOCTU, CBA3AHHON C
BOCCTAHOBIEHUEM PYHKLIUN N MEXAHU3MOB 0€30NacHOCTU MHPOPMALIMOHHBIX N TENEKOMMYHUKALIMOHHbIX TEXHO-
NOMMIM nNocne Ype3BbiManHbIX CUTYaL UK B KOHTEKCTE 00LLEero npoLecca oobecnevyeHnsa HeNPepPbIBHOCTU AEATENBHO-
CTU opraHm3auuu.

OcHOoBaHUAMMU pa3padbOoTKN HAUMOHANbHOroO craHgapTa, MognduuMpoBaHHOIO MO OTHOLLEHUIO K MEXKaYyHa-
POAHOMY CTaHAAPTY, ABNAIOTCA:

- pa3nuyusa B odbekTax craHgapTmusaumm HaUuMoHanbHOro U MeXAyHapoAHOro CtTaHa4apToB, 00YCMOBMNEHHbIE
noTpedbHocTaMU B 0becneveHnm nHgdpopmauuoHHOU 6€30MaCHOCTU CYOBLEKTOB POCCUNCKOWU SKOHOMUKU U NOA0E PXK-
Ke AEeATENbLHOCTU cneLlnanm3npoBaHHbIX NogapasaeneHn opraHn3auuu;

- MeXAyHapoaHbIU CTaHAAPT HE YYUTLIBAET roOCyaapCTBEHHbIE UHTEPECHI U HAanNpPaBeH Ha yAOBNETBOPEHUE
noTpebHocTen busHeca (opraHu3auuin, NpoBanaepoB yCnyr, rpynn opraHn3aumin, cBA3aHHbIX B3aUMHbIMW COrna-
LLUEHUAMUN, KOTOPbIE UCMONMb3YIOT YCIYIM ayTCOPCUHIa 3NEKTPOHHOM 00paboTKM AaHHbIX) B YACTU BOCCTAHOBIIE-
HUA MUHAOPMAaLIMOHHbIX N KOMMYHUKALIMOHHBLIX TexHONornn (MKT) nocne ypesBbl4anHbIX CUTYaLIUN.

OObEeKT cTaHAapTU3aLMKU MeXAYHAPOAHOro ctaHaapTa — ycnyrm no BoccraHoBneHuto VIKT nocne Ype3sBbli-
YaWHbIX CUTYaLUWN, B TO BPEMSA KaK 00bEeKTOM CTaHgapTu3auum rapMoHU3npoBaHHOro MoagnMULIMPOBAaHHOIO HALINO-
HanNbHOIO CTaHAapTa ABNAKTCA YCNYrM N0 BOCCTAHOBMEHUIO NOCNE Ype3BbIYaUHbIX CUTYALIMU PYHKLIMK U MEXa-
HM3MOB 0€30MacHOCTU MHAOPMALMOHHbBIX U TENEKOMMYHUKALIMOHHbBIX TEXHOMNOIMn, a npeaMeToM ctaHgapTusauumu
— o0LmMeE NONOXKEHUA.

N3mMeHeHnd, BBEAEHHbIE B HACTOALLUMN CTAHAAPT NO OTHOLLUEHUIO K MEXAYHAPOAHOMY CTaHAapTy, 00yCcnoB-
NneHbl HE0OX0AMMOCTbLIO HaNboriee NONHOro AOCTXKEHUSA LIENen HAaUMOHAaNbHOW CTaHgapTu3aumMmn B 00nacTu 3aLlm-
Tbl UHCOPMAaLUN.

IV
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CTpyKTYypa HacTodALLEero craHaapra rno oTHOLLEHUIO K MexkgyHapoaHomy ctaHaapty MCO/MOK TO 24762
M3MEHEHA B Lensax odbecneyeHna ee COOTBETCTBUA npasunam, yctaHoBneHHbiM B pasaene 3NOCT P 1.5 B4acTtu
oDObeKTa 1 acrnekra craHgapTusauun.

Pasaenbl 5,6 1 8 mexxgyHapoaHoro ctaHgapta MCO/MOK TO 24762, kak coaepxaLlmue BCNOMOraTenbHYIo
MHopMaLunIo OTHOCUTENBHO OOBEKTA U acnekTa ctaHaapTu3auumn HacToSALEero craHgapTa, NpuBeaeHbl B MPUIo-
XeHuax A, B u C HacTodllero craHaapra ¢ y4eTOM COXPaHEHNA NEPEKPECTHLIX CChINOK, UMEIOLLIMXCA B YKa3aH-
HbiX pasaenax. OTaenbHbl€ CNoBa B TEKCTE AAHHbLIX MPUNOXXEHWUU CTaHAAPTa, U3BMEHEHHbIE B LIENAX yYETA aClek-
Ta cTaHaapTu3auun HacTOALLEro cTtaHaapTa U And COXpaHEHUA NEPEKPECTHLIX CCbINOK, BblAENEHbI KYPCUBOM.

Pasaen 7 n npunoxeHune A mexxgyHapogHoro craHaapta MCO/M3K TO 24762 ncknio4veHbl, Kak HE UMELO-
LLME HENOCPEACTBEHHOIO OTHOLLEHUA K OOBbEKTY M acnekTy cTaHaapTusaLmMn HacTOALLEro ctaHaapTa.

Hactodawmn ctTaHaapT AONONHEH pa3genamMu 4, 5 n nogapasaenom 6.1, cogep>kalLiMM NONOXKEHUA, YCTa-
HaBnMBatoLlme TpedoBaHNUA K OObEKTY M aCrekTy ctTaHgapTmusauunn HaCcToALLEero craHagapra.

[TonoxeHnsa nogpasaenoB 6.2 n 6.3 HacToALLEero craHgapra, ycraHasnmBaroLuue TpedoBaHUA K CUCTEME
MeHepKMeHTa MHpopMaUuuMoHHON De30nacHOCTU opraHM3auunmn, 3aMmeLlatoT NONoXKeHUA pasaena 9 mexxayHapoa-
Horo ctaHaapta NCO/MOBK TO 24762, He oTBevatoLLMe OO BEKTY U aCnekTy ctTaHgapTusaumnm HaCTOALLEro CTaH-
aapra.

[TonoXXeHna BBEAEHHbIX pa3aenoB U noApa3aenoB BblAENEHbI MYTEM 3aKNIOYEHNA UX B PAMKU U3 TOHKUX
NTUHUN.

[1na sbiaeneHunda pasaenos 1 n 2, moanduunpoBaHHbiX N0 OTHOLEHUIO K TeKeTY MCO/MOK TO 24762,
MCNonb3oBaHa 0 AMHOYHAA BEPTUKANbHAaA NONY>KMPHAsA NUHUA, KOTOpasa pacrnonoXeHa Ha NoNsxX COOTBETCTBEHHO
cneBa (YeTHbIe CTPaHULbI) U cnpaBa (HeYeTHbIE CTPaHULbI) OT TEKCTA.

ConocraBneHue CTPYKTYPbl HACTOALLEro cTaHaapTa Co CTPYKTYPOU NPUMEHEHHOU B HEM YaCTU MEXAYHa-
poaHoro ctaHaapta NCO/MO3K TO 24762 npusegeHo B Tabnuue OB.1 (npunoxxkeHue [B).

B HacTtodweM cTaHaapTe HEKOTOPbIE TEPMUHONOTMYECKUE CTaTbU MPUBEAEHLI B UHOWU PeaakLUnn, YeM B
NCO/MOK TO 24/7/62. [ina BblAeNneHnda 3TuxX ctTatTeEn UCNonb3oBaHa 0gMHOYHAA BEPTUKANbHAA MONY>XKUPHasa Nu-
HUA, KOTOPad pacnonoXXeHa Ha nonax COOTBETCTBEHHO CrneBa (YETHbIE CTPaHUUbI) U cnpaBa (HEYETHbIE CTPAHULbI)
OT TEKCTA, MOAUMULIMPOBAHHOIO NO OTHOLLEHUIO K cooTBETCTBYIOLWLEMY TEKCTY MCO/MOK TO 24762. IcxoaHblie
MO OTHOLLUEHUIO K YKa3aHHbIM TepMuHonorndeckne ctate NCO/MIK TO 24762 npuBeaeHbl B npunoxeHuun b
HaCToALLEro craHgapra.

B HacToALwM cTaHaapT BKOYEH pAaa AONONMHUTENBLHBLIX CTaTEN C TEPMUHAMWU. STU CTaTbU 3AKIMIOYEHLI B
PaAMKU U3 TOHKUX NMUHUN.

B Luenax uaeHTudunkaunum TepPMMHONOIMYECKUX CTaTEN HACTOALLEro ctTaHaapTa, rapMOHU3UPOBAaHHbLIX CO CTa-
TbaAMn NCO/MOBK TO 24762, ona aTux crareun B ckobkax (cnpasa) npuBeaeHbl HOMEP COOTBETCTBYIOLLIEN CTaTbW
NCO/M3K TO 24762 n ycnoBHoe 0003HAYEHNE CTENEHN X COOTBETCTBUA!

- IDT —unpeHTuYHbIE CTaTbU;

- MOD — moandouumpoBaHHbIE CTaTbM.

YCTaHOBNEHHbIE HACTOALLUMM CTaHAAPTOM TEPMUHBI PACMOI0XKEHbI B CUCTEMATU3NPOBAHHOM NOpsAaKe, OTpa-
XKaloLLIEM CUCTEMY NMOHATUI B 0ONacTu ctaHgapTmu3auun.

[1na Ka>xnoro noHATUA yCTaHOBIMEH OAWNH CTAHAAPTU30BAHHbLIM TEPMMUH.

3akno4eHHas B Kpyrible CKOOKM YacTb TEPMUHA MOXET ObITb ONyLLIEHA NPU UCNOSIb30BAHUK TEPMUHA. [1pu
9TOM HE BXOA4ALLAA B KPyrrble CKOOKM YaCTb TEPMUHA 0DpasyeT ero KpaTkyto oopmy.

Hannyne kBagparHbiX CKOOOK B TEPMUHOIMOIMYECKOM CTaTbe 03HAYAET, YTO B HEE BKIIOYEHDbI BA UK bonee
TepMUHa, UMELoLLME OOLLINE ANEMEHTDI.

CtaHaapTu3oBaHHbIE TEPMUHbLI HADPaHbI NONYXXUPHBLIM LUPUATOM, UX KpaTKUE POPMBbI, NPeACTaBNEHHbIE
abbpeBMnaTypoun, — CBETIIbIM.
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HAULWOHAJNbBHbBIN CTAHOAPT POCCHWWNCKOWNW ®PEOEPALULNMN
3awuTta uHopmMaLunm

PEKOMEHAALWN NO YCIYT'AM BOCCTAHOBJIEHUA INMOCIHE
YPE3BbIHANHBIX CUTYALUWUN PYHKUMA N MEXAHU3SMOB !
BE3SOINACHOCTU UH®OPMALINOHHbBIX N TENEKOMMYHUKALIMOHHDbIX TEXHOJIOI A

Oowmne nonoxeHus

Information protection. Guidelines for disaster recovery services of information and communications technology
security functions and mechanisms. General

[lata BBegeHua — 2009 — 10— 01

1 Obnactb NPUMEHEHUS

Hacroawmn craHgapT ycTaHaBnMBaeT obLLpue TpedoBaHUA B YacTu nogaepaHnd (M BOCCTaHOBMNEHUA) (PYHK-
LMOHNPOBAHNA 3aLLUNTHLIX Mep (PYHKLUMK N MEXAaHU3MOB) 0becrne4vyeHns ntHdpopmaumoHHon besonacHoctu (Ub)
MHPOPMALUMOHHO-TENEKOMMYHUKALUNOHHBLIX cuctem (MTC) opraHnsaumm B yCnoBuax YpessbidanHON cuTyaLnmn B
KOHTEKCTe ponu n mecra 3awutHbix mep NIb TC B obecneyeHnmn HenpepbiBHOCTU AEATENBbHOCTU OpraHmn3auun.

HacToAawmm ctraHaapT pacnpocTpaHaeTca Ha npoueccb! (yenyrn) no obecneyeHuto (M BOCCTAHOBEHUIO)
MHpopmMmaLIMoOHHON 6€30MacHOCTU opraHn3aLmmn B yCNOBUAX BO3HUKLLEN Ype3BblYauHOW CUTYaLIUMN.

Hacroawumn ctaHaapTt npeaHasHaveH ana nepcoHana (cny>»d 6e3onacHoOCTU) opraHnsaunmn, a Takke ans
BHYTPEHHUX N BHELLHUX NpOBanaepos (MOCTaBLUMKOB) YCIYT, y4acTBYIOLLMX B 00ecneyeHnm MHPOopMaLIMOHHOW
0e30nacHOCTU OpraHu3auun.

[TonoXkeHna HacToALEero craHgapta HeooxoAMMO UCMONb30BaTb B KOHTEKCTE 00LLUMX TpeDOBaHUN K CUCTE-
MaM MEHEPKMEHTa UHAPOPMAaLIMOHHOM Be3onacHOCTU opraHu3aunn, yctaHoBrneHHbIXB TOCT P MCO/MO3K 27001.

[TonoXXeHna HacTosALLero ctaHgapra cnegyeT UCnonb3oBaTh B COOTBETCTBUUM C TPEOOBAHUAMN HOPMATUB-
HbIX NPaBOBbIX aKkTOB Poccumnckon degepaumm o 0e3onacHOCTU, O 3aLLUTE HACENEHUSA U PETMOHOB OT YpPE3BbIYaN-
HbIX CUTyauun NPUPOAHOIo U TEXHONEHHOI0 Xapakrepa v TpeboBaHUAMU €4UHON rocyaapCTBEHHOU CUCTEMbI NpPe-
AyrnpexaeHna u NMKBMaaummn YpesBbiManHbIX CUTYaLUN, a TaKKe C TpeboBaHUAMU HOPMATUBHbIX MPABOBbLIX AKTOB
Poccunckon degepaummn, ycraHasnmparoLLMX HOPMbI Mo 3awmte nHdopmaumm 1 HOopmMaLMOHHOW Be3onac-
HOCTMW.

2 HopmaTuBHbLIEe CCbLIJIKWN

B HacTodLleM cTaHaapTe UCNONMb30BaHbl HOPMATUBHbLIE CChINKW HA CNeEAYIOLLME CTaHAaPThI:

[OCT P NCO/M3K 15408-1—2008 NHdopmaumoHHasa TexHonornsa. Metoabl u cpeacrea obecneyeHus
0esonacHocTu. Kpurepumn oueHkn 6e3onacHoCTn MHpopMaLMOHHbIX TeXHOornn. Yacrtb 1. BBegeHue n ooLuas
MOJENb

[OCT P NCO/M3K 15408-2—2008 NHdbopmauunoHHasa texHonorua. Metoabl n cpeacrsa obecneyeHus
be3onacHocTu. Kputepumn oueHkn 6€30nacHOCTU MHPOPMALIMOHHBLIX TEXHONMOrNK. YacTb 2. PyHKLIMOHANbHbLIE TPe-
boBaHNA 6€30MNacHOCTU

[OCT P MCO/M3K 15408-3—2008 NHdhopmaunoHHada texHonornsa. Metoabl u cpeacrasa obecrneyeHnsa Oe-
3onacHocTu. Kputepumn oueHkn 6e3o0nacHOCTU MHPOPMALIMOHHbLIX TEXHONOIMK. YacTb 3. TpeboBaHUA AOBEPUSA K
0e30nacHOCTU

[OCT P UCO/MOK 17799—2005 MHpopmauunoHHaa TexHonorud. [Npakruyeckmue npasmuna ynpasneHus
MHCPOPMALIMOHHON 0E30MACHOCTLIO

[OCT P MCO/M3K 27001—2006 NHdopmaumnoHHada TexHonorns. Metoabl u cpeacrea obecneyeHns 0e3o-
nacHocTn. Cucrembl MeEHEIKMEHTA MHOPMALMOHHOW De30onacHOCTU. TpeboBaHUA

N3pnaHune opuuymnanbHoe
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[OCT P MCO/M3K TO 18044—2007 NndpopmaumnoHHaa TexHonorua. Metoabl u cpegcrea obecneyeHus
be3onacHocTu. MeHe >KMEHT MHUUAEHTOB MHAPOPMALIMOHHOM DEe30NaCHOCTH

MpumMedaHune—IIpn NONL3OBAHUN HACTOSILLIMM CTaHAAPTOM LenecoobpasHo NpoBepuUTb AENCTBUE CChINOM-
HbIX CTAHAAPTOB N KnaccudukaTopoB B MHAOOPMAaLMOHHONW cucTeMe obOLLero nonb3oBaHUA — Ha odulManbHOM caiTe
depepanbHOro areHTCTBa No TEXHUYECKOMY PErynMpoBaHnO U METPONOrnm B ceT MIHTEPHET NN NO eXerogHo U3aaBa-
eMOMY UMHOPMaLMOHHOMY YKa3aTento «HalunoHanbHble cTaHAapThl», KOTOPLIA onybrnnkoBaH no coCToAHUIO Ha 1 sHBa-
PS1 TEKYLLEro roga, U No COOTBETCTBYHLUNM €XeMeCcAYHO u3gaBaeMblM MHOOPMAaLMOHHBIM yKasaTensam, onybnunkoBaH-
HbIM B TeKyLleM rogy. Ecnu ccbifmoYvHbIN CTaHgapT 3aMeHeH (M3MeHeH), TO NPW MoNb30BaHUM HaCTOSLLUMM CTaHAapTOM
crneayeT pyKoBOACTBOBATLCA 3aMeEHSOLWNM (M3MEHEHHBIM) cTaHAapToM. Ecnn ccbinoYHbI cTaHaapT oTMeHeH 6e3 3a-
MeHbI, TO MOJTOXEHMe, B KOTOPOM [jaHa CChIfiIka Ha Hero, NPMMEHAETCA B YaCcTU, He 3aTparuBatoLLEen 3Ty CChIFIKY.

3 TepMuHbI, onpeaeneHUsa U COKpalleHUs

3.1 B HacToALIEM CTaHAApPTE NPUMEHEHbI CNEAYIOLLNE TEPMUHBI C COOTBETCTBYIOLLMMU ONpeaeneHUssMN:

3.1.1 BblYUCIUTENIbHOE U B3auUMOCBA3aHHOe obopyaosaHue (computing and related (3.1, IDT)
equipment): KoMmnbloTepHOE, CETEBOE, TENEKOMMYHUKALMOHHOE 1 nepudepunHoe odopyaoBaHue,

KOTOPOE NoaaepXXMBaeT MepPoONPUATUS opraHusaumm no obpaboTke MHopMaLnn.

3.1.2 cuctembl KT (ICT systems): AnnapaTtHbie, nporpaMMHbI€ U NporpaMMHo-annapartHele (3.2, IDT)
cpecTBa KOMMbIOTEPOB, TENEKOMMYHUKALIMOHHOE N ceTeBOEe 000pya0BaHNE NNU APYIUe 3reKTPOH-

Hble CUCTEMbI 00PadOoTKM MHPoOpMaLIMK N B3AUMMOCBA3AHHOE 000pYA0BaHUE.

PUMEYaAHNe—Cucrembl UKT BrntovaroT nwbdoe obopyaoBaHne UnNn B3anMOCBA3aHHbIE
CUCTEMBI, UTU NoAgCUCTEMBI 0DOPYAOBaAHNUA, KOTOPLIE UCNOMB3YIOT NPpU NPUODPETEHUN, XPaAaHEHUN, MaHU-
NynUupoBaHWK, ynpaBneHnn, nepemMeLleHnn, KOHTporne, oTobpaxXeHnun, KommyTaumn, obMeHe, nepegade
MM npueme AaHHbIX/MHOpMaLNN.

3.1.3 nundpopmMaumoHHasa 6esonacHocTb (information security): Bce acnekTbl, cBaA3aHHble ¢ (3.3, MOD)
onpeaeneHnemM, oCTUKEHUEM U noaaepaHnem KoHdUaeHUManbHOCTU, LeNOCTHOCTU, AOCTYMHOC-
TN, HEOTKA3yeMOCTU, NOAOTYETHOCTU, aYyTEHTUYHOCTU U OCTOBEPHOCTU MHAPOPMALIUM NN CPEACTB
ee 00paboTKN.

TOCT P UICO/M3K 13335-1—2006, nyHkT 2.14], [1]

3.14

nHdopmMmauuoHHaA 6e3onacHOCTb opraHu3auum (information security of organization):
CoCcTOodHUE 3aLUNLLEHHOCTU MHTEPECOB (LIENEN) opraHn3aLmnn B yCrnoBusax yrpos3 B MUHGOPMaLIMOH-
HOU cdpbepe.

[TpumMmedyaHNA

1 3alMeHHOCTL AocTUraeTca obecneyeHneMm COBOKYMHOCTU CBOWUCTB MHMPOPMALUNOHHON Oe30-
NacHOCTU — KOHPUAEHUNANBHOCTBIO, LUENMOCTHOCTBI, AOCTYMHOCTBIO MHAOPMAaLUUOHHBIX akKTUBOB U UH-
ppacTpykTypbl. [NTPUOPUTETHOCTL CBOUCTB UHMPOPMaALMOHHON ©e30MacHOCTU MOXET ObIThb onpeaeneHa
3HAYMMOCTBH MHMPOPMaLUNOHHBLIX aKTUBOB ANA WHTEPECOB (Uenen) opraHnsauunu.

2 MHdhopMmaunoHHaa cepa npeactaBndaeT cobon COBOKYMHOCTb MHMOpMaUnn, WHADPOPMaLNOH-
HOW MHAPACTPYKTYPLIl, CYOBLEKTOB, OCYLLECTBNALMX cObop, popMUpoBaHUE, pacnpocTpaHeHWe, XpaHe-
HUE WU UCNONb3OBaHWE UHGOPMaLUKU, a TalkKe CUCTEMbl PerynnpoBaHua BO3IHUKaAKOLWKMX MPU STOM OTHO-
LLUEHUN.

3.1.5 nndppacrtpykrypa (infrastructure): MowHocTn n obopyaosaHue, gaenatwowme sosmox- (3.4, IDT)
HbiMU ycnyrn BocctaHoBneHua KT nocne ypessbiyatiHolu cumyauuu, BKnovatroLwme sHeprocHab-
XEHNEe, TENEKOMMYHUKALIMOHHbIE COEAMHEHUA U CPEACTBA KOHTPONSA BITUAHNA BHELLHEW cpeabl (ne-
pPeYEHb MOXKET ObITb PaCLUNPEH).

3.1.6 opranmsauma (organization): KOpuanyeckoe nuuo, KoTopoe UMeeT B COOCTBEHHOCTHU, XO- (3.5, MOD)
3ANCTBEHHOM BEAEHUWN UK ONEPATUBHOM yrnpaBrieHUMn 060codbneHHoe NMyLLIECTBO U OTBEYAET MO
CBOUM 00A3aTenbCTBaAM 3TUM UMYLLIECTBOM, MOXKET OT CBOEI0 MMEHU NPNodpeTaTb N OCYLLIECTBIATL
MMYLLIECTBEHHbIE U NUYHbIE HEUMYLLIECTBEHHbIE NpaBa, HECTU 00A3aHHOCTU, ObITb UCTLIOM U OTBETYMU-
KOM B Cy[e, a TaKkKe MMelLlee caMmOoCTOATENbHbIN 0anaHc Unnm cMeTy 1 3aperucTpnpoBaHHOE B
YCTAHOBINEHHOM MopsAgKe.

[FOCT P 1.4—2004, nyHkT 3.3], [2]
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3.1.7

ypesBblyanHada cutyaumus; HC: ObcTaHoBKa HA onpeaeneHHOn TEPPUTOPUN UMK aKBATOPUMN,
CNOXKUBLLAACA B pe3ynbTaTe aBapuu, 0NacHoro NPUpoaHoro ABneHuns, katactpodbl, CTUXUMNHOTO
U1 NHoro 0eACTBUSA, KOTOPbLIE MOTYT NOBNEYL UMK NOBMEKNN 32 CODON YENOBEYECKUE XKEPTBHI,
yLuepO 310POBbLIO NIOAEN UK OKPY>XaloLLEN NPUPOaAHON cpeaie, 3HAYUTENbHbIE MaTepUuarnbHbI€
NoTEPU U HAPYLLEHNE YCNOBUWN XKN3HEAEATENBLHOCTU NIOAEN.

[TpuMeyaHne— YpesBblHaiHble CUTYALIMKU pa3NNYatoT Mo XapakTepy UCTOYHUKa (NPpUPOAHbIE,
TEXHOreHHble, Buonoro-counanbHble, BOeHHbIE) U Mo MacwTadbaM (nokanbHble, MECTHbIE, TEPPUTOPU-
anbHble, pervoHanbHble, dbefeparnbHble, TPaHCIPaHUYHbIE).

[FOCT P 22.0.02—94. ctatbsa 2.1.1], [3]

3.1.8

ype3BblyanHada cutyaumus (B opraHusauuu): BHesanHoe, He3annaHMpoBaHHOE KaTacTpo-
donueckoe codbITUE, KOTOPOE HE NO3BONAET OPraHM3aLmmn BbINMOMHATL KPUTUYHbIE ODU3HEC-NPOLIEC-
Cbl B TpeOyemMom Ana oOu3Heca obbveme.

3.1.9

HenpeaBuaeHHada cutyauma: Puckosoe cobbiTue, cBss3aHHOE ¢ HEOBNaronpuUsATHLIMU BHE-
LLUIHUMUW COBBITUAMU NPUPOAHOTO U TEXHOTEHHOTO Xapakrepa, a TakKe ¢ 4ENCTBUAMN CYyObEKTOB
(rpynn cyObeKTOB), NPUBOAALLMMUN K HEBO3ZMOXXHOCTU DYHKLIMOHUPOBAHUSA OPraHu3auunm unu ee
cny>x6/noapasaeneHuin B 00bIMHOM, pernamMeHTUMpyeMomM COOTBETCTBYIOLLUMMU CTaHAAPTaMU pe-
XUMme.

3.1.10

cOoObITHE MHpOopMaALMOHHOU be3onacHocTU: MaeHTudmnumposaHHoe BO3HUKHOBEHUE CO-
CTOSAHUSI CUCTEMBbI, YCITYTU UNU CETU, YKa3biBAIOLLIEE HA BO3MOXXHOE HapyLLUEHWE MONMUTUKN MHAPOP-
MaLMOHHOW De30MacHOCTU, 0TKA3 3aLLUUTHbIX MeP, a TaKXe BO3ZHUKHOBEHUE paHee HEN3BECTHON
cuTyauumn, KoTopasa MoOXeT ObiTb CBA3aHa ¢ 6€30MacHOCTbIO.
[TOCT P MICO/M3K 27001—2006, nyHkT 3.5]

3.1.11

UHUUOEHT UHoOpMaLMOHHOU De3onacHOCTU: J1loDoe HenpeaBUAEHHOE UITU HEXKENATEb-
HOE CODbITUE, KOTOPOE MOXET HAPYLUUTL AEATENLHOCTb UNU UHPOPMALIMOHHYIO O€30MaCHOCTb.

[MTpnMedaHUe—WMHUMAEHTaMN MHGOOPMaLMOHHOK ©e30NacHOCTU SBNAOTCA:

- yTpaTa ycnyr, obopya0BaHUSA UK YCTPONCTB;

- CUCTEMHbIE cOOU UNU NEPErPYIKY;

- OLUMOKKN Monb3oBaTeneu;

- HecoOntogeHne NONUTUKN UM peKoMeHAauuid no MHOpMaLUUOHHOK ©e30nacHOCTH;
- HapyLUeHne OU3NYecKnx Mep 3alluThbl;

- HEKOHTPONUPYEMbIE U3MEHEHUSA CUCTEM;

- cbon nporpaMMHoOro obecrne4eHns U oTKasbl TEXHUYECKUX CPEfCTB;

- HapyLLUeHWe nNpaBun 4ocTyna.

[TOCT P NCO/MOK 27001—2006, nyHKT 3.6]

3.1.12

cUcTemMa MeHeXKMeHTa uHpopmMaumoHHoun 6esonacHocTu; CMWbB: YacTb obLlen cucre-
Mbl MEHEXXMEHTA, OCHOBAHHAs HA UCMNOSIb30BAHUN METO40B OLIEHKN ODU3HEC-PUCKOB 4115 paspa-
OOTKU, BHEAPEHUSA, PYHKLUMOHUPOBAHUA, MOHUTOPUHIa, aHanu3a, Noaae P>k 1 ynyyLieHns NH-
doopMaLIMOHHOM DE30MacHOCTM.
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MpuMeyaHNe—CucrteMa MeHeJXMeHTa BKIOHaeT B cebsl opraHu3aLMOHHYI0 CTPYKTYPY,
MONUTUKKN, AEATENBHOCTb MO MNaHUPOBaHWUID, pacrnpeferieHn0 OTBETCTBEHHOCTU, NMPaKTUYECKYH Aesi-
TENBbHOCTb, NpPoLeAypLl, NPOLIECCHl U PECYPCHI.

[FTOCT P NCO/MOK 27001—2006, nyHkKT 3.7]

3.1.13

3awuTHaga mepa; CrnoxxXmsLLasaca npakTuka, npoueagypa nnm mexaimam o6padoTku pucka.

[] PMMEeYaHWNE— Cne,u,yeT 3aMETUTb, HTO NOHATHUE «3alLUUTHAA Mepa» MOXET CITYKUTb CUHOHU-
MOM MNMOHATUA «KOHTPOIIb».

[FOCT P UICO/M3K 13335-1—2006, nyHkT 2.24], [1]

3.1.14

BOCCTAHOBNeHue (3aluTHbiX mep obecnevyeHusa b UTC): lNpouecc nepesoga 3aLymT-
HbIX Mep obecneveHna b UTC B luTaTHOE COCTOAHUE NOCNE BOCCTAHOBNEHUA AEATENBHOCTU
opraHmsaumm npu ycrnoBsuu Hann4vnga (HOBOW) KapTbl pUCKoB V1B AeATeNbHOCTN OpraHmn3auunn.

[TpnmMmedaHne—BoccTaHoBNeEHNE BKNKOYAET MAeHTUUKaUNO KapTel puckoB b aeAaTenbHO-
CTU OpraHusaunn, HaACTPOUKY UNKN 3aMeHy 3allUTHbIX Mep Vb, perynupoBaHne WU KOHTPONb COCTOSHUS
3alWnTHBIX Mep UB, KoHTponb paboTocnocobHOCTU 00beKkTa U ero puckos b, nMmerowlero ykasaHHbIE
3allnTHble Mepbl Vb.

3.1.15

pUCK: BrnnsaHue HeonpeaeneHHOCTU HA LNy OpraHmM3aumn.

[TpumMmedyaHNA

1 BnuaHne HeonpeAeneHHOCTU noapasyMeBaeT OTKIIOHEHUE OT OXUAaeMoro pesynbraTta.

2 Llenn opraHnsaymum Moryt UMeTb pasfiMiHble acnekTbl ((PUHaHCOBbLIE acneKTbl, acneKThbl, CBA-
3aHHble C OXpaHON 340poBbs, 6€30NaCHOCTL N BHELUHEN Cpefon) U MOTYT NMPUMEHATLCA Ha pPasHbIX
YPOBHAX. Ha CTpaTerM4eckoMm ypoBHe, B MacluTabax opraHusaunn, Ha ypoBHE NpoeKTa, NPpoAyKTa Unu
npouecca.

3 PUCK YaCTO XapaKTepU3yrT CCbINIKON Ha NoTeHUManbHble COObITUA, X NOCNEACTBUA UMK UX KOM-
OUHaUMIO, a TakKXKe Ha TO, Kak OHWU MOTyT BNIMATbL Ha AOCTUXKEHUE Lleneil opraHnsaunu.

4 PUcK 4acTo BblpaxaeTcd B TepMUHAX KOMOUHaLUMK nocneactBu codbbITUA UMM M3MEHEHUA OO-
CTOATENLCTB U CBA3AHHOU C HUMU BEPOATHOCTL UX BO3HUKHOBEHUSA.

3.1.16

Brnaaeneu pucka: dusanyeckoe nmuo Unm CyLLHOCTb (nornvyeckmm oobvekT), odnagatoLume
0043aHHOCTAMM U MONMHOMOYUAMN ANA OCYLLIECTBNEHUA MEHEXKMEHTA pUcKa U rnodboun CBA3aHHOW
C HUM AEATENbHOCTN N 00PabOTKM PUCKA.

3.1.17

MEeHeMKMEHT pucka: CKooOpaMHUPOBAHHbIE AENCTBUSA NO PYKOBOACTBY M YNPABINEHUIO, OCY-
LLIECTBIIAEMbIE OpraHM3aumen B OTHOLLEHUN pUCKA.

3.1.18

T-cepBuc (NT-ycnyra): CoBOKYNHOCTb PYHKLMOHANBbHbLIX BO3MOXHOCTEN NHOPMALIMOH-
HbIX U1, BO3MOXXHO, HEMHDOPMALIMOHHbLIX TEXHOMNOTMUK, NpeaocTaBndeMas KOHEYHbIM NONb30BaTE-
NdaM B KQ4eCTBE ycnyru (cepesuca) [4].

[TpumMedaHune—Illpumepamm AT-cepsucos (NT-ycrnyr) MOryT CnyXuTb nepegada cooOLLEHUNN,
OU3HEeC-NPUNOXEHNA, CEPBUCHI (PalNoOB N YCNYrn NeYvaTu, ceTeBLIE CEPBUCHI (YCNYrU) U T. 4.
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3.1.19

KPUTUYHBLIU KOMNOHEHT (MHPOPMALMOHHO-TENTEKOMMYHUKALMOHHOU cucTeMbl): Kom-
NOHEHT MHPOPMALMOHHO-TENEKOMMYHUKALIMOHHOWN CUCTEMBI, HAPYLLIEHNE HEMPEPLIBHOCTU (PYHK-
LIMOHNPOBAHUA KOTOPOro MOXKET HAHECTU 3HAYUTENbHBLIN yLLEPD OpraHu3auuu.

3.1.20

opraHu3auuoHHana mepa (no obecnevyeHnto Ub): COBOKYNMHOCTb AEUCTBUN, onpeaense-
MbIX HOPMATUBHO-NPABOBOW JOKYMEHTAaUMUEN opraHn3auun, no obecneyeHuto b 6e3 npumeHeHuns
TEXHUYECKUX CPEACTB 3aLLUUThI.

3.1.21

TexHu4yeckue cpeacrtea sawutbl Ub: ObopyaosaHue, nucrnonb3yemoe ans sawmtbl Vb opra-
HU3aLun.

[] PUMEYaHWE — Takoe 060pyp,0|aaHme MOXET ObITb npeicCraBlieHO TEXHUYECKMMU U TPO-
MPaMMHO-TEXHUNYECKUMU CpelCTBaMN.

3.1.22

NULUO, OTBETCTBEHHOE 3a UH(POPMALIMOHHYIO 6e30nacHOCTb: JInLo, OTBEeYaloLLIee 3a BHE-
APEHUE U NoaaePXKY nporpaMmmbl obecrneyeHns MHopMaLUNOHHON 6e30nacHOCTH.
[FOCT P MICO/M3K TO 13569—2007, nyHkT 3.37], [5]

3.1.23

OOCTYNHOCTb UH(popmaLuu [pecypcoB MHPOPMALMOHHOU cUCTEMbI]: COCTOAHNE UH-
dopmauunm [pecypcoB MHPOPMALIMOHHOWN CUCTEMBI], NPU KOTOPOM CYOBEKTbI, UMEIOLLUUE NpaBa g0-
cTyna, MoryT 0ecnpenaTCTBEHHO UX peanu3oBbIBaATb.

[] pnMeYHYaHWNE— K npaBaM AOCTYIa OTHOCATCA. MNMpaBoO Ha “TeHne, iaMeHeHne, KOMUpoBaHWe,
VHUYTOXEHUE I/IHCbOpMaLIIVIM, d TakXe MpaBo Ha WAMeHEeHWe, UCMNOJ1b30BaHWNE, YHUHMTOXEHHUE PeCypPCOB.

[P 50.1.056—2005, cTaTbs 3.1.8], [6]

3.1.24

LlermMOCTHOCTb (MH(pOopMaLuu [pecypcoB aBTOMAaTU3MPOBAHHOU MHPOPMALIMOHHOU CU-
cTeMbl]): CocToaHmne nHdopMauuu [pecypcoB aBToOMaTU3MPoOBaHHOWU MHAOPMALIMOHHON CUCTEMBI],
npu KOTOPOM €€ [MX] U3BMEHEHNE OCYLLECTBNAETCA NpegHaMepPEHHO TONbKO CyObeKTaMu, UMELO-
LLIWMW Ha HETO NpaBo.

[P 50.1.063—2005, ctatba 3.1.8], [/]

3.1.25 npuBne4yeHHbIe NpoBanaepbl ycnyr (outsourced service providers): BHewHue npo- (3.6, IDT)
Bangepsbl ycnyr no soccraHosneHuto IKT nocne ypeasbivaltHou cumyauyuu.

3.1.26 npoBanaepsbl ycnyr (service providers): BHyTpeHHWe rpynnbl N BHELLHWUE CTOPOHLI, (3.7, IDT)
npeaocraBndaoLLIME opraHusaumam ycnyru no soccrtaHosneHuto VIKT nocne ypesebiyatHou cumya-
uuu.

3.1.27 cornaweHue 06 ypoBHe cepBuca (service level agreement): l'lucbMeHHoe cornatue- (3.8, IDT)

HUE MeXxay NpoBanaepom yCcrnyr u opraHnsaumnen, 4OKYMEHTUPYIOLLEE YCIYITM U COrnacoBaHHbIE
YPOBHU ODCNY>XMBaHUS.

PUMeYaHNe—B crnyyae npuBneyYeHHbIX NPOBanAepoB yCcnyr cornallieHne ob ypoBHe cepBuca
ABNSETCA NMUCbMEHHBIM COrnalleHneM, MMeroL MM 0bs3aTenbHY JOroBOPHYHO CUNY.

3.1.28 0bA3aTenbLCTBO N0 YPOBHIO 00CcnyxuBaHua (service level commitment): Obasatens- (3.9, IDT)
CTBO npoBaungepa ycnyr (00bIMHO BHYTPEHHEro npoBanaepa ycnyr) nepe opraHu3auuen, Kotopoe
onpeaenseT yCcriyrm n cornacoBaHHblie YPOBHU 00CIY>XUBaAHUS.
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3.2 B HacToAweM cTaHaapTe NPUMEHEHLI CneayoLLIne CoKkpaLleHUSA:
NB — nHdpopmaumoHHaa 6€30MacHOCTb;

NKT — nHdopmMmaLMOHHO-KOMMYHUKALIMOHHbIE TEXHONOTUN;

NT — nHpopmMaLMOHHbIE TEXHOOTUM;

NTC — nHdopmMaLMOHHO-TENEKOMMYHUKALIMOHHBIE CUCTEMBI;

CMWB — cuctema meHeppxmeHTa MHOpMaUuuOHHOW DEe30MNaCHOCTH;
UC —ypesBblyanHaga cutyaums.

4 BocctaHoBneHue n obecneyeHne nHpopmaunoHHON 6e30MacHOCTU
MHOOPMALMOHHLIX U TENIEKOMMYHUKALUMUOHHbLIX CUCTEM OpraHum3auum
npu Ype3BbiYauHOU CUTyaLUnN U obecrnevyeHue HenpepbLIBHOCTN
OEeATENIbHOCTU OpraHmM3auum

4.1 Obwaa uHpopmauums

4.1.1 OgHUM U3 OCHOBHbLIX YCIOBUU, ONpeaendaoLLmnx HaaeXXHOCTb U YCTOMYUBOCTb AEATENBLHOCTU Opra-
HU3aLUMKU, ABNAETCA 0becnevyeHne et HeENPEpPbLIBHOCTU CBOEro bu3Heca, T. €. CNOCOOHOCTU BbINOSHATL MPOLIEC-
Cbl CBOEN AEATENBHOCTU N NOAAEPXKUBATL UX HEMPEPLIBHOE U COrnMacoBaHHOE B3aMMOAEUCTBNE B YCITOBUAX
NPOABNEHUA (B OTHOLLEHUKN OpraHmn3auunn) pasnuyHbiX A€CTPYKTUBHbLIX BO3JENCTBUIN, ONpeaendeMbiX HECTA-
OUNLHOCTLIO U (UNK) HEAPY>KECTBEHHOCTbLIO BHELLHEWN U BHYTPEHHEN Cpebl OpraHn3auunm.

Takum odbpasom, HenpepbIBHOCTL OM3HECA OpraHn3aunmn npeaycMmaTtpmBaeT obecneyeHmne AByx B3anMo-
CBA3aHHbIX CrlaraemMbiX — HEMPEepPbIBHOCTU ODU3HEC-NPOLIECCOB U KAYECTBEHHOIO (a1€KBATHOIO U HENPEPbLIBHO-
ro) ynpaBneHusa UMMN.

4.1.2 OCHOBHbIMWU MPUYNHAMU (MCTOYHUKAMU PUCKA) BO3MOXHOIO HAPYLLUEHUA HEMPEPBLIBHOCTU DU3HEC-
NeATeNbHOCTU opraHn3aumnm MoryT OblITb:

- Henpuemnemoe Angd OusHeca COCTOAHNE TEXHONOMMYECKOUW cpeibl U MUHOPOPMALIMOHHO-TEXHOIOTMYECKO-
ro obecne4veHua opraHusaumu, skrovatorero UTC, ceasaHHoe ¢ HapyLleHnemMm OyHKLIMOHUPOBAHUS UMW HEKA-
YeCTBEHHbIM (PYHKLIMOHUPOBAHNEM UX KOMMOHEHTOB U3-3a OTCYTCTBUA U (MNN) HEAOCTYNMHOCTU KAYECTBEHHbIX (U
B HEOOX0AMMOM 0DBEME) PpecypcoB U yCnyr, Tpedyembix ANA BbINONTHEHUSA OU3HEC-NPOLIECCOB U NPOLIECCOB
ynpaBreHUs;

- IeUCTBUA (CrnyvyamHole unu npegHamMepeHHble) cydbEeKTOB (OpraHM30BaHHbLIX rpyrnn cyObeKkToB) — COD-
CTBEHHbIX pabOTHUKOB OpraHmM3auunm Unmn CTOPOHHUX Nnuu, NPoTUBOpeYaLLmMe HTepecam opraHm3aLum n crnocoo-
Hbl€ HAPYLLUUTL peanusauuto NpoueccoB OCHOBHOW, BCNOMOraTenbHON U ynpaBneHYECKON AEATENBHOCTMU;

- He4OCTaTOYHOE KA4eCTBO caMux OM3HEC-NpoLecCoB U HECOBEPLLIEHCTBO ODLLIEKOPNOPATUBHOIO MEHEIK-
MEHTA, BbipaXkaeMoe€, HanpuMep, B HEyJOBIETBOPUTENBLHOW OpraHn3aunmn AeaTenbHOCTU, HECOBEPLLEHCTBE Opra-
HMU3ALMOHHOW CTPYKTYPbI, OLLMOKaX ynpaBneHUs;

- BHELLIHUE 00CTOATENBCTBA — COOBLITUA, ABNTEHUA N NPOLIECCHI BO BHELLHEN Cpeae opraHM3aumnmn, Hebna-
ronpPUATHLIM 00DPA30M BNUAIOLLME HA €€ AEATENBHOCTD.

4.1.3 lHdbopmaunoHHada cocTaBnamoLaa AedaTenbHOCTU opraHn3aumn U NPoLEeCcCcoB €€ ynpaBneHusa, npea-
cCTaBnsemMas COBOKYMHOCTbIO MHPOPMAaLIMKU U UHPOPMALMOHHBLIX MPOLIECCOB (TEXHOMOMNI), KOTOPbIE 0becneYn-
BAKOT Ka)Xabl NPOLIECC AEATENBbHOCTU opraHmn3auuun n (Mnn) ABnNAr0TCA €ro 4YacTtbto, B 3HAYUTENBHOU CTENEHN
noaBep>XXeHa BO3AENCTBUIO PA3NNYHbIX ECTPYKTUBHbLIX PAKTOPOB BHELLUHEW U BHYTPEHHEN CPpeabl OpraHmn3a-
LIUK.

ITO 03HAYaEeT, YTO 3HAYUTENBbHAA YaCcTb PUCKOB opraHn3aunin, BKoYasa pUCcK npepbiBaHUA €€ AEN0OBON
NeATENbHOCTU, CBA3aHAa C UHGPOPMAaLIMEN, a YPOBEHb U YCNOBUA NPOABNEHNA 3TUX PUCKOB BO MHOITOM onpeae-
NeHbl Ka4YecTBOM MHAOpMaLnKN U MHOPMAaLMOHHBLIX ycnyr (cepBucoB T no noarotoske, obpaboTke, nepeaa-
ye, XpaHeHuto 1 0TOOPaXKEHUIO MHGPOPMAaLIMK), KOTOPbIE MOTYT ObITb NpeaocTaBneHblI Ou3Hecy MHPOPMaLUOHHO-
TEXHONOMM4YE€CKMM KOMNINEKCOM OpraHusaumm u (Mnn) CTOPOHHUMIK opraHmnsaunamim (nposanaepamm ycnyr).

4.1.4 K ceoncream b opraHnsaumm, HapyLueHue KOTopbiX CNOCOOHO NPUBECTU K HENPUEMITEMOMY AN
Ou3Heca CHMXKeHuto KkayectBa n besonacHoctu yenyr UTC u, kak cneactBue, K NpepbiBaHUIO A€ATENbHOCTY
opraHusaumun, cneayeTt OTHECTU:

- ANd UHdopMaLIMM — NONe3HOCTb (aAeKBATHOCTL), KOHPUAEHUNANBLHOCTb, AOCTYNHOCTb, LIENOCTHOCTb
(JOCTOBEPHOCTb M MOJTHOTY), OOBbEKTUBHOCTb, aKTyaribHOCTb, COrMacoOBaHHOCTb;

- ANA TEXHUYECKNX U NPOrpaMMHbIX cpeacTB — PYHKLMOHANbHOCTbL, AOCTYNMHOCTb U LIENMOCTHOCTD;

- Ana UTC n ntHpopmMaLMOHHBLIX MPOLECCOB — PYHKLIMOHAMNBHOCTb, AOCTYNHOCTb, LUENOCTHOCTL U NOAO0T-
YETHOCTb.
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[lepeyeHb npuBegeHHbIX CBOMCTB MOXKET ObITb pacLUMPEH U YTOYHEH B 3@BUCUMOCTU OT KOHKPETHbIX MNO-
TpebHoCcTeN OM3HECa opraHmn3aLmu.

4.1.5 [Ina nogaep>xaHnsa csoeun aedarenbHocTn B HC opraHusauma AormkHa:

- PELUUTL B NEPBYIO 04epPEeab NPON3BOACTBEHHbIE NPODNEMbI, BO3HUKLLUWE B pe3ynbTaTte YC;

- CPOYHO 3aEUCTBOBATb YTBEPXKAEHHbIE npoueaypbl HE0OX0AUMbIX USMEHEHWN B 3KCMNyaTaLuMOHHOW Cpe-
e, BKnoyaa nHdopmMaunoOHHYI0 cdhepy OpraHusauuu;

- UHCTPYKTUPOBATb NePcoHarn, 3aaeMcrsoBaHHbIX B nokanu3auuu (Mnkemnaaummn) YC, n 4OKyMEeHTUpPOBaTh
BCE peann3oBaHHbIE N3MEHEHUS;

- NEepPEeCMOTPETL BCE pearnbHO BbINOMHEHHbIE N3MEeHEeHUA npu YC ¢ TOYKM 3peHna uenen 4eaTenbHOCTU
opraHu3sauuu, BKnoyasa nepeouUeHKY PUCKOB AEATENBHOCTU U puckos Vb.

4.2 AcnekTbl obecneyeHusa yCrioBUMU HenpepbIBHOCTU B UH(POPMALIMOHHOU chepe opraHusaumn

4.2.1 Obecne4veHne HeNnpPePbLIBHOCTU B UHCPOPMALIMOHHOW cdpepe opraHmu3aunin npeacraBnaet cobon co-
BOKYMHOCTb NMONUTUK, MPOLIECCOB AEATENBHOCTU U MHCTPYMEHTAaNbHLIX CPEACTB, C MOMOLLIbIO KOTOPbLIX OpraHu-
3aLnn NOBLILLAKOT HE TONbKO CBOKO MNOTEHLUMANbHYIO BO3MOXXHOCTb pearmpoBaHua Ha KpynHoMacLUTaOHbIE OTKa-
3bl PYHKLUMOHUPYIOLLINX CUCTEM, HO TAKXE U YCTOUYUBOCTb K KPYNHbIM nHUMAeHTam b B uenax nsdexkaHus
OTKa3a KPUTUYECKNX CUCTEM N CEPBUCOB.

4.2.2 llaHHaa AeAaTenbHOCTL CBA3aHa C PeELLUEHUEM pada 3a4ad B paMKax KOpnopaTUBHOTO yrpaBleHUA U
IOIMKHA ObITb peanu3oBaHa B NOJIHOM COOTBETCTBUU C NPUHATLIMU B OpraH1M3auum nonutnukamm, CtaHagaptamMu,
npoLieccamMmun 4eaTenbHOCTU Ang o0ecnevyeHuns:

- TpeboBaHU CUCTEMbI MEHEXKMEHTA HENPEPLIBHOCTU ODU3HECA OpraHn3aLuu;

- NOA4EPXKKN MEHEDKMEHTA CEPbE3HBLIX NHUNMAEHTOB Ib 1 aHTUKPU3UCHOTO MEHEAXKMEHTA;

- KOPNOPAaTUBHOIO yrNpaBliEHUA U MEHEMKMEHTA PUCKA;

- MEHEKMEHTA NHAPOPMALUOHHBIX TEXHONOTMI B OpraHu3aunm,

- MEHEDKMEHTA MHPOPMALIMOHHOW DE30MacHOCTU OpraHu3auun.

4.2.3 MeHe»XMEeHT HeENPEpPbIBHOCTU B UHADOPMALIMOHHOW cdpepe opraHnu3aummn A0SHKEH YCTAHOBUTL TPEDO-
BaHUA K cTpaTterMm npumeHeHna T B opraHusauuun B Lenax uaeHTndmnkaumm MHOOPMaUUOHHBLIX CUCTEM U CEP-
BUCOB, HY>XAaloLMXcs B 06ecnevyeHnm yCTOMYMBOCTU, AOCTYNHOCTU U BO3MOXXHOCTAX BbICOKOTO YPOBHA.

4.2.4 MeHe)KMEHT HENPEPLIBHOCTU B UHADOPMALIMOHHON Chepe opraHu3auun A0IMKEH YYUTLIBATb PUCKH,
CNOCODHbLIE OKa3aTb BO3MOXHOE UK OXXMJaemMoe cepbe3Hoe BO3JENCTBUE (MMETb HEraTUBHOE NOCNEACTBUE),
KOTOPOE MOXKET CO3aTb Yrpo3y HernpepbIBHOCTU DU3HecA.

K Takum puckam OTHOCAT:

- NoTEpPIO, yLepO nnu otkas B npeaocTaBNeEHUM A0CTYNA K KIMOYEBbLIM CEPBUCAM UHMPPACTPYKTYPbI;

- NOTEPIO UNKN UCKAXKEHUE UHAOPMALINN;

- caboTax, BbIMOraTernbCTBO UMMM KOMMEPYECKUIN LLUMUOHAXK;

- NpegHaMepeHHOoEe NPOHUKHOBEHUE UNN aTaKy HA KPUTUYECKNUE NHAPOPMALIMOHHbLIE CUCTEMBI.

4.2.5 HenpepbIBHOCTb ODM3HECA OpraHu3aLmm MOXET ObITb JOCTUTHYTA yNpaBrneHNeEM PUCKamMmm opraHn3a-
LMK B LIENAX OLIEHKN N 0DecrnevyeHnsa yBepeHHOCTH B TOM, YTO B NI00O0E BpeMS OpraHn3aumsa CMOXET NPOA0IDKATb
paboTy No KpanHen Mepe Ha 3apaHee onpeaeneHHomM MMHUManobLHOM ypoBHeE. [1pouecc MeHeAXKMEHTA Henpe-
DbIBHOCTW OM3HECA BKIMIOYAET CHUXXEHUE pUCKA A0 MPUEMNEMOTO YPOBHS U NaHUPOBaHNE BOCCTAHOBNEHUS
OM3HEC-NPOLIECCOB B Criyyae peanusauum pakropoB pUcKa U HapyLUEHUSA LUTATHOW AEATENbHOCTU OPraHn3aLum.

MeHeaKMeHT HeENpPepPbIBHOCTU B UHCpOPMAaLIMOHHOW cdhepe opraHmn3aumn A0mKeH ObITb YacTbio 00LLEero
nrnaHa obecnevyeHnss HeENPEPbIBHOCTU AEATENBbHOCTU OpraHn3auun, a He oTAeNbHbIM CAMOA0CTATOYHbIM MNPOLIEC-
COM.

[leaTenbHOCTb, BKNO4Yasa ycrnyru no soccraHosneHuto nocne YC 3aluTHbIX MeP (PYHKLUUN U MEXAHU3-
MOB) 6€30naCHOCTN MHPOPMALIMOHHBIX U TENEKOMMYHUKALIMOHHbBIX TEXHOMOTUKU, CreayeT NNaHUupoBaTh B PaM-
Kax MeHePKMEHTa HENPEPLIBHOCTU B UHAPOPMAaLIMOHHON cdpepe opraHnu3auum ¢ y4eToM BIIMAHUA PAKTOPOB PUC-
KOB UHCPOPMALUMOHHON NpUpPOoAbl HA AEATENBHOCTb OpraHn3aunmn B NPoLIECCe BOCCTAHOBNEHUA €€ AEATENBHOCTU
1 paboTbl B HOBbIX YCINOBUSAX.

4.2.6 [pun pa3paboTke cTpatermnm MeHep)KMeHTa HENPEPbLIBHOCTU B UHCPOPMALIMOHHOM cdhepe opraHun3a-
UMK PEKOMEHAYETCA YYUTLIBATL CNeayoLLMe YeTblpe OTAENbHbIX, HO B3aAUMMOCBA3aHHbLIX 3Tana B MEHEAXMEHTE
cepbe3HbIX nHUMAEeHTOB Vb, nmetowume oTHoLueHue K obecnedveHuto MIb opraHnsaumm:

1) Ha4YanbHOE (NEePBUYHOE) pearnpoBaHMe — 0XBaTbIBAET HAYalbHble AENCTBUA, TPeOyeMble Ans 00ec-
ne4yeHmnsa 6esonacHoCcTn n bnaronony4ms noaen, 3aTpoHyTbiX tHUMAeHTOM (MC) VB, B Luensax aktususauum cooT-
BETCTBYIOLLNX FPynn MEHEAXKMEHTA MHLUMAEHTOB U ONPEeaEneHnsa ypoBHA pearnpoBaHna, aaekBaTtHOro MHUMAEH-

TY VIB;
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2) BOCCTAHOBIIEHUE CEPBUCOB (yCnyr) MHOPMaLMOHHON cdpepbl OpraHn3aumnm — MOXXKHO OCYLLIECTBNATL
Ha HECKOIbKNX 3Tanax B 3aBUCUMOCTU OT NOTpebHocTEN n macLutada opraHnsaumnmn. OCodbeHHOCTb aTana 3aknio-
4yaeTcs B BOCCTAHOBIEHNN BCEX TPebyeMbIX CEPBUCOB B MPUOPUTETHOM NOPSAAKE A0 3apaHee CornacoBaHHbIX
(BO3MOXKHO, YXYyALUMBLUMXCA) YPOBHEU CEPBUCA;

3) npeaocTaBNeHUe ycnyr no BPEMEHHON (MPOMEXXYTOYHON) CXeMe AEATENbHOCTU — B Clny4ae, ecnu
opraHusaumsa oyaeT He rotoBa U HE cnocobHa BO30OHOBUTL onepaLnn LUTAaTHOro o0Cny>kMBaHUS; B 3TOM Crny4vae
Oyaet BOCTpebOBaHO NpeaoCcTaBlNeHne He0OOX0AMMbIX YCITYT Ha 3apaHee CornacoBaHHbIX YPOBHAX 00CNy)XUBa-
HUA, NOKa O0CTOATENLCTBA HE NO3BOMAT NEPEBECTU 3TU HELLUTATHbLIE YCIYr CHOBA B PEXUM 00bIYHOTO OYHKLIN-
OHUPOBAaHNA ODM3HECA UM AHHYNUPOBATb UX;

4) BO30OHOBNEHUE LUTATHBLIX (HOPMarbHbIX) YCIYIr — KaK B Cllyyae ¢ BOCCTAHOBIIEHUEM CEPBUCOB, MO-
XXET UMETb MECTO Ha 3Tanax, COOTBETCTBYIOLLMX NOTPEOHOCTAM U NPUOPUTETAM OpraH1u3aumnn, Korga KaXkabiu
cepBuUC ObIN NPOBEPEH 1 ObINO NOATBEPXKAEHO €r0 COOTBETCTBUE TPEDOBAHUAM LUTATHOMO PYHKLIMOHUPOBAHUS.
Bce BpemMeHHble A0NONMHUTENbHbIE CEPBUCHI A0IDKHbI ObITb BbIBEAEHbI U3 3KCMnyaraumn. 3aBepLueHneM JaHHO-
ro atana aBnseTca BOCCTAHOBNEHNE A0 LUTATHbLIX (HOPpManbHbIX) YPOBHEN YCNYT BCEX MHPOPMALUMOHHBIX NPO-
LleCCOB OpraHmn3aun.

4.2.7 CTparernio MeHeaKMeHTa HeENPEpPbIBHOCTU B UHPOPMALIMOHHOW cdhepe opraHm3auumn Heooxoanmo
CTPOUTb HA YETKOM MOHUMAaHUN NOTPEOHOCTU OpraHmnsaumnmn B cornacoBaHHbIX ypoBHAX yenyr UTC n nx desonac-
HOCTU C YYETOM:

- MPUOPUTETOB KITtOMEBLIX OM3HEC-Noapas3aeneHnn B KOHKPETHbIE NEPUOoabl BPEMEHU;

- MUKOBbIX Harpy3oK Ha OM3Hec;

- CTpaTernvyecku BaXkHbIxX NepnoaoB BeaeHus busHeca, Hanpumep, NnepnoaoB OTYETHOCTU, NpeaenbHbIX
CPOKOB U3rOTOBMEHNA UT. N.;

- COOTBETCTBUA C NaHaMu U LIENAMU MEHEAXKMEHTA HENPePbIBHOCTU DU3HECA;

- BO3JENCTBUSA OTKa3a N NOTEPMU;

- TpeboBaHMKW KO BPEMEHU BOCCTAHOBIEHUA;

- NPUEMMNEMbBIX YPOBHEN NPOCTOA U PYHKLUMOHUPOBAHUS;

- UL3BMEHEHUU N ODHOBNEHUIN CUCTEM;

- HOBbIX MPOEKTOB;

- B3aumMo3saBmucumocTu ypoBHen yenyr UTC n nx 0esonacHoCTy;

- cobntoaeHnsa 3akoHo4aTeNbCTBA;

- coonoaeHns npeaenbHbIX CPOKOB;

- umutaumnm YC n odbyyeHua aencremam npm YC cornacHo nnaHam BOCCTAHOBNEHUSA OYHKUUK N MEXAHU3-
MoB 0e3onacHocTu KT nocne YC;:

- 3aLUNTbI KPUTUYECKN BaXKHbIX AAHHbIX.

4.2.8 Ha sTanax Ha4anbHOro (NepBMU4YHOr0) pearnpoBaHns, BOCCTAHOBMNEHNA CEPBUCOB (YCNYT) MHAOP-
MaLUMOHHOU chepbl opraHu3aunu, a Takke npeaocTaBrneHUd yenyr no BPEMeHHOU (MPOMEXKYTOYHOU) CXEME
NeATEeNbHOCTU MEHEXKMEHT HENPEPLIBHOCTU B UHOPMAaLIMOHHON cdhepe opraHM3auunmn A0JHKEH BKMOYaTh pac-
CMOTPEHUE peanusauum cooTBeTcTByOLLUUMX Mep obecne4veHnsa b UTC. Bce peLueHna od ncnonb3oBaHnm (He-
ncnonob3oBaHun) mep odbecneveHna b MTC npuMeHUTENbHO K UAEHTUDULUMPOBAHHBLIM pakTopam pucko Vb
IOIMKHbI ObITb CAHKLIMOHNPOBAHbI BbICLLIMM PYKOBOACTBOM OpraHm3auun.

Ha aTane BO30OHOBNEHUSA LUTATHbLIX (HOPMarnbHbIX) YCIyr MHOPMAaLMOHHON cdhepbl OpraHM3aumn Heo0-
xoaumble mepbl obecneveHna b NTC aomkHbl YHKLUMOHUPOBATL B LUTATHOM pPeXumMe, a X apdMeKTUBHOCTb
— oueHunBaTbca B pamkax CMWB opraHusauunn.

4.3 Ponb coBeTa AUPEKTOPOB U UCNOJTHUTENIbHbIX OPraHoOB OpraHu3auumu

4.3.1 MNpuoputetbl ODU3Heca A0MKHbI ObITb YCTAHOBIEHbLI HA YPOBHE COBETA AUPEKTOPOB UIN BbICLLETO
MCMONHNTENbLHOIO OpraHa opraHmnsauum ¢ y4eTomM J0roBOPHbIX 00A3aTeNnbCTB, TPEeOOBaAHUN K CPOKaM U NOPAAKY
OUHAHCOBOW U UHOWU OTYETHOCTU U T. A.

[1aHHasa cucrtemMa NpUopuUTETOB A0MKHA ObITb OCHOBOW NMMAaHUPOBAHNA B paMKax MEHEAXXMEHTA HErpe-
DLIBHOCTU B UHCbOpMAaLIMOHHON cdhepe opraHM3aumun, a Takke OCHOBOW YCTAHOBIEHUA NPUOPUTETOB NMPU BOCCTA-
HoBneHun nocne YC pyHKunnm n mexaHmamon 0e3onacHocTn UKT.

4.3.2 Jlnuo, oTBeTcTBEHHOE 3a 00ecnevyeHue Vb opraHnsauumn, 40N>KHO COBMECTHO C PYKOBOAUTENEM
oTaena nHdopmartumsaumm onpeaenutb, OT KAKMX MHPOPMALIMOHHbIX MPOLIECCOB U aBTOMAaTU3NPOBAHHbLIX CUCTEM
3aBUCAT KNIOYEBbLIE MPUOPUTETHLIE BUA LI AEATENBLHOCTU OpraHn3auun.

3STO NULUO AOIMKHO MHULIMMPOBATL NMPoLIeCC onpeaeneHnsa notpedHocten B Mepax obecneveHna b TC ¢
yyacTuem BrnagenbLeB pucka n nuu, OTBETCTBEHHbIX 3a KNKOYEBLIE NPUOPUTETHLIE BUAbI AEATENBHOCTU Opra-
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Hu3auuu. Jinyo, otBeTCTBEHHOE 3a 0becneyveHne b opraHusaumm, 40JHKHO AOBECTU A0 CBEAEHUS PYKOBOAUTE-
nga otaena uHdopmaTusaunm nopaaok peanusaummn mep obecneveHna b UTC u cornacoBaTtb C HUM NOPAA0K
COOTBETCTBYIOLLUUX AENCTBUMN.

4.3.3 COBET AUPEKTOPOB (MNKU PaBHLIK €MY MO 3HAYMMOCTU OpPraH) A0IMKEH CaAHKUMOHUPOBATb NOPAAO0K
peanu3auun mep odbecnevenna Ib UTC B ycnosuax YC n B neprnoabl BOCCTAHOBNEHUSA AEATENBHOCTU OPraHu-
3auun.

4.4 UpeHTU(PUKaLNA HeOOCTaTKOB

4.4 1 OcHoBa cTpaTternm MEHeKMEHTA HENMPEPLIBHOCTU B UHCOOPMALIMOHHOW cdhepe opraHmn3aumm — odec-
neyeHne ctTabunbHOCTU AEATENBHOCTU B rpaHMLIAX BCEN UHAPOPMALIMOHHON MHIPPACTPYKTYPbLI opraHnsauun. He-
00X04MMO NPOBOAUTb BHYTPEHHWE MPOBEPKN BCEX BO3MOXHbIX HEAOCTATKOB OT OTAENbHbIX TOYEK NPEPbIBAHUN
110 N30bITOYHOCTU, 3aBUCMMOCTU OT KAHarnoB NOCTaBKMN U 00LLINX NPOLIECCOB, CBA3AaHHbIX CO BCMOMOraTerbHbIMU
Cny>ke0HbIMK onepaunamMn B UHPOpMaLIMOHHON cdpepe, TaKMMKU, Kak TEXHONOrMmM 6e3onacHoro pe3epBMpoBaHUS
M BOCCTAHOBNEHUS.

4.4.2 Heobxoanmo nnaHnMpoBaTh, MPOBEPATL U OLUEHMBATL Yry4ylleHUE NHPOPMALIMOHHON MHAPACTPYKTY-
Pbl opraHmn3aunun. [ing aToro A4omkHbl ObITb paspabdboTaHbl YETKKE nraHbl padoT B ycrnosuax MC n onpeaeneHa
NOTPEOHOCTb B NCNOSIb30BAHUWN KOHKPETHBLIX Mep 0€30MNaCHOCTUN B YCITIOBUAX BOCCTAHOBIEHUA nocne YC.

Heobxoanmo 4oCTUYbL cornarlieHns oo ypoBHAX MHBECTULIMK U MPUOPUTETAX, CBA3aHHbIX C 3aTpaTamun Ha
obecne4veHue HenpepbIBHOCTU B UHPOPMaALMOHHOM cdpepe 1 KOHKPETHbIMKU 3aTpaTamMu Ha obecneyeHune Vb LT,
Ha YPOBHE COBETA AUPEKTOPOB UMK BbICLLIErO UCMONMHUTENBHOIO OpraHa.

4.5 HenpepbIBHOCTb CEPBUCOB B U3MEHAKLWENCA cpeae u obecnevyeHne MHPOPMaALMOHHON
0e3o0nacHOCTU UH(OPMALIMOHHbIX U TENTEKOMMYHUKALMOHHbIX CUCTEM

Knto4yeBble hakTopbl, KOTOPbIE A0MKHbI ObITb PACCMOTPEHLI ANA 00ecnevyeHnsa yBepPeHHOCTU B TOM, 4TO
cTpaterua MeHepKMeHTa HENPEPLIBHOCTU B MUHpOpMAaLIMOHHON cdhepe opraHM3auuun U nnaHbl BOCCTAHOBNEHUA
NEATENBHOCTU OCTAKOTCA akTyanbHbIMU U 3PPEKTUBHBIMU ANA OpraHn3auum no Mmepe BHECEHNA UBMEHEHUN B
NEATENbHOCTb OpPraHn3auunmn n ee cpeay, BKnoYator:

- OTBETCTBEHHOCTb U NOAOTYETHOCTbL HA YPOBHE COBETA ANPEKTOPOB 3a CTPAaTErMio MEHEAXKMEHTA HENpe-
DbIBHOCTU B MH(POPMALIMOHHOW cdhepe SKcnnyaTtaLuuoHHOU cpeabl opraHm3auum B LUENAX OLIEHKN €€ aKTyarnbHOC-
TU NPU NSMEHEHUAX, PA3BUTUN N POCTE OpraH1U3aLunu;

- ML, OTBETCTBEHHbLIX 3@ CTPATEINMIO MEHEXKMEHTA HENPEPLIBHOCTU B UHPOPMALMOHHON cdhepe aKennya-
TaLUMOHHOWU cpeabl opraHnsaumun. Hukakoe BHeCEHUE N3MEHEHUN B UHPOPMALIMOHHYIO MHAPPACTPYKTYPY HE A0T1-
YXHO paccMaTpuBaTbCA 10 TEX NOP, NOKA NOCNeACTBUA N3MEHEHUA HE DyAyT OLIEHEHbI U MOHATbLI, a NNaHbl padoT
B YC He OyayT NPOBEPEHDI;

- obecneveHne npouecca ConpoBOXKAeHUA NPUODPETEHNSA HOBbLIX CUCTEM MPOBEPKOU OTCYTCTBUSA KOMIMPO-
MEeTaLUMn HENPEPLIBHOCTN B UHAPOPMALMOHHOW cdpepe opraHnsaumm;

- YYET NOCNeaCTBUN AEATENBHOCTU, CBA3AHHOU CO CIMMAHUAMU U NOTMOLLUEHUAMN OpraHmMsaumnn. 3a4acrtylto
[EeATEeNnbHOCTb, CBA3aHHAA CO CIMUAHUAMMW U NOTMOLLUEHUAMMN OpraHmn3aunin, MoXXeT obecne4vmnTb OLLYTUMbIE Mpe-
MMYLLIECTBA, BblpaXkaloLLMecsd B 3KOHOMUKN AEeHEXHbIX cpeaAcTB. C APYyron CTOPOHbI, CIUAHUE U NOTMOLIEHNE
opraHusaummn MoXeT CHU3UTb CMOCODHOCTU opraHmnsaumnm no obecnevyeHuto Tpedyemoun HENPEPLIBHOCTU B NH-
dopmMayMOHHOWN cdhepe BCneaCcTBMUE yTpaThl pe3epBHbLIX y3N0B, AyOnupylowmx CUCTeMm n cosgasaemMon MU
N30LITOYHOCTU;

- OLIEHKY CNOCOOHOCTU NOCTaBLUMKOB MNoAaaepxXmMBaTb COOTBETCTBYIOLLIME YPOBHU YCIVYT;

- BHYTPEHHUW/BHELLUHUI ayaUT NNAHOB OpraHu3auuu.

5 [NloHMmaHune PUCKOB HeNpPEepPbLIBHOCTU U UX BIIMAHUA Ha UeNu AeATeNIbHOCTU
opraHu3aumm U BOCCTaHOBJIEHUE 3allUTHBLIX Mep obecnevyeHus
MHPOPMAaALNOHHON ©e30NacHOCTU MH(POPMALIMOHHbIX

N TeNEKOMMYHUKAUNOHHbLIX CUCTEM

5.1 Buabl pucka, KOTopble HE0OX0AMMO MAEHTUDULIMPOBATL B KOHTEKCTE 00ecnevYeHnsa HENPEPbLIBHOCTU B
MHOPMALMOHHOU cdpepe opraHmn3aumun, A0IMKHbI yYYUTbIBATb U3SMEHEHUS:

- Du3Hec-npouecca unn AeAaTenbHOCTU opraHn3aunin, BKIo4Yas PUCKU B Npeaenax ot Katactpodnyeckoro
OTKa3a A0 HE3HAYUTENbHOIO HAPYLLUEHUA;

- 3aBUCUMOCTEN, BKIOYaa PUCKK, NOCNEACTBUA KOTOPLIX KONeOntoTcsd B npeaenax ot noTepun OCHOBHOIO
NnocCTasLLUMKa TOBAPOB UK NpoBanaepa ycnyr 40 BpeMEHHOro c00s MHPOPMALIMOHHOIO NOTOKA OT APYroro ous-
Hec-npoLecca;
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- 00opya0oBaHUA;

- CTPOEHWUN UNKN CPEeAbI;

- UHCPOPMALIMOHHON TEXHONMOMMU UNU CUCTEMBI;

- MPOLIECCOB MEHEPKMEHTA U 3aLUMTHbIX Mep VB, Bkntouasa obecneyveHne Takmx XxapakTepuCTuK, Kak KoH-
dunaeHUNUanbLHOCTb, LIENMOCTHOCTb U AOCTYMHOCTb;

- MPOEKTOB (MNN1aHOB).

Bce naeHTudunumnpoBaHHbIE PUCKK A0MKHbI ObITb YKa3aHbl B NMraHe odbecnevyeHns HENPepPbIBHOCTU B UH-
dbopMaLUMOHHON cAdhepe opraHmn3auum.

5.2 [Ina kaxkgoro pucka, KotTopbin MAEHTUMPULIMPOBAH KakK 3HAYUMbIN, MOXET ObITb pa3paboTaH JOKYMEH-
TUPOBAHHLIM NPOOUNb PUCKA, onpeaenatoLLUNNA:

- XapakTep pucka n UCTOYHUKKU €ro NPoucxoxxaeHud (npupoaa pucka);

- NPaBAo0No0A00HOCTbL/BEPOATHOCTb BO3SHUKHOBEHUSA pUCKA, BKIto4Yas NnogpoOHOCTU O NMoObIX OOCTOATEMb-
CTBax, B KOTOPbIX NPaBA0nog00HOCTb/BEPOATHOCTb PUCKA MOXKET MEHATLCH;

- ONMcaHue NoTeHumnanbLHOro BO3aeNCTBUA pUcka Ha OM3HEC, BKINMOYAas OLEHKK pacxoaoB And Ou3Heca oT
HEMPUHATUA MEP ANd npeaoTepaLleHNUA UNU YMEHbLLLEHUA STOro BO3JEUCTBUSA;

- NOAPOOHOCTU O BO3MOXKHbIX NPU3HAaKaxX BOSHMKHOBEHUS PUCKA U 0 Crocobax o0OHapy>KeHUS 3TUX MPU3Ha-
KOB;

- OLIEHKY BO3MOXXHOCTU/BEPOATHOCTN ODHAPYKEHUA PUCKA U MEPBI, KOTOPbLIE MOTYT ObITb MPUHATLI AN
NOBbILLEHUA CTENEHN 3TON BEPOATHOCTMH;

- N0APOOHOCTU O CYLLIECTBYIOLLMX 3ALUUTHbIX Mepax, npeaHa3Ha4YEeHHbIX NS MOHUTOPWUHIa NPU3HAKOB U
YCNOBUW HACTYMNNEHUA PUCKOBOro COObLITUA, NpeaoTBPaLLEHUA €0 BOSHUKHOBEHUA UNU CHMKEHUA €r0 BO3EN-
CTBUA, BKNO4Yada OLIEHKN pacxXo40B HA peanu3auuio n noaaepXaHue 3anTHbIX Mep;

- NPeANnOoXeHus, KacaroLueca 40NONHUTENBbHbLIX 3aLUNTHBLIX MEP UNTU USMEHEHUI CYLLIECTBYIOLLIMX 3aLLINT-
HbIX MEP ANA nNpeaoTBpaLleHNa BOSHUKHOBEHUA PUCKOBOIO COOLITUA N YMEHBLLUEHUA €ro BO31EUCTBUSA, BKITHO-
yas noaApoOHOCTU 0 HEODX0AMMbIX cpeacTBax, 0bopya0BaHMN U NEpPCOHane, OLEHKE BPEMEHW, YCUITUWN U pac-
X040B, HEODX0ANMbIX ANA peanu3aumn n nogaep>xaHna AonONHUTENbHbLIX 3aLUUTHbIX MED;

- NpeanonaraemMyto 9KOHOMUIO, NoNy4YaemMyto BCNeacTBue peanusauuu npeanoXXeHHbIX 3alUTHBIX MEP B
clly4yae BO3HMKHOBEHUA PUCKOBOIO COObITUA.

dopmanm3auma npodunna puckoB obecneumBaeT OCHOBY A9 aHanu3a 3aTtpart U BbIro[, KOTopasa MOXET
CNY>XXUTb OCHOBAHWEM ANA NPUHATUA PELLEHUN O TOM, KaKUe AENCTBUA cneayeTt npeanpuHAaTh B paMKax MOHMU-
TOPUHra pucka, moandukauum pucka, nepegadm pucka n MepornpuAaTUn, CBA3aHHbIX C NnaHnpoBaHuemMm odecrne-
YeHUs HenpepbIBHOCTU DU3Heca.

5.3 B uenom obecneveHune HenpepbIBHOCTU B UHGPOPMALIMOHHON cdpepe opraHn3aummn 40MKHO ObITb OCHO-
BAHO HA NOHUMAaHUK NOTEHUMANBbHBLIX PUCKOB U UX BIIMAHNA HA AOCTUMXKEHUE Lenen AeATENbLHOCTN opraHn3avuni.
Ha saTanax BOCCTAHOBIMEHUA LUTATHON AeATenbHOCTU nocne YC opraHnsauma MOXET NOUTU HA CYLLIECTBEHHbLIE
DUCKU, HE KOMMNEHCUPOBaHHbIE MepamMun obecneveHna b UTC B cnyyaax, ecnu nocneacrBUA HEBO3MOXKHOCT U
BOCCTAHOBNEHUA TOU UNU MHOWN AEATENBbHOCTU CONPAXKEHbI C CYLLECTBEHHbLIMW NOTEPAMU ANA OpraHu3auni.

[loTepu B UHpopMaLUMOHHON cdpepe (B YaCTU NnepcoHana, ynpasneHna nnnm KOMNOHEHTOB UHAPPACTPYKTY-
Dbl) 0ObLIMHO BEAYT K yTpaTe BO3MOXHOCTU 3KCNyaTauum u ynpasneHna tHpopmMaLMoHHOW MHAPPACTPYKTYPOU
opraHusauum ¢ nocneayowmm yxyaLueHnMemM unm ytpaTtom KpUtTu4eckux MHopmMaLMOHHbIX CEPBUCOB/MPUTNOXKE-
HUU U gaHHbIX. CTeneHb BO3AEUCTBUA 3TON MOTEPU HA OpraHmn3aunto 3aBUCUT OT BUaa AEATENBHOCTU OpraHu3a-
LIUK.

5.4 Heobxoanmo ycTaHOBUTbL TPEOOBAHUA KO BPEMEHU BOCCTAHOBIMEHNA MHPOPMALIMOHHbLIX CEPBUCOB U
mMep obecneveHna b NTC, sHauuMbIX AN peanu3aumn KpUTUYECKUX BUAOB AEATENbHOCTN OpraHu3aumu.

5.5 HeobxoanMmo yCcTaHOBUTL TPEDOBAHUA K aKTyarnbHOCTU AaHHbIX, UCNOMb3YEMbIX MPU BOCCTAHOBIEHUN
MHOPMAaLIMOHHbIX CepPBUCOB 1 Mep 0becneyeHna b NTC. TpeboBaHuA K akTyanbHOCTU AaHHbIX, UCMOb3ye-
MbIX MPU BOCccTaHoBNeHnn mep odbecneveHnsa Mb NTC, AomkHbI coaepXaTb NOpAaaoK onpeaeneHns BaXKHOCTU
MHdopMaLMn 0 KOHdUrypaumm cUCTemMbl U UCNONb3yeMbix Mepax obecneveHua b UTC.

HeBO3MOXXHOCTb MONy4YeHuUa aKkTyanbHOU MHGpopMaLIMKM 0 KOHJOUTypaLnMm N NCNonb3yemMbiX Mepax obecrne-
yeHna Ib TC moxeT cosaaTtb PUCKK NPepbIBAHUA AEATENbHOCTU opraHu3aumnin. YkasaHHbI€ OaKTOpPbl PUCKOB
IOJDKHbI ObITb YYTEHbI B paMKax MEHEAXXMEHTA HENPEPLIBHOCTU B UHAPOPMALIMOHHOW cdhepe opraHmn3auun.

Bonpocbkl nonyyeHna aktyarnbHOU MHAOPMAaLIMKM O KOHAUrypaumm n nCnonb3yemMbix Mepax obecneyeHuns
B NTC aomKHbl ObITb PACCMOTPEHLI B KOHTEKCTE:

- Tpe®oBaHUN K yCTONYMBOCTU U AocTynHOCTU ATC;

- OCHOBHbIX MOCTaBLUWKOB U MPUBNEKAEMbIX CTOPOH;

10
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- annapartHbIX U NPOrpaMMHbIX aKTUBOB;

- XPaHEHU4;

- PEXKNMOB pe3epBUPOBaAHUS;

- 00y4eHna nepcoHana;

- pa3MeLleHusd 3gaHnun, pe3epBHbIX NIOLWAA0K (MOMELLEHNW) U MPOU3BOACTBEHHOIO 000OPYJ0BaAHUSA;
- nepeaayvun aHHbIX;

- apXUBUPOBAaAHUA.

6 BoccTtaHoBneHue nocne 4ype3Bbl4auHbIX cUTyauun (PyHKUUUN U MEXAHN3MOB
be3onacHOCTU UHPOPMALMOHHBLIX U TENTEKOMMYHUKALUOHHBLIX TEXHOSIOMUN

6.1 OpraHnsauuOHHAA OCHOBA

6.1.1 3aga4ym BOCCTAHOBIMEHUA NPOLIECCOB ((PYHKLIMIW) N MexaHn3moB obecnedveHnsa b NTC opraHusauum
HEODX0ANMMO peLLaTb HA TPEX YPOBHAX €€ MEHEAPKMEHTA!

1) ypOBEHb PYKOBOACTBA opraHn3auunm, Ha KOTOPOM AOIKHbI peLuaTbCcs 00LLne BONPOChl BOCCTAHOBIEHUS
CMWB, TpebyioLune o6a3aTenbHOro y4acTtusa pykoBoacTea opraHn3aumnm nmdo apnaoLLmMecd NCKIMIOYUTENBHO
ero npeporaTuBoOU;

2) ypoBeHb cryo/noapasaeneHmnn opraHMsauum, Ha KOToOpoM HeE0DX0AMMO peLlaThb BXOASLLME B UX KOM-
neTeHunto Bonpockl BocctaHoBneHna Vb, BkntovaroLiue Bonpockl uxX s3anmoaenctemsa npmu HC, B ToM Yncne
onpeaensaemble nnaHamm obecnevyeHmns HenpepbIBHOCTU BoccTaHoBneHns Vb;

3) YPOBEHb UcnonHuTenen yHKUMOHAaNbHbLIX PONEen B noAapasaeneHnax opraHnsaumm, Ha KOTOPOM BOTI-
pocbl BOccTaHoBneHuna Vb peLuatot coTpyaHUKU (OTBETCTBEHHBLIE MCNONMHUTENN) OpraHn3aumnn B pamkax ux aon-
YXHOCTHbIX 00A3aHHOCTEN U BO3NOXEHHbIX HA HUX OYHKLIMIA.

6.1.2 Ha ypoBHe pykOoBOACTBA OpraHu3aumnm ncxogda n3 uenem dbusHeca n Ha OCHOBE PE3yNbTaTOB OLEHKU
PUCKOB HEOOXOAUMO:

- onpeaenutb OusHec-npouecchl UTC, KPUTUYHBbIE ANA Llenen AeaTenbHOCTU OpraHu3aumm n Hanbonee
YyYBCTBUTENbHbLIE K HApyLUeHUIO UB;

- onpeaennuTb Buabl UHAOopMaunn n anemeHTbl T C (MHdpopMaLMOHHBbIE CUCTEMbI, UX KOMMNOHEHTbI, N T-
CEPBUCLI UT. A4.), HAapyLUueHue Vb KOTOPbIX BNMUMAET HA HENPEPLIBHOCTL NMPOLECCOB AEATENBHOCTU OpraHmM3aumnm
(cM. [OCT P NCO/MOK 27001, npunoxkeHne A, nyHKT A.14.1.2);

- YCTAHOBUTbL A0ONYCTUMBbIE rpaHuUbl (Npegenbl) USBMEHYUBOCTU CBOUCTB (XapakTtepucTtuk) b (KOHpUaEH-
LUManbHOCTU, AOCTYMHOCTU, LEenoCTHOCTU U aAp.) MTC ana busHec-npoueccos opraHn3aumuun npu BOSHUKHOBEHUN
UC (T. €. KpUTEPUU NPUHATUA PUCKA U NTPUEMIEMbBIE YPOBHU PUCKA);

- YTBEPAUTL C y4eTOM TpeboBaHun 4.3.2 npuoputeThbl (NocrneaoBaTenbHOCTb) U CPOKU BOCCTAHOBNEHUSA
(1ONYCTUMYIO MPOAOIMKUTENBHOCTL HApPYLLEHUSA) cpeacTB 3awunTbl cBOUCTB Vb anemeHToB TC npu YC;

- obecne4vunTb pecypchbl (MaTepuanbHble/TeEXHUYECKUE, nogckme, PuHaHCcoBbIE U AP.), TpebyemMble ANA
obecnevyeHns n BOCCTAHOBNEHUSA pabOTOCNOCOOHOCTU CpeaCcTB N MeXaHU3MOB 3aLnTbl VB npu YC;

- YTBEPAUTL 0043aHHOCTUN N OTBETCTBEHHOCTbL B OTHOLLIEHUW BOCCTAHOBNEHUSA MPOLIECCOB N MEXAHU3MOB
obecne4veHna b anemeHToB UTC OusHec-npoueccos opraHnsauun npu YC;

- obecneYvnTb YeTKOE ynpaBneHue u KoopanHauuio 4eaTenbHOCTU crnyxo/noapasaeneHun opraHmsaumm
Mo BOCCTAHOBIIEHUIO CPEeACTB U MeXaHM3MOB obecnedveHna b anemenToB TC opraHmn3auumn npu BO3HUKHOBE-
HUu YC.

6.1.3 Ha ypoBHe cnyx0b/nogpasgeneHnin opraHnsaumm Heooxoanmo:

- OCYLLECTBNATb OLIEHKY M 00pabOoTKy PUCKOB, CBA3AHHbLIX C HapyLueHneMm PyHKLMOHUPOBAaHUSA NPOLIECCOB
n mexaHunamo obecnedveHna b U TC opranmnsaumnm (pesynbtartbl OLIEHKU PUCKOB, CBA3AHHbIX C B 1 BnnsaoLwmx
Ha KPUTUYHble OM3HEC-npoLuecchl, 40MKHbI ObITb A0BEAEHLI 40 CBEAEHUA BragenbLEB pUcka U PykoBOACTBA
opraHusauumn);

- cchbopmMupoBaThb (paspaboTaThb) NNaHbl U pernameHTbl (npoueaypbl) 4ENCTBUN MO BOCCTAHOBIEHUIO NPO-
LeCCOB U MexaHu3moB obecne4veHna b npu BO3HMKHOBEHUN YC;

- onpeaenuTb TPeOOBAHUSA K nepcoHany (cny>xbam) opraHnsauum Ha nepuno BOCCTAHOBINEHUA NPOLIECCOB
n mexaHn3amoB obecneyeHua Vb, HapyLUeHHbIX NPU BO3HUKHOBEHUU YC;

- OCYLLIECTBNATb KOHTPOSb AEATENBbHOCTU NepcoHana un cnyxo/nogpasgeneHnin opraHm3aumm no BOCCTa-
HOBEHWIO NPOoLIECCOB N MeXaHU3MOB 00ecne4veHnsa Vb B pamMkax BO3N0OXXeHHbIX HA HUX PONEW;

11
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- OTCneXxmMBaTb N3MEHEHUA BHELLHEW U BHYTPEHHEN Cpeabl OpraHn3aunin, a Takke UsMeHeHns, BHOCUMbIE
B apxutektypy NTC opraHnsauum c ydetom TpedoBaHun 4.5, u oLleHnBaTb BO3MOXXHOE BIIUAHUE BHOCUMBbIX U3ME-
HeHun Ha b opraHusaumm n npoLeccbl BOCCTAHOBNEHUA CpeacTB 3aLwmnThbl Vb.

6.1.4 Ha ypoBHe ucnonHurtenen (B UX 30HaxX OTBETCTBEHHOCTU, onpeaeneHHbIX A0JMKHOCTHBIMN 00A3aH-
HOCTAMU/UHCTPYKUMAMK) HEOOX0AMMO 0DecnevnBaTb 00CNYXXMBAHUE TEXHUYECKUX CPeaCTB Mo 00ecnevyeHuto
b n peannsauuntio MEPONPUATUIN, ONPEAENEHHbIX B COOTBETCTBYIOLLUMX NNAHaX U pernamMeHTax, no BOCCTaHOB-
NEHNIO NPOoLIECCOB U MeXaHN3MOB obecneyeHuna Vb, HapyLLIeHHbIX NPy BO3HUKHOBEHUN YC.

6.2 Bonpocbl cUCTEMbI MEHEAXXKMEHTA UH(POPMALIMOHHOU 6€30MNaCHOCTU OpraHn3aLuum U MeHeOX-
MEHTa HenpepbIBHOCTU OM3Heca

6.2.1 INonoxxeHna HacToAwero craHgapta gononHaoT TpedtoBaHna FOCT P MCO/M3K 27001 (npunoxe-
HUe A, pasaen A.14), onpeaenawowme cneayowme uenn n mepol b opraHnsaummn B KOHTEKCTE 00ecneyeHus
HenpepbIBHOCTU Du3Heca:

- BkntoyeHune b B npouecc MeEHEAXKMEHTA HEMPEPLIBHOCTU ODU3HECA: cneayeT pa3padoTartb U No40E PXKU-
BaTb yrpaBnsaemMbin npouecc Ang obecneyeHns HenpepbIBHOCTU OU3HECA BO BCEW OpraHu3aumm, KOTOpbIn Y4YUTbI-
BaeT TpeboBaHna b, Heobxoaumblie Ana HenpepbIiBHOCTU OudHeca opraHusaummn (cm. F[OCT P NCO/M3K 27001,
npunoxeHue A, NnyHKT A.14.1.1);

- HENPEPLIBHOCTL OM3HECA N OLIEHKA PUCKA: CODBLITUSA, KOTOPbLIE MOTYT CTaTb MPUYMHON NPEpPbIBAHUA OU3HEC-
npoueccoB, cneayeT uaeHTUMOUUMPOBAaTL HapAaay C BEPOATHOCTbLIO U BO3AEUCTBUEM TAKUX NMPEPbIBAHUN, a TAKXKe
c ux nocneacresuamu ana Ib (cm. FOCT P MCO/MS3K 27001, npunoxeHue A, nyHKT A.14.1.2);

- pa3paboTKa n BHEAPEHUE NNAHOB HENMPEPLIBHOCTU, BKNMto4vaa Vb: cneayet paspaboTtaTb U BHEAPUTL MNNa-
Hbl 419 NoAAEPXKAHUA UM BOCCTAHOBIEHUA paboTbl U Anda obecnevyeHnsa 4OCTYNHOCTU MHpopMaumnmn Ha Tpebye-
MOM YPOBHE U B TpeOyEMbIE CPOKW NOCNE NPepPbIBAHUA UMK OTKa3a KPUTUYHbIX OM3Hec-npoueccoB (cM. [OCT
P UCO/M3K 27001, npunoxeHue A, nyHKT A.14.1.3);

- CTPYKTYpa nnaHa HenpepbIBHOCTN OU3HECA: crneayeT nogaepXmBaTb €ANHYIO CTPYKTYPY NNaHOB Hemnpe-
PbIBHOCTN OM3HEeca Anga obecnevyeHna HeNPOTUBOPEUMBOCTU BCEX MNAHOB, NOCNEA0BATENLHOIO y4YeTa B HUX TPe-
ooBaHun b n naeHTudukaumnm npnoputeTos Anda tectuposaHua n nogaep>xkkn (cm. FOCT P UCO/MOBK 27001,
npunoxeHue A, nyHKT A.14.1.4);

- TeCTUPOBaHUe, Nnoaaepxka u NnepecMoTp NIaHOB HENPEPLIBHOCTU OU3HECA: NMaHbl HENPEPbLIBHOCTU DU3HE-
ca JOIMKHbI perynapHo TeCTUPOBATLCA U OOHOBNATLCA ANA TOro, YTOObLI 00ecneUYnTb UX aKkTyarnbHOCTb U 3PP EK-
TUBHOCTbL (CM. [OCT P NCO/M3K 27001, npunoxxeHne A, nyHKT A.14.1.5).

6.2.2 PekomeHgaummn no opraH1M3aumun AeaTenbHOCTU No obecneyeHuto ycnyr no soccraHoBneHmio KT
nATC nocne YC, npuBeaeHHbIE B MPUNOXKEHNN A HACTOALLEro ctaHaapTa, BKIoYaloT pacCMOTPEHUE Cneaylo-
LLIX OCHOBHbIX 0Onacremn:

- paKTopbl CTAOUNBHOCTU BHELLHEN CPeabl;

- YNIpaBrneHUe akTuBamMmu, BKno4vaga MHOOPMaLUUOHHbLIE aKTUBbLI OpraHn3aLni;

- ONM30CTb NNoLWAaaKu, 3a4eUCTBOBAHHON B BOCCTAHOBNEHUN AEATENbHOCTU OpraHnU3aLmnu;

- ynpaBneHne OTHOLLEHUAMU C NOCTaBLUMKAMM;

- cornaLlueHunsa o npuBrne4vYeHnm BHELUHUX AO0NONMHUTENLHBLIX PECYPCOB,;

- 0becneyveHne Ub;

- aKTUBU3aUUA U NpeKkpaLleHUe NCnornb3oBaHMA nnaHa BoccTaHoBNeHUs nocne YC;

- 00y4yeHune 1 NoAroToBKa;

- TectupoBaHue cucrem KT B COOTBETCTBUU C NaHaMN HEMPEPLIBHOCTU DU3HECA;

- NnNaHnpoBaHue obecnevyeHns HenpPepbIBHOCTU ODU3HECA AN NpoBanaepoB yenyr (MPUBNEKaeMbIX OpraHu-
3auuun) no soccraHosneHuto IKT opratnmnsaumm nocne YC;

- NoKymMeHTuposaHue sagad soccraHosneHna IKT u UTC nocne YC u nepunoanyecknn nepecmoTp AOKY-
MEHTaLUN.

6.2.3 OcHoBHbIe cpeactea BocctaHoBneHna KT u TC nocne YC, pacCMOTPEHHbLIE B NPUINOXKEHNN B Ha-
CTOALLEro cTaHaapTa, BKIoYaloT:

- Nnowaakn ansa BOCCTAHOBMNEHUA U UX pa3MELLEHUE;

- cpeacTBa PU3NYECKOro KOHTPONA A0CTYNA,

- unsunyeckas 6e30nacHOCTb MNOMELLEHUHN;

- cneynanbHO BblAENEHHbIE 30HbI;

- CpeacTBa KOHTPONSA BAUAHUSA BHELLHEN CPebI;

- TENEKOMMYHUKALINK;
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- QHEpProcHabXXeHue;

- yripaBrneHune KabenbHON CUCTEMOMW;

- MPOTUBONOXKAPHYIO 3aLLNTY:;

- LleHTp padoThbl B Ype3BblMaNHON CUTYALIUU;

- NIOMELUEHNA C OrpaHNYEHHbIM AOCTYMOM;

- CAHUTAPHO-TUTMEHNYECKUE HOPMbI U YCIyrK, obecnevnBatoLLne XXN3HeJEeATENbHOCTb YENOBEKA;

- (Pp13nYEeCKMe MOLLIHOCTU U >KU3HEHHbIW LINKIT BCNOMOraTesribHOro 00opya0BaHus;

- TECTUPOBAHMUE.

[1na nnaHnpoBaHWUA HENPEPLIBHOCTN OKU3Heca B YacTu obecnedveHusa b HeobxoaumMo pacCMOTPETL (PaKTO-
pbl pucka b B AeaTenbHOCTU opraHM3auunin ¢ y4eTomMm nonoxXeHnm pasgenos 4 un 5. [Npu BbiIOOpe nepevncrieHHbIX
n (MNKn) nHbIX cpeacts BocctaHoBneHna KT n TC nocne YC HeoOxoamnMmo oueHUBAaTh NOTPEOHOCTL B PEKOHMU-
rypaumm Ncrornb3yembiX UM UCNONb30BaHUM AONONHUTENbHLIX Mep B (pyHKUMN 1 MexaHn3MOB 00ecnevyeHuns
NB UTC opraHusaumn), onpeaeneHHbIX TpeboBaHUAMMN:

- HaLUMOHAanNbHbLIX CTAHAAPTOB B 00NMacTu 3aLUUTbl UHOPMALUH;

-TOCT P NCO/MSK 27001 (npunoxeHue A), TOCT P NCO/M3K 17799 (npunoxxenune A), TOCT P
NCO/MO3IK 15408-1, TOCT P NCO/MO3K 15408-2, TOCT P MCO/MOIK 15408-3;

- CTaHAapTOB opraHmnsaunn, skntoyasa craHgaptol LleHTpanbHoro 6anka Poccuu [8], OAO «P>X», OAO
«["as3npom», Accoumanmnm poCcCUNCKNX 0AHKOB N APYrnx opraHn3auuu;

- UHbIX HOPMATUBHbIX JOKYMEHTOB, coaepKaLumx cBoabl npasun (MpakTuk) u TpedosaHua Kk mepam Vb (pyHK-
LUnam n mexaHnamam odecneveHna Ib UTC opraHusaumn).

[1p1 NPUHATUK pPeLLEeHna opraHn3aLUuen no UCNONbL30BaHUIO B CBOEN AEATENbHOCTU AOKYMEHTUPOBAHHbIX
npodouneun pucka (CM. 5.2) pekoMeHayeTca pa3genbl Npodunen pucka, cogepxallume onmcaHue CyLLEeCTBYIOLLNX
1N ONOSNTHUTENbHbIX 3aLLUUTHBLIX MEP, CONMPOBOXKAaTb KOMMEHTaPUEM NO NX COOTBETCTBUIO CTAHAAPTU3UPOBAHHbLIM
TpedoBaHUAM.

6.2.4 [1pn peanusauun npoueayp soccrtaHoBrneHunsa KT u UTC nocne YC Heobxoanmo paccMoTpeTb dpak-
TOPbI PUCKOB, CBA3AHHbIE C BLIDOPOM pe3epBHbIX NOLAA0K 4119 BOCCTAHOBNEHUS.

ObLune TpedoBaHUA K npoLeccy Bbibopa pe3epBHON NnoLaakn Ansg BOCCTAHOBNEHUA U3NOXEHbBI B MPUIO-
»XeHnn C HacTodALero craHgapra.

6.3 BocctaHoBneHue u obecneyeHme PyHKLUMOHUPOBAHUA NMPOLIECCOB CUCTEMbI MEeHeaXXMEeHTa
MHpOpMaALIMOHHOUN 0€30NACHOCTU OPraHn3auum U 3alWUTHbIX Mep UHPOPMALIMOHHOUN 6€e30NacHOCTU NP
ype3BblYaUHbIX CUTYALIUAX

6.3.1 B uenax obecnevyeHunsa ynpasneHna b B cny4yae Bo3HukHOBeEHUA YC B nnaHax obecneyeHna Henpe-
DbIBHOCTU OM3HECA opraHn3aunmn A0ImKHbI ObITb NPeayCMOTPEHbI MEPOTNPUATUA N0 BOCCTAHOBIIEHUIO HAPYLLEHHbIX
onepauun, npoLieccoB MeHeaxkmeHTa b (Meponpunatna no BOCCTAHOBNEHUIO LUTATHONO OYHKLIMOHMPOBAHNA CUC-
TeMbl MeHepKMeHTa Vb opraHusauun).

6.3.2 Pa3paboTka u npuHATUE OpraHmu3aLmnen Kputepues 1 YPOBHEN yNpaBiaeMoro CHUXEHUA 3PPEKTUBHO-
ctu CMWB opranHmnsauuu, o3HavaroLmux npeaenbHble BO3MOXKHOCTU o obecneveHuto b opraHnsaumm B AaHHbIX
YCIOBUAX, MOXKET CTaTb BaXXHbIM MNONOXUTENbHLIM (PaKTOPOM. Pa3paboTka 1 NpUHATHUE opraHn3aunen KpuTepueB
1 YPOBHEN ynpaBnsaemMoro cHmxeHua adodpektusHoctu CMWB opraHusaumm MoxeT ObITb OCHOBOW A8 3 EKTUB-
HOro BOCCTaHOBMNEHUA NpoLieccoB AeATenbHOCTU B pamMkax CMIKB opraHnsaunm (npegonpeaeneHne To4ek perna-
MEHTUPOBAHHOIO BO3BpAaTa B LUTATHOE COCTOAHMUE).

Kputepuun ynpaBnaemMoro CHMXeHna adpPeKTUBHOCTU AO0MKHbI ObITb COOTHECEHbI C YCTAHOBNEHHLIMA B
Poccunckon epgepaunn katreropuamm YC n kateropuamm BO3MOXKHbIX NOCNEACTBUU ANA OpraHn3auui.

6.3.3 Heobxoanmo paccMOTpEThL crneayioLwme MeponpuATUA, CBA3aHHbIE C BOCCTAHOBNEHUEM MPOLIECCOB
nearenbHocTn B pamkax CMWbB opraHusauum:

- 3aLUMTa KPUTUYHbBIX UHCPOPMALMOHHBLIX aKTUBOB OPraHn3auuu;

- Kkcnnyarauusa 3awmTHbix Mmep b (byHKUMK U MexaHnamoB obecneyeHna M U TC opraHmsauumn);

- KOHTPOIb (MOHUTOPWHI) dbakTopoB puckoB Vb nearenbHOCTU opraHu3auuu;

- MEHEXKMEHT MHUMAEHTOB Vb opraHusauum;

- MOHUTOPUHT B KpNTUYHBLIX 00 BEKTOB 3KCMNyaTtauuoHHOW cpeibl OpraHmn3aumnmn, a Takke UCNosb3yeMbliX U
noagxknoyaemMbix B pexmume YC gononHUTenbHbIX Mep Vb opraHn3auuu;

- KOHTPOSb COOTBETCTBUSA YCTAHOBIIEHHbIM B OpraHn3aumm Hopmam JEeATENbLHOCTU B paMKax obecrne4veHns
b opraHn3aunm B COOTBETCTBUU C TPeOOBaAHUAMMN NMIIAHOB M0 BOCCTAHOBSIEHUIO LUTATHOTO PYHKLIMOHUPOBAHUAL.

6.3.4 OCHOBHbIMUM 3aa4a4aMu cuctembl MeHepKMeHTa Vb opraHnsaumnm B cnyyae BO3HUMKHOBEHUA YC aBNS-
IOTCS YCUINEHNE KOHTPOMA 3a cobntogeHnem TpedbosaHnn Mb, yctaHoBNeHHbIX B cTaHgapTax 1 HOpMaTUBHbIX
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NPaBOBbIX AOKYMEHTaX peaepanbHbIX OpraHoB MCNONMHUTENBHOW BNACTU U BHYTPEHHUX OKYMEHTaX OpraHu3a-
LW, 1 BOCCTAHOBJIEHME B KpaTyanLlmMe CPOKU HapyLLUEHHbIX NpoLeccoB n MmexaHn3moB obecrieyeHns b (cpeacTts
3alUUTbI) opraHu3aumni.

HeobXx0aMMO UCKMIOYNTb BO3SMOXXHOCTb HEraTUBHOIO BITUAHUSA BTOPUYHbBIX PUCKOB AEATENLHOCTU OpraHn3a-
LKW, BCNEeACTBUE YAaCTUYHOW UK NONHON yTpaThl OYHKLUMOHANbHLIX BO3MOXHOCTEN 00ecneveHmnsa Ib UTC opra-
HU3auUun, Ha NPoLECChbl BOCCTAHOBNEHUA OCHOBHOU AEATENLHOCTU OpraHu3auuun. [laHHsle 3agavm cneayer pe-
LLIATb B NJIOCKOCTU KOHTPONA cucteMbl MeHeaxmeHTa Vb opraHnsaumnn.

Ha nepuog BOCCTAHOBNEHUSA HAPYLLUEHHBLIX MPOLIECCOB U MexaHn3moB 0becneveHunda b (cpeacTB 3aLLnTbI)
MeHemxkmeHT Vb opraHnsauumn AomkeH ObiTb HAanpaBneH (CocpeaoToUYEH) HA YCUNEHUE OPraHn3aLMOHHbIX MEP MO
obecneyeHuto Vb.

6.3.5 [Npu BO3HMKHOBEHUN HC A0OmKHbI 0C000 cobntoagaTbCAa TPeboBaHUA:

- KOHTpONA AocTyna K UHPOoPMAaLIMOHHbLIM aKTUBam opraHm3aumnn (B 0COOEHHOCTH UL, CTOPOHHUX OpraHusa-
LKA, LOMUHUPYIOLLIME MONTHOMOYUA KOTOPbIX MOTYT ObITb OnpeaeneHbl UX OTHOLLEHWUEM K rOCyJapCTBEHHOW CUCTE-
Me npeaynpexaeHnda u nukesugauum YC);

- hnsnyeckon 6e3onacHOCTN U COXPAHHOCTU NHAOPMALIMOHHbIX AKTUBOB OpraHmu3aumnm (3aLumra ot NoBPEX-
OEHUU N BbIHOCA/XULLIEHNSA);

- 00a3aTenNbHON perncTpaunin B XXypHanax 4eNCTBUN C KPUTUYECKU BaXKHBIMN MHAPOPMALIMOHHBbIMWU aKTUBaAMMU
opraHu3saummn n cepsmncamm MTC, ocyLLleCTBNAEMbIX MEPCOHANOM OpraHn3auun n NnpeacTaBUTENAMU CTOPOHHUX
opraHusauuu.

[TopaaoK peanu3aumm gaHHbIX BUAOB AeATENbHOCTU B yernoBuax YC HeobxoaMmo oTpakatb BO BHYTPEHHUX
HOpPMAaTUBHbLIX AOKYyMeHTax b opraHusaunm (nonutukax, NONoXXeHnax, pernameHTax, MHCTPYKUUAX Anga NnepcoHa-
na). JomkeH ObITb YCTAHOBNEH NOPAAOK NPOBEPKU (MPOBEAEHUSA YYEHUIN) TOTOBHOCTU OPraHn3aumnm K BbIMosHe-
HUIO AaHHbIX TpeboBaHUKU B ycrioBusax YC.

6.3.6 B cny4yae noBpexaeHud (B pesynbrtare HYC) MexXaHM3MOB CUCTEMbI KOHTPONA (yAarneHHOoro) 4ocryna
MeHeaXXMeHTOM VB opraHunsaumnmn A4omkHbl ObITb MPUHATLI MEPLI NO NPUOCTAHOBKE/3anpeTy (Ha nepuno BOCCTa-
HOBNEHWUSA) yaaneHHoro gocryna Kk MHpopMmaunoHHbIM akTUBaM opraHndaumun. B aTom criyyae MOXKeT ObITb Bpe-
MEHHO npekKpaLleH (3anpeLleH) Bbixo B VIHTEPHET, a Takke orpaHU4YeH UNu 3anpeLueH ana onpeaeneHHbIX KOM-
noHeHtoB MTC oOMeH No TeneKOMMYHUKALIMOHHOW CETU OpraHu3auum.

6.3.7 ['lpn noBpeaeHnn MeEXaHN3MOB KpUNTorpaduyeckon 3aLluuTbl U (MNK) NX KNIOYEBOU CUCTEMBbI HA MNeE-
PO UX BOCCTAHOBIIEHUA HEOOXO0ANUMO PACCMOTPETb MEPLI N0 paboTe B 0CO0bIX ycrnoBuax. MeHeaKMeHT opra-
HU3aLUMU AOIMKEH PACCMOTPETL PUCKU U NPUHATL PeLLEeHne 00 UCKITIOYEHUN U3 peXXMMAa PaboTbl B 0COObLIX YCIOBU-
AX MEXAHU3MOB Kpunrorpadu4eckom 3aLuuTbl MHAOpMaLuun Nnnbo NPUOCTaHOBUTL 3KCNnyaTauuio KOMMNOHEHTOB
NTC opraHnM3sauuu, UCNonb3yroLMX NOBPEXKAEHHLIE CPeACTBaA KpUnTorpagui.

6.3.8 1omkHbl ObITb YCTAHOBNEHbLI 00A3AHHOCTU NepcoHana aAns NPoBeaeHNUA KOMMNeKca MeponpUATUA No
BOCCTAHOBIEHUIO LUTaTHOro oyHKkumoHnposanmusa CMWbB opraHmnsaumm ncxoga n3 notpedbHocTen opraHm3aumu, B
00A3aTenbHOM NMOPAAKE BKITIOYEHHbIE B AOIMKHOCTHbLIE MHCTPYKLUUK NepcoHana opraHnsaunm, npuBnekaemMoro K
BoccTaHoBneHuto CMWB opraHmnsauumn n (nnmn) otBeyvaroLLEero 3a Hero.

[omkHbl ObITb HA3HAYEHbI AYONEpPbI ANA OCHOBHbLIX UCNONHUTENEN, NPUBNEKAEMbIX N (MNTN) OTBEYAIOLLINX
3a BoccraHoBneHne CMWbB opraHusauuu.

Bonpockl NnpuBneYeHna nepcoHana opraHmM3auumn Unm MHbIX N1L K MEPONPUATUAM, CBA3AaHHbIM C BOCCTAHOB-
NeHNEeM LUTATHOIro PyHKLIMOHUPOBAHUA CUCTEMbI MeHeaxmMeHTa Vb opraHnsaumnm, HeooxoamMmo nIaHMpoBaTh B
nopaake nepBoo4vYepegHOCTU C yYETOM CNEAYIOLLNX YCNOBUMN.

- Hann4yMe nepcoHana aAna padtoTbl B ycnosuax YC n BOCCTaHOBNEHUE AeATENbHOCTN OpraHn3auunn B rpaHu-
LaxX OCHOBHOW UMW pe3epBHOU NNOLLAAKH;

- He0DX0AMMOCTb Yy4acTNA nNepcoHana B BOCCTaAHOBMNEHNN KPUTUYECKN BAXKHOMN AEATENbHOCTN (OCHOBHOM,
yrnpaBneH4YeCKOU N T. A.) opraHn3auunu;

- KOMNETEHUNA N HaBbIKU NepcoHana;

- NpeaenbHbIM CPOK y4acTusa B A4€ATENBHOCTU NO BOCCTAHOBNEHUIO LUTATHOrO yHKUnoHmnposaHna CMNB
opraHusauuu.

Hencreua ncnonHutenen ponen no soccraHosnenHnto CMWb opraHnsaumm n mexaHnamoB obecnedveHus Vb
(TEXHUYECKMUX CPEACTB 3aLUUTbI) A0JKHbI AOKYMEHTUPOBATLCA (HANPUMEP, B PEMMCTPALMOHHOM XXypPHane, 3aKper-
NeHHOM 3a KaxgbIiM padounm mectom MTC opranusaumm n KpTUYHbIM KOMMOoHeHTOM UTC).

6.3.9 B opraHusaunm gomkeH ObITb onpeaeneH n JOKYMEHTUPOBAH NOPAA0K BOCCTAHOBIEHNSA CPEeACTB 3a-
LLUNTLI KoMnoHeHToB b NTC opraHnsauuu, onpeaendatoLm npoueaypbl U nocrnegoBaTtenbHOCTL BOCCTAHOBE-
HUA.
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BoccraHoBneHne pyHKUMKU U MeXaHU3MOB obecneveHnsa Mb (cpencts 3aLwimThl), HAPYLLUEHHbIX MPU aBapun
n (unun) YC, HeobxoaMMO Ha4aTb ¢ KOMNOHEHTOB TC, obecneunBatoLLMX PyHKLIMOHUPOBAHNE KPUTUYHBLIX (3HAYU-
MbIX 4115 A€ATENbHOCTN OpraHmM3aunmn) OM3HeCc-rnpoLIeCcCoB.

CTteneHb KPUTUYHOCTU OU3HEC-NMPOLIECCOB 1 NoAaepuBatoLumx ux KomrnoHeHToB U TC cneayeTt ycTaHaBIK-
BaTb Ucxoa4 3 ocobeHHocTen busHeca opraHm3aumm u NpUEMNEMbIX PUCKOB NMPEpPbLIBAHUA €€ AEATENbHOCTH,
CBA3aHHbIX C HapyLueHnem Ub.

6.3.10 NocnegoBaTenbHOCTL (MPUOPUTETHOCTL) BOCCTAHOBIEHUA CPeACTB 3aLUnTbl KOHPUAEHUMANBHOCTH,
OCTYMHOCTU, ULENOCTHOCTU U APYIrMX CBOUCTB O€30NaCHOCTU AN KPUTUYHbIX KOMMOHEHTOB UTC Ka)aoro busHec-
npouecca opraHmsauum ormkHa ObiTb onpeaeneHa ncxoaa u3 pUCKOB NMpepbiBaHUA AEATENbHOCTU OpraHu3aLmm,
CBA3AaHHbIX C HApYyLUEeHUEeM gaHHbIX CBOUCTB Ub.

6.3.11 NocnegoBaTenbHOCTL (MPUOPUTETHOCTL) BOCCTAHOBNEHUA CPEACTB 3aLUMTbl MOXKET ObITh Onpeaene-
Ha YCTAHOBIIEHHOW B OpraHu3aumm NnpuopuTETHOCTLIO o0ecneveHus 3anTbl CBOUCTB IB NpuMeHUTENbHO K BOC-
CTaHaBNMMBaeMbIM KPUTUYHbIM KOMNOHEHTaM U TC kaxgoro OusHec-npouecca opraHm3aumm.

6.3.12 Bpemsa BOCCTAHOBNEHUA BCEX HAPYLLUEHHbIX OYHKLUUI U (Unn) mexaHn3amMoB 0becneveHusa VIb (cpeacrs
3aLUUTbI), He0OX0ANMbIX AN 6e30nacHoOro PyHKUMOHMPoBaHUA KOMNMOHEHTOB MTC busHec-npouecca, He A0IMKHO
npesbILLATL A0NYCTUMOUW ANg Ou3Heca opraHnsauumn npoaomkKUTeNbHOCTU HapyLLEHNA HenpepbliBHOCTU TC OK3-
Hec-npotLecca.

[1pn HEBO3MOXXHOCT W BbIMOMHEHUA AAHHOTO YCIOBUA B OpraHM3aumm MOXeT ObITb pACCMOTPEH BOMPOC O
BPEMEHHOM NpeKpaLleHUN UCMONb30BaHUA 3aLLUUTHbIX MEP.

6.3.13 Npouecc BoccTaHOBNEHUSA HApYLLUEHHON PYHKUMK 1 (Mnn) mexaHnamoB o0becneveHnsa Vb (cpeacrs
3aLUnTbI) B OpraHmnsauumn gormkeH obiTb 0becnevyeH CoOOTBETCTBYIOLUMMU PEeCypCamn.

Pe3epBHble (3anacHble) YacTu annapaTHoro odecneyeHns n Konmum MHCTaANNALUMOHHbBIX HOCUTENEN NPOrpamMmmM,
HeobXxoanmble ANA BOCCTAHOBMEHUA 9NEMEHTOB annapaTHoro U nporpamMmMHOro ooecnevyeHmna 4nga cpeacTs 3a-
LLUNTbl COOTBETCTBEHHO, AOIMKHbI ObITb A4OCTYMHbI B TPpebyemble A1 BOCCTAHOBNEHNA CPOKU U 3aLUULLEHBbI OT
NoBpeXaeHNa 0OAHOBPEMEHHO C BOCCTaHaBNMBaAEMbIM CPeACTBOM 3aLLUUTHI.

6.3.14 OcobeHHOCTU BOCCTAHOBINEHUA cpeacTBa 3aLUnTbl cepsuco VT, npeagocrtaBnaeMbiX CTOPOHHUMMU
opraHusaunamm (NPUOPUTETHOCTb BOCCTAHOBNEHNA CPEACTB 3aLUNTbI U CPOKM BOCCTAHOBNEHUA, HENPEPLIBHOCTb
cepBucoB AT Ha nepno BOCCTAHOBNEHUA U AP.), AOIMKHbI ObITb OTPaXEHbI B COOTBETCTBYIOLLIMX COrNaLleHUAx c
KOHKPETHLIMW OpraHmn3aumnsamMu.
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[lpunoxeHue A
(oba3aTenbHoE)

BoccTtaHoBneHne nHpopmMmaLuMOHHO-KOMMYHUKALMOHHBLIX TEXHONMOIMN
nocne ypesseblidyaluHoOU cumyauuu

A.1 Obwaa nudbopmauua

pefocTaBneHune ycnyr no sBocctaHoBneHuto VIKT nocne ypesssiyaliHol cumyayuu He3aBUCUMO OT Toro, obecne-
YMBaeTCHA 1M OHO BHYTPEHHUMU CUTaMU OpraHn3aUum UNun ocyLLecTBNAEeTCA C NpuBNeYeHNeEM BHELLUHUX PeCcypCcoB, AOXK-
HO COOTBETCTBOBATb pekoMeHAaunaM, onnucaHHbIM B nocneayrownx nyHkTax. CnegoBaHne pekoMeHgaunam rapaHTupy-
eT, 4YTO ycnyrn no socctaHoBneHuto VKT nocne YC Obinn peannsoBaHbl Nocne AOSTKHOMO pacCMOTPEHUA HenpeaBUa EH-
HbIX COOBITUW, MOMYLLUWX OKa3dblBaTb BIMAHWE Ha CNOCOOHOCTL BbIMONHEHUA 00A3aTenbCTB NO 0OCNYXUBAHWIO, N B3aUMO-
CBA3AHHOMo yMeHbLUEHUA PUCKa NOCPeACTBOM MpegBapuUTeNbHbIX cornaleHun ¢ gpyrumm nposangepamMmum ycnyr B aH-
HOW oOnacTu AeATENBLHOCTH.

CnepyeTt OTMETUTb, YTO:

a) 3TU pekoMeHgauun oyayT B pasfnMYHOW CTENEHW NPUMEHUMBI K NpoBangepam ycnyr no soccrtaHosneHuo UKT
nocne YC. lNpoBangepsbl ycnyr no socctaHoBneHno NKT nocne YC AOMKHBI MHTEPNPETUPOBAaTh CMbICI 3TUX peKoMeH  a-
UMW B KOHTEKCTE KOHKPETHLIX MOLLHOCTEW U YCNYT, KOTOpbIE OHW NpednaratoT UM HaMepeHbl NpeanaraTh;

b) Korga npoBangepbl ycnyr no socctaHoBneHUo MIKT nocne YC 3akntovatoT 4OoroBop UM oroBapuBaloT cornalle-
HWA 00 ypOBHE cepBUCa C OpraHnsaunamMmn, HeodbxoguMMo y4uTbiBaTb BONPOC ONM3OCTU NnoLuagKu.

A.2 CTabUNbHOCTb BHELUHEU cpeabl

CTabunbHOCTL BHELWWHEW cpefbl BaXXHa ANA HENnocpefCTBEHHOIO (PYHKUNOHWUPOBAHUA LEHTpa MO BOCCTaHOBIE-
HWIO, a TakXe Ana 6e30nacHOCTU KU bnaronony4uns nepcoHana npu noesgkax. KoOMMyHanbsHble yCnyrn, Heodoxoammele AN
PYHKUMOHNPOBAHKUA LIEHTPA MO BOCCTAHOBMEHUIO, Takue, Kak 3HeprocHabXeHne N TeneKoMMyHUKaUuMKn, MOryT ObiTb 3aT-
POHYTbI HECTAaOUNBHOCTLI BHELLHEW cpefbl. be3onacHOCTL NnepcoHana npu noesgkax B UEHTP MO BOCCTAHOBNEHUIO U U3
HEro MOXET 3aBUCETb OT HapylleHUn B padoTe TpaHCNOPTHOW cUCTeEMbI. Brnarononyyne nepcoHana U obLlecTBeHHas
NEeATENbHOCTL nocne padoThl TakkKe MOryT ObITb OrpaHUYeHbl HEHaAEXHOW BHELWWHEN cpeaon. YacToe BOSHUKHOBEHWE B
KpynHOM MacluTabe cnegyrowmx BUaoB A€NCTBUN OYAET YKasbiBaTb Ha NeXallyto B UX OCHOBE HECTaOUIMbHOCTL BHELLHEN
cpeabl:

a) 3a0acTOBKM;

b) oeMOHCTpauunu;

C) HapyLleHna oOLLEeCTBEHHOMO Nopsaka;
)
)

d) HAaCUNbLCTBEHHbLIE NMPECTYNNEHUS;

e) npupoaHble 6eacTBUSA;

f) naHaemun;

g) HAMepeHHbIe aTakn (HanpuMep, TeppopucCTUYeCcKne akTbl, ONONMOrMYecKmne aTtakn).
A.3 MeHeQXKMeHT akKTUBOB

A.3.1 ObLwana nnpopmauums
‘poBanaepbl ycnyr 4onmkHel obecnevmnBaTb, YTOObLI aKTUBLI, pa3dMeELLEHHbIE B UX NOMELLUEHNAX 419 BOCCTaHOBMNE-

Hna UKT nocne YC, mMornu OblTe TOYHO WAEHTUMPUUNPOBAHLI, YCTAHOBMTEHLI U CBOEBPEMEHHO U3BMNEYEHLI, KOrga OHU
10TpedbyroTca opraHusaumam. NoMMMO BBIMUCIIUTENBHOMO U B3aMMOCBA3aHHOIo 000pyAOBaHUA aKTUBbLI BKMHOYAKT NPU-
KNagHble NporpamMmmbl, BaXXHEULLUNE 3anUCK, XpaHALWLMECA Ha HOCUTENAX AaHHbIX (MarHUTHLIX WKW UHBIX), U HEODXoaUn-
MYHO ornepaunoHHY JOKYMEHTaUUIo, KOTopble pasMellakoT B onepauUnoHHbBIX MOMeLLeHNAX NpoBangepoB yCnyr Anga BOC-
ctaHoBneHna UKT nocne YC u (unu) asapuu.

A.3.2 NpaBa cOOCTBEHHOCTU U NPUBUNErMn opraHu3auunm

[TpoBangepbl ycrnyr 4onXHbl NogPOOHO AOKYMEHTUPOBATL N aKTyannsnpoBaTh CMUCOK akTUBOB, pa3dMeLLEHHbIX B UX
nomMelleHnax ana socctaHoBneHna UKT nocne YC. B cnyvae npuBnedvyeHna npoBangepoB yCrnyr CNUMCOK akTUBOB AOMMKeEH
ObITb BKMIOYEH B A0roBOPLI O NPeAOCTaBNEHUN YCIYT, B KOTOPLIX A0MKHbI ObITh COOTBETCTBYHOLME NMYHKTLI ANA UAEHTUdD K-
Kaunnu nx npaB cCOOCTBEHHOCTU U NMPUBUNETNUNA.

A.3.3 3aluMTa akKTUBOB

[1lna Bcex akTUBOB, pa3MelleHHbIX B NoMeLlleHUsax ana socctaHoBneHna VKT nocne YC, npoBangepbl yCryr 40mnxK-
Hbl obecneynBaTh BbIMOMHEHUE CrefyHoLLero:

a) CNUCOK aKTMBOB MogaepXuBaeTca (3TO MOXET OblTb OCYLWECTBMEHO 3a CYET UCMOSMb3OBaHUA MeHeAXMEHTAa
KOHPUrypaUununu CUCTEM N B3aUMOCBSA3a@HHbLIX NPOLLECCOB, NoagaepXMBaoOLWMX AeTanu TeKYLWNX BEPCUN AOKYMEHTaUWUu,
porpaMMHbIX cpeacTB U Bcex ocTanbHbIX akTuBoB (MCO/MOBK 20000 [9], [10] npegocTaBnAaAeT pyKOBOACTBO NO y4Ypexge-
HUIO MeHeaXMeHTa KOHuUurypauunmn));

b) BCe akTUBLI NOMeYaroTCA/MapKUpyTCA cnocoOOM, YHUKaNbHO NAEHTUMPULNPYHOLWMM NpaBo COOCTBEHHOCTMU;

C) B cnydae npepocrtaBnieHUa ycnyr no socctaHoBneHuo VKT nocne YC ¢ npuBneYeHUEM BHELLUHUX PECYPCOB

OopraHWU3aunn U MNnpuBJieYveHHbIE nposaﬁﬂ,epbl yenyr He A0JIXKHBl AeMOHCTPUPOBaATk TOYHbIE Ha3BaHWUA opraHmaau,mH B
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Apnblkax/MapKUPoOBKe akTUBOB, YTOOLI He nogBepratb PUCKY Oe3onacHOCTb. Hanpumep, Ha obopyaoBaHUN, pasMeLLeH-
HOM Ha KOJNNEKTUBHO UCNONb3yeMbIX cTennaxax, Apnblkn/MapkKupoBKka He AOMKHbI BKMKOYaThL TOYHbIE Ha3BaHUA OpraHu-
3aLunn.

[poBaiaepbl YCryr AOMKHbLI YCTAHOBUTL «CUCTEMBbI» ) ANS 3aluThl, NOAAEPKKN, YCTAaHOBNEHUS MEeCTOHaxoX/e-
HUA, N3BNEeYEeHUA N Bo3BpaTa BCeX NMOMeYEHHbIX/MPOMapKUpoOBaHHbIX akTUBOB OopraHu3aunin, pasMelleHHbIX B UX NOMe-
LLeHNAX, 1 obecneynTb, YTOOLI akTUBLl opraHusauun ana socctaHoBneHna UKT nocne YC:

a) pasMellann n XpaHunu B 6e3onacHon cpeje;

b) noaaepxmBanu B xopoweM pabovyeM COCTOAHUN C NOMOLLUBH YCTAaHOBKM COOTBETCTBYHOLMX CPEACTB KOHTPONA
BITUAHUA BHELLHEW cpenbl;

C) He ucnonb3oBann UM He nepedpackiBann ANg Apyrux Uenen, KpoMe yCTaHOBEHHLIX B 4OMOBOPE;

M 4TODBLI MECTOMNONOXEHNE aKTUBOB opraHusaumn ana socctaHoBneHnsa KT nocne YC ObINO BO3MOXHO TOYHO OTCIE-
AUTb ANA U3BNeYeHus.

B cny4yae npeagocTtaBneHua ycnyr no socctaHoBneHuo VKT nocne YC ¢ npuBnevyeHneM BHELLUHUX PECYpPCOB NpU-
BJIEYEHHbIE NpoBanaepbl yCnyr AoMKHbl obecneynBaTh, YTOOLI:

a) opraHmsaumn OblnM NPOUHMPOPMUPOBaAHLI B Clyyae NepemMeLleHna UX akTUBOB; ,

D) akTuBbl opraHusauMn M3BnekKanu WU Bo3Bpallann B 3apaHee onpeaeneHHble U cornacoBaHHble BpeMeHHbIe
MHTepBarnkbl, kKorga npuxoauTt 3anpoc OT opraHusauuni;

C) OpraHusauuun 3apaHee npeaynpexaannucbe U UX akTUBLI BO3Bpallannucbe UM B COOTBETCTBUM C Haanexallumu
YCTAaHOBMNEHHBLIMU N COrnacoBaHHbLIMU NpoueaypaMn A0 Hadvana nodon KOHMpUCKauMn Unn npekpaweHns padoThl.

OpraHusauum AOMXKHBI paccMOTpeTb CNeAcCTBUA XpaHeHUA AaHHbIX ANA BOCCTaHoBNeHUA nocne YC u gpyrux
aKTUBOB 3a HaUMOHamnbHLIMU rpaHuUaMn N 0becneyvnTb COOTBETCTBME BCEM HEODXOAUMBIM B J@HHOM ClyYyae npaBoOBbLIM
M HOPMaTUBHbLIM TpeOOBaHUAM.

A.3.4 [1oCTYNHOCTb AOKYMEeHTauuun

[TpoBalgepbl ycnyr (ecnu aToro TpedyrT UX cornaleHns od ypoBHE cepBUca) U opraHu3alnn AOJKHbI NOAAEPKN-
BaTb pe3epBHbLIE KONUKW NNaHoB, Npoueayp Ha cnydvan YC/aBapum v gpyron BaXXHOU AOKyMeHTaLluu Ana ocyLllecTBneHus
MeHeaXMeHTa aBapuii n YC, Bknrovaa NnogpoOHOCTU TOro, Kak CBA3aTbCA C NEPCOHANoOM, U 0 TOYKax 4OCTyna ANa aBapui-
HbIX ycnyr. Takue pesepBHbIE MNMaHbl, Npoueaypbl U ApYryo BaXHyH UWHOpMaLUo HeOOXOAUMO XPaHUTb BO BHELUHUX
NerkoaoCTyNHbIX MecTax.

A.4 bnu3ocTb Nnowaaku
lnowagkn ana BocctaHoBneHUa nocne YC AoMKHBI Haxo4UTbCA B TakKuUX reorpadpnyeckux pernoHax, Kotopble
BpA4 N OyayT 3aTPOHYThI TOW e YC/aBapuen, YTo U OCHOBHbIE NNoLlaaKu opraHusaunin. Bonpoc 6nn3ocTn nnoLlazok v
COOTBETCTBYIOLLMX PUCKOB cneagyeT NpuHMMaTh BO BHUMaHWe, Korga nposangepbl ycnyr no BocctaHoBneHuo VKT nocne
YC 3akniodatoT 4orosop n obroepapueatoT cornalleHna 0od ypoBHE CepBUCa C OpraHnsauUnamu.

A.5 MeHeOXMeHT OTHOLUEHUU C NOCTaBLUMKaMKH

A.5.1 O6waa nndbopmauus

[IpoBangepbl ycnyr A0MKHbl OLeHMBaTb COOTBETCTBYHOLLME PUCKU, a 3aTeM NPUHUMaTb ajeKBaTHble Mepbl ANA
obecrneyeHnsa Toro, YToObl KPUTUYECKN BaXKHOE o6opyﬂoanme N yCInyru mMornu OblTe NpefocTaBneHbl NX NOCTaBLUKaMK
B 3apaHee onpeferieHHble U cornacoBaHHble BpeMeEHHbIe UHTepBanbl. TakuMuU NocTaBLUMKaMWU MOTYT OblTb UCXOAHbIE
npounssoauTenn obopyaoBaHua U (UnNn) dUpMbl-NOCTaBLLMKNA.

[IpBeAeHHbIE HUXEe peKoMeHAaUnn NPUMEHAT TONbKO K 00opyaoBaHWIO, NpeaocTaBNaeMoMy npoBangepamu
ycnyr. OpraHuMsaunaMm, pasMecTUBLLUMM cBoe obopyaoBaHWE Ha nnolwlagke Anda BOCCTaAHOBMNEHUA, crieayeT opOpMUTL
COOCTBEHHLIE OMOBOPEHHOCTU CO CBOMMUW MPOU3BOAUTENAMU UMW NOCTaBLUKaMnU 0OOpyaoBaHUA.

A.5.2 NoapepKKka KpUTUYECKU BaXKHOro obopyaoBaHuA
‘poBangepbl yCnyr AOMKHBl YCTAaHOBUTL Npoueaypbl 4Na obecnevyeHUsa cneyunanbHOW NOAAEPKKA KPUTUYECKA
BaXXHOro obopyaoBaHUA ero nocTaBLlUMKaMK, Hanpumep npoueaypbl Ans obecnevyeHna 3aMeHbl U MOCTaBKU KPUTUYECKUX
koMnoHeHTOB VIKT B 3apaHee onpepeneHHble U cornacoBaHHbLIE CPOKM.

A.5.3 Cuctema nocraBKu

[TpoBangepbl ycnyr AoMKHbI 00ecneynTb, YTOOLI OblNa pa3padoTaHa CUCTEMa NOCTaBKK, yrnpaBnatoLlasa NoCTaBKoW
00opyaoBaHNA, KaK HOBbIX NPUOOPETEHUIA, TaK U 3aMeHbl. CUCTeEMa A0MKHa OXBaTbIBaTb CreAyroLlne acnekThbl:

a) PopMbl NOCTaBKM U BPEMS BLINONMHEHUA 3akasa Ha obopyaoBaHWe W 3anacHble YacTu;

b) rapaHTUAHBLIW Nepuno B criydae nodbiX BO3HUKAROLWMUX AedeKTOB;

C) COOTBETCTBYIOLLUYIO NpealaracMyro NogaepKy ¢ TOUKA 3pEHUA YCTAaHOBKW, BBEAEHUA B CTPON U OOyYeEHUA NPU
HeODXOAUMOCTMN;

d) 4Nna KaXporo Kputuyeckn saxxHoro kKomnoHeHta VKT npegoctaBneHue AONONMHUTENBHOU MHOpMaUUK, BKHO-

Yyas:
1) onucaHne — Ha3BaHWe, HOMeP YCTPOUCTBa N AaTy NPpUOOpeTEeHUs;
2) NPON3BOAUTENEWN;
3) NOCTaBLLUMKOB;

1) «CUCTEMBI» CbOpMMpyI-OTCFI N3 UHTEIrpnpoBaHHbLIX U B38I/IMO£I,6I.7ICTByI-OLLI|VIX KOMMNOHEHTOB NpoueccoB, PeCypCoB U

pealin30OBaHHbIX 3JIEMEHTOB (TaI{I/IX, KaK TEXHUYECKAA pealindalluAd CpeaCTB KOHTPOJIA UK MNMPaKTUHeCKUX I'IpVIEMOB) OJ1A
NOCTUXEHNA 3adBNeEHHON LHETTN.
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4) Hanu4ue;

5) CPOKU NOCTaBKN U YCTAHOBKM.

A.5.4 ObopynoBaHue, npeaocraBnsaemMoe TpeTben CTOPOHOMN

[TpoBangepbl ycnyr AofmKkHbl obecneynTb, 4YTOOLI B cnyyae, Korga obopyaoBaHUe MOXeT OblTb NpeaocTaBneHo
TPETBLEN CTOPOHOU B apeHAyY UM B HaeM, AOroBOPLl ¢ TaKUMU NMOCTaBLUNKaMW BKNOYanu crneayrowime nonoXeHus:

a) PEMOHT W 3aMeHa HeUCNpaBHbLIX YacTel B cnyyae HenpaBUIbHOro cpadbaTeiBaHUA 00opyaoBaHUS,

b) naeHTUUKauna odopyaoBaHUA, He NOKPLIBAKOLLEroCA CTPaxOBKOW;

C) CPOKM N yCNOBKUA BO3BpaLLUEHNA NOCTaBLMKaM apeHaoBaHHOMo 0bopyaoBaHus.

A.5.5 lNepcoHan, npegocraBnaeMbin TPETbEU CTOPOHOW

[TpoBangepbl yCnyr 4OMKHbl YCTaHOBUTL NMpoLeaypbl 4Nns obecneveHna KBanupukaumn n HagexHoCTU nepcoHana
NocCTaBLUWKa, HeENOCPEeACTBEHHO BOBJIEYEHHOIO B NOAAEPXKKY UX YCNyr NO BOCCTAHOBMEHUID. OTO AO/MKHO OXBaTbiBaTb
nepcoHan, npepoctaBNAeMbld NOCTaBLLMKaMKU ANA:

a) TEXHUYeCcKoro obcnyXXmBaHUa U peMoHTa cpeacTB U 000pyaAOBaHMA HA MECTE WU BHE MeCTa 3KcnnyaTaunm;

b) obecnevyeHNa NOCTOAHHOW NMOAAEPKKN YCNyr B NOMELLEHUAX NpoBalepa ycnyr B KadecTtBe padoTarollero no
LOroBOpYy nepcoHana Ansa npoBangepoB yCcnyr. 3T 4OroBopbl A0/MKHBI OXBaThIBaTb:

1) NpepocTaBneHUe 3aMeHbl B 3apaHee onpefenieHHble U cornacoBaHHbIE CPOKU, ecnn npefocTaBnaAeMbln U
paboTaloLlnn Mo AOroBOpy NepcoHan HeAOCTYNEH UMM He CrnocobeH BLINOMHATE NOPYYEHHBIE 3afa4Kn No BOCCTa-
HoBNeHuto VIKT nocne YC;

2) noagTeepxaeHne nodbix HEOOXOAMMBIX NPOBEPOK HAAEXHOCTU paboTarollero no AoroBopy nepcoHana.
A.6 CornaweHus o npuBrneYeHU BHELUHUX pecypcoB
A.6.1 Obwan nHcpopmaumna
[TIpoBangepsl ycrnyr MOryT opopMIaATh cornalleHnsa 0 NpUBneYeHn BHELLWHUX PECYPCOB CO CBOUMU NOCTaBLLUKaMW

Ha BpeMeHHOW UMK NOCTOAHHOW OCHoBe. B oTnuyne oT MeHegXXMeHTa OTHOLUEHUU ¢ NocTaBLUUKaMUN TPETBEN CTOPOHHI,
CBA3aHHOro ¢ obopyaoBaHMeEM U ycnyramu, npefoctaBnaeMbiMU NOCTaBLWMKaMKW, NpoBangep ycnyr MOXeT obnagaTh
MEHbLUEN CTENEHBLIO KOHTPOMA B NMFOOOM cornalleHnn o npuUBneYeHnn BHeLWHNX pecypcoB. [103TOMY BLIOOPY U MEHEX-
MEHTY OTHOLLUEHWIA C NpUBNEYEHHBIMW NOCTaBLWUKaMN cneayeT yaenaTth 0onblle BHUMaHKUA. 3TO BKIKOYaeT obecneyeHune
MOHUMaHNA NOCTaBLUMKOM cnelundonkn aenoBblX NoTpedbHOCTENW npoBangepa ycnyr, bonee cTporne AoroBoOpHbIE Corna-
LeHns, bonee TwaTenbHble Nepuognyeckne NPoBeEPKU cornaeHnin 0 NPUBNEYEHUN BHELLHUX PECYPCOB, BHUMATENBbHYIO
NPOBEPKY CpeAcCTB KOHTpoNA 6e€30nacHOCTM NOCTaBLUWKa, a TakkKe KBanupukaunm n HafgeXHOCTU nepcoHasra nocTas-
LLIMKa.

Takune cornalleHna o NpuUBNeYeHN BHELLHUX PECYPCOB HE AOMMKHbI OKa3blBaTb BMIUAHUA Ha CNOCOOHOCTL NpoBau-
LepOoB yCnyr okasbiBaTb YCIyru opraHusaunam. Kpome Toro, OCHoOBHaa OTBETCTBEHHOCTL 3@ oKasaHue ycnyr no-npeXXHemy
NeXUT Ha npoBagepax YCrnyr U He MOXeT OblTb BO3MOXEHa Ha TPETLH CTOPOHY.

A.6.2 NHhOPMUPOBAHHOCTL NOCTaBLUUKOB

[TpoBangepbl ycnyr 4omkHbl obecneunTs, YTOOLI BCe BHELLHUE CTOPOHLI, BOBNEYEHHbIE B MEXAaHMU3M NPUBNEYEHNS
BHELUHWX pecypcoB, BKNYaa cyonogpagyumkoB, coO3HaBanuM CBoM 0DA3aHHOCTUM U 00A3aTenbCTBa MO NogaepKKe ycnyr
npoBavgepa ycnyr. Hanpumep, cnegyet NnpoBoAUTL Nepunoguyeckne MHQoOpMaUUoOHHbIEe COBELLaHUA Ana BCeX Npusne-
YeHHbIX MOCTaBLUMKOB.

A.6.3 [loroBopHoe cornaiwieHue

[TpoBangepbl yCnyr A0fmKHbl obecneunTb, YTOObl 00A3aHHOCTU U 00A3aTenbCTBa NPUBNEYEHHbLIX MOCTaBLUNKOB,
BKITtoYas ux cyonogpagumkoB, Obinn 3aduKcupoBaHbl B JOMOBOPHLIX cornaweHnax. Hanpumep, npuBneyeHHble NocTan-
LLMKKU OOJSMKHBI NOMNONMHATE Pecypchl B 3apaHee onpefeneHHbIN U cornacoBaHHbIN Nepuos BpeEMEHN.

A.6.4 llepuoanyeckan npoBepkKa
[IpoBangepbl ycnyr 4OMKHLI NPOBEPATL PUCKU NMPUBEYEHUA BHELLUHUX PECYPCOB NMOCTaBLUMKOB MO KpauHeU Mmepe
exerogHo. B xoge npoBepoK HeOOXOANUMO U3yYaTb:

a) PuHaHcoBOE Onarononyyme U XXU3HecnoCoOOHOCTL NOCTaBLLUKOB;

b) HOBble BO3MOXHOCTU anbTepHaTUBHbLIX MOCTaBOK.

A.6.5 CpencrtBa KOHTpona 6e30nacHOCTU NOCTaBLUUMKOB
IpoBangepbl yenyr AomKkHbl obecneyunTs, YTOObL BCEMU CTOPOHAMKU, BOBMTIEYEHHBIMW B COrMnalleHns o nNpuBneYe-
HUW BHELLHWX pecypcoB, OblfT MPUHAT NAEHTUYHBIA YPOBEHb PU3UYECKUX, NOTUYECKUX U APYTUX CPEACTB KOHTPONSA De30-
NacHOCTU ANA OorpaHuYeHua M 3alluTbl gocTyna K pyHKUUAM npoBangepa ycnyr, OCyLlecTBNAEMbIM C NMpUBNeYeHNeM
BHELLUHUX pecypcoB. OTO AOMKHO OXBaTblBaTb BCe B3aUMOCBA3aHHOe obopyaoBaHUe, NMporpamMMHble U annapaTHble
cpedcTBa U NOMeLLEHUS.

[TpoBangepbl ycnyr 4OoMmKHbl Takke obecneyvnTb NpoBeAeHNE MU PErYNAPHBIX ayaAUTOB BCEX (OU3INYECKUX, NOTU-
YECKUX N ApYyrux HeobXoaAUMbLIX CPpeACTB KOHTPONA ©e30NacHOCTU, yCTaHaBNMBaeMbIX MPUBEYEHHBIMU CTOPOHAMMN.

A.6.6 KauecTBO nepcoHana noctaBLlyMKa

[TpoBangepsbl ycnyr oMmKHbl 0becneynTs, YTOObI Y BCEX NPUBMEYEHHBLIX NOCTaBLUKOB ObINK popMankbHble NOMUTU-
KW 1 npoueaypbl B OTHOLLEHUM HaMa NepcoHana A4Na npeaocTaBeHUa yenyr. 3TU NONUTUKA U npoueaypbl AOMKHBI ObITh
YacTb AOrMOBOPHOIro cornalleHna ¢ npueneYeHHbIMU NOCTaBLWNMKaMW U BKNHOYaTb:

a) TpeboBaHUA K KBannpuKkaumumn 1 onbITy NepcoHana;

b) HEOOXOAMMOCTE NMPOBEPKK (NPOBEPOK) HAAEXKHOCTU NEepCoHara nNocTaBLUKKa, Korga 3TO HYXHO,

C) NONIUTUKK, Kacarollmecd, HanpuMmep, aTUKKU, noBegeHUA, NOJTOBOrO UM pacoBOro NpUTECHEHUS,
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d) NONUTUKN U Npoueaypbl, cBA3aHHbIE ¢ MOHUTOPUHIOM (PYHKUUOHUPOBaHUA,

e) NONUTUKM N nNpoueaypbl, Kacatlolmeca 3aMeHbl NepcoHana.

A.7 NudpopmaunoHHaa 6e30nacHOCTb

A.7.1 Obwaa nndbopmauua

[TpoBanaepbl ycnyr A0mMKHbl obecneynTb, YToOLI VB opraHmnsaunin He nogBepranacb PUCKY, a ANga 3TOro UM MOXET
noTpeboBaTLCA MHBECTUPOBATL AONOMHUTESNBHBIE pecypchl ANA BblaeneHns n nogaepxkm b opranmsaunn.

[TpoBangepbl ycrnyr AomMmKHbl coobLaTh 0 PU3NYECKUX, NMOrMYECKUX N APYrMX MeXaHU3Max obecneveHns Besonac-
HOCTU (BKOYaa MeHeaXMEeHT WHUWAEHTOB (M cnabbix mMecT) VIB) opraHnsaumMam U cornacoBbiBaTb C OpraHU3aUnamu
NMPUMEHNUMOCTb MeXaHU3MoB obecneYveHna 6e30nNacHOCTU NpU akTUBauUWK nnaHa Ha cnydan YC. IomelleHna n obopy-
0 0BaHue Ana BoccTtaHoBneHUa nocne YC HeoOX04MMO NOABEPrHYThb OLIEHKE, YTOOLI yOeaAUTLCA, YTO OHWU COOTBETCTBYHOT
TpeboBaHUAM OpraHM3aUni K 3alluTe.

[na obecne4vyeHNa BbINOSTHEHMA COOTBETCTBYIOLLMX TpeboBaHUN 6e30MacHOCTU NpoBangepbl YCnyr 4OMKHbl NpU-
nepxueatbea TpedoBaHuin MCO/M3BK 27001 [11] 1 MCO/MBK 27002 [12].

A.7.2 NsonupoBaHue cucteM UHOPMaLUOHHO-KOMMYHUKALUUOHHbIX TEXHONOIMMM

[TpoBanaepbl ycnyr A0SMKHbl obecnevnTb, YTOOLI MHDopMauns cuctemel MKT ogHOW opraHusaunm He Obina oc-
TyNHa UK He cTana usBecTtHa cucteme KT apyron opraHmsauuun, ecrim TONbKO 3TO He pa3pelleHo. [IpoBangepbl ycnyr
LOJIKHbI co3faTh cpeAcTBa ANA UAEHTUPUKAUUM U PUIUNYECKOTO U NOrNYeCcKoro U3onmpoBaHua pasMelleHHbIX B UX
noMeLleHnax pasnuyHbelx cuctem UKT, KoTopehle:

a) nogaepXmMBaroT U CONPOBOXAAT pas3nnyHble BHELLHWE NOCTaBLLUKN;

b) aboHUpOBaHbLI PasHbIMKU OpraHnu3aLUnaMu.

A.7.3 OrpaHuyeHue U pasgeneHue nepcoHana

[TpoBangepbl ycnyr B CBOUX NOMELLEHUAX ANA BOCCTAHOBMNEHUA NMPU HEOOXOANMOCTU AOSIKHbLI CO34aTb CPeACTBO
ANA naeHTudpunkaumn n orpaHnYeHna ocTyna pasnuyHoro nepcoHana Kk cuctemam VKT u nHdpopmaumm ana obecneve-
HWA TOro, YTOObI:

a) cyllecTBoBanu orpaHuyeHna pusndeckoro 4octyna K noMmelleHnaMm, BMewarownm cuctemel KT, Hanpumep,
cucrembl MIKT ¢ pasHbiMKU TpeboBaHMAMU 3alUTLl AOSMKHLI ObITh pasMelleHbl B PasHbIX COOPYXEHUAX UMW yyacTKax/
noMeLleHnax, 4Tobbl MOMMK ObITh Hagnexawnm odbpasoM peannsoBaHbl cpeacrTBa PU3NYECKOro KOHTPONA AOCTYNA;

b) pabo4ne y4acTku, UCNONb3yeMble NEPCOHANOM NpoBalaepa ycnyr, opraHnsaunm U noctasLllMKa, OblNKU cnnaHu-
pOBaHbl U CMPOEKTUPOBaHLlI C YY4ETOM KOHMPUAEHUNANBbHOCTU U CEKPETHOCTU UHPOPMAaLUKUKW, KOTOPLIE B 3TOM Criydvae
ABNAKOTCA rMaBHbIMU TpeboBaHUAMW NPU NPOEKTUPOBaAHUN, HANPUMEP, NPUMEHUTENBHO K COOPYXEHUAM U (UNK) Bblae-
NEHHbIM OTAEeNbHBIM yYacTkaM/MoMeLLeHUAM ANA UCNoNb3oBaHUA NepcoHanoM pasfnuyHoW npuHaaneXHocTu.

A.7.4 llepepgavya gaHHbIX

[TpoBanagepbl ycnyr 4oMKHbl 06ecneynTb NoAAEPXKKY LENMOCTHOCTU N KOHPUAEHUMANBHOCTU AaHHbIX OpraHu3aunm
0NA BoccTaHoBneHnA nocne YC BO Bpema nepedaydn (SNeKTPOHHbLIM unu dpusndeckum cnocodbom) Ha nnowagky ang
BOCCTaHOBMeHNA nocne YC N ¢ Hee ¢ y4eTOM AOroBOPHBLIX 00A3aTeNbLCTB Nepel opraHn3aunsamu,

A.7.5 MeHeg XMEHT UHUMAEHTOB UHPOPMALUOHHOU 6€30NacCHOCTH

[TpoBangepbl ycrnyr AofmKHbl 0becneyunTb, YTOOLI 000 BCcex nHUnageHTax Mb n cnabbix Mmectax 6e3onacHOCTU ObIC-
TPO cOOBLLanock COOTBETCTBYOLLWUM OpraHam U NpUHUManunucb Heobxoaumele Mepbl. [JofKHa CyLLeCcTBOBaTh MOMHOCTLIO
coBMecTUMaa ¢ TOCT P MCO/MO3K TO 18044 cxema MeHeaXMeHTa nHUnaeHToB Ub.

A.7.5.1 Npouenypobl

[JormkHa ObITb ycTaHOBNeHa dhopManbHaa COBOKYMHOCTb Npoueayp ANa paspelleHna sonpoca UHUWAEHTOB (U
cnabdbix MecT) Ub (BKNtovaa dounsndeckne). OHa gonkKHa oxBaTbIBaTh:

a) obOHapyXeHne Bcex MHUNAEHTOB (M cnadbbix MecT) b n BsanmMocBaA3aHHbIE Npoueaypbl U NMYTU UX pacnpocTpa-
HEHUS;

b) coobLleHne 0060 Bcex nHUumMaeHTax (U cnadbix MecTtax) VIb n nx perncrpauuto;

C) perucrpauunto pearmpoBaHua, NPUHATLIX NpeaynpeanTenbHbIX N KOPPEKTUPYIOLLNX MED;
d) nepnoanyeckyro oLeHKy BceX NHUNAEHTOB (M cnabbix MecT) Ub;

€) N3BfieYeHne ypoKoB U3 NMPOBEPOK MHUMAEHTOB (1 cnadbix MecT) b n BHeCceHMe ycoBepLUEHCTBOBaHUI B 00ecne-
YeHune 0e30MacHOCTU U CXeMY MeHeXMeEHTa UHUMAeHTOB (U cnabbix mecT) Vb.

A.7.5.2 Kputepuun oLeHKM
3ce MHUMAEHTHLI (M cnabble mecTa) b HeobxoanMo oUeHnBaTb, KOrda HYXHO, NyTEM U3YYEHUA XKypHaNoB PErUCT-
paunn. JonmkHel ObITe co3faHbl KPUTEPUU OLUEHKKM MHUWAEHTOB (M cnabbix MecT) b 1 (nnun) pearmpoBaHUa nepcoHana
Ha OCHOBE:

a) obHapyxeHnsa: Kak obln 0OHapyXeH nHunaeHT (unu cnadoe mecto) MB? MoryT nu napameTpbl 0OHapyXeHUA
ObITb yNy4yllEHbl C NOMOLLBIO TEXHUYECKUX MEP UMK UHBIM CNOCODOM?

b) yBegomneHusa: Kak Oblno coodbleHo o6 nHumaeHTte (Mnun cnadbom mecte) Nb cooTBETCTBYHOLWEMY NepcoHany?
Bbinn 1 NPOUHPOPMUPOBAHBI O CNOXUBLLUENCA CUTYaLUWUN BCe 3aTPOHYThIE CTOPOHBLI? CyLLEeCTBYHOT NN anbTePHATUBHbLIE
n bonee aPPEKTUBHLIE KaHamnbl OMOBELLUEHUA WU NpeaynpexaeHna?

C) pearnpoBaHns. Kak npuHMManuch pelleHns N OCyLWEeCTBNANOCE pearnpoBaHne? MoryT nu ObITe caenanbl ganb-
HeWllMe yCoBEPLLUEHCTBOBaHUA ANa ynydlleHna npouecca NPUHATUA peLleHnn?

d) achpekTnBHOCTU: BBINK N HagnexawmmMmm oUueHKA MHUNMAEHTOB (MNK cnabbix MecT) B 1 (Mnn) B3anmMocBA3aH-
HOro yuwepo6a? bulfio Nn 3P PeKTUBHBIM pearnpoBaHne, HarnpuMep, ¢ TOUKU 3pEHUA cCAepPXUBAHNA UNKU NpeaoTBpaLleHNns

AalnbHEULIMX NHUNAEHTOB (MNK cnabbix MecT) b n (Mnn) B3anMocBA3aHHOMo yulepba?
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A.8 AKTuBauuda U ge3akTuBauus nnaHa BOCCTAaHOBIEHUA NOCcne ypessblidauHoU cumyauuu

A.8.1 ObLwana nHpopmauums

[TpoBangepsbl ycnyr 4OMKHbI BMECTe C OpraHusaunamMu yctaHOBUTL YCIOBUA W NpoLeaypbl akTuBaUun U Ae3aKkTUBa-
LMW yCIyr N0 BOCCTaHOBNEHUIO nocne YC.

OpraHusauun BMecCTe CO CBOMMW NpoBangepamMun ycnyr (C y4eToM AOroBOpPHbLIX 00A3aTeNLCTB NpoBangepa yenyr
nepen opraHusaunen) 4oImKHbI NOAAEPXKUBATb pe3epBHLbIE KONWKW nNnaHoB, npoueayp Ha cnydan YC/aBapuu U gpyrou
BaXXHOU MHOpMaLMK (TakoU, KaK CMUCKU KOHTaKTHBIX AaHHbIX UKW «4epeBO 3BOHKOB») ANA OCYLUECTBIIEHUA MeHenX-
MeHTa YC n aBapun.

A.8.2 llpegBapuTenbHble cornaweHus

[na npefoTBpalleHns nyTaHuuUbl U pasHornacuin nposangepsl yenyr 4OMKHbl 00ecneyunTb, YToObl Mexay HUMU U
opraHuM3aunamMun ObINM yCTaHOBMEHblI NpeABapuUTenbHbIE cornaleHns, B obasaTenbHOM nopaake 3agoKyMeHTUPOBaH-
Hble U AOoBedEeHHble A0 YNONMHOMOYEHHOro nepcoHana. OHU 4O0JKHbI BKNHOYaTh:

a) CMNCOK YNONTHOMOYEHHbIX NMpeacTaBUTeNnen opraHsaunm, KoTopble MOTyT akTUBUPOBaTh UMK Ae3aKTUBUPOBAThL
aOOHUPOBaHHbLIE YCINYIW;

D) NpUHATEIE MeXay npeacTaBUTENAMU NpoBangepa ycrnyr U opraHusaunm cpeacrtBa CBA3U ANA yBeLOMIEeHUs,
NOATBEPXKAEHUSA, aKTUBaUUN N Ae3akTuBauun aboOHUPOBAHHLIX YCNYT,

C) YCNOBUA, B CUNY KOTOPLIX OpraHn3aLuna MOXeT akTUBUPOBAaTbL UNKU Ae3aKTUBMpoBaTh abDOHUPOBaHHbLIE YCYIU,

d) npoTokon yBeaoMneHuUa nobon CTOpoHLI 00 yxoae U M3MEHEHUAX B COCTaBE OCHOBHOMoO nepcoHana (4Toobl
NPUHATE Mepbl NPegOoCTOPOXHOCTU NPOTUB HENPABOMEPHOW akTuBaLUunM U T. 4.);

€) CNMUCOK nepcoHana opraHusauun, KOToOpoMy paspelleH oCcTyn K noMelleHUto ana socctaHoBneHua KT nocne
4C nocne aktuBauuun nnaHa.

A.8.3 YBegomneHue
poBangepbl YCNyr AOMMKHbI 00ecneynTb, YTOObI 3aKknyYaeMble ¢ opraHu3auuaMn cornalleHna BKIIYanu npu
HeOOXOAMMOCTN NPUBEAEHHbBIE HUXE npouUeaypbl YBEAOMMNEHUS:

a) NnepBoHavanbHOEe yBeAOMIIEHUE NMpeACTaBUTENAMU OpraHu3alum npeacraBUTenen npoBangepa ycnyr,

b) noaTBepXaeHUE CO CTOPOHLI NpeacTaBUTENen npoBagepa ycnyr npeactaBUTeNaM opraHusauuu;

C) yBeAOMIIEHME NepcoOHana npoBanaepa ycnyr, HeNnoCpeaACTBEHHO BOBMNEYEHHOro B nNpefocTaBrieHne aboHUpPo-
BaHHbIX ycnyr, B LUenax 4OCTUXEHUSA ero roTOBHOCTN;

d) yBeAOMIEHNE BHELUHUX MOCTaBLUWKOB MpoBanjepa ycnyr, BOBNeYeHHbIX B nNpefoctaBneHmne aboHUPOBaAHHbLIX
YCNyT, B LeNax OCTMXKEHUA UX TOTOBHOCTN;

€) KOHCynbTaLUuo ¢ NpeacTtaBUTENAMN OpraHusaumym no BONpocy o4HON U3 crnefyrowmx NMMHUAN 4€eUCTBUN:

1) npoAonkaTbk OcTaBaTbCA B COCTOAHUN TOTOBHOCTMU;
2) NpeKkpaTuTb yBe4OMITEHUE;
3) akTuBupoBaTb abDOHUPOBAHHbLIE YCNYrK B TeYeHWE 3apaHee onpefeneHHOro nepuoga BPEMEHMN.

Bca cBA3b Mexay npeactaBUTeNnaAMU npoBangepa ycnyr U opraHmsaulun Ha atane yBeAoMITEHUA AOMKHa ocylle-
CTBNATBLCA NOCPEACTBOM 3apaHee corfnacoBaHHbIX MeXAy npoBalgepamMmu ycnyr U opraHusaumusamMu cpecTB CBA3MU.

A.8.4 NlHUuunpoBaHue ycnyr

[TpoBanaepbl ycnyr 4onmkKHbl obecneyvynTb, YTOObLl 3aKnyaeMble ¢ OpraHM3aunaMun cornalleHna BKnoYanu npu
HeoOXOAUMOCTU NPUBEAEHHBIE HUXE npoueaypbl akTuBaUnum aboHUPOBaHHbLIX YCIVT:

a) NHpopMUpOBaAHNE PYKOBOACTBa NpoBangepa ycnyr od aktuBauum ycnyr opraHusaumen;

b) nonyvyeHne HeoOXoAUMBIX 3anucen U3 6e3onacHoOro XpaHunuua (¢ y4eToM A0roBopHbIX 00A3aTeENLCTB Nepe
opraHusaunamun),

C) NpuBeAeHNe B AeUCTBUE NepcoHana npoBangepa ycnyr, HeNnocpeACTBEHHO BOBNEYEHHOro B NpeaocTaBneHune
aOOHUPOBAHHbLIX YCIVT;

d) npuBegeHne B A€NCTBUE BHELLHUX NOCTaBLUWMKOB NpoBaiepa ycnyr, BOBNEYEHHbLIX B NpefocTaBneHne aboHUpo-
BaHHbLIX YCNVT;

e) NoAroToBKy abOHUPOBAHHLIX YCNyr, HAanpuMep NnoLwaakn A9 BOCCTAaHOBMEHUSA, ANd nepefadun saHUMarLeMy-
CA BOCCTaHOBNEHUEM NepCoHany opraHusauuu;

f) nepepavy aboHNMpPOBAHHLIX YCNyr, HAaNnpuUMep nnowaaku Ans BOCCTaHOBMEHUA U 000pyaoBaHUA, NpoBangepamMmu
YCNyr 3aHMMaroLeMyca BOCCTAaHOBNEHNEM MepcoHany opraHusauuu.

Bpemsa pearnpoBaHUa ANA KaxXgon U3 NpuUBeAEHHbIX Bbille Npoueayp TOXe AOIMKHO ObITh BKMHOYEHO B cornalle-
HWEe C KaXX4oWu opraHusauunen.

A.8.5 3aBeplLUueHUe OKa3aHUA ycnyr

[TpoBangepbl ycnyr 4OSKHbl 00ecneynTb, YTOOLI 3aKnYaemMble ¢ OpraHn3aunsaMin cornalleHns BKIIoYanu npoLe-
Oypbl, ynopsaodnBarLlne nepegady opraHusaUnaMn nNoMeLLeHnn n obopyaoBaHUA npoBangepam ycnyr, Korga ycnyru
npeaocTaBleHbl.

A.9 ObyuyeHue n obpasoBaHue

A.9.1 O6Lwana nHpopmauums

[TpoBaepbl yCnyr n opraHnsaunm aonxHel obecneyunTtb, YTOOLI 00yYeHUe BoccTaHoBneHno VKT nocne YC npe-
0OCTaBNANOCL BCEMY NepcoHany npoBangepa ycnyr u npuBneYeHHoMy nepcoHany opraHusaunu, B 0COOEHHOCTH, YTOOL!
BECb HOBbLIK nepcoHan OblfT COOTBETCTBYHOLWMM 00pa3oM obyyeH, MOr nNpuUHMMaTb Ha ceba N KOMNEeTEHTHLIM 0DOpa3oMm
BbINMOMTHATL CBOU paboune 00A3aHHOCTU. YneHbl nepcoHana AonXHbl OblTb NPU3HaAHLI KOMMNETEHTHLIMUY, NPEXAE YEM UM
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OyayT nopydeHbl padboune 0b6a3aHHOCTU. Oby4vyeHNe MOXHO NPOBOAWUTL MNPWU NOMOLLKW COOCTBEHHOrO NepcoHana Unu
npuBnekaTb TPETbU CTOPOHLI. BBOAHOE 0Dy4YeHWe BOCCTaHOBMNEHUIO nocne YC AOMKHO ObITb NpefoCcTaBNeEHO BCEMY
nepcoHany, a cneyuManbHoe obydyeHne — nepcoHany, KOToOpoMy NopyvYeHbl OCHOBHLIE 0DA3aHHOCTU MO BOCCTAHOBEHUIO
nocne 4YC.

A.9.2 ObyuyeHue nepcoHana npoBangepa ycnyr

[TpoBangepbl ycnyr AOSMKHbl 00ecneynTb «CUCTEMY», rapaHTUPYIOLLYIO, YTO BECb NMepcoHan, HenocpeaCcCTBEHHbLIM
0Opa3oM BOBMEYEHHLIW B NpefocTaBieHNe ycnyr opraHusaunsam no socctaHoBneHuno UKT nocne YC, BknoYvaa nepco-
Han, ynpaBnaWMi dU3NYECKUMU MOLLHOCTAMMU, COOTBETCTBYHOLLMM 0O6pa3omM oOy4yeH U aTTecToBaH, @ UMEHHO:

a) BCe YneHbl NnepcoHana npoBalaepa ycnyr npoxoaat oopMansHoe obyyeHune no socctaHoBneHuno UKT nocne
YC v nony4yatoT obpasoBaHne, COOTBETCTBYHOLLEE UX PONAM B BOCCTAHOBMEHUN opraHu3auumn. INepcoHan, ynpaBnsAoLlwmni
PU3NYECKUMU MOLLIHOCTAMMW, AOJIKEH NPOUTU popManbHoe 0byYeHne U NONyYnUTL NOAMOTOBKY, COOTBETCTBYHIOLLYIO Onepa-
LMOHHBIM poniaMm. Ana nepcoHana, BbINOMHAKLWENo0 OCHOBHbIE 00A3aHHOCTU, HEODOXOAUMO MPOBOAUTL aTTecTaunto oby-
YaeMbIX BO BPEMA U (MNW) B KOHLE KaXaoro Kypca oOy4eHus;

b) BCe y4yeOHble 3aHATUA HEOOXOAMMO AOKYMEHTUPOBAThL, hUKCUpOBaTL peadynbTaThl U NPUHUMATL Mepbl ANS
PAacCMOTPEHNSA BOMNPOCOB, KacalLlWnXCH BbIABNEHHbIX HE4OCTATKOB.

A.9.3 ObyyeHue nepcoHana opraHu3sauum

OpraHusaynm AoMKHbl YCTAaHOBUTL NporpaMmmbl Agna obydeHna cBOero nepcoHana, KoTopomy OyaAyT NOopyYeH:bl
00A3aHHOCTK BO BpeMa aBapun unn YC (Hanpumep, agMUHUCTPATOpPLl 0a3 AaHHbIX, CTaplWKMil nepcoHan B cpepe paspa-
OOTKM NPUNOXEHUW, aAMUHUCTPATOPLI CPEeACTB CBA3U, pabOTHUKKN, OKa3blBatloLLKMe NePBYO NOMOLLb, HaYanbHUKW NoXap-
HOW Cny»KObl N, BOSMOXHO, YacCTb CTapLUero nepcoHana nu3 Yyncna nonb3oBaTenen), UTodbbl obecneynTb yA0OBNETBOPUTENb-
Hble pes3ynbTaTbl BO BpeMAa YC/aBapuu. [1o aHanorm4yHbelM NpuYnHam BOBMNEYEHHLIN NepcoHan opraHusauuu goJnKeH
TakkKe y4acTBOBaTb B YYEHUAX, CBA3AHHbLIX C NMnaHaMu BOCCTaHOBeHUA nocne YC.

OpraHusauunmn Takke gomKHbl obecneunTb, YTOOLI 3aMeCcTUTENN OCHOBHOIO nepcoHana obinn oby4veHbl N y4acTBO-
Banu B YY4EHUAX, CBA3a@HHbLIX C MNaHaMKu BOCCTaHOBNeHUA nocne YC, Ha cny4ail, ecnn OCHOBHOW nNepcoHan dyaeT Heao-
CTYNEH, Korga aTo noTpebyeTcs.

[IpoBOAUMOE OpraHusauuen TectupoBaHue, BkoYaa uMutayuto YC/asapumn, XoTa U ABNAETCA LUEHHBIM, HE JOMXK-
HO OblITb €QUHCTBEHHLIM 3NEMEHTOM (PopManbHOro odyyeHna. OTO MePONpPUATUE AaeT NPaKTUYECKUA OMbIT, HO He
obecne4vynBaeT CUCTEMATUYECKOIO U TLLATENBHOIO 0Oy4YeHNs.

A.9.4 Bugbl obyueHus

[TpoBangepbl yCnyr u opraHmsaunn 4ormkHel odecnednTb, YTOOLI BUA LI NPefOoCTaBNAEeMOro A4Na nepcoHana oby4ye-
HUA OblNKM copasMepHbl NOPYHYEHHBIM 3agadvaM U 00A3aHHOCTAM. Buabl 0Oy4eHUs BKNHOYaKOT:

a) BBoOAHOe oby4eHne — ansa obecnedveHns 6as3oBoro NOHUMaHUA U OCO3HaHWUA,

b) 0byyeHne NOBLILLEHHOrO YPOBHA — A8 YCBOEHUA NepcoHanoMm cneunanbHbIX 3HaHUA U HaBbLIKOB 4119 BbIMOJTHE-
HUA NMOPYYEHHbLIX 3ajav;

C) NOCTOAHHOE OD0yYeHne — ANA NoAAEPXKKM 3HAHUW NepcoHara Ha ypoBHe, OTBeYalolleM COBPEMEHHBLIM TPebo-
BaHWAM, N obecneyveHns ero KOMNeTEHTHOCTU NPW BbINOSTHEHUW NOPYYEHHbLIX 3ajdav;

d) TPEHUHr — ANa NoAAEPXKKU KOMMNETEHTHOCTU U MOTOBHOCTU NepcoHana.

A.9.5 O61bemM u yactoTta obyuyeHuUs

[TpoBanaepbl ycnyr n opraHusauUnm omKHbl COCTaBUTL rpadpuk COOTBETCTBYHOLLEro 0OyYeHUa Ans BCEro nepcoHa-
na n nogaepxuBartb 3annucb NpegocTaBNeHHOro oby4YeHNa, OXBaTbIBAOLLENO:

a) BBOAHOE ODyYeHMe Npu 3aHATUN CBOEW AOJIKHOCTU — ANA BCEro HOBOIro nepcoHana;

b) 0Oy4yeHWe NOBLILLEHHOMO YPOBHA A4 NOATOTOBKU NepcoHana K BeIMONTHEHUIO KMKOYEBLIX 3ajay — ANd cneunans-
HOro nepcoHana.

[na nepcoHana, BbINOMHAKLWEro OCHOBHbIE 00A3aHHOCTU, 0OyYeHNne HeoOXoAUMO MPOBOAUTL NO KpaWHen mepe
pas3 B rod, a ANnga Bcero nepcoHana — no Mepe HeobXo4MMOCTU, NOcne CyLUeCTBEHHbIX U3MEHEHUN CPEeACTB U YCNyT,
KOTOpble MOryT OKasbiBaTb BNMUAHWE Ha NpeAnaraeMble opraHusauusam ycnyru.

A.9.6 OueHKa
poBangepbl YCNyr n opraHusaunm gomKkHbl obecneynTb NpoBeaeHne oLUeHKN Bcero odydeHna. OUeHKY NepCcoHa-
na HeobxoguMO MPOBOAUTE NO OAHOMY UMK ©onee U3 NPUBEAEHHBLIX HUXE SNIEMEHTOB:

a) NOHUMaHUe U UHTepnpeTaumua nepcoHanomM NONUTUK, nNpoueayp U padboTel 0OOpPyAOBaHMA U MOLLUHOCTEN, Ha-
NPUMEP OTMEHbI PU3NYECKOro AocTyna Npu yBONBHEHUU nNepcoHana;

b) pearnpoBaHue nepcoHana Ha KOHKPETHbIE COOLITUA (HanpuMmep, Ha PU3INYECKOEe BTOPKEHUE).

A.10 TectupoBaHue cucrem KT

[TpoBangepbl yCnyr 4OMKHLI 00ecneunTb peryndapHoe TectupoBaHne Bcex cuctem MKT, HeobxoanuMbIX A4NA BOCCTa-
HoBneHnsa nocne YC, 4tobbl rapaHTUpoBaTh UX MOCTOAHHYO BO3MOXHOCTL NOAAEPXKKM NNTaHOB BOCCTaHOBNeHNA nocne YC.

TecTupoBaHKue Takxe HeoOXo4MMO NPOBOANUTL B Cliydae Kaknx-nbo cyLeCcTBEHHLIX U3SMEHEHNIN TpeboBaHUN opra-
HU3auun n (MNN) N3IMEHEHNN MOLLLHOCTEN N BO3MOXHOCTEUW npoBangepa ycnyr, BNUAKLWNX Ha nNpeaocTaBnaeMble opra-
HU3aumMam ycnyru. lNpumMmepbl Takux U3MEeHEeHW BKNOYaT nepebasnpoBaHne Nnowagok Anda BOCCTaHOBMNEHUA nocne
YC, cyllecTBeHHble MogepHusaunm cuctem VKT nnm nogrotoBky HoBbixX cuctem NKT.
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A.11 NnaHupoBaHue obecneyeHnUs HenNpepbIBHOCTU OM3Heca Anda NnpoBangepoB yCnyr No BOCCTAHOBIIEHUIO

KT nocne ypezebivyalHoU cumyauuu

KOHeYHLIM pedynbTaToOM 3TOW paboThl NpoBalgepoB yenyr AONKHbBI ObITe co3fgaHue, TECTUPOBaAHUE, NogaepKKka u
OOHOBIMEeHWe NaHoB obecnevyeHna HenpepbIBHOCTU DU3HeCa, oxBaTbiBarOLWKMX BCe AenoBble pyHKUMK. OQHaKO npoBam-
Oepbl yCnyr He AOMXKHbI NepexoauTb HEMOCPEACTBEHHO K CO34aHUI0 nnaHoB 6e3 COOTBETCTBYHOLWLEN BaXXHOW npeaBapu-
TenbHON paboThl. [1poBangepbl yenyr 4OMKHbI CHavana ngeHTudpnumpoBaTb CBOW AENIOBbIE NMPUOPUTETLI, a 3aTEM BEp-
HYH0 U Hanbornee peHTabenbHy cTpaTernto obecneyeHna HeENPepbLIBHOCTU OU3Heca, COOTBETCTBYIOLLUYID UX AENOBOW
cpede. ToNbKO Koraa y npoBagepoB ycnyr OyayT cornacoBaHHble cTpaTerMn obecnedyeHna HeNpepbIBHOCTU DU3Heca W,
Takum 0Opa3oM, NOHUMaHWE Haunydllero NyTn Bnepen, OHWM AOMXKHbI co3faBaTb, TECTUPOBATL U UCNONBL3OBATL MMaHbL
obecrneyeHna HeENPepPLIBHOCTU ODU3HeCa, a TakKe OCYLLEeCTBNATL MEHEAKMEHT PUCKOB, UTOOLI U farnee CHUXaTb BEPOAT-
HOCTb HEODXOAWMOCTU aKTUBaUWKM NNaHoB U (MNK) YMeHblaTk BNUSHUe YC WNKX aBapuu, €Cnun TakoBble MPOU3OUAYT.
OOLWMA NOAXOA, KOTOPOMY PEKOMEHAYETCA criefoBaTh NPU NNaHUpoBaHUKM obecneyeHua HeNpPepPLIBHOCTN DU3Heca, nNpu-
BeAeH Ha pucyHke A.1.
PeKOMeHAYeMbIA noagxod COCTOUT U3 pafa OTAENbHLIX 3TanoB, BMECTe HanpaBfieHHbLIX Ha AOCTUXEHUEe 0OCTOA-
TENBLHOrO N XM3HeCNOCODHOro nfiaHa obecne4vyeHNa HeNpepbIBHOCTU OU3Heca, KOTopbl OyAeT NONMHOCTL OTBeYaTbh
TpeboBaHMAM OU3HeCa NpoBalgepoB ycnyr B cnydae YC vnn aBapun. 3TN sTanbl TaKOBbI;

a) ycTaHoBneHue TpedoBaHU, BpeMEHHON LWKanbl U MPUOPUTETOB BOCCTAHOBNEHUA OU3Heca (BKIKOYaa NepBOHa-
YanbHOe NpoBeAeHUE aHann3a BNUAHUA Ha OU3HEC U OLEHKN pUcCKa);

b) popMmynupoBKa cTpaTernn odecneyveHUs HenpepbIBHOCTU OU3Heca;

C) cos3gaHne nnaHa obecneyeHUa HeENpPepbIBHOCTU OU3HecCa;

d) TecTupoBaHue NnaHa obecneyeHUa HenpepbIBHOCTU OU3HeCa;

€) 0CO3HaHWe BCeM MNepcoHanoM obecneyeHns HenpepbiBHOCTU OU3HeCa;

f) nocToaHHaa nogaepxka nnaHa obecneveHUa HenpepbiBHOCTU BU3HeCa;

gd) CHUXEHNe puUcka.

[lepBLle NATL 3TANOB ABNAKTCA NocnefoBaTefibHbIMU. Korga nnaH BnepBble co3gaeTca U TECTUPYETCA, MEPONPU-
ATUA LLIECTOro 3Tana OCYLeCTBNAKT Yepes Kakoe-TO BPeMA, NPOBOAAT Yepes3 perynapHble UHTepBanbl, a Takxe nocne
CYLLECTBEHHbIX U3BMEHEHUN, KOTOPbIE MOTYT OKa3aTb BIMAHWE Ha 4eNCTBEHHOCTbL NMaHOB, BO3BpalladAch K IIOOOMY Apyro-
MY 3Tany B Lenax KOPPEKTUPOBKU NpU HeobxoauMocTh. CeabMON 3Tan NPOBOAAT NapannenbHO APYrUM STanam.
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PucyHok A.1 — lMoaxoa K nnaHnpoBaHuto obecneyeHunss HenpepbiBHOCTM BunsHeca

A.12 loKkymMeHTauua u nepuoanvyecKkum nepecmMoTp
Bce co3gaHHble NONUTUKK, NaHbl U NOMOXEHUA AOMMKHBlI OblTh 3alOKYMEHTUPOBaHLI. [lepcoHany cOOTBETCTBYIHO-

LLero ypoBHA L OJ12KHO ObITh NMOPYHEHO obecneyeHue Nnepnoan4eckKoro nepecCmMotTpa U OOHOBIMEeHne KaXXOoro AOKyMeHTa.
CucreMa MeHeaXMeHTa KOchmrypau,MM AOJTXHa ObITb UCMONb30OBaHa AA nogaepxKkM TeKyLUnx Bepcmﬁ AOKYMEHTOB, 4a
TakxKe, HallpuMep, aArnAd co3aHnA MHBEeHTapPpU3aluMNOHHbIX OMUCcCen akKTUBOB W NMPorpaMmMHOro obecneyeHus.
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[lpunoxeHue B
(oba3aTenbHoe)

CpencrtBa BOCCTaHOBNEHUA UHPOPMALIMOHHO-KOMMYHUKALIMOHHbIX
TEXHONMONMN Nocne ype3ebiyauHoU cumyauuu

B.1 O6waa nndbopmauyua

[TpoBangepbl ycnyr no socctaHoBneHUo UKT nocne YC AoMmKHbBI yA0OBNETBOPATL OCHOBHLIM TpeboBaHUAM, UTOOL!
OHW Mornn obecne4vunBaTb De3onacHy PU3NYeCcKyro padbodyro cpefy ANa coAeucTBUA YCUNUAM OpraHnsaunim no BoccTa-
HOBNEHUID. B AONONMHEHWNE K OXBaTy OCHOBHbLIX TPeboBaHUN K PUINYECKMM MOLLHOCTAM AOSMKHbI ObITh TakKe pacCMOoTpe-
Hbl TPeOOBaHMUA K CpefcTBaM KOHTPONA BNUAHUA BHELWLHEN cpefbl, TENEKOMMYHUKaUNAM, NMOCTOAHHOMY SHeprocHabxe-
HUIO U HE OTHOCALLMMCS K BOCCTAHOBMNEHUID yaoOCTBaM, TakMM, Kak napkoBKa W AOCTYMHOCTb NUTaHMA WU BoAbl. [AnA
npoBangepoB ycryr co MHOrMMU NnoLaakamMu 4na BOCCTaHOBMEHUA PYKOBOACTBO AOMMKHO B paBHOW CTENEHU OTHOCUTLCS
K KaxXgou 1 KO BceM nnoLlagkam.

B.2 MecTononoxeHue nnowaaokK And BOCCTaHOBIEHUA

B.2.1 O6wan nHpopmauuma

MecTononoxeHue nnowanok AN BOCCTAHOBIIEHNUA MOXET UMETb HeXenaTernbHble YA3BUMbIE MeCTa, BCIe4CTBUE
KOTOPbLIX Ha Hauny4dwuMm oOpa3oM CMpPOeKTUpOBaHHOW N 0DOpPyAOBaHHON NNoLwagke ANS BOCCTAHOBMEHUSA CYLLECTBYHIOT
OCTaTOYHbIE PUCKK, KOTOPbIE HE MOMYT ObITb YMEHbLUEHLI. [TpUMepbl TakUX NOTEHUNANbHbLIX YrPO3 ONUCaHbl HUXE.

B.2.2 OnacHoOCTU NpUpoOAHOro xapakrepa

[lnowlagkn anNa BOCCTAHOBMEHUA He crneayeT pasMellaTtb B paloHax, NnoABEPXEHHBIX OMacHOCTAM NPUPOLAHOro
Xapakrepa, Unu crnegyeTt OUeHUTb U YMEHBLUUTL UMK XKe NPUHATL PUCKU. OTU ONacHOCTU NPUPOAHOro Xapakrepa BKIHo4a-
0T (NepeYeHb MOXET ObITb paclLUUPEH):;

a) BYNKaHbl N 3eMNEeTPACEHUS,;

b) TaudpyHbI, yparaHbl U Oypu;

C) HaxoXaeHWe Ha HU3MEHHbIX ydacTKax pagoM ¢ pekaMu, noABepPXXeHHbIMU pasnuBy Nocre AoXAA,

d) rpo3oBbie paspagbl.

B.2.3 MeTeoponormyeckue uamMeHeHus

OKCTpeMaribHble U BHe3aNHble UBMEHEHUA BHELLUHEW cpelbl MOMyT OKa3blBaTb BIMAHUE Ha (PU3NYECKME MOLLHOC-
TU U AOCTYMNHOCTbL NNowagoK ANns BoCCTaHOBNeHUA. [nowagku Ana BOCCTaHOBNEHUA cneayeT BblIOUpaTb Ha OCHOBE OLlEH-
KA CTEMEHU U CKOPOCTU METEOPOSIONMYECKUX U3SMEHEHUN N BEPOATHOIO BITUAHNA Ha:

a) pusndeckne MOLHOCTU (Hanpumep, BHe3anHoe UIMeHeHue TemnepaTypbl BHELWWHEN cpefbl MOXET Bbl3BaTb
pa3pbiB BOAONPOBOAHON TPyObl U 3aTONNEHNE nogBana);

D) 4OCTYNHOCTE (HAanpuMmep, CUNbHbIE NMTMBHU MOTYT OKa3blBaTb BIIUAHUE Ha 3HAYUTENIbHbBIE CErMEHTBI TPaHCMNOopPT-
HOW CUCTEMBI U OrpaHn4mBaTh 4OCTYNHOCTL NMOLWanoK ANA BOCCTAaHOBIEHUA).

B.2.4 [lpoMbIlLNEeHHbIEe U KOMMepUYeCKue onacHoOCTH
nowaaku Ana BOCCTaHOBMEHUA He crneayeT pasmellaTs BONM3an MeCT ¢ NoTeHUManbHbIMU NPOMbILLIIEHHBIMA UK
KOMMepPYEeCKUMU OMNACHOCTAMMU, BKIHOYasa, Hanpumep:

a) pacnonoXeHHble NoONU3OCTU NpeanpuUaTna, obpadaTeiBaroWNe XUMMUYECKNE UMK B3pbiBYaThIe BELLECTBA;

b) aBnanuHMo NpaAMo Hajg nnowaakon Ana BOCCTaHOBIIEHUS,

C) pacnonoXeHHole NOONU3OCTU MOCTOAHHO 3aMOSfIHEHHbLIE OONBHUULI, OCODEHHO Te, KOTOPLIE UMEKT AENo
C onpepeneHHbIMU 3aboneBaHUAMN (TaKUMKU, KaKk NaHAeMUKW, Hanpumep, NTUYbero rpunna, atTunMYHON NMHEBMOHUN),
C Pe3yNbTUPYIOLLUM CKONMEHUEM TPaHCMopTa;

d) CTPOEHUA UMK y4aCTKK, rAe OCYLLECTBMAETCA KOMMepYecKaa AeATENBHOCTb, MOIyLLIME CTaTb OOBEKTOM Ang 00-
LLIeCTBEHHbIX AeMOHCTPpaUnn UnNn Apyrux yrpoas.

B.2.5 JOCTYNHOCTb

[Tnowaakn ana BOCCTAHOBNEHNSA criefyeT pa3MellaTb B palloHax ¢ XOpoLlle AOCTYNHOCTLIO. [onXHa ObiTb BO3-
MOXHOCTb NepeMELLEHNA Ha nnowaaku 4nga BOCCTAaHOBIEHUA NepcoHana u obopyaoBaHUa opraHmnsaunm 6es 4ypeamep-
HOW 3agepXxKnu. LOoCTYNHOCTL cneayeT U3aMepAaTh:
a) HageXHbIMW BO3AYLWHLIMA CBA3AMU (OT MeXAYHapPOAHbLIX 40 MECTHbLIX a3ponopToB Npu HeOOXOAUMOCTH);
D) Ka4eCTBEHHLIM XeNne3HO4O0POXKHBIM COODLLEHUNEM;
C) ODLLUMPHOW AOPOXHOW CETLIO;

)
)

d) ynobHbIM coobLleHneM OT a3pOonopPTOB U XeNe3HOA0POXKHbIX CTaHLUWIA A0 NMOoLWAaAoK AN BOCCTAHOBMEHUS;

e) y10OHbIM COODLLEHNEM OT FOCTMHUL, A0 NIOLWAaA0oK ANst BOCCTAHOBMNEHUS;

f) NnpocToTOW 3apyDeXHOro UnKn TpaHCHaLUMOHaNbHOro Bbe3fa npu HeobXo4UMOCTH.

OCHOBHble NNOLUaAKM opraHM3auum 1 nnowaakn Anst BOCCTAHOBMNEHMNS JOMKHbI pa3MellaTbCa Kak MOXHO Aanblue
APYr OT Apyra, oJlHaKo C Y4eTOM TOro YCroBUS, YTO €ClK OT MepcoHana opraHu3auun noTpedyoT peanusaumm NnaHoB
BOCCTaHOBIeHMs nocne YC Ha nnollaakax A8 BOCCTaHOBNEHUS, TO BPEMSA BOCCTAHOBIIEHUS [0JTKHO ObITh BbIAEPKAHO.
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B.2.6 AnbTepHaTUBHbIe MapLUIPYThbI

HeobxoaUMbl anbTepPHATUBHLIE MapLPYTLl 4OCTYyNa K nnowagkam Ans BOCCTAaHOBNEHUA, €CNU Ha ODbIYHBIX Map-
LWpyTax AocCTyna K nnowaakam ANA BOCCTAaHOBMEHUA BO3HUKAKOT HEOXUAAHHLIA 3aTOp, OCTAaHOBKa UKW ONOKUpoOBaHME
OBUXEHNA, a 0OXOAHOW AOCTYN HEBO3MOXeH Oe3 Ype3MepHbIX TPYAHOCTEW ANda nepcoHana u obopyaoBaHua. Hanpu-
Mep, Nnowaaka ana BOCCTAaHOBNEHUA, AOCTYN K KOTOPOW BO3MOXEH TONBKO Yepe3 MOCT, MOXET NMocTpagaTb OT husndec-
KOW M3onaumMn, ecnu MocT OyaeT noBpexaeH. B TakoM cnydvae HeoOxXoauM anbTepHaTUBHLIA MapLUpyT A0CTyna, 0OxXoaa-
LLIMA MOCT.

B.2.7 KonnekTuBHO Ucnonb3yeMblie NoMeLUeHUs

[TlpoBangepam ycnyr cnepyet yaenate ocoboe BHUMaHUe nnowaakamMm ANa BOCCTAHOBMEHUA, pacnonOXeHHbIM B
KONMNMEKTUBHO UCNOMb3YEMBIX NOMELLEHUAX, U3-3a OONbLUMX PUCKOB HaxOoXAeHUA B HENOCPEACTBEHHON ONMMU30CTU APYrnx
opraHusauMm U UX nepcoHana no cpaBHEHWUD C UCMONb30OBaHUEM crneunarnbHbIX NoOMelweHUn ana MHAUBUAYanNbHOro
Mcnonb3oBaHUA. NpoBangepbl yenyr 4oMKHbl 00ecneunTb, YTOObI:

a) dpopManbHble NMPOBEPKN OLUEHKU PUCKa W YMEHbLUEHUA pUCKa ANA KONMNEKTUBHO UCNOMb3yEMbIX NMOMELLEHUN
NPOBOAUNUCH:

1) nepuoandeckn, No KpanHen Mepe exerogHo:;

2) Korga npoucxoaaT cyllecTBEHHbIE U3MEHEHUSA, cBA3aHHbIE C KONNEKTUBHO UCNONb3yYEMBIMU NOMELLEeHUAMU
(Hanpumep, NosBlIeHNe HOBbLIX apeHfaTopoB U USMEHEHNE Ha3Ha4YeHUa NoMeLleHUN CyLLEeCTBYOLWLMMU apeHaaTo-
pamu);

b) nogpoOHOCTK 00 OCTATOUHbLIX PUCKaX, KOTOPLIE HE MOTYT ObITb YMEHbLLEHLI, ObINKU NpeaoCTaBNeHbl OpraHn3aL|n-
AM ANA paccMOTPEHUSA.

B.2.8 KoMMyHanbHble NpeanpuaTus

[Tnowapkmu ANa BOCCTaHOBNEHUA He crefyeT pasMellaTb BONU3K npeanpuaTuid, npefocTaBNaoWnX KOMMYHalb-
Hble WU UHBbIE YCNyru, Tak Kak nnowaiku yAa3BUMbl K BO3AEUCTBUAM, KOTOpPbIE MOIYT 3aTparMBaTb onepauuu. Takue
KOMMYHanbHble NPeanpUATUA MOMyT co3daBaTb BMOpauUKWio, NOMEXN UMK CTaTb OOBLEKTOM BpeauTenbcTBa. [Npumepsl
TakKnx npeanpuaTUi:

a) ANeKTPOoCTaHUUMK;

b) coopyXeHna cBA3N DalleHHOro Tuna;

C) NoA3eMHble U Ha3eMHble Xene3HO40POXHbIE NTUHUN.

B.2.9 KabenbHaa uHdppacTpyKTypa

TeneKOMMYHUKaLWOHHbIE U CUMNOBLIE Kabenn OT NOCTaBLUMKOB K NnollagkaMm ANA BOCCTAHOBMNEHUA HE AONMXKHbI
ObITb Ype3MepPHO MNOABEPKEHLI PUCKY BHELLHEro oU3nYecKoro noBpexgeHna. Hanpumep, kabenbHaa cuctema, nogBe-
LLieHHasa Ha cTonbax, no cpaBHEHUO C NOA3EMHOW KabenbHOW CUCTEMOW NoABepXeHa OonblUeMy PUCKY OU3NYECKOro
NoBpeXAeHUA, KOTOPOro crneayet usberats.

B.2.9.1 YMeHbLUeHUe pUCKa

[na nnolwagok Ana BOCCTAaHOBIEHUA, nogBeprarolmMxXca noTeHuuanbHbIM pUckaM, KOTOpble HENb3A YCTPaHUTS,
0OMKHBI CYLLEeCTBOBaTL COOTBETCTBYIOLLME NpouUeaypbl YMEHbLUEHUA pUCKa U AOJTKHBI ObITh NpeanpUHATLI YCUnua 4ns
MUHUMMU3ALUUN 3TUX PUCKOB 40O COOTBETCTBYHOLLErO YPOBHA. [IpuMep Takux noTeHUunanbHbIX PUCKOB — CTPOUTESNIBCTBO
HOBOro NpeanpuaTua no oopaboTKe onacHbIX BelwlecTB NOONMU3OCTH.

B.3 CpeacrtBa oM3nYECKOro KOHTpona gocrtyna

B.3.1 O6wada nHchopmauums

CpeacrtBa pU3MYeCKOro KOHTpONA AOCTyna npeacTaBnaoT coODOM KNoYeBLIE 3NeEMEHTHI B obecneYyeHnn 3allnTbl
naowagoK anga BOCCTAaHOBMEHNUA, U KpailHe BaXXHO, YTOOLI Takne cpecTBa KOHTPOMSA cyLllecTBoBanu U OyHKUMOHUPpOBaNN
BO BCEX TOYKax Bxo4a U BbiXxoda 3gaHun. ['locne Bxofa nepcoHan opraHusaunm gomKeH UMeTh 4OCTYN KO BCEM BblfereH-
HbIM €My noMeLlleHunAM, 0e3 HaBA3bIBaHWA AOMNONMHUTENBLHOrO KOHTPONA AOCTyna Npu nepemMelleHnn nepcoHana usa
OAHOW YacTu abOHMPOBAHHbLIX NOMELLEHUA ANS BOCCTAHOBMIEHUA B APYryro (€CNN TONBLKO 3TO He ABnAeTcA abCOMOTHO
HeOOX0AUMBIM).
03TOMY NpoBangepsbl ycrnyr 4onXKHbl 00ecnedunTb, YTOObI ObINTM YCTAaHOBMNEHLI, 3a0KYMEHTUPOBaHLI U pearnn3oBa-
Hbl cpeacTBa, NONMUTUKA U Npoueaypbl PUINYECKOro KOHTPONSA AocTyna, copasMepHble oUeHEeHHBIM PUCKaM U npepoc-
TaBNAeMbIM OpraHusauuam ycnyram, Ana ocyLleCTBIEHUA KOHTPOMA U MOHUTOPUHIra onsandeckoro gocTtyna B nomelle-
HUA NpoBanaepa ycnyr, U3 HUX U BHYTPU UX.

B.3.2 Knaccudounkauuma kagposon 6e30nacHOCTMH

[onxHa ObITb yCTaHOBNEHa popManbHas cUCTeMa Knaccupukaunun KagpoBon 6e30nacHOCTU, y4YUTbIBArOLWaA crne-
AYyHoLlne KaTeropun nepcoHana:

a) nepcoHan npoBangepa ycnyr,

b) cnyxalliue opraHusauunu;

C) NOCTaBLUWKKU N noapAaaYnNKN;

d) noceTuTenu.

B.3.3 OxpaHAeMble 30HbI

B nomMmelwleHnax npoBangepa ycnyr 4omkKHel ObiTe nAEHTUULMPOBaHLI U YCTAaHOBIEHbl OTAENbHBIE 30HLI, UMELD-
LLIne PUINYECKYIO 3aLUUTY, C:

a) MOLLHOCTAMU C OrpaHUYEHHbIM AOCTYNOM — 30HbI/MOMELLEeHNA, BMeLllaroLlMe 0OCHOBHOe 0bopyaoBaHUE U MOLLL-
HOCTW, Takue, Kak cepBepbl U Apyroe KOMNbOTEPHOE 000pyAOBaHNE, KOMMYTATOPbLl CBA3U U ApYyroe B3auMOCBSA3aHHOE
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obopyaoBaHWe, a TakkKe KabenbHas CUCTEMA, apXUBbl HOCUTENEN AaHHbIX, obopyaoBaHMe AnNdA KOHAUUWOHWUPOBAHUSA
BO3JyXa WU OCHOBHble pacnpefenuTefibHble CTOUKU ANaA 3HEeProcHabXeHUs,

b) 0OLWeAOCTYNMHBIMU MOLLHOCTAMU — 30HbLI/MOMELLEHNSA, UCNOMNb3YEMbIE BCEM NEPCOHANOM U HE NoABepraroLLn-
ecs KakMM-nndo BHYTPEHHUM OrpaHUYeHUAM, CBA3aHHbLIM ¢ ©e30MaCHOCTLH, HanpuMep NpUemMHble, KoHhepeHLU-3ans.l,
kKagpeTepun, TyaneThl.

[onxHa ObITb ycTaHOBNeHa hopmManbHaa cCUCTEMA KOHTPONA AOCTyNa NepcoHana B KaXXayr U3 OXpaHAEMbIX 30H
Ha OCHOBe Knaccudpukaummn kagpoBon 6e3onacHOCTU, KOTopas AOJIKHA AENCTBOBATL B TEYEHMUE BCErO BPEMEHU MNPOBE-
AeHNa paboT No BOCCTAHOBMNEHUID.

B.3.4 [lepcoHan

LonXHbl ObITb YCTaHOBMEHBI hopManbHble npoueaypbl 4NA paccMOTPEHUA BOMpOCca, Kacatlowerocsa nepcoHana,
NpUcoeaNHEHHOro K NpoBangepam ycnyr unu yxoaswlero ot nposangepoB ycnyr. OHU JOMXKHBI OXBaThIBaTb:

a) HOBbLIW NepcoHan, npucoedUHeHHbBIN K npoBakgepy yenyr, — Ansa onpegeneHnsa npuMeHUMoro ypoBHA CaHKUN-
OHUPOBAHHOIo AOCTyna W nocnejyrollen Bblgadun COOTBETCTBYHOLLUUX MAEHTUPUKAUMOHHBIX KapToYek/HarpyaHbIX BUSUTOK
4NA PU3NYECKOro KOHTpONA AocTyna,

b) nepcoHan, nognexalinin yBoNbHEHUO, — ANA HEMEANEHHOIO yBeAOMMEHNA CryX0bl 6€30nacHOCTU 00 YBOb-
HEHUW YNEeHOB NepcoHana ¢ 0TMEHOU BCeX COOTBETCTBYHOLUNX CAHKUMOHUPOBAHUU J0OCTyNa U BO3BpaTOM UAEHTUPUKaLN-
OHHBbIX KapToYeK/HarpyaHbIX BUSUTOK ANA PUINYECKOro KOHTpONA AocTyna.

B.3.5 KoHTpOonb gocrtyna

[OnmKHbl ObITh YCTaHOBNEHLI popManbHble MNONUTUKK U Npoueaypbl ANda KOHTPONSA BX0O4a B NOMELLEeHUA NpoBanje-
pa ycnyr Ans odbecneyveHns Toro, YTodbl BeCb NPOXo4 NPOUCXOAWN B crieUnanbHbiX ToYKax Bxoga U YToOblI IMMHOCTL BCEX
YNeHOB MepcoHana, BKIYas rnoceTuteneun, nposepanack Npu Bxoge.

B.3.6 Jluua, He oTHOcALWLMECA K nepcoHany

JOormKHbl ObITh YCTAHOBNEHLI hopMarnbHbie NOSIMTUKA U Npoueaypbl ANA KOHTPONSA nNpoxoja N nepemMeLlleHns nuu,
HE OTHOCALLUNXCA K NepcoHany nposangepa ycnyr, B NOMeLUleHUaxX npoBangepa ycnyr gns obecnevyeHna Toro, Ytoobl:

a) 3anpockl Ha BX0o4 B NOMeLLUeHUa npoBangepa ycnyr n 4octyn K obopyaoBaHuto ObINK 3apaHee onpeaenersl U
OpraHU3oBaHbl, HanNnpuMep, paspelleHne MOXeT OblTb NONMYyYEeHO NOCPEACTBOM MPEeALUECTBYOLWEr0 SNEKTPOHHOMO NMUCh-
Ma K Decefbl (ecnu nogatrollee 3anpoc NULO XOpOoLLO N3BECTHO COOTBETCTBYIOLLIEMY NEPCOHany npoBanaepa ycnyr, KoTo-
PBIA NOATBEPXKAAET CaHKUMOHUPOBaHWE 3aHUMarLWeMyca obecneveHnemM 0e30nacHOCTU NepcoHany) UNn npepcraBne-
HUA opManbHON nognUcaHHON POPMbl CAHKUMOHUPOBAHUS;

b) 3aHMMatoninca obecnedyeHnemM 6e30MNacHOCTU NepcoHan Ha BXoA€ OCYLLUEeCTBMAN BCTPEYHYIO MPOBEPKY C NPU-
BrieYeHneM UMEIOLLIEro K 3TOMY OTHOLLUEHWE NMepcoHana npoBangepa yCnyr,

C) NOCETUTENN BCerga ocTaBalriMCcb B BECTUOIONE UMK CONPOBOXAANUCEL B CrelnanbHble, Haxoadawmeca noa Haa3o0-
POM MOMELLUEHNA ANA OXUaaHWAa, Noka OHWM He OyaAyT NPUHATLI NepCcoHanom npoBanaepa yCnyr;

d) npoxoa NoApsaYMKOB, pPacnoNIOXKEHHBIX Ha nnolwlaake, Anga 3apaHee onpegeneHHOW Uenn U B onpeaerneHHbIn
nepuoa BpeMeHU Obln orpaHUyeH 3oHaMU/MoOMeELLEeHNAMU, KOTopble HeODXoAUMBl ANA BLINONMHEHUA UX KOHKPETHbLIX
CaHKLUMOHUPOBaHHLIX 3afad. OTO OTHOCUTCA K yOopLUMKaM, NoCTaBLMKaM NPOBU3UK N APYroMy NpUBReYeHHOMY 0DCny-
XUBatoLeMy nepcoHany;

€) BCexX noceTuTeneun, HanpaBnaoLWMXca B 30HbI C OrpaHUYeHHbIM 4OCTYNOM, B TeYEHUE BCEro BpeMeHU conpo-
BOXAal NnepcoHasn nposangepa ycnyr;

f) nepcoHan nocraBLMKa, 3aHATEIN paboTaMnU NO TEXHUYECKOMY ODCYXXMBAHUIO B 30HAX C OrPaHUYEHHbIM JOCTY-
NoOM, Haxogunca nogd PuUsnyeckum Hags3opoM, AnA HegonyleHUa nonyyYeHua MM AoCcTyna K CUcTeMaM BHe cdpepbl ero
LEeATENIbHOCTU (eCnn PUINYECKOMY KOHTPOSIH NPENATCTBYIOT OrpaHu4eHusa, cBA3aHHbIe C pecypcamMu, AONYCTUM TaKxKe
MOHUTOPWHI C NOMOLLUBK 3aMKHYTOW TENEBU3NOHHOU CUCTEMBI);

gd) MOEHTUPUKALUMOHHBIE KapTOYKKN BbldaBanuck BCEM NOCTOPOHHUM nuLam, npoxoaAalum B noMeLleHna npoBak-
Aepa ycnyr, BKnoYaa NOCTOAHHbLIX NOAPAAYMKOB, Taknx, Kak yoopLUMKN N paboTHUKKN KadheTepus. B B.4.8 onncaHo UCnonb-
3oBaHWe NAeHTUPUKALMOHHBLIX KapToYeK ANA KOHTPONA nepemMelleHUa nepcoHana B noMelleHnsax;

h) nogaepXXuBarncs XypHan peructpaunm npoxoga rnocCTOpPOHHUX NUL, B MOMELLeHNA npoBangepa ycnyr, Bkiovas
NOCTOAHHbLIX NOoAPAAYNKOB. B XypHane peructpaunm oUKCUpYoT:

1) TMYHOCTbL MOCTOPOHHUX NUL, BKIMOYaa paMUnmio U HasBaHUe opraHusauuu;
2) Uenb nocelleHus;

3) nocelwlaeMbIX COTPYAHUKOB NpoBangepa yCcnyr;

4) BpeMa Bxoga/Bbixoaa;

5) 3aMevaHus;

6) nognuUck COTPYAHUKA B XXypHane perucrpauuu.

B.3.7 [lepcoHan opraHusayun

LonxHbl ObITh YCTaHOBNEHLI oOpManbHbIE MOUTUKA U NpoLeaypbl ANa perynupoBaHUa 4oCcTyna NepcoHana opra-
HU3aUuKn K NoMeLLleHUAM nNpoBangepa ycnyr, oxaaTbiBaroLLUeE:!

a) oOblYHOE BpeMs, Korga ynosIHOMOYEHHOMY NepCOoHany opraHu3auuvn paspelleHo nocelleHue nnowagkn ang
BOCCTaHOBIEHUSA B 3apaHee cornacoBaHHOE BpeMS, Kak NpeAyCMOTPEHO B AOrOBOpEe NpoBangepa ycrnyr ¢ opraHusauunen,
HanpuMmep B nepuoj TecTupoBaHUSA,

b) Bpema YC/aBapuu, Korga nepcoHany opraHusauuun npegoctaBneH NOCTOAHHBIM AOCTYN K BblA€NeHHbIM 30HaM/
NOMeLLEeHNAM Ana npoBegeHua onepaunii No BOCCTAHOBIEHUIO.
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B.3.8 [loBeaeHue nepcoHarna B oXpaHaeMbIX 30HaxX ¢ orpaHUM4YeHHbIM JOCTYNOM

LonXHbl ObITb YCTAaHOBMEHBI hopManbHble MONTUTUKA U (UMW) NPUHLUUNBLI, pErynupyrowmMe noBeaeHUe nepcoHana B
NOMELLEHUAX C OrpaHUYEeHHbIM AOCTYMNOM, TakuX, Kak cepBepHble, BbIMUCTIUTENBHbIE LIEHTPLI U apXUBbl HOCUTENEN AaH-
HbIX. OTU NOSTUTUKN JOMKHbLI BKNKOYaTb:

a) 3anpeT KypeHus;

b) 3anpeT npuemMa NULKM 1 ynoTpedbneHna HanuTKOB,

C) YCNOBUSA NCNOSMb30BaHUA YCTPOWUCTB, FrEHEPUPYIOLLNX paanoYacToTy, HanpuMep MODUIMbHLIX TenedoHoB, BONN3un
YYBCTBUTENBHOrO 000pYyA0BaHUS;

d) ycnoBuUs UCNONb30BaHUA YCTPOUCTB XpaHEHUA AaHHbIX U ooToannapaTtypbl, HanpuMep nepcoHanbHbIX LM PO-
BbIX CEKpeTapen, yHUBepcanbHoOW nocnegopartensHon WnHbl (USB) Hakonutenein  MOOUMBbHBLIX TeNedOHOB CO BCTPOEH-
HOWM POoTOKaMepou.

B.3.9 OyHKUMU 1 ponu no obecnevyeHuto 6e3onacHOCTH

[TpoBangepbl yCcnyr 4OMMKHbl YCTAHOBUTL 00A3aHHOCTW COOTBETCTBYIOLLErO NepcoHana no noaaepxaHuto desonac-
HOCTW.

OHU JONMXKHBI OXBaThblBaTh:

a) HasHa4YeHUe KOHKPETHOro nepcoHarna Ha BbINONTHEHUE 00A3aHHOCTEN, ¢BA3aHHbLIX ¢ PU3NYECKON De30nacHOC-
TbHO 7epcoHasa, Hanpumep Anga uenen pacnpocTpaHeHua/npeaocTaBneHnsa MHgpopMaumm B cnyyae nHumaeHta Mb;

b) Ha3Ha4yeHne KOMNETEHTHLIX 3aMeCcTUTeNnen Ana BbINONMHEHUA KpUTUYeCKMX 00A3aHHOCTEN B cnyYae, Korga oc-
HOBHblIE€ Ha3Ha4YeHHbIe NUuua HeAOCTYMHbI UM UHBIM 00pa3oM He CNOCODHLI BLIMOMHATL paboTy:;

C) ageKkBaTHOE ODOy4YeHNe BCEro HasHa4vYeHHOro NnepcoHana, npexae 4em emy oyaeT nopyyveHo obecneveHne 6e30-
NacHOCTW;

d) nepnognyeckoe nocelleHne BCEM Ha3HaYEHHBIM NEPCOHANOM KypcoB NOBLILWEHNA KBanupukaumMn no odecne-
YeHU ©e30nacHOCTU, YTOObLI rapaHTUpOBaThb, YTO Ha3Ha4YeHHbIA NepcoHan ocTaeTcad KOMNETEHTHBIM B BbINOSITHEHUN
CBOUX 3ajau;

€) YCTaHOBMeHME npoLeayp TeCTUPOBaAHUA NepcoHana, KoTOpoMy nopy4eHo obecneyeHmne 6€30nacHOCTU, YTOOL!
rapaHTUpOBaTh NOAAEPKKY €ro rOTOBHOCTU WU 3HAaHUW. TecTUpoBaHWe cneayeT NpoBOAUTE NEpUOANYECKU, HAaNnpUMep pas
B rog. OueHKa pearnpoBaHna NnepcoHara Bo BpeMa TECTUPOBaHUA AOIKHA COOTBETCTBOBATL KPUTEPUAM OLIEHKU, NpUBE-
OeHHbIM B A.7.5.2 (npunoxeHue A).

B.3.10 TectupoBaHue

CTpaTeruns, uenu, nnaHbl TECTUPOBAHUA, CaMO TECTUPOBAHUE U pe3ynbTaTbl TECTUPOBAHUA 0Opa3yoT HEOTLEMITIE-
MY YacTb CUCTEMbI YNpaBlieHUA, NoAAEPKUBaKOLLYIO €€ LUeNOCTHOCTL. [1ONUTUKA 1 Npoueaypbl, onpegenaroLlme nnaHu-
poBaHue, NnpoBegeHne, JOKYMEHTUPOBAHUE, NPOBEPKY U XUIHEHHBLIW UUKN TeCTUPOBaHUA, npusedeHsl B B.15.4.

B.3.11 UHumnaeHTbl (U cnabble mecTa) husmyeckon 6e30nacHOCTM

O60 BCeX MHUMAeHTaxX (M cnabblXx MecTax) PpUsnveckon 6e3onacHOCTU AOJIKHO OblTb HEMEeANEHHO COOOLLEHO
COOTBETCTBYIOLLEMY OpraHy 1 A0MKHbI ObITb NPUHATLI COOTBETCTBYOLLME Mepbl. O0 yperynnpoBaHum MHLUWAEHTOB (M chna-
ObIX MecCT) MHOPMaLMOHHON De30nNacHOCTU (BKIoYaa dpusndeckne) cm. B A.7.5 (npunoxeHue A).

B.3.12 Hepabouee Bpems

LonHbl ObITb YCTAaHOBMNEHLI NOSIMTUKKA U NpoLeaypbl ANa perynnpoBaHnua 4ocTyna nepcoHana K noMeLweHnam ang
BOCCTAHOBIEHNA BO BHepaboyee BpeMA (HanpuMep, AOCTyN nepcoHana Bo Bpemsa npasgHUKoB). OHW A0KHbI BKNOYaTh:

a) npoueaypbl CaHKUMOHUPOBAHWA WU yBEAOMMNEHUSA,

b) NOpAAoOK AEUCTBUI B 4Ype3BblYaHbIX CUTyaUWax, HanpuMep BO BPEMSA BOCCTAHOBMNEHUA nocne OefCTBUSA, Ha
pabo4ynx MecTax opraHu3aunu.

B.3.13 CaHKUWOHUpOBaHUe

CaHKUMOHUpoOBaHWe BCEro omManyeckoro gocTtyna K noMelleHaM npoeangepa ycnyr n HaxoaawumMcsa B HUX MOLLL-
HOCTAM C OrpaHuU4YeHHbLIM AOCTYNOM HeobX0oAUMO:

a) NpefocTaBNATb Ha OCHOBE NPWUHUWNOB «HEOOXOAWMOro 3HaHUA» U «HeOOXOAUMOro CAEePXUBAHUAN

b) nepecmMaTpuBaTh U OOHOBNATL Ha NEPUOLUYECKON OCHOBE.

B.3.14 O6ecneuyeHne HenpepbIBHOCTH

Bce peanusoBaHHbIe cpeacTBa, NONTUTUKU U npoueaypbl A0MKHbI AeNcTBOBaThL 24 Yaca B CYTKM U 365 AHeN B roay.

B.4 ®usnyeckana 6e3onacHOCTb NOMeLUeHUN

B.4.1 O6wada nHcbopmauums

B COOTBETCTBUU C pesynbTaTaMn OLEHKN PUCKa AOMKHbI CYLLIECTBOBATL hU3NYeCKNe cpeacTBa KOHTponAa Besonac-
HOCTW W npoueaypbl A4NA 3aluTbl 3NEKTPOHHLIX MHPOPMALUOHHBLIX CUCTEM, CTPOEHUW, MOLLHOCTEN U 0DOpyaAOBaHUSA
npoBavgepa ycnyr nu opraHusaumm oT HeCaHKUMOHUPOBAHHOIO (PU3UYECKOro AocTyna, U3AMEHEHNA U NoBpeXaeHuna.
Taknum obpasoM, BCce NOMELLEHNUSA, NpeaocTaBnaeMble opraHmM3aunuam npoBangepamn ycnyr, A0SKHbl OblTb (PU3NYECKN
3allMLleHbl U nogBepraeMbl MOHUTOPUHIY, NpeXxae BCero B Lensx 6e30nacHOCTU U oXpaHbl 340p0OBbA NepcoHana.

B.4.2 KoHuenuud 3awnTbl

[onxHa ObITb YCTaHOBMNEHa e4MHaa KOHUeNUNa 3alWnTel 4na UHTerpaumn scerl omsmnyeckon 3almTel 0e30nacHo-
CTU 1 Npoueayp. 3Ta KoHUeNnUWa 3alluTbl A0SKHA hopMUpoBaTbL OCHOBY BCEW (PU3NMYECKOW 3allnTbl O€30NacHOCTU U
npoueayp, YTodbl OHKU MOrMU O0OBLEAUHATLECA U AONONHATL ApYr Apyra. Hanpumep, KoHUenunsa 3aluThel, Dasupyrollancs
TONIbKO Ha BLICOKOW CTEHE MO nepuMmeTpy, dyaet HeadbdpeKkTUBHa NPOTUB APYrnux popm BTOpXKEHUA. Mcnonb3yemMasa KOH-
Lenuna 3alluTel 4oMKHa OblTb OCHOBaHa Ha O4HOM W3 cnefyrLwmx Nogxon0B:
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a) MHOIMOYypOBHEBLIM — MOMeELLUEeHNA 4eNATCA Ha YPOBHWN OT BHELLUHEro nepumMmeTpa 40 BHYTPEHHEro LeHTpa ¢ COoT-
BETCTBYHLLUNUM BO3pacCTaHUEM HaKnaAablBaeMblX OrpaHu4YeHnin (Hanpumep, TpebyeTca AONONHUTENBHBLIN AOMNYCK, OTNNYa-
IOLLMACA OT paspelleHna Ana npoxoaa Yepes BopoTa, YTOOLI BOUTU B CEPBEPHYIO);

D) OCHOBaHHLIM Ha ceKTopax — NOMELLEHUA AeNATCA Ha OTAENbHbIE CEKTOPLI, Hanpumep cektopbl A, b, B ul, u
KaXX4OMY CEKTOPY COOTBETCTBYIOT pasdHble KpUTEPUN 3aLllUUTLl AOCTyNa ANA orpaHUYeHna NpoxoXaeHna N3 ogHOro CeKTo-
pa B ApYrow;

C) KOMOUHUPOBAHHbLIN — coYeTaHWe MHOMOYPOBHEBOMO NoAXo4a U OCHOBAHHOIO Ha cekTopax. NoMeLUleHNa 4eNAaT-
CA Ha oTAeNnbHble CEeKTOpPbl C BO3pacTaHUEM HaKnagblBaeMblX OrpaHUYeHUA OT BHELLUHEro nepumeTtpa 40 BHYTPEHHEro
LeHTpa ANna KaXaoro cekropa.

KoHUenuna 3alluTbl OJKHa peann3oBbiBaTbCA Ha OCHOBE HajneXallero nnaHupoBaHUA, NPOEKTUPOBaHUA, CO-
OPYXEHUA U ynpaeBneHna puan4yeckumMum noMeLleHUamMu.

B.4.3 ®Pusnyeckoe crpoeHue
dusndyeckne CTpoeHua, BMellarolne nnowagkm Ana BOCCTAHOBNEHUSA, HEODXOANUMO NNaHUPOBaTb, MPOEKTUPO-
BaTb U CTPOUTL C ydyeToM obecneyeHns 6e3onacHOCTU. B cTpoeHnax, cneunanbHO He npefHasHaJvYeHHbIX ANS 3TOro
(HanpuMep, KONMMEKTUBHO UCNOSMb3YEMbIX MOMELLEHNAX), AOMKHbI ObITh peann3oBaHbl Hagnexallmue cpefgcrtea KOHTPONS
018 YMEHbLUEHNA COOTBETCTBYHOLLMX PUCKOB ©De30MacHOCTH.

B.4.3.1 BHeLlHUe CTOPOHLI

[TepuMeTPLl U BHELWWHWE CTOPOHLI BCEX CTPOEHUN C MOLLHOCTAMKM ANS BOCCTAHOBMNEHUA AOMKHbLI ObITh (PU3NYECKNU
3allnLLeHbl OT BTOPXKEHWA U BaHfgannamMa. CpeactBa KOHTpona 6e30nacHOCTU AOMMKHbI BKNHOYaTh:

a) NPOYHYH KOHCTPYKLUIO BHELUHUX CTEH CTPOEHUN;

b) Hagnexallyro 3allnTy BCcexX ABepen U npu HeOOXOANUMOCTU OKOH OT HEeCaHKUMOHWUPOBAHHOMO A0CTyNa, Hanpu-
Mep, NyTeEM MPOYHON KOHCTPYKUUU U YCTAaHOBKU 3aMKOB U CUrHanusauuu.

KpoMe Toro, CTpoeHUs AOMKHbI ObITh 3allULLEHBl OT yA4apoB MOJTHUKM N HaBeAEHHbIX CKaYKOB HanpaXeHUa, KOTO-
pble MOryT NOBPeAUTb BHYTPEHHOCTb CTPOEHUA U (UMW) Bbi3BaTb NOCTOAHHYIO UM BPEMEHHYKO HEUCNPaBHOCTL pasMe-
LLIEHHOIO B HEM SMTEKTPUYECKOrO N SMEKTPOHHOro obopyaoBaHus. NpuMepbl COOTBETCTBYHOLLMX CPEACTB KOHTPOMA BKITHO-
YaloT MOSTHUEOTBOAbLI N YCTPOUCTBA 3aLLUUTLI OT NEKTPUYECKOTrO NEPEHANPAXEHNA ANA KPUTUYECKM BaXKHOMO 000opyaoBa-
HUSA.

B.4.3.2 BHYTpeHHAA 4yacTb
Pusndeckmne dapbepbl A4NA NMOMeELWeHUW ¢ orpaHUYeHHbIM AOCTYNOM BHYTPU CTPOEHUW, HanpUMep MallUHHOIO
3ana, 4OJKHbl BKIOYaTh CTeHbl, NMpocTUparowmnecs OT nona A0 NoTonKa (T. €. NNuTa K nnuTe), ANa npegoTepalleHus
HeCaHKUMOHUPOBAHHOIO nNpoxoaa U 3arpAsHeHUa cpefbl, Hanpumep M3-3a gbiMa WU OrHA. ECn 3TO HEBO3MOXHO,
npoBangepbl ycnyr 4OMKHbl peannsoBaTtb gpyrne dapbepsl.

B.4.3.3 lHCneKTupoBaHue
3ce CTPOEHUA C MOLWHOCTAMU ANA BOCCTAHOBNEHUA HEODXOAUMO NEPUOANYECKN MHCNEKTUPOBATL, NPU STOM UHC-
NEKTUpOBaHNE AOMKHO OXBaTbiBaTb, KAK MUHUMYM:

a) BCe BXOA4bl B MOMELLEHNA NpoBanaepa ycnyr U BbIXoA4bl U3 HUX;

D) 30HbLI, HENOCPEACTBEHHO OKpYXakLlne NepuMeETP NoMeLLeHUN npoBangepa ycnyr,

c) 3abopbl NO NEPUMETPY U (UNKN) CTEHBI NOMELLEHNN NpoBanjepa yCnyr;

d) nobble Hencnonb3yemble OOKOBLIE BXOAbLI B CTPOEHUE (T. €. NPOBEPKa TOro, YTO OHU BCErga 3anepThl);

e) rpy3oBble NU@THI (T. €. NpOBEpKa TOro, YTO OHU 3allMLLEHbI MOCPEeACTBOM KapTOYKM AOCTyna Unu gpyrux cpeacrts
KOHTpONA ©6e30MacHOCTN, B TOM YUCIe OTKNHOYEHNE BO BHepaboyee Bpema).

B.4.4 ®usnyeckoe HadbnwaeHue 3a 6e3o0nacHoOCTbIO

HOMKHO ObIThb yCTaHOBMNEHO husndeckoe HadbnwgeHue 3a 6e30MacHOCTLIO, YTODOLI OCYLLECTBNATE MOHUTOPWUHN
nepemMeLlleHNa nepcoHana BHYTPU WU BOKPYr NoMeLleHUn npoBangepa ycnyr. HabnogeHune 3a 6€30nacHOCTBH AOMXKHO
ObITb YCTAHOBMNEHO C UCMONIb30BaHUEM COYeTaHUA 0OOpyAoBaHUA (TaKoro, Kak 3aMKHyTas TeNEBU3UOHHAA cUCTEMA W
NETEKTOPbLI ABUXEHUA) N OXpPaHbl, OHO AOMKHO AEACTBOBATL NOCTOAHHO U ObITb NONMHOCTLH YNpaBnaAeMbIM.

[ormkHbl ObITh pa3paboTaHbl npoueaypbl ANA YCTAaHOBKW, TEXHUYECKOrO OOCNYXUBAHUA, PEMOHTA U MOAEPHU3A-
Lnn obopyaoBaHMAa Ana ousndeckoro HabnwgeHna 3a 6€3o0nacHOCTLID, YTOOLI rapaHTUPOBaThL OTCYTCTBUE YNYLLUEHUN B
obecnedveHnn GezonacHoCTU. Hanpumep, MoxXeT ObITb NOCTaBJIEHaA OXpaHa AnAa HabnaeHUa 3a 3aTparnBaeMbiMU
nnowagakamMu/noMeLLleHnAM BO BpeMa 3TUX MEPONPUATUN.
‘lepcoHan, oTBevaroWMin 3a Ppusndeckoe HabnrogeHne 3a 06e30MacHOCTbIY, AOMKEH OblTh aJeKBaTHbIM 00pa3oMm
oOy4yeH W Nepunogu4veckn nogBepraTbCa TECTUPOBAHUIO ANA NPOBEPKUA pearnpoBaHUA Ha (PU3NYECKOe BTOPXKEHUE U
HanageHue. TpeboBaHMA K 0OYy4EeHUO N B3aUMOCBSA3aHHbIE KPUTEPUN OLEHKU NpuBedeHbl B A.9 (npunoxeHue A).
Pusnyeckne 30HbI, KOTOpble AOMMKHBI HAXOAUTLCA NOoA HabngeHneMm, AOMKHbI MO BO3MOXHOCTU BKIHOYaTh:

a) BCe BXOA4bl B NOMELLEHNA NpoBanaepa ycnyr U BbIXoA4bl U3 HUX;

b) BCe BXOAbl B NOMELLUEHUA C orpaHUYeHHbIM AOCTYNOM, HanpuMep B MalUUHHBIA 3an U XpaHUNMULLE HOCUTENEN
OaHHbIX, U BbIXOA4bl U3 HUX;

C) 30HbI, HENOCPEACTBEHHO OKpyXatoLlue nepuMeTp NoMeLleHUn npoBagepa yCnyr;

d) 3abopbl N0 NepUMETPY U (UNKN) CTEHLI NOMELLEHUNA NpoBangepa yCnyr;

€) 30Hbl Mexay 3abopamMn No NepUMETPY U (UNN) CTEHAMKU N COOPYXKEHUAMN B Npefenax NoMeLLleHUn npoBanje-

pa ycnyr.
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[TpoBanaepbl ycnyr MOryT NpuBfeKkaTb BHELWWHWUE pecypchl (BHELLHUX NOCTaBLLUMKOB) ANA obecneYvyeHna U3n4ecKko-
ro HabnogeHna 3a 6e30nacHOCTLI, Hanpumep obecnevyeHna 6e30MNacHOCTU U MOHUTOPUHra, HO C Y4E€TOM PEKOMEHAa-
UMW, npeacTaBneHHbIX B A.6 (npunoxeHue A).

B.4.5 Cuctembl 0OOHapyXeHUA U CUrHanusauumn

B.4.5.1 O6waa nHchopmauuma

JonXHbl ObITb YCTAHOBMEHLI CUCTEMBI PU3NYECKOrO OOHapYXeHUa WU curHanusauumn ans oOHapyXeHUa BTOpXKe-
HAW U HanadeHWW, a Takke, HanpuMmep, BO3ropaHMa U 3aTonneHna u odbecnevyeHna paHHero npeaynpexgeHnsa cCoOoTBET-
CTBYHOLLEro nepcoHana 006 nx BO3HUMKHOBEHUU. CUCTEMBI ODHapyYXeHUS N CUrHann3aumn A0JKHbLI COOTBETCTBOBATEL Tpe-
OOBaHUAM MPUBEAEHHBIX HUXE MYHKTOB.

B.4.5.2 KOHCTpYKUUA

CUCTeEMbl OOHaApPYXEHUA U CUTHanu3aunum A0IMKHbl ObITh peann3oBaHbl NyTEM UCNONBL30BAHUA OQHOIO U3 CneayHo-
LLIMX MOAXOA0B:

a) LEHTPann3oBaHHOrO — BCe YCTPOWUCTBa OOHapyXeHUA NOoAKMHYEHbl K LeHTpann3oBaHHOMY 00OpyA OBaHMUI,
KOTOpOe ynpaBnaeTca 24 Yyaca B CYTKU,

b) AeUeHTpann3oBaHHOroO — BCe YCTPOWUCTBA OOHapYXeHUA PYHKLUNOHUPYIOT U yNpaBnaroTCAa NTOKabHO;

C) KOMOWUHUPOBAHHOMO — KOMOWHaUMA LEeHTPann3oBaHHOrO U AeUeHTpanmM3oBaHHOroO noaxo4oB (Hanpumep, Uc-
NoNbL30BaHWE LEeHTpanu3oBaHHOro obopyaoBaHUA AN MOHUTOPUHra CUrHanoB TPEBOMM B NOMELLEHUAX C OrpaHUYeH-
HeIM OCTYNOM U MECTHOro ynpasneHUsa gpyroln curHanmsaumen).

B ngeane Bce curHanbHble YCTPOUCTBa AOMKHbI ObITb Takke cBA3aHbl C MECTHBLIMW OpraHamMm oxXpaHbl NpaBoOMo-
paaKka N NoXapHoW cnyxoomn.

B.4.5.3 Buabl npeaynpexaeHun

Cuctembl OOHapyXeHUa N CUrHanmaaunum AOMXKHbI NO BO3MOXHOCTU Npeaynpexaatbk No KpahHeENn Mepe O crneay-
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