PykoBOoASILLMN OKYMEHT
3aujmMta OoOT HeCaHKLIMOHMPOBAHHOIO A0CTYNAa K nHdopmMmauun
TepMuHbI U onpeaeneHus

yTBEep)>XAeHO pewueHneM npeaceparens rocrexkxomumccum Poccum ot 30 maprta 1992 r.

1. TepMUHBI N ONpepeneHus
2. ANaBUTHbLIN yKa3aTeNlb TEPpMUHOB Ha PYCCKOM £13blKe
3. A1PaBUTHbIN YKa3aTes/lb TEPMUHOB HA aHIIMNCKOM A3bIKE

HacTosawmnmn pyKoBOAALWMN AOKYMEHT YCTaHABJ/IMBAET TEPMUHBLI U onpenesieHUs NMOHATUN B
obsiactn 3awWKnTbl CPeaCTB BbIMUCIUTENIBHOU TEXHUKU U aBTOMATUIUMPOBAHHbLIX CUCTEM OT
HECaHKUMOHMPOBAHHOIO AOCTYMNa K MHPOpMaLuu.

YCTaHOBJIEHHbIE TePMUHbI 0683aTeNbHbl A8 NPUMEHEeHUA BO BCeX BUAAX AOKYMEHTaLMUN.

Ana KaXKaoro noHATUA yCTaHoBAeH OAUH TepMUuH. [lpuMeHeHMe CMHOHMMOB T€PMMHA HeEe
NOMNyCKaeTcs.

Ina oTaenbHbIX TEPMUHOB AdHbl (B CKOBKaxX) KpaTKue (OpPMbl, KOTOpble pa3pellaeTcs
NPUMEHATb B CNy4YasaX, UCKJTHOYAaLWMX BO3MOXXHOCTb UX Pa3/IMYHOIO TOJIKOBaHUA.

na cnpaBoK NpuBeAeHbl MHOCTPAHHbIE 3KBMBANEHTbl PYCCKUX TEPMUHOB HA aHMIMNCKOM
A3blKe, a TaKXe andaBUTHbIE YKa3aTen TEPMUHOB Ha PYCCKOM M aHMITMNCKOM AA3blKaX.

1. TepMuHbI U onNpeapeneHunn

‘ TepMuUH ‘ OnpepeneHune

1. octyn K uHpopmaunumn |O3HaAKOMAEHUe C HpopMauumnen, ee o6paboTka, B YHaCTHOCTMH,
(docTtyn) KonupoBaHne Mmoandpukaunua nnm yHUUYTOXeHue MHpopMaLlunmn
Access to information

2. NpaBuna pa3rpannyenHmna | COBOKYMHOCTb NPaBwWJl, periameHTUupyrLwmnx npasa A0CTyna
NOCTYynNa cybbeKToB A0CTYNa K o6bekTaM AocTyna

(MP4)
Security policy

3. CaHKLMOHNPOBAHHbIN JocTtyn K nHopMaunun, He HaApyLaLWnUn npasuna
NOCTYN K UHDOpMaLNK pa3rpaHn4yeHuns AocTtyna
Authorized access to
information

4, HeCaHKLUMOHUPOBAHHbLIW

JocTtyn K nHdpopMaunun, HapyLlarwowmm npasuia

NOCTYN K UHPOpMAaLNK pa3rpaHMyeHus AoCTyna C UCNOJIb30BaHUEM LUTATHbIX
(HCA) CpeacTB, NpeaocTaBasieMbIX CpeaACTBaMn BbIMUCIUTENIBHOW
Unauthorized access to TeEXHUKU WU aBTOMaTU3NPOBAHHbLIMU CUCTEMAMM.
information [TIpumMevyaHue. lNoa WTaTHBIMKU CpeaCTBaMM MOHMMAETCH

COBOKYMHOCTb MPOrPaMMHOIro, MMKpOnNporpamMMHOro u
TeXHN4Yeckoro obecneyeHmsa cpeacTB BbIYHNCANTENIbHOW
TEXHUKWN WU aBTOMATU3INPOBAHHbBIX CUCTEM

5. 3aWmnTa OT
HeCAaHKLUOHNUPOBAHHOIO HECAaHKLMUOHUPOBAHHOIMO AOCTYMa

[TpenoTBpalleHne Uan CyLecTBeHHoe 3aTpyigHeHune

N0oCTyna
(3awmTta ot HCA)
Protection from unauthorized
ACCesSs

6. CybbekT aocTtyna

JInuo v npouecc, LeNCTBUA KOTOPOro perniaMeHTUupPYyTCS
(CybbeKkrT) npaBujiaMn pasrpaHNnYeHnsa A0CTyna
Access subject
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EAMHMLA MHPOPMALMOHHOIO pecypca aBTOMAaTU3UPOBAHHON
(O6BbeKT) CUCTEMbl, AOCTYN K KOTOPOWU perjlaMeHTUpyeTcs npasuiaMu
Access object pa3rpaHnYeHmnsa AoCTyna

‘ 8. MaTpuua aoctyna ‘ Tabnunua, otobpaxkarowasa npasusa pa3rpaHM4YeHmnsa A0CTyna
Access matrix

COBOKYMHOCTb NMpaB A0CTyna cybbekTa A0CTyna

7. O6beKT AoCTYNa

9. YpoBeHb NOJTHOMOYUN
cybbekTa A0CTYNna
Subject privilege

10. Hapywutenbs npasui

CybbeKkT A0CTYyNna, OCYLeCTBAALWNUN HECAHKLMOHUPOBAHHbIN
pa3rpaHnyeHnsa aocTtyna NOCTYN K MHPOopMaLnn

(Hapywutenbs MNMPA)
Security policy violator

11. Moaenb HapyLwunTens

ABCTpakTHOE ((hOopMasIM30BAHHOE UM HE(POPMAZTN30BaAHHOE)
npaBuJ pa3rpaHU4YeHus OMMCaHMEe HapyLwunTensa npaBua pasrpaHUYeHnsa A0CTYNna
N0CTYNna
(Mopenb HapywuTtensa MNP.A)
Security policy violator’s
mode]

12. KoMnnekc cpeacTs COBOKYMHOCTb NMPOrpaMMHBbIX N TEXHUYECKNX CPeacTB,
3aLLNThI co3aBaeMas n nopgaepxmeaemas ana obecnevyeHmsa 3aLUTh
(KC3) CpefCTB BblYUCAUTENIBHOU TEXHUKWU UJIN aBTOMATU3NPOBAHHbIX
Trusted computing base CUCTEM OT HECAHKLUUWOHMPOBAHHOIO A0CTYNa K MHMOPMaLNK
13. Cucrtema pasrpaHnyeHnsa [COBOKYMHOCTb peaslin3yeMblX NpaBua pa3rpaHUYeHnsa AoCTyna
NOCTYynNa B CpeAcCTBaX BbIYUCINTENbBHON TEXHUKN WA
(CPA) ABTOMATU3NPOBAHHbIX CUCTEMAX

Security policy realization

14. WpeHTndukaTop AOCTYNa YHUKaNbHbIN NPU3HaK cybbekTa nan obbvekTa A0CTyna
‘ Access identifier ‘

15. WpenTndukauyuns [TpnceoeHune cybbekTaM n obbektTaMm A0CTyna
Identification MaeHTUMPUKaATopa U (MInN) CpaBHEeHUE NpeabABAAEeMOro
naeHTUMdPuKaTopa C nepevyHeM NpUCBOEHHbIX
NMAEHTUPUKATOPOB

‘ 16. Naponb ‘ NMaeHTUPUKaTop cybbekTa A0CTYyNna, KOTOPbIU ABNSAETCA ero
Password (cybbekTa) cekpeTom

17. AyTeHTUmnKauymns [IpoBepKa NMPUHALNEXHOCTU CYOBbEeKTYy AO0CTYnNa

Authentication npeabaBIeHHOro UM UaeHTUPUKaTopa; NoATBEPXKAEHME
NOANIMHHOCTU

18. 3awmueHHoe cpenctso | CpeacTtBO BbIYUCAUTENBHOU TEXHUKU (aBTOMATU3NMPOBAHHAA
BbIYNCNUTENBHOU TEXHUKU |CUCTEMA), B KOTOPOM peasin3oBaH KOMMNJeKC CpeacTB 3alnThbl
(3allMLLEeHHas
ABTOMAaTU3NPOBAHHAS
cucrtema)
Trusted computer system

19. Cpencreo 3aWKUThl OT

[MporpaMMHOe, TEXHNYECKOE WU NMPOrpaMMHO-TEXHUYECKOE

HeCAaHKLUOHNUPOBAHHOIO CpeACTBO, NpeaHa3HAYeHHoe ANSa nNpeaoTBpalleHns nnu
N0oCTyna CYLLECTBEHHOro 3aTpyAHEHNS HECAHKLUMOHUPOBAHHOIMO
(Cpeancteo 3awmtbel ot HCA) N0CTYyna

Protection facility
20. Moaoene 3awWinThl

ABCcTpakTHOE ((hopMann3oBaHHOE UM HedhopMasIM30BaAHHOE)

Protection model ONMMCaHne KOoMrJjeKca nNnporpaMMHoO-TeXHUYECKUX CpeacTs U

(MLNN) OpraHU3aUMOHHbBIX Mep 3alnTbl OT
HeCAHKLWOHUPOBAHHOIO AOCTYynNa

21. be3onacHoOCTb CocTosiHUE 3aWnLLEeHHOCTN MHopMaunn, obpabaTeiBaeMOoOn
MHMOPMaLNK CpencTBaMu BblYMUCIUTENBHOU TEXHUKN UMK



‘ Information security aBTOMAaTU3NPOBAHHOW CUCTEMbI, OT BHYTPEHHUX WU BHELUHUX
YIrpo3

22. LlenoCTHOCTDb CnocobHOCTb CpencTea BbIYUCIUTENIBHON TEXHUKU NN
MHMOPMaALUNN aBTOMaTU3UPOBAHHOU CUCTEMbl obecnevynBaTb HEM3MEHHOCTb
Information integrity MHPOPMALUUN B YCIIOBUAX CNYYaUHOro u (unu)
npeaHaMepeHHOro MCKaxeHua (paspyLlleHuns)
23. KoHDunaeHumnanbHas MHpopMauusa, Tpebytowasa 3anThl
MH(POPMaLUSA
Sensitive information
24. InckpeunoHHoe PasrpaHunyeHune AocTtyna Mexay noMmMeHOBaHHbIMU
ynpassieHue AOCTynoM cybbekTaMn U NMOMMeHOBAHHbIMU 06beKTaMUn. CyobeKT C

Discretionary access control | onpegeneHHbIM NpaBoOM AOCTYMNA MOXET nepenaTtb 3TO NpPaBo
nobomy aApyromy cybbekTy

25. MaHaaTHoOe ynpasneHne |[Pa3rpaHnyeHune AoCTyna CybbekToB K 06beKTaM, OCHOBaAHHOE
NOCTYNOM HQ XapaKTepmnlyeMom MeTKoOn KOHPUAEeHUMNANTbHOCTH
Mandatory access control MHOpPMaLnKN, coaepxallenca B odbbvektax, n odounumnanbHOM
pa3pewieHnmn (aonycke) cybbekToB 06pallaTbCsa K
MHPOPMALNUN TAKOMO YPOBHSA KOHMOUAEHLUWNANBHOCTU

26. MHOroypoBHeBas 3aluTa 3awnTa, obecneymBaowasa pasrpaHmMvyeHme 40CTyna
Multilevel secure Cy6beKkToB C pa3/iM4YHbIMKU NpaBaMn AOCTYNa K 06bekTaMm
DA3JINYHBIX YPOBHEN KOHDUAECHLUMNANBbHOCTH

27. KoHuenunsa aucnertyepa KoHuenuua ynpasjieHnUa AOCTYNOM, OTHOCSALLAACAH K

NOCTYNa abCTpakKTHOMU MALWLMHE, KOTOpasa nocpeaHn4YaeT Npu BCeX
Reference monitor concept obpaleHnax cybbekToB K 0bbeKkTam
28. lucnetyep AocCTyna TexHn4yeckue, nporpaMMHblie 1 MUKPONPOrpaMMHbIe 3/1IeMeHThI
(24p0 3aLUNTHI) KOMMJ1IeKCa CpeACTB 3alynTbl, peann3yrwme KOHUenuuto

Security kernel aucneTtyepa AoCcTyna
CybbeKT A0CTYyna, OTBETCTBEHHbIN 3a 3alnUTy

29. ADMUHUCTpATOpP 3aLUThb
Security administrator ABTOMAaTU3NPOBAHHOU CUCTEMbI OT HECAHKLMOHUPOBAHHOIMO

NOCTYNa K MHPOpMaunu

30. MeTKa JNeMeHT UHOPMaLUUKN, KOTOPbLIN XapaKTepulyeT
KOH(MPUAEHLUNaNbHOCTH KOHMUAEHLUWANBbHOCTb MHPOPMALMK, COAEePXALLEUCH B
(MeTKa) obbekTe

Sensitivity label
31. Bepupukayums

[Ipouecc cpaBHeHUA ABYX YPOBHEN cneundpukaumm cpencTs
Verification BbIYMUCNUTENIBHOWN TEXHUKU WU aBTOMATU3UPOBAHHbIX CUCTEM

Ha HajJiexallee COOTBeTCTBUe
OnpepneneHHass COBOKYMHOCTb TpeboBaHUW MO 3aLl4UTe

32. Knacc 3alMweHHOCTU

CpeACTB BblYUCIUTEIbHOU CpencTB BblYUCINTENIbHON TEXHUKKN (aBTOMATU3IUPOBAHHOW
TeEXHUKW CUCTEMbl) OT HECAHKLUMUOHUPOBAHHOMO AO0CTYNa K MHMPOPMaLU UK
(aBTOMATU3NPOBAHHOW
CUCTEMbl)
Protection class of computer
systems

33. [NokazaTenb XapaKTepucTuka cpeacts BblYMUCIUTENIbHON TEXHUKMU,
3alLNLLEHHOCTU CpeacTB B/INAOLLLAA HA 3alULLEHHOCTb U ONMUCbIBaeMas onpeneseHHOU
BbIYUCIUTENIBHOWN TEXHUKMU rpynnoun TpeboBaHUN, BApbUPYyEMbIX MO YPOBHI, rybuHe B

(lNokazaTenb 3alULLEHHOCTH) 3aBUCMMOCTU OT KJ1aCCa 3aLULLEHHOCTU CpencTB
Protection criterion of BblYNC/IUTENNIBHOUN TEXHUKWU
computer systems
34, CucTtema 3auThl KoMnnekc opraHU3aLMoOHHbIX Mep U NPOrPaMMHO-
CeKpeTHOU MHPOPpMaL UK TeXHUYeCKnxX (B TOM Ynucne Kpuntorpauieckmnx) cpeacTs
(C3CI) obecneyeHna 6e30nacHOCTU MHDOPMALUN B

Secret information security AaBTOMATU3NPOBAHHbIX CUCTEMAX



‘ system ‘

35. Cuctema 3aWwuThl KoMnaekc opraHm3aumnoHHbIX Mep M NporpaMMHO-

MHPOPMALUN OT TeXHNn4yeckmnx (B TOM Ynucne Kpuntorpapuyeckmnx) cpencTts
HECAHKLUMWOHUPOBAHHOMO  [3alUTbl OT HECAHKLMOHMPOBAHHOMO A0CTYNa K UHPOpMALUN B
NOCTyna AaBTOMATU3NPOBAHHbIX CUCTEMAX
(C31 HCA)

System of protection from
unauthorized access to
information

36. Cpencrtso

CpencTteo BbIMUCAUTENIBHOWU TeXHUKU, OCYLLECTB/IAoLLee
KpunTorpagpuyeckon 3aLuThl KpunTtorpagpuyeckoe npeobpaszosaHne MHopMaunn ans
MHMOPMAL NN obecnevyeHnsa ee 6e30MNaACHOCTU
(CK3W)

Cryptographic information
protection facility

37. CepTnudmkaT 3aLinThI JJOKYyMeHT, yA0CTOBEepALWMN COOTBETCTBUE CpeacTBa
(CepTUdOUKAT) BbIYUCIUTENBHOU TEXHUKWN UIN aBTOMAaTU3INPOBAHHOW CUCTEMBI
Protection certificate Habopy onpeaeneHHbIX TpeboBaHWUM NO 3aLLUTE OT
HeCaHKLUWOHMPOBAHHOMO A0OCTYNA K MHMOPMaLUK 1N AAOLWNN
npaBo pa3paboTynUKy Ha UCNONb30OBaAHME U (UIN)
DACNPOCTPAHEHME X KaK 3aLlinLLEHHbIX

38. Ceptndpmnkaumsa ypoBHS [Ipouecc ycTtaHOBJIeEHNS COOTBETCTBUA CpencTBa
3aLuThI BbIMUCUTESIbHON TEXHUKWU MU aBTOMAaTU3IUPOBAHHOW CUCTEMBI
(CeptTndpmnkauymnsa) Habopy onpeneneHHblX TpeboBaHUN MO 3aLuTe
Protection level certification

2. AndbaBUTHDbLIM YKa3aTeslb TEPpMMHOB Ha PYCCKOM fi3blKe

AIMUHUCTPATOP 3aLUThI

AyTeHTUPUKALUSA

be30nacHOCTb MHPOPMaLUnn

Bepundpunkaums

VCKpeunoHHoe ynpasaeHue A0CTYNOM

lncneTyep AoCTyna

JocTtyn K uHdpopMaLunm

3alnTa OT HECAHKLUMOHUPOBAHHOIMO AOCTYNA

3aluLLeHHoOe CpeaCcTBO BblYHUCAUTENbHOU TeXHUKKU (3alnLeHHas aBTOMAaTU3NMPOBAHHAS
cucTtema)

NaeHTuunkKaTop AoCTyna

NaeHTnpukayus

Knacc 3auneHHoOCTU CpeAcTB BblYUCIUTENbHON TeEXHUKU (aBTOMATU3NPOBAHHOU CUCTEMBI)
KoMnnekc cpeacTts 3allUThl

KoHpuaeHUnanbHasa MHPopMaLuus

KoHuUuenuua aumcneryepa AoCTyna

MaHaaTHOE ynpassieHUe A0CTYNOM

MaTpuua AoCTyna

MeTKa KOHOUAEHUNANBbHOCTA

MHOroypoBHeBas 3allnTa

Mopenb 3alunThl

Moaenb HapywuTensa npasua pasrpaHnvyeHuns goCcTyna
HapywuTtens npaBujl pasrpaHmnyeHnsa AoCcTyna
HeCaHKLUMOHUPOBAHHbLIXM AOCTYN K UHPOPMAL NN

Ob6bekT goctyna

[Taponb

[TokazaTesib 3aWUWLEeHHOCTU CPeaCTB BblYNCINTENBHOU TEXHUKMU



[1IpaBuNa pa3rpaHUYeHnsa A0CTyNa
CaHKUMOHUPOBAHHbIN AOCTYN K MHPOpMaL UK
CepTndunkKaT 3aLnThl

CepTudUKaLunsa ypoBHSA 3aLLATHI

Cucrtema 3awmnTbl MHPOPMALUM OT HECAHKLMOHUPOBAHHOIO A0CTYMNa
Cucrtema 3alnTbl CeKpeTHOUn MHdopMauunmn

CucrteMma pasrpaHmyeHunsa AoCcTyna

Cpencrtseo 3aWKnTbl OT HECAHKLMOHUPOBAHHOIO AOCTYNAa
Cpeacrteso Kpuntorpaduyeckoun 3awuTtbl MHPOpMaL K
CybbeKkT AoCTYyna

YpOBEeHb MOJIHOMOYUIN CyOBEeKTa A0CTYNA

LlenoCTHOCTb MHMOPMaL N

3. AndpaBUTHbLIN yKa3aTesib TEPMMHOB Ha aHIJIMUCKOM fI3blKe

Access identifier

Access matrix

Access object

Access subject

Access to information

Authorized access to information
Authentication

Cryptographic information protection facility
Discretionary access control
Identification

Information integrity

Information security

Mandatory access control

Multilevel secure

Password

Protection certificate

Protection class of computer systems
Protection criterion of computer systems
Protection facility

Protection from unauthorized access
Protection level certification
Protection model

Reference monitor concept

Secret information security system
Security administrator

Security kernel

Security policy

Security policy realization

Security policy violator

Security policy violator’'s model
Sensitive information

Sensitivity label

Subject privilege

System of protection from unauthorized access to information
Trusted computing base

Trusted computer system
Unauthorized access to information
Verification



