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27 nekabpsa 2002 r. Ne 184-03 «O TexHUYeCcKOM perynmupoBaHiun», a npaBuna npMMmeHeHuns HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccunckon depgepanmn.
OCHOBHbIE MNONOXEHUAY

CBepgeHUA o cTaHaapTe
1 PASPABOTAH ObLecTBOM € oOrpaHnM4eHHOMN OTBETCTBEHHOCTbIO « KpUNTOKOM»

2 BHECEH YnpaeneHnem TeXHM4eCcKoro perynmpoBaHusa n ctaHgaptmsaunm egepanbHOro areHTCcTBa
No TEXHUYECKOMY perynmpoBaHUC M MeTPONOTnn

3 YTBEPXXOEH W BBEAEH B OEWCTBUWE npukaszom defepansHoro areHTcTBa rno TeEXHNYECKOMY
perynupoBaHuto n metponorin ot 18 aekadbpst 2008 r. Ne 531-cT

4 BBEAEH BI'NEPBbBIE

ViIHgbopmauuss ob U3MeHeHUsIX K HacmosileMy cmaHoapmy nybrnukyemcss 8 eXXe200HO u3dagaeMoM
UHOPpMaUUOHHOM YKazamerne «HalyuoHalbHble cmaHOapmabi», a mekcm UaMeHeHUU U rornpasoK — 8 eXXeMe-
CAYHO U30asaeMbiX UHPOPpMaUUOHHbLIX yKazamernsax « HayuoHanbHble cmaHOoapmely. B criydyae nepecmompa
(3aMeHbl) Ui OMMeHbI Hacmosauw,e20 cmaHOapma coomeemcemesyrouiee yeeoomreHue byoem ornybnukosaHo
8 eXkeMeCsIHHO U30asaeMoM UHpopMaylUoOHHOM yKkazamerne «HayuoHarnbHble cmaHOapmeily. Coomeemcmey-
fowast UHQopMayusi, yeeooMIIe HUS U MEeKCMbI pa3Melaromces makxe 8 UHGbopmMalUuoHHOU cucmeme obujezo
ronb308aHuUss — Ha ogulyuanbHOM calime PedepallbHO20 a2eHmemea rno mexHU4ecKoMy pea2yrnupogaHuro U
MempoJsiozauu e cemu MIHmepHem
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MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PerynmpoBaHuo U MeTPOoorum
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BBenoeHue

Pa3BuTMne, BHeaApeHWe N UCNoNb3oBaHUe pacnpegeneHHbIX MHPOPMAaLUMOHHBIX CUCTEM U TEXHONOTUN,
MCMONb30BaHME MMMNOPTHLIX NporpaMMHo-annapaTHbIX Nnatopm 0e3 KOHCTPYKTOPCKOW AOKYMEHTAaLIUN NMpun-
BENW K NOABNEHUIO KNacca yrpos uHgopmMmaummoHHon besonacHocTn (UB), cBA3aHHBIX C UCNOMNb30BaHUEM Tak
Ha3blBaeMbIX CKPbITbIX UHMOPMaLMOHHBIX KaHanoB, «HEBUAUMLIX» ANSA TpagaMUMOHHLIX cpeaCcTB 3allMThl
MHpopMaLLnUN.

TpaanumoHHble cpeactBa obecnedveHunsa b Takme, kak cpeactBa pasrpaHMyYeHns AoCcTyna, MeXXceTeBble
3KpaHbl, CUCTEMbI ODHAPYKEHUA BTOPXKEHUN, KOHTPONUPYHOT TONLKO MHOpMAaLMOHHBLIE MOTOKN, KOTOPbLIE NPOo-
XOOAT NO KaHanam, npegHasHavyeHHbIM Ans ux nepegadn. BosmMoXXHOCTb obMeHa MHpopMaLMEN BHE 3TUX
pPaMOK NoCpeacTBOM CKpbIThIX KaHanoB (CK) He yduTbiBaeTCA.

B cuctemax, Tpebyolmx obecnevyeHust NOBbLILLEHHOTO YPOBHA AOBEPUS, AOKHbI YYUTLIBATLCSH Yrpo3hbl
be30nacHOCTU, BO3HUKAKOLWMEe BCneacTBMEe HanU4YMA BO3MOXHOCTU HeCaHKUWOHUPOBAHHOIO AEUCTBUA C
nomoLwbo CK.

OnacHocTb CK ana nHgopmaunoHHbIX TexHonorun (UT) n asTomaTtmusnpoBaHHbIX cucteM (AC) 1 Apyrux
aKTUBOB opraHusauuM cBd3aHa ¢ OTCYTCTBMEM KOHTPOMNA cpedcTBamMun 3alnTbl MHPOPMaLUOHHBIX MOTOKOB,
YTO MOXET NPUBECTU KyTeuke MHopMaLIMn, HapYLLIXATb LLeNMOCTHOCTb MHPOPMAaLMOHHBIX PECYPCOB U NPOrpam-
MHOT0 obecnevyeHns B KOMMbIOTEPHBIX CUCTEMAX U cOo3aaTb UHLIE NPENATCTBUA No peanusaunn AT.

[1nsa obecnevyeHnsa 3awnTbl MHpoOpMaLUnK, obpabaTeiBaemMon B AC, He0bXoaUMO BLISIBAATL U HENTPanun-
30BbIBaTb BCE BO3MOXHble MHJOpMaLMOHHbIE KaHambl HECAHKLUMOHUPOBAHHOIO AEUCTBUAS — KaK TpadULIMOH-
Hble, TaK 1 CKPbITHIE.

HacTodawunn ctTaHgapT BXOAUT B CEPUD B3aUMOCBSA3aHHBIX CTaHAapToB, 06begUHEHHbIX 0OLWMM HanMe-
HoBaHMeM «MHopmMaunoHHas TexHonorns. 3awmuta MHQPOPMaLUOHHBLIX TEXHONMOTMA U aBTOMaTU3NPOBAHHbIX
CUCTEM OT Yyrpo3 MHpopMaLnoHHOWU Be3onacHOCTU, peannsyemMblX C UCNONb30OBaHMEM CKPbIThLIX KaHanoBy,
BKIHOYAOLWMIN B ceb4:

- obLKMe NoONOXeHUs;

- pekomMeHaauumn no opraHnsaunm sawntel tHdopmauunn, MT M AC oT aTak c ucnonbaoaHmem CK.

B 00LWKMX NoNoXeHUaxX onpeaenexHsl 3agayn, peiaemole npu nposegeHunn aHanumsa CK, onncaHa knaccu-
dbukaumsa CK 1 npuBegeHa knaccupukaumst akTUBOB NO CTENEHWM O0NAaCHOCTU aTak ¢ ucnonb3oBaHnem CK.

CywecTBeHHbIM MOMeHTOM 3awnweHHocTyn cuctem UT n AC asnaetca gosepue K cuctemMam 3alluThl.
ObecnevyeHne OoBepUst OCYLLECTBNSAETCS NyTEM rMybOoKOro aHanmsa Unn skcnepTruabl NporpamMmHo-annapar-
HbIX NPOAYKTOB C TOUYKU 3peHUd X 3alneHHoCTU. Bo MHOTMX cnyvyasix 3ToT aHanus saTpyaHeH B CUMNY OTCYT-
CTBUA UCXOAHLIX AaHHLIX ANA ero npoBedeHusl, To eCTb UCXOQHbLIX KOOOB, KOHCTPYKTOPCKOU U TECTOBOU
OOKYMEHTaUNK, B pesynbTaTe Yero co3garotcs yrpossl MHPOpMaLUUOHHBIM pecypcaMm, KOTopble MOTryT ObITb
peann3oBaHbl C MOMOLLLIO HEU3BECTHLIX MporpaMMHo-annapaTHbIX CUCTEM NYepes MHTepdpenchl B3auMoaen-
CTBYIOLLUX NporpamMmmMmHo-annapaTHbIX NPOOYKTOB.

TpeboBaHUAa aoBepus K besonacHocTU nHdopmauun yctaHoBneHsl B FTOCT P MCO/M3BK 15408-3, B
COOTBETCTBUM C KOTOPLIM A4 CUCTEM C oLleHOYHBIM ypoBHeM goepunda (OY L), HaunHaa c OYLS, npeaycmoTtpe-
HO npoBeaeHne obsizatenbHoro aHanusa CK. [Npyu ncnonb3oBaHnM annapaTHO-NMPOrpaMMHbIX MPOAYKTOB
MHOCTPaHHbLIX NPOU3BOAUTENEN B YCITOBUAX OTCYTCTBUSA HA HUX KOHCTPYKTOPCKOW, TECTOBOU AOKYMEHTaLUn U
MCXOQHbIX KOOOB HEBO3MOXHO rapaHTUPOBAaTh OTCYTCTBME B HUX NMOTEeHUMaNbHO BpegoHOCHBLIX KOMMOHEHTOB,
BKMHOYEHHBIX creunansHO UM BOSHUKLWINX CRyvYanHo (HanpumMep, NporpaMmMHON y3BUMOCTN). Takmum obpasom,
TpeboBaHUe aHannsa CK B Poccunckon Peaepaunn sBASIeTCA HEObXoAMMbIM yCnoBUeM 6e30nacHOro oyHK-
LIMOHUPOBaHUA cUcTeM, obpabaTbIBaoLWMX LLEHHYHO MHOPMAaLUIO UMM UCTMIONBb3YIOWMX MMMNOPTHOE annapar-
HO-NporpamMmmHoe obecneveHune, B ToM vncrne n ans cucrtem ¢ OY Hmxke OY 5.

B pekomMeHaaLKUaAX No opraHn3aun sawmtel tHpopmMauun, UT n AC oT aTtak c ucnonb3oaHnem CK onpe-
geneH nopsigok noncka CK nnpotusogencteus CK.

Hactosawmn ctaHgapT paspaboTtaH B pa3sutine FOCT P UCO/M3K 15408-3, TOCT P UICO/M3BK 17799
(B YacTu MeponpuaTU No NnpotuesoaenUcTeuio yrposam Ub, peannsyembeim ¢ ucnonbsosaHnem CK) n [1].
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

UHpopMaLUOHHaA TeXHonorusa

SALLUTA UHOOPMALIMOHHBIX TEXHONOMMNU N ABTOMATU3NPOBAHHbLIX CUCTEM
OT YIrPO3 MUH®OPMALIMOHHOMN BE3OMNMACHOCTMU,
PEAJIMSYEMbBIX C UCINOJNIb3OBAHUEM CKPbITbIX KAHAJIOB

acThb 1

O6Lwue nonoxeHus

Information technology. Protection of information technologies and automated systems against security
threats posed by use of covert channels. Part 1. General principles

INaTta BBeaeHna 2009—10—01

1 O6nacTb NpUMeHeHus

HacTtoawmm ctaHgapT ycTaHasnueaeT kKnaccudukayuio CK n onpegendeT 3agadun, peliaeMble npu npo-
BeaeHUn aHanmasa CK, 4To aABnaeTca HeobXxoanMmMmoun CoCcTaBnNsloLWEn Ans onpeaeneHns aanbHenwero nopsaaka
opraHusaumm sawmnTel MHoOpMaL MK OT aTak ¢ ucnonb3oBaHuem CK, a Takke yctaHaBnMBaeT NopAaoK NpoBe-
noeHna aHanusa CK gna npoayktoB ucuctem T n AC, pesynbTaThl KOTOPOIO MCNOMNb3YIOTCA NPU OLEeHKe A0oBe-
pUA K Mepam 3alunTbl MHPOopMaUMOHHBIX cucTeMm n AT.

HacTodawmn ctadgapT npeaHasHadveH Ans 3akasvynkoBs, pa3paboTyMKoB 1 nonb3oBatenen AT npu gop-
MUPOBaHUU UMK TPeOOBaHUN K pa3padoTKe, NpuobpeTeHunto N NPUMEHEHUIO NPOoAYKTOB U cucteMm AT, KoTopble
npeaHasHaveHbl ans obpaboTkn, XpaHeHus Unu nepegavyn nHgopmaunn, nognexaiwen sawunte B COOTBET-
CTBUU C TPEOOBAHUAMU HOPMATUBHbLIX AOKYMEHTOB UMK TpeboBaHUSIMK, yCTaHaBTMBAEMbIMN CODCTBEHHNKOM
MHpopMaLMK. HacTodalwn cTaHgapT npeaHasHa4vyeH Takke Ang opraHoB cepTudukaum M UcnblTaTenbHbIX
nabopatopuin Npn NnpoBeaeHnn oLeHKn beszonacHocTn n ceptudunkaunm 6esonacHoctn T n AC, a Takke ang
aHanMUMTUYecCKMX noapasgeneHnd w©n cnyxd 6e3onacHOCTM ANng  CONOCTaBMEHUSI  Yrpo3  UEeHHbIM
MHOPMaLIMOHHBIM aKTUBaM C NOTEHLUMaNbHOW BO3MOXHOCTLIO yiepba vyepes CK.

2 HopmaTuBHbIe CCbINKN

B HacTosileM cTaHOapTe UCNOMNb30BaHbl HOPMAaTUBHLIE CCHINKA Ha cneaytolme ctaHaapThl:

[OCT P MNCO/M3K 15408-3—2008 NHdopmaunoHHasa TexHonornda. Metoasl u cpeactea obecneveHUs
besonacHocTU. Kputepun oL eHkn 6e3onacHoCTU MHPOPMaLMOHHBIX TeXHONOrnn. YacTte 3. TpeboBaHUS AoBe-
PUA K6e30NacHOCTA

[OCT PUCO/M3K17799—2006 MHdopmaLnoHHast TexHonorus. lNpaktuyeckue npasuna yrnpasneHus
MHopMaLMOHHON Be30NacHOCTbLIo

[TpumeyaHwmne—lpu NONb30BaHUN HACTOALWMM CTAHAAPTOM LenecoobpasHo NPOBEPUTb AEUCTBUE CCbINMOM-
HbIX CTaHA4ApPTOB B WMHMPOPMAUMOHHOW CUCTEME ODWero nonb3oBaHusd — Ha oduumanbHom cante PegepanbHOro
areHTCcTBa No TEXHUYECKOMY PErynMpoBaHuo n METPONoOrmn B cetn VIHTepHeT nnmn no exXerogHo nagasaemomy nHdpopma-
LMOHHOMY YKa3aTtento « HaunoHanbHble CTaHAAPThI», KOTOPbLIN ONYBNMMKOBAH Mo COCTOSAHMIO HA 1 AHBaPS TEKYLWLEro roaa, u
NO COOTBETCTBYIOWMNM €XEMECAHYHO U3gaBaeMblM MHDOPMALMOHHBIM yKa3aTensam, onybriMKOBaHHbLIM B TEKYLLEM roay.
Ecnun ccbinoYvHbIM CTAHAAPT 3aMEHEH (M3MEHEH), TO NPU NONb30BAHUN HACTOSWMM CTaHAAPTOM CreayeT PyKOBOACTBO-
BaTbCH 3aMEHAWMUM (MBMEHEHHBIM) CTaHAAPTOM. ECnn CCbINOYHLIM CTaHAAPT OTMEHEH Be3 3aMeHbl, TO MONOXEHNE, B
KOTOPOM daHa CCbllKa Ha Hero, NPUMEHAETCH B HaCTU, HE 3aTparmBatoWeEN 3TY CCbISKY.

U3paHune odbmumanbHoe
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3 TepMUHbI U onpegeneHus

B HacTodaweM cTaHaapTe NpUMMeHeHbl cneaytowme TepMnHbl ¢ COOTBETCTBYIOLW UMK onpeaeneHUaMN:

3.1 aBTOMaTusMpoBaHHasa cucTema: Cuctema, cCocTosLlada U3 nepcoHana u KoMnnekca cpecTB aBTo-
MaTu3auum ero 4eAaTenbHOCTU, peanusytowas MHPOPMaLUOHHYIO TEXHOMOTUIC BbINONMHEHUSA YCTAHOBIIEHHbIX
PYHKLNN.

3.2 areHT HapywuTtensa: Jluuo, nporpaMmmHoe, nporpaMmMHo-annapaTtHoe Unm annapaTtHoe CpeacTBo,
OeUCTBYIOLLME B UHTepecax HapyLunuTens.

3.3 akTuBbI (assets): Bce, 4To nMeeT LleHHOCTb AN opraHMsaLmm U HaxoauTCcs B ee pacrnopsikeHum.

[ PUMEYHYAHWNE— K aktmBam opraHn3auuvn mMoryt OTHOCHUTbCH.
- BblHUCIIUTEIIbHbIE, TEJTIEKOMMYHUKAUNOHHBIE U TNPOYUNe pecCypclhbl,

- MHQOPMALMNOHHbIE AKTUBLI, B T.4. pas3nnyHblie BUAbl MHQOPMaLUM Ha crieayiowmx drasax nx XN3HEHHOro UMKna:
reHepaumns (cosganue), obpaboTka, XpaHeHne, nepeaada, YHUHTOXEHNE;

- MPOAYKTbI U YCIYIN, NpeaoctaBlridemMble CTOPOHHUM OPraHn3aunHdM.

3.4 6nokupoBaHue goctyna (K uHopmauun): lNpekpalweHne Unn saTpygHeHne goctyna 3akoHHbIX
nonb3oBaTenen K MHgopmMmaLnu.

3.5 BpeAoOHOCHasa nporpamma: [lporpamma, npegHasHayvyeHHas Angd OCyLeCcTBIeHNA HeCaHKLUOHUNPO-
BaAHHOTrC AgocTyna u (MNnn) Bo3gencTenda Ha MHopMaLnio Mnn pecypcbl MHQPoOpMaLMOHHOU CUCTEMBI.

3.6 rmybuHa aHanunsa ckpbiToro kaHana: CteneHb BapbUpOBaHUA MPUMEHSAEMbIX CPEACTB NO CNOX-
HOCTW ANa NAeHTUPUKaL MK CKPLITOTO KaHana 1 ero XxapakTepucTuk.

3.7 poBepue (assurance): OcHoBaHUE ANS YBEPEHHOCTU B TOM, UTO OOBEKT COOTBETCTBYET LIe/IsiM De30-
MacHOCTMN.

3.8 ngeHTUdUKaLuma cKpbITOro KaHana: BuisiBNneHne BO3MOXHOCTU CYLLIeCTBOBAHUA CKPLITOro KaHana
N onpegeneHne ero MecTa B Knaccudukauuu.

3.9 uHdopmauua orpaHmMvyeHHoro gocrtyna: Bug ceeageHn, AOCTYN K KOTOPLIM OrpaHUYeH U pasrna-
LLIEHWE KOTOPbLIX MOXKET HAHECTU yLepd nHTepecam apyrux nuy, obllecTsa 1 rocygapcraa.

3.10 uHdopmaLumnoHHada besonacHocCTb (information security): Bce acnekTbl, CBA3aHHbIE C onpeaene-
HUeM, AOCTUXKEHUEM 1 NoaaepXaHneM KoHpaeHUnanbHOCTU, LLeNOCTHOCTU, AOCTYNMHOCTU, HEOTKaA3yeMOCTH,
NoAOTYETHOCTU, aYyTEHTUYHOCTU U AOCTOBEPHOCTU UHOPMaLMN UNA CpeaCTB ee 0bpaboTKN.

3.11 uHdopMauuoHHaa cuctema:. OpraHumsalUOHHO ynopaaoc4vYeHHast COBOKYMHOCTb AOKYMEHTOB
(MAcCUBOB AOKYMEHTOB) M UHPOPMaLMOHHBIX TEXHOOTN, B TOM YUCTIE C UCMNONb30BaHNEM CPeaCTB BbIYUCTIN-
TelTbHOWU TEXHUKU U CBA3N, peanun3yrioLlmnx MHpopMaLnOHHBbIE NPoLIeCChl.

[MTpumeyaHune—WMHpopmaymoHHble CUCTEMbI NPEAHA3HaYEeHbl Ans XpaHeHus, 0bpaboTKu, NOUCKa, pacnpoc-
TpaHeHus, Nnepegadmn n NpeaocTaBneHns MHpopmaLuun.

3.12 uHdopmMmaLUoOHHasa TexHonorusa: MNpnemsl, cnocodbbl 1 MeToabl NPUMEHEHNA cpeACTB BbIYUACIN-
TeNbHOW TEXHWUKMA NPpU BbINONHEHUN ByHKLUNA cbopa, XpaHeHus, obpaboTki, nepegadm N NCNONb3OBaHNUS
OaHHbIX.

3.13 MHcpOPMALUOHHBIA OOBEKT: DNEeMeHT nporpaMmmbl, cogepawmn dpparMmeHTel MHQOPMaL K,
LMPKYITUPYIOLLLEN B NporpamMme.

[TpumeyaHmne—B 3aBUCUMOCTU OT A3blKa NPOrpaMMmMpPoOBaHUSA B Ka4eCTBE MHPOPMALNOHHbIX OOBEKTOB MO-
ryT BbICTYNaTb NEPEMEHHbIE, MACCUBbI, 3anncu, Tabnuubl, dannbl, dparmeHTbl ONepaTMBHOM NAaMATU U T.N.

3.14 uHdopMayuuoHHbIN NOTOK (Information flow): Npouecc BzanmoaencTBUA MCTOUHMKA UHPOPMa-
LN 1N ee nonydaTteng.

[TpumeyaHnwune—HDPOPMALMOHHBLIW MOTOK MOXET ObiTb pa3peleHHbIM U Hepa3peLweHHbIM. VMIHdhopMmaymnos-
HbIXW NOTOK Mexay obbekTamm X n Y CyLWECTBYET, eCnu cpeaHsis B3anmuas nnpopmaumns I{(X,Y) bonbwe 0. MatemaTnyec-
Kas Mogenb MHPOPMALMOHHOIO NOTOKA MOXET ONpPeaensTbCs Kak KOHEYHbIM aBTOMAT, B KOTOPOM UCTOYHUK COODLLEHNS NO-
CblNaeT BXOAHOE CINOBO Ha BXO4 aBTOMAara, a nony4varens coobweHns BUAUT BbIXOAHYIO NOCneaoBaTenbHOCTb aBToMara.

3.15 ucyepnbiBawLWMU aHaNU3 CKPbITbIX KaHanoB (exhaustive covert channel analysis): AHanus, npwu
KOTOPOM TpebyeTcsa npeacTaBieHne AONONHUTENBLHOrO CBUAETENLCTRA, NokasbiBaoLero, YTo nnaH NaeHTK-
(pUKaL MM CKPBITBIX KaHANOB 4OCTaTOUEH ANA YTBePXAEHWA TOro, YTo ObIN McnpoboBaHbl BCe BOSMOXXHbIE MYTU
nccneaoBaHUA CKPbIThIX KaHAOB.

3.16 Knto4: KOHKpeTHOe CekpeTHoe COCTOAHNE HEKOTOPLIX MapamMeTpoB anropnutma Kpuntorpadgpuyec-
KOro npeobpaszoBaHna gaHHbIX, obecnevnBaroLee BbIOOPp o0gHOro npeodbpasoBaHnst U3 COBOKYMHOCTU BCEBO3-
MOXHBIX O119 AaHHOro anroputmMa npecbpasoBaHUn.
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3.17 KOMMYHUKaUUOHHbIX KaHan: COBOKYMNMHOCTbL HOCUTENEeNn MHpopMaL K, AOCTaBMALNX COODLLe-
HMUEe OT UICTOUYHUKA K MPUEMHUKY .

3.18 KpuTun4vecku BaxHble 006beKTbl: OObekThbl, HapyLleHne nnn npekpaweHue dyHKLUOHUPOBaHNUS
KOTOPbIX NPUBOANT K NoTepe ynpasleHus, paspylleHnto UHppacTpyKTypbl, HeobpaTMMOMY HeraTUBHOMY
M3MEHEHUIO NN pa3pyLUEeHNIO 3KOHOMWKK CTPaHbl, cybbekTa Mnm agMUHUCTPaTUBHO-TEPPUTOPNANBHON ean-
HULbI U K CYLLEeCTBEHHOMY yXYyALLUeHUto 6e30nacHOCTU XU3HeAeATeNbHOCTU HaceNneHns, NPOXKMBaoLLIEro Ha
3TUX TEPPUTOPUAX OANUTENbHLINA Nepno] BpeMEHHN.

3.19 MexaHuU3M nepepa4vu uHcpopmaumn: PeanmsoBaHHbin cnocod nepeaaym nHdopmaumm ot oTrnpa-
BUTENS K Nony4aTtesnto.

3.20 mogudukauma uHdopmauuu: LleneHanpaBneHHoe WU3IMeHeHMe QOpPMbl MpedcTaBeHNsa U
cogepXaHusa nHpopmauunn.

3.21 HapywuTenb 6e3onacHocTU MHdopMauunu (adversary): Pusndeckoe NMLO (CyOBLEKT), CnydyanHo
NN NpegHamMepeHHO coBepluMBLUee OeUCTBUSA, CNeACTBUEM KOTOPLIX sIBNAeTCS HapylleHne 6e30nacHOCTU
MHpopmMaLnm nNpn ee obpaboTKe TEXHUYECKUMU cpeacTBaMn B UHPOPMAaLMOHHBIX cCUCTEMaX.

3.22 HecaHKUUWOHUpPOBaHHbIU AoCTYN K UHdopMaumnu (unauthorized access to information): ocTyn k
MHOPpMaLUUU N AeUCTBUA C MHGOPpMaUnen, HapyllaloLwme npasuna pasrpaHmyeHna 4ocTyna c MCNosb3oBa-
HMeM LTaTHbIX CPeAcCcTB, NpeaocTaBnseMbIX cpeACTBaMU BbIYNCTTUTENTbHOU TeXHUKU UM aBTOMaTU3NPOBaH-
HbIMW CUCTEMaMMN.

[TpunumeyaHnwmne—JocTyn K 0bbEKTY NogpasyMeBaEeT U AOCTYN K CoaepKallencsi B HEM MHpopMaLnn.

3.23 001BbeKT (object): NaccUBHBIN KOMANOHEHT CUCTEMBI, XpaHALLUA, NPUHUMAIOLLNA NKX NepeaaroLwnia
MHPOPMaLIUIO.
3.24 oueHKaonacHocTu: OnpegeneHue cteneH BO3MOXXHOIO AeCTPYKTUBHOMO BO3AEeUCTBUA.

3.25 OUeHOYHbIN ypoBeHb goBepuAa (evaluation assurance level): [lakeT KOMMNOHEHTOB A0OBepUA,
npegcTaBndaloLWMA HEKOTOPOE NONOXKeHWe Ha npeaonpeaeneHHoM B HEM LLKane AOBEPUS.

[TpumevyaHune—IllakeT KOMNOHEHTOB OOBEPUA onpeaensietcsa B coorBeTcTBUM ¢ TpeboBaHusimm [OCT P
NCO/M3K 15408-3.

3.26 nmaponb Aoctyna (password): MaeHtudukatop cybbekra A0CTyna, KOTOPbIA ABNAETCA ero
(cybbeKTa) cCekpeToM.

3.27 nepcoHanbHble gaHHble: [Tlobasa nHpopmauma, oTHocALWasaca K onpeaeneHHoOMY U orpeaens-
eMOMY Ha OCHOBaHWK Takon HdopMaLnm pusmndeckomy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX).

[TpumMmeyaHmne—B KavecTBe NnepcoHarnbHbIX A4AHHBbIX MOMYT UCMONb30BaTbLCH haMunus, UMsi, OTYECTBO, oA,
MECSIL, JaTta u MecTo poXxaeHusi cybbekTa NepcoHanbHbIX AaHHbIX, a TaKKe agpec, CEMENHOE, cCoUnanbHOe, UMY LLECTBEH-
HO€e NonoXeHwe, obpasoBaHune, npodeccusi, 40XoAb! U Apyras nHpopmaums.

3.28 nonuTuka 6e3zonacHocTU MHpopMauuu (information security policy): CoBOKYNMHOCTb AOKYMEHT -
POBaHHbLIX MpaBun, Npoueayp, NpakTU4eCckX NpMemMoB U1 pyKoBoAALWMX NPUHLKNOB B 0bnacTtu besonacHoC-
TU MHPOPMaLUK, KOTOPLIMU PYKOBOACTBYETCA OpraHusaLma B CBOeU AeATENbHOCTN.

3.29 npoaykt (product): CoBOKYNHOCTb NMporpaMmMHbIX, NporpaMmMHo-annapaTHbIX U/UnK annapaTHbIX

cpeacTB NHOPMaLMOHHBIX TEXHOMOTMIA, NpeaocTaBnaowasa onpegeneHHble PyHKLNOHaNbHbIE BO3MOXHOC-
T U NpeaHasHadYeHHasa Ang HenocpeaCcTBEHHOO MCNOSTb30BaHUS UM BKITHOYEHUS B pasfindHble CUCTEMBI.

3.30 nponyckHasa cnocobHOCTb CKpbITOro KaHana (covert channel capacity): Konuyectso nHgopma-
LI, KOTOPOE MOXET DbITh NepeaaHo No CKPLITOMY KaHany B €AuUHNLY BPEMEHU UMM OTHOCUTESNbHO KaKoU-Nnbdo
OPYrou WKanbl UsmepeHus.

3.31 cucrtema (system): Cneyndcgpumnyeckoe sonnowieHne MHPOPMaLUOHHBIX TEXHOMOMMN C KOHKPETHBIM
HaszHavYeHWUeM U YCIroBUAMUK SKcnnyaTaLun.

3.32 cuctemMaTuuyecKUU aHanus CKpbITbIX KaHanoB (systematic covertchannel analysis): AHanus, npu
KOTOPOM paspabdboTynK cucTeMbl UHPROPMALUMOHHBIX TEXHOMOTMA N aBTOMaTU3NPOBAHHbBIX CUCTEM OO0MMKeH
naeHTNPULUPOBAaTL CKPbITbIE KaHAaMbl CTPYKTYPUPOBAHHBIM 1M NOBTOPAEMbIM 0Dpa3oM B NPOTUBOMOMNOXKHOCTb
naeHTUPUKaLMM CKPbITbIX KaHaNOB YaCTHLIM MEeTOA0M, NPUMEHMMbIM ANA KOHKPEeTHOWU CUTYaLunn.

[Tpumeyadune—laeHTmdunkaumsa CKpbITbIX KAHANOB OCYLLECTBNAETCH, KakK NPaBuno, B COOTBETCTBUM C MNIia-
HOM Obecne4vyeHus 6e3onacHoOCTH.

3.33 CKpbITbIN KaHan (covert channel): HenpeaycMoTpeHHbIN paspaboTUMKOM cUCTEMbI MHGOpMaL -
OHHBIX TEXHONOMMN N aBTOMAaTU3UPOBAHHBIX CUCTEM KOMMYHUKALIMOHHBLIWA KaHan, KOTOPbIN MOXEeT ObiTb NpUMe-
HeH AN HapyLweHMs NONMTUKM 6e30nacHOCTI.

3.34 cpepanepepauvun: Pusndeckasl peanmsaund npoLecca nepegadym MHPoOpPpMaLnn.
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3.35 cybbekT(subject): AKTUBHLIN KOMNOHEHT CUCTEeMbI, 0DbIYHO NMpeacTaBIeHHbIN B BUAe NONb30BaTe-
N8, npoueccanunmycTponcTBa, KOTOPbIE MOTYT ABUTLCS MPUUMHAMU NOTOKA MHOPMAaLIUN OT 00 beKkTa KOO BbEKTY
M UBMEHEHUA COCTOAHNA CUCTEMBI.

3.36 yrposabe3onacHocTu (threat): CoOBOKYNHOCTb YCNOBUN U PaAKTOPOB, CO3AaWMX NOTEHLNANbHYIO
NN peanbHO CYLLECTBYIOLL YO ONacHOCTb, CBA3AHHYIO C yTe4ukon MHdopMaL i U/Mnu HecaHKUUOHNPOBaHHLIMU
n/Mnun HenpeaHamMmepeHHbIMU BO3JEUCTBUAMK HA Hee.

3.37 ynonHoModeHHbIU Nonb3oBaTenb (authorised user): Nonb3oBaTenb, KOTOPOMY B COOTBETCTBUN
C NONMTUTUKON Be30NaCHOCTU paspeLlleHOo BbINOMHATL Kakyto-nnbo onepauuto.

3.38 yuwepb: OTpuuatensHble NOCNeACcTBUSA, BO3HUKAOLWME BCNeacTBUe NpUYMHEHNS Bpeda akTUBaM.

3.39 yaA3BUMOCTb: CBONCTBO CUCTEMBI, KOTOPOE MOXHO MCNONb30BaTh A1 HapyLUeHNs MHdopMaLMOoH-
HoW BesonacHoCTU cucTeMbl MHPOPMALIMOHHBIX TEXHOMOTMN M aBTOMAaTU3UPOBAaHHBLIX CUCTEM.

4 O6wme NonoXeHun

4.1 HactoawumncTaHgapT onpegensder cneaylowmmmnopsaaok AeUCTBUU No onpeaerneHnto cteneHnonac-
HocTK CK Ans akTUBOB opraHn3aLnn, BelISIBNEHUO U npoTusogencTeuto CK:

- NpoBeaeHune KnaccudpukaumMm akTUBOB B 3aBUCMMOCTU OT CTEMNEHU ONacHOCTU aTaK C UCNONb30BaAHNEM
CK c y4eTOM BO3MOXHBIX Yyrpo3 6€30NacHOCTU akTUBaM;

- onpeaeneHue Heobxoanmon rnybmHbl aHanmnsza CK B 3aBUCMMOCTU OT TUNA akTUBOB;

- npoBeaeHne aHanmsa CK, BkovatoLlee B ceds BbINONHEHWE cneayiowmnx 3agay:

ngeHTudukaunsa (BeissisneHue ) CK,
oL,eHKa nponyckHon cnocodbHocTU CK 1 olueHKa onacHOCTU, KOTOPYHO HECET UX CKPbITOE PYHKLIUMOHUN-
DOBAaHUE;

- MEepOonpUATUA NO 3alnTe OT Yrpos, peannsyemMmblX ¢ ncnonbisoBaHnem CK, 1 Bknovawowine B cebs
BbINMCJIHEHME CNeayoLW X 3agau:

MPUHATUE PeLLeHNN 0 BHeAPEHUN 3aLLUTHBIX MeP ANd NPOoTUBOAENCTBUS YKasaHHbIM yrpo3am 6e30-
NAacCHOCTMU,
npoTmBogencTene peanmnsaun CK BNMoTh A0 €ro YHUYTOXEHNUS.

4.2 Knaccudpukaums salmaeMbiX akTUBOB B 3aBUCUMOCTU OT CTENEHW ONACHOCTU aTak C UCMONb30Ba-
Hnem CK npmnBegeHa B pasgene /.

4.3 'nybuHy aHanunsa CK onpeaensitoT LeHHOCTbIO aKTUBOB, TO €CTb YLLEPOOM, KOTOPLIN MOXET ObITh
MPUYNHEH B pe3ynbTaTe peanusaunn yrpos 6e30nacHoCcTun, peanmnsyemblx ¢ UcnonbsoBaHnem CK, To eCTb pUC-
KOB, BO3HUKAIOLWKMX BCNeACTBME HAaNM4YMa aTUX yrpo3d. Knaccudukauuma Takux yrpos npreeaeHa B pasgene 6.

4.4 Npentudukaumsa CK onpegenseTt cybbeKThl (MCTOUMHUK U onyvaTens), Mexay KoTopbiMM NOTEHLIN-
anbHO MOXeT cyuwecTtBoBaTb CK, napameTpbl, Npyu MaHUNyIMPOBaHUM KOTOPLIMKA NPoUCXoduT nepepadva
MHOpMaLIMK, NapaMeTphl, 3a cYeT BapuaLMn KOTOPLIX NpoucxoguT YTeHne nHdpopmaunn, cpeay nepegadu
MHPOPMaL MK, NorMveckne ycnoBug, Npu KOTOPbIX BO3MOXHa nepegada nHgopmaumn. NageHtudgukauma CK
MOXET NPOBOAUTLCA KaK NMpu pa3paboTKe CUCTEMBI MYTEM UCCNTeA0BaHUA MOTEHLUMANbHbBIX KAHAMNOB YTEYKU UMK
KaHarnoB BO3AEWNCTBUSA, TAK U B PEXUME 3KCnnyaTauMm cuctemsl nyTemMm HabnogeHUs npusHakos, AeHTURULN-
pytowinx Hann4vune CK. B nocnegHem cnyvyae CKBbISBNSAIOTCA C NOMOLL IO HADM0AeHUA 3a napaMeTpaMn cCUCTE-
Mbl. B AOKyMeHTauun no 6esonacHoCcTU MHpopMaLmMM A0IMKHO ObITh OTpaXeHo, Kakue knaccbl CK MOTyT ObITh
BbIABMEHbI C MOMOLLIbIO UCNONMB3YEMON CUCTEMBI HADNIOAEHUS.

4.5 OUuUeHKY NpOonycKHOU cnocobHOCTU naeHTUgULUMpoBaHHbIX CK npoBoaaT dpopmManbHbIMU, TEXHUYEC-
KUMW MeTodaMum Unnm metogamMmm MmogenmMpoBaHusS.

4.6 Tpun NpUHATUN peLLIeHUA O BHEAPEHUN 3aLLUUTHBIX Mep ANdA NPOTUBOAENCTBUA yrpo3am besonacHoC-
TN, peanndyemMmbiM ¢ ucnonb3oaHnem CK, HeobXxoamMmMo yYnUThiBaTb BO3MOXHBIN pUCK HAHECEHUS yiLiepba akTK-
BaM opraHusaL/m, KOTOpbIN CBA3aH B TOM YKMCe ¢ NponyckHoW crnocobHocThio CK.

4.7 lNpotnsogencteme onacHeiM CK MOXeT OCYLEeCTBNATLCA C NMOMOLbIO crnegyownx cpeacTts WU
MEeTOOO0B:

- nocTpoeHune apxutektypol UT unn AC, nossonsawowien nepekpbliTe CKUNn cagenaTtb MX NPONYCKHYIO CNO-
COBHOCTbL HACTOMbKO HU3KOW, YTO KaHamnbl CTAHOBATCA HEOMaCHbIMUA. OTOT MeTod NPUMEHSIeTCHA Ha aTane
npoekTupoBaHusa T nnm AC;

- MACNONb30BaHMe TeXHUYeCKMX cpeaCTB, No3BONALWMX NepekpbiBaTh CK UNK CHMXAaTb UX NPONYCKHYIO
CNOCODHOCTb HMXKE 3aaHHOMo YPOBHS;

- UCMOJSIb30BaAHWUE NMPOrpaMMHO-TEXHUYECKUX CPeACTB, MNO3BONSOLNX BbISIBNATL padboTy onacHeIX CK B
npoLecce akcnnyartaunumcuctemMsl. BeisiBneHne npusHakoB paboTel CK MOXeET No3BONUTL ONOKMPOBATh UX BO3-
oencTene Ha MHpopMaLUUOHHBbIE PecypChl;

4
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- NMPUMeHeHne opraHnsaLMoHHO-TEXHUYECKUX Mep, No3BoNsloWnX nukenanposate CK Unm yMmeHbLlUNTL
X MPOMYCKHYH CMOCOBHOCTL A0 Be30MacHOro 3Ha4YeHus.

5 Knaccupumkauma CKpbITbIX KAHanoB

5.1 CKno mexaHusmy nepegadn MHpopmMaLum nogpasgendaoT Ha;

- CK no namaTu;

- CKno BpemMeHu;

- CKpbITble cTaTUCTUYECKME KaHarbl.

5.2 CKnonamaTn ocHOBaHbI HA HANMUYUN NAaMSITU, B KOTOPYIO NepeaatcLllnii cydobekT 3anmceiBaeT MHGOP-

MaLuto, a NPUHUMAaOLWNN — CYUTLIBAET ee.

CKpbITOCTb KaHanNoB NO NaMATU cnpeaensaeTcsd TemM, YTo CTOPOHHUA HabntogaTenb He 3HAeT TOro MecTaB
NamMaTU, rae sannucaHa cKkpbiBaeMasi UHgopmMaL U4,
CKno namaTtu npegnonaratoT UCNOMb30OBaHWUe pecypcoB NaMsaTU, 0AHaKo cnocob NCNONb30BaHUSA NaMs-

TU HE YUYUTbIBAeTCA paspaboTynkamm cUCTEeMbl 3aLlUUTLI U NOSTOMY HE MOXKET BbIABMATLCS UCMOMNb3YyeMbIMU
cpeacTBaMu 3aLLUTHI.

5.3 CKno BpemMeHM NnpegnonaratoT, UTO NepegaroLlini UHpopmMaLunuio CydbekT MmoaynupyeT ¢ NOMOLLbHO
nepegaBaeMon MHpopMaLnMn HEKOTOPLIN U3MEHSAIOLMACA BO BPEMEHU NpoLuecc, a CyObeKT, NpUHUMaoLWniig
MHopMaL NI, B COCTOSIHAM OEMOAYNMPOBAaTL NepedaBaeMbin CUrHan, Habnwogas Hecywnn nHpopmMaLuuto
npoLecc BO BpeMeHW. Hanpumep, B MHorosagadHou onepaunoHHou cucteme (OC) LeHTpanbHbIX NpoLeccop
aBndaeTCcd pasgenaemMblM UHPOPMaLUOHHO-BBIYUCINTENBHBIM PecypcomM ANnd npuknaaHbeixX nporpamm. Moay-
MNPy BpeMsl 3aHATOCTU NMpoLieccopa, NPUNoXXeHUs MOryT nepeaaBaTtb APYr ApYry HenerarnbHble AaHHbIe.

5.4 CKpbITEIN CTATUCTUYECKNI KaHal UICNoNb3yeT ANa nepegavyn MHgpopmMaum uUsMeHeHne napamMmeTpoB
pacnpegeneHnii BepoATHOCTEN NMODBIX XapaKTepPUCTUK CUCTEMBI, KOTOPbIE MOTYT paccMaTpUBATLCS KaK Chy-
YanHbIe N ONUCBLIBATbCH BEPOATHOCTHO-CTATUCTUYECKUMUM MOOENSAMIA.

CKpbITOCTb TAKNX KAHANOB OCHOBaHa Ha TOM, UTO nony4vaTtenb MHQopMaL M UMeeT MeHbLUYIO Heornpeae-
NeHHOCTb B onpeaeneHnn napamMmeTpoB pacnpeaeneHni Hadbnwagaemblx XxapakTepUcTUK CUCTEMbI, HEM HaDMHo-
naTtenb, He UMetoLW K 3HaHKK o cTpykType CK.

Hanpumep, nosiBneHne peanbHOW, HO ManoBEePOSATHOWU KOMDUHAaLMKX B NPUCIaHHOM NakeTe B 3adaHHbIA
MPOMEXYTOK BPEMEHN MOXKET 03Ha4YaTb CUrHa K COOH B KOMMbIOTEPHON CUCTEME.

5.5 CKnonamaTtu, B CBOIO ovepeb, NO3ApaBnsatoT Ha:

- CK, ocHOBaHHble Ha COKPLITUX UHpOPMAaL NN B CTPYKTYPUPOBAHHLIX AAHHBIX;

- CK, oCcHOBaHHbIe Ha COKPbITUX MHpOPMALIUK B HECTPYKTYPUPOBAHHBIX AAHHbIX.

5.6 CK, ocHOBaHHble Ha COKPLITUUA MHGOPMAaLIUK B CTRYKTYPUPOBAHHBLIX AaHHbIX, UCNOMb3YIIOT BCTpanBa-

HUe AaHHBIX B UHOPMaLMOHHBIE 0O BEKTLI C opMarbHO ONMUCaHHOW CTPYKTYPOW U popMarnbHbIMM NpaBunamin
obpaboTkn. Hanpumep, BHYTpeHHUIN dopMaT annoB, UCNONMb3YEMbIX COBPEMEHHBLIMU TEKCTOBLIMU MPOoLLeC-
caMmn, COOAEPXKUT psaa noneun, He oTobpa)KaeMblX NpU peaakTUpoBaHUM danna, NO3TOMY OHU MOTYT ObITb
MCNONb30BaHbl AN BCTABKU CKPLITOU MHOpMaL UK.

5.7 CK, 0OCHOBaHHbIe Ha COKPbITUUA MHPOPMaLIUU B HECTPYKTYPUPOBaHHLIX AaHHbIX, UCMNONb3YIOT BCTPpaW-
BaHWe AaHHbIX B MHOpMaLMOHHbIE 0OBLEeKThI bes yuyeTa popmManbHO ONUCaHHON CTPYKTYPLI (HanpumMmep 3annch
CKpbITON MHOPMAaLIMK B HAMMEHEe 3HaYMMble DUTBI N30DpaXkeHUs, He NPUBOAALLIANA K BUOAUMbBIM UCKaXKEHUAM
N300pakeHns).

5.8 CKnonponyckHoW cnocobHOCTU noapasgensoT Ha:

- KaHan ¢ HU3KOM NponyCKHOW CMNOCODHOCTLIO;

- KaHarn ¢ BbICOKOW NPONYCKHOMN CMOCODBHOCThLIO.

5.9 CK aBnsieTcqa kaHanomMm ¢ HU3KOW NponyckHOM CNOCOBHOCTLIO, €ClN ero NPonyckHOM CNOCODHOCTU

OOCTaTOUYHO ANd nepegadn UeHHbIX MHPOopMaLNOHHBLIX 00BLEKTOB MUHUMAaNbLHOrO obbema (Hanpumep, Kpun-
TOrpadouyeckne Kiodun, naponn) UM KoMmaHz 3a NpoMeXXyToK BpeMeHU, Ha NPOTSAKEeHU KOTOPOoro gaHHas
nepeaadva ABNAeTCA akTyansHON.

5.10 CK4aBnseTtca kaHanoMm ¢ BLICOKOW MPONYCKHOMN CNOCODHOCTLIO, eClK ero NponyckHada cnocobHOCTL
MNo3BONSIET NepeaaBaTb MHPOPMALNOHHBIE OOBLEKTEI CpedHero N boNbLLWOro pasMmepa (HanpumMmep, TEKCTOBLIE
cdpbannel, n300pakeHUsd, 0asbl AaHHBbIX) 32 NPOMEXYTOK BPEMEHN, Ha NPOTAXEHUU KOTOPOro AaHHble MHOpMa-
LIMOHHBbIE OO BLEKThI SIBNAOTCA LLeHHbLIMW.

[1nga pelwleHnsa cnoXHbIX 3agady MoXeT ucrnonb3oBaTtbea kKombuHauma CK, onvparLwmxcsa Ha pasnnyHble
MEeXaHMU3Mbl Nepegayun.
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6 Knaccudukaumsa yrpos 6e30nacHOCTHU, peannisyemMbiX C UCMOSIb30BaHUEM
CKPbITbIX KaHarnoB

6.1 Yrpo3bl 6e30nacHOCTU, KOTOPLIE MOTYT ObITh peann3oBaHbl ¢ noMmoLlbio CK, BKNoYaroT B ceds:

- BHeApeHue BpeAOHOCHLIX NporpaMm U aHHbIX;

- nogadvy 3noyMblLUNEeHHUKOM KOMaHd areHTy ANs BbINONHEHUS;

- YTeuKy Kpuntorpaguueckmx Kroden nnm naporneu;

- yTeuky oTAaeNbHbIX UHPOPMALMOHHBIX OO BLEKTOB.

6.2 Peanusauns gaHHbIX YIpo3 MOXeT NPUBECTU K:

- HapylweHuo KoHdnaeHUMansHOCTU MHPOPMAaLMOHHBIX aKTUBOB;

- HapyuweHuto paboTtocnocobHocTM T n AC;

- DNoKMpoBaHWUIO OOCTYNA K pecypcam;

- HapyweHuto LLeNnocTHOCTU AaHHbIX 1 10O,

6.3 Cucrtemamun, Hanbonee NogBepKeHHbIM aTtakam ¢ ucnonb3oBaHnem CK, apnatoTca:

- MHOrononb3oBaTenbCckMe pacnpeaneneHHble CUCTEMBI;

- CUCTEeMBbl C BbIXOAOM B rnobanbHble ceTu;

- CUCTeMBbl, UICMONb3YIOLWKME KpunTorpadguyeckme cpeactea 3alluThbl;

- CUCTEeMBbIl, UICNONb3YIOLWME MHOTOYPOBHEBYIO (MaHAATHYHO) MONMUTUKY pasrpaHndeHnsa aoctyna;

- CUCTEMBI, NporpaMmMHoO-annapaTHbI€ areHThl B KOTOPLIX HE MOTYT ObITb OOHapYXXeHbI (B CBA3U C UCNOSb-
30BaHWUEM NpOorpaMmMHOro 1 annapaTtHoro obecnevyeHunst ¢ HeaoCTYMNMHLIM UCXCOHBIM KOAOM U B CBSI3N C OTCYT-
CTBUEM KOHCTPYKTOPCKOWN AOKYMEHTaLNN).

0.4 Bsaumocedasb yrpos, peanmsyemblx ¢ noMmoLbio CK, ¢ Tunamu CK B 3aBUCUMOCTU OT UX MPOMNYCKHOM
cnocobHOCTU NpuBegeHa B Tabnuue 1.

Tabnwuya 1 — BaanmocBssb yrpo3s, peanmayemMbiX ¢ MOMOLLbI CKPbITbIX KAHAMOB, C TUMAMWU CKPbITbIX KAHANOB B 3aBU-
CUMOCTM OT UX NPOMYCKHON CMOCODHOCTH

Tun CKPbITbIX KaHANOB

Yrposa ! !

CKprTble KaHallbl C HU3KOW CKDI::ITI::IEE KaHdllbl C BLICOKOW

NPONYCKHOU CNOCODHOCTLIO NPONYCKHOW CNOCOBHOCTLIO
BHeapeHne BpeaAOHOCHbIX NPOorpamMmm U AaHHbIX + +

[Togava 3noymbIlLNEHHNKOM KOMaH4 areHTy ans BbIMnorn-

HEHWS + +
YTeuka Kpuntorpauiecknx Knrovem nnm naponen + +
YTeuka oTaenbHbIX UHPOPMALIMOHHBbIX ODBEKTOB — +

[ punmMedaHWe— 3HaK «t» — O3Ha4aeT, YTO MMEETCH CBHA3b yIpo3bl C COOTBETCTBYIOWMM TUNOM CKPbITOIO Ka-
Hallad, 3HAK «—» — 03Ha4aEeT, HTO CBH3UN HE CYLLUECTBYET.

7 Knaccudumkauma akTMBOB NO CTeNeHU ONacHOCTU aTak C CNOoNb30OBaHNEM
CKpPbITbIX KAHaNoOB

/.1 B3aBUCMMOCTU OT CTENEHUN ONACHOCTU aTaK c Ucnonb3oBaHMeM CK 3alluLlaemMble akKTUBLI OpraHunsa-
LK1 nogpasgenaroT Ha cneaytowme Knacebl:

1- KNnacc — akKTUBLI, coaepKalline MHdpopMaLunto, CTeneHb NOABEPXKEHHOCTU KOTOPOWU aTakaM, peanu-
3yemMbIM ¢ ucnonb3oBaHnem CK, onpegensiet COOCTBEHHUK.

2-N Knacc — akTUBLI, cogepkaline MHQopMaumio orpaHMi4eHHoro goctyna unu nepcoHanbHble AaHHble
n obpabaTtbiBaeMble B CUCTEMAX, UMERLLNX TeEXHUYEeCKNe MHTepdencobl C OTKPbLITBIMUA CETAMMN U KOMIMbIOTEP-
HBIMW CMCTEMaMK OBDLLEro AoCTyNna, a Takke KOMMNbOTEPHBLIMUA CUCTEMaMK, HE NpeanonarallmMMmm 3anuTy oT
YTEUYKM NO TEXHUYECKUM KaHanam.

3-U Knacc — akTUBLI, cogepkallue ceeaeHnd, CocTaBnAaAloLMe rocygapCcTBEHHYIO TaUHY.
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7.2 Kpome TOro, cyllecTByeT 0CO0bIN KNacC akTUBOB, KOTOPLIE YA3BUMbI C TOUKN 3PEHUSA YIPOo3, peannay-
eMbIX ¢ ucnonososaHmem CK ¢ HU3KOW NPOMYCKHOW CNOCODHOCTLIO. K3TOM rpynne OTHOCSTCS:

Knacc A — akTuBbl, CBAA3aHHble ¢ PYHKLMUOHUPOBAHNEM KPUTUYECKN BaXKHbIX 0OBEKTOB. Hanpumep,
nepegava KomaHabl, CNOoCOOHON UHNLMANU3NPOBATL AECTPYKTUBHOE BO3AEUCTBME Ha ODBLEKT Takoro Tuna,
MOXeT ObITb ocyulecTBneHa no CK ¢ HU3KoM NponycKHOWM CNOCODHOCTLIO.

Knacc b — akTuBbl, cogepxallime KnoveByo/naponsHy0 MHGQopMaL Mo, B TOM YACHE KNoYM KpUnTorpa-
(pUYECKMX CUCTEM 3allUTbl MHPOPMAaLMMA N NaponinM AocTyna K MHbIM akTuBamM. Hanpumep, yTedka Kioye-

Bon/naponsHon uHopmaunun no CK MOXeT nocTtaBuTb No4  Yyrpo3y QYyHKUMOHMPOBAHUE BCeW
MHPOPMaLUOHHOWN CUCTEMBI.

bubnuorpadpua
[1] PykoBoaswmm QOKYMEHT. be3onacHoOCTb MHPOPMALNOHHBLIX TEXHONOMMN. PykoBOACTBO MO (POPMUPOBAHUIO Ce-
[ ocTexkomuceunsi Poccun MEWCTB NpoMuIrien 3awmnThbl
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YOK 351.864.1:004:006.354 OKC 35.040 TOO

Knto4yeBkble CrioBa: CKpbITbIE KadHallbl, daHAdJ1N3 CKPbITbIX KdHal10B, I{J'IaCCI/ICbMI(aLI,I/IFI CKPbITbIX KAdHAl1l0OB, dTdKW C
NCIMOJ1Ib30OBAHUEM CKPbITbBIX KaHall0B, YIPO3bl be3onacHocTH, peaJintdyemMble C UCIMOJ1Ib3OBAHNEM CKPbITbIX KaHa-
OB, I(J'IaCCI/ICbMI{aLI,Mﬂ dKTUBOB MO CTENEeHW ONAaCHOCT aTdK C NCMNOJ1b30OBaHNEM CKPbIThbIX KaHaJ10B

Penaktop B.H. Konsicos
TexHu4veckun penakrtop H.C. puwanosa
Koppektop M.C. Kabawosa
KomnetoTepHaa sepctka MM.A. HaneukuHou

Cnado B Hatop 29.10.2009.  [loanucaHo B nevarts 26.11.2009. ®opmart 60 x 84%. bymara opcetHana.  [apHuTypa Apuan.

[levwaTtb opcetHan. Ycn.ned. n. 1,40. Yu.-uzg. n. 1,00. Tupax 208 3Ka3. 3ak. 814.

OIryn « CTAHAAPTUAR®OPM», 123995 Mockea, ['paHaTHbIn nep., 4.
www.gostinfo.ru info@gostinfo.ru
HabpaHo Bo ®I'Y[1 « CTAHOAPTNH®OPM» Ha [MTOBM.
OtnevaTtaHo B punuane Oyl « CTAHOAPTUR®OPM» — tun. «Mockosckun nevatHuk», 105062 Mockea, JlanuH nep., 6.




