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FTOCYIAPCTBEHHBIN CTAHIAPT POCCUUNCKOU ®EJEPALIUU

Jamura HHpopMALKU

NCIIBITAHHUS ITPOTPAMMHDBIX CPEACTB HA HAIMYUE KOMIIBIOTEPHBIX BUPYCOB

TunoBoe pykoBOACTBO

Information security. Software testing for the existence of computer viruses. The sample manual

IlaTa sBenennsa 1999—-07—01

1 OBJIACTD IIPUMEHEHRHUA

1.1 HacTosiluMH cTaHAApT pacHpoCTpPaHSETCs Ha UchbITaHUA nporpaMMHBIX cpenct® (I[1C) m ux
KOMTIOHEHTOB, LIeJIM KOTOPLIX — OOHapyXHTk B 3TUX IIC M yCTpaHUTL K3 HUX KOMIILIOTEPHBIE BHPYCHI
(KB) cunamu cneuyanbHbIX TPEaNpHATHN (ToApa3fcieHH), U yCTaHABIWBAeT obOlie TpeOOBaHUS K
OpraHHu3allui U NPpOBEICHUIO TAKUX UCIIBITAHUH.

1.2 TpeboBaHus, yCTAHORICHHBIC HACTOSILMM CTAHJAPTOM, HanpawieHb! Ha obecnieyeHue crieIHAILHOM
obpabotku I1C B 1enax BulgBneHHUs KB, a Taxke Ha ycTpaHeHHEe MOC/ICAOCTBHI, BhI3BAHHBIX BO3MOXHBIMU
Bo3AcHCTBUAMY KB Ha onepaulMOHHbIE CUCTEMBI, CHCTEMHBIE M NOJTh30BAaTENbCKHE (hailIbl ¢ mporpaMMaMy U
NaHHBIMU, HAYaAJIbHBIE CEKTOPBl MAarHUTHBIX TUCKOB, TAaOMMUL] pazMeleHust ¢ainos U Op.

1.3 Hacrosuuy ctaHaapTt ycTaHaBJIMBaeT TUTIOBLIE TPEOOBAHUS, NPeabIBIsieMble K ucbIraHusaM 11C
Ha Hanuuue KB, B ToM yucne:

- K COCTaBY MEPOINPHUSITHH 110 NMOATOTOBKE M NPOBEACHUIO MCITLITAHUM;

- K COCTaBy, CTPYKTYpPEe U Ha3zHaAaYE€HHIO OCHOBHBIX 4YacTeH NMporpaMMHO-ANNapaTHOIoO CTeHaa, obec-
NneyuBalrollero NpoBeACHUE UCTIBITAHUH;

- K BBLIOOpPY ¥ MCMOJIB30BAHUIO METOOOB NMPOBEACHHUS HCIBITAHHMN;

- K TECTOBLIM (AHTMBHPYCHBIM) NporpaMMaM, oOHapyXHWBAIOIIMM M YHHYTOXaOIUM KB;

- K COCTAaBY U cOAepXKaHHUIO JOKYMECHTALIMHY, GHUKCHPYIOILEH NOPSANOK NPpOBENcHU UCIIBITAHUHN U UX
pe3yJIbTaThl.

1.4 Hacroswuuit ctaHaapT npeaHasHadYeH LIS NPUMEHEHHUSA B MCIBITATENbHBIX Ja60paTOpUsIX, Mpo-
BOASIUMX cepTHPHUKALMOHHbIe UcnibITaHUA [1C Ha BeIMoNMHEHHE TpeOOBaHMH 3alllUThl HHPOPMALIUH.

2 HOPMATHUBHbLIE CCBLIKHA

B HacrosllieM cTaHaapre UCNONB30BaHA CChUIKA Ha CJIAEAYIOIUH CTaHAApT:
FOCT 19.301—-79 (CT C39B 3747—82) ECIIA. IlporpamMMa n MeToouKa MCNbITaHUit. TpeGoBaHus
K COOEPXAHUIO U OPOPMIIEHHUIO

J OIIPEAEJNEHHUA U COKPAIIEHHUA

B HacrosilieM cTaHAapTe NPUMMEHEHB! CAEAYIOLIHEe TEPMHHDB] C COOTBETCTBYIOLUMMH OINpeAc/ICHUAMMU:

Jamura MpOrpaMMHbBIX CPeACTB — OPraHHM3alLlMOHHBIE, NPABOBbIE, TEXHHYECKHE M TEXHOJIOTUYECKUE
MEpbl, HallpaBJI€HHbIEC HA NMpeAoTBpallleHE BO3MOXHBIX HECAHKIIHOHHPOBAHHBIX ASHCTBUH 110 OTHOILIEHHIO
K NporpaMMHbBIM CpeACTBAM U YCTPAHCHHUE NOCAESACTBUI 3TUX ACHUCTBUIA.

CepmnduKkauns — IeHCTBHS TpETbeil CTOPOHBI, LEeNb KOTOPBIX — MNOATBEPAHTD (C MOMOIUBIO CEPTHU-
¢HKaTa COOTBETCTBHSA) TO, YTO H3AENHE (B TOM YHUCJE NMPOTrpaMMHOE CPEICTBO) WIH YCJIyTra COOTBETCTBYET
ONpeAcJeHHbIM CTAaHAapTaM WIH IPYTUM HOPMATHBHBIM JOKYMCHTAM.

[IpoduiakTaka — cUCTEMaTHYECKHE AECHCTBHUS 3KCIUIYATALIHOHHOIO MEPCOHANA, HEMb KOTOPBIX —
BBIABUTb M YCTPAaHHUTb HEOJIAarONpUSATHbIE M3MEHEHUS! B CBOMCTBAX M XapaKTepHCTHKAX HMCIONL3YEMBIX
NMpOTpaMMHBIX CPEACTB, B YAaCTHOCTH NPOBEPUTDH IKCIUTyaTUPyEeMble, XpaHHUMBIE M (MJIM) BHOBL NOJIYYEHHBIE
IporpaMMHBIE CpeACTBA Ha HAJIMUHE KOMILIOTEPHBLIX BUPYCOB.

HU3nanue opuumanbHoe
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PeBH3Hs — NpOBEPKA BHOBDB NOJY4eHHbIX MPOTpaMM CIICLIHAJIBHBIMHA CPEACTBAMHY, ITPOBOANMAs ITyTEM
MX 3aycKa B KOHTPOIHPYEMOH cpele.

HecanKuMOHHpPOBAaHHBIH AOCTYN K NPONPAMMHBLIM CpelcTBAM — NOCTYT K NporpaMMaM, 3alldCaAaHHbIM B
naMsaTH DBM Wiy Ha MALIMHHOM HOCHTENE, 4 TAKKE OTPAXEHHBIM B JOKYMEHTALIMH Ha 3TH NporpaMMsl,
OCYILECTRICHHBIA ¢ HapyLIEeHHEM YCTaHOBIEHHBIX MPAaBUI.

BaknuaupoBaane — 06paborka ¢ailnoB, AUCKOB, KAaTANOIOB, NPOBOAUMAsI C NMPHUMEHEHHEM CNELM-
aJIbHBIX TPOTrpaMM, CO3AAIOUIHNX YCJIOBMS, NOAOOHLIE TEM, KOTOPHIE CO3AAIOTCs] ONpEeACJICHHBIM KOMIIBIO-

TEpPHBIM BUPYCOM, M 3aTPYAHSIOLIMX NMOBTOPHOE €ro NOSIBJICHHE.
KoManioTepHBI BUPYC — IporpamMma, cnocobHasi co3naBaTh CBOM KONMHU (Heo653aTelbHO COBMNaAao-

LMe C OPDUTHHAJIOM) H BHEAPATh UX B Pailibl, CHCTEMHBIE 00NACTH KOMIBIOTEPA, KOMITBIOTEPHBIX CETEH,
a TAKKE OCYIUECTRINATL HMHBIE INECTPYKTHUBHbIe neWcTBusl. [IpH 3TOM KONMMM COXpAaHSIOT CIIOCOOHOCTD
NaJibHEHUIEr0 pacnipocTpaHEeHMA. KOMITLIOTEPHBIN BHPYC OTHOCUTCS K BPEAOHOCHBIM NporpaMMaM.

B HacrosiuieM cTaHaapre NPUHSATHI CAEAYIOIHE COKPALEHHUA:

- [IC — mnporpaMMHBIE€ CpeNCTBA.

- KB — XoMINbIOoTEpHbIE BUDYCHI.

- [I3BM — nepcoHanbHag 31€KTPOHHO-BbIYHCAUTEIbHAA MalllMHa (ITepCOHAIbHBII KOMITBIOTED).

- OBM — 371eXTpOHHO-BBMUCIMTENbHAS MallIMHA.

4 TTOPANOK INPOBEIEHUSA HUCNBITAHUHN INMTPOTPAMMHBIX CPEJACTB
HA HAJIM9YHUE KOMITBIOTEPHBIX BUPYCOB

4.1 Hcmerranus I1C Ba Hanuaue KB cneayer npoBOAHTD HA crieHalIbHO 000pYyA0BAHHOM NpPOrpaMM-
HO-aInapaTHOM MCITLITATEJIbHOM CTEHIIe, B COCTaBe KOTOPOIO JODKHBI ObITh HEOOXONMMBIE TEXHUYECKUE
1 TIporpaMMHBIE CPEACTBA, B TOM YUCJI€ AaHTHBUPYCHBIE MTPOrpaMMBL.

4.2 Ilpennpustue [noapasaeneHue (najgee — opraHu3auus)], npopoasitee nposepkKy [1C Ha HantHdKe
KB, noxxHo nongepXuBaTh HMCILITATEIbHBIM CTEHN B pabdoTOCNIOCOOHOM COCTOSHMM M HE JNONYCKAaTh
npoHUKHOBeHNss KB B nporpaMMul ¥ JaHHbIE N0 Havyaaa NPoBeleHUs HCNBITAHUM.

4.3 Opraauzaums, npoBoasiuias npoBepky [1C Ha Hanuuve KB, mo/pkHa onpenenuTh U 3aHKCHPO-
BaTh B NpOrpaMMe UCTNILITAHUH LEeNb U 0ObeM MCIIBITAHMH, a TAKKE CBOM 00S3aTENbCTBA, KACAIOLIHUECH MeP
samuTe] npoBepsgeMbIX [1C or ux 3apaxenns KB ¢ yyerom tpeboBanuit 'OCT 19.301.

4.4 Meps! no 3auure npopepseMbIx [1C ot 3apaxenua KB Moryr BKIIOYaTh B ceOsl:

- pa3paboTKy M BHINOJHEHUE KOMIUIEKCA MEPONPUSITHH NO NMPpOodUNAKTUKE, PEBU3UH H BaKIIMHHPO-
BaHHIO Ucnoaw3dyeMbx 11C;

- TIOATNOTOBKY AOJDKHOCTHBIX KL, OTBESYAIOLIMX 3a NpoBeacHue HcnbiTaHui [1C;

-~ pa3paboTKy Y BEIOOp CTIOCOO0B NPUMEHECHHUS NPOrpaMMHO-TEXHHYECKHX CPEACTB Ui OOHApYyXeHUs
KB B IIC;

~ B3aMMOJIEMCTBHE OpPraHM3alMM, 3aKa3bIBAKIIMX H NpoBoAsIIMX ucnbranus [1C;

- KOHTpPOJIb 3a rnpoBeacHueM ucnbitauui 11C;

~ OHEHKY 3P PEKTHBHOCTH NPUMEHSAEMBIX aHTHBHPYCHBIX CPEACTB;

~ COBEpLICHCTBOBAaHHE cHcTeMbl MeponpusaTHd no 3aimure [IC or KB Ha ocHOBE COBpeMeHHBIX
NOCTUXCHU HHPOPMALIMOHHOM TEXHOJOTHH;

- YCTAHOBJIEHHE aAMHHHCTPAaTUBHOH OTBETCTBEHHOCTH NOJDKHOCTHBIX JIMLL 332 BHITOJHEHUE TPEOOBa-
Hui 3aumre [IC or KB;

~ HA3HAYCHHE OTBETCTBCHHBIX JO/DKHOCTHBIX JIMI M ONpelesicHNe UX NMOJTHOMOYMH, OTHOCSUIMXCS K
OpraHu3alMH M NpoBeaAcHHIO MeponpusaTHii no 3amure IIC or KB.

4.5 Opranuszaums, seinonaHsiomas nposepky [1C Ha Hanuuue KB, nomkHa obecrieduts Bech npolece
[IPpOBEPKM HEOOXOAMMBIMM BBIYMCIUTENbHBIMHM TEXHUYECKHMMH H IIPOrpAaMMHbBIMH CPEACTBAMH, a TaKkKe
Ha3HAYHTh CIIeLHAIbHO O0Y4YEeHHBIX COTPYAHHUKOB UIsT NMPOBEACHUS HCITbITAHHHA.

4.6 Opranusaims, BoinonaHsAOWasA npoeepky I1C Ha Hannyne KB, no/mkHa Ha3sHAYMTDL NIOCTOSAHHOTO
NIpEeACTABHTE/A, KOTOPbIH NOJy4aeT OINpEAETICHHbIC NMOJTHOMOYHSA H HECET NMOCTOSIHHYIO OTBETCTBEHHOCTD
32 BBITIOJJTHEHHE TpeOOBAHUH, YCTAHOBICHHBIX HACTOSIILIUM CTAHIAPTOM.

4.7 B cocTaB TEXHHYECKMX CPENCTB MCIBITATEILHOIO CTEHAA JOJDKHDBI BXOAMTD:

- coBMecTuMbie [1OBM;

- Heob6XoauUMbIe 3NEMEHThHI TeJIEKOMMYHHKALIMOHHBIX CETEH;

- KaHaJbl CBA3HU.

4.8 KoHKpeTHbIH HabOp TEXHHYECKHX KOMIIORECHTOB HCIIBITATEIPHOINO CTEHOAA JO/DKEH OBITh TAKHUM,
yTOOBI OBUTH ObecrieyeHsl YCIOBUS BOCIIPOM3BEACHHUS BCEX HEOOXOAHMBIX BHEUTHUX Bo3aeicTBHil Ha [1C
B Iipolecce NMpoBelleHHs1 HCNIBITAHUH.
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[Tepen HAYATOM MCTIBITAHHI COCTAB TEXHUYECKHUX CPEACTB, HCIIOMAb3YeMbIX AJ1 IIPOBEASHHA NMPOBEPOK
[1C na sannune KB, 1o/mKeH 6bITh COTJIACOBAH C OpraHU3allUel, 3aKa3kiBalollei 3Ty npoeepku. [1pu 3ToM
COTIACOBAHUE NO/IKHO ObITL OPOPMIIEHO COOTBETCTBYIOUIMM AKTOM.

4.9 Hapsiny ¢ KOMIIOHEHTAMH, YKA3aHHBIMM B 4.7, B COCTaB HCILITATEJILHOIO CTEHIa MOTYT BXOIHUTD
COOTBETCTBYIOLLIME anrapaTHble aHTHBHUPYCHBIC cpeacTBa. K HUM OTHOCSTCA:

- KOMIBIOTEPL! COEUHATLHOM KOHCTPYKUHWH, Onarogapsi KOTOpON HECAHKLMOHUPOBAHHBIN NOCTYTI K
JAHHBIM U 3apaxeHue ¢annoB KB Moryr ObITh CYlLIECTBEHHO 3aTPYIHEHHI,

- CHeLMalbHbIe TUIAThl, MOIKIIOYAacMble K OOHOMY M3 pasbeMOB [IDBM u BhmonHsoumme te WiK
HHble QYHKLUMH 3aUIHTH] HHPOPMALUH;

~ 3JJEKTPOHHbIE KJIIOYHM 3alUUMTLl WHGOPMALUM, TJIABHBIM HOCTOMHCTBOM KOTOPBIX SABISIETCH HX
MHOTOQYHKIHOHAILHOCTD.

4.10 CoctaB ¥ (PYHKUMOHAIbHOEC HAa3HaY€HUE MNPOrpaMMHBIX CPENCTB MCIBITATCILHOIO CTEHIA
oMpeeaRIoTCss CUCTEMON 3alUHThI, IPUMEHAEMON NpH NpoBeacHUH HcnbiTaduil [1C Ha Hanmane KB.

4.11 TlporpaMMHbIe CpPeACTBA, BXOAALIME B COCTAB MCMBITATENLHOIO CTEHAA, JODKHbBI 00eCcIIeYUBaTh:

~ peryJisipHoe BeleHHE apXMBOB U3MEHEHHbIX QalIoOB;

- KOHTPOJIBHVIO NMpPOBEPKY COOTBETCTBUS JJTHMHBI M 3HAYECHUS KOHTPOJIBHBIX CYMM, YKA3bIBaeMbIX B
cepTUdHUKATE X MTOMYYCHHBIX IporpaMMax,

- CHCcTeMaTHYecKoe OOHYJIEHHE NEpPBLIX TpeX OAaMTOB ceKTopa HAaYyalIbHOM 3arpy3ku Ha NMOJAYYEHHBIX
HECUCTEMHBIX AHCKETAX;

- JpyTHEe BHAbl KOHTPOAS LIEJIOCTHOCTH IpOrpaMM repen CUMTHIBAHHEM C OUCKETHI;

~ MPOBEPKY MporpaMM Ha HaliuW4He H3BECTHBIX BHAOB KB;

- ODHapyX€eHME NONbITOK HECAHKUMOHHPOBAHHOIO AOCTYMNA K MCIBLITATEIbHBIM (MHCTPYMEHTAb-
HbIM) U (WIN) MCNIBITYEMBIM NIpOrpaMMaM M JAHHDbIM;

- BaKLIMHHpOBaHHE (PaWIOB, AUCKOB, KATAJOTOB C MCIIOJIb30OBAHHEM Pe3UIAECHTHLIX ITpOrpaMM-Bak-
HHH, co3aaloLMX NpH GYHKIUIMOHHPOBAHHUH YCI0BUA Wi obHapyXeHus KB naHHoro Buaa;

- ABTOKOHTPOJIb LUECJIOCTHOCTH MNPOTrpaMM niepel UX 3aITyCKOM;

- ylaleHHe oOHapyxeHHoro KB M3 3apaXeHHBIX nporpaMM HJIH JAaHHBIX H BOCCTAHOBJIEHHE HX
NEpBOHAYAIBHOINO COCTOSIHHUA.

4.12 CoctaB nporpaMMHBIX CpeACTB, HCIIONB3YEeMBIX NpPH NPOBENEHHH HCNBLITAHHUH IO Npochbe
3aKa34YMKa, JODKEH ObITh JOKYMEHTANbHO OQOpPMJIEH B COOTBETCTBHH C TpeOOBAHHMSAMH 3aKa3YUKa.

4.13 Cpoky nposeleHHUs1 UCNLITAHUMN NODKHbBI OBITL YCTAHOBNICHEBI B NIporpaMMe U MeTOJUKE KUCIIHI-
TAHUH 110 JOTOBOPCHHOCTH MEXIY 3aKa3YHKOM W OopraHH3aluyeH, NpoBoAslied HMCIILITAHMS.

4.14 Ilpomepsiembie IlIC nomxHbl OBITh nepenaHbl ANd HUCHBITAHHH HA MArHUTHBIX HOCHTESIX
(IMCKEeTaX) BMecTe ¢ NOKYMEHTALIMEH.

4.15 CoctaB paboT no noaroroBke U npopeacHMo ucnbiTaHuil [1C Ha Hamtune KB B 061meM cnyyae
CIeAYIOLHH:

- O3HakoMieHue ¢ JokyMeHTaumen Ha J1C;

- Bb1IOOP MeTronos npoeepku I[1C Ha Hanuune KB;

- onpeneneHue KOHQUIypallM¥ NporpaMMHBIX Y aNrnapaTHLIX CPEACTB UCHBITATEILHOIO CTCHA,

- TIOATOTOBKA NpPOrpaMMHO-AMNNAPaTHONO MCHBITATEILBHOIO CTEHAA K NMPOBEACHHUIO MCIIBITAHUMN,

- OpraHU3alUHAa ¥ NpPOBEJAcHHE HCNLITAHUH,

- odopmienune nporokona npoeepku [1C U ero nepenaya B opran no cepTudMKalMy B COOTBETCTBHH
¢ 6.2 HacTOSILIErO CTAHAApTA,;

- Inepenaya 3aka3yuKy npoBepeHHbIX [1C Ha MarHUTHBRIX HocUTeNnsIX (AUCKETAX);

- YCTaHOBJIEHME MO COINIACOBAHMIO C 3aKA3YMKOM NpaBUWI (IIOpsiaKa) rapaBTHHHOIO CONPOBOXICHHS
npoBepeRHbIX [1C.

4.16 Ilposepka I1C Ha Hanuyue KB B obuieM ciryyae BKiodaer B ceOsi:

- MOMUCK BHUpYconoaAo6HbIX ¢pparMeHTOB KoaoB [1C;

- MOIENMUPOBAHHE CUTYALlMH, NPEATOIOXHUTENbHO CIIOCOOHBIX BhI3BaTh akTUBH3alHI0 KB;

- aHau3 ocobeHHOCTEN B3auMonencTeusl KoMnoHeHToB 11C ¢ okpyxalolieii onepallHOHHON cpefcii;
- OTpPaXEHHE PE3YILTATOB MPOBEPKU B COOTBETCTBYIOLIEH AOKYMEHTALIUH.

§ METO/IbI ITPOBEJEHUSA UCIIBITAHUN INTPOTPAMMHBIX CPEACTB
HA HAJIMYUE KOMINIBIOTEPHbLIX BUPYCOB

5.1 IIpu ucnurranusx [1C Ha Hanuuue KB vcnons3yioT nBe OCHOBHBIE IPYTILI METONOB OOHApyXe-
Hus1 KB ¥ 3ammte! nporpaMM OT HHX: porpaMMHbIE H alnapaTHO-NporpaMMHbIE.
K nporpaMMHbIM METOAAM OTHOCSTCH:
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- CKaHHpOBaHHE,

- ODHapyXcHHE U3MCHECHHUH,;

- 3BPHUCTHYCCKHH AHAIH3,;

- PE3UACHTHBIE «CTOPOXa»,

- BaxuuHupoBanue [1C.

ATmapaTHO-TIIporpaMMHBIE METOIB! OCHOBaHB! Ha peaTM3aliy 1oboro (Mmobpix) U3 YKa3aHHBIX BhILLE
nporpaMMHBIX MeTonoB 3aluTsl [1C ot KB ¢ moMolbio cnenranbHbIX TEXHHYECKHX YCTPOHCTB.

5.2 Ilpu BbIGOpe MeTonoB ucnbITaHMH M 3a1uUThl [1C ot KB cnenyer pykoBoacTBOBaThCS CBEACHUSIMH
O CYLIHOCTH KAXIOIO M3 HHUX, IIPUBENEHHBIMH B 5.4—5.9, a TaKKe NOIOTHHUTENLHBIMH TOSICHEHUSIMH 00
X BO3MOXHOCTHAX, JOCTOMHCTBAX M HENOCTAaTKaX, NPUBCACHHLIMU B NPUIOXEHHHU A.

5.3 B KOHKpPETHBIX HCITBITAHHUSIX MOTYT ObITH HCNIOJIL30BaHbI CNTOCODOBI M cpencTsa obHapyXeuusa KB,
peIH3yIolIHe ONHUH U3 METONOB, YKa3aHHEIX B 5.1, WK UX KOMOMHALINH.

5.4 MeTton cKaHHpPOBaHUS 3aK/IIOUYaETCsl B TOM, YTO CNiellMaNIbHAsA aHTUBUpPYCHas TMporpaMMa, Hasbl-
BacMasi CKAHEpOM, NOCJeNOBaTeIbHO NPOCMATPUBACT MpoBepsieMbie (ailibl B NMOUCKE TaK Ha3bIBAEMBIX
«curHatyp» u3BecTHbIX KB. IIpu 3TOM noa curHaTypod NHOHMMAKOT VHUKAIBHYIO TIOCJENOBATEILHOCTD
6aifiTOB, IpHMHAIJIeXAIyI0 KOHKPETHOMY U3BecTHOMY KB ¥ He BcTpedaloulyrocs B ApyTUX rporpaMmax.

5.5 Meron obHapyXeHHs] H3MEHEHHUH 3aKmiodaeTcsi B TOM, YTO aHTUBHPYCHasl IporpaMMa IpeaBa-
DHTEILHO 3alIOMHMHAET XapaKTepHUCTHUKH BceX 00s1acTeM JUCKA, KOTOpbIE MOTYT IIOABEPraThCsl HanaAeHHIO
KB, a 3aTeM nepHoanydecky NnpopepsieT uX. Ecm n3MeHeHne 3THX XapaKTepUCTUK OyeT 0OHApYXEeHO, TO
TaKas NnporpamMma cooO1MT Nonb30BaTesio, YTo, BO3MOXHO, B KoMmbiorep nomnan KB.

AHTHBHMpPYCHbIE IIpOTpaMMbl, OCHOBAaHHbIe Ha OOHApYXCHMH H3MEHEHWUH TNpOrpaMMHOM Cpeabi,
Ha3bIBAKOTCS PEBH30OPAMHU.

5.6 Merton 3BpHCTHYECKOTO aHAJIM3a PEAM3YEeTCsl C [MOMOLIBIO AHTUBUPYCHBIX IPOrpaMM, KOTOpDBIE
NIPOBEPSIOT OCTAILHBIE ITPOTrPpaMMEI 1 3arpy304HbIC CEKTOPbI IUCKOB H JUCKET, IBITasICh OOHAPYXHUTh B HUX
xoll, xapakrepHblii ang KB. Tak, Hanpumep, 3BpUCTHYECKHUIA aHAIU3ATOP MOXET OOHapyXHUTbh, YTO B
IIPOBEPSIEMOM IIPOrpaMMe MPUCYTCTBYET KO, YCTAHABIMBAIOLIMNA pe3UICHTHLIM MOAYJb B IaMSTH.

5.7 B Merone pe3UIEHTHBIX CTOPOXEH HCIOMB3VIOTCS aHTUBMPYCHBIE NMPOTrpaMMbl, KOTOphIE [TOCTO-
STHHO HAXOASATCS B OMCpPAaTHBHOM INaMATH KOMIBIOTEPA KM OTCIACKMBAIOT BCE NMONO3PUTEbHLIC HCHCTBUS,
BBLITIOJIHIEMbIE APYTMMM IIporpaMMaMM. Pe3HneHTHBIM CTOpoX COOOHIMT NOJIb30BATeENIO O TOM, YTO
KaKasa-M60 rporpaMma IbITaeTcsl H3MEHUTD 3aIpYy304YHBIH CEKTOP XECTKOIO AHCKA MM AUCKETHI, a8 TAKXKE
BBITIOJTHUMBIN daiil.

5.8 BaxuuHMpoBaHHE YCTAHABIMBACT CIOCOO 3amivThl JI000H KOHKpEeTHOM nporpaMmsbl ot KB, npu
KOTOPOM K 3TOH NporpaMMe NMpHCOCAHHAECTCS CrieUMAIbHBINA MOOYJ/Ib KOHTPOJS, CAeAsILUMH 3a €e LEJIOCT-
HOCTBLIO.

[Ipu 3TOM NPOBEPSIOTCS KOHTPOAbHAS CyMMa IporpaMMbl WIHM KakKHe-JTM00 Ipyrue ee xapakTepHc-
TUKM. Eciu KB 3apaxaer BaxuilMHHpOBaHHBIM (hailsl, MOOY/Nb KOHTPOJII OOHApyXHBaeT U3MEHEHHE KOH-
TPOJIbHOH CYMMBI ¢paiia M coobiiaeT 00 3TOM NOJIb30BATENIO.

5.9 AmnmnaparHo-nporpaMMHble MeTonn! 3aumThl [1C or KB peannsylorcst ¢ noMolsio crenyainiy-
POBAHHOIO YCTPOHUCTBA — KOHTPOJUIEPA, BCTABISICMOIO B OIUH U3 pa3beMOB pacUIMpeHUsI KOMIIbIOTEpa, U
CIIELMAJIBHOTO MPOrpaMMHOTI0 O0eCcIIeYEeH U], YyTIPaBISIONIErO padOTOM 3TOro KOHTPOJUIEpa M pealM3yIollero
OIMH WIM HECKOJBKO M3 ITPOrpaMMHBIX METONOB, YKA3aHHDLIX BbILIE.

6 TPEBOBAHUA K JOKYMEHTAIIUHN HA UCIIBITAHHUA ITPOTPAMMHLIX CPEJACTB

6.1 JdoxymenTauusa, opopmisieMast IIpH Noaroroske ¥ nposeacHuu ucnbrraiui I1C Ha vanmuue KB,
NO/DKHA CONEPXATb CBEACHHUSA, OTPaXalolMe liefib, oObeM, TOpSIOK NPOBEACHUS U pe3yabTaThl TaKMX
HCTILITAaHUH.

6.2 Bumryck nokyMeHTa Buaa «IIpoTokos npoBepKu NporpaMMHBIX CPEACTB HA OTCYTCTBUE KOMITBIO-
TEPHBIX BHpPYCOB» fABIsieTcd ob6s3atenbHbIM. PopMy nokyMeHTa «[IpoTOKoN npoBepKHM MporpaMMHBIX
CPeCTB Ha OTCYTCTBHE KOMIIbIOTEPHBIX BUPYCOB» ONPEACISIIOT B YCTAHOBACHHOM MOpSIAKE W NepeaaioT B
OpraH 1o cepTuPUKALUH.

6.3 dpyrue BuObl JOKYMEHTOB, BBHIMYCKaeMbIX No pedynbTrataM HcnbiTauuil [1C Ha Hannume KB, u
NOMNOJHUTENbHBIE TPEOOBAHMUSI K MX COACPXAHMIO ONpenesioT Mo COMIaCOBAHHIO MEXIY OpraHH3allvei,
BhINONHAIOUWICH npoBepKy [1C, M opranun3ainyeit, 3aka3pIBalollel 3Ty NPOBEPKY.

6.4 JloxyMeHTauust, oTHocsAasica K HcenbrraHusM [1C Ha Hannuue KB, Moxer OBIThL npelncTaBleHa
Ha MarHUTHBIX HOCHUTENNAX JaAHHBIX.

4
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[TPHIOXEHHUE A
(cnpasovroe)

MOACHEHMHUA
0 BO3MOXXHOCTAX PA3JHIHBIX METON0B OOHAPYKEHHS H YCTpaHEHHA KOMIbIOTEPHBIX BHPYCOB

A.1 CxkaHupoBaHHe SBISAETCS CaMbIM MPOCTBHIM IIPOrPaMMHBIM MeTOIOM Moucka KB.

AHTHBHPYCHBIE [TPOrpaMMbl-CKaHeph! MOTYT rapaHTHPOBaHHO 06HapyXUTh TONMBKO YXe u3BecTHbIe KB, koTophie
OLUTH MpeXBAPUTENILHO U3YYeHBl U IUISI KOTOPBHIX ObUIa ofiperiesieHa CUTHATYpa.

[IporpaMMaM-cKkaHepaM He o6g3aTe/TbHO XpaHUTh B cebe CUrHaTyphl Beex U3BecTHRIX KB. OHu MOTryT, HanmpuMep,
XpaHUTb TOJBKO KOHTPOJBHBIE CYMMBI CHUTHATYP. AHTUBHPYCHBIE [MPOrpaMMBI-CKAHEPBI, KOTOPHIC MOTYT YIAlUTh
ob6HapyxeHHble KB, 00bIYHO Ha3bIBalOTCA IMOJH(araMu.

g 3deKTHBHOTO UCIIOIB30BAHUS aHTUBHUPYCHBIX ITpOrpaMM, pealu3ylioudX METOI CKaHUpOBaHUs, HEODXOo-
AUMO IMOCTOSHHO OOHORIATL UX, [ToJyyasl caMble ITOCIEIHUE BEPCHMU.

A.2 Meton oOHapyXeHHsT U3MEHEHUH OCHOBaH Ha WCIIOJIB30BAHWH aHTUBHUPYCHBIX ITporpamMM-peBHU30pOB,
KOTOpbIC 3alOMUHAIOT B chHelMalbHBIX (allax oOpaskl [VIaBHOM 3arpy309HOR 3allMCH, 3arpy309HBIX CEKTOPOB
NMOTMYEeCKUX IMCKOB, I1apaMeTphl BCEX KOHTPOIUPYEMBIX (haiioB, a Takke MHPOpPMALMIO O CTPYKTYpPE KATajJloroB U
HoMepa TUIOXHMX KJIacTepoB nucka. MoryT OHTb IpoBepeHBl U APYTHE XapaKTePHCTUKH KOMITbIOTEpa. 00beM YCTaHOB-
JIEHHOH ONnepaTUBHOM MaMSATH, KOJIUYECTBO [TOAKITIOYEHHBIX K KOMITBIOTEPY THCKOB K MX ITapaMETpHI.

[TporpaMMBI-PeBU30pHl MTOTCHIIMATBHO MOTYT OOHApyXuTh Jiodsle KB, maxe Te, Koropble paHee He ObLIH
H3BeCTHBI. OIHAKO CJeAyeT YUYMTHIBATh, YTO HE Bce U3MEHEHMS BRI3BaHH BTopXeHMeM KB. Tak, zarpy3ouHaq 3armch
MOXET U3MEHUTHCHS IMPH OOHOBIEHHUM BEPCUU OINMEPAUMOHHOM CHUCTEMBI, a HEKOTOpHIE I[IpOrpaMMHBl 3aIMACHIBAIOT
U3MEHAEMbIe JaHHBle BHYTPH CBOEro BBINTOMTHUMOro daitna. KoMaHmHble ¢aiiinl M3MEHAIOTCS cllle Jaule; Tak,
HanpuMep, dain AUTOEXEC. BAT obHYHO H3MeHsIeTCHS BO BpeMs YCTAHOBKHM HOBOIO ITPOIrpaMMHOIO obecredeHuS.

[TporpaMMBI-peBH30PHI HE TTOMOTIYT ¥ B TOM CJIy4ae, Korla I0Jb30BaTe/ b 3allUChIBACT B KOMITHIOTED HOBBIA aitn,
sapaxeHHbIH KB. [Tpu aroM, ecotn KB 3apasur aOpyrue mporpaMMBL, YXE YITEHHBIE peBH30poM, OH OyeT OOHApyXEeH.

JonoHUTEJIbHON BO3MOXHOCTBIO IIpOrpaMM-peBH30POB ABRIAETCA CIIOCOOHOCTE BOCCTAHOBUTH H3IMCHCHHEIE
(3apaXKeHHBIC) GaliTbl K 3arpy304YHBIEe CEKTOPHl Ha OCHOBaAHHUH 3aITOMHCHHOH paHee HHGMOPMALMH.

AHTHUBUPYCHBIE MPOrpPaMMBI-PEBH30PH HeNMb3d MCIIONB30BaTh VI 0OHapyxeHus KB B daityiax 1OKyMEHTOB, TaK
KaKk 3TU (aillbl OCTOSHHO H3MeHsAoTes. Ilo3ToMy Uit KOHTposIs 3a IaHHBIMM (aillaMH CIICOyeT MCITOIL3OBATH
[MporpaMMbI-CKaHEPH! WK 3BPUCTUYECKHUH aHaIU3.

A.3 OBpuUcTHYeCcKMH aHAJIM3 NTO3BOJIACT ODHAPYXWUBaTh paHee HeU3BecTHHe KB, mpudeM mig 3TOro He Hauo
NpeaBapuTeIbHO coOMpaTh JaHHBIC 0 awoBOM cCUCTeMe, KaK TpeOyeT MeTon OOHapyXeHUS U3MCHEHMIA.

K OCHOBHHIM HeIoCTaTKaM 3BPHUCTUYECKOTNO METOIA OTHOCHATCH CJICOYIOIME:

- [PUHIHMITHANLHO He MOTyT ORTh 0OHapyXeHR Bce KB;

- BO3MOXITO MOSABJIIEHHE HEKOTOPOro KOJHUYECTBA JOXHBIX CHrHajloB 00 obHapyxeHMH KB B mporpamMmax,
M CITOJIB3YIOLIMX BAPYCOMOTOOHbBIE TEXHOJIOTKH (HAMPHUMED, aHTHBHPYCHI).

A.4 DBoIbIINHCTBO pe3UIe HTHRIX CTOPOXeH MO3BOJISET aBTOMATUIECKH ITPOBEPSATH BCE 3aITycKaeMble ITporpaMMBl
Ha 3apaxeHHe n3BecTHhIMM KB. Taxag nposepka 6yner 3aHHMAaTh HEKOTOPOE BPeMsl, M NpoliecC 3arpy3KH ITporpaMMu
3aMeTUTCS, HO 3aTO 110JIb30BaTe/Ib OyaeT yBepeH, YTo H3BecTHHEe KB He CMOryT aKTUBHU3UPOBATHECS Ha €0 KOMITLIOTEPE.

Pe3yIeHTHBIE CTOPOXA UMEIOT OYEHL MHOIO HEOCTATKOB, KOTOPHIC AE/IAIOT 3TOT K1ace IporpaMM MaJIONPHUIOTHEIM
U HcMoMb30oBaHMs. MHorHMe mporpaMMBl, Tae He coaepxalnde KB, MoryT BRITQITHATD IEHCTBUS, HA KOTOPHIE pearupyioT
pe3wIcHTHbIEe cTopoXa. HampuMep, obbrdHas komMaHna LABEL naMeHseT DaHHHe B 3arpy309HOM CEKTOpe M BH3HIBACT
cpabaTbBaHKe cTopoXa. [1o3roMy pabora nonb3oBaTes OYIeT MOCTOSHHO MPEPHIBATHCA pa3gpaXxaouMMH coodIe HAIMU
aHTUBHpYca. KpoMe Toro, rmojib30BaTe/lb IO/DKEH OyIeT KaXKIHH pa3 pelllaTh, BH3BAHO JIH 3T0 cpabaThIBAHUE KOMIIBIOTEPHEM
BHpYycOM Wi HeT. Kak nokaswiBaeT MpakTHKA, PaAaHO WIH ITO3IHO MOJB30BaTe/b OTKIIOYAET pe3HOeHTHRI cTopoX. U,
HAKOHELI, S111¢ OMMH HEIOCTAaTOK PEeIMASHTHRIX CTOPOXEH 3aKTIOYaeTCA B TOM, YTO OHM 1O/DKHBI OKITH ITOCTOSHHO 3arpyXeHH
B OIIEPAaTHUBHYIO N1aMATh M, CIIeIOBaTeJIbHO, YMEHBILIAIOT OOBEM IMAMSTH, JOCTYITHON OIpYyIMM IporpaMMam.

A.5 OCHOBHBIMH HEHOCTATKAMH METOa BaKUIMHHUPOBAHMUSA SIBISIOTCA BO3IMOXHOCTE 00X04a TaKoH 3alllMTHl IIpH
MCITOJIb30BAHUM KOMITBIOTEPHBIM BUPYCOM TaK HAa3hIBAEMOMU «CTENC-TEXHOJOIUU», a TaKKe HEOOXOQUMOCThL H3AMEHCHHUA
KO[a ImporpaMM, 13-3a 4ero HEKOTOPhIC ITPOorpaMMbl HaYMHAIOT paboTaTh HEKOPPEKTHO WIX MOTYT [IepecTaTh padoOTaTk.

A.6 AMNmnapaTHO-IIporpaMMHBLIE METOAR MPEICTARIAIOT COOOM OIMH U3 caMbIX HaleXHBIX criocoOoB 3aumTal [1C ot
sapaxeHus KB. biaromapss ToMy, 4TO KOHTpo/Ulep TAKOM 3alMTH [MOIKIIOYEH K CUCTEMHON HIMHE KOMIIBIOTEpa, OH
[TOTYYaeT MOMHBIN KOHTPOIbL HAll BCeMM oOpallicHHIMM K JMCKOBOH ITOCHUCTEME KOMIThIOTepa. [IporpaMMHoe obecrieyeHue
arapaTHoOR 3alMTH [TO3BAISAET YKA3aTh oturacT ail10Boi CUCTEMBI, KOTOphie Hesb3d H3MeHATh. [JonrbsoBaress MOXeT

3aIIMTHUTD I[7IaBHYIO 3arpy304HYIO 3alMMCh, 3arPYy30YHBbIC CEKTOPHI, BRITATHUMEE daiuin, daiti Kondurypauy U T.0. Foam
arapaTHO-IPOrPaMMHBLIM KOMILIEKC OOHApYXMT, YTO KaKas-JIHDO IporpaMMa IIRTaeTcsd HapylIMTh YCTAHORICHHYIO
3alLMTY, OH MOXET HE TOJIbKO COOOIIHTL 00 3TOM IMOAB30BATENIO, HO U 3a0/IOKUPOBATh JATBHEHIIYIO paboTy KOMITBIOT pA.

AlnapaTHHA YpOBEHb KOHTPOJIS 3a JUCKOBOM IIONCHCTEMOM KOMIIbIOTEpa He no3BoyisgseT KB 3aMacxupoBarth
ced4. Kak Toisko KB nposiBuT cebs, oH cpa3y Oynet oOHapyxeR. [Ipu 3ToM coBeplleliHo He3paiinyHO, KaK HMEHHO
«paboraeT> KB # Kakue cpencTBa OH HUCIIONB3YET OIS JOCTYINA K IUCKaM U JHUCKETaM.

AIlNapaTHO-IIporpaMMHbIE CPElICTBa 3alUTHl NNO3BOJAIOT HE TOJIBKO 3alMTUTL KOoMITbioTep oT KB, HO Takxke
BOBpeMs IIpecedb BHIITOHCHUE [MpOrpaMM, HallCJICHHBIX Ha paspylleHUe ¢GalioBoH CUCTEME KOMIIbIOoTepa. Kpome
TOro, aIlflapaTHO-IIPOrpaMMHBIE CPEACTBA ITO3BOJIAIOT 3aLLMTUTE KOMIIBIOTEP OT HeKBAIMPHUMPOBAHHOIO I1OJIB30BA-
TeJisl, He JaBas eMy YIaJIUTh BaXHYI0 MHPpopMaUUIo, repedopMaTHpoBaTh RUCK, H3AMEHUTD (palibl KOHpUTypallUH.

HenocrarkoM anmnapaTHo-nIporpaMMHBIX METONOB ABIAECTCH NMPHHLMIIHATILHASA BO3MOXHOCTH IpoIycTuTh KB,
€CJIM OHU HE IBITAOTCA U3MEHATD 3alUIUCHHBIC (pallibl U CUCTEMHEBIC 0OIacTu.
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