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FOCT P MICO/M3K 27005—2010

[lpeancnoBwue

Llenu n npuHuMnel ctaHgaptusauum B Poccunckon degepaunm yctaHoBeHbl PegepanbHbIM 3aKOHOM OT
27 pekabpa 2002 r. Ne 184-d3 «O TexHUn4YeckoM perynnpoBaHnun», a npasunia npuMeHeHnsa HauuoHanbHbIX CTaH-
naptoB Poccunrckon ®egepaunn —IOCT P 1.0—2004 «CtangapTtunsaunsa B Poccninckon ®egepaunmn. OCHOBHbIE
MONOXEHUA»

CBeOoeHuA o cTaHAapTe

1 104N OTOBIER ObuwecTBOM C OrpaHnyeHHOW OTBETCTBEHHOCTLIO « Hay4yHO-Npon3BoACcTBEHHAA hupma
«Kpuctann» (OO0 «HIN® «Kpuctann»), PeagepanbHbIM rocyaapcTBEHHbLIM yupexaeHnem «I ocyaapCTBeHHbIN
Hay4HO-ccneaoBaTenbCKUU UCNblTaTeNbHbIM MHCTUTYT Npobnem TeXHUYeCcKkou 3alnTel MHopMaunn Pegepanb-
HOW CNYXKObl NO TEXHUYECKOMY 1 3KCNOPTHOMY KOHTposo» (PIY «THUWUU TNT3N ¢CT3IK Poccum») Ha ocHoBe
CODCTBEHHOI0 ayTEHTUYHOIO Nnepesoga MeXxayHapogHoro ctaHgapTa, ykazaHHOro B nyHKTe 4

2 BHECEH YnpasneHnem TeXxHU4ecKkoro perynmpoBaHua U ctaHgaptmsaunm degepanbHOro areHTcTea no
TEXHNYECKOMY PerysimpoBaHunto 1 MeTpos1orm

3 YTBEP>XOEH V1 BBEOEH B JEVNCTBWE Mpukasom denepansHOro areHTcTea no TEXHNYECKOMY pery-
nupoBaHuto U MmeTpornorin ot 30 HoABPS 2010 1. Ne 632-CT

4 Hactoawuin ctaHgapT naeHTudeH mexgyHapoagHomy ctaHgapty MCO/MOIK 27005:2008 «MHopmaLnoH-
Haga TexHonorus. Metoabl U cpeacTea obecnedyeHna besonacHocTU. MeHepKMeHT pucka MHgopMaLUMoHHOW De30-
nacHocTU» (ISO/IEC 27005:2008 «Information technology — Security techniques — Information security risk
management»).

HavmeHoBaHWe HacTodLlero ctaHgapTa UaMmeHeHOo OTHOCUTENbHO HaMEHOBaHUA yKka3aHHOro MexxayHapoa-
Horo ctaHgapTa and npueseneHua B cootsetctare cTOCT P 1.5 (nyHKT 3.6).

[1pn NpuMeHeHN HacToALLLEero ctTaHgapTa pekoMmeHayeTcHa UCNOoJ1b30BaTk BMECTO CChIJTOYHbIX MeXayHa-
POAHLIX CTaHOAaPTOB COOTBETCTBYIOLLME MM HauMoHanbHble cTaHgapTel Poccninckon Geagepaunin, ceeaeHUd o Ko-
TOPbLIX NpUBeAeHbI B AONOSIHATENBbHOM NMpUnoXeHum A

5 BSBAMEHTOCT P UCO/M3K TO 13335-3—2007 nI'OCT P NCO/M3K TO 13335-4—2007

VIHopmMauusa ob UsMeHeHUSsX K HacmosuweMy cmaHoapmy nybrukyemcs 8 exxe200H0 u3oasaeMoM UH-
opMalUlUOHHOM yKa3zamerne «HaluuoHarbHbie crmaHoapmbly», @ mekcm UaMeHeHUU U rnornpasok — 8 eXKeMeCsYHO
u3oasaeMbiX UHQQOPMAUUOHHBIX yKazamerssax « HayuoHarbHble cmaHoapmsbly. B criydae nepecmompa (3amMeHbl)
Unu OmMeHb! Hacmosauwe2o cmaHodapma coomsemcemsyrulee ysedomrieHue bydem onybriukosaHo 8 exxemMe-
CAYHO U30asaeMoM UHQOPMaUUOHHOM yKkazamerne «HauuoHasnbHble cmaHoapmely. Coomeemcemayoujas UH-
oopmayus, yeeOoM/IeHUS U meKcmbl pazmMellaromcs makxe 8 UHhopmMaluUOHHOU cucmemMe obuie20 nosb3osa-
HUS — Ha ouuuanbHoM caume QedepaslbHOo20 a2eHmemaa o mexHu4ecKkoMy pe2yrupo8aHuio U Memposio2uu
8 cemu MITHmepHem

© CtaHgapTuHgopm, 2011

HacTosawuii ctaHgapT He MOXKeT ObITb MOSTHOCTbIO UMW YaCcTUYHO BOCTNPOU3BEAEH, TUPaXKMPOBaH U pacnpo-
cTpaHeH B kKadyecTBe oduLnansHoro n3gaHns 6e3 paspeleHna $egepanbHOro areHTCTBa No TEXHUYECKOMY pery-
NMPOBAHUIO N METPOJSIOTUM
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BBegeHue

Hactodawni ctaHgapT npeactarnaeT pykoBOACTBO MO MEHEXKMEHTY pUcka MHGpopMaLUUOoHHOW be3onacHo-
ctn (NB) B opraHusauumn, noaaepxxneasl, B YaCTHOCTU, TpPebOBaHUA K cUCTEME MEeHEMKMEHTa MHPOPMAaLIMOHHOW
besonacHocTu (CMWB) B cooTBeTCcTBUM ¢ MCO/MIK 27001. OgHako HacTosAWNMA cTaHaAapT He NpeaoCcTaBNAEeT
KakoW-nndo KOHKpeTHOM MeTo4010TN NO MeHEKMEHTY pucka MHdpopmaumnoHHoW besonacHocTW. Bbibop nogxo-
0a K MeHePKMEHTY pucka OCyLLeCTBNAeTCA opraHusauuen 1 3aBucuUT, Hanpumep ot conactu npumeHeHna CMUB,
KOHTeKCTa MeHeaXXMeHTa pyucka Unm cpepbl geatensbHOCTU. PAa cyLLeCcTBYIIOLWMX MeTOA40N0rMN MOXET UCTIONb-

30BaTbCA B paMKaX CTPYKTYPbl, ONMMCaHHOW B HACTOSLLIEM CTar

aapte gna peanuvsauun TpedosaHnmn CMUB.

HacTtoawni ctangapT npegHasHadveH ans pykosogvTenen n nepcoHana, saHMMaroLLerocs B opraHm3aumu

BOMpoOcaMu MEHeKMEeHTa prUcKa U

HgpopMaUMOHHOW Be30onacHOCTH, a Takke, Npy HeodbxogMMOCTU, NS B

CTOPOH, MMEKLLUUX OTHOLLEHWE KSTOMY BUAY ACATEJIbHOCTHA.

IV

ASLLIHNX
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HAULUOHANBbHBIN CTAHOAPT POCCUUNCKOWN DPEOQEPALUUNMN

UHdopmMmaLUuoOHHaA TeXHonorma
METOObl W CPEOCTBA OBECIIEHYEHUA BE3OINACHOCTWU

MeHe)KMeHT pucka nHchbopmMaLuMoHHON 6e30nacHOCTH

Information technology. Security techniques. Information security risk management

Nata BBeaeHna — 2011 — 12— 01

1 O6nacTb NpMMeHeHUs

HacToawmnn ctaHgapT npegctaBnseT pyKOBOACTBO NO MeHeKMEHTY pUcka MHGopMaLoHHOW be3onac-
HOCTW.

HacToalwnii ctaHaapT nogaepxneaet obLune koHuenuun, onpegeneHusie B MCO/M3K 27001, v npeaHasHa-
YeH ANns coaencTBUA agekBaTHoro obecneveHna MHQopMaLMoHHOW be3onNacHOCTM Ha OCHOBE NoaxXoda, CBSI3aH-
HOrMO C MEHEePKMEHTOM pUCKaA.

3HaHWe KoHUenuun, moaenien, npoueccoB U TepMuHonorinn, mnanokeHHoelx B MCO/MOIK 27001 w©
NCO/M3K 27002, BaxkHO Ans NOSIHOro NOHUMaHUA HacTosLLero ctaHgapTa.

Hactodawum ctaHgapT NpUMeHUM ans opraHusaumi Bcex TUNoB (Hanprumep, KoMMep4yecKux npeanpuaTtin,
rocygapCTBEHHbIX y4PeXaeHU, HEKOMMEPYECKNX opraHu3aunii), NNaHNPyoLWNX OCYLLECTBNATE MEHEDKMEHT
PUCKOB, KOTOPbLIE MOTYT CKOMMPOMETUPOBaTb MHPOPMAaLMOHHYI0 0e30NacHOCTL opraHu3aLnn.

2 HopMaTuBHbIE CCbINKMU

B HacTodleM cTaHaapTe UCNOSIb30BaHbI HOPMAaTUBHLIE CChITKK Ha crneayrollne cTaHaapThl:

NMCO/M2K 27001:2005 NHdbopmaumoHHast TexHosorns. Metoagbl U cpeacTsa obecrneveHmns 6e3onacHOCTH.
CuctemMmbl MeHeKMeHTa UHopMaumoHHon besonacHocTU. Tpebosanusa (ISO/IEC 27001:2005, Information
technology — Security technigues — Information security management systems — Requirements)

NCO/M3K 27002:2005 NHdbopmaumoHHast TexHosorns. Metoagbl U cpeacTBa obecrneveHmns 6e3onacHOCTH.
CBoAa npaswnn No MeHeKMeHTY nHgpopmaunoHHon besonacHocTu (ISO/IEC 27002:2005, Information technology
— Security techniques — Code of practice information security management)

[Tpumeyanune—Ilpn nonb3oBaHMN HACTOSALWLMM CTAHAAPTOM LEenecoodbpasHo NPOBEPUTb AENCTBUE CCbINOM-
HbIX CTAHOAPTOB B MH(POPMALMOHHOW cucTeme obLlero nonb3oBaHUA Ha oduumanbHOM cante PeaepanbHOro areHT-
CTBa Mo TEXHUYECKOMY PETyNIMPOBAHNIO N METPONOrMK B ceTU IHTEpPHET nnn no exerogHo ndgasaemomy nHdopmaunoH-
HOMY yKazaTento «HaunoHanbHble CTaHAAPThI», KOTOPLIA ONy6IMKOBAH NO COCTOSAHMUIO HA 1 SIHBapA TEKYLWEro roaa, v no
COOTBETCTBYOLWUM €XEMECHAYHO N3gaBaemMbiM NMHPOPMALUMUOHHBIM yKasaTensm, onybniMkoBaHHbIM B TEKyLWeM roay. Ecnu
CCbINTOYHbIN CTaHAAaPT 3aMeHEH (M3MEHEH), TO NMpPU NOMb30BAHMU HACTOSLWMM CTAHAAPTOM, CrieayeT PyKOBOACTBOBATLCS
3aMeHAWUM (M3MEHEHHBIM) CTaHAapToOM. Ecnn ccbinovHbi cTaHaapT OTMEHEH 6e3 3aMeHbl, TO NONOXEHUE, B KOTO-
POM daHa CCbINIKa Ha Hero, NPUMeHseTCA B YacTu, HEe 3aTparvBatolen 3Ty CCbINKY.

3 TepMUHbI N onpepeneHuUs

B HacToswem ctaHagapTe npumeHeHbl TepMuHbl no MCO/M3K 27001, NCO/M3K 27002, a Takke crieayto-
LLIne TEPMUHBI C COOTBETCTBYIOLLMMUW onpeaeneHUsIMA?

U3paaHune odunumnanbHoe
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3.1 BnuaHue (impact): HebnaronpuatHoe n3aMeHeHe YPOBHA AOCTUTHYThIX DU3Hec-Lienen.

3.2 puck uHdpopmaymoHHon 6eszonacHocTu (information security risk): Boamo)xHocTb TOro, Yto AaHHas
yrpo3a CMOXeT BOCMNONb30BAaTLCS YAIBUMOCTLIO akTUBa UM TPYNMbl akTUBOB U TEM caMbliM HaHeceT yulepb opra-
HU3aLMN.

[MTpnmeyaHune — OHKM3MepsieTcs UCxoas U3 KOMOMHaUMKM BEPOSATHOCTU COObLITUSA U €ro NocneacTBUSL.

3.3 npepoTBpaLeHne pucka (risk avoidance): PellueHne He BbITb BOBNEYEHHbLIM B PUCKOBAHHYIO CUTYa-
L0 UM AeUCTBUE, Npeaynpexjatollee BoBNevYeHNe B Hee.
[MCO/M3K PykosoacTeo 73:2002]"

3.4 KOMMYHUKauua pucka (risk communication): ObmeH nHpopmaumnen o pucke MM COBMECTHOE UC-
NonbL30BaHUe 3ToU UHpopMaL MK NULOM, MPUHUMAIOLLM peLlleHune, U ApyruMy npudacTHbIMU CTOPOHaMU.
[MCO/M3K PykosoacTteo 73:2002]

3.5 Konu4yecTBeHHan olueHKa pucka (risk estimation): lNpouecc npucBoeHUA 3Ha4YeHNUN BEPOATHOCTU U
nocneacTBUU pUcka.
[MCO/M3K PykosoacTteo 73:2002]

[TpnmevaHuns

1 B KOHTEKCTe AaHHOro HauWoHanbHOro craHgaprta KONMMYecTBEHHAas OUEeHKa pucka paccMaTpuBaeTcsl Kak aesi-
TenbHOCTL (activity), a He Kak npouecc (process).

2 B KoHTEKkcTe gaHHOro HauuvoHanbHOro crtaHgapra NMPUMEHUTENbHO K KONMMYECTBEHHOW OLEHKE pUCKa BMECTO
TEPMUHA «BO3MOXHOCTb, BEPOATHOCTL» {(probability) ncnonbayetcsa tepmun «BeposaTHocTb» (likelihood).

3.6 naeHTudunkauuma pucka (risk identification): lNpovuecc HaxoxaeHUs, COCTaBNEHUNA NEPEYHS U onuca-
HUSA 3NeMeHTOB pUcKa.

[MCO/M3K PykosoacTteo 73:2002]

[TpnmedaHwue—B koHTEekCTe gaHHOro HaUMOHaNbLHOro ctaHgapTta NPUMEHUTENbHO K NAeHTUdUKaUumn pucka
BMECTO TEPMUHA «NPOLUECC» (Process) UCNONMb3yeTcsl TEPMUH «aesATENbHOCTLbY (activity).

3.7 cHUXXeHue pucka (risk reduction): lencteuna, npeanpnHaATbIe ANA YMEHbLUEHWUA BEPOATHOCTU, Hera-
TUBHbIX NOCNeaACTBUN UITX TOTO U APYroro BMecTe, CBA3aHHbLIX C PUCKOM.
[MCO/M3K PykooacTteo 73:2002]

[TpumedaHune —B KOHTEKCTE 4aHHOIro HaUMOHaNbLHOro cTaHgapta NPUMEHNTENBHO K KONMYECTBEHHOW OLIEHKE
DUCKA BMECTO TEPMMHA «BO3MOXHOCTb, BEPOATHOCTL» (probability) ncnonbayetcs tepmuH «BeposaTHoCcTby» (likelihood).

3.8 coxpaHeHue pucka (risk retention): lNpuHsATHE BpeMeEHN NOTEPL UNK BbIrOd OT KOHKPETHOTO pUCKa.
[MCO/M3K Pykosoacteo 73:2002]

[TpumedyaHwmne—B koHTekcTe puckoB b npumeHnTenbHO K COXPaHEHUIO PUCKA paccMaTPUBAIOTCH TOJbKO
HEeraTUBHbIE NMOCNeacTBuUs (NOTeEpPK).

3.9 nepeHoc pucka (risk transfer): PasgeneHue ¢ apyron CTopoHoOW DpeMeHn NoTepb UK BbIrod OT pUcKa.
[MCO/M3K PykosoacTteo 73:2002]

[TpumedyaHwue—B KoHTekcTe puckoB VIb npyumeHnTENbHO K NEPEHOCY PUCKA paccMaTpuBalTCA TOINBKO
HEraTUBHbIE NMOCNeAcTBUA (NOTEPK).

4 CTpYyKTypa HauMoHanbHOro craHaapTa

HacToawmn cTaHaapT cogepXuT onucaHne npouecca meHegpkmeHTa pucka b 1 ceBa3aHHbIX ¢ HUM BUOOB
OeATeNbHOCTN.
[1TpeanockInkn co3gaHng cTaHgapTa onncaHbl B pasgene 5.

1) B Poccuiickon ®epepauum pgencteyet FTOCT P 51897.
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Ob30p npoLiecca MeHeKMeHTa pucka Vb gaeTca B pasgene 6.

Bce BUAbLI AeATENBHOCTU, CBA3aHHbIE ¢ MeHepkMeHTOM pucka Vb, npeactaBneHHble B pasgene 6, onuchl-
BalOTCA ganee B clieayiolux pasgenax:

- YcTaHOBNEeHWe KOHTEKCTa — B pasaene 7.

- OueHka pucka — B pasgene 8.

- ObpaboTKa pucka — B pasgene 9.

- [pnHATHE pucka — B pasaene 10.

- KommyHMKaumsa pucka — B pasgene 11.

- MOHUTOPUHT U NepeoLeHKa pucka — B pasaene 12.

[lononHuTensHasa HPOPMaLKUS 0 BUaax AeATENbHOCTU, CBA3aHHBLIX ¢ MeHepKMeHTOM pucka Vb, npuBee-
Ha B NPUTOXEHUAX. YCTaHOBNEHUIO KOHTEKCTa CrnocobCTBYIOT CBeaeHUA U3 npunoXkeHna A (onpegeneHune obna-
CTU NPUMEHEHNA U rpaHuL, NpoLecca MeHekmeHTa pucka Ub). OnpeaeneHune n yctaHoBNeHWE LIEeHHOCTU aKTUBOB
1 OUEHKa BNUAHUS 00CcyKaatoTcs B NpUoXkeHun B (npyumepsl, KacaroLLnecs akTUBOB), B NpunioxxeHnn C npueeae-
Hbl TpUMepPbI TUMUYHBLIX YIPO3 U B MPUNOXKEHUU D — npumMepbl TUNUYHBLIX YA3BUMOCTEMN.

[Tpoumepbl NoaxoaoB K oleHKe puckoB VB npeactaBneHsbl B NpunoXeHun E.

OrpaHun4veHus, Kacatolmecs CHMKEeHUs pucka, npeacTaBneHsl B NpUnoxeHnn F.

Bce BUabl AeATENLHOCTU, CBA3aHHbLIE C MeHe)XKMEHTOM pUCKa, NpeacTaBneHHble B pasgenax /—12, CTpyk-
TYPUPOBaHbI creayoLlmnm obpasomMm:

BxogHble gaHHble. OnpeaenseTtcd MHGpopMaUns, Heobxoanmas Ans BelNOHEHUA AeATENBHOCTH.

[encTteure. OnuckiBaeTcs AesATeNbHOCTD.

PykoBOoACTBO No peanusauunn. lNpeacraenseTcs pyKOBOACTBO MO BbINOHEHUIO AeNCTBUSA. HeKoTopble peKo-
MeHOdauMu gaHHbIX PYKOBOACTB MOMyT He NoaxoauTb KO BCeM ciydasiM, NO3TOMY MOTyT ObITh 6onee yMeCTHbIMU
MHbl€ BapUaHTbl AeUCTBUN.

BbixoaHble gaHHble. OnucbiBaeTcda MHopMauma, nofydyeHHasa B pesynbTaTte BbINONTHEHUSI AeATENbHOCTN.

5 MpeanocbInNkKn co3gaHuAa cTaHaapTa

CucremaTnyeckmn nogaxoa Kk MeHepkKMeHTY pucka Ib Heobxoamm gnsa Toro, 4tobbl MaeHTUMULMPOBATL
NnoTpebHOCTU opraHusaunmn, kacarwwmneca TpeboraHun UIb, n cosgate apdektTuBHyto CMAB. 3T10T noaxoa aon-
)KeH COOTBETCTBOBAaTbL YC/TIOBUSAM AeATENIbHOCTM opraH13auum 1, B YaCTHOCTU, A0JPKeH ObITb cornacoBaH ¢ 0bLLMM
MeHeIKMEHTOM PUCKOB B MacLLUTabe opraHusauun. Ycunus no obecneveHno 6e3onacHOCTU A0MKHbI obecneyn-
BaTb 3PP EKTUBHOE U CBOEBPEMEHHOE pearnpoBaHe Ha PUCKU TaM 1 Toraa, rae 1 koraga ato Heobxoanmmo. Me-
HeKMeHT pucka b gonxeH ObITb HEOTBEEMTEMOU YaCTbIO BCEX BUAOB AeATENIbHOCTU, CBA3AHHbLIX C MEHEe QK-
MeHTOM VB, 1 AomKeH NPUMEHATLCA Kak Ha 3Tane BHegpeHUs, Tak 1 B NpoLecce NoBceaHEBHOro UCNONb30BaHUS
CMWB opranuzauun.

MeHempkMeHT pucka Vb gonkeH bbITe HenpepbIBHLIM NpoLeccoM. B pamkax gaHHOro npolecca crnegyetr
yCTaHaBNUBaTb KOHTEKCT, OLeHUBAaTbL U 0bpabaTkiBaTk PUCKU, UCNONB3YA AN peann3aunm pekomeHaaumm U pe-
LIieHNs nnaHa obpaboTKM pUCKOB. Lo MPUHATUSA peLleHUd O TOM, YTO U Koraa AoMmKHO ObITb caenaHo anst CHUXKe-
HUA pUCKa A0 NPUEeMITEMOTO YPOBHS, B paMKax MeHeKMeHTa pUcka aHann3npyeTcsl, YTO MOXeT NMPOoU30onNTU U
KakMMU MOTYT ObITb BO3MOXHbIE NOCNeaCTBUA.

MeHemkMeHT pucka b gomkeH cnocobcTBOBATL:

- WAEHTUPUKALIA PUCKOB;

- OLleHKe PUCKOB, UCXoa4d U3 nocneacTsnn ux peanusaunmn anga busHeca n BepOATHOCTU UX BO3HUKHOBEHNS;

- OCO3HAaHWNIO U UHPOPMUPOBAHUIO O BEPOATHOCTU U NOCIEACTBUSAX PUCKOB;

- YCTAHOBMNEHUIO MPUOPUTETOB B paMKax 0bpaboTKM PUCKOB;

- YCTAHOBMNEHUIO MPUOPUTETOB MEPONPUATUAN NO CHMUXKEHUIO UMEIOLLIMX MEeCTO PUCKOB;

- NIPUBNEYEHNIO NPUYACTHLIX CTOPOH K MPUHATUIO pelleHUN 0 MeHepKMeHTe pucka U nogaepXXaHuo Ux
MHAPOPMUPOBAHHOCT O COCTOSIHUM MEHe)KMEeHTa pUCKa;

- 3P PEKTUBHOCTM NPOBOANMOTO MOHUTOPUHIA 00PabOTKN PUCKOB;

- MPOBEAEHUIO PErynsapHOro MOHUTOPUHra U nNepecmMmoTpa npoLiecca MeHeAXKMeHTa pUcka;

- cOopy MHpOpMaLMK ANA COBEPLLUEHCTBOBAHUSA MeHeMKMeHTa pUcka;

- MOAroToBKe MeHeAXKepPOoB U NepcoHana rno Bonpocam PUCKOB M HEOOXoAUMbIX AEeUCTBUK, NpeanpuHUMae-
MbIX AN UX YMEHbLLEHUS.

[1lpouecc meHeakMmeHTa pucka b moxeT BbIThb NpMeHeH Ko Bcel opraHu3aumnm, K ntobon oTaenbHOW YacTu

opraHusauuu (HanpumMmep, nogpasgeneHuto, punuany, cnyxoe), K ntobon nHpopMaLNOHHOW cUCcTEME, K UMELD-
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LLIMMCS, NN1aHUPyEMbIM UK crieundndeckum acrnekTam yrnpaeneHuns (Hanpumep, K ninaHupoBaHUO HENPEepPbIBHO-
CTW BU3Heca).

6 O030p Nnpouecca MeHeOXMeHTa pPpUcKa MH(POPMaALMOHHON 0e30NacHOCTH

[Tpouecc MmeHemkmMeHTa pucka b cocToUT N3 yCcTaHOBNEHUNA KOHTEKCTa (pasaen /), OLeHKN pUcka (pas-
nen 8), obpaboTku pucka (pasgen 9), npuHATUSA pucka (pasgen 10), kommyHuKaLuunn pucka (pasgen 11), a Takke
MOHWUTOPWHIra 1 NnepeoLeHKkn pucka nHgopmaunoHHOW besonacHocTu (pasgen 12).

Kak nokasaHo Ha pucyHke 1, B npoLiecce MeHegkMeHTa pucka b npoueaypbl OUeHKN pUcKa U/unmn obpa-
DOTKM pUCKa MOTYT BbINOJTHATECA UTepaTUBHO. UTepaTUBHBIM Noagxoa K npoBeaeHUIo OLIEHKU pUCKa MOXKET yBeSN-
YMTb rNYOUHY U geTannsaunio oLeHKU Npu Kaxkgon nocneayowen ntepauun. UtepatuBHbIM Noaxod no3songdeT
cbanaHcupoBaHO 3aTpavnBaTb BpeMs U yCUITUA Ha BbIOOP Mep W cpedCTB KOHTPONSA W ynpaBieHUd, B TO Xe
BpeMs Nno-rpexHemMmy obecnevnBasd COOTBETCTBYHOLLYIO OLIEHKY BbICOKOYPOBHEBLIX PUCKOB.

CHavana yctaHaBMBaeTCHd KOHTEKCT, a 3aTeM NpoBoAUTCA oLleHKa pucka. Ecnv npn aToOM yaaeTcd nony-
UYMTb AOCTaATOUHYIO MHGpOPpMaLUUIo 4N 3 dPEeKTUBHOMO onpeaeneHns AeUCTBUK, TpebyeMblX ANA CHUKEHUSA pUcka
00 NpnemMneMoro ypoBH4, TO 3agada BbINoJIHEHA, Nocne 4Yero cneagyet obpaboTtka pucka. Ecnn nHdpopmaums
ABNSIETCA HeQOCTaTOYHOW, TO NPOBOANTCA ovepegHaa nTepaumda oLueHKN pUcka B YCNOBUAX MEPEeCcMOTPEHHOro
KOHTEeKcTa (Hanpumep, KpUTepnes OLEHKN PUCKOB, KPUTEPUEB MPUHATUS PUCKOB U KPUTEPUEB BIUAHNST), BO3-
MOHO B OrpaHWYeHHOW YacTu NONHOW npeaMeTHOW obnacTu (CM. pUCyHOK 1, nepBas Touka NPpUHATUS peLLleHns).

YcTaHOBNEeHUeE KOHTeKCTa
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[lepBas TOYKa NPUHATUA
peLleHUs O pUCKe.
PeaynbTaTr oUeHKu

yAOBNETBOPUTENBHBLIN?

O6paboTka pucka PP

pelueHus o pucke. PesynbTtar

obpaboTku prcka
YAORMNETBOPUTENBHBINA?

MOHMTOPUHI U NepeoLieHKa PUCKa

NNpuHATUE PUCKA

KoHel nepBon UnNu nocneayiowwmx utepawnm

PncyHok 1 — [lpouecc mMeHegKMeHTa pucka MHPoOpMaunoHHOW 6e30nNacHOCTH

2P PEKTUBHOCTE 0OPpaboTKN pUCKa 3aBUCUT OT pe3ynbTaToB oUeHKU pucka. ObpaboTka pUcka MOXeT He
obecnevnThb cpasy Xe npuemMnemMbl ypoBeHbL OCTaTOYHOro pucka. B aton cutyaymm notpebyertcs, ecnm Heobxo-
OUMO, ellle oaHa nTepaLuns OLLeHKN pucka ¢ U3BMeHEHHbLIMU NapamMeTpaMn KOHTEKCTa (HanpumMmep, KpUTepres OLeH-
KN pyUcka, NPUHATUA pUcka U BNUAHWUST), 3a KOTOPOW nocrieayeT ovepeaHast npoueaypa obpaboTkM pyUcka (CM. pU-
CYHOK 1, BTOpast ToUKa NPUHSATUSA peLLeHnst).
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[Tpoueaypa NPUHATUA pUCKa AoJ1KHa obecnevnBaTb 0QHO3HAYHOE NMPUHATUE OCTATOYHbIX PUCKOB PYKOBOA-
CTBOM opraHmsaunm. 3To 0cobeHHO BaXKHO B CUTyaLMK, Koraa KoppeKTUpyrLLMe Mepbl He NpeanpuHUMaloTca, Ui
X NPUHSATUE OTKNaabIBAETCS, HanpumMep n3-3a CTOUMMOCTN.

B npouecce meHeaxxmeHTa pucka Vb BaxkHO, YTODLI 0 prckax 1 ux obpaboTke MHPOPMUPOBAJTUCL COOTBET-
CTBYIOLLME PYKOBOAUTENU U onepaluoHHbIe cCoTpyaAHUKU. dake go obpadboTkM puckos MHpopMaLUna 0b naeHTUgN-
LUMPOBaHHBLIX pUCKaxX MOXeT ObITb OYeHb LIeHHOW ANda MeHeA)KMeHTa MHUUAEHTOB U MOXKeT CrocOOCTBOBATL CHUKE-
HUIO NoTeHuManeHoro yuepba. OceegoMNeHHOCTb PYKOBOACTBA UM NepcoHana o puckax, 0 Xxapakrepe Mep U
CpeacTB, NPUMeHAEeMbIX AN CHUXKEHNA PUCKOB, N 0 NpobleMHbIX 0bnacTsx B opraHnsauny noMoraetT MaKkcum-
MalbHO 3(pPEeKTUBHO oTpearnpoBaTtb Ha MHUMAEHTLI U HenpeaBuaeHHbIe cobbITUA. [leTannsnpoBaHHble pesyrib-
TaTbl KXA0ro Buga gedaTensHOCTU, BXoAdLlero B npouecc MeHempkMmeHTa pucka Vb, a Takke pesynbTaThbl, NONy-
YeHHble U3 ABYX TOYEK NPUHATUA peLleHNIN O pUckax, A0IMKHbI OblTb AOKYMEHTUPOBAHGI.

B WCO/M3K 27001 onpepenseTcs, kKakne mepbl U CpeacTBa, peannilyemMble B paMKkax obnactu npumMmeHe-
HLA, rpaHny M kKoHTekcTa CMINB, AoS1KHBI BEIOMPAaTLCA U MPUMEHATLCS ¢ y4eToM pucka. NpumeHeHWe npolecca
MeHemkMeHTa pucka b gaeT BO3IMOXHOCTbL BbINONHUTE 3TO TpeboBaHne. CyllecTByeT MHOMO Noaxo4doB, MNo-
CPedCTBOM KOTOPLIX 3TOT NnpoLecc MoXeT ObITh YCNeLlHO BHeapeH B opraHusauun. B kaxxgom criydae npumeHe-
HWUA 3TOTO Nnpouecca opraHMsauus AoJikHa UCNonb3oBaTh TOT NOAX0A, KOTOPLIM HAaUNy4LMM o0pa3oM COOTBET-
CTBYET KOHKPETHbLIM 0OCTOATENLCTBaM.

B CMWB ycTaHoBNeHWe KOHTEKCTAa, oLeHKa pucka, paspaboTka nnaHa obpaboTKM pUcKa U NPUHATUE pUcKa
ABNAOTCA YacTbio pasbl «NnaHupoBaHue». B pase «ocywecteneHne» CMWB npoueaypbl U Mepbl, TpebyeMble
ONA CHUXKeHUA pucka Ao npueMnemMoro ypoBHS, pealni3yioTca B COOTBETCTBUM € nnaHOM obpaboTkn pucka. B
drasze «npoBepka» CMUB pykoBoACTBO onpedendeT noTpebHOCTL B MOBTOPHOU oLUeHKe 1 0bpaboTke pucka B
ceBeTe MHUMAEHTOB U M3MEHUBLLMXCA 00CTOATENLCTB. B pase «aencTemne» ocyllecTenATCA Nobble Heobxoam-
Mble paboThl, BKIloYad AoNoSIHUTEeIbHOE BhINONTHEHWe npouecca MeHekKMeHTa pucka Ub.

B Tabnuvue 1 nokaszaHa B3aUMOCBSA3b NMpoLeayp MeHeMKMeHTa pucka ¢ YeTbipbMa doasamum npouecca CMUB.

Tabnuuya 1 — CooTHOWEHNE CUCTEMbBI MEHEXKMEHTa MHPOpMaLNOHHON Be30nacHOCTH
N npouecca MeHepKMeHTa pucka nHpopmMmaunoHHON H6e30nacHOCTU

[lpouecc CMAB [lpouecc meHenxmeHTa pucka b

YCcTaHOBIMEHUE KOHTEKCTA
OueHKka pucka

[ThaHnpoBaHune [TnhaHnpoBaHmne obpaboTku pucka

[TpuHATHME pPUCKAa

OcyuwecTBneHne Peanunsaumsa nnana obpabotkm pucka
[TpoBepka [TlpoBegeHne HenpepbIBHOTO MOHUTOPUHIA U NEPEOLEHKN PUCKOB
IlenctBume [Togaepxka n ycoBepleHCTBOBaHME Mnpouecca MeHeQKMeHTa
bucka Wb

7 YCTaHOBINEeHne KOHTeKCTa

7.1 O6wmMe nonoxeHUs

BxoaHble gaHHble. Bea nHgopmaums ob opraHusalnm, MMetoLllast OTHOLLeHWe K YCTaHOBNEHWUIO KOHTEKCTa
MeHemKkMeHTa pucka Ub.

OevcTteue. [lomkeH ObITb YCTAHOBNEH KOHTEKCT MeHempkMeHTa pucka Vb, 4To BKMovaeT onpegeneHne oc-
HOBHBIX KpUTEPUEB, HEODXOAMMBIX O MeHekMeHTa pucka b (B cooTBeTCTBUU € 7.2), onpeaeneHue obnactu
MPUMEHEHUS N FpaHuLL (B COOTBETCTBUM C 7.3), a TaKKe CO3aaHNe COOTBETCTBYIOLLEN OpraHN3aLNOHHOW CTPYKTY-
pbl, 3aHMMaLWencs MeHeaKMeHTOM pucka b (B cooTBETCTBUK C 7.4).

PyKkoBOACTRBO Mo peanunsaunn. Heobxogmmo onpeaennTb Uelb MeHepkMeHTa pucka UMb, Tak kak oHa BNuUs-
eT Ha 0bLMKM NpoLecec N Ha YCTaHOBMNEHME KOHTEKCTa B YaCTHOCTU. OTOW LIeNnbio MOXKET ObIThb:

- noggepxka CMWB;

- UCMONHeHMe 3akoHoaaTebHO-HOPMaTUBHbLIX TpeboBaHUI 1 NOATBEPXKAEHWE NPOsSIBIIEHHOW opraHn3aLumen
pa3yMHOW NPeaoCTOPOXKHOCTH;

- NOAroTOBKA NnaHa obecne4vyeHnd HeENpPepbIBHOCTN BU3HecCa;
- MOAroTOBKA NiaHa pearMpoBaHUa Ha MHUMAEHTHI;
- onucaHue TpebosaHun UIb anga npoaykra, ycnyrm nnu mexaHmsma.
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PykoBOACTBO MO peanusaunn ans 3JIEMEHTOB YCTAHOBMNEHWUSA KOHTEKCTa, HeobXoaMMbIX ANS MoAaepKKU
CMWUB, obcyxpgaetcaB /7.2, 7.3, n7.4.

[Tpunmevyanune —B VNCO/MIK 27001 He ncnonbayetcs TepMUH «KOHTEKCT». OaHako BeCb pasgern 7/ gaHHoro
cTraHgapTa cBsA3aH ¢ TpeboBaHusaMmn «onpegeneHne cdepbl genctems u rpanny CMUWBb» [em. 4.2.1, nepeuncnenune a)],
«onpeaenenne nonmtukn CMWB» [cm. 4.2.1, nepeuncnenune b)] n «onpeageneHne noaxoga K oueHke puckax» [cm. 4.2.1,
nepevncnenune c)], ycranoeneHHoimm B MNICO/M3K 27001.

BbixogHble gaHHble. Cneundgpukaust OCHOBHbBIX KpUTepUeB, cdpepa AeUCTBUSA U rpaHuLbl, opraHn3auuoHHas
CTPYKTYpa Angd npouecca MmeHeaxmeHTa pucka Mb.

7.2 OCHOBHbIE KpuUTepumu

B 3aBUCUMOCTU OT obnacT NnpuMeHeHUd, obbekTa U Llener MeHepKMeHTa pucka MoryT NPUMEHATLCS pas-
Hble nogxoabl. [loaxoabl, UCNONb3yeMble Ha KaXaou 13 ntepauun, MoryT Takke pasnudaTtbcd. [JomkeH ObITh
BbIOpaH Unn paspadboTaH COOTBETCTBYHOLLMKM NOAX0A K OLLeHKe pucka, y4UTbIBaKLWMNA OCHOBHbIE KPUTEPUU, KaKo-
BbIMU SABMAOTCA: KOUTEPUU OLIEHKM pUCKA, KPUTEPUK BITUSAHUS, KPUTEPUWN NPUHATUS pUCKA.

Kpome Toro, opraHusauus AomkHa oueHMBaTh, UMEKTCS N HeobxoauMele pecypchl ANs:

- BbIMONHEHUSA OLEHKU PUCKOB U co3aaHns niaHa no obpaboTke PUCKOB;

- onpegeneHns N peanusauuy NONUTUK KU NpoLeayp, BkNoYas peannsauuio BelbpaHHbLIX Mep U cpeacTB
KOHTPONA N yNpaBneHUs;

- MOHUTOPUHIa Mep 1 CPeacTB KOHTPONA U yripaBneHus;

- MOHUTOpPWHIa npoLecca MmeHegkmeHTa pucka Ub.

[TpumedyaHwune—Cm Takke NCO/M3IK 27001 (nyHkT 5.2.1) oTHOCUTENBHO 0bBecnevYeHnst pecypcoB Ans
peann3aumn n dpyHkumnonmnposannsa CMUB.

Kputepumn oueHKU pUCKOB

[1omKHBI ObITE pa3paboTaHbl KpUTePUK AN OLLeHKKU PUCKOB MHGPOPMaLUUOHHOW De3onacHOCTW opraHn3auun ¢
YUETOM:

- CTpaTern4yeckou LeHHOCTU 0bpaboTkM baHec-MHopMaLi;

- KDUTUYHOCTU 3aTPOHYTLIX MHZPOPMaLUUOHHBLIX aKTUBOB;

- 3aKoHodaTeNbHO-HOPMATUBHbIX TPeDOBaHUKM 1N A0OTOBOPHbLIX 00A3aTEeNbCTB;

- onepaTUBHOMO 3Ha4YeHUAa 1 3Ha4YeHnda ana baHeca gOCTYNHOCTU, KOHpMAeHUManbHOCTU N LLeNOCTHOCTW;

- OKMAaHWA U peakUu NpUYacTHLIX CTOPOH, a Takke HeraTUBHbIX NOCneACcTBUN ANA HeMaTepualibHbIX aKTU-
BOB W penyTauun.

Kpome Toro, Kputepum oLeHKM PUCKOB MOTYT UCMONb30BaTbLCA ANs onpegeneHna NpuopuTeToB NpKn obpa-
DOTKEe PUCKOB.

Kputepuu BnnaHus

Kputepuun BNUAHUA OOIMKHbI pa3pabaTbiBaTbCA M onpeaenaTeca nexoas U3 cteneHu yuepba nnm sennym-
Hbl pacxo4oB, NOHeCeHHbIX opraHu3aunen scnegctene cobbiTnd, ceasaHHoro ¢ Vb, ¢ ydetom:

- YPOBHSA Knaccudpukaumum MHPOPMaLMOHHOIO akTMBa, Ha KOTOPLIX OKa3bIiBaeTCAa BIIUAHUE;
- HapyLweHua UMb (Hanpumep yTparta KoHpuaeHUMansHOCTH, LeNOCTHOCTU U AOCTYMHOCTA);
- HApyLUeHNs onepaTUBHOW AeATENTbHOCTU (Kak CODCTBEHHOW, Tak U TPETbUX CTOPOH);
- NoTepw LeHHoCTU braHeca M PUHAHCOBOW LLEeHHOCTH;
- HapyLleHUs NaHOB U KOHEYHbIX CPOKOB;
- ylepba ana penyTtauuu;

- HapyLwleHuda 3akoHoaaTeNbHbIX, HOPMaTUBHbLIX U1 AOTOBOPHLIX TpeboBaHUN.

[Tpumeyvanune—Cm. takke NCO/M3IK 27001 [nyHkT 4.2.1, nepeuncnenne d) 4)] OTHOCUTENBHO onpeaeneHus
KPUTEPUEB BITUAHNA BO3MOXXHOW yTpaTbl KOHPUAEHUMANBHOCTU, LENMOCTHOCTU U AOCTYINMHOCTUN aKTUBOB.

Kputepuu npuHATUA pUCKa

KpuTepun NpUHATUA pUcka A0IMKHbI ObITh pa3paboTaHbl U onpeaeneHbl. Kputepun NPUHATUA pUCKa 3a4ac-
TYHO 3aBUCAT OT NONUTUK, HAaMepeHWUI, Lienen opraHmsaunm 1 UHTepecoB NPUYaACTHbBIX CTOPOH.

OpraHunsayusa gofmkHa onpeaenaTtb COOCTBEeHHbIe WKanbl ANs YPpOoBHEW NPUHATUA pucka. [1pu paspaboTke
cnegyert yduTblBaTh cneayloLlee:

- KPUTEPUU NMPUHATUA PUCKaA MOTYT BKIKOYAThL PA4 NOPOroBbIX 3HA4YEHUN, KOorga yKasblBaeTCd XKenaemMbli
LleSTeBOU YPOBEHb PUCKa, HO NPW YCIIOBUK, YTO NPU onpeaesieHHbIX 00CTOATEeTbCTBaX BbiCLLee PyKOBOACTBO Dy-
aeT npuHUMaTh PUCKK, HaxoaAallMecs Bhille 3TOro YPOBHS;

s
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- KPUTEPUN NPUHATUA PUCKA MOTYT Bblpa)XaTbCs KakK COOTHOLLEeHWe KOTMYeCTBeHHO oLeHeHHOW NpubbINn
(MY NHOW BbIroabl busHeca) K KONTMYeCTBEHHO OLLEHEHHOMY PUCKY:;

- pasnuyHble KpUTEPUU MNPUHATUA pUcka MOTYT NMPUMEHATLCSA K pasrmMYHbIM KilaccaM pucka, Hanpumep, Mo-
YT HE NPUHUMATLCS PUCKU, CBSI3aHHbIe C HelcnonHeHNneM 3akoHodaTenbHO-HOPMaTUBHLIX TpeboBaHWI, B TO Bpe-
MS KaK MPUHATUE PUCKOB BbICOKOIO YPOBHS MOXET ObITb AONYCTUMO, €ClTU 3TO onpeaesieHo AOroBOpPHbLIM 0bA3a-
TeIbCTBOM;

- KPUTEPUM NPUHATUA pUCKa MOTYT BKloYaTb TpeboBaHMA O NpoBeaeHM B byayLleM gonoNTHUTENbHOU 00-
PabOTKU pUCKa, HaNpuUmMep PUCK MOXET ObITb MPUHSAT, eCrn NMPUHATO peLleHne 1 B3AThI 0bs3aTenbCcTBa Npeanpu-
HATb Mepbl N0 ero CHMXKeHMIo A0 NpueMi1eMoro ypoBHSA B TedeHe onpegenieHHoro nepuoaa BpeMeHu.

KpuUTepuu NPpUHATUA pUCKa MOTyT pasfindaTbCs B 3aBUCUMOCTU OT TOr0o, HACKOJ1LKO A0NTO, NPpeanosIoxXNu-
TeNbHO, PUCK DyAeT cyllecTBOBaTb, HANpUMep PUCK MOXET ObITb CBA3aH C BPpeMeHHOW UK KpaTKOBPEeMeHHOW
aeaTenbHOCTLI0. KpUtepun NpuHATUA pUcKa ACJIKHbI YCTaHaBNMBaTLCA C y4eTOM cneayioLllero:

- KpuTepuer bU3Heca;

- 0CODeHHOCTEeW 3akoHoAaTeNbHO-HOPMaTUBHOM cpedbl;

- onepauni;

- TEXHONOTNIA;

- (PHAHCOB;

- coUnanbHbIX U TYMaHUTapPHbLIX hakTOPOB.

[TpnmedaHnne—Kpurepmum npuHATNA pNcKa COOTBETCTBYIOT «KPUTEPUAM NMPUHATUA PUCKOB U ONpeaereHuto
NPUEMIIEMOro ypoBHSA puckay, onpegeneHHsim B MCO/M3K 27001 [em. nyHKT 4.2.1, nepeyncnenme c) 2)].

bonee noapobHY0 MHPOPMaLINIO MOXKHO HAUTK B NPUITOXKEHNIN A.

7.3 O6nacTtb NpUMEeHEeHUA N rpaHnLubl

OpraHunsaumnsa gonkHa onpeaendts obnacts NpUMeHeHUs U rpaHnu bl MeHempkmeHTa pucka Ub.

ObnacTb npumMeHeHUa npouecca meHepkmeHTa VIb Heobxoanmo onpeaensaTs Ang Toro, Ytodbl BCe 3Ha4u-
Mble aKTUBbI NTPUHUMAITUCE B pacyeT Nnpu oueHke pucka. Kpome Toro, Heobxogumo onpeaenathb rpaHulbl [CM.
Takke MCO/M3K 27001, nyHKT 4.2.1, nepevncneHme a)] Ans pacCMOTPEHUSA TeX PUCKOB, UCTOUHUKMN KOTOPbIX
MOIYT HAX0AWTbCA 3a AaHHbIMU rPaHuULLaMu.

[onxHa ObITb cobpaHa nHopmMaL s 0b opraHMsaunm ans onpeaeneHus napamMmeTpoB cpebl, B KOTOPOW
doYHKUMOHUPYET opraHmnsauuns, 1 UX BIMUAHUA Ha npoLecc MeHeakMmeHTa pucka Ub.

[1pn onpegeneHnn obnactTy NnpUMeHeHNa 1 rpaHnL, AoMKHa yYUThIBaTLCA cneayollada MHgopmMaung, Kaca-
loLLLIasACs opraHn3aunia;

- cTpaTerndyeckue Lienm busHeca opraHusauunmn, ctpater U NONUTUKK;

- BUsHec-npoLecch;

- (PYHKLUK U CTPYKTYpa opraHnsauuu;

- MPaBOBble, HOPMAaTKBHbIE U AOrOBOPHbLIE TPebOoBaHUS, MPUMEHUMbIE K opraHi3aLnm;

- nonntka b opraHmsaumm;

- 0OLWMIM Noaxoa opraHMu3aunm K MeHeIXKMeHTY PUCKa;

- MHpOpMaLIMOHHbIE aKTUBBI;

- MECTOMONOXEHWe opraHn3aunun, ee nogpasgeneHnin 1 UnnanoB, a TakkKe UX reorpagpuyeckme xapakre-
PUCTUKN;

- OrpaHuvYeHus, BNnAoLLME Ha opraHn3auuio;

- OKMAaHWA NPUYaCTHbIX CTOPOH;

- COUMOKYNbTYPHAaA cpeaa;

- MHTepdencel (T. e. 0OMeH NHopMaLMen C BHELLHEN Cpeaon).

Kpome Toro, opraHnsaums AoJikHa 000CHOBLIBATHL KaXXaoe UCKtoYeHne N3 obnacty npuMeHeHMs.

[Tpnmepamm cbnactu npUMeHeHNs MeHeKMeHTa pucka MoryT obITe N T-npunoxeHue, UT-MHppaCTpyKTYpPa,
OU3Hec-Npouecc UK onpeaeneHHas YacTb opraHn3auui.

[MTpunmeyaHnHune—OONACTb NPUMEHEHUA N TPAHULUBI MeHepKMeHTa pucka Vb cBfA3aHbl ¢ BbINONHEHUEM
TpeboBanusa NCO/M3K 27001 [cm. 4.2.1, nepeuncneHue a)] oTHOCUTENBHO onpeaeneHns obnactn NPUMEHEHUNA N rpa-
H1uy CMUB.

bonee nogpobHyo MHPOPMaLMIO MOXKHO HAUTU B NPUNOXKEHUN A.

7.4 OpraHM3auuoHHas CTPYKTypa MeHea)XXMeHTa pucka nHpopmayMoHHON 6e30nacHOCTH

[1lna npouecca meHegxxmeHTa pucka Ib HeobxogmMmo yctaHaBnMBaTh U NogaepKMBaTh opraHn3alMoOHHYIO
CTPYKTYPY U pacnpegeneHue obszaHHocTen. Hke nepeyncnaoTesa OCHOBHbIE PO M 0b1acTh OTBETCTBEHHOCTN,
npucyLlme 3ToU opraHn3aunoHHOW CTPYKTYPeE:!
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- paspaboTKa npouecca MeHeKMeHTa pucka VB, nogxoasLlero ans gaHHOW opraHn3aLnm;

- BbISIBIIEHNE U N3yYeHNe NMpu4acTHbIX CTOPOH;

- onpepaeneHne pornen 1 ob6s3aHHOCTEN BCEX CTOPOH, KakK BHYTPEHHUX, TaK U BHELLIHWUX MO OTHOLUEHUIO K
opraHusaLmm;

- yCTaHOBMNeHne TpebyeMblX B3aMOCBSA3E MexXay opraH1saLmen 1 npuyacTHbIMU CTOPOHaMM, a Takke B3a-
MMOAENCTBNSA C BbICOKOYPOBHEBBLIMUN DYHKLIMAMU MEHEKMEHTa puUcka opraHmsaummn (Hanpumep, MeHepKMeHTa
onepaLuoHHOro pucka), a Takke B3anMoAencTBUA ¢ ApYrMMU 3HAYUMbIMU MPOEKTaMu 1 BUAaMU OeATENbHOCTH;

- onpegeneHune nyTern nepegadym NpUHATUSA peLleHnin Ha bonee BbICOKAA YPOBEHb W/ ApYriM crieyuani-
cTaMm;

- onpegeneHne noanexalwmx BegeH o JOKYMEHTOB.

3OTa opraHn3aLMoHHasa CTPYKTypa AoMKHa 0400 pATLCA COOTBETCTBYHOLLMM PYKOBOACTBOM OpraHusaLum.

[MTpumevanwume—NCOMIK27001 TpebyeT onpegeneHmnss n BolgenNeHUs1 pecypcoB, HEODXoanMbIX Ans
YCTAHOBINEHUA, peann3aunmn, PyHKUNOHUPOBAHNA, MOHUTOPUHIa, nepecmoTpa, nogaepxkm v ynydwenmna CMUB
[cM. NnyHKT 5.2.1, nepeuncnenune a)]. OpranmsaunoHHas CTpykTypa ansa onepaunum MeHegKMeHTa pucka MOXET paccmart-
PUBATLCH Kak 0auH N3 pecypcos, Tpedyembix MCO/M3IK 27001.

8 OueHKa pucka nHhopMaLUOHHON O0e30MNacHOCTH

8.1 O0OLee onucaHue oUueHKU pucka uicpopmaumMoHHoU 6e30nNacHOCTHU

[MTpumevyanne—B NCO/M3IK 27001 nesatenbHOCTb MO OLEHKE PUCKA onpedenseTcsl Kak npouecec.

BxoaHble gaHHble. Y CTaHOBNEHHbIE OCHOBHbIE KpUTEPpUK, cdhepa AeUCTBUA U rpaHunLUbIl, CTPYKTYpPa npouecca
MeHeDKMeHTa pucka MHdpopMaLMoOHHOW Be3onacHOCTU, NMPUHATLIE ANl opraHu3auni.

Heuncteue. Puckmn aonkHel ObiTb MOAEHTUMULWNPOBAHLI, KONTMYECTBEHHO UITM KAYEeCTBEHHO OXapaKTepPU30Ba-
Hbl, ANA HAX gOJTKHbI ObITh Ha3zHa4vYeHbl NPUOPUTETLI B COOTBETCTBUU C KPUTEPUAMK OLEHKN pUCKa U LenamMu opra-
HU3aLun.

PvykoBOACTBO Mo peanusauun. PUck npegcrtaensaeTt cobon KoMoOHaUKMo nocneacTBUN, BblTeKaroLL X U3 He-
KenateslbHOro cobbITUSA U BEPOATHOCTU BO3HUKHOBEHUA cobbITUA. OLeHKa pucka KoNn4yeCcTBEHHO N KaYveCTBEH-
HO XapaKkTepuayeT PUCKM 1 gaeT BOIMOXKHOCTb PYKOBOAUTENAM Ha3HavaThb 4N HAX NPUOPUTETLI B COOTBETCTBUMN C
OCO3HaBaeMoOW MM Ccepbe3HOCTLIO UK APYTMMK YCTaHOBNEHHBLIMW KPUTEPUAMMU.

[lpouecc oLUeHKU pUcka COCTOUT U3:

- aHanu3a pucka (B COOTBETCTBUU € 8.2), BKNtovatoLlero naeHtudunkaumio pucka (B cCooTBeTctBum € 8.2.1) 1

yCTaHOBMNeHWe 3HaYeHUs pucka (B COOTBETCTBUN € 8.2.2);

- OLIeHKM pucKka (B COOTBETCTBUM C 8.3).

B npoLlecce oLeHKU pucka ycTaHaBnMMBaeTCs LLeHHOCTb MHPOPMALMOHHBIX aKTVUBOB, BbISIBNAKOTCA NOTEHLN-
anbHble Yrpo3bl U YA3BUMOCTU, KOTOPLIE CYLLECTBYHOT UNU MOTYT CYLLLECTBOBAaThL, OnpeaenatoTcs cyllecTByoL e
Mepbl U CpeacTBa KOHTPONA U ynpaBlieHUda U UX BO3geUCTBUeE Ha MAEHTUPNUMPOBAHHBbIE PUCKK, onpeaenaoTCs
BO3MOXXHbIe NOCNedCTBUA U, HAKOHEL, HasHadarTCA NpUopuTeThl YyCTaHOBNEHHLIM PUCKaM, a Takke OCyLLeCTBNA-
eTCA X paHXUPOBaHKE NO KPUTEPUAM OLLEHKN pUcKa, 3atoMKCUPOBaHHBLIM NMpY YCTaHOBIIEHUN KOHTEKCTA.

OueHKa pucka 4acTo NpoBoaNTCH 3a ABe (UNn bonee) utepauun. CHadana npoBOANTCH BbICOKOYPOBHEBAH
oUeHKa Ana naeHTudrkauum noTeHuuanbHO BbICOKUX PUCKOB, CNyXKaLlkX OCHOBaHWEM ANd ganbHeullen OLeHKH.
Chepytollast utepauusa MoOXeT BKIMoYaTh AdanbHeNlee yrnybneHHoe pacCMOoTpeHUe NoTeHUNanbHO BbICOKUX PUC-
kKOB. B Tex cny4yadax, Korga nosiydeHHada uHgopmauma HegoctaTodyHa Angd oUeHKU pucka, npoBoauTcd bonee
ageTtanbHbIM aHann3, BO3MOXHO, MO O0TAeNbHbIM YacTaM cdepbl AEUCTBUA, U, BO3MOXHO, C UCMONb30BaHUEM
MHOIro MeToaa.

Buibop noaxoaa K oLleHKe pucka B 3aBUCUMOCTK OT 3adad U Luellel OUueHKM pyUcka OCyLLeCcTBNAeT PYKOBOA-
CTBO opraHmsauun,

ObcyxgeHne noaxoaos K oueHKe pucka b MoXXHO HauTu B npunoXeHun E.

BbixogHble AaHHbIe. [epeyeHb oUueHeHHbIX PUCKOB B COOTBETCTBUM C Ha3HaYeHHBLIMU NPUOpUTETaAMK CO-
rMacHoO KPUTEPUAM OLIEHKM pUCKa.

8.2 AHanu3 pucka

8.2.1 NpeHTUdbukauua pucka

8.2.1.1 BBegeHWe B AeHTUDUKALNIO pUCKa
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Llenb naeHtTudpmkaumm pucka — onpegennTtb, YTO MOTo Obl MPON30NTI MPU HAHECEHU BO3MOXKHOTO YLLEp-
6a, 1 nony4uTb NpeacTaBreHne o TOM, Kak, rae U nodemy Mor UMeTb MecTo 3TOT yulepb. 3Tanbl, onncaHHbIe
HUXe, O0IKHbI 06 beANHATL BXOAHbIE AaHHbIe ANd AeATeNbHOCTU N0 KONMYECTBEHHOW OLeHKE pUCKa.

[ PUMEYHAaHWE— BH,EI,I:I AEeATEelIbHOCTHU, OINMNCaHHbIE HUXE, MOIYT ObiTb BbIMONHEHBbI B PA3INMMHYHOM TMOPHAAOKE, B
3dBUNCMMOCTHN OT I’IpMMEHFIEMOFI MEeTOAOITOIMNN.

8.2.1.2 OnpegeneHne akTUBOB

BxogHble gaHHble. Cdpepa AeUCTBUS U TpaHULIBI MPOBedeHUA OLLEHKN pUCKa, NepeYeHsb, BKIYatoLlw il BNna-
aenbLeB, MecTononoXxeHme, PyHKUMI U T. 4.

Oevcteue. domkHbl ObITh ONpeaeneHsl akTUBbI, BXoAdALLWE B YCTAHOBNEHHYIO cdhepy AeUCTBUSA [CBA3AHO C
NCO/M3K 27001, nyHkT 4.2.1, nepeuncneHune d) 1)].

PyKOBOACTRBO Mo peanviaunn. AKTUBOM ABMAETCSA UTO-NNO0, MMetoLlee LeHHOCTb ANa opraHu3aunm n, chne-
aoBaTenbHO, HyXgarlleecs B 3awiuTe. [Npu onpeaeneHun akTMBOB cleayeT UMeTb B BUAY, YTO MHpOpMaLINOH-
Had cucTemMa COCTOUT He TONbKO U3 annapaTHbIX U NporpaMmmMHbIX CpeacTB.

OnpegeneHne akTUBOB clleayeT NpPoBOAUTL C COOTBETCTBYIOLLEN CTeNeHbo geTanusauun, obecneyvrBato-
LLlen MHdpopMaLUKnio, 40CTaTOYHYIO ANA oLUeHKM pucka. CTeneHb geTtanmMsauun, ucnone3yemMasi npu onpeaeneHnm
aKTVUBOB, BNUAET Ha 00N 0ObeM MHGopMaL MK, cobpaHHOW BO BPEMS OLIEHKU pUcka. 3Ta UHpopMaLNAa MOXeT
ObITb Bonee geTanuanpoBaHa Npu NocnegyLLUUX UTepaunuax oLeHKN pUcka.

[1na yctaHOBNEeHUA y4eTHOCTU M OTBETCTBEHHOCTU B OTHOLLEHUUM KaXkaoro akTuBa 4oMKeH ObITk onpegeneH
BNageneu. Bnageney aktuea MoxeT He obnagaTk NnpaBamMi COOCTBEHHOCTU Ha akTUB, HO OH HECET OTBETCTBEH-
HOCTb 3a ero nonydeHue, paspaboTky, nogaaepXky, Ucnonb3oBaHne N BezonacHOCTb. Yalle Bcero Bnagenetl
akTuBa siIBNaeTcAa Hanbonee nogxoasLwym nmuuom, cnocobHbIM onpeaennuTh peanbHYo LLeHHOCTE akTUBa ANd opra-
Hu3auum (cMm. 8.2.2 Ha npeamMeT onpeaeneHnst LLEeHHOCTU akTUBOB).

[ paHMLEeN aHann3a aBnsieTcs NepuMeTP akTUBOB OpraHm3aunm, ynpasnsemMbli B paMKax npoLiecca MeHea k-
MeHTa pucka Ub.

bonee noapobHyto nHopmauyuio ob onpegeneHn akTUBOB U UX LUeHHOCTU B YacTu b MOXXHO HalTK B
npunoXxeHun B.

BoixoaHble gaHHbIe. [1epeyeHb akTUBOB, nognexalmnx MmeHeKMeHTY pucka, U nepedeHb bU3Hec-npoLec-
COB, CBAA3a@HHbIX C aKTUBaMW, a TakKe UX 3Ha4YNMOCTb.

8.2.1.3 OnpegeneHue yrpos

BxoaHble gaHHble. MIHopmaunsa ob yrposax, noflydeHHad B pe3ynbTaTe aHanu3a MHUMQeHTa OT Bllagenb-
LleB aKTUBOB, NOJIb30BaTeNeN, a Takke U3 Apyrnx UICTOYHUKOB, BKITHOYAaA CMUCKU BHELLHUX YIpos.

LOencTBUE. Yrpo3bl N UX UCTOUYHUKM AOMMKHBLI ObITh onpeaeneHsl [ceasaHo ¢ MCO/M3K 27001, nyHkT 4.2.1,
nepeyncneHue dj 2)].

PykOBOACTRBO N0 peannlauun. Yrposa MoXeT NPUYNHUTD yiLepd akTuBamM opraHmnsaumnm, Takum Kak MHQop-
MaLna, NpoLecchl U CUCTEMBI. YTPO3bl MOMYT BO3HUKATL B pe3ynbTaTe NPUpoaHbIX ABNeHU Ui AeUCTBUU Noaen,
OHW MOTYT ObITb cnydYanHbIMU UK YMbILLNEHHbIMW. JomkHbI ObITh YCTaHOBMNEHLI U clydaKrHble, U NpegHaMepeH-
Hble MCTOYHWUKN Yrpo3. YTpo3bl MOMYT NPOUCTEKaTb Kak M3 caMoWu opraHusaunm, Tak U U3 UICTOYHUKa BHe ee Npeae-
NOB. YTPp0o3bl ACMKHLI onpeaenaTbcd B 00LLeM 1 No BUAY (HanpuMmep HeaBTOpPU3oBaHHbIE AeUCTBUSA, PU3NYECKUIA
yLlepb, TexHu4yeckme cboun), a 3atem, rae aTo YMeCcTHO, OTAENbHbIE Yrpo3bl ONpeaensitoTCs BHYTPU POAOBOIO
Knacca. JTO 03HayaeT, YTO HU oaHa yrposa, BKIoYaa HeoxuaaHHble yrposbl, He bydeT ynyuleHa, HO obbem
TpebyeMoln paboThl, HECMOTPS Ha 3TO, COKpallaeTcs.

HekoTopble yrpo3bl MOTyT BNUATL DoNlee YeM Ha oguH akTUB. B Takux cnydaax oHW MOTyT ObITb NPUYKMHON
Pa3NUYHbLIX BIIMAHUN B 3aBUCUMOCTU OT TOT0, Ha Kakne akTUBbI OKa3biBaeTCs BO3AENCTBUE.

BxogHble gaHHble Angd onpegeneHnsa U KonndecTBeHHOW OLUeHKU BepOsTHOCTU BO3HUKHOBEHUSA Yrpos3
(cM. 8.2.2.3) MOTYT ObITb NONYy4YeHbl OT BllagenbLER akTUBOB UK NoNb3oBaTenen, nepcoHana otTaena kaapos,
PyKOBOACTBA opraHusaunmn U cneunanuctoB B obnacTtn UMb, akcnepToB B obnacTtn gousnveckon 6esonacHoCTH,
cneuanncToB LPUANYECKOro oTaena U Apyrux CTPYKTYpP, a Takke OT iopuandeckux opraHusaL i, MeTeopororu-
YeCKUX CNYyXKD, CTpaxoBbIX KOMMNAaHWUNA, HALUWOHaNbHbIX NpaBUTENIbCTBEHHLIX yupexaeHun. INpn aHannae yrpos
OOJKHbI YYUTBIBATLCA acnekThbl cpeabl U KyNbTypbl.

OnbIT, U3BNEeYEeHHbIV U3 MHUMOEHTOB, U NpeablayLlie OUueHKN YIpo3 A0IKHbI ObITh YYTEHbI B TEKYLLEW OLeH-
ke. [lpyn HeobxoAMMOCTK ANA 3anofTHeHUA nepeydHs obLLMX yrpo3 MOXeT ObITh LleniecoobpasHbIM CrpaBUTLCSA B
OPYTrnX peectpax yrpos (BO3MOXKHO, cnelnuyHbIX AN KOHKPEeTHOW opraHmsaumm nnm bmusHeca). Crincku yrpos u
MX CTATUCTUKY MOXKHO NONYYNUTE OT NPOMBbILLNEHHBIX NpeanpuaTtun, doegepanbHOro NnpaBnUTenbCcTBa, opuanyvec-
KNX opraHmn3aLnin, CTpaxoBbIX KOMNaHUN U T. A.
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Mcnonb3ysa CNUCKU yrpo3 UNu peaynbTaThl NpeablayLmMX oLeHOK yrpos, He cneayeT 3abbiBaTh O TOM, YTO
NpoucxXoguT NOCTOAAHHAA CMeHa 3Ha4YMMbIX Yrpo3, 0CODeHHO, ecrnn N3MeHsITCA buaHec-cpeaa Nnm nHdpopmam-
OHHblE CUCTEMBI.

bonee nogpobHy0 MHOPMaLIMIO O TUNaxX yrpo3 MOXKHO HaUTU B npunoxeHun C.

BoixoaHble gaHHble. [lepeyeHb yrpos ¢ onpegenieHneM nx suaa v UCTOYHMKA.

8.2.1.4 OnpegeneHne CyLLEeCTBYIOLMX Mep U CpeCTB KOHTPONA U ynpaBneHnd

BxoaHble aaHHble. [JokyMeHTaL s N0 MepaM U cpedcTBaM KOHTPONA 1 ynpaBneHUs, NnaHbl No peanmsasnm
obpaboTkM pHUcKa.

Henctere. JomkHbl ObITE onpeaeneHsbl CyLlecTBYOLWNWE W NNaHUpyeMble Mepbl U cpeacTBa KOHTPONA Y
yrnpaBneHus.

PykoBOACTBO N0 peanuiaumnn. Bo nsbexxaHue nuiHen padoTbl UK pacxodoB, Hanpumep, npu AydonmpoBa-
HAU Mep U CpeacCTB KOHTPONA U yNpaBneHus, HeobxoanmMo onpeaennThb CyLLIeCTBYIOLLINE Mepbl U CpeacTBa KOHT-
ponga 1 ynpasneHnsa. Kpome Toro, npu onpegeneHnn cyLlecTBYOLWMX Mep U cpedCTB KOHTPOJS1A U ynpaBleHUs
cnegyeT NPOBECTU NMPOBEPKY, YTODLI yoeaUTLCS B NPaBUNbHOCTU PYHKLIMOHUPOBAHUSA MEP U CPeACTB KOHTPOMS U
ynpaBlieHUa — obpalleHue K cyllecTsyrolwmM otdyeTam no ayanty CMUB aonmkHbl cokpallaTh BpeMs, 3aTpadn-
BaeMoe Ha pelleHue 3ToM 3agadvn. HeHaanexatllee pyHKLUMOHNPOBaHWE Mep 1 CpeacTB KOHTPONS U ynpaBleHUs
MOXET CTaTb NPUYNHOW ya3BUMOCTU. CreayeT yaenuTb BHUMaHUe CUTyaLnK, koraa BblbpaHHbIe Mephbl U cpeacTBa
KOHTPONS W yripaBfieHus (MK cTpaTerns) He BbINOMHSAT CBOUX PYHKLNW, 1 ANd 3pPEeKTUBHOTO N CBOEBPEMEH-
HOro pearnpoBaHns Ha MOeHTUPUUMPOBaHHbIE PUCKK TpebyloTcs A0NONHUTENBHbIE MePbl U cpeacTBa KOHTPROA U
ynpaenenus. B CMUB, B cootBeTcTBUmn ¢ UCO/M3K 27001, aTo noaaepkuBaeTcs namepeHmuem appeKkTUBHOCTH
Mep 1 cpeacTB KOHTPONA 1 ynpaBneHnda. OanH 13 crnocoboB KoNMYeCcTBEHHOW OLLEHKN AeUCTBUA Mep U CpeCTB
KOHTPOMNA U yrpaBneHUsa — BbIABUTb, Kak OHO CHMXKAaEeT BEPOATHOCTb BO3HUKHOBEHUSA YrpO3bl, 3aTPYAHAET UC-
Nnonb3oBaHMe ys3BUMOCTU M BO3MOXXHOCTU BNUAHUA MHUKMAeHTa. [1poBepkn, NpoBoAVMbIE PYKOBOACTBOM, U OTHE-
Tbl MO ayaUTY Takke obecneymBaloT MHpopMaUnio 00 3pPEKTUBHOCTU CYLLLECTBYIOLLUMX Mep U CpeaCcTB KOHTPON4
1 ynpaBneHus.

Mepbl 1 cpeacTBa KOHTPONA U ynpaBneHWUs1, KoTopble NnaHnpyeTcs peann3oBaTh B COOTBETCTBUN C NIaHa-
MW peanusaunm obpaboTkn pucka, A0JIKHbI ObITh onpeaeneHbl TEM XXe caMblM CMOCODOOM, KOTOPLIN yXe OblJ
peann3oBaH.

CyllecTBYOLNE UM NNaHUPYEMBIE MEPLI U cpeacTBa KOHTPONA U ynpaBneHnsa MoryT OblTe OTHECEHbI K
pa3paay HeadpdpeKTUBHbIX, HegoCTaTOuYHbIX UM HeOBOCHOBaHHLIX. ECcnk ux nocyntann HeobOCHOBaHHLIMU NN
HegoCTaTOYHbIMU, MepY 1 CPeaACTBO KOHTPONS U yripaBneHns Heobxognmo NoaBeprHyTb NpoBepke, YTobbI onpe-
aennTb, noanexart N1 OHWU yaaneHuto, 3aMmeHe bofiee noaxoddalumMm, UN CTOUT OCTaBUTL UX, HAaNnpuUmMmep 13
COODpaKeHNN CTOMMOCTMN.

[1na onpegeneHns CyLLEeCcTBYHOLLMX UMW NNaHUPYEMbIX MeP 1 CPeacTB KOHTPONSA U yripaBieHUS MOTYT ObITb
nonesHbl cnegyrolime MeponpUAaTUA:

- MPOCMOTP AOKYMEHTOB, coaep KallnxX MHpopMaL Mo 0 cpeacTBax KOHTPoNSA (Hanpumep, nnaHbl 00paboTku
PUCKOB), ecnu npoueccol MeHegkMeHTa b AokyMeHTUPOoBaHbI A0MKHLIM 00pa3oMm, ToO MHGOPMaLIMS O BCEX CY-
LLIeCTBYHOLLUX UK NN1aHNpyeMbIX Mepax U cpeacTBax KOHTPONA U ynpaBneHUd, a Takke 0 COCTOAHUN UX peasin-
3alUnm gomkHa ObITb AOCTYNHA;

- MpoBepka, NpoBoAMMasa COBMECTHO C coTpyaHUKaMK, oTBeYaowmmimn 3a b (Hanpumep, coTpyaHUKOM,
3aHMMaroLwimmces obecnedveHnem Ub, coTpyaHnkom, oTeeYatroLlym 3a 6e3onacHoCTe MHpopMaLUMOHHOW CUCTEMBI,
KOMEHOaHTOM 34aHUs1 N pykoBoaMTenem padoT) 1 NoNb3oBaTENSAMK, KacaloLasiCsl TOro, Kakne Mepbl 1 cpe-
CTBa KOHTPONSA U ynpaBlieHNs AeUCTBUTENBHO pealin3oBaHbl AN paccMaTpuBaemMoro MHdpopmMaLlMoHHOMo npoLuec-
ca N NHPOPMaLMOHHOW CUCTEMBI;

- 0bXxo4 3gaHng ¢ Lenbio ocMoTpa (pU3ndecKkux cpedcTB KOHTPONA, cpaBHeHWe CyLLeCTBYIOLMX cpeaCTB
KOHTPONSA C NepeYvYHeM TeX, KOTopble A0MKHbI ObITh peann3oBaHbl, U MpoBepka CYLLEeCTBYIOLLNX CpeaCTB KOHTPOA
Ha npeaMeT NpaBUiibHOW 1 3 deKTUBHOW PaboThl;

- pacCMOTpPEHNe pe3ynbTaToB BHYTPEHHUX ayOuTOB.

BbixoaHble gaHHbIe. [lepeyeHb BCeX CYLLECTBYIOLLUUX U NNaHUpyeMbIX Mep 1 cpeaCcTB KOHTPOSIA U yrpaBs-
NeHnsa, NX HaxoxxgeHne N cCoCToAHKUeE UCMOoNb30BaHUA.

8.2.1.5 BblaBNeHWe yA3BMMOCTEN

BxoaHble gaHHbIe. [lepeyHn N3BECTHLIX Yrpo3, NepeyH akTUBOB U CYLLIECTBYIOLLUX Mep W CPeaCTB KOHTPO-
na v ynpaeneHnq.

OencTterne. HeobxoanMmMo BbISIBUTL YA3IBUMOCTU, KOTOPbLIE MOTYT ObITh UCMONBE30BaHbI yrpo3amMi ANg HaHece-
HUA yulepba aktneam nnu opraHusauum [cesizaHo ¢ MCO/M3IK 27001, nyHkT 4.2.1, nepevncnenune d) 3)].
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PykOBOACTBO MO peanmsaunin. YA3BMMOCTU MOTYT ObITb BbISIBI1IEHbI B creayolmnx obnactax:

- opraHusauua pabor;

- Npouecchl 1 NpoLeaypsbl;

- YCTaHOBUBLLUMUCA NOPAACK yrpaBneHUs;

- nepcoHan;

- (pusndeckas cpeaa;

- KOHpUrypauus MHpopMaunoHHON CUCTEMBI;

- annapaTtHble cpeacTBa, NporpaMmmMmHoe obecneveHue ¥ annapaTtypa CBA3W;

- 3aBUCUMOCTb OT BHELLHNX CTOPOH.

Hann4yune ya3BMmMocCcT camMo no cebe He HaHOoCUT yulepda, NoCKoIbKY HeobxoanMo Hanudme yrposbl, KOTO-
pad CMOXeT BOCMNOb30BaThLCA eto. [nga ya3BUMOCTK, KOTOPOU He COOTBETCTBYET onpedesieHHas yrpo3sa, MOXeT
He NoTpeboBaTLCA BHeApEeHWe cpeaCcTBa KOHTPOMA U yrnpaBneHus, HO OHa A0J1)KHa OCO3HaBaTbLCA U noaBepraTeCcH
MOHWUTOPWHIY Ha NpeamMeT nameHeHuUn. CrnegyeT OTMETUTL, YTO HEBEPHO peanu3oBaHHoe, HernpaBUnbHO PYHKLIN-
OHUpPYIOLLEee NN HenpaBUI1bHO UCMONb3yeMoe CPpeACTBO KOHTPONA U yNpaBneHNa caMo MOXeT cTaTb YA3BUMO-
CTbio. Mepbl 1 cpeacTBa KOHTPONSA U yripaBlieHUa MOryT ObITb 3pdeKTUBHBIMU UK He3hPeKTUBHBLIMU B 3aBUCKU-
MOCTW OT cpeabl, B KOTOPOWU OHU PYHKUMOHUPYIOT. C APYron CTOPOHbI, Yyrpo3a, KOTOPOWU HE COOTBETCTBYET Oonpee-
NeHHas ya3BUMMOCTb, MOXeT He NPUBOAUTL K PUCKY.

YA3BUMOCTU MOTYT ObITb CBA3aHLI CO cBOUCTBaMU akTuBa. Cnocob 1 uenn ncnofib3oBaHUga akTuBa MOy T
OTNMYaTLCA OT NNaHMpyeMbIX NMpKY NpuobpeTeHnn UK cosgaHnum aktmea. Heobxoanmo yunTeiBaTh YA3BUMOCTH,
BO3HUKaOLLMEe U3 pa3HbIX UCTOUYHUKOB, HAaNpuUMep Te, KoTopble SABNAKTCA BHELUHUMU UNU BHYTPEHHUMK MO OTHO-
LLIEHWIO K aKTUBY.

[TpMepbl YS3BUMOCTEN U MeToAdbl MX OLLeHKN MOXKHO HaUTKU B NpUnoxxeHnn D.

BuixoaHble gaHHble. [lepeyeHb YA3BUMOCTEN, CBA3aHHbLIX C akTUBaMW, yrpo3amMin 1 MmepamMuy U cpeacTesaMit
KOHTPONA U yrpaBlieHUs; NnepedeHb YA3BUMOCTEN, He CBA3aHHbIX C BbIABNEHHOW Yrpo30K, noganexallien pac-
CMOTPEHUIO.

8.2.1.6 OnpeaeneHve nocnegcTeum

BxogHble gaHHble. [NepeyveHb akTUBOB, DM3HEC-NMPOLECCOoB, Yrp03 U YA3BUMOCTEN, rae 3T0 YMECTHO, CBS-
3aHHbIX C aKTUBaMU, U NX 3HAYNMOCTb.

Oencteue. [lomkHbl ObITh onpeaeneHbl NoceacTBUS AN akTUBOB, BbI3BaHHbIE NOTepen KoHUAeHUMANb-
HOCTW, LuenocTHoCTU U gocTtynHocTu [eMm. MCO/M3K 27001, nyHkT 4.2.1, nepeuncneHue d) 4)].

PykOBOACTBO No peanusalnu. [locneactenem MoxeT ObITb CHUXKeHNe 3pPeKTUBHOCTU, HebNnaronpuATHbIE
onepaunoHHble yCNnoBuSA, NoTepda buaHeca, yulepd, HaHeCceHHbIW penyTauun U T. 4.

2Ta gedTenbHOCTL onpeaendaeT yuepd nnn nocneacTByUa Anst opraHu3auun, KoTopble MOryT ObITh 0DOYCIIOB-
NeHbl cueHapuem nHumageHTa. CueHapu MHUKMAeHTa — 3TO onucaHue yrposbl, UCNOoNb3yoLlen onpeaerieHHyIo
YSI3BMMOCTb UMM COBOKYMHOCTbL ya3BmumMocTen B nHUuaeHTe b (cm. MCO/M3K 27002, pasgen 13). BnusiHue cle-
HapveB NHUMOEHTOB 0OYCNOBNNBAETCS KPUTEPUSIMUN BIUSIHUA, onpeaensaemMbiMn B TeYeHWe AeATENbHOCTM MO YC-
TaHOBIEHWUIO KOHTeKCcTa. BnuaHne moxeT 3aTparMsaTtb O4QMH UMW HECKONbKO akTUBOB, a TakKe YacTb aKTUBa.
[ToaTOMY akTUBaM MOXET HazHavaTbCs LeHHOCTL, 0bycnoBrneHHasa Kak X UHaHCOBOW CTOMMOCTLIO, TaK U Mo-
cneacTBMaAMU AnNs bu3Heca B crny4vae Ux nopyn nnu komnpomeTtauumun. 'locneactBrua MOryT ObiTb BpeMeHHbIMU
MM NOCTOAHHBIMIK, KaK 3TO ObIBaeT B criydae paspyLleHNa akTUBOB.

[Mpnmevanme—B MNCO/MIK 27001 onncbiBaeTcs NponNcxoxXgeHne cueHapmneB MHUNOEHTOB KaK « HeOJoCTaT-
kOB 6e30nacHoOCTUY.

OpraHusauum gosTkKHel onpeaenartb onepaunoHHble NocneacTBUA cLieHapueB MHUMOEHTOB Ha OCHOBE (HO He
orpaHNYnBasich):

- BpEMeHU Ha paccregoBaHne M BOCCTaHOBMEHUE;

- NoTepb (pabo4ero) BpeMeHu;

- YNYLLEeHHOW BO3MOXHOCTH;

- OXpaHbl Tpyaa 1 6e30nacHOCTU;

- (PMHAHCOBLIX 3aTpaT Ha NpuobpeTeHue cneyndniecknx HaBbIKOB, HEODXOAMMbIX AN yCTpaHeHUsA Hencn-
PaBHOCTU;

- penyTtaLun U MHOro «HEOCA3aeMOoro Kanmtana.

[ToapobHOCTU, KacatoLLUecst OLEHKU TEXHUYECKNX YA3BUMOCTEN, MOXHO HaUTK B B.3 (NpunoxeHue B).

BbixoaHble AaHHble. [lepeveHb cueHapueB MHLUMAOEHTOB € UX NOCNeACTBUAMU, CBA3AHHBIMU C aKTUBaMU U
busHec-npoLeccamu.
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8.2.2 YcTaHOBReHMWe 3HaYeHUs1?) pucka

8.2.2.1 MeTogonorna yctaHoBNeHUa 3Ha4YeHNs pUcka

AHann3a pucka MoxeT ObITb BbINMOMNHEH C pa3NIMYHON CTeneHbo geTannsaunm B 3aBUCUMOCTU OT KOUTUYHOCTI
aKTUBOB, pacrnpoCcTpaHeHHOCTU N3BECTHbLIX YA3BUMOCTEN N NPEXHUX MHLUMAOEHTOB, KacaBLuuxca opraHusauun. Me-
TOAO0NOMNA yCTaHOBNEHUSA 3HaYEeHUSA pUcKa MOXKeT ObITb Ka4YeCTBEHHOW, KONMMYeCTBEHHOW, MM KOMOUHUPOBaHHOW,
B 3aBUCUMOCTU OT ODCTOATENLCTB. Ha npakTuke ycTaHOBJIEHME Ka4yeCTBEHHOIo 3Ha4YeHUs YacTo UCMOoNb3yeTCH
BHayane gna nony4yeHus obLux ceegeHun ob ypoBHe pucka 1 BbIABIE€HUA OCHOBHbIX 3Ha4YeHUU pUckoB. [o-
3gHee MOXeT BO3HUKHYTb HE0OX0AMMOCTL B ocyLLecTBNeHUM bonee cneundonyHoro yctTaHoBNEHUS KONMYeCcTBEH-
HOro aHanu3a OCHOBHbIX 3HAYeHUW PUCKOB, MOCKONbKY ODLIMHO BbINONHEHWe Ka4yeCTBEHHOro aHanmaa no cpaBHe-
HUO C KONTMYEeCTBEHHbLIM ABNAETCA MeHee CIIOXKHbLIM U 3aTpaTHbLIM.

dopMa aHanmasa goJKHa CornacoBbIBaTLCS C KPUTEPUAMUM OLLEHKM pUcKa, pa3paboTaHHbLIMU Kak YacTb YCTa-
HOBJ1EHUS KOHTEKCTA.

[anee 6onee nogpobHO onuckIBaOTCA AeTan MeTOA0NOMMN YCTaHOBNEHUA 3HAYEHNUS pUCKa.

[1na ycTaHOBJIEHUS KAYeCTBEHHOro 3Ha4YeHUs1 UCNoNb3yeTcd WKkana Ksanngpukaumum atpubyToB, C NTOMO-
LI KOTOPOW OMUCLIBAKOTCH BENMUYUHBI BOSMOXKHBIX NOCeACTBUA (Hanpumep HU3KKUA, cpeaHUn U BbICOKUN)
N BEPOATHOCTU BO3HUKHOBEHWA 3TUX nNocneacTBui. [penmyLLlecTBO YCTaHOBNEHUA KaueCTBEHHOIo 3Ha4YeHNA 3a-
KnovaeTcs B AOCTYMNMHOCTY AN NOHMMaHUS BCeEM COOTBETCTBYIOLLMM NepcoHanom, a HegoCTaTKoOM — 3aBUCK-
MOCTb OT CyObeKTUBHOTIO BblOOpa LWKalbl.

Takue Wkanbl MoryT ObITb aganTUpPoBaHbl UMY CKOPPEKTUPOBaHbLI B COOTBETCTBUM C 0OCTOATENLCTBAMU, AN
pa3HbIX PUCKOB MOTYT UCMONb30BaTLCA pasHble onucaHus. Y CTaHOBIIeHWe Ka4yeCTBEHHOIo 3Ha4YeHNA MOXKET UC-
NONb30BATLCA!

- KaK HayanbHaa AedaTeNbHOCTb Mo TWaTenbHOW NpoBepKe ANd naeHTUdrKkauum pUuCcKoB, TpebyroLlmx bonee
aeTanbHOro aHanuaa;

- TaMm, rge 3ToT BXA aHanms3a crnocobCcTBYET NPUHATUIO PeLLeHUS;

- TaM, rge YncrnoBble AaHHble UK pecypchl ABNAKTCA HeagekBaTHbIMU AN YCTaHOBIE€HUSA KONMUYECTBEH-
HOro 3Ha4YeHus.

KayecTBeHHbIN aHann3 goJIKeH UCNoNb3oBaTh PakTUYeCcKyo MHpOPpMaLMIO N AOCTYMHbIE AaHHbIE.

[1ns ycTaHoBNEeHNA KONNYeCTBEHHOW OLEHKN UCTMONb3YEeTCA LKana ¢ YACNOBLIMKY 3HaYeHUAMU (a He onnca-
TelnbHble WKanbl, UCNoNb3yemMble NPY YCTAHOBTIEHWUN KAYECTBEHHOIro 3Ha4YEeHUS) Kak NocneACTBUN, TaK U BEPOSIT-
HOCTW, C NTPUMEHEHWEM daHHbIX U3 pa3fINYHbIX MCTOUYHUKOB. KauyecTBO aHanms3a 3aBUCUT OT TOYHOCTU U NMONHOTHI
YMCJTOBbLIX 3HAYEeHUU U OT 0DOCHOBAHHOCTK UCNOSTIb3yeMbIX Mogene. B OonbLUMHCTBE cnyYyaeB And yCcTaHOoBNe-
HNA KONMMYEeCTBEHHOro 3Ha4YeHUA UCNOSb3YIOTCS pakTudeckme gaHHble 3a npolleawnii nepuod. lNpenmyllecTBo
3aKno4yaeTCcd B TOM, YTO yCTaHOBNEHUE KONMNYEeCTBEHHOIO 3Ha4YeHNs MOXKeET ObITb HanpamMyo CBA3aHO € LleNsamMu
MHdpopMaLUOHHOW Be3onacHOCTU K npobnemMamMmun opraHnsaunn. HegoctaTkn KONMYeCTBEHHOIO noaxoaa MoryT
MMeTb MEeCTO, Koraa paktnyeckue nposepsaeMble gaHHbIe He4OCTYMHbI, MO3TOMY co3aaeTcsl UNno3nda LeHHOCTU U
TOYHOCTU YCTAHOBMNEHUA KONMUYECTBEHHOIO 3HAaYeHUS pucka.

Cnocob BhIpaXkeHWs nocnegcTBU pyUcka U BEPOATHOCTU ero BO3HUKHOBEHUS, a Takke Crnocodbl MX KOMOK-
HUpOBaHUA ANS NonyvyeHuUs MHgpopmMauunm ob ypoBHe pUcKa USMEHSIFOTCH B 3aBUCUMOCTU OT BUAa pUCKa U Lenu,
ONs1 AOCTUXKEHUS KOTOPOW OOJTKHbBI UCNOJ1Ib30BATLCH BbIXOAHbIE AaHHbIE OLIeHKM pucka. ['lpn aHanunse pucka cne-
ayeT yduTbiBaTbh HeonpeaeneHHOCTb U UBMeHAeMOCTb NoCNeacTBUN PUCKA, a TaKKe BEPOATHOCTE ero BO3HUKHO-
BEHUS 1 coobLlaTh O HUX 3dpPeKTUBHBLIM 0Dpa3omMm.

8.2.2.2 OueHka nocrneacTeui

BxoaHble gaHHble. [epeveHb onpeaeneHHbIX 3Ha4YMMbIX cLieHapueB UHLUMAEHTOB, BKOYas BbIABNEHUE Y-
P03, YA3BUMOCTEN U 3aTPOHYThIX aKTUBOB, a TakKe NocneacTeBU Ans akTUBOB 1 DM3HEC-NPOLEeCCOB.

HDeuncteue. [loMKHO ObITh OLEeHeHO BNUSAHME Ha DU3HeC opraHusauunm, KoTopoe MOXeT ObITh pe3yibTaToM
npegnonaraemblx UNn paktTndecknx nHuaeHToB b ¢ ydeTtom nocneacteu HapyLweHusa UMb, Takux, kak noTeps
KOH(PMAEeHUWaNbHOCTU, LLeNOCTHOCTU UM AOCTYNHOCTU akTUBOB [cBsizaHo ¢ MCO/M3K 27001, 4.2.1, nepeuvmncne-
Hue e) 1)].

PykoBOACTBO Mo peanuaauuni. I'ocne onpegeneHns BCcex NpoBepsieMblX akTUBOB, MPUCBOEHHaA UM LieH-
HOCTb A0/MKHa YYUThIBaATLCS NPU OLLeHKe NocneacTBUN.

2} KOHTEKCT HacTOSILLLEro NyHKTa cTaHaapTa TpebyeT UCnonb30BaHMsA TEPMUHA «YCTAHOBMEHWE 3HAYEHVSI pUCKay

(risk estimation), OTNNMYHOrO OT TEPMMHA KKONUYECTBEHHAs oueHKa pucka» (risk estimation), onpegeneHHoro
[OCT P 51897.

12



[OCT P AICO/M3K 27005—2010

3Ha4veHVe BNUSHNA Ha b13HeC MOXKET ObITh BblpaXXeHo B KA4eCTBEHHOW UMM KONTMYeCcTBEeHHOU oopMax. Tem
He MeHee bosiee HarnsiaHbIM ABNSIETCA MeTod NPUCBOEHUS AEHEXHOTO BhIpaXKeHUSs, KOTOPLINU, Kak NpaBWUMo, AaeT
OonblUe MHpopMaL K ANa NPUHATUA pelleHU WU, crnegoBaTefbHO, AelaeT npouecc NpUuHATUA pelleHnin bonee
3 peKTUBHbLIM.

OnpeaeneHne LEHHOCTU aKTUBOB Ha4YMHAETCA ¢ Knaccudpmnkaum akTUBOB B COOTBETCTBUN C UX KPUTUYHOC-
TbIO C TOYKWM 3PEHNS BaXKHOCTW aKTUBOB AN OCYLLEeCTBIeHUA DU3Hec-Lenen opraHmsaunn. 3atem LLeHHOCTb akTu-
BOB OnpeaensieTcd ¢ UCNoNb3oBaHUEM ABYX Mep:

- BOCCTAHOBUTENbHOW CTOMMOCTWN aKTUBA — CTOUMOCTU €ro OUUCTKW C LieSTbio BOCCTaHOBITEHUS U 3aMeHbI
MHdOpMAaLINK (ECTTN 3TO BO3MOXKHO):

- nocnegcTBU Anst busHeca oT NoTePU UM KOMMNPOMEeTaU MU akTUBa, Hanpumep BO3MOXKHbIE HEDMaronpusaT-
Hble nocneacTBUa And duaHeca n/mnu sakoHogaTenbHbIE UMK PEryINPYOLLIKME NOCNeACTBUSA PACKPLITUSA, MOAW-
dorKauun, HeaOCTYNMHOCTU U/UNK paspyLleHUsa MHpopMauun, a Takke apyrux MHpopMaLUUoHHbLIX akTUBOB.

JTO onpeaeneHne LeHHOCTU MOXKeET ObITb YCTaHOBNEHO Ha OCHOBE aHanu3a BNuaHnA Ha busHec. LieHHOCT,
onpegensemMas nocnegcTeMaMmn anga ousHeca, 00bIMHO 3HAYUTEIBEHO BhilLE NPOCTO BOCCTAHOBUTENLHOU CTOUMO-
CTU U 3aBUCUT OT 3HAYMMOCTW aKTUBa A4 opraHu3aumy npu BeINOJIHEHWUM ee DU3HecC-Lienewn.

OnpegeneHne LeHHOCTN aKTUBOB SIBMNSIETCA KMOYEBLIM pakTOPOM OLEHKU BIIMAHUA cCLeHapusa UHUMAOEHTA,
MOCKONBKY MHUMOEHT MOXET 3aTparMBaTtb 6onee oaHOro aktuea (Hanpumep, 3aBUCUMbIE akTUBbI), UMK TOJTBKO
YyacTb aKTuBa. PasnnyHblie yrpo3sbl U YA3BUMOCTU MOTYT UMETh pasfiMvyHoe BIUSAHME Ha aKTUBbI, HAanpuMep noTeps
KOHPMAeHUMansHOCTU, LLENOCTHOCTU U AOCTYNHOCTU. [103TOMY OLIeHKa NocneacTBUM cBA3aHa ¢ onpeaeneHnem
LUEeHHOCTWN aKTUBOB UM CTAHOBUTCH CBSI3aHHOW, UCX0AA U3 aHann3a BNUsiHUS Ha b3Hec.

[locneacTsuna Unu BNaHMe Ha OM3HeC MOryT onpeadendaTbcd NnyTeM MoaenMpoBaHUA pe3ynbTaToB CODLITUS
M COBOKYMHOCTU CODLITUNM, 3KCTpanonsaLnm akcneprMeHTanbHbIX UCCNeaoBaHUM UMM AaHHbIX 3a npollellee
Bpem4.

[locneacTBUs MOTryT ObITh BblpaXXeHbl C MOMOLLBH0 AeHEXHBIX, TEXHUYECKUX NepCoHaNbHbLIX KPUTEPUEB BIN-
AHUSA UNN OPYTUX KPUTEepUeB, 3HaYUMbIX 4nd opraHnsaumin. B otaenbHbIX crydasax ansg onpegeneHusa nocnea-
CTBUW, pasfinyarolLnMXcHa No BPpeMeHW, MECTy, rpynnam Unm cutyaumnam, Tpebyetca donee ogHoro LM poBoro
3Ha4veHus.

[locnencTteus, pasnuyaroLllmecs no BpeMeHn Unm donHaHcam, gomKHbl U3MEPSTLCS C UCMONb30BaAHNEM
TOrO Xe noaxoda, KOTopbIv MPUMEHSETCSA B OTHOLLEHUN BEPOATHOCTU Yrpo3bl U yA3BUMOCTU. ofkHa noaaep»ku-
BaTbLCS NOCNeAoBaTENbHOCTb KONMUMYECTBEHHOIO NN KAYEeCTBEHHOTO Noaxoaa.

B npunoxeHun B npusognTca bonee noapobHast nHopMauus, kacatoLlasica onpegeneHnsa LeHHOCTU aKTU-
BOB 1 OLI€HKN BITUAHUS.

BoixoaHble gaHHble. [lepedeHb oLueHeHHbIX NocneacTBUN cLeHapua MHUMOEHTOB, BblpaXKeHHbIX C y4eTOM
aKTVUBOB U KPUTEPWUEB BIUSIHUAL.

8.2.2.3 OueHKa BepOATHOCTU MHUMAEHTA

BxogHble gaHHble. [1epeveHb onpeaeneHHbIX 3Ha4YUMbIX CLLeHapWeB MHUWOEHTOB, BKIIOYas onpeaeneHume
Vrpo3, 3aTparmnBaemMsble akTUBbI, UCMOJb3yeMble YA3BUMOCTW U NoCeACTBMA OANA akTUBOB M BU3HeC-NpoL.eCcCcoB.
Kpome Toro, nepedHu Bcex CyLLeCTBYHOLWNX U NNaHUpyeMbIX Mep 1 CpedCcTB KOHTPONA K ynpaBieHUd, YPOBEHb
X ahdeKkTUBHOCTK, peannsauni 1 UCNoNbL3OBaHNUS.

Oevcteure. [lomkHa ObITb OUEHEHa BEPOSITHOCTb AEUCTBUSA cueHapuneB nHUnMaeHToB [cBsizaHOo ¢ NCO/
M3K 27001, nyHkT 4.2.1, nepeuncneHue e) 2)].

PvkoBOACTBO No peanusaunu. ['locne onpegeneHnsa clueHapueB MHLUMAEHTOB HEOOX0AMMO OLIEHUTL BEPOAT-
HOCTb AeUCTBUA Ka)KQoro cueHapua 1 ero BrmMsiH1Ue ¢ UCNojib3oBaHMeM KayeCTBEHHOro UMK KOJTIMYECTBEHHOTO
MeToaa ycTaHOBNeHUA 3Ha4YeHns. HeobxoanmMo NpuHMMaTh BO BHUMaHWUe YacTOoTy BO3SHUKHOBEHUS Yrpo3 N NPOo-
CTOTY UCNOJIb30OBAHUS YA3BUMOCTHU, C YHETOM:

- ONbITa N COOTBETCTBYIOLLEN CTATUCTUKN BEPOATHOCTU BO3HUKHOBEHUS YIPO3;

- ANS1 UICTOYHWKOB YMbILLNEHHBLIX YIrp0o3 — MOTUBALIUM U BOSMOXHOCTW, KOTOpPble ByayT MEHATLCHA C TEYEHN-
eM BPpeMeHW, pecypcoB, AOCTYMHbLIX AN NOTEHUWaNbHbIX HAapyLUUTeneun, a Takke BOCNPUATUSA NOTEHUMaNbHbIM
HapyLlMTenem npuBnekaTenbHOCTU N YA3BUMOCTW akTUBOB;

- AN UCTOYHUKOB CNyYanHbIX Yrpo3 — TepputopuanbHbiX akTopoB, Hanpumep DIM30CTb K XUMUYECKOMY
NN HedoTenepepabaTbiBaloLLEMY 3aBOAY, BO3MOXHOCTb SKCTPeManbHbIX NOroAHbIX YCNOBUU N pakTopOoB, KOTO-
pble MOTyT Bbi3blBaTk OLLMOKK NepcoHana 1 coon obopyaoBaHUS;

- YVSI3BUMOCTEN Kak oTAeNbHbIX, TaK U B COBOKYMHOCTH;

- CYLLEeCTBYIOLIMX Mep U cpeaCTB KOHTPONS U ynpaBlieHUda U TOro, HACKONbKo 3pdPEeKTUBHO OHU CHMXKAIOT
VA3BUMOCTW.
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Hanpumep, MHpopMaLUWUOHHaa cuctemMa MOXeT UMeTh YSA3BMMOCTbL MO OTHOLLUEHWIO K yrpo3amM UMUTaLMK NTNY-
HOCTW NOSIb30BaTENA U 310YyNoTPpebneHuo pecypcaMin. YSA3BUMOCTb, CBAA3aHHadA C UMUTaUMel NMMYHOCTU NOMb30-
BaTeNsl, MOXET ObITb BbICOKOW U3-3a OTCYTCTBUS ayTeHTUPUKaL MM nonb3oBaTenen. C gpyrov CTOPOHbLI, BEPOAT-
HOCTb 3110yNoTpebneHuns pecypcamm MOXeET ObITb HU3KOW, HECMOTPSA Ha OTCYTCTBUE ayTeHTUUKaLUUK NONbL30Ba-
Teneun, NOCKONbLKY Crocobbl 3noynoTpebneHns pecypcamum orpaHnyeHsil.

B 3aBUCUMOCTU OT TpebyeMon TOYHOCTU aKTUBbLI MOTYT ObITb CTPYNNUPOBaHbLI UK pa3buTel Ha 3NeMeHTHI,
N MOXET BO3HUKaTb HE0OXOAMMOCTL COOTHECEHUSA cUeHapUeB ¢ afieMeHTaMun. Hanpumep B 3aBUCUMOCTU OT MEC-
TOMONOXEHUA XapaKkTep yrpo3 B OTHOLLUEHUU OOHUX M TeX XKe BUAOB aKTUBOB MOXET MEHATLCA UM MOXET pasfu-
YyaTbcA 3 PekTUBHOCTEL CYLLECTBYIOLNX MEp U cpeACTB KOHTPOMA U yripaBneHUs.

BbixogHble gaHHble. BeposaATHOCTE AeUCTBUA cLUeHapueB MHUWAEHTOB (B KONTMYECTBEHHOM U Ka4eCTBEH-
HOM BbIpaXKeHUN).

8.2.2.4 YcTaHOoBeHWe 3Ha4eHUN YPOBHA PUCKORB

BxoaHble gaHHble. [lepeyveHt cLieHapueB MHUWMAEHTOB C UX MNOCNeACTBUAMU, KacaroLLMMNUCA akTUBOB U DU 3-
HeC-NPOoLEeCcCcoB, N UX BEPOATHOCTL (B KONMMYECTBEHHOM UMK KAYECTBEHHOM BbIpaXXeHUI).

HencTteue. [1oMmkHbI ObITh YCTAaHOBEHbI 3HAYEHUS1 YPOBHSI PUCKOB AN151 BCeX 3HAYMMbIX CLleHapUeB UHL M-
aeHToB [cBAzaHo ¢ MCO/MOIK 27001, nyHkT 4.2.1, nepevncneHue ) 4)].

PvkOBOACTBO Mo peanusauni. ['1pn yctaHOBNEHUN 3Ha4YeHN PUCKOB NpUCBanBarOTCA 3HAYEeHUA BEPOATHOC-
TU BO3HUKHOBEHWA pUCKa W ero nocneacTBUU. 3TU 3HAYEHUSA MOTYT ObITh Bblpa)XeHbl KaYeCTBEHHO UK KomYe-
CTBEHHO. YCTaHOBJIeHMe 3Ha4YeHNIN PUCKOB OCHOBbLIBAETCHA Ha OLUeHEHHbIX NoCNeACTBUAX U X BEPOATHOCTU. Kpo-
Me TOro, OHO MOXeT TaKXKe yYUTbIBaTb CTOUMOCTb N 3PIPEKTUBHOCTL, NPobNeMbl MPpUYacTHBIX CTOPOH U gpyrue
nepemMeHHble, UCMoNb3yeMble Npn oOLLeHKe pucka. YCTaHOBNeHHOe 3HadYeHne pucka asnaeTcs KoMmouHauuen 3Ha-
YeHNW BEPOATHOCTU cLeHapWUa MHUMAEHTa U ero NocneacTBUN.

B npunoxeHnn E npuBogaaTtcsa npyumMepbl pasnnyHbIX MeTo40B M NOAX0A0B K YCTaHOBNEHUIO 3HAYEeHUS PUC-
koB Ub.

BbixoaHble gaHHbIe. [lepeyeHb PUCKOB C YPOBHAMU NMPUCBOEHHBLIX 3HaYEeHUN.

8.3 OueHKa pucka

BxoaHble gaHHble. [epevyeHb pUCKOB € YPOBHAMU NPUCBOEHHbLIX 3HAYEHNU N KPUTEPUAMU OLIEHKN pUCKa.

HencTteue. [10/mKHbI CpaBHUBATLCSA YPOBHU PUCKOB C KPUTEPUAMK OLLEHKU PUCKOB U KPUTEPUAMU NMPUHATUA
pnckoB [cBA3aHo ¢ NCO/MOIK 27001, nyHKT 4.2.1, nepevncneHune e) 4)].

PykOBOACTBO NO peanunaalun. Xapaktep pelleHUin, cBsA3aHHbIX C OLleHKOU PUCKOB, U KPUTEPUK OLLEHKU PUC-
KOB, KOTOPbIe ByayT NCNONb30BaHbI AN NPUHATUS 3TUX peLleHUW, AOTKHbI onpeaensaTbes npyu ycTaHOBNEHUN
KOHTEeKCTa. 3TU pelleHUd U KOHTEKCT A0JTKHbI bonee AeTanbHO aHanM3npoBaTbLCA Ha 3Tane nonyyeHus 0onsLIero
obbemMa MHpopMaLMK O KOHKPETHBLIX MOeHTUULUMPOBaHHBLIX pUckax. nsa oueHKKM pUCKOB OpraHn3aLmnga AoJ1KHa
CpaBHMBATb YCTAHOBNEHHbIE 3HaYEeHUS PUCKOB (C UCNOSb30BaHNEM BblIOpaHHbBIX METOOO0B, pacCcMaTpMBaEMbIX B
NPUNOXeHUW E) ¢ KpUTepusimm oLLEHKN prucka, BblIbpaHHbIMK Ha 3Tane yCTaHOBIIEHUSI KOHTEKCTA.

KpouTepun oLeHKM pucKka, UCNonb3yeMble AN NPUHATUA pelleHW, A0MKHbI COrNacoBbLIBATLCA C onpeae-
NeHHbIM BHELLUHUM U BHYTPEHHUM KOHTEKCTOM MeHegkmMmeHTa pucka b 1 yuuTbiBaTth Llenu opraHusaumnm, MHEeHNUS
NpUYacTHbIX CTOPOH U T. 4. PelleHna, cBA3aHHbIe C OLEeHKOW pucka, 0ObIMHO OCHOBLIBAKOTCA Ha NpUeMi1IeMoM
VPOBHE pucka. OgHaKo Takke A0MKHbl YYUTbIBATECA NOCNeaCTBUA, BEPOATHOCTbL, CTENeHb YBEPEHHOCTU Mpu
naeHTnrKaum n adHanmnse pucka. COBOKYMHOCTb MHOXECTBA PUCKOB HNU3KOIO M cpedHero YpoBHA B UTOMe MOXKET
MMEeTb pe3yibTaToM 00K pUCK BoNnee BbICOKOro YPOBHA.

[Tpy 3TOM HEeobXoaAMMO yUUTLIBATE CrieayroLlee:

- cBoncTBa Ib — ecnu ogvH KpUTepU He akTyaneH ana opraHusaunm (Hanpumep, notepst KoHpUAeHLUN-
anbHOCTU), TO BCE PUCKU, BITUSIOLLIME HA 3TOT KPUTEPUIN, MOTYT ObIThb Takke He akTyanbHbIMU;

- 3HAYMMOCTbL BU3Hec-npoLecca UNu aesaTenbHOCTU, NogaepXXnBaeMblX KOHKPETHbIM akTUBOM U COBOKYI-
HOCTbLIO aKTUBOB, eClnn npoLlecc onpegeneH Kak UMeto M HU3KYH 3HAYMMOCTb, CBA3aHHbLIM C HUM pUCKaM cle-
ayeT yaendaTbk MeHblUe BHUMaHUS, YeM puckam, BNUALLMM Ha boiee BaXKHble NpoLecchl UNn AeATernbHOCTb.

OLueHKa prcka OCHOBbIBaeTCA Ha MOHUMaHUM pyUcka, Nony4YyeHHOM Npy aHanmae pucka, 1 UCNonb3yeTcs Nnpn
NPUHATUKM pelleHn o byayLinx aencTBusIX. PelleHUa gomMKHbI BKoYaTk B cebd cregylollee:

- HeOBXOOMMOCTb B HEKOW AeATENbHOCTH;
- MPUOPUTETLI NpK 0OPaboTKe pUcKa C y4eTOM YCTaHOBMNEHHbIX 3Ha4YeHU YPOBHEW PUCKOB.

Ha cTagum oLeHKU pucka B AOMNOJIHEHUE K pUCKaM C yCTaHOBNEHHbIMY 3HaYeHUAMU OOJ1XKHbI NTPUHUMATLCH
B pacyeT AOroBopHbLIE, lopuandyeckme 1 HopmMaTuBHbIE TpeboBaHUA.

BbixoaHble gaHHble. [NepeveHb pUCKOB ¢ Ha3HaYeHHLIMW NPUOPUTETAMU B COOTBETCTBUN C KPUTEPUAMM OLLEHKA
PUCKOB, KacaloLMMNCA cUueHapeB MHLUMOEHTOB, KOTOPbIE NPUBOOAT K 3TUM PUCKaM.
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9 ObpaboTKa pucka nHhopMaLMOHHON 0e30NacCHOCTH

9.1 Obwee onucaHne oo6paboTKU prUckKa

BxoaHble AaHHble. [1epeveHb pUCKOB ¢ HA3HAYEHHLIMU MPUOPUTETAMU B COOTBETCTBUKU C KPUTEPUSAMK OLIEH-
KW PUCKOB, KacaloLMMUCA cLieHapWeB MHLUMAEHTOB, KOTOPbLIE MPUBOAAT K 3TUM PUCKaM.

OevcTteue. [1onkHbl ObITh BbIOpaHbl Mepbl U cpeacTBa KOHTPONSA U ynipaBneHna Anga CHUXKEHUA, coXpaHe-
HUA, NpeaoTBpalleHna N NnepeHoca PUCKOB, a Takke onpeaeneH nnaH cbpaboTKM PUCKOB.

PyKoBOACTBO Mo peanuiauun. Ans obpaboTkM pyucka MMeeTcs YeTbIpe BapuaHTa: CHUXKeHUe pucka (cm. 9.2),
coXpaHeHue pucka (cMm. 9.3), npegoTepalleHne pucka (cMm. 9.4) n nepeHoc pucka (cm. 9.5).

[MTpumevyanune—B NCO/MIK 27001 [cm. nyHKT 4.2.1, nepeuncrnieHne f) 2)] BMECTO TEPMUHA «COXPaHEHUE
pucka» («retaining risk») ncnone3yetcsa TEPMUH «NPUHATHUE puckar («accepting risk»).

Ha pucyHke 2 unnoctpupyeTtca AeateIbHOCTb Mo 00paboTKke pUcKa B paMKax npouecca MeHempKMeHTa
pucka Ub.

BapuaHTbl 00paboTkM pucka A0MKHbI BbIOMPaTLCA UCXOOA U3 Pe3ynNbTaToB OLIEHKN pyUcKa, NpeanonaraemMmon
CTOVMMOCTU peann3alin 3STUX BapUaHTOB U UX oXKngaemMon asppekTUBHOCTH.

[10MKHBI peann3oBbIBaTLCHA Takne BapuaHThl, MPKY KOTOPLIX 3HAaYUTETbHOE CHUKEHWE pUCcKa MOXKET ObITh
OOCTUTHYTO NPU OTHOCUTENbHO HebonbLUMX 3aTpaTtax. JononHuTenbHble BapnaHThl NoBbILLeHNA 3dd0ekTUBHOCTU
MOTYT ObITb HE3KOHOMUYHBIMK, U HEOBXOAUMO NPUHKUMATLE peLleHne o LenecoobpasHoCTU UX NPUMEHEHKS.

HebnaronpuaTHble NocneacTBUSA PUCKOB HEODXOAMMO CHUXKAaTb 40 pa3yMHbIX NpeaenoB He3aBUCUMO OT
Kaknx-nmbo abCcontoTHLIX Kputepues. Peakue, HO cepbesHble PUCKK AOIMKHbBI paccMaTpUBaTLCA PYKOBOACTBOM.
B Taknx cnydaax MoXXeT BOSHUKHYTE HEOOX0AMMOCTE peanm3aunn Mep 1 cpedcTB KOHTPONA U yrnpaBneHUs1, KOTOo-
pble ABNATCA He0OOCHOBaHHLIMW MO NPUYMHAM 3aTPaTHOCTU (HanpuMep Mepbl U cpeacTBa KOHTPONA U ynpasne-
HUS1 HEMPEpPLIBHOCTK BM3Heca, ANd oXBaTta BbICOKUX cneLndnvecknx pUckoB).

Pe3lynbTaThl OL€HKM
PUCKA

YAOBNEeTBOPUTENbLHANA
OoLleHKa

[lepBas ToMKa NPUHATUA
peLleHus 0 pUcke

ObpaboTka puUcka

BapuaHTbl 06paboTkm pucka

CHUXeHuUe CoxpaHeHue lNMpenoTBpalleHue NMepeHoc
puUcKa pucka puUcCKa puUcKa

OcTaTo4YHbIN PUCK

Bropas Touka NpuHATUA

peLleHUs1 0 pUcke
YaoBneTrBOpUTenbHas

obpaboTka

PucyHok 2 — [lesaTenbHOCTb No 06paboTke pucka
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UeTbipe BapuaHTa 0bpaboTKu pUcka He ABNSATCA B3aMoUcKovarLWmMMn. B oTaenbHbIX crniydasax opraHu-
3aLga MOXKET NMoNy4YnTh 3HAYUTENTbHYIO Bbirogy oT 00beaUHEHUA BapUaHTOB, TaKUX, KaK CHUXXeHWe BEPOATHOCTU
pucka, ymeHblleHne nocnegcTBum U NepeHoc MK coxpaHeHne Niboro oCctaTouHoro pucka.

HekoTopble BapnaHTbl 00paboTKK pUcKa MOTYT ObITh 3ddpeKTUBHLIMKX ANA 6onee YemM 0aHOro pyucka (Hanpu-
Mep obyveHune n oceseaoMNeHHOCTb B YacTu MB). INnaH obpaboTKn prucka AoMKeEH YeTKO onpeaensaTh NOpSaoK
NPUOPUTETOB, NPW CODNOAEHUM KOTOPOro ACJKHA peani3oBbiBaTbCs 0bpaboTka oTAeNnbHOro pucka. [Nopsagok
MPUOPUTETOB MOXET yCTaHaBNMMBaTLCS C UCNOJTIb30BaHUEM pa3fIMYHbLIX METOAO0B, BKIHOUas paHXXMpoBaHUE pUC-
KOB W aHann3 «3aTpaTbl—BbIroabl». B 0653aHHOCTY pYKOBOACTBA BXOAUT NPUHATUE pelleHUs 0 banaHce Mexay
3aTpartamMu Ha peanunsaunio Mep 1 CpeacTB KOHTPOMA U ynpaBieHUdA 1 OHKEeTHLIMU OTYUCIEHUSAMU.

[1pn onpeageneHnn CyLLLECTBYIOLLMX Mep U CPeaCTB KOHTPONA N yNpaBneHUst MOXET ObITb YCTaHOBMEHO, UTO
CYLLeCTBYIOLLME Mepbl U CcpeaCcTBa KOHTPOMA U yNpaBneHUA NPeBbILLAKT TEKYLLYIO MOTPEeOHOCTL B NokasaTensix
CpaBHeHWd 3aTparT, BKo4vad noggepXkky. B cnydyae yaaneHUsa N3dbITOUYHbLIX UMM HEHYXXHBIX Mep U CpeaCTB KOH-
TPONs 1 ynpaefieHUs (0CObeHHO, ecnu pacxodbl Ha UX NOAAEPXKKY BENUKKL) AOSTKHBI yYUThIBATLCS hakTopbl b U
CTOUMOCTHU. [TOCKONBKY Mepbl U cpeaCcTBa KOHTPONS U yNpaBlieHUSA OKasbiBaloT BNUSAHWE OAPYr Ha Apyra, yaane-
H1Ne N3DLITOYHbLIX MEP W CPEACTB KOHTPONMSA U yNpaBneHUs MOXeT B UTOre CHU3NTb 3PP EKTUBHOCTL UCMOMNb30Ba-
HA BCeX OCTaBLUMXCA Mep U cpeacTB obecneyeHUsa beszonacHOCTU. KpomMe Toro, MoXeT ObITb MeHee 3aTpaTHbIM
OCTaBUTL U3DLITOYHBLIE NN HEHYXKHbIE CpeCTBa KOHTPONHA, YeM yaannTb UX.

[1na pasHbiXx BapnaHToB 0bpaboTku pyUcka A0MKHO YUMUTLIBATLCS:

- KaK pUCK 0CO3HaeTCs 3aTparmBaemMbiMy CTOPOHAMU;

- Hanbonee noaxoasne cnocobbl cbMeHa MHpopMaLen ¢ 3STUMU CTOPOHaMU.

YcTaHoBneHne KoHTekeTa (cM. 7.2 « OCHOBHbLIE KpUTEPUK» ) NpeaoCTaBNAET MHpOPMAaLMIO O 3aKOHOJaTE b~
HbIX N HOPMAaTUBHLIX TPEDOBAHUAX, KOTOPLIM HEObXoaMMO crneaoBaTh opraHmndaumnn. OTkas oT crneaoBaHUs yKa-
3aHHbLIM TpPeboBaHUAM SIBNAETCA PUCKOM AN opraHnsauuny, nosToMy goJKHbI ObITh pacCMOTPEHbI BapUaHThl pe-
LLUEHWUW, OrpaHUYMBalOLLME 3TY BO3IMOXHOCTL. BCe orpaHnyeHnsa — opraHusaLoHHbIe, TEXHUYECKNE, CTPYKTYP-
Hble 1 Ap., KOTopble onpeaensoTCHd B TeHeHWe AesATENbHOCTU, CBSI3aHHOW C YyCTaHOBNEHWEM KOHTEKCTa, cneayeTt
VUNTbIBATL B TeUeHUe 0bpaboTKn pUcka.

[locne yToYHeHUA nnaHa obpaboTKn pyUcKka HeobxoanMo onpeaennuTb OCTaTOUHbIE PUCKWU. 3TO BKIOYaEeT
ODHOBNEeHWe UNK NMOBTOPHYIO onepauuio oUeHKU pucka ¢ yd4eToM oxXxngaemoro adodpekta o1 npegnofiaraemMmou
obpaboTKkn pucka. Ecnn octaTouHble PUCKU NO-NPEeXHeMY He OyayT YAOBETBOPATbL KPUTEPUSAM NPUHATUA PUCKa
opraHusauuy, MoXXeT BO3HUKHYTb He0OX0oOAMMOCTbL B AOMNMONHUTENBbHOW UTepaunmn obpadboTkM pyUcka, npexaie 4Yem
nepenTn K NPUHATUIO pUCKaA.

BoixoaHble gaHHble. ['naH obpaboTKM pucka n octaTtouHble pUCKU — npegMeT obcyxaeHna ang npuHATUS
pelleHNa PYKOBOACTBOM OpraHu3aLui.

9.2 CHUXXeHue pUcka

[eWcTBUE. YPOBEHL pUCKa A0MKeH ObITh CHUXKEH NyTeM BbIOOpa Mepbl U cpeacTBa KOHTPOMNA U yripaBleHUsA
TakK, YTOObLI OCTaTOYHbLIN PUCK MOT ObITb MOBTOPHO OLIEHEH Kak A0NYCTUMBIN.

PykoBOACTBO N0 peanunaaunn. [JomkHbl ObITh BbIOpaHbl COOTBETCTBYOLLME N 0OOCHOBaHHbIE Mepbl U cpea-
CTBa KOHTPONS U yripaBieHud, YToObl yAOBNETBOPATL TpeboBaHUAM, onpeaeneHHbIM NyTeM oLeHKU U 00paboTKA
PUCKOB. TakoW BbIOOP AOIMKEH YUNTLIBATE KPUTEPUU MPUHATUS PUCKOB, a Takke 3akoHodaTeNnbHble, HOPMAaTUBHbLIE
N AOrOBOPHbIE TpeboBaHUA. [1py BeIOOpe A0IMKHBI Takke YYUTLIBATLECA CTOMMOCTE U BpeM4d peannsaunm mep
CPeaCTB KOHTPOMSA 1 yripaBnNeHUsa N TeXHUYecKe acnekThl, acnekTol cpeabl U KyNbTypPHble acnekTbl. C NoOMOo-
LLIbKO COOTBETCTBYHOLLMM 0Opa3oM BblOpaHHbIX Mep 1 CpeacTB KOHTPONA 6e30MNacHOCTY 3a4acTyo MOXKHO CHU3UTL
obLUMe pacxoabl BnagenbLa CUCTEMBI.
B Lenom Mmepbl 1 cpeacTBa KOHTPONS 1 ynpaBneHUa MoryT obecnedmBaTtb 04WH T HECKONBKO K3 Nepednc-
NeHHbIX BUOOB 3alUMThI: UCNpaBlieHWe, UCKNoYeHWe, NpeaynpexaeHne, ymeHblleHne BNUAHUA, caepXmnsaHue,
obHapy)XeHue, BoCCTaHOBNEHUE, MOHUTOPUHT N MHPOPMNPOBAHHOCTL. BO BpeMs BbIDOpa Mep U CpeaCTB KOHTPO-
N4 1 ynpaeneHuUs BaXKHO YCTaHOBUTL BanaHc MexXxay CTOMMOCTLIO NpuobpeTeHud, peanmsaunm, agMUHUCTPUPOBA-
HUA, PYHKUMOHUPOBAHUA, MOHUTOPUHIa U NOAAEPKKN Mep U CPeacCTB KOHTPONA U yNpaBleHUs U UEHHOCTLIO
3allnllaeMblX akTUBOB. KpomMe Toro, Heobxoanmo yunuThiBaTh peHTabeTlbHOCTb MHBECTULMIA C TOUKN 3pEHNS CHI-
XEeHUS pUcKa, U NoTeHUnan Ansg UCNofb30BaHUS HOBbLIX BOSMOXXHOCTEW B3Heca, NpeaoCcTaBNAeMbIX onpeaeneH-
HeIMW MepaMun U cpedcTBamMUu KOHTRONA U ynpaBeHUa. ononHnTensHo cneayet obpaTuTb BHUMaHWe Ha cneLn-
ann3vpoBaHHble HaBbIKK, KOTOPbLIE MOTYT NOTPpeboBaThLCA ANs onpeaeneHna 1 peanusaly HOBbIX Mep 1 CpeacTB
KOHTPOMNA 1 ynpaBleHUs Unn MmoandgukaL i cyLLeCTBYOLLIUX.

B NCO/M3K 27002 gaetca nogpobHast tHopmMauua no BbIOOPY Mep U CPEeACTB KOHTPONSA U YNIpaBIeHUS.
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CyLllecTByeT MHOIO OrpaHUYeHnin, KOTopble MOTYT BIIUATL Ha BbIODOP Mep U cpeACTB KOHTPOMS U ynpaBne-
HUA. TeXHUYecKne orpaHnyeHnd, Takme, Kak TpeboBaHMA K PYHKLIMOHUPOBaHWIO, NpobnemMbl ynpaBnsaeMoCcT (Tpe-
OoBaHWA onepaunoHHOW NOAAEPKKN) U COBMECTUMOCTU, MOTYT MPEnATCTBOBATL UCMOMb30BaHUIO onpeaesieHHbIX
Mep 1 CpeaCcTB KOHTPOMNS U yNpaBneHUst LN MOryT BBOAUTL OLLMOKY onepaTtopa, NMbo aHHYIMUPYIOLLYHO 3TU Mepbl
N cCpeacTBa KOHTPONA U ynpaBneHus, BHyLWaqa NoXXHoe YyBCTBO Be30onacHOCTU, MO0 gaxe yBennyMBaroLLylo
PUCK, KaK ecni Dbl HE UMENOCh HUKaAKUX Mep U CPeacTB KOHTPONA U ynpaBieHUsa (HanpuMep, TpeboBaHWe UC-
NONb30BaHUA CNOXHLIX Naposien be3 COOTBETCTBYOLLEro 0by4yeHus, KoTopoe MOXET NMPMBOAUTL K 3anicu napo-
newv nonb3oBarensimMmn). bonee Toro, MOXXeT BO3HUKHYTb CUTYaLIUS, Koraa Mepbl U cpeCcTBa KOHTPOSIA U yrnpasne-
HWUA OyayT BIIUATL Ha NPOU3BOANTENBHOCTL. PYKOBOACTBO AOJTKHO CTRPEMUTLCS NMPUHATE Takoe peLlleHne, KOTo-
poe byaeT yaoBNeTBOPATb TpeboBaHUAM NPOU3BOANUTENIbHOCTU, rapaHTUPYS B TO Xe BpeMst gocTtaTouHyio Ub.
Pe3ynbTaTOM 3TOrO NepBOro wara siBngeTcd nepevdeHb BO3MOXHBIX Mep U CPeacTB KOHTPONA U ynpaBneHUda ¢
yKaszaHWeM UX CTOUMOCTU, 3 eKTUBHOCTU U NMPpUOpUTETA peannsauinm.

[1pn dpopmMmUpoBaHUKM pekoMmeHgauu U B npoLecce peanusauin AoMKHbI yYUTbIBATLCA pasnnyHble orpaHu-
YyeHus. TUNUYHBIMKW OrpaHUYeHUSAMU ABNAIOTCA:

- BpeMeHHbIe orpaHnyeHuns;

- (PMHAHCOBbLIE OrpaHN4YeHUs;

- TeXHU4YecKue orpaHnyeHus;

- onepayuoHHbIe orpaHUYeHns:;

- KYNbTYPHbIE OrpaHU4YeHuns;

- 3TUYeCcKne orpaHnyeHus;

- OrpaHnyeHnd, cBA3aHHbIe C OKpyXKaroLLen cpegow;

- lopuandeckue orpaHnveHus;

- OrpaHn4yeHns, cesizaHHbIe C NPOCTOTOW UCNOJIb30BaHUSA;

- KaApoBble orpaHN4YeHUs;

- OrpaHu4veHus, Kacarwlmecs MHTerpaumMmM HOBbIX U CYLLECTBYOLWMX Mep U CpeaCcTB KOHTPONS U ynpaBs-
NeHus.

bonee nogpobHyo MHGopMaLuo 00 orpaHUYeHUsIX, CONYTCTBYIOLLMX peLleHUAM Mo CHUXKEHUIO pUcKa, MOXKHO
HaWUTW B NPUITOXKeHUU F.

9.3 CoxpaHeHue pUcka

Oencteure. PellleHne coxpaHUTb PUCK, He NpednpuHMMasa ganbHeWlero A4ecTBuUs, cnegyeT NpMHUMaTh B
3aBUCUMOCTU OT OLIEHKM pUCKa.

[MTpumeyvyanune—B NNCO/M3IK 27001 [ecm. nyHkT 4.2.1, nepeuncnenne f) 2)] onucobiBaetca 1a e camas
OEeATENBbHOCTL. «OCO3HAHHOE N ODBLEKTUBHOE NPUHATUE PUCKOB NPU YCITOBUN, YTO OHU, HECOMHEHHO, OTBEYAOT NOJINTU-
Kam U KPUTEPUAM OpraHm3aunm, KacarwWwmmMcss NPUHATUS PUCKOBY.

PyKOBOACTBO NO peanuviauun. Ecnv ypoBeHb pUcka COOTBETCTBYET KPUTEPUAM NMPUHATUA pUCKa, TO HET
HeobXoOMMOCTU peanna3oBbIBaTb AONONTHUTEbHbIE Mepbl U CpeacTBa KOHTPONA U ynpaBleHUs, U PUCK MOXeT
ObITb COXpPaHeH.

9.4 lNpepoTBpalleHne puckKa

Oevcteue. OTKa3 OoT A€ATENTbHOCTU UK YCNOBWA, Bbi3blBaOLLEro KOHKPETHbLIN PUCK.

PyKOBOACTBO Mo peanusaunn. Ecnv naeHTurymnpoBaHHble PUCKN CHATAKOTCA CITUALLKOM BbICOKUMK UMK
pacxogbl Ha peanunsaunto Apyrix sBapnaHToB 0bpaboTKM pyucka NpeBbILLAatoT BbIroay, MOXET ObITh NPUHATO peLle-
H/e O NOJIHOM NpeaoTBpaLleHUM pucka NnyTem oTkasa oT NaHnpyeMon U CYLLLECTBYIOLLEN AeATENbHOCTU, UMK
X COBOKYMHOCTU, UNTN UBMEHEHUA YCITOBUI, MPU KOTOPLIX OCYLLECTBNSIETCS AeATeNbHOCTL. Hanpumep, B OTHO-
LLIEHW PUCKOB, BbI3bIBaeMbIX NPUPOAHLIMU (hakTopamMiu, Hanbonee 3KOHOMNYECKM BeIrOAHOW anbTepHaTUBOU MOXKET
ObITb PU3NYecKoe nepemelleHne cpeacTs obpaboTkM MHdpopMaLnMK Tyaa, rae 3TOro pucka He cyLLlecTByeT U OH
KOHTPONUpPYeTCH.

9.5 lNepeHoC pUcka

OevcTteue. Puck gomkeH ObITb NepeHeceH Ha CTOPOHY, KoTopad MOXeT Hanbonee apdpekTUBHO OCYLLECT-
BNATE MEHePKMEHT KOHKPETHOro pucka, B 3aBUCUMOCTU OT OLIeHKU pUcka.

PykoBOACTBO No peanusauuu. lNepeHoc pucka BktoYaeT B cebs pelleHue pasgennTb onpegeneHHble puc-
KN C BHELLHUMW cTopoHaMW. [lepeHocC pucka MOXKET co3daBaTh HOBbIE PUCKU UMM MOANPULIMPOBATL CYLLECTBYIO-
LLine naeHTupmnumpoBaHHble pUckn. INoaToMy MoxeT ObITb HeobxoamMma gononHuTensHas cbpaboTka pucka.

[lepeHOC MOXKeT ObITb OCYLLEeCTBNEH NyTEM CTpaxoBaHUSA, KOTopoe byaeT nogaepXneaTb NocnegcTBuUg,
MY NyTeM 3aKioveHUa gorosopa cybnoapsiga ¢ napTHepoM, Ybs ponb OyaeT 3aknodaTbesl B NpoBeaeHUM MOHU-
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TOPUHra MHPOPMaLUUOHHON CUCTEMBI U OCYLLIECTBNEHUMN He3aMeaIUTeNbHbIX AeUCTBUIM NO NpekpalleHno aTaku,
npexae YyemM oHa npueBeadeT K onpeaesieHHoOMY YPOBHIO yilepba.

Cheayet 3aMeTUTb, YTO MOXKET ObITb BO3SMOXXHbLIM NepeHecTn OTBETCTBEHHOCTb 3a MeHEXKMEHT pUCKa, HO,
Kak npaBu10, HEBO3MOXXHO NepeHecTn OTBETCTBEHHOCTL 3a yLlepd. KnneHTbl 00bIMHO BOCNIPUHUMAKOT Hebnarorn-
PUATHOE BNUAHKE yulepba Kak OLLIMOKY opraHMU3aLny.

10 NMpuHATHEe pucka MHpoOpMaLUOHHON O0e30NacHOCTMH

BxoaHble gaHHble. Hannyne nnaHa obpadboTKM pUcka U OLUEHKN OCTaTOUHOMo pUcka ABNAeTCH Heobxoam-
MbIM YCNOBWEM peLleHUs1 PYKOBOACTBA OpraHu3aUnm o NPUHATUAN pUcCKa.

HDevcTteue. [JomKHO ObITb NPUHATO peLleHne 0 NPUHATUK PUCKOB U YyCTaHOBNEHa OTBETCTBEHHOCTbL 3a 3TO
pelLleHne, YTo AOMKHO BbITh oduumnansHo 3apernctpuposaHo [aTo cea3zaHo ¢ MCO/M3K 27001, nyHkT 4.2.1,
nepeyncrieHue hj.

PykoBOACTBO No peanmlaunin. B nnaHax obpaboTKu pUCKOB A0MKEH ObITb oncaH crnocob oL eHKU PUCKOB,
KOTOpble cneayeTt obpabaTtbiBaTh, AN TOro YTOOLI COOTBETCTBOBATL KPUTEPUAM NPUHATUA PUCKOB (CM. 7.2 «OcC-
HOBHbIE KPUTEPUNY» ). BaXKHO, YTODLI OTBETCTBEHHbLIE PYKOBOAUTENN NPOBEPSINU U NOAAEPKUBaANU NpeanaraemMble
naHbl 00pPabOTKN PUCKOB U BblTEKalOLLME N3 HUX OCTaTOYHbIE PUCKK, a TakKe perucTpupoBani Bce yCIoBuUS,
CBsI3aHHbIe C TaKoW NoaaepKKou.

Kpntepun NPUHATUA pyUcka MOryT ObITb Bonee MHOrorpaHHbIMK, YeM TONbKO onpeaenieHne Toro, HaxoauTca
TN OCTaTOUHbIN PUCK BbILLE MW HUXKE €QUHOMO MOPOroBOro 3Ha4YeHKUS.

B HekoTOpbIX criy4yasax ypoBeHb OCTaTOYHOIo pUcka MOXXeET He COOTBETCTBOBATL KPUTEPUAM MPUHATUS PUC-
Ka, MOCKOIbKY NMpUMeHsAeMble KpUTepUn He yYUThIBaKOT NpeBanmpyolLnux obCcToATeNbCTB. Hanpumep, MOXeT ObITh
OoKasaHo, YTo HeobxoanMmMo NPUHUMATL PUCKKM NO NPUYMHE NPUBREKaTEeNbHOCTU BbIrod Uv No NpUYNHE 3HaYN-
TelbHbIX PACX0O0B, CBA3AHHbLIX CO CHMXKEHMEM pucKa. Takme obCTOATENBCTBA NOKa3bIBAKOT, YTO KPUTEPUM NPUHSI-
TUA pUCKa HeadeKBaTHbI M A0JTKHbI ObITb MO BO3MOXHOCTU NepecMoTpeHbl. OaHaKo He Bcerga ObiBaeT BO3IMOX-
HbIM NepecMoTpPeTb KpUTepUn NPUHATUA pUCKa CBOEBPeMeHHO. B Taknx crniydyadax pykosoautesniv, npuHUMaroLlne
peLleHUst, MOryT ObITb 00s13aHbI MPUHATL PUCKKU, KOTOPbIE HE COOTBETCTBYIOT CTaHAAPTHLIM KPUTEPUAM NPUHATUSA
puckoB. Ecnu 310 Heobxoaumo, pykoBoauTenb, NPpUHUMaKLMK pelleHne, AomMKeH gaTb KOMMEeHTapui, Kacato-
LLIMACA PUCKOB, C 0OOOCHOBaHWEM peLleHUs, BbIXoAsLlero 3a paMky ctTaHgapTHOro KpUTepusa NpUHATUA PUCKOB.

BoixogHble gaHHble. [lepedeHb NPUHATBIX PUCKOB ¢ 0DOCHOBAHNEM PUCKOB, HE COOTBETCTBYHOLLUX CTaH-
OAPTHBLIM KPUTEPUAM NPUHATUSA PUCKa OpraHn3aLmu.

11 KoMmMmyHuKauma pucka MHpoOpMauMoOHHOU 0e30nNacHOCTMH

BxoaHble gaHHble. Beca MHopMaL s 0 puckax, nofydeHHas B pesynbTtaTte AeATeNbHOCTU Mo MeHeDKMEHTY
prcKa (CM. pUCYHOK 1).

HDencteue. [1onkeH oCcyLLecTBNATLCA 0OMeH MHopMaLen o pUCKe UM ee COBMeCTHOe UCNOoNb30oBaHUeE
NULOM, MPUHUMaKOLNM peLleHune, N APYrMMU NPpUYacTHLIMU CTOPOHaMMN.

PyKOBOACTBO N0 peanuiauni. KoMMyHUKaUUSA pUucka npegcrasndeT cobon AeaTeNIbHOCTb, CBA3AHHYIO C
OOCTUXKEHMEM cornalleHnst 0 TOM, Kak OCYLLECTBNATb MEHEAXKMEHT puUcka nytem obmeHa n/Mnm COBMECTHOro
MCNONb30BaHUA MHGpOPMaLMK © pUCKe NTMUaMn, NPUHUMAaROLWLMMK peLleHns, 1 ApYrMMimn NpUuyYacTHbIMU CTOPOHaMN.
NHpopmMaLmsa BkNoYaeT B cebda Hannyne, xapakrep, opMy, BEPOATHOCTb, Cepbe3HOCTh, 0bpaboTKy K npuemMse-
MOCTb PUCKOB, HO 3TUMK (pakTopamMu He orpaHnynBaeTCs.

2P PeKTUBHAA KOMMYHUKaLUMS MeXay npudacTHbIMU CTOPpOHaMU MMeeT bonbLloe 3HavYeHne, MNOCKONbKY
OHa MOXeT OKasblBaTb CYLLECTBEHHOE BNTUAHME Ha pelleHUd, KoTopble A0MKHbI ObITe NPUHATLIL. C MOMOLLLH KOM-
MYHUKaLIMX COTPYAHWKN, OTBEYaroLLMe 3a OCYLLECTBNEHNE MeHe)KMeHTa pUcKa, U Nnua, OTHOCSLLMECS K 3aUHTe-
pecoBaHHbLIM Kpyram, 4OCTUratoT NOHUMaHUA OCHOBLI, Ha KOTOPOW NPUHUMAKOTCA peLleHns, U NpudHbl Heobxoaun-
MOCTU BbINMOSHEHUS onpeaeneHHbIX AeUCTBUU. KOMMYHUKaLNS ABNAETCA ABYHanpaBneHHbIM NMpoLEeccoM.

Oco3HaHWe pucka MOXeT ObITb pa3HbIM 13-3a PasnUYM B NpeanonoXXeHUsaX, NOHATUSX, NOTPEebHOCTSX,
npobnemax u becnokoucTesax NPUYACTHbLIX CTOPOH, CBA3AHHbLIX C PUCKOM UK 0DbCyXaaeMbIMU NpoblieMmamMi.
[TpUYacTHLIE CTOPOHBI, Kak NpaBUSio, BLIHOCAT CYXXAEHUSA O MPUEMITEMOCTU pUCKa Ha OCHOBE CBOEIro OCO3HAHUS
pucka. ['oaToMy oveHb BaXkKHO 0becnevnTb, YHTOObl 0OCO3HaHWE pyUcka NpUYacTHeIMU CTOPOHaMU, a TakKKe OCO3Ha-
H/WEe UMW BbIrog Moo ObITk onpeaenieHo U AOKYMEHTUPOBaHO, a nexallue B OCHOBE NPUYMNHBLI ObINU YETKO NOHS-
Thbl U YUTEHBI.
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KOMMYHUKaLWA pucka AomkHa OCYLLEeCTBNATLCS € LleNbio AOCTMXKEHUS cneayloLlero:

- obecneYyeHna goOBepUd K pesynbTaTtaM MeHepKMeHTa pucka opraHmsaunm;

- cbopa MHpopMaLMK O PUCKE;

- COBMECTHOIO UCMONb30BaHUA pe3ynbTaToB OLIEHKN pUCKa U NpedcTaBieHUd NnaHa obpaboTkM pUcKa;

- NpeaoTBpaLleHna UNU CHMKEHNA BO3SMOXHOCTU BO3HUKHOBEHUSA U nocneacTBUiA HapyweHnn b ns-3a
OTCYTCTBUSA B3aUMOMNOHUMaHUA MexXxay NpuHUMatloLLKMMK pelleHna nuuamMmim U npuvacTHbIMU CTOPOHaMU;

- nogaepXK1 MNPUHSATUS pelleHnn;

- NoNy4YeHns HOBbIX 3HaHK 00 UB;

- KOoOpAWHAaLLWMK ¢ APYTMMU CTOPOHaMM U NNaHUPOBAaHUA pearnpoBaHUA € LUelbio YMeHbLLEHWUSI NoCneaCcTBUNA
Kakoro-nmbdo MHUMAEHTA;

- BbIpabOoTKM YyBCTBA OTBETCTBEHHOCTM NO OTHOLLEHWIO K pUcKaM y L, NPUHKUMaKoLLKX pelleHns, 1 npuda-
CTHbIX CTOPOH;

- MOBbILLEHNA OCBEAOMITEHHOCTMN.

OpraHuzauna gomkHa paspabaTtbiBaTh NNaHbl KOMMYHUKALIMKW pPUCKa Kak Ansi noBceAHEBHOW paboThl, Tak U
ans vpeaBblvanHbIX cuTyauun. CnegoBaTtefibHO, AeATeNbHOCTL, CBA3aHHada ¢ KOMMYHUKaUMen pucka, 4oKHa
BbIMONHATLCS HEMPEPLIBHO.

KoopanHauunsa mexay nuuamm, npuHUMatroLLMMKM oKoHYaTelbHble pelleHUd, N MHbIMW NPUYaCTHLIMU CTOPO-
HaMW MOXET ObITbk AOCTUTHYTa NyTeM CO3gaHnsa KOMUTETa, KOToPbIN byaeT obcyxaaTk NpobliemMbl BO3HUKHOBEHUS
PUCKOB, Ha3Ha4YaTb NPUOPUTETEI U BbipabaTbIBaTh peLleHns no ocbpaboTke 1 MPUHATUIO PUCKOB.

BaxkHo nogagepXmBaTh COTPYAHUYECTBO C COOTBETCTBYIOLMM OTAENOM MO CBA3SIM C 00LLEeCTBEHHOCTLIO
M MHGOPMaLMOHHBIM OTAENOM opraHusauum, YTobbl KOOPAMHUPOBATL BCe 3adadu, CBA3aHHble C KOMMYHUKaLIN-
el pyucka. 3To KpalHe BaXKHO B clydyadax coobLleHUsA 0 AeNCTBUAX B KPUIUCHBIX CUTYaLMSX, HanpyMep B OTBET Ha
onpegeneHHble MHUWAOEHTHI.

BbixoaHble gaHHble. [1ocTOsIHHOE NOHMMaHWe npoLecca MeHemkMmeHTa pucka b opraHmnsauumu.

12 MOHUTOPUHI U nepeoueHKa pucka UHdoOpMaUUOHHOU 6e30NacHOCTM

12.1 MOHUTOPUHT N NepeoLeHKa paKTOpoOB pUCKa

BxoaHble gaHHble. Becsa MHGopMauna o pyuckax, nosiydeHHas B pesynbTaTte AesATeNbHOCTU NO MeHeKMEHTY
prcka (CM. pUCyHOK 1).

OevcTteue. [lomkHbl nogeepratbCa MOHUTOPUHIY U NepeocLeHKe PUCKU U nX dpaKTopbl (T. €. LEHHOCTbL aKTuK-
BOB, BNUSAHWNE, Yyrpo3bl, YA3BUMOCTU, BEPOATHOCTE BO3HUKHOBEHNS) C LeNbio onpeaenieHns ntodblX N3AMEHEHU B
KOHTEeKCTe opraH1Msauum Ha paHHen ctaanin, U A0MKHO NogaepKMBaTbcs 0bLLee npeacTaBneHne 0 BCeU KapTUHe
pUcka.

PyKOBOACTBO Mo peanusaunn. PUCKN He ABMSATCSA CTaTUYHBIMA. YTPO3bl, YA3BUMOCTU, BEPOATHOCTb NN
nocneacTBUA MOTYT U3MEHATLCS HEOXKNOAHHO, ©e3 KakMX-NnMbo NpU3HaKoB U3MeHeHUN. [1o3ToMy AN BbISIBIIEHUS
M3MEeHEHNN HeoDXoANM HenpepbIBHLIN MOHUTOPUHI. OH MOXeT noaaepXMBaTbCa BHELLHUMKW CEPBUCAMMU, KOTO-
pble NpeaocTaBnAlT MHPOPMAaLUIO O HOBLIX YIpo3ax UM YA3BUMOCTSAX.

OpraHuzaunm gomkHbl obecnevnBaTh NpoBeAeHWe HEMPEPbLIBHOrO MOHUTOPUHIa cneayioL X ¢hakTopoB:

- HOBbIX aKTUBOB, KOTOPbIE ObIN BKHOYEHbI B 006NacTb AEUCTBUS MEHEeKMEHTa puUcKa;
- Heobxoanmon moandpukau M LEHHOCTU aKTUBOB, HaNpuUmMep, BCeacTBUe N3MeHUBLUUXCSA DU3HeC-Tpebo-
BaHUW;

- HOBbIX YIPO3, KOTOPble MOMYT AeNCTBOBAaTL BHE U BHYTPU OpraHusaLm U KoTopble elle He Obl OLeHEHbI;

- BEPOATHOCTU TOrO, YTO HOBbIE UITX BO3POCLUME YA3IBUMOCTU MOTYT caenaTh BO3MOXHbIM UCMONb30BaHUE
X YIpO3aMU;

- BbISIBNIEHHbLIX YA3BUMOCTEN ANd onpeaesieHUs Tex U3 HUX, KoTopble CTAaHOBATCA NoABEPXKEHHLIMU HOBLIM
M MOBTOPHO BO3HUKAIOLLMM Yrpo3am;

- BO3POCLLEro BINAHUS UNMN NOCNeaCTBUN OL@HEHHLIX YIPO3, YSI3BUMOCTEN N PUCKOB, 00O begMHEHHOE AeN-
CTBUE KOTOPbIX UMEET pe3ynbTaToM HenpuemMnemMbl YpoBEeHb PUCKA;

- MHUMAeHToB UBb.

HoBble yrpo3sbl, YA3BUMOCTU UNTU M3MEHEHUSA BEPOATHOCTU MU NOCNeACTBUM MOTYT YBENNYNBATE PUCKH,
paHee oleHeHHbIe KaK HU3KKe. NpoLlecc nepeoleHKN HU3KUX U MPUHATBIX PUCKOB AOIMKEH paccMaTpUBaTh KaxkKabI
PUCK OTAENbHO, a TakKe BCe PUCKM KaKk eanHOoe uenoe, YTobbl oL eHUBAaTL X BO3MOXHOE CyMMapHoe BIIUsHUE.
Ecnu pycku He nonagatoT B KATErOPU0 HU3KUX NI NPUEeMIIEMbIX PUCKOB, OHW AOMKHbI 00pabaThiBaTbLCH C UC-
NoJSib30BaHMEM OQHOT0 UNU HECKONBKNX BapUaHTOB, paCCMOTPEHHLIX B pasaene 9.
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dakTopbl, BNUsOLWME Ha BEPOATHOCTL M MOCNeACTBUA BO3HUKAOLLUX YIPO3, MOTYT UBMEHSATLCH, Kak MOTYT
N3MEHATLCSA PaKToPbI, BNUAOLLNE HA NPUMEHUMOCTEL UMM CTOUMOCTbL Pas3nMYHbIX BapuaHToB 00paboTkn. OCHOB-
Hble UBMEeHEHUS, BNUAOLLWE Ha opraHM3aLnto, AOMKHbI CNYXXUTb OCHOBaHUEM Anga bonee AeTanbHOU NepeoLeH-
kKn. CnepgoBaTenbHO, AeATENBbHOCTE N0 MOHUTOPUHTY pUcKa A0MKHa perynspHo noBTOPATLCS, U BblOpaHHbIE Ba-
pUaHTbl 06PabOTKM pUCKa AOIKHBI NEepPUOaNYECKM NepeoleHMBAaTLCA.

PesynbTathl AEATENBHOCTU NO MOHUTOPUHIY PUCKa MOTYT ObITb BXOAHLIMU AaHHLIMU 4NA APYron AedTenb-
HOCTW MO NepeoleHKe pucka. OpraHusauus AomkHa nepeoLeHnBaTh BCe PUCKU PerynspHo, a Takke korga UMeroT
MECTO cyLlecTBeHHble nameHeHUs (B cootTBeTcTBUMM ¢ NCO/M3K 27001, nyHKT 4.2.3).

BbixogHble aaHHble. [1oCTOSIHHOE cornacoBaHUe MeHeKMeHTa pyucka ¢ busHec-LenaMu opraHnsauuy
KOUTEPUAMU NPUHATUS pUCKa.

12.2 MOHUTOPUHTI, aHanN3 U ynydwleHne MeHeKMeHTa pucka

BxoaHble gaHHble. Beca MHopMauna o pyuckax, nofiydeHHas B pesynbTaTte AeATeNbHOCTU MO MeHeDKMEHTY
prcka (CM. pPUCYHOK 1).

Hencteue. lNpouecc MeHemkmeHTa pucka b nogneXXut nocToOAHHOMY MOHUTOPWHIY, aHalnnay U ynyu-
LLIEHUIO.

PvkoBoacTBO No peanusauunin. NoCTosiHHBIM MOHUTOPUHE U NepeoLleHKa HeobxoaMbl ANs TOro, YTOObI KOH-
TEKCT, pe3ynbTaT OLEeHKU U 0bpaboTKM pUcKa, a Takke NNnaHbl MeHeXKMeHTa oCcTaBanUCk YMECTHbLIMU U COOTBET-
CTBYIOLLMMU OOCTOATENLCTBAM.

OpraHunsauna gomkHa BcenaTb YBEPEHHOCTbL, YTO npouecc MmeHeakmeHTa pucka VIb 1 ceaszaHHas ¢ HUM
OeATeNbHOCTL OCTalTCA COOTBETCTBYIOLWMMK NMPU CYLLECTBYIOLWKMX 0OCTOATENLCTBAX, N OHU cobnogaroTcA.
O nbbIX cornacoBaHHbIX YNyULLEeHUAaX npouecca Unu AencTBUAX, HeODXOAUMbIX ONS1 MOBbILLEHUSA COOTBET-
CTBMA 3TOMY NpoLeccy, cnegyeT yBeAOMNATbL pykoBoaguTenen, 4tobbl ObITe YBEPEHHBLIMU B TOM, YTO He CyLLe-
CTBYET HY OHOT0 pUcKa UK 3nemMeHTa pucka, ynyLeHHoro Unm HegooueHeHHOoro, YTo nNpearnpuHUMatloTca HeoO-
XOONUMble OeNCTBUA U NPUHKUMAIOTCS peLlleHna And NnonyvyeHns peanncTUYHoro npeactaBneHns 0 pUcke 1 Cro-
CODHOCTU pearnpoBaTb Ha HEro.

Kpome Toro, opraHnsauus AomkHa perynapHo yoexxgaTbCa B TOM, UTO KpUTEpPUK, UCNOoNbL3yeMble AN U3Me-
PEHUA pUCKa U ero 3NemMeHTOB, No-NpeXxHeMy ocTarTcsl 000CHOBaHHLIMU U cornacyrowMnca ¢ ee bDU3Hec-Lens-
MW, cTpaTernsMm U nonuTUKaMm 1 YTo N3MmeHeHNda DU3HeC-KOHTEeKCTa NpUHMMaloTCs BO BHAMaHKe Ha aaekBaTHOM
VPOBHE BO BpeMs npoLecca MmeHepkMmeHTa pucka VIb. 9T1a aeatenbHOCTE N0 MOHUTOPUHTY U NepeoLeHKe AoJKHA
y4UTbIBATbL (HO HE OrpaHMYnBaTLCS) creayrLlee:

- MPaBOBOW KOHTEKCT N KOHTEKCT OKpyKatoLleW cpeabl;

- KOHTEKCT KOHKYPEHUWN;

- NOAXo4 K oLeHKe pucka,

- LEHHOCTU N KaTeropuun akTUBOB;

- KpUTEPUN BIIUAHUS;

- KpUTEPUN OLEHKN pUCKa;

- KPUTEPUW MPUHSATUA PUCKA;

- MONHYIO CTOMMOCTE BNagaeHWAa akTUBaMU;
- HeobXoauMble Pecypchil.

OpraHusauma gomkHa obecnedymBaTb NOCTOAHHYO AOCTYNMHOCTL OLUEHKU 1 00paboTKK pucka anga nepeoLeH-
KN pUCKa, PacCMOTPEHUS HOBbIX MNU N3MEHUBLLUXCS YIPo3 UMK YA3BUMOCTEN M COOTBETCTBYIOLLEro yBegoMIe-
HUA PYKOBOACTBA.

MOHUTOPUHI MEHEIXKMEHTA pUCKa MOXET UMeTb pe3ynbTaToM Moandgpukauunio Ny gononHeHWe nogxoaa,
MeTOoA0NOorMN UMM MHCTPYMEHTaNbHbIX CPpeacTB, UCMONb3yeMbIX B 3aBUCUMOCTU OT cneayioLlero:

- BbISIBJI€HHbIX N3MEHEHUI;

- UTepauun oLeHKU pucka;

- lenu npouecca MmeHegkMmeHTa pucka Vb (Hanpumep HenpepbIBHOCTE DU3Heca, yCTOMYMBOCTL K MHLUMAEH-
Tam, COBMECTUMOCTb);

- obbeKTa npouecca MeHegkMeHTa pucka Vb (Hanpumep, opraHnsauugd, bnsHec-nogpasgeneHne, MHPop-
MaLMOHHbIW NPOLIECC, ero TeXHUJecKasl peanusauus, npunoxkeHune, nogknoveHne K VIHTepHeTy).

BbixoaHble gaHHbIe. [1ocToaHHaA 3Ha4YMMOCTb NpoLiecca MeHepkMeHTa pucka b gna busHec-Uenen opra-
H13aLU MK UM 0OHOBNEHUA npoLlecca.
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[Mpunoxexnune A
(cnpaBo4HOe)

OnpepeneHue obnacTn npMMeHeHUs N rpaHuL
npouecca MeHeQKMeHTa pucka uHcpopmaLUOHHON 6e30NacHOCTU

A.1 AHanwu3 opraHnsaumn

AHanui opranusauuu. syveHne opraHmsaumm gaeT BO3MOXHOCTb BOCMPOU3BECTU XapaKTepPHbIE 3MEMEHTHI, Ofl-
pegensawowme ocobeHHocTn opranmn3aumn. OHO KacaeTcsa uenu, buaHeca, Ha3HaA4YeHns, LEeHHOCTEN U CTpaTermm 3Ton
opraHm3aummn, KoTopble A0IMKHblI ObITh ONpeaeneHbl Hapsay ¢ aNemMeHTamMmm, cnocobeTByOWMMK MX pa3paboTke (Hanpu-
MEpP, 3aKIIOYEHNE KOHTPAareHTCKUX A0roBOPOB).

TpyaHOCTL Takon OEATENbHOCTU 3aKMioYaeTcsl B NOJIHOM MOHUMaHUK CTPYKTYPbl opraHnsaunn. OnpegeneHmne ee
peanbHOW CTPYKTYPbl AaeT NOHUMAaHWE POnnM U 3HAYMMOCTU KaXgoro nogpasgeneHns B 4OCTUXKEHUU Lenen opraHmaa-
LN,

[Tpnmep — ToT dpakr, 4YTO OTBETCTBEHHbLIN 3a VIb oTuMThLIBAETCA Nepeq BbICLLUMM PYKOBOACTBOM, a HE nepen
pykosoactBom T, MOXET yKa3blBaTb Ha y4acTuUe BbICLLErO pykoBoacTBa B npobnemax Vb.

OcHoBHasda Lenb opraHndaumn. OCHOBHAs LENb OpraHn3aumumn MoXeT onpeaensiTtbCd cpepon ee OesATeNnbHOCTH,
CEerMeHTOM pblHKa U Ap.

bu3Hec opraHmzauumun. buaHec opraHunsaunmn, onpegensaemblil TEXHUHECKUMU NPUeMamMmn, NPUMEHAEMbIMN €€
COTPYAHUKAMMN N HAKOMMNEHHLIM UMW OMNbITOM (HOY-Xay), AaeT el BO3MOXHOCTb pPeanu3oBbiBaTb CBOE HasHa4veHue. OH
ABNsieTcHa cneyndnyHon obnacTblo AesATENBHOCTU OpraHu3aunm 1 3a4acTyio onpegenseT KynbTypy ee Tpyaa.

HasnaveHune oprannlaumun. OpraHmsaums QOCTUraeT CBOEn LUenn nocpeacTBoOM peanu3aumnm CBOEro HasHavYeHus.
[lna onpegeneHnss ee Ha3HaAYeHUS OOIMKHbI ObiTb OnpeaeneHbl NpeaocTaBnNsieMble CEPBUCHI /UMW NPON3BOANMAS

NpOoAYKLUS.
LleHHoCcTb opranmaauuu. LleHHOCTAMKM SIBASAIOTCH OCHOBHbIE HOPMbI UM 4Y€TKO OMNpeaeneHHbl KOAEeKC noBege-
HWUS, BbIMOMNHAEMbIE ANs1 OCYLWECTBNEHUS OM3Heca. 3T0 MOXET KacaTbCsl nNepcoHana, OTHOWEHUA ¢ BHELLHUMW CTOPOHA-

MU (HANpUMep, KNMUeHTammn), Ka4ecTBa NOCTABNSAEMON NPOAYKUUM UITN NPeaoCTaBnsieMbIX CEPBUCOB.

[1Tpwnmep — PaccmoTpum opraHmaaumto, LEnbo KOTOPOW ABNSIETCA NpeaocTaBNeHne yenyr HaceneHuto, bnsHe-
COM — TPaHCMOPTHbIE YCNYIY, 8 HA3HA4YeHNE 3aKNI04aeTCs B NEPEBO3Ke AeTen B LWKoNy n obpaTtHo. Ee ueHHOCTAMM MOryT

ObITb NYHKTYaNnbHOCTb NPEAOCTaBNEHNA yenyr u 6e30nacHOCTb NEPEBO3OK.

C1pykrypa opradmaaummn. CylecTByOT pa3Hble TUMbl CTPYKTYP:
- mnuanbHas CTPYKTypa, B KOTOPOW Kaxaoe nogpasgeneHne paboTtaer nog Ha4vanom pykoBoauTens noapasae-

NeHusl, OTBETCTBEHHOIO 3a NMNPUHATUE CTPaTErn4Yecknx, agMUHUCTPATUBHbLIX U ONePaLUNOHHbIX PELLEHNN, KacatloLWmnXcs ero
noapasaeneHuns,

- (PyHKUMOHAaNbHas CTPYKTypa, B KOTOPON PYHKUMOHAlNBbHbIE MOJITHOMOYNSA OCYLLECTBNATCHA OTHOCUTENBHO NPOLe-
ayp, xapakrepa paboTtbl U, HOr4a, NPUHATUSA PELLEHNA UMM COCTaBNEHMS NNAHOB (Hanpumep npons3soacTteo, T, kaapebl,
MapPKETUHI U T. 4.).

3amMeyvyaHus:

- noapasaenenne, CywecTByowee B npegenax opranmsaymm ¢ punuanbHON CTPYKTYPOWU, MOXKET BbiTb OPraHn3o-
BaAHO KakK (PpyHKUMOHaNbHAas CTPYKTYpa 1 HaobopoT;

- CTPYKTYpAa opraHn3aumm, UMetowen 3nemeHTbl 060uX TUNOB CTPYKTYPbI, HA3bIBAETCHA MaTPUYHOWN.

[Tpy NtoBON OpraHM3aUNOHHON CTPYKTYPE MOIYT pas3nunyaTtbCs criegyoume ypoBHMU:

- YPOBEHb NPUHATUSA PELUEHUN (OnpeaderneHne cTrpaTtermn4eckon OpneHTaunn);

- YPOBEHb PYKOBOACTBA (KOOPAUHALMA U MEHEIKMEHT);

- ONEPALNOHHBIAN YPOBEHb (BUAbI AEATENBHOCTU, CBA3AHHbLIE C MPOU3BOACTBOM N NOAAEPKKON).

Onarpamma opranmsauuun. CTpyKkTypa opraHmsaumm npeacraBrifaeTcs CXeMmaTudeckm B BUae guarpamMmmbl OpraHu-
3auun. [pn Takom npeacrtaBrieHnn crnegyeT BblgensaTb NMHUN OTYETHOCTU N AeNnernpoBaHus nonHOMOYMN, Kpome TOoro,
cneayeTt Takxe BKIoYaTth B gunarpammy U Apyrme CBsi3u, KOTOpble, JaXe €ClM OHU He OCHOBbLIBAOTCH HA Kaknx-nnbo
QOpManbHbIX MONMHOMOYUAX, SABNAOTCA TEM HE MEHee NMUMHUAMU UMHAPOPMALMOHHOIO NMOTOKA.

Crparterva opranmsauun. Ansi Hee TpebyeTcsa hopmanbHOE BbIPaXeHUe PYKOBOAAWMX NMPUHLMNOB OpraHmn3aumnm.
CTparternsa onpegensaeTtr HanpasneHue un passutme opraHudauum, Heobxoaumblie AN U3BNEYEeHUs BbIfoAbl U3 3a4av,
CTOSAIWMX nepen ee DU3HECOM U NNAaHUPYEMBbIX €10 OCHOBHbIX U3MEHEHUN.

A.2 lNepevyeHb orpaHN4eHnNn, BITUAIOLWMNX Ha OpPraHn3auuio

Cnegyer y4uTbiBaTb BCE OrpaHUYEeHns, BNUAIOLWNE Ha opraHm3ayunio n onpegensowme HanpaeneHHocTb ee Wb.
MCTOYHMK OrpaHmnyeHnn MOXeT HaxoauTbCs B Npeaenax opraHmsaumm, u B 3TOM criydae oHa MMEeET HEKOTOPbLIN KOHTPOIb
HagQ HUMK, UKW 3a nNpegenamMmn opraHu3auum u, cnegoBaTenbHO, HE MOXET KOHTponupoBatbces. Hanbonee BaXXHbIMU
ABNSAOTCH OrpaHNYEeHnst pecypcoB (DIaKeTHbIX, KAAPOBbLIX) U OrPaHNYEHNS, CBA3aHHbIE C Ype3BblHYanHbIMU OBCTOATENb-
CTBaMM.
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OpraHmnsaumsi yctaHaBnmBaeT CBOM Lenu (Kacawuwmecs ee busneca, pexuma pabotbel 1 T. 4.), cnocobeTeyowme
BbIOOPY €€ NyTn, BO3MOXHO, Ha ANUTENbHbIN nepunog BpemerHn. OHa onpeaensieT, KAakou opraHmn3aunen oHa Xo4eT CraTh,
1 BbIOMpaeT cpeacTBa, KOTopble Ans 3Toro notpebytotca. [pu BbIbOpe CBOEro NyTn opraHn3auns yunTbiBaeT 3BOMOLMUIO
METOA0B N HOY-Xay, NOXENaHUA Nnonb3oBaTENEN, KITMEHTOB N ApP. ITOT NYyTb MOXET ObITb BbIpaXXeH B hOpMe CTpaTErnm
akcnnyaraumm nnu paspaboTkm ¢ HaMEpPEHUEM, HAaNpPUMEP CHU3UTb 3KCMNNnyaTauuoHHbIE pacxoibl, NOBLICUTL KA4eCTBO
obcnyXmBaHus 1 T. 4.

Takue cTpartermmn, BeposiTHO, ByayT BKMtovatb B cebs nHpopmauuio n HPOPMaUNOHHbIE CUCTEMBI, CIMOCOBCTBYIO-
lwpe nx peanmnsaummn. CnegosartenbHO, CBOMCTBA, Kacatowmecss 0cCobeHHOCTEW, HA3HAYEHUA U CcTpaTernm opraHu3auum,
ABNANOTCH OCHOBOMNOMararwnwmmmn 3fnemeHTaMmm B aHanuae npobnemsl, NOCKONbKY HapyweHne acnekra Vb moxet npuse-
CTW K MEPEOCMbICNEHNIO Lenen 3Tux crpartermn. Kpome Toro, BaXHo, 4YTobbl NpeanoXeHns, Kacawmecs TpeboBaHnn
b, Haxogunnce B COOTBETCTBUM C NpaBuUnammn, pexumamum 3Kcnryarauumm w cpeacrBamm, NpUMeEHsIEMbIMU B Opra-
HU3aUnn.

[TepeveHb BKNo4vaeT B cebs, HO HE OrPaHNYMBAETCS, CNeayWwmne orpaHnYeHns.

OrpaHnyeHns NoOaNTUYECKOro CBOMCTBA., OHM MOryT KacatbCsl NPaBUTENbCTBEHHON agMUHUCTPaLMK, ODLWECTBEH-
HbIX yYpeXaeHun unu nobon opraHm3aunmn, KOTopas AO0MKHA NPUMEHSATh PELUEeHUs, NPUHATBIE HA roCyaapCTBEHHOM
YPOBHE. Taknmm 0ObIYHO SABMSAIOTCS PELEHUs], KacatoWwmecs cTpaTermm nnmn skennyaTtaunoHHOW HanpaBneHHOCTU, NPUHS-
Tbl€ MPaBUTENBbCTBEHHbLIM NMoApasgefieHNneM Unu opraHmn3aumen, ynoriHOMOYEeHHON B COOTBETCTBMM C 3aKOHOAATElb-
CTBOM MPUHUMATb PELUEHUS, U KOTOPbIE AOMKHbl BbiTb BbIMOMHEHbI.

[Tpumep — KomnboTepusaumsi CHETOB UMM aAMUHUCTPATUBHbBIX JOKYMEHTOB Bne4veT 3a cobon npobnemsl ¢
MHPOPMaALMOHHOW BEe30NacHOCTLbIO.

OrpaHn4yeHus cTpaTerm4eckoro cBoMcTea. OHM MOryT BO3HMKATb B pe3yrnbTaTte 3annaHnpPOBaHHbIX NN BO3MOXHbIX
N3MEHEHUI CTPYKTYPbI UMM HANpPaBneHHOCTH opraHmn3aummn. OHM MOryT oTpaXaTtbCsl B CTpaTErm4eckmux unm 3kcnnyataum-
OHHbIX MMaHax opraHu3auum.

[Tpumep — MexgyHapoaHoe cOTpyaHUYECTBO B 06NacTU COBMECTHOINO UCMONb30BAHUSA YYBCTBUTENBHOW WH-
dopmaumm MOXeT noTpeboBaTb COrnmaweHnn, Kacarwwmxes desonacHoro obmena.

‘epputopuanbHble orpanudenus. CTpykTypa w/vnu uenb opraHu3aumm mMoryt obycnoBnuBaTh OnpeaeneHHble
OrpaHMHEHMFI Takue, Kak pacnpegeneHme pabounx nnowagok no TeppUTOPMN CBOEN CTPaHbl UNN 3a pybexom.

[Tpwumep — BriovawT B cebs NoUTOBYHO CnyXby, noconsctea, baHku, ounuansl KPYyrnHOW npomMbILLIEHHON
rpynnsl v T. 4.

OrQaHH‘-IEHHFI, Had BOSHUWKHOBEHWE KOTOPbLIX BITNASET COCTOAHNE SKOHOMWKW U TNOJTINTUKNA. (DyHI{LI,HOHHFJOBaHHe opra-
HU3aulnn MmOXeT CUTIbHO USMEHATBCA BCIEeaAcTBMNe orpedelieHHblX COGbITHﬁ, TAKNX, KakK 3a0aCcTOBKU UK HauWOHallbHbIE

U MexayHapoigHble KPU3nchl.

[Tpume p — HekoTopble cepBUCH MOIYT nNpogonkate PYHKUMOHMPOBAHUE AaXe BO BPEMSA CEPLEIHLIX KPU3NC-
HbIX CUTYyaUWUN.

CTPYKTYPHbIE OrpaHuYeHus. Tun CTPYKTypbl opraHn3aunmn (ounuaneHasl, dyHKUMOHANbHAsS Unu gpyrasl) MoXxer
NMETb CNeaCTBMEM onpeaeneHHyto nonutuky VIb n opranmnsaunio 6e3onacHoOCTU, aganTUPOBaHHYLO K CTPYKTYPE.

[T pumep — MexgyHapogHas CTpykTypa gomkHa bbiTb cnocobHa npMBoaUTb B COOTBETCTBUE TpeboBaHUS
be3onacHOCTU, NPUHATBIE B K&XXOA0W OTAENbHOW CTpPaHe.

DPyHKUMOHANBHbIE OrpaHnYeHnss, PyHKUMOHANbHbIE OrpaHUYEHNsI BO3HUKAKOT HEMOCPEACTBEHHO N3 OCHOBHOIO
MNn cneunduyeckoro HasHa4vYeHus opraHmsayunm.

[1Tpunmep — OpraHusauus, pabotawowas KpyrnocyTo4HO, AOMKHA HENPEepPbIBHO obecnevnBaTbh AOCTYNMHOCTb
CBOMX PECYPCOB.

OrpaHuyeHus, kacawlmecs nepcoHana. l[Npupoaa 3TMx orpaHUYeHnii 3Ha4YnTenbHbIM 06pa3om Bapbupyetcs. OHU

CBS13aHbl C YPOBHEM OTBETCTBEHHOCTU, HAMMOM COTPYAHUKOB, KBanudukauuen, obyyeHmem, 0CBEAOMIIEHHOCTBIO B BOIl-
pocax 6e3onacHoOCTU, MOTUBALUUWEN, JOCTYNHOCTBIO U T. .

[Tpumep — lNepcoHan 06O0POHHON OpraHn3aummn gOSKeH UMETb COOTBETCTBYIOLLMKA AONYCK K 06paboTke MHGop-
Mauun OrpaHnYeHHoOro ocTtyna.

OrpaHH‘-IEHHFI, NPpoONCTEKArUINE N3 CINNCKA AEll OPpraHn3alunn. Takune orpaHn4eHmnsd Moryt ObITb Pe3yiibTaTOM pec-
TPYKTYPU3auun Ui mraHnpoBaHmMAd HOBbIX HAUWMOHAlIbHbIX UITKM MeXAYHaPOAHbIX MNMOJINTUK, C YCTAHOBIIEHNEM Ollpeje-
JNNeHHbIX KOHEeYHbIX CPOKOB.

[Tpunmep — CozgaHne cnyxbbl Be30NacHOCTW.

OFDEIHW—IEHHFI, CBA3dHHbIE C METOAAMMW. METO,EI,I:I, COOTBETCTBYHOLWNE HOY-Xay OPraHn3auum, H806XO,EI,MMO VCTaHAaB-
JIMBATb B OTHOWEHNN TAKNX aCNEeKTOB, KaK MNIaHNPOBaHWE TPOEKTa, TEXHUYECKUE yCI1OBUA, paspaGOTKa ni. A.
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[MTpunmep — TUNNMYHbIM OrpaHnUYEeHnEM Takoro poaa sABnsieTcsd HeobxoaMMOCTb BKIIOYEHUA NPAaBOBbIX 0653a-
TENBLCTB OpraHn3auum B NONUTUKY 6e30nacHoOCTW.

OrpaHnYyeHns KynbTypHOro CBOWMCTBA. B HEKOTOPbIX opraHusaumsax paboume Tpaguumm vnn OCHOBHOW DU3HEC
NPUBENN K CO34aHUNI0 ONPEeaENEeHHON KyINbTypbl OpraHm3aumm, Kotopas MoXeT ObiTb HECOBMECTUMA C MEpPaMnN N Cpea-
CTBaAMM KOHTPONA 1 ynpaeneHns 6e30nacHoCTbiO. Takas Kynbetypa siBNAeTcsl OCHOBHOW 3TANoOHHOW CUCTEMOW nepcoHana
N MOXET ONpeaensitTeCad MHOTMMM acnektamu, BKNoYarwwmmmn B cebsi obpaszoBaHmne, obydyeHne, npoecCcnoHarnbHbIN
onbIT, PpaboTy, HA KOTOPYIO PACNPOCTPAHAETCH XU3HEHHbIW OMNbIT, MHEHUA, dunocoduto, ybexaeHns, YyBCcTBa, COLUU-
anbHbIN CTATyC U T. 4.

bropkeTHbIe OrpaHnYeHns. PekomeHayemble Mepbl U CPEeACcTBa KOHTPONA U ynpasneHns 6e30nacHOCTb MOTyT
MMETb MHOIAAa OYEHb BbICOKYH CTOMMOCTb. HECMOTPSI HA TO YTO HE BCErga yMeCcTHO CTPOUTb MHBECTUPOBAHME DE30NaCHO-
CTU HA SKOHOMMYECKON 3XDIEKTUBHOCTUN, (PUHAHCOBLIE OTAENbl OpraHu3aunm TpebyloT, Kak nNpaBuno, 3KOHOMUYECKOro
0H60CHOBAaHMUA.

[Tpwumep — B opraHmsaumsix HaCTHOrO CEKTOpPa U HEKOTOPbIX OOLECTBEHHbIX OPraHM3aUmnsX COBOKYMHbIE
pacxodbl HA Mepbl U CPeacTBa KOHTPOMNSA U ynpaBneHns 6e30nacHOCTbIO HE JOITKHbI MPEBbIWATL U3AEPXKEK OT BO3MOX-
HbIX MOCNeACTBUA PUCKOB. Bbicllee pyKOBOACTBO AOIMKHO MO3TOMY OLEHMBATb U MPUHMMATb NPOCUHUTAHHBIE PUCKU, E€CIN
OHO XenaeT mnabexaTb Ype3MepPHbIX PacxogoB, CBA3AHHbIX ¢ obecnedyeHnem 6e30nacHOCTM.

A.3 lNepeveHb 3aKkoHOAaTENbHbIX M HOPMATUBHLBIX MOJIOXEeHNN, UMEeOLWNX OTHOLLEeHNEe K AeATeNbHOCTHN Opra-
HU3auun

[ormkHbl onpegensaTbcsl HOPMaTUBHbIE TPEDOBAHUS, UMEIOLLME OTHOLWLEHNE K BUAAM OeATEeNnbHOCTU OpraHu3auum.
K nx vncrny moryT 6biTb OTHECEHBI 3aKOHbI, MOCTAHOBNEHUSA, cneunarnbHble MHCTPYKUNK, OTHOCSLLMECS K cihepe AesATerNb-
HOCTU OpraHu3ayum unn BHYTPEHHUM/BHELWHMM HOPMAaM. DTO KacaeTcs TakkKe AOroBopoB U COrnaweHun n, B obuem,
ntodbbIX 06sA3aTEenbCTB OPUANYECKOrO CBOUCTBA.

A.4 [Nepe4veHb orpaHN4eHN, BNUAIOLMX HA 0ONacTb NPUMEHeHNA

[1Ipn onpeaeneHnn orpaHUYeHnn xenaTternbHO NePeyuncnnTb T€ U3 HUX, KOTOPbIE BNUAIOT HA 06nacTb NPUMEHEHUS,
n onpegennTb Te, HA KOTOPble BO3MOXHO HekoTopoe Bo3aencteue. OHM A0DaBnsAOTCA K OrpaHUYeHUsIM OpraHm3auum,
NnepeYncrieHHbIM Bblle, U, BO3MOXHO, MOIyT U3aMeHUTb ux. [lanee npegcraensieTca nepeyvYeHb BO3MOXHbBIX TUMOB Orpa-
HUYEHWWN, KOTOPbIN HE SABNSAETCH UCHYEPNbIBAOLWMNM.

OrpaHunyeHnsi, BO3HUKAOLWWE N3 paHee CyuleCTBOBABWNX NpoueccoB. [1poekTbl NPpUNoOXeHnn He 0ba3aTenbHOo
paspabaTbiBalOTCA OAHOBPEMEHHO. HEKOTOPbIE M3 HUX 3aBUCAT OT paHee CyleCcTBOBaBLUMX npoueccoB. [laxe ecnu
npouecc MoXeT bbITb pas3buT Ha nognpoueccsl, He 06s3aTenbHO Ha AaHHbLIA nNpouecc dbyayT BNUATL BCE NOANPOLECCHI
OPYroro npouecca.

TexHnyeckne orpaHnyeHns.  TexHn4YecKkmne orpaHnyeHmnst, OTHOCSLWMECH K MHAPPACTPYKTYype, B OCHOBHOM BO3HUKA-
IOT OT YCTAHOBMNEHHbIX annaparTHbIX N NPOrpamMmMHbIX CPEACTB, a TakkKe OT NoMeELEHU UMY NNoLaaokK, rae OCyLWweCcTBIA0T-
CH MPOLUECCHI:

- apxuBbl {(dhannel) — TpeboBaHusA, KacawwWMeca OpraHn3aunmn, MEHEMKMEHT HOCUTENEN, MEHEIKMEHT MPaBuUn
aoctynaunT. 4.;

- 0bWan apxuTekTypa — TpeboBaHus, Kacalwwmecss Tononornm (LeHTpann3oBaHHas, pacnpeaeneHHas, KIUMEHT-
cepBep), Puanyeckas apxutektypa n T. a.;

- NPUKNagHble nporpaMmmbl — TpeboBaHuA, Kacarowmnecs npoekTupoBaHusa cneundunvHoro nporpamMmmMmHoro obec-
NneYeHus!, PbIHOYHbIE CTaHAAapThl U T. A.;

- NakeTbl nporpamm — TpeboBaHMs, KacalwWwmMecs CTaHAAaPTOB, YPOBHSA OLEHKN, KA4YeCTBa, COOTBETCTBUSA HOpMAaM,
He3onacHOCTU U T. A.;

- annapaTHble cpeacTBa — TpeboBaHusA, KacalwmMecs cTaHA4apToB, KA4eCcTBa, COOTBETCTBUSA HOPMaM U T. A.;

- CETU CBA3N — TpeboBaHUA, Kacatomecs nokKpbITUS, CTaHAAPTOB, EMKOCTU, HAOAEXHOCTU U T. A.;

- MTHPPACTPYKTYPA COOPYKEHNN N UHXEHEPHBIX KOMMYHUKALUN — TpeboBaHUS, KacatloWwKnecs rpaXXaaHcKoro CTpo-
NTENLCTBA, KOHCTPYKUNW, BbICOKOTO HaNPsiXeHUs, HU3KOro HanpsbKeHust u T1. 4.

duHaHcoBbIE OrpaHnyeHns. Peannsaumsa Mmep n cpeacTtB KOHTPONSA U ynpasneHns 6e30nacHOCTbIO YacTo OrpaHu-
ynBaeTcs TemM DaKeTOM, KOTOPbIM MOXET BblAenuTb opraHmdaumsa. OgHako oMHaAHCOBOE OrpaHuyYeHue AO0JIKHO
NO-NPEXHEMY OCTaBaTbCHA MOCMNegHUM, NoaneXxawmm pPacCMOTPEHUID, NMOCKONbKY BOMNPOC O BblAENEHUN DIOMKETHBIX
cpeacTB HA Be30nacHOCTb MOXeT OblTb peleH Ha OCHOBE aHanu3a 6e30nacHoCTH.

OrpaHuyeHus, ceBa3aHHble co cpeaon. OHM 0DyCnoOBNEHbI reorparuyeckon N 3KOHOMUYECKOW Cpeaon, B KOTO-
PbIX MPOLUECCHl peanuayloTcs: CTpaHa, KnumaT, NPUPOAHbIE PUCKU, TEPPUTOPUATNBHOE PaCNONIOXEHNE, COCTOSIHNE 3KOHO-
MUKW N Op.

OrpaHuyeHusa No BpeMeHu. Bpems, Heobxoaumoe aAns peanusauumm Mmep n CpeacTB KOHTPONS U ynpasneHus
6e30NacHOCTbIO, AOIMKHO ONpeaensiTbCs € y4eTOM BO3MOXHOCTU MOAEPHU3aAUMN MHPOPMAUNOHHOW cucTtembl. Ecnn Ha
peannaaunto 3aTpadumBaeTcsl OMeHb MHOIO BPEMEHN, TO PUCKU, ANS KOTOPbIX pa3dpabaTtbiBanucb MepPbl U CPEACTBA KOHT-
PONS N yNpasrneHusl, MOryT n3aMeHnTbcs. Bpemsa aBnsetcsa onpegensatowmm HakTopomMm npu NPUHATUA peLEHnn N BblDOo-
De NPUOPUTETOB.

OrpaHunyenus, kacarouwmecs metogos. MeToabl, COOTBETCTBYOLME HOY-Xay OpraHn3aunmn, 4oIMKHbl NCMONb30BaTh-
CS1 B OTHOLWEHUN NNaHUPOBAHUS NPOEKTa, TEXHUYECKUX YCINOBUN, pa3paboTku n ap.
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OpraHm3aunoHHble orpaHnYeHnst. PasnnyHble orpaHnYeHuss MoryT crnegoBaTtb M3 TpeboBaHMM opraHm3auum, a
MMEHHO:

- sKkennyartauusa — TpeboBaHus, Kacawwmuecs ANUTeNbHOCTU NPOU3BOACTBEHHOIO LUMKNA, NPegoCTaBNeHnst YCIyr,
HAONIOAEHNS, MOHUTOPUHIA, NINAHOB AENCTBUN B YPE3BbIHAWHbIX CUTYaUMsX, yxyaweHus paboTbl n ap.;

- nogaepxxka — TpeboBaHUs K NMONCKY HEUCNPABHOCTEN, CBA3AHHbIX C MHUMAEHTOM, NMPEBEHTUBHbLIM AEUCTBUSIM,
ObICTPOMY MCNPABNEHUIO U AP.;

- MEHE)XKMEHT KaApOBbIX PECypcoB — TpeboBaHus, Kacawwmecsi 0bydeHus1 onepaTtopoB U NONb30BaTENen, KBa-
nuukaumm, HeodbxogMMon Ansa Takux JOIMKHOCTEN, KakKk CUCTEMHbIM agMUHUCTPATOP MU agMUHUCTPATOP AAaHHbIX U AP;

- aAMWHUCTPAaTUBHbIAN MeHed)KMeHT — TpeboBaHus, Kacawwmecsa oba3aHHOCTEN U 4p.,

- MEHEXKMEHT pa3paboTkm — TpeboBaHus, Kacawmecss MHCTPYMEHTANbHbIX CPEACTB pa3padboTku, CUCTEM aBTO-
MaTU3NPOBAHHOW pa3paboTKM nNporpamm, NMaHoB NMPUEMOYHOro KOHTPOnsA, obecneveHust opraHmusaumm v ap.;

- MEHEKMEHT BHELWWHUX OTHOLLEHUW — TpeboBaHus, Kacawwmecsas POpMUPOBAHNUSA OTHOLWLEHUN C TPETBUMU CTO-
poHamMu, A4OrOBOPOB U T. .
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[MpunoxeHue B
(cnpaBo4HOE)

Onpe.qeneHMe MyCTaHOBIIeéHUe ULeHHOCTUN aKTUBOB N OLleéHKa BITMAHAUA

B.1 MNpumepbl onpegeneHns akTUBOB

[lns yctaHOBNEHUS LEHHOCTM aKTUBOB OpraHn3auunst 4OIMKHa B NEPBYIO ovepeab onpeaennTb BCe CBOW aKTUBbI HA
COOTBETCTBYIOLWEM YPOBHE getanusaumn. MoryT pasnunyaTtbcs gBa Buaa akTUBOB:

- OCHOBHbI€ aKTMBbI, BKNovawowme Ou3Hec-npouecchl, bnsHec-aessTenbHOCTb U MHPOPMAaLUNIO;

- BCriomoraTternbHble (NogaepXuBarWwme) akTuBbl, OT KOTOPbIX 3aBUCAT OCHOBHbIE COCTaBHbIE YacTu 0bnacTtu npum-
MEHEHUS BCEX TUMNOB, BKITIOYAOWKMe annaparHble cpeacTsa, nporpammHoe obecneveHmne, CeTb, NEPCoHan, Mecto QyH-
KUNOHUPOBAHUA OopraHn3auun, CTPYKTYpy opraHm3auum.

B.1.1 OnpeaeneHne 0CHOBHbLIX aKTUBOB
[HaHHasa pesaTenbHOCTb 3aKovaeTcsl B onpeaeneHnn OCHOBHBLIX aKTUBOB (DM3Hec-npouecchl U BuaHec-gesiTenb-

HOCTb, MHpOpMaUKUA). Takoe onpeageneHne oCyLWecTBNAETCH COTPYAHUKAMMN COBMECTHOW paboden rpynnbl, y4acTBYHOLWMN-
MU B npouecce (pykoBoaUTENN, cneynannctbel B cdoepe MHPOPMaUMOHHBIX CUCTEM W MONb30BaTENN).

OCHOBHbIMW akTBamMu 0BbIMHO ABNAOTCA DA30BbIE NPOLECCHI U MHDOPMALUS O AEATENBHOCTM OpraHn3aunmn B ee
cpoepe gencreus. Moryt paccmaTpmBaTbCsl TaKKe U Apyrme OCHOBHbIE aKTUBbI, TaKNe, Kak NpoLecchl XXN3HeaesaTeNbHOC-
T opraHu3aumm, KotTopble byayt UMeTb OTHOLWLEHUE K popmmnpoBaHunto nonutukn Vb nnn nnana HenpepbIBHOCTU BU3HE-
ca. B 3aBucumoctn oT uenun, nHorga He TpebyeTcs ncHepnbiBaWMn aHann3 BCEX 3MEMEHTOB, BXOASWMX B NMpouece
MEHEKMEHTA pucka. B Takmx cnyvasax pamkm nay4veHmnst Moryt ObiTb orpaHuveHbl Hanbornee 3Ha4YUMbIMU 3NEMEHTaMM.

OCHOBHbIE aKTUBbI ObIBAOT ABYX TUNOB.

1 buaHec-npouecchl (MNy noanpouecchl) n busHec-AeaTeNbHOCTb, HANPUMED:
- Npouecchl, yTparta unn yxyalweHne KOToOpbIX AenaeTr HEBO3MOXHbIM peanu3auuio Lenen v 3agad opraHmsauunu;

- NPOUECChl, coaepawme 3acekpeyeHHble NMpouecchbl UNKU MPOLECChl, CO34aHHbIE C UCMONIb30OBAHUEM MNATEHTO-
BAHHOW TEXHOJIOMMN;
- IpoLuecchl, MOANMUKALUNA KOTOPbIX MOXET 3HAYUTENBHO MOBMUATb HA peanui3aunto uenen n 3agad opraHuaa-

Linwn,

- NPOLECChI, KOTOPble HEODXOAUMbI OpraHn3aunmn Ans BbIMOMHEHUSA OrOBOPHbIX, 3aKOHOJATENbHbIX UMW HOPMa-
TUBHbIX TPebOBaAHUN.

2 Mndbopmauma. B obwem ocHoOBHasA nHopmauust BKNO4YaeT B cedbs:

- MHCDOpMAaLMIO, HEODXOAMMYIO ONA peanu3auum HasHadveHus nnu buaHeca opraHmlauunm;

- MTHCOOPMAaUMIO NMUYHOIO Xapakrepa, KoTopasi onpegeneHa ocobbim 06pa3om, COOTBETCTBYIOLWMM HALMOHATBHbBIM
3aKOHAM O HEMNPUKOCHOBEHHOCTU YAaCTHOWN XU3HWU;

- CTpaTernveckyto nHopmMmauunio, Heobxoanmyo anst JOCTUXKEHUSA Lenen, onpegensemMmbiX HanpaBneHnem crpa-
TErmm opraHm3auuu;

- LEHHY0 MHGopMauuto, cbop, xpaHeHne, obpaboTka u nepegada KoTopoun TpebyoT NPOACIIKUTENBHOIO BPEMEHN

n/vunn cesi3aHbl ¢ BonbWMMK 3aTpaTaMn Ha ee npuobpeTeHune.
[Tpouecchl n HOPMALUUSA, KOTOPbIE HE BbINK onpeaenerbl Kak YyBCTBUTENBbHbIE OTHOCUTENBHO AAHHOW OesATElb-

HOCTH, HE ByayT MMeTb onpeaeneHHon Knaccnukaumm B OCTaBLIENCS YaCcTU NCCnegoBaHus. ITO O3HAYaeT, YTO €Cln
Takue npouecchl unu nHdopmaumna 6yayt CKOMNPOMETUPOBAaHbLI, OPraHn3auns No-npexHemy byaet yenewHo OCyLLEeCTB-
NATb CBOE Ha3HaveHne. Tem He MeHee OHM YacTo HacnegyT Mepbl N CPEACTBA KOHTPOSA U yrpaBneHus, peannayemsle
0N 3aWmnThl NPOUECCOB U MHpOpMaUUN, onpeaerieHHbIX Kak YyBCTBUTESbHbIE.

B.1.2 lNepe4yeHb U onucaHne BCcnoMmoratenbHbIX aKTUBOB

Cdhepa paccMOTPEHUS BKITIOYAET aKTUBbI, KOTOPbIE A0OMXKHbI ObITb ONpegeneHsl U ONUCaHbl. ATUM aKTUBaM MPUCY-
LN YA3BUMOCTU, KOTOPbIE MOIYT ObiTb UCMOMNBb30BaHbI Yrpo3amn, HaleneHHbIMWU Ha Nopyy OCHOBHbLIX aKTUBOB cdepbl
paccMoTpeHust (npoueccoB U nHopmaumm). OHKU MOTyT DObITb Pa3NUYHbLIX TUNOB.

AnnapaTtHble cpeactBa

Tun «annapartHbie cpeacTBa» BKIOYaeT Bce PU3NYECKME 3NEMEHTbI, NOAAEPKUBAOLLNE NPOLUECCHI.

Annapartypa 06paboTkm gaHHbIX (aKTUBHAaA). AnnapaTtypa aBToOMaTU3npoBaHHOMW 006paboTKM nHpopmaumm cocTo-
NT N3 3INEeMEHTOB, HEODXOANMbIX AN HE3aBUCUMOW paboThi.

MobunbHaa annapartypa. loptatmBHas BblMUCNNTENbHASA TEXHUKA.

[1punmep—TllopTatuBHbIN KOMNBLIOTEP (HOYTOYK), KAPMAHHbBIW KOMMBIOTEP.
CraumoHapHasa annaparypa. BelvmncnuntenbHasa TexHuka, ncnosibdyemasi B NOMeELLEHNAX opraHmsauynn,

[MTpumep — CepBep, MUKPOKOMIMBIOTEP, UCMONBb3YEMbIN B Ka4YecTBe paboven cTaHuumu.
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[lepudepurHoe obpabaTbiBaoulee obopyaoeaHue. Annapartypa, NogcoeaMHEHHas K KOMNbIOTEPY NOCPEeaCTBOM
CBSI3HOrO noprta (coeauHeHne 4vepes nocrnegoBartefibHble, napannenbHble KaHansl U T. M.) Ans BBOAA, NepeMeLLeHUs
NN nepegadn aaHHbIX.

[Tpumep — [lpyuHTEP, CMEHHBIN ANCKOBOA.

Hocutenb gaHHbiX (IQCCUBHLIN

ITO HOCUTENN ANSA XPaHEHNA OAaHHbIX Unn dyHKUMN,

DNEKTPOHHbLIN HOCUTENb, HocuTens MHOPpMaLUK, KOTOPLIK MOXET ObiTb NOACOEANHEH K KOMIMBIOTEPY UIMN KOMIMb-
IOTEPHON CETU AN XPaHeHUs! AaHHbIX. HECMOTPS HA KOMMNAKTHLIN PasMep, Takme HOCUTENN MOryT coaepaTb 60MbLLION
06bemM gaHHbIX. OHM MOIyT NCNONBb30BATLCH CO CTAHAAPTHOW BbIMUCIIUTENBHOW annapartypoun.

1Tpumep — [nbkne guckn, CD ROM, pesepBHbIN KApTPUOK, CMEHHbIN XECTKUA OAUCK, KoY 3alnTbl NaMATH,
MarHUTHas NeHTa.

Hpyrve HocuTenu. CtatndHble, HEJNMEKTPOHHbIE HOCUTENW, CcoaepXawmne aaHHbIe.

[Tpnmepb — bymara, cnang, gmano3nTtme, 4OKYMEHTaUNA, Pakc.

[IporpammHoe obecneveHune

[TporpammHoe obecneveHne BKIIIOYAET NPorpamMmmbl, COAENCTBYOWME paboTe ycTponcTea no 0bpaboTke gaHHbIX.

OnepaunoHHasa cuctema. Takoe HaMMEHOBaAHME NOAPA3YMEBAET BKMOYEHUE BCEX NPOrpamMmm KOMMbIOTEPA, CO-
30a0LLEro onepaynoHHy0 OCHOBY, HA KOTOPOW UCNONHSAOTCHA BCE ApYyrve nporpammbl (CepBuchl Uun npunoxeHust). OHo
O3Ha4YaeT BKIIOYEHUE 4pa N OCHOBHbLIX PYHKLUMIA UNW CEPBUCOB. B 3aBUCUMOCTUN OT apXUTEKTYPbI ONepPaLNOHHANa CUCTE-
Ma MOXET BbITb MOHONMMTHOW UNWN COCTOSALLEN U3 MUKPOSAPA N COBOKYNMHOCTU CUCTEMHbIX CEPBUCOB. [ NaBHbIMU 3NEMEH-
TaMn ONepPaALNOHHON CUCTEMBbI ABISAIIOTCH BCE CEPBUCHI MEHEPKMEHTa 0bopyaoBaHuMsA (LUEeHTpanbHOE NPOLUECCOPHOEe
YCTPOUCTBO, 3anomMuHatoulee ycTpoucTBO, ANCKN U CETEBbIE MHTEPMENCHI), CEPBUCHI MEHEMKMEHTA 3a4a4 UIMN NPoLec-
COB, a TaKXke CepBUCbl MEHEPKMEHTA NONb30BaATENEN U NPAaB NONb30BaTENEN.

[IporpammHoe obecneveHne ob6CNyXMBaHMUA, CONPOBOXAEHUS UNW aaAMUHUCTPUpoBaHud. lporpammuoe obec-
nevyeHne AOnonHAET CEepPBUCHI ONEPaALMOHHON CUCTEMbI, HO HE OBCNYXMBAET HENOCPEACTBEHHO MOMNb30BATENEN UMK
NPUNOXeHUA (aaxe ecnn 3170 0BbIMHO SABNSIETCH Ba)XHbIM UK obazaTtenbHbiM Ans obwen paboTbl MHPOPMALUNOHHON
CUCTEMBI).

nporpammHoe obecnevyeHmne sIBNATCA 3aBEPLIEHHBIMU NMPOAYKTaAMU, NMpeaHasHavYeHHbIMU ANs nonyyYeHnsa npuboinm (a
HE OAQHOPA30BLIMKU UMK cneundpnyeckummn paspabotTkamu), NpoaaBaeMbliMU BMECTE C HOCUTENEM, BEPCUEN N COMNPO-
BoXXaeHneMm. OHn obecneumBaloT cepBUCbl AN NONb30BaTENen U NpPUNoOXeHun, HO He ABNSAITCA NePCOHNMULNPOBAH-
HbIMWU NN cneundUHHbIMKU B OTNNYME OT BU3HEC-NIPUNOXKEHUNA.

[Tpwumep — lporpammHoe obecneveHne ynpasneHus 6a3on gaHHbIX, NPOrpaMmmMHoOe obecnevYeHne 3neKTpPoH-
HOro obmeHa coobleHuamMn, nporpammHoe obecneveHne KONNeKTUBHOMO Nnonb3OBaHUSA, NporpaMmmHoe obecnedveHumne
KaTanoros, nporpammHoe obecnevenmne Web-cepBepa um T. A.

buaHec-npunoxexHue
CtaHpapTHoe 6uaHec-npunoxeHune. Kommepyeckoe nporpammHoe obecneveHne, npegHasHaveHHoe Ansl npe-

OOCTaBNEeHUs NONb30OBaTENSAM MPSAMOro 4ocTyna K cepBucam n PyHKUnsaM, TpedbyembiMm MU OT CBOEN MHPOPMaLNOHHON

CUCTEMbI B CBOEM NpoheccnoHanbHOM KOHTEKCTe. CylwecTByeT OrpoMHOe pasHoobpasne BUAOB TaKOro NporpaMmmMHOro
obecnevyeHus.

[1Tpunmep — [porpammHoe obecneveHne y4eTHbIX 3anucen, nporpaMmmHoe obecneveHne ynpaBneHnst CTaHKa-
MW, NporpaMmmMmHoe obecnedyeHne mMeguuMHCKOro HabnwgeHusa 3a naumeHTamm, nporpammHoe obecnevyeHne MeHedx-
MEHTa KOMMETEHTHOCTMN nMepcoHana, agMUHUCTPaTUMBHOE NMporpaMmmMmHoe obecnevyeHme u T. 4.

Cneundumyeckoe duaHec-npunoxeHue. lNporpammHoe obecneveHne, B KOTOPOM PasfnyHbie acnektbl ([MaBHbIM
obpa3om, nogaepxka, ConpoBOXAeHNe, moaepHu3auns n T. 4.) beinn paspaboTaHbl cneunanbHO ANA NpeaocTaBleHus
Nonb30BaTensiM NPSAMOro Aoctyna K cepucam n pyHkUnsam, TpedbyembiM UMM OT CBOEWN MHMPOPMALNOHHON CUCTEMBI.
CylecTByeT OrpoMHoe, pasHoodbpasme BUAOB TAKOro nNporpammHoro obecneveHums.

[Tpumep — MeHEIKMEHT CHETOB KIMEHTOB ONEPATOPOB AanbHEN CBSI3U, NPUITOXKEHNE MOHUTOPUHIA 3anycka
pakeT B peanbHOM BPEMEHMW.

CeTb
TMI'I KCeTb» COCTONT N3 BCeX TEJ’IEKOMM}/HHK&ILI,HOHHI:IX yCTDOFICTB, HCI’IOJ’IbSyEMbIX ANA COeAMHEHNA HEeCKOITbKNX

dn3ndeckn yganeHHbIX KOMMbIOTEPOB UIMN 3NEMEHTOB MHPOPMALUNOHHON CUCTEMBI.

Cpena v nogaepxka. Cpega nnu obopyagoBaHMeE CBS3WM U AalnbHEW CBS3WM XapaKTepPU3YHOTCH, rMaBHbIM 06pa3som,
dnN3NYEeCKNMN U TEXHUHECKUMU XapaKTepucTukamm obopyaoBaHnUs («KTOUKa—TOYKa», PETPaHCnaAumst) N npoToKonamm
CBA3UN (KaHalnbHbLIK UNN CETEBON — YPOBHU 2 U 3 CEMUYPOBHEBON MOAENN B3aUMOAEUCTBUSA OTKPbLITBIX CUCTEM).
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[Tpunmep — Kommytupyemas tenedoHHas cetb obuwero nonb3oBannsa (PSTN — Public Switching Telephone
Network), Ethernet, Gigabit Ethernet, acummeTpuunas undpposas aboneHtTckas nuHua (ADSL — Asymmetric Digital
Subscriber Line), ctangaptbl Ha bBecnpoBoaHyto cBA3b (Hanpumep, WiFi 802.11), cneundukauma Bluetooth, ctangapT
FireWire.

[laccuBHbIE NMN aKTUBHbIE PETPaAHCNATOPbLI. JdaHHbIM NOATUN BKITIOYAaET BCE YCTPONCTBA, ABMNAIOWMECHA HE OKOHEY-
HbIMW, & NMPOMEXYTOYHbIMKU YCTPOUCTBAMU CBSA3U. PeTpaHCnAaATOpbl XapakTepusyloTcsa nogaepXXmBatolmmMmn CeETEBbIMU
NPOTOKONamMn CBA3N. B gononHeHne kK 6a3oBOMY PETPAHCNATOPY OHM 3a4acTyio obecneymBatloT PYHKUUN U CEPBUCH
MapLpyTtmnsaumm n/mnn ouneTpaymm ¢ UCNob30BaHUEM CBSI3HbIX KOMMYTATOPOB U MapLUpyTU3aTOPOB C PUNBTPaMMN.
YnpaBneHne nmmn 3a4actyro MOXeET OCYLWECTBATLCH HA PACCTOAHMKU, N ODbIMHO OHWM CNOCOOHLI FrEHEPUPOBATL XKypHanbl
DErncTpaLunn.

[Tpumep — MocT, MmapwpytTnaaTop, KOHLUEHTPATOP, KOMMYTaToOp, aBTOMaTUYECKUIA KOMMYTATOP KaHAMNoB.

CBasHon uHtepdenc. CeA3HbIE MHTEpPdENCHl NPOLECCOPOB NOACOEAMHEHBI K NMpoUeccopam, HO XapaKTepuaytoT-
CA Cpeaon 1 noaaepXmMBatWMMMU NPOTOKONamMu, NobbIMN YCTAHOBNEHHbIMKU DYHKUMAMKM DUNbTpaUnmn, perncTpaumm
UNK reHepaunmn npegynpexgeHmnin n nx PyHKUMoHanbHbIMWU BO3MOXHOCTSMU, a TaKkKe BO3MOXHOCTBIO U HEODXO0QUMOC-
Tbl0 YOanNeHHOro yrpaBlieHUS.

[Tpnmep — MNakeTHasa pagnocesasb obuwero HaszHaveHuss (GPRS — General Packet Radio Service), Ethernet-
aganrtep.

[lepcoHan

Tun «nepcoHan» coCTOUT U3 BCEX IPyrnn COTPYAHUKOB, Y4acTBYOWMX B paboTe MHPOPMALMOHHON CUCTEMBI.

[Ilvyo, npuHumarwulee pewenus. Jlvuamu, NnpUHUMaOLWMMK peLlleHns1, SIBNSA0TCA Bnagenblbl OCHOBHbIX aKTUBOB
(MHpopmaunm n MYHKUMA) U PYKOBOAUTENW OpraHn3aumm Unn onpeaeneHHoro rnpoekra.

[Tpnmep — BbicWwee pykoBOACTBO, PYKOBOAUTENb MPOEKTA.

[lonb3oBatenu. Nonb3oBaTensamm sIBNSIETCA rnepcoHan, obpabartbiBalowmin YyBCTBUTENBbHbLIE 3MEMEHTbI B KOHTEK-
CT€ CBOEWN AEATENbHOCTU U HECYLLMNA B 3TON CBSA3U OMNpPeaeneHHy OTBETCTBEHHOCTb. OHM MOryT obnagate 0cobbimu
npaBamMmun goctyna K MHPOPMaUMOHHON CUCTEME, HEODXOAMMBIMU UM AN PEWEHNs CBOUX NOBCEAHEBHbLIX 3a4au.

[Tpunmep — PykoBogutenbs otaena Kagpos, pykoBognTernb PMHAHCOBOIo oTAena, pykoBoAUTENb, OCYLLLECTBIIS0-
LN MEHEMKMEHT PUCKA.

[lepcoHan no akcnnayatauvn U CONpPOBOXAEHUID. ITO NepPCcoHar, 3aHMMaLWMNCs 3KCnnyaTtaumen u conpoBoXie-
HUeM MHopmaunoHHon cuctembl. OH obnagaet ocobbiMy NpaBamMmun 4ocTyna K MHPOPMALUNUOHHOW CcUCTEME, HEObXoau-
MbIMW €MY AN PELLEHNA CBOUX NOBCEAHEBHbLIX 3a4av.

[Tpumep — CUCTEMHBIM aAMUHUCTPATOP, agMUHUCTPATOP AaHHbIX, OnepaTop pe3epBUPOBaAHUSA, CMIPABOYHOIO
CTONa, pasBepTbIBAHUS NPUNOXKEHUA, COTPYAHUKM CNyXObl 6e30nacHoCTwW.

Pa3paboTyuku. Paspabotunkm 3aHmmalotcs paspaboTKon npunoxXeHun opranmsaumn. OHuM obnagatoT BbICOKO-
YPOBHEBbIMU NPaBaMu JOCTyNa K 4acTu MHADOPMALMUOHHOW CUCTEMBI, HO HE BbIMONHAOT KaKMX-nnbo AeNCTBUIA B OTHOLLE-
HUW OAHHbIX, CBA3AHHbIX C BbIMyCKOM MPOAYKLWMN.

[MTpumep — Pazpabotumkm BUsHEC-NPUNOXEHUN.

MecTo dhyHKUNOHMPOBAHWMA OpraHu3auunun

Tun «mecTo PYHKUNOHNPOBAHUSA OpraHn3aummn» BKINOYAET B cebs BCe Nnowagkm, UMetowmne oTHoOWeEHne K obnac-
TV NPUMEHEHUS UK YacTn 0BNacTn NPUMEHEHNS, N PU3NYECKNE CpeacTBa, Heobxoanmble anst ee PyHKUMOHNPOBAHUSI.

BHewHAa cpena, BHEWHEN cpeaon SABMSAITCH BCE MECTA, B KOTOPLIX HE MOIyT NPUMEHATLCH cpeacTBa obecneve-
HUSA 6e30NacHOCTU OpPraHn3auun.

[1Tpwnme p—2HKunuwa nepcoHana, noMeLeHusa gpyron opraHmnsaumm, cpega 3a npegenamm mecrta pyHKUMOHU-
PDOBaHUSA OpraHm3aumnm (ropoackasl 3oHa, onacHas 30Ha).

BnageHnsa opraHvm3aumn. 3TO NMPOCTPAHCTBO OrpaHnYMBaETCH NEPUMETPOM OpraHm3aunmn, HenocpeacTBEHHO
KOHTaKTUPYIOLLMM C BHELLHEN cpeaon. Peub MOXET natm o omnanyeckon 3almTHON rpaHuue, obecneymBaemomn co3aaHu-
eM hmandecknx bapbepoB, UK O cpeacTBax HabnwaeHUs, YyCTAHOBNEHHbIX BOKPYIr 34aHUN.

[1pume p— WtaTt opranmsaunmn, agaHus.

30Ha. 30Ha co3agaeTcs PU3NYECKON 3aLlUTHON rpaHnuen, obpasyrowen oTAeNbHbIE YHACTKN HA TEPPUTOPUN Opra-
Hu3aumn. OHa obecnevmBaeTcsl ¢ NOMOLLbLIO CO3AaHUSA (PU3NYECKMX BapbepPOB BOKPYr MHAPACTPYKTYP 06paboTKM MH-
QopMauun opraHmsauum.

[Tpumep — Odwucel, 3apesepBupoBaHHas 30Ha goctyna, beszonacHas 30Ha.

OcHOBHblE cepBuUChl. Bce cepBuckl, Heobxoammble AN PyHKUMOHUPOBAHUSA 0D0OPYyAOBaAHUA OPraHmn3auuu.
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CBA3b. TenekoMMYHUKaAUWUOHHbIE CEPBUCHI U 060pyaoBaHMe, 0bCnyXuBaemblie OnNepaTopoM.

[Tpnmep — TenegoHHas nuHua, ATC opraHmsaumm ¢ ncxogawen n BXogswen CBsA3blo, BHYTPEHHUE TenemoH-
Hble CETMW.

KommyHukaumn. CepBucbl U cpeactBa (MCTOMHUKU 1 3MNEKTPONPOBOAKA), HeobXxoanmMbie AN CHADXEeHNs1 3HEPIrnen
MHPOPMALNOHHO-TEXHONOrMYECKOro 0b6opyaoBaHus U NepuepumnHbiX yCTPONCTB:

[Tpnmep — VICTOUHMKM 3NEKTPONUTAHUA C HU3KMM HanpshkXeHWeEM, MHBEPTOP, pacnpegenntenbHoe YCTPOUCTBO
3NEKTPUYECKON LEMNMN.

- BOOOCHabXeHne;
- yaaneHue 0TX040B;
- CEPBUCHI U cpeacTBa (000pyaoBaHUE, KOHTPONb) AN OXNa)XXaeHNA U O4YUCTKU BO3aAyXa.

[Tpunmep — Tpybbl BOASHOrO OXNaXaeHusl, KOHAULUMOHEPbI BO34yXa.

OpraHusaums
Tvn «opraHn3aumsi» CBsi3aH ¢ OnNMcaHNeM CXeMbl OpraHmn3aunn, COCTOSILLEN N3 BCEX KaAPOBbIX CTPYKTYP, BbIMOI-

HAOLWMX HEKYI0 paboTy, n npoueayp, yNnpasnstoWmxX 3STUMN CTPYKTYPaMMU.

AAMUHUCTPATUBHbLIE OpraHbl. CTPYKTYPbI, OT KOTOPbIX YKA3aHHAas OpraHu3auust nony4aet cBom noTHomMou4nsi. OHK
MOryT ObITb OpUANYECKN ODOPMNEHHbIMK hunnanamm opraHm3aumnm UM BHELWWHUMKW CTPYKTYpamMu. OTO HanaraeT orpa-

HUYEHNA Ha OLEHMBAEMYIO OpraHM3auuio B NnraHe npasus, peweHnn u gencieun,
[Tpunmep — KoHTponupylowas opraHmsaumsi, npaBneHne opraHnsauun.

C1pykrypa opranmsaumy. OHa COCTOUT M3 PA3NUYHbIX OTAENEHUA OPraHn3aumun, BKNOYasa AesiTENbHOCTb OPraHu-
3auum ¢ nepecekarnwmmMmmncsa GyHKUNSAMN nog ynpaBneHnemM ee pykoBoacCTBA.

[MTpunmep — KagpoBbin meHemKkmeHT, meHemKkMmeHT T, cHabXXeHYeCKMn MeHEMKMEHT, MEHEMKMEHT Bu3Hec-
nogpasgeneHun, cnyxba 6e30nacHOCTU 34aHUKW, NnoXxapHas cnyxba, MeHeKMEHT ayauTa.

Opranmsauusa npoekta mnu cuctembl. OpraHusaums, co3gaHHas ans onpeaeneHHoro NnpoekTa unmM cepBuca.

[Tpunmep — lNpoekT pazpaboTkm HOBOro NPUNOXEHUsA, NPOEKT Murpauum MHOPMaUNOHHON CUCTEMBI.

KoHTpareHTbl/nocrasuwmkn/naroroputenn. OpraHmsauyus, obecnevmBaoLlas gaHHYO OpraHn3auuto CEPBUCOM UMK
pecypcamMu U CBA3aHHAasi C HEN JOroBOPOM.

[1pwumep — Komnanmsa no ynpaeneHnto ob6opygoBaHMEM, ayTCOPCUHIOBAA KOMMAHUSA, KOHCANTUHIOBbIE KOMMA-
HUWN.

B.2 YcTaHOBNEeHne UeHHOCTN aKkTUBOB

Chneayowmn war nocre onpegeneHns akTMBoB COCTOUT B COrNacoBaHMM UCMONb3yEMON LLUKanbl LEHHOCTEN N KPWU-
TEpPUEB AIA NMPUCBOEHUS KaXAOMY akTUBY onpenerieHHOro noroXxeHus Ha wkane, OCHOBAHHOIO Ha yCTaHOBNEHUU LIEH-
HOCTU. Bcneagctene pasHoobpasms akTMBOB, BCTPEYaWmMXCcs B DONbLUMHCTBE OpraHm3aynmn, BEPOSATHO, HYTO HEKOTOPbIE
aKTUBbI, UMEOLWNE N3BECTHYIO OAEHEXHYIO LEHHOCTb, ByayT OUEHEHbl B €AMHNLAX MECTHOW BartoThl, TOr4a Kak Apyrum,
obnagarowmm B BonblLEeN CTENEHN KAa4YEeCTBEHHOW LEHHOCTbLbIO, MOXET ObiTb NPUCBOEHA UEHHOCTb, Konebniowascs, Ha-
npuMmep, B npegenax oT «04eHb HU3KOW» 00 «0YeHb BbICOKOW». PeleHne 0 TOM, Kakylo WKany UCnonb3oBaTh, KONMUYe-
CTBEHHYIO UMM KAYECTBEHHYIO, B AENCTBUTENBHOCTU SBMNAETCHA BOMNPOCOM NPeanovTeHnss opraHn3auum, HoO oHa OOJKHa
ObITb YMECTHa Ansl oueHnBaembixX akTueoB. Oba Bnga onpegeneHmns UEHHOCTU MOryT BbiTb MCNONMBb30BAaHbI ANS1 OQHOMO WU
TOrO & aKTUBA.

TUNNM4YHbIE TEPMUHbI, NCNOJIb3yEMbIE AN KAa4YE€CTBEHHOIO YyCTAHOBMEHUA LUEHHOCTM aKTUMBOB, BKITHOYalOT Chneayto-
e onpeaeneHns: NpeHebpexXxmmo manasi, oMeéHb HU3Kasl, HU3Kasl, CpeaHNAs1, BbICOKAs, OYeHb BbICOKAas, KPUTUYHASI.
Bbibop 1 ananasoH TepMUMHOB, NOAXOAALWMX OANS OpraHn3aunn, CUINbHO 3aBUCAT OT NOTPEeBbHOCTM B Be3onacHOCTM opra-
HU3auuu, pasmepa opraHvsauum U gpyrmx, xapakTepHbix ans opraHmsaynm pakropos.

Kputepun

{PUTEPUN, NCNOSb3YEMbBIE B KAYECTBE OCHOBbI 151 NPUCBOEHUSA LEHHOCTUN KXXA0MY aKTUBY, AOIMKHbI ObIThb 3anuca-
Hbl B OJHO3HA4HbIX BbIPXXEHUAX. DTO HACTO ABNAETCH OAHUM U3 Hanbonee CrnoXHbIX aCnNeKTOB YCTAHOBIEHUSA LEHHOCTH
aKTUBOB, MOCKOIIbKY LUEHHOCTb HEKOTOPbIX aKTUMBOB, BO3MOXHO, AOIMKHA yCTaHABNMBATBLCH CYOBLEKTMBHO M NPUHUMATDL
peLleHnsl, BEPOSATHO, ByayT pasHble nogn. Bo3MOXHbIE KPUTEPUUN, UCTIONBb3YEMbIE ANS ONpeaeneHnst LEHHOCTU aKTUBA,
BKJTHOYAOT €ro UCXOAHYI0 CTOUMOCTb, CTOMMOCTb €ro 3amMeHbl UMM BOCCO34aHuUs1, UNN LEHHOCTb, KOTOPasi MOXET BbITb
abCTpakTHON, HaANPUMeEpP LUEHHOCTb penyTaumu opraHusauum.

Ewe ogHOM OCHOBOW ANs1 YCTAHOBNEHUSA LEHHOCTN aKTUBOB SIBIIAIOTCHA pacxodbl, MOHECEHHbIE U3-3a MNOTEPU KOH-
dnageHunanbHOCTU, UENOCTHOCTU N AOCTYNHOCTUN B pe3ynbraTte nHumgeHTta. HeotkazyemocTb, y4eTHOCTb, NOANTMHHOCTL U
HAAEXHOCTb TaKXKe AOIMKHbI pacCMaTpuBaTbCHA COOTBETCTBYHOLWMM 06pa3om. Takoe yCcTaHOBMEHUE LUEHHOCTU obecneyunT
N3MEHEHNA BaXHbIX 3MTEMEHTOB LEHHOCTU akTMBa B AOMONHEHNE K BOCCTAHOBUTEINIbHOW CTOMMOCTW, OCHOBAaHHbLIX HA
NpubNN3NTENbHbLIX OLUEHKaxX HEDNaronpuaATHbIX NOCNeacTBMn Anst bn3Heca, BbITEKAKLWMX U3 UHUMOEHTOB Be30nacHOCTH

28




[OCT P AICO/M3K 27005—2010

C NpeanofiaraemMon COBOKYNMHOCTbIO 0bcTosATeNnbCTB. Cneayet NoAYepKHYTh, YTO MpU 3TOM NOAxXoAe NPUHUMAKTCH BO
BHUMaHME NOCNEACTBUSA, KOTOPbIE HEODXOANMO BKMNOYaTb B OLEHKY PUCKA.

MHOrmm aktmBam B Xo4e yCTaHOBIIEHUA LEHHOCTU MOIyT NPUCBauMBAaTbCH HECKONbKO 3HAYEHNN LeHHOCTU. Hanpu-
MEpP, BU3HEC-NMAH MOXET OLUEHMBATBLCA HA OCHOBE TPyAa, 3aTPayveHHOro Ha ero paspaboTky, OH MOXET OUEHMBATLCS Ha
OCHOBE Tpyaa, Heobxoammoro Anst BBOAa AaHHbIX, UM OH MOXET OLEHUBATBLCSH HA OCHOBE €ro 3Ha4YMMOCTU A1 KOHKY-
PDEHTOB. Bce 3T NpUCBOEHHbIE 3HAYEHUA LEHHOCTU CKOpee BCEro dyayTt CyWecTBEHHO pasnuyaTtbcs. [1pucBOeHHOE 3Ha-
YeHNne MOXeT BblTb MakCMMarnbHbIM U3 BCEX BO3MOXHbIX 3HAYEHUA UNN CYMMOW HEKOTOPbLIX UM BCEX BO3MOXHbIX
3Ha4YeHu. B okoH4YaTeNnbHOM aHanuae JomKHO BbiTh TWATENbHO onNpeaeneHo, Kakoe 3HavYeHne NN 3HavYeHns1 LEHHOCTH
NnpUCBanBalTCA akTUBY, NOTOMY YTO OKOHYaTelnbHas NPUCBOEHHAas LEHHOCTb BKINOYaEeTCA B OnpeaerieHne pecypcos,
KOTOPbIE AOIMKHBI ObITh 3aTpadveHbl HA 3aWNUTY akTUBA.

CBegeHue K 0blien OCHOBE

B KOHEYHOM cyeTe BCE YyCTAHOBIEHUSI LEHHOCTU aKTUBOB AOITKHbI OblTb CBEAEHbI K 0OWEN OCHOBE. QTO MOXHO
caenaTtb C MNOMOLWbIO KPpUTEPUERB, MPUBEAEHHbIX HUXE. Kpntepun, KOTOpble MOryT UCMONb30BaTbCA ONA OUEHKU BO3MOX-
HbIX MOCNEeACTBUWN, BbITEKAKOLWMX U3 NOTEPU KOHPMAEHUNANBHOCTU, LENOCTHOCTN, 4OCTYNHOCTU, HEOTKA3YyEMOCTH, Y4eET-
HOCTU, NOAJTMHHOCTU UMW HAAEXHOCTU aKTUBOB, BKI1HO4aloT:

- HApyLweHne 3akoHogaTenbCcTBa U/Mnn HOpM,;

- yxyaweHue pyHKUMoOHMpoBaHUA BusHeca;

- MOTEPS KHEOCSA3aEeMOro Kanutana»/HeratTuBHoe BIUSIHWE Ha penyTaumio;

- HApyLWeHWd, CBA3aHHbIe C NMMYHOU MHJOpPpMaUnewn;

- CO3aHne yrpo3bl Nn4yHon H6e30nacHoOCTY;

- HebnaronpuaTHOE BNUsIHME Ha obecnevyeHmne NpaBonopsaaKa;

- HApyweHne KoHpunaeHUnanbHOCTH,

- HApyLlweHne 0BLWEeCTBEHHOIO NOPSAKA;

- PUHAHCOBbLIE MOTEPMU;

- HApyweHne busHec-aesATENbHOCTU;

- cO3aHue yrpo3abl Anst 6e30nacHOCTN OKPYXKatoWwen cpeabl.

Hpyrum nogxoaom K OLEHKE NocneacTBuin MOryT BbiThb:

- NpepbiBaHne cepBuca — HEBO3MOXHOCTbL obecneveHns cepBuca;

- yTpara goBEPUA KIIMeHTa — yTpaTta AOBEPUs MeXayHapogHou MHPOPMaLMOHHOW CUcTeMe, NoTeEPs penyTtauuu,

- HapyLlwWeHne BHYTPEHHEro MYyHKUMOHMPOBAHUA — HapPYLWEHUA BHYTPU camMOW opraHmsauum, AONOSIHUTENbHbIE
BHYTPEHHUE pacxoabl;

- HapyweHue PyHKUNOHUPOBAHUA TPETBEN CTOPOHbI — HapPYLEHUS B PYHKUMOHNPOBAHNN TPETbUX CTOPOH, BEAy-
LWLNX Aena ¢ opraHn3aumnen, pasnnyHble BUAbl YObITKOB;

- HApyLWeEeHNe 3aKOHOB/HOPM — HECNOCODBHOCTb BbIMONMHEHUS NPABOBbLIX 0053aTENbCTB;

- HApyLWWEHNe O0roBopa — HECNnocoOBHOCTb BbIMONMHEHUS JOMOBOPHbIX 00S3aTENbCTB;

- ONMACHOCTb Ans nepcoHana/6e3onacHOCTb NONb30BaTENEN — ONACHOCTL AN nepcoHana n/unu nonb3oBaTenen
opraHu3sauuu,;

- BTOPXXEHNE B YaCTHYIO XN3Hb MONb30BaTENewn;

- PUHAHCOBbIE NOTEPMU;

- (PHAHCOBbLIE NOTEPU, CBA3AHHbIE C YpPe3BblYaWHbIMW ODBCTOATENBLCTBAMU UNN PEMOHTOM — Kacatolmecs nep-
coHana, Kkacawuwmecs 0b6opyaoBaHUS, KacalwWwmMecs NCcneaoBaHuim, OTHETOB SKCNEPTOB,;

- NOTEPSA TOBApPOB/HhOHAOB/aKTUBOBE,

- NOTEPS KIMMEHTOB, NOTEPS MNOCTABLLUUKOB;

- cyaebHble gena v wrpadsbi;

- NOTEPA KOHKYPEHTHOIO NPENMYLLLECTBA;

- NOTEPSA TEXHOMNOMMYECKOro/TEXHNYECKOIo NMAepCTBa;

- noTeps 3PPEKTUBHOCTU/HAAEKHOCTU;

- NOTEPA TEXHUYECKOW penyTaunu,

- CHMXKEeHME CnOCOBHOCTU K 3aKMNO4YEeHUI0 COrmnalleHui;

- MPOMBILUITEHHBIN KPU3nc (3abacToBKN);

- NPaBUTENBCTBEHHbLIN KPU3WUC;

- YBOJIbHEHWA;

- MaTepuarnbHbI yulepb.

DTN KPUTEPUMN SABNSIOTCA NpUMepamMmun npobnem, KoTopble AOMKHbI paccMaTpmuBaTbLCA NPU YCTAHOBIEHUN LEHHOC-
T akTUBOB. [1Ns npoBeaeHnst OLUEHOK OpraHM3aumm HYXKHO BblIBpaTbh KpUTEPUKM, YMECTHbIE ANSA ee Buaa busHeca un Tpebo-
BaHMN He30NacHOCTUN. OTO MOXET 03Ha4vYaTb, YTO HEKOTOPbIE U3 NEPEYUNCNEHHbIX Bbllle KPUTEPUEB HENPUMEHUMbBI U
MOXET NoTpeboBaTbCH AONONTHEHNE K 3TOMY CMUCKY.
Ulkana
'locne yCcTaHOBNEHUSI KPUTEPUEB AN PACCMOTPEHUA OpraHu3auum crnegyeT cornacoBaThb WKany, kotopas byaer
NCNONb30BaTbCs B MacwTtadbax opraHnsauuun. lepBbiM Warom sIBNSIETCHA NMPUHATUE PELLEHUS O YUCNE UCNONb3yeMbIX
yPOBHEN. He cylecTByeT npaBus, onpeaensiiowmx Hamnbonee ymecTHoOE YNCno ypoBHEW. bonbluee 4yncno ypoBHen obec-
neynBaeT DONbWKMA YPOBEHb AeTanu3auun, HO MHOr4a CnNUWKoOM menkast gudodepeHumnaumna 3aTpyaHsieT NPUCBOEHNE
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COrMacoBaHHbIX OUEHOK B MacliTabe opraHnsaumn. OBbIMHO MOXET UCNONb30BATLCA N0B0E YNCNO YPOBHEN OT 3 (Hanpu-
MEP HU3KNK, CpeaHUA U BblCOKM) A0 10 B COOTBETCTBUM € NOAXOA0M, UCMONMb3YEMbIM OpraHu3aumen anst BCero npouec-
ca OLEHKU pUCKa.

OpraHm3aums MOXeT YyCTaHOBUTb COBCTBEHHbIE Npeaenbl LEHHOCTU aKTUBOB, TAKUE, KaK «HU3KUNY, «CPpeaHUun»
NN «BbICOKUMWY». ITU npeaensl A0MKHbI OUEHMBATLCH B COOTBETCTBUU C BbIBPAHHBIMU KPUTEPUSAMU, (TAK, A1 BO3MOX-
HbIX (PMHAHCOBLIX NOTEPb Npeaenbl A0MKHbI ObiTh YKa3aHbl B AEHEXHOM BbIPQXXEHUU, HO NPU PACCMOTPEHUU, HAMNPW-
MEP Yrpo3bl NMUYHON 6e30nacHOCTN, oNpeaenuTb UX AEHEXHYI0 LEHHOCTb MOXET ObIThb 3aTPYAHUTENBHO U HENPUEMITEMO
Ons Bcex opraHnsauuin). Hakoneu, peweHne 0 TOM, YTO CUYUTATb HE3HAYUTENBHBIMU UMK CEPLE3HLIMU MOCNEACTBUAMMU,
NONHOCTBIO 3aBUCUT OT opranm3auun. llocnegcteus, katacTtpodudeckne ans Hebonbwon opraHn3aunm, Moryt BbiTb
HE3HAYUTENBHBIMU UMM AaXe NPEeHebpeXMmMo ManbiMMU Anst OYeHb KPYMNHOW OpraHusauumu.

3aBucMmocTum

Uem Bonee 3Hauymmble 1 MHOMOYUCIEHHbIE DU3HEC-NPoLEecchl NOAAEPKMBAKOTCH aKkTUBOM, TeM bonblle LEeHHOCTb
3T1oro aktuea. [JJormkHa bbITb Takxe onpegeneHa 3aBUCMMOCTb OQHUX aKTUBOB OT APYIrmX, MNOCKOSbKY 3TO MOXET BNUATb HA
LEHHOCTb akTUMBOB. Hanpumep, KoOHOUAEHUNANbHOCTb AAHHbIX JOIMKHA COXPAHATBCH B TEYEHUE BCEro UX XU3HEHHOIO
LMKNA, HA BCEX CTaausIX, BKIIOYas XxpaHeHne n obpaboTtky, T. €. He0bXxoanMocTb obecneveHnss 6e30MNacHOCTU XPaHEHUS
OAHHBIX N NporpaMmm 06paboTKM gaHHbIX A0MKHA DbITb HANPSAMYIO CBA3aHAa C UEHHOCTBLIO, OTObpaxarwwen KoHPUaeHUN-
anbHOCTb XpaHsawmxcsa n obpabartbiBaeMbiX JaHHbIX. Takke, ecnn buaHec-npouecc 3aBUCUT OT LENOCTHOCTU onpeae-
NEHHbIX AAHHbIX, CO34aBaeMbIX NMPOrpaMmmMon, BXOAHble AaHHbIe 3TOW NporpamMmmbl AONMKHbI MMETb COOTBETCTBYIOLLYIO
CTENeHb HaAEeXHOCTU. Kpome Toro, LenocTHOCTb MHpopMaunm byaeT 3aBUCETb OT annaparHbIX U NPOrpaMmMHbIX CPeacTs,
NCNONMb3yeMbIX ANs ee XpaHeHnst n 0bpaboTkn. AnnapaTHble cpeacTBa, B CBOK ovepeab, byayT 3aBUCETb OT SHEProcHab-
KEHUS U, BO3BMOXHO, OT KOHAWUMOHUPOBAHUA BO3ayxa. Takmm obpasom, nHdpopmaums 0 3aBUCUMOCTAX NMOMOXET B
onpeaeneHnmn yrpo3 n 0CobeHHO B BbISIBNEHNN YA3BUMOCTEN. Kpome TOro, 310 NoMoXeT obecneunTb NpaBunbHOE Mpu-
CBOEHME 3HAYEeHUS LEHHOCTU aktuBam (bnarogapsi 3aBUCUMbIM B3aMMOCBSA3SIM), NOKa3biBasi, TakKMM 006pasom, COOTBET-
CTBYHOLNN YPOBEHb 3ALLUTHI.

LIeEHHOCTb aKTUBOB, OT KOTOPbLIX 3aBUCAT APYIrne akTUBbl, MOXET N3MEHATLCH Crieayowmm obpasom:

- €CINMN LEHHOCTb 3aBUCUMbIX aKTUBOB (Hanpumep AaHHbIX) HUXE UMK paBHA LEHHOCTU pPacCMaTPpUBaAEMOro akTmBa
(Hanpumep, nNporpaMmmMmHoro obecneveHust), ero LEHHOCTb OCTAETCH TAKOW Xe;

- €CNN LUEHHOCTb 3aBUCUMbIX aKTUBOB (Hanpumep AaHHbIX) BbllWe LEHHOCTU paccMaTtpuBaeMoro aktmea (Hanpw-
MEepP, NPOrpaMmmMHoOro obecne4veHus), ero LEHHOCTb JOMKHA BbITh YBENMYEHA B COOTBETCTBUN CO CTEMNEHBbID 3aBUCUMMOCTH
NN UEHHOCTBIO APYrnxX akTUBOB.

Y opraHmsaymnm moryT BbiTb HEKOTOPbIE aKTUBbLI, SBMAWMECH AOCTYNHbIMKM Bonee 0gHOro pasa, Takme, Kak Konuu
KOMMBIOTEPHLIX NPOrpaMmm UM KOMNbIOTEPLI OAHONO U TOrO Xe Bnaa, Ncnonbaywmnecss B 6onbWMHCTBE OPUCOB. ITOT
dhakT HeobXoAMMO Yy4UTLIBATL MNPU YCTAHOBIEHUN LEHHOCTU akTuBoB. C OHOW CTOPOHbLI, 3TN aKTUBbI NENKO YNyCcTUTb U3
BUAYy, NO3TOMY crieayeT 3abOoTUTBLCA O TOM, YTOObI ONpeaennuTb KaXxablh U3 HUX; C APYron CTOPOHbI, OHU MOryT ObITb
NCNOMb30BaHbl ANl YMEHbLUEHNS NPOBNemM AOCTYMHOCTM.

Peaynbrar

OkoH4aTenbHbIM Pe3ynNbTaToOM 3TOro wara byger nepedveHb akTUBOB N UX LEHHOCTU MO OTHOLWEHUIO K PACKPbITULO
(CoXpaHeHne KoHpUaeHUNansHoOCTH), Mogndunkaunm (CoXpaHeHne LenocTHOCTU, NOAITMHHOCTUN, HEOTKA3YEMOCTU U YUET-
HOCTW), HEAOCTYNMHOCTU N Pa3pPyLIEHNIO (COXPaHEHNE AOCTYNHOCTU U HAAEXKHOCTU) N BOCCTAHOBUTENBHOW CTOUMMOCTW.

B.3 OueHka BNnnaHunA

MHumpeHt b moxeT okasbiBaTb BrusiHne bonee 4em Ha OAMH akTUMB UMW TOMbKO HA 4acTb akTuBa. BrinsiHue
CBSA3aHO CO CTENEHbLIO YCNELWHOCTN MHUMAeHTa. Kak cneacrene, CyWecTBYET BaXXHOE pasnnyine Mexay LEHHOCTLIO akTUBa
N BNUSIHNEM, SABMSAKWNMCH pe3ynbTaToM nHUMAeHTa. BnnsaHmne paccmaTtpmBaeTcs Kak numetoulee nnbo HezameanmTerb-
HbI (onepaunoHHbIn) adhdekT, Nnbo byaywmn (busHec-) 3PPEKT, KOTOPLIN BKNOYAET PUHAHCOBLIE U PbIHOYHbLIE NO-
crneacTBuS.

HenocpeacrtBeHHOe (OnepaunoHHoe) BrnsiHUeE BbiBAeT NPSAMbIM UM KOCBEHHbIM.

[Tpsamoe:

- bmHaHCcOBasi BOCCTAHOBUTENBbHASA CTOMMOCTb NOTEPSAHHOIO akTUBa (4acTu akTuBa);

- CTOUMOCTb NPUoBpeTeHnst, KOHOUIYPUPOBAHUS N YCTAHOBKU HOBOIO akTUBA WUITN PE3EPBHON KOMUU;

- CTOMMOCTb MPUOCTAHOBMNEHHbLIX U3-3a MHUMAEHTA onepaunmn, noka ycnyra, npegocrasnsemas akTMBOM (aKTUBa-
MKW), HE ByaeT BOCCTAHOBIEHA;

- BiuaHue npmeoauT K HapyweHuto Ub.

KocBeHHOE:

- U3OEPXKKN YNYLWEHHBIX BO3MOXHOCTEN ((PMHAHCOBbLIE PECYPChbl, HEOBXOAUMbIE ANSA 3aMEHbl UNN BOCCTAHOBIIE-
HUS akTuBa, Mornu BbiTb UCNOMNB30BaHbI rae-NnMbo ewe);

- CTOMMOCTb MNPEPBAaHHbLIX onepaunmu,

- BO3MOXHOE 3noynoTtpebnenHne nHpopmaunen, Nnony4eHHon B pe3yrnbTaTe HapylweHus 6e30nacHoOCTY;

- HApPYLWEHNE YCTAHOBIEHHbIX 3aKOHOM UM HOPMAaTUBHbLIX 00A3aTENbCTB;

- HApyLWWEHNE 3TUYECKUX HOPM NOBEAEHUS.

[TepBas oueHka (6e3 Mep 1 CpeacTB KOHTPONS U ynpasrneHus nodoro poaa) byaert oueHMBaTh BNIMAHUE KaK OYEeHb
BIIM3K0Ee K LUEHHOCTU CBSI3AHHOIO C 3TUM akTMBAa UM KOMBMHauun akTueoB. [1pn Kaxaown nocneayruwen ntepauum ans
3TOro (3TMX) akTmBa (aKTUBOB) BNUaHWE byaeT otnnyaTtbest (06b1vHO DyaeT ropasao HUXKE) BereacTBue Hannm4vmns n adek-
TUBHOCTU Pearnu3oBaHHbIX MEP U CPEACTB KOHTPONS N yNpaBleHus.
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MpunoxeHue C
(cnpaBo4HOE)

[IpMepbl TUMUYHBLIX YIPO3

B npuBegeHHon Huxe Tabnuue C.1 gaHbl NpUMEPbLI TUMNUYHBIX YIPo3. 3TOT NEpPeYeHb MOXET UCMONb30BATLCH B
npouecce OUEeHKU yrpo3. Yrpo3bl MOIyT ObiTb YMbIWITEHHBIMU, CIyYanHbIMWU UNU CBA3AHHLIMW C BHELWLHEW Cpeaon (npw-
PDOAHLIMN) U MOTYT UMETL PE3YNbTaTOM, HAaNpUMep yuwepbdb nnm noTepro BaXXHbIX CEPBUCOB. B npuBegeHHOM HUXE neped-
HE AN KaXaown yrpo3bl YKA3bIBAETCHA €€ npoucxoxaeHue: «Y» (ymbiwneHHas), «C» (cnyvawnHas), «[1» (npupoaHas)
yrpo3a. «Y» 0603HavaeT BCE yMbILUIEHHbIE AENCTBUSA, HANpPaBneHHble HA MHPOPMALKMOHHbIE akTUBLI, «C» 0003Havaer
BCE OEMNCTBUSA NepcoHana, KoTopble MOryT CryYamHO HaHecTu ywepb nHpopmMmaunoHHbIM aktuBam, a «[1» obosHavaeT
BCE UHUWOEHTbI, HE OCHOBAaHHbIE HA AEUCTBUSAX NepcoHana. Yrpo3abl NepevyncnstoTcss HE B NPUOPUTETHOM MOPSAKE.

Tadbnwuuya C.1—Tlpumepbl TUNWUYHBLIX YTPO3

Bua Yrpo3sbl [TponcxoxxoeHue
dunanvecknn yuwepb [Toxap C,Y,II
Ywepb, NnpuYMHEHHbIM BOAOW C,Y, Il
3arpssHeHune C,V, Il
KpynHas aBapwus C,VY, Il
Pa3pyleHne ob6opyaoBaHNS NN HOCUTENEN C,Y,II
[Tbinb, KOPPO3NA, 3amep3aHne C, VY, Il
HDHDO,EI,HI:IE ABINeHWnA KnmmaTtudeckoe ABIEeHUne [
Cencmmnyeckoe siBrneHue [
BynkaHn4yeckoe siBrneHune [
MeTeoponornveckoe siBreHue [
HaBogHeHne [
YTpaTta Ba)KHbIX ABapusi CUCTEMblI KOHOULUWOHUPOBAHUA BO34yxa UMM BOAOCHAL- C,Y
CEPBUCOB XEeHUS
HapyweHune 3HeprocHabxeHus C,VY,II
OTKa3 TeENEeKOMMYHUKALWOHHOIO 000pyaoBaHUS C,Y
[Tomexn Bcneacremne INEKTPOMarHNTHoOE U3Iy4YeHue C,Y,II
VISITyHERN TennoBoe nanyyeHve C,V, Il
DNEKTPOMArHUTHbLIE NMMNYIbChI C,VY, Il
KomnpomeTauus [lepexBaT KOMNPOMETUPYIOWUX CUTHAMNOB NOMEX Y
MHpOpMaLUY HNCTaHUNOHHBIN LLNNOHAaX Y
[lpocnywmBaHue Y
Kpaxa HocuTenem nnn QOKyMeHTOB Y
Kpaxa obopyaoBaHus Y
[TOUCK NOBTOPHO UCNONBb3YEMbIX UK 3aDPakOBaHHbLIX HOCUTESNEN Y
PacKkpbliTNE C,Y
[1aHHbIE N3 HEHAAEXXHbIX UCTOYHUKOB C,VY
[IpecTynHoe ncnonb3oBaHWe annapaTHbIX CPeacTB Y
[lpecTynHOEe ncnonb3oBaHWe NporpammHoro obecneveHus C,Y
OnpegeneHne MeCcTOHaAXOXAEeHUS Y
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OkornyaHue mabnuusi C.1

Bua Yrpo3sbl [IponcxoxpgeHue
TexHndveckune OT1kas obopyaoBaHuA C
HENCNPABHOCTU

HeuncnpaeHasa paborta obopyagoBaHus C

HacbilwweHne MHPOpMaALNOHHON CUCTEMBI C,Y
HapyweHne pyHKUMOHUPOBAHUSA NPOrpaMmMHOro obecnevyeHms C

HapyweHwne conpoBoxaeHuss nHdpopmMmaunoHHON CUCTEMDI C,Y
HecaHKLUMOHUpOBaH- HecaHKUMOHMPOBAHHOE UCMONb30BaHWe 0b0opyaoBaHUS Y

Hble OEeNCTBUS

MoLlleHHNnYecKkoe KonnpoBaHmWe nporpaMmmHoro obecneveHus Y

icnonb3oBaHME KOHTPaAMaKTHOIoO UMM CKOMUPOBAHHOIO MNpo- C,Y

rpamMmMmHoOro obecneveHus
IckaxkeHne aaHHbIX Y
He3akoHHass obpaboTka AaHHbIX Y
KomnpomeTauus OwwubKa NPy UCNONb30BaHNN C
D YHKUNA

3noynoTpebneHne npaBamu C,VY
Panbcndukaumsa npas Y
OTKa3 B OCYLECTBIIEHNN OENCTBUN Y

HapyweHune paboTocnocobHOCTM nepcoHana C,VY, Il

Ocoboe BHUMaHME cnegyeT yaensitb UCTOYHUKAM Yrpo3, Npoucxogsawmx o1 AesATEeNnbHOCTU YenoBeka (Cm. Tab-
muy C.2).

Tabnwunuya C.2— VICTOYHUKM yIpo3bl

MCTOYHUK yrpo3bl MoTtuBauus [dencreue yrpo3sb
Xakep, B3ANOMLLUK Bbi3oB XakepcTBO
CamMOMHeHUne CouwnanbHas WHXeHepus
byHTapctBo [ IlpPOHMKHOBEHNE B CUCTEMY, B3NOM
Crartyc HecaHKyMoHMpOBaHHbLIN OOCTYMN K CUCTEME
[leHbru

JIlnuo, coBepliatowee Pa3pyweHne nHpopmaummn KoMmnbloTepHoe npecrtynneHne (Hanpmmep Kom-

KOMIMbIOTEPHOE MPEeCTyn- He3akoHHOe pacKpbliTUe MHAOP- | NbIOTEPHOE NpecneaoBaHUE)
NeHune MaLUnu MoweHHn4yeckas gessTenbHOCTb (HAanpumMmep BOC-
[leHexxHas BbIroaa npon3BeaeHne, Bolgada cebs 3a gpyroro, nepexsar)
HecaHKUMOHUPOBAHHOE N3MEHE- MHOpMaLNMOHHBIN NOAKYI
HUe AaHHbIX [TonyueHne goctyna obMaHHbIM NYyTEM
[ IpPOHMKHOBEHNE B CUCTEMY
TeppopucT LlaHTax BapbiB/Teppopnim
Pa3pyweHne MudpopmaunoHHass BOMHA
Vlcnonb3oBaHWe B NUYHbLIX UHTE- CuctemHas ataka (Hanpumep pacnpegeneH-
pecax HbIN OTKa3 B 0OCNyXMBaHUM)
MecTb [ IpPOHMKHOBEHNE B CUCTEMY
[Tonntnyeckas BbIroga [Topua cuctemsl
OxBart cpeabl (nepegaqm JaHHbIX)

[TpOMBILLNEHHBIN KOHKYPEHTHOE NPEUMYLLECTBO [Tony4veHne 0OOPOHHOIO NPENMYLLLIECTBA
WNWOHaX  (CBeaeHus OKOHOMUYECKUN LUMNOHAaX [TonyvyeHne nHdpoOpMaUNOHHOIO NpenMyLecTBa
CEKPEeTHOro Xapakrepa JKOHOMMYECKast aKcnnyartauus
KOMMaHW1,  WHOCTPAaH- XUlweHne nHpopmaunm
Hble TNpPaBUTENbCTBA, [TokyweHne Ha HENMPUKOCHOBEHHOCTb JINYHOW
Opyrne npaBnTeNbCTBEH- XU3HW

Hble 0DObeaANHEHUSA)
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MCTOYHUK yrpossbl MoTtusauuns [dencreue yrpoassbl
[TpOMBbILLNEHHBIN CoumnanbHast MHXeHepus
LWNMMOHaX  (CBeaeHus [IpOHMKHOBEHNE B CUCTEMY
CEKpPeTHOro xapakrepa HecaHKUMOHMPOBAHHLIN 4OCTYN K CUCTEME (O0-
KOMIMaHmn,  UHOCTpPaH- CTYN K CEKPETHON MHDOPMaLNK, SABMACLWENCS COD-
HbIE  TIPaBUTEIBCTEA, CTBEHHOCTBIO (PUPMbI N/ NNN CBA3AHHOW C TEXHOIO-
Opyrne npaBuTeNbCTBEH- rmen)
Hble 0O6beANHEHNSA)
MiHcangepsbl (Nnoxo MiobonbITCTBO HanageHwe Ha cnyxauwero
00Oy4eHHble, HEAOBOJb- CaMOMHeHune LlaHTax
HbI€, 3NNOHaMEPEHHBIE, Pa3Beaka [TpocmoTp MHDOPMaUMK, ABNAOWENCA COD-
becneyHble, HEYECTHbIE [leHeXxXHas BbIroga CTBEHHOCTbIO (PUPMBbI

UITN YBOJIEHHbIE Clly>Xa-
Lme)

MecTb

HeHamepeHHble OWKNBKM N yny-
weHusa (Hanpumep owmnbka BBOAA
OAHHbIX, OLWMOKa B COCTaBITEHNM NPO-
rpamMmmbil)

HenpaBunbHoe WUCMonb30BaHUE KOMIMbIOTEPA

MoLeHHNYEeCTBO N XULLEHNE

MHOPpMaLUOHHBIM NOAKYI

BpegoHocHoe nporpammHoe obecneveHne (Ha-
NpUMep BUpPYC, nornveckasa bomba, TpossHCKNIA KOHb)

[Tpoagaxxa nH@oOpMaUMM NNYHOTO Xapakrepa

«Ky4kn» B cucTeme

[ IpPOHMKHOBEHNE B CUCTEMY

BpeantenbCTBO B CUCTEME

HecaHKuMoOHMPOBaHHLIN OOCTYIN K CUCTEME
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MpunoxeHue D
(cnpaBo4HOE)

YA3IBUMOCTU U MeTOAbl OLIeHKN YA3BUMOCTI

D.1 MNpumepbl yazsumocTen

B npuBeaenHon tabnuue D.2 gaHbl NpUMEPLI YA3BUMOCTEN B pa3nuYHbiX cdhepax 6e30nacHOCTU, BKITHOYasA Mpu-
MEPbI Yrpo3, KOTOPbIE MOMYyT UCNOMb30BaTh 3TU YA3BUMOCTU. DTN NEPEYHU MOIyT ObiTb NOMNE3HBIMU BO BPEMSI OLLEHKW
YIPO3 U YA3BMMOCTEN ANA OnpegeneHus cueHapus dHadmmoro mHumgeHta. Cneayert nog4vYepkHyTb, YTO B HEKOTOPbIX
crydasax 3Tu ya3BMMOCTU MOIYT UCMONb30BaTLCA U APYTMMU YIpo3amu.

Tadnnya D.1— lNpumepbl ya3BUMOCTEN N YIpo3

Bua [Ipumepbl YA3BUMOCTEN [Tpumepbl yrpo3s
AnnapaTHble Hepgoctato4vHoe TeXHn4eckoe 0bcnyXXmBaHne/Henpa- HapyweHne peMOHTONPUroa-
cpeacrtea BUITbHAA yCTAHOBKA HOCUTENEN OaHHbIX HOCTU NHPOPMALMNOHHbLIX CUCTEM
OTcyTCcTBME nporpamm nepuognyeckon 3amMmeHsbl YXygweHne COCTOSAHUA HOCHK-
Tenen AaHHbIX
UyBCTBUTENBHOCTD K BITAXXHOCTU, NMbINK, 3arpA3HEHNIO Obpa3oBaHue NblNn, KOPpPO-
3Us1, 3amMep3aHune
UyBCTBUTENBHOCTL K 3/TEKTPOMAarHUTHOMY U3ITYYEHUIO OMNEeKTPOMarHNTHOE MN3ry4e-
HUe
OTcyTcTBME 3QPPEKTUBHOINO KOHTPOA N3MEHEHUN Owwnbka B ncnonb3oBaHUA
KOHUrypaumm
UyBCTBUTENBHOCTb K KONTEBAHUAM HaMNpPsKeHUS [loTepsa snekTponnTaHus
UyBCTBUTENBHOCTL K KONebaHusam temnepaTypsl MeTeoponornyeckme siBreHus
He3awumweHHoe XpaHeHune XUNLWEHNE HOCUTENEN OAHHbIX
NN JOKYMEHTOB
HebpexHoe (6e30TBETCTBEHHOE) pa3MelleHne XVLEeHne HocuTenenm AaHHbIX
NN JOKYMEHTOB
HekoHTpONMMpyemoe KonmpoBaHWe XUNLWEHNE HOCUTENEN AAHHbIX
NN QOKYMEHTOB
[TIporpammHble OTCyTCTBYIOWEE NN HEQOCTATOYHOE TECTUPOBAHNE 3noynotpebneHne npaBamu
cpeqcTBa NPOrpamMmmMHbIX CPeacTB
Uinpoko w3aBecTHble AedeKTbl MPOrpamMmmHbIX 3noynotpebneHne npaBamu
CpencTB
OTcyTCTBME «3aBepLUEeHNs ceaHca» nNpu yxoge ¢ pa- 3noynotpebneHne npaBamu
bovero mecra
CnucaHne unu noBTOPHOE WUCNOJIb30BAaHUE HOCUTE- 3noynotpebrneHne npaBamu
Nen AaHHbiX 6e3 Haanexawero yganeHus nHopma-
LNW
OTcyTCcTBME «CNEegoB» ayauTa 3noynotpebneHne npaBamu
HeBepHOe pacnpegeneHue npas gocrtyna 3noynotpebneHne npaBamu
Lnpoko pacnpegeneHHoe nporpammHoe obecne- [Topya gaHHbIX
YyeHue
[TpumeHeHne nNpuknagHbiX nporpamMmm Ans HECOoOT- [Topya gaHHbIX
BETCTBYIOWMX, C TOYKN 3PEHUS BPEMEHW, AaHHbIX
CNoXHbIN NMONb30BaATENBCKUN NHTepdhenc Owwnbka B cnonb3oBaHUK
OTcyTCTBME OOKYMEHTaAUNA Owmnbka B NCNonbL30BaHUN

34



[OCT P AICO/M3K 27005—2010

[ToodosmkeHue mabruubl D.1

Bun

[Ipumepbl yA3BUMOCTEN

[lpumepbl yrpo3s

[lporpamMmmHsbie
cpeacrtea

CeTb

[lepcoHan

HenpaBunbHbie napamMmeTpbl YCTAHOBKU

Owunbka B CNonb30BaHUN

Hen PaBUIllbHblE OadHHbLBIE

Owunbka B UCNONb30BaHUWU

OTCyTCTBME MEXAHU3MOB AEHTUMPUKALUUN N ayTEH-
TMOUKaAUMK, TaKUX, Kak ayTeHTUPUKaLUUA Nofb3oBaTENEN

Panbecndukaumsa npas

HesawunweHHble Tabnunubl naponen

Panbecndukaumsa npas

[1lnoxon MeHeKMEHT naponewn

Panbcndpukauma npae

AKTMBU3aUUA HEHY>XXHbIX CEPBUCOB

HeneranbHasa obpaboTtka gaH-
HbIX

HepopaboTtaHHOe unn HOBOE nNporpammHoe obec-
ne4vyeHune

CHon nporpamMmMHbIX CpeacTB

HeuveTkne nnm HenonHble cneunukauum ans pas-
DabOTYMKOB

CHon nporpamMmMHbIX CpeacTB

OTcyTCcTBME 3PPEKTUBHOIO KOHTPOIA U3MEHEHUN

CbHon nporpamMmmHbIX CpeacTB

HekoHTponupyemas 3arpy3ka u UCnonb30BaHUe
NPOrpaMMHbIX CPEACTB

TanHble AencTBuss € MNpo-
rpaMMHbIMU CpeacTBaMun

OTCYyTCTBUE PE3EPBHBLIX KOMNMUW

TanHble OENCTBUA C NPO-
rpaMMHbIMM CpeaCcTBaMWn

OTcyTCcTBME PN3NYECKOWN 3aLlLUnThl 34aHUA, ABEPEN U
OKOH

XNLWEHNE HOCUTENEN AaHHbIX
NN JOKYMEHTOB

OT1ka3 B obecneyeHnm oT4ETOB MO MEHEXKMEHTY

OTcyTCcTBME NOATBEPXKAEHUSA OTNPABNEHUS NN NO-
NyYeHns1 coobeHus

HeaBTOpn3oBaHHOE WNCNOSb-
30BaHne 06opyaoBaHus

OTKa3s B OCYLLECTBIEHUN OEN-
CTBUW

Hes3alwunweHHble MMHUN CBSA3N

[lepexBat nHdoOpMaLNN

HesawunweHHbIN YyBCTBUTENBbHbIN TPaduK

[lepexBaT nHpopmaunn

[Tnoxasa passogka kabenewu

OTKa3 TeNeKoOMMYHMKALNOH-
HOro 0bopyaoBaHUS

EaonHas tTouvka oTtkasa

OTKa3 TeNeKoOMMYHMKALNOH-
HOro 0bopyaoBaHUS

OTcyTCTBME MAEHTUMUKALNN N ayTEHTUPUKALUNUN OT-
npaBuTENs v nony4arens

HeHagexHas ceTeBass apxXuTeKkTypa

Panbecndukaumsa npas

HNCTaAaHUMOHHBIN LUMNOHAX

[lepepava naponen B He3zawundPpoBaHHOM BUAeE

HNCTAHUMOHHBIN LUMMOHAX

HeagekBaTHbIM CETEBOUN MEHEAKMEHT (YCTONYMBOCTL
MapLpyTu3aumnm)

HacbilwweHne MHPOPMaLNOH-
HOW CUCTEMBI

Hes3awunweHHble coeanHEHNS CETU OOLWEro nonb3o-
BaHUs

OTcyTCTBME NepcoHana

HeaBTopn3oBaHHOE NCNOSb-
30BaHne 060pyaoBaHus

HapyweHune pabotocnocob-
HOCTW NepcoHana

HeapekBaTHble npoleaypbl Habopa nepcoHana

HepocratoyHoe oco3HaHue be3onacHoCTU

Pa3pyweHne obopyaoBaHus
NN HOCUTENEeWn AaHHbIX

Owunbka B UCNONb30BaHUU

Henapgnexawee ncnonb3oBaHMe NPOrpaMMHbIX W
annapartHbIX CpeacTB

Owunodbka B CNonb30BaHUN
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[ToodosmkeHue mabnuubi D. 1

Bua

[lpumepbl yA3BUMOCTEN

[Tpumepbl yrpos

[lepcoHan

OTcyTCcTBME OCBEAOMITEHHOCTM O 6E30MacHOCTU

Owunbka B UCNONb30BaHUN

OTcyTCTBMe MEXAHN3MOB MOHUTOPWHIA

Be3HapsopHasa paboTa BHELLHEro nepcoHana unm
nepcoHana opraHusauumm, 3aHUMaloLerocs yoopkow

HeneranbHasa obpaboTka aas-
HbIX

XULLEHNE HOCUTENEN AAHHbIX
NN JQOKYMEHTORB

OTcyTCcTBUE NOMUTUK NO NMPaBUNBHOMY UCNOMb30BAa-
HUIO TENEKOMMYHUKAUWOHHOW cpeabl n obmeHa coob-
LIEHNSAMWA

HeaBTOpU3OBaHHOE UCMNOIb-
30BaHne obopyaoBaHus

MecTo YHKUMOHNPO-
BaHUS1 opraHu3aumum

HeagekBaTtHOe unu HebpexXHoe UCNOoNb30BaHUE
dbnanyeckoro ynpaBneHnss JOCTYNOM K 3JaHUSAM U NO-
MEeLLEeHUAM

YXygweHune COCTOSAHUA HOCHK-
TENEen AaHHbIX

PasmelweHne B MECTHOCTH, NpeapacnonoXXeHHOU K
HaBOAHEHUAM

3aTtonfeHune

HectabunbHasa anekTpuyeckas ceTtb

OTcyTCTBMe SINTEKTPOINNTAaHUA

OTcyTCcTBME PU3NYECKOUN 3alNThl 34aHNs, ABEPEN U
OKOH

XvueHne annapartypbl

36

OpraHmsaumns

OTcyTctBue dhopmansHON npoueaypbl 4ns perncr-
paUnn N CHATUA C PerncTpaunm nonb3oBaTenen

3noynotpebneHne npaBamu

OTcyTcTBMe dhopmanbHOro npouecca ans nepecmor- 3noynotpebneHne npaBamu
pa (Hag3opa) npas gocrtyna

OTCyTCTBME UM HEQOCTATOUHbIE YCITOBUA (KacatoLm- 3noynotpebneHne npaBamu
ecq 6e30nacHOCTU) B AOroBopax C KNneHtamm wu/mnu
TpEeTbUMWN CTOPOHAMM

OTcyTCTBME Nnpoueaypsl, kKacatowencss MOHUTOPUHIa 3noynotpebneHne npaBamu
cpeacTtB 0bpaboTknm nHopmaumn

OTcyTCTBME perynsapHbiX ayauTtoB (Haa3opa) 3noynotpebneHne npaBamu

OTcyTCcTBME npoueayp naeHTuukaumm n OUeHKn 3noynotpebneHne npaBamu
PUCKa

OT1cyTcTBME coobweHnn 0b owmnbkax, 3adoMKCMpoBaH- 3noynotpebneHne npaBamu

HbIX B XXypHane perncrpauum agmmHucTpaTopa u one-
paTopa

HeagekBaTtHas OTBETCTBEHHOCTb 3a TEXHUYECKOE
obcnyxmBanume

HapyweHne obcnyXmnBaHus
NHPOPMALNOHHON CUCTEMDbI

OTCcyTCTBYOLWEE NN HEYAOBNETBOPUTENBHOE COrMa-
lweHne 0b ypoBHE cepBUca

HapyweHne obCcnyXmnBaHus
NHPOPMALNOHHON CUCTEMDbI

OTcyTcTBME npoueaypbl KOHTPONA N3MEHEHUN

HapyweHne obCcnyXmnBaHus
NHPOPMALNOHHON CUCTEMDbI

OTcyTcTBME hopmanbHOU npoueaypbl KOHTPONA 40-
KyMeHTauuu, Kacawuweuncsa cuctemosl meHegxmeHta Vb

OTcyTcTBME (popmMmanbHOU npoueaypbl Hag3opa 3a
3anucsaMm cuctembl meHempkmenTa Vb

[Topya OAaHHbIX

[Topya OAaHHbIX

OTcyTCcTBME (POpMarbHOro npouecca CaHKUMOHUPO-
BaHUs 0OWeaoCcTynHON MHOPMaLUnn

[laHHble M3 HEHaAEXHbIX UC-
TOYHUKOB

OTcyTCTBME Haagnexalwero pacnpegeneHns obs3an-
HOCTEN No obecnevyeHnto HpopmMmaunmoHHON Beaonac-
HOCTW

OTKa3 B ocyuwecTBIieHUn den-
TEJIbHOCTW




OkonyarHue mabnuubi D. 1
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Buna

[lpumepbl YA3BUMOCTEN

[Tpumepbl yrpos

Opranmsaumns

OTtcyTcTBME NnaHoB obecne4vyeHuss HEMpPEepPbIBHOCTY
buiHeca

OTCcyTCTBME NONIUTUKU MO NCTMOSTIb30BAHUIO 3NTEKTPOH-
HOW MNOMYTHI

OTcyTCcTBME npoueayp BBEAEHUS NMPOrpamMmMHOro
obecneyeHnsa B onepaunoHHblE CUCTEMBbI

OTCyTCTBME 3annCcen B XXypHane permcrtpaumm agmMmm-
HUCTparTopa u oneparopa

OTtcyTcTBME npoueayp ana obpaboTknm CEeKpeTHON
nHdopmMauunm

OTtcytcTBUE 06583aHHOCTEN Mo obecneveHuto MHAOoP-
MaLUMOHHON 6e30MacHOCTU B AOIMKHOCTHBLIX UHCTPYK-
LINSIX

OTCcyTCTBME NN HEAQOCTATOUHbIE YCITOBUA (Kacatowm-
ecsl MH(popMaUNOHHOW Be30NacHOCTU) B AOroBopax co
cry>awmmm

OTcyTCTBME OroOBOPEHHOIO AUCUUNIIMHAPHOIO Mpo-
Lecca B criyvae nHungeHTa 6e30nacHoOCTH

OTcyTcTBME (POpPManbHON MNOJIMTUKM MO UCMOSMb30-
BAHUIO NOPTATUBHbLIX KOMMNbIOTEPOB

OTcyTCTBUE KOHTPOMNSA HaA akTUBaMK, HaxoasaLWMMu-
cA 3a npegenaMu opraHu3auun

OTCYTCTBYPOLLI,EIFI UInn HEyaoBIETBOPUTEIIbHAA TOJ1N-
TUKa «HUCTOIO CTOJ1a U NYCTONo aKpaHa»

OTcyTcTBUE aBTopu3aumm cpeactB obpaboTKU MH-
hopmMauunm

OTCyTCTBME YCTAHOBINEHHBIX MEXAHN3MOB MOHUTO-
PUHra HapylweHun H6e30nNacHOCTY

OTcyTCTBME PErynsipHbiX NPOBEPOK, NPOBOANMbIX
PYKOBOACTBOM

OTtcyTcTBUE npoueayp coobuwenuns o cnabbix mecrax
be3onacHoCTH

OTtcyTcTBUe npoueayp, obecnevmnsarowmnx cobnoge-
HUE NPaB Ha MHTENMEKTyanbHY0 COOBCTBEHHOCTb

OT1Kka3 obopyaoBaHua

OwunbKa B UCNONb30BaHUU

OwundbKa B UCNONb30BaHUU

Owunbka B UCNONb3oBaHUU

Owunbka B UCNONb3oBaHUU

Owunbka B UCNoNb30BaHUU

HeneranbHasa obpaboTka gaH-
HbIX

XuweHne obopygoBaHus

XuweHne obopygoBaHus

XuweHne obopygoBaHus

XUNLLEHNE HOCUTENEN UHAOP-
Maunn Ui QOKYMEHTOB

XUNLLEHNE HOCUTENEN UHAOP-
Maunn Ui QOKYMEHTOB

XNWeHne HocUTenenm NHAOP-
MaUun NN OOKYMEHTOR

HeaBTOpM30BaHHOE UCMOIb-
30BaHMe obopyaoBaHus

HeaBTOpU30BaHHOE UCNOIb-
30BaHMe obopyaoBaHus

Vicnonb3oBaHne KoHTpadakT-
HblX UMW KOMNMUPOBAHHBLIX MNPO-
rPaMMHBbIX CpeacTB

D.2 MeTtoabl OLEHKM TEXHUYECKUX YA3BUMOCTEN

[TpodmnnakTnyeckmne metTogbl, Takne, Kak TeCTUpoOBaHne MHPOPMALUNOHHON CUCTEMbI, MOTYT ObITb UCMNOMNbL30BaHb!
ana 3OPEKTUBHOIO BbIABIEHUA YASBMMOCTEN B 3aBUCUMOCTU OT KPUTUYHOCTU CUCTEMBI MHAOOPMAUNOHHBLIX N TEINEKOM-
MYHUKAUWOHHbIX TexHonormn (MKT) n 4oCTynHbIX pecypcoB (Hanpumep, BblAeNeHHbIX POHA0B, AOCTYNHON TEXHOOMMWN,
vy, UMEWMX onbIT NpoBeaeHns TecTupoBaHns). MeTogbl TECTUPOBAHUS BKINOYAIOT:

- aBTOMaTU3MpPOBaHHbIE NMHCTPYMEHTAalbHbIE CpedCcTBa NoncKa ysa3BUMOCTEWN,

- TECTUPOBaHWE 1 oueHka besonacHoCcTw;

- TECTUPOBaHUE Ha MPOHUKHOBEHWE;

- NPOBEpPKa KOAOB.

ABTOMaTU3NPOBaHHbIE MHCTPYMEHTAalbHbIE CPeACcTBa MNOUCKA YA3BMMOCTEN UCMONb3YIOTCA ONA NPOCMOTpa rpyn-
Nbl XOCTOB UMW CETU Ha npeamMmeT Hanmm4unsa N3BeCTHbIX YA3BUMbIX CEPBUCOB (HaANpumep, cuctema paspeluaeTr UCnosb3o-
BaHWE aHOHMMHOIO NPOTOKONa nepeaayn annos, peTpaHcnAunio oTNpaBneHHon novtel). Cnegyert, 04AHAKO, OTMETUTD,
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YTO HEKOTOpPble U3 NMOoTEeHUMalNbHbIX YA3BUMOCTEU, NOEHTUMULUUPOBAHHLIX aBTOMAaTU3NPOBAHHBIMU UHCTPYMEHTAlbHbI-
MW CpeacTBamMmm Nnoncka ysasBMMOCTEN, MOIyT HE NPEACTaBNATbL pealbHbIX YA3BUMOCTEN B KOHTEKCTE CUCTEMHON CPEeabl.
Hanpumep HEKOTOPbIE N3 3TUX CPEACTB NMNONCKa ONPeaensitoT NOTEHUMAaNbHbIE YA3BUMOCTU, HE Y4UTLIBAA cpeay u Tpebo-
BaHNA camta. HekoTopble U3 yA3BUMOCTEN, OTMEYEHHbIX aBTOMATU3NPOBAHHLIMW NHCTPYMEHTAaNbHbIMKU CpeacTBamMu
NoOncKa ysa3BUMOCTEN, MOTyT B AENCTBUTENBHOCTU HE DbITb YA3BUMOCTAMM ANt KOHKPETHOrO canta, a bbiTb CKOHPUIYPUPO-
BAHHbIMW TaKUM 0Opa3om, Kak 3TOoro Tpedbyer cpeaga. Taknm obpasom, 3T0T METOA TECTUPOBAHUSA MOXET AaBaTb OLLNDOY-
Hble pe3ynbTaTbl NCCIe40BaHUS.

Opyrmm metoaom, KOTOPbIM MOXET UCMONb30oBaTLCA ANs BbiABNEeHUA ya3Bnmocten cuctembl VKT BO Bpems npo-
Llecca OUEHKW pUCKa, SIBMAETCSA TECTUPOBAHME N oueHKa Bbe3onacHocTu. OH BKNoYaeT B cebs pa3paboTKy n OCyLEeCTBIE-
HUWE MnilaHa TECTUPOBaHUA (Hanpumep, cueHapum TECTUPOBAHUS, NPoUeaypbl TECTUPOBAHUA U OXUgaeMble pesynbTaThl
TectupoBaHus). Llenb tectnpoBaHmns 6e30NacHOCTU CUCTEMbI COCTOUT B TECTUPOBAHMU 3PHEKTUBHOCTU MEP U CPEACTB
KOHTPONA W ynpasneHns deszonacHoctn cuctemol VKT, KoTOpble ObINMM NPpUMEHEHBI B ONepaynoHHON cpeae. 3agada
3aKI04aEeTCH B TOM, YTODbI YAOCTOBEPUTBLCH, YTO NPUMEHSIIOLLMECH MEPBLI U CPEACTBA KOHTPONS U YNPaBleHNUA COOTBET-
CTBYIOT YTBEPXAEHHOW cneundurkaymm 6e3onacHoOCTU AN NPorpaMmmMHbIX U annapaTHbIX CPeacTB, obecneymnBatoT peanm-
3auUunio NONMUTUKKM BEe30nacHOCTU OpraHu3auum nnn COOTBETCTBYIOT OTPACNEBbIM CTaHAapTaM.

TecTnpoBaHne Ha NPOHUKHOBEHNE MOXET UCMONb30BATLCH KaK AOMONMHEHNE K NPOBEPKE MEP U CPeacTB KOHTPONS
n ynpasrneHua 6e3onacHocTn U obecneveHne 3awmnTbl pasnnyHbiX acnektoB cuctembl MKT. Korga tectupoBaHue Ha
NPOHUKHOBEHWE UCNOSMBb3YETCS B NPOUECCEe OLUEHKM PUCKA, OHO MOXET NMPUMEHSTBCA ANS OUEHKN CNOCOBHOCTU CUCTEMDBI
KT npoTUBOCTOATL YMbILWNEHHBIM MONbITKAM 060UTU 3almnTy cucTtemMmbl. Ero 3aagava coctout B TECTUPOBAHMU CUCTEMDbI
KT ¢ TOYKM 3peHnsA NCTOYHMKA YIpo3bl U BbISIBIIEHUN NOTEHUMANbHLIX CO0EB B CTPYKTYpax 3awmTtbl cuctemol VKT,

[TpoBepka KOAOB ABNSAETCA Hanbonee TwaTtenbHbiM (HO TaKKe U cCaMbiM AOPOroCTOAWMM) CrocOBOM OLEHKU YSA3-
BUMOCTEMWN.

Pe3ynbTaTbhl 3TUX BUAOB TECTUPOBAHUA BE30MacHOCTU NOMOIYT BbISIBUTb YA3BUMOCTU CUCTEMBI.

BaXXHO OTMETUTb, YTO METOAbl N CpeacTBa TECTUPOBAHUA HA NMPOHUKHOBEHWE MOTYT AaBaTb JIOXHbIE pe3yribTaThl,
eCIn YSA3BUMOCTb He Bbina ycrnewHo ncnonb3oBaHa. Ytobbl CNONb30BaTh KOHKPETHYIO YA3BUMOCTb, HYXXHO 3HATh TOYHYIO
cnctemy/npunoxeHne/ncnpasneHns, yCTaHOBNEHHbIE HA TECTUPYEMOUN cucteme. Ecnn BoO Bpema TECTUPOBaAHUA 3TU OaH-
Hbl€ HEU3BECTHbI, YCNELWHOE UCNONMb30BAHNE KOHKPETHOW YA3BUMOCTU MOXET ObiTb HEBO3MOXHbIM (HANPUMEP A0CTUYb
yaaneHHoro obpartHoro coegnHeHus), 0gHaKo Mo-rnpexHemMy BO3MOXHO B3NOMaTb UMW Nepe3anycTuTb TECTUPYEMbIN
NpoLUece Unm cucTemy. B Takom cnyvae TeCTUpPyeEMbIN OBBEKT TOXE AOIMKEH CHUTATBLCH YA3IBUMbIM.

MeToabl MOryT BKIMOYaTh criegytowne Bngbl AeATeNIbHOCTMU:

- ONPOC COTPYAHMKOB M MOJNb30BaTENEWN;

- aHKETUPOBAHUE;

- PU3NYECKUN OCMOTP;

- aHann3 QOKYMEHTOB.
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[MpunoxeHue E
(cnpaBo4HOE)

[ToaxoAabl K oLleHKe pucka nHcpopmaLuMoHHON 6e30MacHOCTH

E.1 BbicokoypoBHEBaA oLueHKa pucka UHhopMauMOHHOM 6e30NacHOCTI

BbicokoypoBHEBaAsA OUEHKa AaeT BO3MOXHOCTb onpeaensaTb NMPUOPUTETbI U XPOHONOIMIO aenctemnn. 10 pasHbim
npuynHam, Hanpumep, BIQKETHBIM, OQHOBPEMEHHAS peanusaynst BCEX MEP N CPEACTB KOHTPONS U ynpaBleHUsA He
BCerga BO3MOXHA, U C NOMOLWbBIO npouecca 06paboTkm pucka MOryt paccMmaTpuBaTbCsl TONbKO Hanbonee KPUTUYHbIE
PUCKN. TakKke MOXET OblTb NpexaeBpPeEMEHHbIM HAYMHATL AeTanbHbIA MEHEKMEHT PUCKA, €CNU peanusauus npeayc-
MaTpPUBAETCH TONbKO Yepe3 rog wnn aea. lna goCTXKeHUs 3TOW LENW BbICOKOYPOBHEBAA OLEHKaA MOXEeT HadaTbCA C
BbICOKOYPOBHEBOW OLEHKN MOCMNeACTBUN, & HE C CUCTEMATUYECKOro aHanuia yrpos, ya3BMMOCTEN, aKTUBOB U Nocrea-
CTBUM.

[IpyymHON Ha4vaTb C BbICOKOYPOBHEBOWN OLEHKWU SABMAETCH CUHXPOHM3AUUA C APYTMMU MnaHamuv, CBA3aHHbLIMU C
yNpaBneHnemM N3aMmeHeHnsaMum (Mnm obecneveHnemMm HenpepbiBHOCTU BuaHeca). Hanpumep He nmeet cmbicna obecneym-
BaTb MOJTHYIO 3ALLUNTY CUCTEMbI UNU NPUNOXKEHUA, ecnn B brimxanwem byayuwem nnaHupyeTtcs npueneds anst paboTel ¢
HUMW BHELWHWE PECYPCHl, XOTS, BO3IMOXHO, CTOUT BbINONIHNTb OUEHKY pUCKa, YTOObI onpeaenutb UenecoobpasHoOCTb
3aKMYeHusa gorosopa o npuBNeYeHun BHELLHNX PECYypCoB.

OcobBeHHOCTN nTepaUnn BbICOKOYPOBHEBOW OLLEHKM PUCKA MOTMYT BKNOYaTb cregytoulee.

BoicokoypoBHEBAS OUEHKA pUCKa MOXET ObITb CBsI3aHa ¢ bornee rnobanbHbIM PAacCMOTPEHUEM OpraHu3aumm n ee
MHDOPMALIMOHHBIX CUCTEM, KOrga TEXHOMNMOrM4Yeckue acnekTbl paccMaTpPUBAOTCH Kak HE3aBUCUMbIE OT npobnem buaHe-
ca. B peaynbTate 3T0ro aHanus KoHTekcTa bonblle cocpegoTadumBaeTcsl Ha BU3Hec- 1 3KcnnyaTaunoHHON cpeae, Yem Ha
TEXHOIMOMMYECKNX KOMIMOHEHTAX.

BbiCcOKOYypOBHEBAS OLUEHKA pUCKa MOXET ObITh CBsI3aHa ¢ bonee orpaHu4YeHHbIM NEPEYHEM Yrpo3 U YA3BUMOCTEWN,

CrpyrnnmMpoBaHHbIX B ONpeaerieHHbIX capepax, Unn ans yCKOpeHus npouecca oHa MOXET cocpeaoTavymBaTbCs Ha CUEHa-
DUAX PUCKA NN HANageHUN BMECTO UX KOMMOHEHTOB.
PUCKU, NPeACcTaBlieHHblE B BbICOKOYPOBHEBOW OLIEHKE PUCKA, YacTO HOCAT Bonee obWwmm xapakrep, Yem KOHKPETHO
naeHTudnunpoBaHHble puckn. Korga cueHapum unu yrpo3abel rpynnupyotcsl B cdoepbl, 0bpaboTka pucka npeanaraet
NeEPEYHN MEeP N CPEeACTB KOHTPONSA U yrnpaBneHnst ansa KOHKpeTHon cdepbl. [lesatenbHOCTb N0 0bpaboTke pucka 3atem
CTPEMUTCH, NPeXae BCEro, NpeanoXmntb N BblbpaTh 0bWmMe Mepbl U CPeacTBa KOHTPONSA U ynpaBneHns, SABNSOLWMNECS
NEeNCTBEHHBIMW BO BCEWN CUCTEME.

Bcnegcrteue Toro, 4TO Npy UCNofib30BaHUN BbICOKOYPOBHEBOW OLIEHKU PUCKA pegKo paccMaTpuBaloTCs TEXHOIOM-
Yyeckne getanu, oHa bonee ymecTtHa ans obecneveHmnsa opraHnM3aunoHHbIX U HETEXHUYECKNX CPEACTB KOHTPOIA, a TaKkkKe
acnekToB MeHePKMEeHTa TEXHUHYECKUX CpeACTB KOHTPOMNS UMK KNOYEBLIX N 0BLWKNX TEXHUYECKUX 3aLlLUTHBLIX MEp, TaKuX, Kak
pe3epBHOE KOMMPOBaHWE U aHTUBUPYCHbLIE NMPOrpamMmebil.

[IpenmyLLecTBa BbICOKOYPOBHEBOW OLIEHKN PUCKA TaKOBbI:

- BKITI0OYEeHne nepBoOHa4YanbHOro NPOCToro Nnoaxoaa, BEpPOoATHO, Heobxoaumo Ans ogobpeHus nporpamMmmbl OLEHKA
DUCKA;

- JOIMKHO ObiTb BO3MOXHbIM CO3JaHuUe cTpaTern4eckon KapTuHbl nporpammbl obecneveHnss be3onacHocTn opra-
HU3auuu, T. €. oHa byaeT AENCTBOBATh KaK XOpoLwas NoMOLb B NITAHUPOBAHWUN;

- PECypChbl U AEHEXHbIE CPeACTBA MOIYT ObiTb NPUMEHEHLI TaMm, rae OHWM Hanbornee nNonesHbl, U CUCTEMbI, BEPOST-
HO, DONbLUE BCEro HyXgarwmecs B 3aumTte, byayT pacCMOTPEHbI NEPBbIMM.

[TockoNbKy NepBoHaYanbHble aHanM3bl PUCKA BbIMOSHAKTCHA HA BbICOKOM YPOBHE WU MOTEHUMANbHO MOryT ObiTb
MeHee TOYHbIMW, €AUMHCTBEHHbIN BO3MOXHbIM HEAOCTATOK COCTOUT B TOM, YTO HEKOTOPblIe BU3HEeC-nNpouecchbl UNN CUCTE-
Mbl HE MOryT ObITb OnpeaeneHbl Kak HyXgawwmnecss BO BTOPUYHON, Bonee agetanbHOW OLEHKE pUCKa. ITOM0 MOXHO
n3bexatb, €Crnn CyLWEeCcTBYET aaekBaTHast nHpopmaumsa o060 BCeX acnekTax opraHm3aumm, ee nHopmMmaumm n cucTemax,
BKIO4Yaa MHpoOpMaUKIo, NMoryyYeHHy0 B pe3ynbrarte oueHka nHunaeHToB Vb.

[1Tpy MCNONB30BaHNN BbICOKOYPOBHEBOW OLEHKM PUCKA paccMaTtpuBaeTcsl UEHHOCTb Ansl buaHeca nHdopmaumnoH-
HbIX aKTUBOB U PUCKM C TOYKM 3peHuns buaHeca opraHmsaumn. B nepBon TouUKe NPUHATUA peleHus (CM. PUCYHOK 1)
HECKOINbKO (DAaKTOPOB NOMOratoT B ONnpegeneHnn Toro, SIBNsieTCH N BbICOKOYPOBHEBAS OLEHKa afeKkBaTHON Ansa obpaboT-
KN PUCKa; 3TUMKN hakTopamMmm MOryT BbiTb:

- DU3HEeC-Uenun, KoTopble AOMKHbI BbITb AOCTUIHYThI NOCPEACTBOM UCMONBb30BAHUA Pa3NUYHbIX MHPOPMALNOHHBIX
aKTUBOB;

- CTENeHb 3aBUCUMOCTU BU3Heca opraHusaumm oT Kaxaoro MHPOpPMaUNOHHOIO akTuBea, T. €., ABNSTCH NN PYHK-
LMK, KOTOPbIE OpraHn3auusi cHMTaeT KPUTUHYHbIMK AN CBOEro BbPKUBAHUA UNKN 3hMEKTUBHOIO BeaeHns buaHeca, 3aBu-
CALLMMM OT KaXXgoro aktmeBa WUnv OT KOHMOUAEHUMANbHOCTU, LUEeNOCTHOCTU, AOCTYMHOCTN, HEOTKA3YEMOCTU, YYETHOCTH,
NOANTMHHOCTU N HAAEXHOCTN MHpopmMauumn, XpaHswencsa n obpabdbarbiBaemMon B 4aHHOM aKTUBE;

- YPOBEHb UHBECTULUIN B KaXXAbl NHPOPMALUNOHHBIM aKTUB C TOYKU 3pEHUS paspaboTKkn, nogaepXKkm Unn 3ameHbi
aKTUBA,;

- UHPOPMALUMNOHHbIE aKTUBbI, KOTOPbIM OpraHu3auuns HanpsmMmylo rnpucBamBaeT LEHHOCTD.
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[locne Toro Kak 3tm hakTtopbl OUEHEHbI, PelleHne CTAaHOBUTCH npowe. Ecnn uenu aktmBa KpanmHe Ba)XHbl OIS
BeAeHNs bBu3Heca opraHm3aumnm Unn eCcnm akTUBbl UMEKOT BbICOKMW YPOBEHb PUCKA, TO ANA KOHKPETHOIO MHPOPMAaLIMOH-
HOro akTMBa (UNK ero 4YacTu) gornkHa bbITb NPOBEAEHA BTOPAasl UTepauuns, aetanbHas OUueHKa pucka.

3aecb NPUMEHSETCH crieagylowee obduee npaBuno: ecnu otcytcerene Vb moxeT npuBecTn K 3Ha4YMUTENBHBIM HEDNA-
ronpusiTHbIM NMOCnNeacTBUAM A1l opraHn3aumm, ee BM3Hec-nNpoUeccoB UM €e akTUBOB, TO HEODXoanma BTOpast ntepa-
LUS OUEHKN pucKa Ha bonee getanbHOM YPOBHE ANst MAEHTUPUKaUMM NoTEHUMAarnbHbIX PUCKOB.

E.2 JeTtanbHada oueHKa pucka MHpoOpMaLNOHHON 6e30NacHOCTH

[eTanbHbIN Npouecc oueHkn pucka Vb BkntoYvaeT TwarenbHoe onpegeneHne n yctaHoBneHne LeHHOCTN akTUBOB,
OUEHKY Yrpo3 3TUM akTMBam U OLEHKY YA3BUMOCTEN. PeaynbTaTbl 3TOM AeATENBHOCTU UCMNONb3YIOTCA AN OLUEHKN PUCKOB,
a 3atem ansa onpegenexHns cnocoba obpaboTkn pucka.

HetanbHas nocnegoBaTenbHOCTL AEUCTBUN ODbIMHO TpebyeT NpoaomKUTENBHONO BPEMEHU, 3HAYUTENBHbLIX YCU-
INTUA U KOMNETEHTHOCTU U NO3TOMY MOXET ObITb Hanbornee npurogHon Anst MHPOPMAaLUNOHHbLIX CUCTEM C BbICOKUM YPOB-
HEM PUCKa.

OkoH4aTenbHbIM 3TANOM geTanbHOM OUEHKN pucka b aBnsieTcs oueHKa obWmnx pUCKOB, HaxoaaLWwasacs B pokyce
NAHHOIO NMPUITOXEHMUS.

[TocnegcTtBusa Moryt oUueHUMBaATBLCA HECKONMbKMMW METo4amMun, BKIHOYasa KONMUYECTBEHHbIE, HAaNnpumMep AeHEeXHble, U
KQ4eCTBEHHbIE MepPbI (C UCNONMBb30BAHNEM TaKUX ONpeaeneHun, Kak «yMePEHHbIE» UMK «CEePbe3HbIE») UM NX KOMDUHA-
umn. [1nsa oOueHKN BEPOATHOCTU BO3HUKHOBEHUS YIPO3bl A0MKHbI ObITh YCTAHOBIEHLI BPEMEHHbLIE PAMKU, B KOTOPbLIX aKTUB
byaet obnagatbe UEHHOCTBIO UNN HYXXAATbCS B 3aWmTe. Ha BEPOATHOCTb BO3HUKHOBEHUS KOHKPETHOW YIPO3bl OKa3bIBAIOT
BInsiHWE criegyrowmne dakropsbi:

- NMPUBIIEKATENBHOCTL aKTUBa UM BO3MOXHOE BO3AEeUCTBUE — MPUMEHMMO MPU PacCMOTPEHUN YMbILLNTEHHOW
YIPO3bl CO CTOPOHbI NEPCOHana;

- NPOCTOTa NPeodbpazoBaHUA akTUBA, UCMOMb3YIOLWEro yA3BMMOCTb 3a BO3HarpaxaeHuwe, — NpuMeHuUMo npu pac-
CMOTPEHNN YMbILWNEHHOW YIrpo3bl CO CTOPOHbLI NepcoHana;

- TEXHUYECKNE BO3MOXHOCTU OENCTBYIOLWLEro hakrtopa yrposbl — MPUMEHUMO MPU PacCMOTPEHUN YMbILWITEHHON
YIrpO3bl CO CTOPOHbLI NEpCcoHana;

- YYBCTBUTEIBHOCTb YA3BMMOCTU K UCMONBb30BAHUIO — NMPUMEHNUMO K TEXHUYECKUM N HETEXHUYECKUM YA3BUMOC-
THM.

Bo MHOrMX metogax ncnonb3yloTcs Tabnuubl n 06begnHATCA CYObEKTUBHbIE U 3MNUPUYECKNe mMmepbl. BaxHo,
4YTOObI OpraHmM3aumnst UCNonb3oBana MeTod, KOTOPbIM SABNAETCH Ans Hee Hanbonee yaobHbIM, B KOTOPOM OpPraHm3auus
yYBEPEHA N KOTOPLIN byaeT obecnevumnBatb MNOBTOPSEMOCTb pPe3ynbTaToB. Heckonbko NpumMepoB, OCHOBAHHbLIX HA Tabnu-
Lax MeTod0B, NPUBEOEHO HUXKE.

E.2.1 Npnumep 1 — Tabnuua c 3apaHee onpeaeneHHbIMU 3HAMEHUAMMN

B meTogax OUeHKM puUcKka OaHHOro Bnaga akTudeckne Unuv npegnonaraemblie PU3NYeckne akTnBbl OLEHUBAIOTCS
C TOYKWN 3PEHUA CTOUMOCTU 3aMEHbl UMM BOCCTAHOBIEHUSA (T. €. KONTMHECTBEHHbIE MEPbLI). DTa CTOMMOCTb 3aTEM NEPEBO-
OUTCH B TY XK€ KAYECTBEHHYIO LLIKany, KoTopas ucnonbayetcs ans nHpopmaymm (CMm. Hmxke). Paktndeckne nnm npeanona-
raémble rnporpaMmHble akTUBbl OLUEHUBAKOTCHA Takum Xe 0bpasom, Kak n Pmnsndeckue akTuBbl, — ONpeaensieTcs cro-
MMOCTb NPNOBPETEHUA UM BOCCTAHOBIEHUS, A 3aTEM NEPEBOANTCH B TY XXe KAYECTBEHHYIO LKAy, KOTopasi UCNonb3yeT-
csa ans uHcpopmaumn. Kpome Toro, ecnm cumtaeTtcs, uto nobas npuknagHas nporpamMmma nMmeeTt coObCTBEHHbIE Npucymne
en TpeboBaHUA B OTHOLWIEHUN KOHMPUAEHUMNANBHOCTU UIU LENOCTHOCTU (HaAnpuMep, eCrim NCXO0A4HbIW TEKCT NPOorpaMmmbl
cam no cebe ABNSIETCHA KOMMEPYECKN KPUTUYHBIM), OHA OLEHUBAETCS TakKuM Xe obpas3om, Kak n nHopmaums.

LleHHOCTE nHopMaunKn onpeaensaeTca U3 onpocoB OTAENbHbIX NpeacTaBuTenen busHec-MmeHeaXXMeHTa (Bna-
aenbueB nHopmauumn), KOTopble MOTyT aBTOPUTETHO CYAUTL O AAHHbLIX C UEenNblo onpegeneHns ULEHHOCTU N KPUTUYHOCTH
dhakTn4eckn Ncnonb3yembliX AaHHbIX UM JAHHbIX, KOTOPbIE OOIMKHbI XPaHUTLCHA, 00pabaTtbiBaTbCA UIMN OLEHUBATLCS.
Onpocbl 06NerdyanT OUEeHKY 3HAYUMOCTU U KPUTUHHOCTU MHOPMALUN C TOYKU 3PEHUST CLEHAPUEB HaUXyALWNX BapUaH-
TOB, BO3HUKHOBEHME KOTOPbLIX MOXHO npeanonarate UCXoasa na HebnaronpusaTHeIX nocrneacTsum ans buaHeca, ob6ycnos-
NEHHbIX HECAHKUMNOHNPOBAHHbLIM PacCKpbITUEM, HECAHKUMOHUPOBAHHOW MoaunduKaunen, Heg4OCTYNHOCTbIO B TEYEHUE
Pa3nNnU4YHbIX NEPUOAOB BPEMEHN N Pa3PYLUEHNEM.

LleHHOCTL onpeaensieTca UCNONb30BaHUEM MPUHLUNOB OnpeaeneHnss ULeHHOCTU MHAOPMAaUNK, KOTOPblE OXBa-
TbIBAKOT crneaytowme npodnemsi;

- InyHasa 6e30nacHoOCTb;

- INYHaAsA MHQPOPMAaLNA;

- OPUANHECKNE N HOPMATUBHbIE 00513aTENbCTRA;

- cobnwaeHne 3aKOHOB;

- KOMMEpP4YECKNE U SKOHOMUYECKNE UHTEPECHI;

- PpMHaAHCOBbLIE NOTEpPU/HapyLWweHne OeATeNbHOCTU;

- OOWECTBEHHbIA NOPAAOK;

- NONUTUKA K onepaunn buaHeca;

- NOTEPS «HEOCA3AaeMOro Kanutanay;

- JOrOBOP UMW COrnalleHne ¢ KNMEHTOM.
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[TpyHumnbl obnervyaT onpeaeneHne 3Ha4vYeHUn LUEeHHOCTU MO YMCNOBOW LiKane, Kak, Hanpumep, Ha wkane ot 0
0o 4, nokazaHHOW B NPUBEAEHHOM HWXE npumepe (cMm. Tabnuuy E.1a), ocywecTBNAs Takmm 06pasomMm NPUCBOEHNE KOIU-
YECTBEHHbIX 3HAYEHUN, €CnU 3TO BO3MOXHO N O0BOCHOBAHHO, U KAYECTBEHHbIX 3HAYEHUN TaMm, rage Kornu4yecTBEHHbIE
3HA4YEHNs1 HEBO3MOXHbI, HANPUMeEpP B Crny4vae co3gaHus ONacHOCTU ANs YENTOBEYECKOU XU3HMN.

Cneayowym BaXXKHbIM 3TanoMm AeATENbHOCTU SABNSAETCA 3arnofiHEHME psiga OMNPOCHbLIX NTMCTOB ANA Ka)Xaoro Bnaa
YIPO3bl, KAXQ0W rpynnbl akTUBOB, C KOTOPOW CBSA3aH AaHHbIA BUA yrpo3bl, YTobObl caenaTtb BO3MOXHOW OUEHKY YPOBHEN
Yrpo3 (BEPOATHOCTU BO3HUKHOBEHUS) U YPOBHEW YA3BMMOCTEN (MNPOCTOTbI NCMONMBb30BAHUSA YIrpo3 Ansl co3ganns Hebna-
roNnpUATHLIX nocnegctTemin). Kaxgbl OTBET HA BONPOC gaeT bannbl. 3Tn bannbl CKNagabiBATCA € UCNONb30BaHNEM Da3bl
3HaHUW N CpaBHUBAKTCA C AManasoHamn. ITO MAEHTUDPUUNPYET YPOBHU YIpo3, HANpuUMep, No LWKane oT BbICOKOro 4o
HU3KOro 1, aHanorm4yHo, YPOBHU YA3BMMOCTEMN, KaK NokaszaHo B Tabnuue E.1a, ¢ npoBeaeHnem pasnuynm mexay BugamMmm
nocnegcteun. NHdopmaumsa Ansa 3anonHeHns ONpoCHbIX NNCTOB A0MMKHA cobupaTtbCs N3 OnpocoB TEXHNYECKOro nepco-
Hana, npeagcraBuTenen otaena KagpoB, U3 AaHHbIX obcnegoBaHnn HakTUYECKOro MecTopacnonoXeHnss n NpoOBepPKU
OOKYMeHTauunn.

LlIeHHOCTb akTMBOB, YPOBHU YIrpo3 N YA3BUMOCTEW, OTHOCSLMECH K KaXgoMy Buay MocneactBun, NpuBOOSATCH B
TabnuyHon chopme (matpuue), npegcrasneHHon B Tabnunue E.1a, 4tobbl ana kaxgon komoumHaumm naeHTMnpnunpoBaTh

COOTBETCTBYIOLLYIO MEPY PUCKA HA OCHOBE wWwkKanbl oT 0 go 8. 3Ha4YeHnsa 3aHOCATCA B MaTpULLy CTPYKTYPUPOBAHHBIM 00pa-
30M.

Tabnwnua E.1a — LleHHOCTb aKTUBOB, YPOBHU Yrpo3 N YSA3BUMOCTEWN

CTeneHb BEPOATHOCTU Hu3akas | CpenHas Bbicokas
BO3HUKHOBEHUA YIrpo3bl
[lpocToTAa |
MCNONb30BaAHUA H C B H C B H C B

LleHHOCTB 0 0 1 2 1 2 3 2 3 4
AKTUBOB 1 1 2 3 2 3 4 3 4 5
2 2 3 4 3 4 5 4 5 6
3 3 4 5 | 4 5 S 5 ¢ 7
4 4 5 6 5 6 7 6 7 8

[1na kaxxgoro aktmea paccmaTpuBaloTCH YMECTHbIE YA3BUMOCTU U COOTBETCTBYIOLWME UM yIrpo3bl. Ecnn cyuwecTtByeT
YA3BUMOCTb Be3 COOTBETCTBYIOLLEN YIPO3bl UNK yrpo3a 6e3 COOTBETCTBYIOLWEN YSA3BUMOCTH, TO B HACTOSALLLEE BPEMSI PUCK
OTCYTCTBYET (HO cneayeT NPUHUMAaTb MEPbI B Cliyvae nameHeHust 3tom cutyaummn). CooTBETCTBYOWAS CTPOKa B Tabnuue
yCTaHaBNMBAETCA N0 3HAYEHUIO LLEHHOCTU aKTUBA, a COOTBETCTBYIOLLAA KONMOHKA YyCTaHABIMBAETCH MO CTENEHN BEPOSATHO-
CTW BO3HUKHOBEHUA Yrpo3bl U NMPOCTOTE UCNONb30OBaHUA. Hanpumep ecrnn aktme MMeeT LEeHHOCTb 3, yrpo3a SABMAETCH
«BbICOKOW», a YSAA3BUMOCTb «HU3KOW», TO Mepa pucka dyaet pasHa 5. [1pegnonoxmm, 4YTo akTuB MMEET LEHHOCTb 2 W,
HanNnpumep Ansa MoanduKkauun ypoBEHb Yrpo3bl ABMSAETCA «HU3KMM», a NMPOCTOTA UCMOMb30BAHUA «BbICOKOW», TOraa
mMepa pucka byaet paBHa 4. Paszmep 1abnuubl ¢ TOYKN 3PEHUS YNCA KATETOPUN BEPOSTHOCTU YIrpo3, KAaTErOPUN NPOCTOTbI
MCMONb30OBaHUA U YMCNa KaTeropum onpeageneHnss LEHHOCTU akTUBOB MOXET ObiTb aaanTUPOBaH K NOTPEeBbHOCTAM opra-
HU3auuun. nsa gononHUTEnbHbIX MEP pUcKa noTpebyoTca A0NONMHUTENBbHBIE KONTOHKMU N CTPOKWU. LIEHHOCTb AaHHOro noa-
X04a 3aKMn4aeTcs B PaHXUPOBAHUN PUCKOB, TPEDYIOWMX PACCMOTPEHUS.

AHanorm4Has martpuua, Kak nokasaHo B tabnuue E.1a, sBnaercs pesynbtatomMm PacCMOTPEHUSA CTENEHN BEPOATHO-
CTW CUEeHapusi MHUMAEHTa, OTODPaXXeHHOro Ha KONMYeCcTBEHHO OUueHeHHOe BnusiHne buaHeca. BeposaTHoOCTb cueHapws
MHUMOEHTA AaHa NOCPEeaAcTBOM Yrpo3bl, NCMOMb3YIOWEN YA3BUMOCTb C ONpeaeneHHON BEPOATHOCTLIO. Tabnmua otobpa-
XKaeT 3Ty BEPOSATHOCTb BNUSAHUS HA OU3HEC, CBA3AHHYIO CO CUeHapuem umHumgeHTta. [lonyyaembl B pesynbrarte pUckK
namepsietcs no wkane ot 0 oo 8, MoxeT ObITb OUEHEH OTHOCUTENBHO KPUTEPUEB NPUHATUSA pucka. [laHHas wkana puckoB
MOXET TaKxke oTobpaxaTbCHA Ha NPOCTON OBLWMKA PEUTUHT PUCKOB, HANPUMEP crnegywmm obpasom:

- HU3KUN puck. 0—2;

- CpeaHUN pUCK. 3—D5;

- BbICOKMIN PUCK. 6—8.
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Tadbnuua E.1b — CreneHb BEpOATHOCTU CUEHaApPUs MHUMAEHTA

CteneHb O4eHb HM3KaA Huakasa (manose- CpenHsas Bbicokas O4eHb
BEPOATHOCTHU (OMeHb ManoBe- POATHAA) (BO3MOXHAA) (BepoATHAA) BbICOKaA
cLeHapus POATHAA) (HacTasn)
MHUWOEHTA
Huskoe 1 2
Brnivaxwue
CpegHee 2 6
Ha Bn3HecC PeA
Bbicokoe 6 [4

E.2.2 lNpumep 2 — PaHxXupoBaHue yrpos3 nocpegctBomMm mep pucka

MaTtpuua vnmn Tabnuua MoxeTt bbiTb UCNONMb30BaHa, YTODLI CBA3aTh PAKTOPbLI NOCNeAcTBUA (LEHHOCTb aKTUBOB) C
BEPOSATHOCTBIO BO3HUKHOBEHUS YIpo3bl (MPUHMMAsN B pacqHeT acnekTbl yA3BUMOCTHK). [1epBblv Wwar COCTOUT B OLEHKE NO-
cneacTeBun (LEHHOCTU akKTMBOB) NO 3apaHee OnpeaeneHHon Wwkane, Hanpumep ot 1 Ao 5, Ans Kaxaoro Haxoasawerocs
noA yrpo3oun aktmea (KonoHka «b» B tabnuue E.2). Btopown war coctont B OLEHKE CTENEHN BEPOATHOCTU BO3HUKHOBEHUS
YIrpo3bl MO 3apaHee onpeaerieHHon wkane, Hanpumep o1 1 40 5, Ans Ka)gow yrposbl (KONOHKa «C» B Tabnuue E.2).
TpeTnn war cocTouT B BbIMUCITEHUN MEPBI PUCKA NYTEM YMHOXeHUA (b X ¢). HakoHeu, yrpo3bl MOTryT BbiTh PaHXUPOBAaHbI
B NOPsiAKe COOTBETCTBYOLWEN Mepbl pucka. OTMETUM, YTO B 3TOM Nnpumepe «1» COOTBETCTBYET HAMMEHbLLLUNM MOCNeaCcTBU-
M U CAMOW HU3KOW CTENEHN BEPOSATHOCTU BO3HUKHOBEHUA.

Tabnwnya E.2 — PanxnpoBaHue yrpos nocpeacTtBoM Mep puUcka

MoeHTudukaTop [Tocnencreus CTeneHb BEpPOATHOCTU Mepa pucka PanxuposaHue yrpos
yrpo3bl (LEHHOCTL akTMBAa) BO3HUKHOBEHUA YIPo3bl (d) (e)
(@) (D) (€)
Yrposa A 5 2 10 2
Yrposa B 2 4 8 3
Yrposa C 3 5 15 1
Yrpo3a D 1 3 3 5
Yrpo3a E 4 1 4 4
Yrposza F ? 4 8 3

Kak nokasaHo BbllLEe, 3TO ABMNAETCH Npoueaypon, NoO3BONSAOWEN COMOCTaBMNATL U PaAHXNPOBaTh B NOPSAKE Ha3Ha-
YEHHbIX NMPUOPUTETOB Pa3fIUYHbIE YIPO3bl C Pa3HbIMU NMOCNEACTBUSAMU N BEPOATHOCTBIO BO3HUKHOBEHUA. B HEKOTOPLIX
cnydasax dyaet Heobxogumo pesynbTaTbl, MONYYEeHHbIE 34eChb MO SMMUPUYECKUM LLKANam, NpeacTaBnsTb B AEHEXHOM
BblPaXXeHUMN.

E.2.3 Npumep 3 — OueHKa LEHHOCTN AN BEPOATHOCTU PUCKOB U NX BO3MOXHbLIX NOcCneacTBUN

B 3tom npumepe ocoboe BHUMAHNE yaenseTcsa nocneacteusam nHumaentoB Vb (cueHapusam MHUMAOEHTOB) U ON-
pedeneHnto Toro, Kakmum cuctemam criegayer otaaBaTtbh NpegnodTeHne. 3TO BLIMONMHAETCHA NYTEM OUEHKN OBYX 3Hade-
HUA — A5 K2KO0ro akTuBa v pucka, KombnHauus KoTopbix dyaeTt onpegensatb 6anns! A4ns Kaxaoro aktmea. Korga cymmu-
PDYIOTCH BCE Dannbl akTMBOB CUCTEMbI, ONPeaensieTcs Mepa pucka ans 3Tom CUCTEMBI.

CHavana Ka)gomy aktuBy NPUCBanBaeTCs LUEHHOCTb. JTO 3HAYEHME CBA3AHO C BO3MOXHbIMU HEBNAronpUsATHLIMW
NnocrneacTBUAMMW, KOTOPbIE MOIyT BO3HUKATb, €CIU akKTUB HaxoauTcs nog yrpo3on. JT1a UeHHOCTb NPUCBanNBaETCH aKkTUBY
ONs1 KaXgoro cnydasi BO3HUKHOBEHUS COOTBETCTBYIOWEN aKTUBY yrpo3bl. [1oToOM oueHnBaeTcs 3HaYeHne BEPOSATHOCTMN.
OHO oueHMBaeTCsl NCxXoast N3 KOMOMHaUMM CTENEHN BEPOSATHOCTU BO3HUKHOBEHUS YIPO3bl U MPOCTOTbl UCMONb30BAHUS
YA3BUMOCTU (CM. Tabnuuy E.3, Bbipaxkarouwyo BEPOATHOCTb OCYLLECTBNEHUS CLUEHAPUS NHUNOEHTOB).

Tadbnwnua E.3 — OueHka ueHHOCTN ANA CTENeHN BEPOATHOCTU U BO3MOXXHbIX NOCNEACTBUA PUCKOB

YPOBHU yrpo3sbl Huskas CpenHss Bbicokas
YPOBHN YA3BUMOCTW H C B H C B H C B
3Ha4YeHNe CTENeHn 0 1 2 1 2 3 2 3 4

BEPOATHOCTU
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3aTem, Haxoasa nepecevyeHne NMHUIN 3HAYEHUS LEHHOCTU aKTUBa U 3HAYEHUA CTeneHn BepoaTHOCTU B Tabnuue E.4,
npuceBamBaloTcs bannsl aktuBy/yrpo3e. bannbl akTnBa/yrpo3sl NOACHNTLIBAKOTCS, YTODLI NONY4YNTb NTOMOBbIE Bannbl Ans
aKTMBa. 3JT1a uupa MOXeT UCNOonNb3oBaTbhCH AN NPOBEAEHNA Pa3NUYnn Mexay akTuBamMmun, COCTaBNAWNMUN YacTb CUC-
TEMBbI.

Tabnwunua E.4 — LleHHOCTM akTMBa 1 3HAYEHUA CTENEHN BEPOATHOCTU

3Ha4YeHne CTeneHn BepOsTHOCTU leHHOCTb akTuBa
0 0 1 2 3 4
1 1 2 3 4 5
2 2 3 4 5 o
3 3 4 5 6 [
4 4 5 6 / 8

OKOHYaTenbHbIW LWar 3aknio4aeTcs B NOACHETE BCEX UTONOBbLIX BanmnoB akTMBOB CUCTEMBI, YTOBbI NONy4nTb Bannbl
CUCTEMBbI. ITa UNdPpa MOXET UCMONbL3OBATLCA ANA NPOBEAEHUA PasnUynn Mexagy cuctemamm n onpegeneHus Toro,
3almnTe Kakon CUCTEMbI crnegyeT oTaaBaTh NpeanovTeHnE.

B nocnegyowmnx npumepax Bce 3Ha4eHus1 BblbpaHbl Criy4amnHo.

[Tpeanonoxunm, 4to cnctema C umeet Tpu aktuea. A1, A2 n A3. Takxe npeanonoXnm, YTo CYyLLECTBYIOT ABE yrpo3bl
Y1 n Y2, npumennmole K cucteme C. lNycTb UeHHOCTb aktuea A1 byaeTt 3, AONyCTUM TakXe, YTO LUEHHOCTb aktupa A2
DaBHa 2, a UEHHOCTb aktuea A3 paBHa 4.

Ecnn gnsa A1 n Y1 cteneHb BEPOATHOCTU Yrpo3bl HU3KasA, a NnpocTtota UCMNoNb30BaHUA YA3BMMOCTU CpeaHss, TO
3HA4YEeHne CTENEHN BEPOATHOCTM paBHO 1 (cMm. Tabnvuy E.3).

Bannel ans aktuea/yrpoael A1/Y1 moryT bbITh BbiBeAeHbl N3 Tabnuubl E.4 Ha nepecevYeHnn NMHUIA LEHHOCTU aKTUBA
3 U 3HAYEHUA CTENEHN BEPOATHOCTU 1, T. €. paBHble 4. AHanorn4yHbiM obpaszom, nyctb And A1/Y2 cteneHb BEPOATHOCTH
yrpo3bl ByaeTt cpeaHen, a NnpocToTa NCNoNb30BaHUA yA3BUMOCTH ByaeT BbICOKOW, YUTO gact ans A1/Y2 3HaveHune 6.
enepb MOryT ObITb BbIHYUCIIEHbI UTOTOBbIE Bannbl aktnea A1Y, 1. e. paBHble 10. MToroble 6annbl akTMBA BbIHUCTIS-
IOTCA ANS Ka)XAoro aktmea v npuMeHMMOn yrpo3sbl. IToroBole Bannbl CUCTEMBI BbIYUCNAOTCH NMYyTEM CYMMUPOBA-
Hua A1Y + A2Y + A3Y, yto aaet CYV.

Pasnn4yHble CUCTEMbI MOTYT CPaBHUBATLCA ANA YCTAHOBIIEHUS NPUOPUTETOB, a TakKe pasfnyHbIX akTUBOB B Nnpeae-
nax oaHon CUCTEMbI.

[TlpuBegeHHbIE BbilLe NPUMEPHLI MOKAa3aHbl C TOYKU 3PEeHUA MHPOPMALUOHHBIX CUCTEM, OQHAKO aHaNOrM4YHbIN
noaxoa MoXeT ObiTb MPUMEHEH M K DM3Hec-npoueccam.
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Mpunoxexnue F
(cnpaBo4HOE)

OrpaHun4YeHusi, oTHocsLUECHA K CHUXKEHUIO pucka

[Ipn paccMoTpeHUn orpaHnYeHnin, OTHOCALLMXCH K CHUXXEHUIO PUCKA, HYXHO NMPUHMMATL B pacyeTt cnegyroumne
OrpaHuYeHuns.

BpeMeHHbIe orpaHn4eHus

MoXeT cywecTBOBaTb MHOIMO BUAOB BPEMEHHbIX OrpaHnveHmnn. Hanpnmep mepbl u cpegcrtea KOHTPOS U ynpasre-
HUS OOMXKHbI ObITh peanu3oBaHbl B TEYEHWE BPEMEHHOIO nNepuoaa, NpuemMnemoro ans pykoBogcrtea opraHm3auuun. Ewe
OAWH BWUJ BPEMEHHOIO OrPaHNYEHNA — MOTYT I MEPA U CPEACTBO KOHTPONS U yrpaBneHuns bbiTb peann3oBaHbl B TEYE-
HUe cpoka Crnybbl cucTemMbl UNU MHpopmauun? TpeTbuM BUOAOM BPEMEHHOIO OrPaHUYEHUs MOXET ObITb Nepnoa Bpe-
MEHW, KOTOPbIN PYKOBOACTBO OpraHm3aumn cHUTaeT NnpuemMnemMbiM Ans nogBepXeHHOCTU onpegeneHHoOMY PUCKY.

PuUHaHCOBbLIE OrpaHN4YeHunA
Peanu3aumns Unu noaaepXka Mep u cpeacTB KOHTPONS M yrnpaBleHnsa He AO0IKHA ObiTb Bonee A0POrocTosIWEN,
YeM LUEHHOCTb aKTUBOB, KOTOPbIE OHMN NpeAHa3HavYeHbl 3alnWaTh, 3a UCKITIOYEHUEM ClyvaeB, korga obecneyveHne cooTt-
BETCTBUS SABNSETCA obAsartenbHbiM (HaAnpumep no 3akoHogaTenbcTBy). HOmKHbl npunararteCs BCE YCUNUSA, YTODbI HE
NPEBbLICUTb YCTAHOBINEHHbIN BIOOKET U 4OCTUYL (PMHAHCOBOW BbIroAbl bnarogaps UCNofib30BaHUIO MEP U CPEACTB KOHT-
ponsi n ynpaenennsa. OQHaKo B HEKOTOPLIX CIy4vasiXx MOXET He ObiTb BO3MOXHOCTU AOCTUYb XKenaemon 6e30nacHOCTU U
YPOBHS NPUHATUS PUCKA BCeacTBUE BIOMKETHBIX OrpaHmnyeHnin. [1o3Tomy ans paspelueHns Takom cutyaumm noTpedyer-
CH peleHne pyKoBOACTBA OpraHmn3aunn.

CnegyeT nposiBNATb DOMbLIYD OCTOPOXHOCTb, €CINU U3-3a COKPaLWLeHUs DoaKeTa COKpPaLLAeTCs KONUYECTBO UMK
Ka4eCTBO MEP U CPEeACTB KOHTPOISA U ynpasrieHns, nognexawmx peanmsaunm, Tak Kak 3To0 MOXET NPUBOANTb K HEABHOMY
coXxpaHeHuto Bbonee BbICOKOro puUcKa, YemMm NnaHupoBanocb. bromxeTt, yCTaHOBNEHHbIM AN MEP N CPEACTB KOHTPONS W
yrpaBneHus, QOIMKEH UCNOMNb30BaTbLCA KaK OrpaHnyYmBaloLnMn PakTop, HO CO 3HAYUTENBHON OCTOPOXHOCTHLIO.

TexHun4eckKkme orpaHN4eHuns

TexHnuyecknx npobnem, Takmx, Kak COBMECTUMOCTb NPOorpaMmm Unun annapaTHbIX CPeacTB, NErko MOXXHO n3bexarb,
eClnn yYNTbIBaTb UX BO BpeMs BbIbopa Mep U CpeacTB KOHTPONS v ynpasneHunsi. Kpome 1oro, peanmaaums UCnonb3yowmx-
CH paHee Mep U CPeAcTB KOHTPONA U ynpaslieHnsa 4Nd CyLLEeCTBYIOLWEro npouecca uinm CUCTEMbl YacTo 3aTpygHSAETCS
TEXHUYECKUMUN OrpaHUHEeHus MU, 3TN TPYAHOCTU MOIyT caBuratb banaHc mMep n cpeacTB KOHTPOIA U yNpaBneHust B CTOPO-
HY npoueaypHbiX U Hun3nvecknx acnektoB obecneveHmns besonacHocTU. MoXeT BO3HUKHYTb HEODXOAUMOCTb B Nepe-
cMoTpe nporpammbl obecneveHns b ans goctmxkenus uenen 6e3onacHoOCTN. ATO MOXET NPOUCXOaUTb, KOraa Mmepbl U
cpeAcTBa KOHTPONA U yNpaBleHUs HE COOTBETCTBYIOT OXUOAEMbIM Pe3ynbTaraM CHUXEHUS pucka 6e3 yMeHbLUEHUS
NPON3BOAUTENBHOCTM.

OnepaunoHHbIe OrpaHUYeHUs

OnepaunoHHble orpaHuYeHusl, Takne, Kak HeobxoaumocTb paboTatb B pexume 24 X7, BbINOMNHASA, KpOME TOro,
pe3epBHOE KONMUPOBaHWE, MOIyT MPMBOAUTBL K CINOXHOW U OOPOrocTosAwen peanuiaumm Mep v CpeacTB KOHTPONSA W
YNPaBNeHUs1, €CNn OHU He BbINK 3anoXeHbl B NPOEKT C CaMoro Hadvana.

KynbTypHbIe OrpaHu4eHus

KynbTypHbIE OrpaHUYeHns, Kacarwmecs BbIbopa Mep 1 CPEACTB KOHTPOMNS U ynpaBrieHusl, MOryT BbiTb XapakTepHb!
051 CTPaHbl, CEKTOpAa, opraHu3auuv nnn gaxe otaena B opraHmsaumn. He Bce mepbl n cpeactea KOHTPOIA U ynpaeieHus
MOTYT MPUMEHATLCA BO BCEX CTpaHax. Hanpumep BO3MOXHO peann3oBaTtb 4OCMOTP CYMOK B cTpaHax EBponbl, HO HE B
psage crpaH bnwxHero BocTtoka. KynbTypHblie acnekTbl HENb3sA UTHOPUPOBAaTh, NMOTOMY 4YTO MHOIMME MEPbl U CPeacTBa
KOHTPOMNS U ynpaBneHnsa 3aBUCAT OT aKTUBHOW NOAAEPKKN nepcoHana. Ecnun coTpyaHukn He NOHMMAaOT HEODBXOAMMOCTH
NPUMEHEHUA MEP N CPEACTB KOHTPONSA W yMNpaBlieHUA UMK HE CUUTAIOT UX NPUEMITIEMBIMA C TOYKN 3PEHUA KYIbTYPHbIX
Tpagnunmn, ¢ TeMEHNEM BPEMEHN 3TN MEPBLI N CPEACTBA KOHTPOS U ynpaBleHnss CTaHyT HE3MPEKTUBHBLIMM.

JTU4YecKue orpaHM4eHun

ITUYECKME OrpaHn4YeHus MOryT UMeTb Cepbe3Hble NOoCcneacTBus Anst Mep U CpeacTB KOHTPONS M ynpaBneHus,
NOCKOJIbKY 3TUYECKNE MPUHUUNbI MEHAIOTCHA HA OCHOBE HOPM MOpanun. ITO MOXET NPensATCTBOBaATh peann3aunn Takmx
MEP U CPEeACTB KOHTPONSA U ynpasrieHusl, Kak, Hanpumep CKaHMpoOBaHUE COODLLEHUI 3MEKTPOHHOW NOYTbl B HEKOTOPbIX
cTpaHax. CekpeTHOCTb MHOPpMaLNUN MOXET TaKKe MEHATBCA B 3aBUCUMOCTU OT PernoHalbHbIX NN rocyaapCTBEHHbIX
aTndecknx npuHumnoB. OHKW MOryT B 60NblIEN CTENEHN KacaTbCH OQHUX OTpacien 3KOHOMUKN U B MEHbLLUEN CTEMNEHN —
OPYIrnx, HanpuMep npaBuUTENBCTBEHHOIO CEKTOPAa U OTpaclin 34paBoOOXpaHEeHns.

OrpaHnyeHusn, cBA3aHHbIe C OKpyXarLuen cpeaon

PakTopbl OKpyXaloWen cpeabl, Takme, Kak AOCTYNHOE MPOCTPaHCTBO, 3KCTPEMAarlbHbIE KIMMaTU4YeCKUe YCIrioBUA,
OKpyXXaLwas NpupoaHas u ropoackas cpega, MoryT BNusTb HA BeIDOP MeEP U CPeACTB KOHTPONA U ynpaenennsa. Hanpu-
Mep obecneveHne CENCMOCTOMKOCTU MOXET BbiTb HEOBXOAUMBIM B HEKOTOPLIX CTPaHax, HO HEHYXXHbIM B APYIUX.

IOpuan4veckue orpaHM4eHnA
'IpaBoBble (hakTOpbl, TakMe, Kak obecneveHne 3awmTbl NUYHbIX AAHHBIX UKW NONOXEHUS YIONTOBHOIMO KOAEKCA,
kacarwpmecss obpaboTkn nHdpopmMmaunm, MOryT okasblBaTb BIUSIHWE HA BbIOOP MEP N CPEACTB KOHTPOIMS U yNpaBreHus.
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ObecnevyeHne COOTBETCTBUSA 3aKOHOAATENbHbIM M HOPMATUBHbIM TPebOBaHUAM MOXET npeanucbiBatb UCNONb30BaHNE
onpeaeneHHbIX BUA0OB MEP U CPEACTB KOHTPONA N ynpaseHusl, BKNtoYas obecnevyeHmne 3awmnTbl AaHHbIX 1 PUHAHCOBLIN
ayguT, HO MOXET TakkKe He O0NycKaTb UCMONb30BAHUA HEKOTOPLIX MEP U CPEACTB KOHTPONS U yrpaBlieHUs, HanpumMep
wundppoBaHus. [pyrme 3akoHbl 1 HOPMbI, TAKWE, KaK TPyA4OBOE NpaBo, NpeannucaHns NoXXapHoro otaena, npasuna TeXHU-
Kn 6e30nacHOCTN U OXPaHbl 300POBbS U HOPMbl 3KOHOMWYECKOro CEKTOpa U Ap., TOXE MOryT BNusATb HA BbIOOp Mep W
CPeACTB KOHTPOIA U ynpasBlieHus.

[lpocTOoTa UCNONBL30OBaAHUSA

HeyaoBneTBOpPUTENbHOE B3aUMOAENCTBUE «YENOBEK—TEXHOMOrMA» byaeTt Bbi3biBaTbh OWMOKN nepcoHana n mMo-
KEeT NpuBOANTL K BECNONE3HOCTN MEP N CPEACTB KOHTPONS 1 ynpasneHns. Mepbl n cpeacTtBa KOHTPONS U yripaBneHns
OOMKHbI BbIOMpATBCHA C Lenblo obecneyeHmns onTuMarnbHOW NPOCTOThI MCNOMB30BAHUA HAPSAY C AOCTMXKEHMEM MPUEM-
NEMOro yPOBHSI OCTATOYHOro pucka ans ousHeca. lNpumeHeHne TpyaHO UCNONb3YyEMbIX MEP U CPEACTB KOHTPONS U
yrnpasneHnst oyaet BNusaTb Ha UX 3PPEKTUBHOCTL, TaK KaK NOMb30BATENN MOTYT NbITaTbCsA 006X0aUTb UMM UTHOPUPOBATL
NX, HACKOIIbKO 3TO BO3MOXHO. CnoXHble cpeacTBa yrnpasrieHUs OOCTYNOM, NMPUMEHAEMbIE B OpraHmn3aumnn, MoryTt cno-
coDOCTBOBATb UCNOJIb30OBAHUIO allbTEPHATUBHbLIX HECAHKLMOHMPOBAHHLIX METOA0B A0CTyNA.

KagpoBble orpaHu4YeHus

Cneayet yunTbiBaTh 4OCTYMHOCTL W 3aTpaTtbl HA ONMaTty COBOKYMHOCTU cneumann3npoBaHHbIX HABLIKOB 4115 peanu-
3auUnMm Mep U CpeacTB KOHTPOMNSA M ynpaBlieHUs, a Takke BO3MOXHOCTb NEepeMeELLEHUA NepcoHana Mmexay noapasaene-
HUSAMM OpraHu3auumn Npu HebNaronpuUATHLIX YCNOBUSX paboTbl. Y nepcoHana MoOXeT OTCYTCTBOBaTb Tpebyemasi KBarnwu-
dukauma ans peanusaymm nNNaHUpPyeMbliX MEP U CPEACTB KOHTPONS U yNpasrieHUs Unn ee nonydveHne Moxet ObiTb
KpanHe 3aTpaTtHbiM Ans opraHm3auun. [pyrne acnekrtbl, HaNnpuMep TeHAEHUUSA K AUCKPUMUHAUUKN OOHUX COTPYAHUKOB
OPYTMMU, HE NPOXOAUBLUMMM NPOBEPKY HAAEXHOCTU, MOTYT UMETb CEPbE3HbIE NOCNeACTBUA ANS NONMMTUK 6e30nNacHOCTH
N NpakTu4ecknx npnemoB obecrnieveHnst 6esonacHocTn. Kpome Toro, He0bXogMMoCTb HamMa Ha paboTy cneunanucToB
COOTBETCTBYIOLWEN KBANUMPUKALMN N HAXOXOEHNE TaKUX KaHanaaTyp MOXET NPUBOAUTL K HAUMMY A0 3aBEPLLUEHUS NMPOBEP-
KW HAOEeXXHOCTU. TpeboBaHne 3aBepLlUEeHUs NMPOBEPKU HAOAEXKHOCTU A0 ohopMINEHNS HaMMa ABNAETCH ODbIMHOW N Hau-
bonee Be3onacHoOnM NpPakTUKOMW.

OrpaHnyeHus, Kacawwmecs UHTerpaLum HOBbIX U CYLLLECTBYOLWMUX MEepP U CPeaAcTB KOHTPONA U ynpaBlieHUsA

Ha nHTerpauunio HOBbIX MEP N CPEACTB KOHTPOIA M yNpaBlieHUA B CYLLECTBYHOWEN MHPPACTPYKTYPE U B3ANMO3aBU-
CUMOCTb MEP U CPEACTB KOHTPOIA U yNpaBleHUs 4acTto He obpallatoT BHUMaHUS. HoBble Mepbl U CPeacTBa KOHTPOMNS U
yNpaBneHnst MoryT ObiTb TPYAHO peannayemMbiMU NPy HAaNUYMm HECOHETAaEMOCTU NN HECOBMECTUMOCTHU C CYLLECTBYIOLLN-
MW MepamMn 1 cpeacTBamMm KOHTPONSA U ynpasneHnst. Hanpumep nnaH no ncnonb3oBaHntio BUOMETPUYECKUX NMPU3HAKOB
051 OCYLWECTBIEHUSA (PU3NYECKOIo KOHTPOMNA AOCTyNa MOXET BCTyNnaThb B NMPOTUBOPEYNE C CYLWLECTBYIOLWEN CUCTEMOWN VII-
paBNeHns1 A4oCTynom, ocHoBaHHOW Ha Habope PIN-koga. CTOMMOCTb N3BMEHEHUA MEP N CPEACTB KOHTPOIMS U yNpaBieHns
C CYLWECTBYIOLWMX HA 3annaHnpoBaHHble A0MKHA BbiTh AobaBneHa K obwum pacxogam Ha 06paboTky pucka. BoamoxHo,
YTO peanusaumsi BbIDPaHHLIX MEP U CPEACTB KOHTPOMNSA U ynpaeneHuns bygeT HEBO3MOXHA M3-3a HECOYETAEMOCTU UNK
HECOBMECTUMOCTU C CYLWECTBYIOLWLMMN MEPAMN N CPEeACTBaAMMN KOHTPOIA U ynpaBlieHus.
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MpunoxeHue A
(cnpaBo4HOE)

CBeaeHUsA 0 COOTBETCTBMU CCbINOYHbIX MeXAayHapoAHbIX CTaHAAPTOB CCbINOYHbLIM
HauMoHanbHbLIM cTaHgapTamMm Poccunckon ®@epgepauun

Tadbnwuua OJA.1

QO0o03HAYEeHNUE CCbINOYHOro CTeneHb O00O3HAYEeHUEe N HAMMEHOBAaHUE
MEXAYHAPOOHOro craHgapTra COOTBETCTBUA COOTBETCTBYIOLLEro HAUMOHANBHOIO cTaHgapTa
NCO/M3IK 27001:2005 IDT [OCT P NCO/M3K 27001—2006 «MNHdopma-

LMOHHAasA TexHonormnsa. Metogbl n cpegcrtea obecne-
yeHus1 bezonacHocTn. CUCTEMbI MEHEIPKMEHTA WH-
dopmaunoHHon BeaonacHocTun. TpeboBaHUA»

MCO/M3OK 27002:2005

*

NMCO/MOK
PykoBoacTeo 73:2002

MCO/M3K 16085:20006

MOD [OCT P 51897—2002 «MeHegXMeHT pucka.
TepMnHbl U onpeaeneHns»
IDT [OCT P MCO/M3K 16085—2007 «MeHepKMeHT

pucka. [NpumeHeHuns B npoueccax XU3HEHHOIO LIMK-
na CUCTEM M NPOrpaMmmHOro obecnevyeHms»

* COOTBETCTBYIOLWMN HaUMOHalbHbIW CTAaHO4APT OTCYTCTBYET. 11O ero yrBepXxXgeHus pekoMeHayeTcs UCnornb3o-
BaTb NEPEBOA HA PYCCKUN A3bIK 4aHHOIo MexagyHapogHoro craHgaprta. [lepeBog AaHHOro mexgyHapogHoro craH-
aaprta Haxoauntea B PegepanbHOM MHPOPMaAUMOHHOM (POHAE TEXHUYECKUX OOKYMEHTOB W PEerramMeHTOB.

[TpumedyaHwune— B HacToswen Tabnuue ncnonb30BaHbl cregyowmpe yenoBHble 0603HAYEHNUE CTENEHN
COOTBETCTBUSA CTaHaapTa:
- IDT — naeHTUYHbIE CTAHOAPTHI,

- MOD — moandunumnpoBaHHble cTaHOapThHI.

[1]
[2]

[3]
[4]
[3]

bubnuorpacpus

NCO/MOK Pykoeogcteo 73:2002 MeHempxmeHT pucka. Crnoeapb. PyKoOBOACTBO MO NPUMEHEHUIO B CTaHZapTax

(ISO/IEC Guide 73:2002)
MCO/M3IK 16085:20006

(ISO/IEC 16085: 2006)
MeHeKMEHT puUckKa

(Risk management. Vocabulary. Guidelines for use in standards)
[lpoekTupoBaHne cuUCTeM K nNporpammHoro obecnedveHus. lpouecchbl Xun3-
HEHHOro uukna. MeHemKMeEHT pucka

(Systems and Software Engineering. Life Cycle Processes. Risk Management)

(AS/NZS 4360: 2004 Risk Management)

CneunanbHas nybnukaumsa HAC

800—12. BeBegeHne B koMNblOTEPHYIO Be3onacHocTb. CnpaBodHuk HACT

(NIST Special Publication 800—12, An Introduction to Computer Security: The NIST Handbook)

CneunanbHas nydbnukauyma HAC

800—30. PykoBoaCTBO NO MEHEMKMEHTY puUcKa aAns cuctem MHopmMaLumnoH-

HbIX TeXHONormn. PekomeHgauun ans HauMoHarnbHOMO MHCTUTYTA CTaHO4APTOB U TEXHOMNOIMMN
(NIST Special Publication 800—30, Risk Management Guide for Information Technology Systems. Recom-
mendations of the National Institute of Standards and Technology)
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YK 001.4:025.4:006.354

OKC 35.040

KntoyeBble crioBa: MeHeXKMEHT pucka MHopMaLUUoHHOW 6e30nacHOCTK, PUCK MHGOPpMa
npoLecc MeHeMKMeHTa pUcka, oLleHKa pucka, obpaboTka pucka, Npur

PUHT pUCKa, NepecMoTp pUC
30MacHOCTb, UHdOPMaLUUOH

ATUE PUCKa, KOMMY

Ka, CUCTeMa MeHepKMeHTa nHdpopmaumno

HdA CUCTEMA

INOF

HOW BEe30MNacHOCTN,

KA

111 pUCKa, MOHUTO-

HHOW Be3onacHoCTU, MHpopMaLMOHHAs be-

CoaHo B Habop 26.05.2011. [llognucano B ne4are 14.07.2011.

Pepaktop K. C. CasuHoga

TexHunveckmn pepaktop B. H. lpycakosa
Koppektop fl. A. MumpogaHoga
KomnbloTepHas BepcTtka 3. V. MapmbiHogou

dopmar 60x847/.
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