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[lpeaucnoBue

Llenn u npuHuMnel ctTaHgapTusauum B Poccumnckon PeagepaumyctaHoBneHbl PegepanbHbIM 3aKOHOM OT
27 nekabpsa 2002 r. Ne 184-03 «O TexHUYeCcKOM perynmupoBaHiun», a npaBuna npMMmeHeHuns HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccunckon depgepanmn.
OCHOBHbIE MNONOXEHUAY

CBepgeHUA o cTaHaapTe
1 PASPABOTAH ObLecTBOM € oOrpaHnM4eHHOMN OTBETCTBEHHOCTbIO « KpUNTOKOM»

2 BHECEH YnpaeneHnem TeXHM4eCcKoro perynmpoBaHusa n ctaHgaptmsaunm egepanbHOro areHTCcTBa
No TEXHUYECKOMY perynmpoBaHUC M MeTPONOTnn

3 YTBEPXXOEH W BBEAEH B JEWCTBUWE MMpukasom PeaepanbHOro areHTCTBa o TEXHNYECKOMY
perynupoBaHuto n metponorin ot 15 nekadbpst 2009 . Ne 841-cT

4 BBEAEH BI'NEPBbBIE

ViIHgbopmauuss ob U3MeHeHUsIX K HacmosileMy cmaHoapmy nybrnukyemcss 8 eXXe200HO u3dagaeMoM
UHOPpMaUUOHHOM YKazamerne «HalyuoHalbHble cmaHOapmabi», a mekcm UaMeHeHUU U rornpasoK — 8 eXXeMe-
CAYHO U30asaeMbiX UHPOPpMaUUOHHbLIX yKazamernsax « HayuoHanbHble cmaHOoapmely. B criydyae nepecmompa
(3aMeHbl) Ui OMMeHbI Hacmosauw,e20 cmaHOapma coomeemcemesyrouiee yeeoomreHue byoem ornybnukosaHo
8 eXkeMeCsIHHO U30asaeMoM UHpopMaylUoOHHOM yKkazamerne «HayuoHarnbHble cmaHOapmeily. Coomeemcmey-
fowast UHQopMayusi, yeeooMIIe HUS U MEeKCMbI pa3Melaromces makxe 8 UHGbopmMalUuoHHOU cucmeme obujezo
ronb308aHuUss — Ha ogulyuanbHOM calime PedepallbHO20 a2eHmemea rno mexHU4ecKoMy pea2yrnupogaHuro U
MempoJsiozauu e cemu MIHmepHem

© CTtaHgaptuHdopm, 2010

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PerynmpoBaHuo U MeTPOoorum
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BBenoeHue

B HacTodwWweM cTaHgapTe yCcTaHOBNEHbl pekoMmeHaaunm no opraHusaumn sawuTel MHgopmMayun (3A),
MHPOPMAaLMOHHBIX TEXHOOTMA 1 aBTOMaTU3UPOBAHHLIX CUCTEM OT aTak C UCMONb30BAHUEM CKPbIThIX KAHAMNOB
(CK).

CK ucnonbsyTca Angd cucteMaTuy4eckoro B3anmoaencTesns BpeaAoHOCHBIX NporpamMm (KOMMNbHTEPHLIX
BUPYCOB) C HapylMTenem 6e30nacHOCTU NpKU opraHMsaunum atakm Ha aBToMaTusnpoBaHHyto cuctemy (AC),
KOTopas He 0bHapyXUBaeTCH cpeacTBaMMN KOHTPONS U 3aLUUTHI.

OnacHocTb CK OCHOBaHa Ha npednonoXeHWM MNOCTOAHHOro A0CTyna Hapywutensa 0e30nacHOCTU K
MHJPOpPMaLMOHHBIM pecypcam opraHusaunm n Bo3genUCcTBMM Yepes 3T KaHanbl Ha MHQOPMaLUOHHYIO CUCTEMY
ONs HaHeCceHUs MakcuMManbHOro yuepbda opraHusauun.

Hactoawmn crtaHgapt paspabotaH ¢ ydetom TpeboBanHumn [OCT P UCO/M3K 15408-3 u
[OCT P NCO/M3K 17799, B KOTOPLIX NpedycMaTpUBaETCH OCYLLECTBNEHNE MepPOonpUATUA NO NPOTUBOAEN-
CTBUIO yrpo3am 0e30nacHOCTU opraHusaunn, peanmsyemMmsiM ¢ ncnonbsosaHnem CK. B gaHHbIX cTaHaapTax
MepOonpUATKA No npoTueoagencTeuto yrposam UMb ¢ ncnonssosanmem CK npeacrtasneHsl B obLWeM BUAE, a UX
getanunsayund npeactaBneHa B HACTosLWEM cTaHOapTe.

Kpome 3TOro, CYLWECTBYET psad TEXHOMOTNIN no obecneveHunto MHpopmMmaLUnMoHHON 6e30NacHOCTU U HOPMa-
TUBHbIX AokymMeHTOB (H) PONVB (PCTOK Poccun, B KOTOPLIX paccMaTpUBalOTCA OTAENbHbIE acneKThbl 3TOW
npobnemel).

Tak TOCT P 51188 yctaHaBnuBaeT oOLMe NpaBuia opraHusaLlnm 1 npoBegeHnUsa UCnblTaHUA Nporpam-
MHbIX CPeACTB U UX KOMMOHEHTOB C LleNTbio 0OHapYXXeHUs1 U YCTPpaHEHUA B HUX KOMMbIOTEPHLIX BUPYCOB. B aaH-
HOM cTaHOapTe TakXe pernameHTUpoBaH NOPSACK MNPOBEPKM KOMMbKOTEPAa HA Hannine KOMNbIOTEPHLIX
BUPYCOB U UX YCTpaHeHne. Takasi NpoBepka MOXET BbISIBUTb areHTa HapyLlumMTens 6e30nacHOCTU, MCNONMb3ye-
MOT0O UM AN opraHunsalnv CKpbeITOro KaHana, HO TONbLKO B TOM clydae, ecniM areHT He ABNAeTCA HeOThbeMITEMON
YacTblo onepaynoHHOU CUCTEMbBI UK annapaTHOM NNaTgopMbl NPoBepAeMOro komnberotepa. [NockonbKy aHTU-
BUPYCHBIE MPOBEPKU HE CNOCODOHBI BLIABUTL BCEX NOTEHLMANBHBIX areHTOB, BO3HUKAET HEODXOAUMOCTb B NPO-
TneoaencTemmn CK, KoTopble Takme «HeBUAMMbBIE» areHThbl MOTYyT MUCNONb3OBaTb AN B3aMMOOAEUCTBUA C
HapywuTenem 6e3onacHOCTM.

HTO PCTIK Poccun[1] yctaHoBneHa knaccudmnkaumst nporpaMmmMmHoro cbecneveHumns (Kak oTe4eCcTBeHHO-
ro, Tak 1 3apybexHoro nponssoactea) ang cpeacts 3U, B TOM Yncne BCTPOEHHbLIX B 0OLLIECUCTEMHOE U MPU-
KnagHoe nporpammHoe obecneveHue (IMO), No ypoOBHIO KOHTPOMNSA OTCYTCTBUSA B HEM HeaeKkapupoBaHHbIX
BO3MOXHOCTeW. B npoLecce Takon NpOBepKU HeageknapupoBaHHbIe BO3SMOXHOCTU, NPU3HaHHLIE HeoNaCcHbLIMMN,
MOTYT oKasaTbCcs Donee onacHbIMU B npouecce akcnnyartauuun N0 B pesynbtate B3anmogenctesms yepes CK
C BHELWHWUM HapyLuuTeiem 6e30nacHOCTH.

B HTO ®CTOK Poccuum [2] ycTaHOBNEHa KnaccupmnkaLunsa MmexceTeBbIX 3KpaHOB MO YPOBHIO 3allULLIEH-
HOCTU OT HECAHKLMOHUPOBAHHOIO AoCTyna K nHdopmMauum nytTemMm Bbldopa COOTBETCTBYIOLLUMX NMoKasaTenen
3almLeHHOCTU. [laHHbIe nokasaTtenu coaepxat TpeboBaHUs, npeabsiBfigeMele K cpeactesam 3U, peannso-
BaHHbLIM B BUOE MEXCeTeBblX 3KpaHOB, obecneuynmBarwLwme desonacHoe B3ammogencteue cetenn IBM AC
nocpeacTBOM yNpaBlieHNA MeXceTeBbIMU NOTOKaMu HopMaLunn. MexXceTeBoM 3KkpaH peanuayeT oyHKLNN
OrpaHN4YeHns CeTEeBOIro B3aMMOAenUCTBUSA, a Takke TpeboBaHUSA NPUHATON NONUTUKN MHPOPMAaLIMOHHON De30-
NnacHOCTU opraHmsaunn. Bsanmogencteme ¢ ucnonb3osaHnem CK ocyllecTBNAeTCd B paMKax orpaHnyeHumn,
BBOAMMbIX MeXceTeBbIM 3KpaHOM, noatomy CK MoryT pyHKUMOHUPOBaTL ga)ke Npu UCNoNb30BaHUU NpaBuib-
HO HACTPOEHHOIo MeXXCeTeBOro 3KkpaHa, UMeroLLero 4ocTaTtouHbIN YpOBEHb 3aLMLLEHHOCTHN.

HacTodawmn ctaHgapT TakkKe ycTaHaBnMBaeT TUNOBCOWU Nopagok opraHmsauun npotusogenctema CK,
KOTOPbIN MOXET YTOUHATLCS C YY4ETOM YCNOBUA N 0CODBEHHOCTEN NPUMEHEHUNSA MHAOPMALMOHHBIX TEXHOMOTMM
B AC. Kpome TOro, MoryT paspadartbiBaTbCs M NPUMEHATLCS ACNONMHUTENbHBLIE MEPLI 3aLLUTHI.

Opranunsauuna sawnutel AT n AC oT aTak ¢ ucnonssosaHnem CK BknovaeT B cebst npoueaypbl NX BbisiBNe-
HUS1 1 nogaBneHunst. Hadbop npnmeHsaemMbIX MeTo40B BbIsIBIIeHUs1 W/unu nogasneHna CK gomkeH onpeaensTtbes
MCXoasa N3 Moaenu yrpos 6e3onacHoCTU opraHusaumnm,

MeponpuaTtusa no 3awurte oT aTtak ¢ ucnonbsosaHnem CK gomKkHblI ObITb MHTErPUPOBAHbLI B CUCTEMY
MHdopMaLIMOHHON Be30NacHOCTU opraHMu3aLnn.

Hactoawumn ctaHgapT npumMmeHseTcd coeMmecTHOoc T OCT P 53113.1.
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HAUUWOHANBbHBILU CTAHOAPT POCCUUCKOWNW OGEOLEPAUUNMN

UHpopMaLUOHHaA TeXHonorusa

SALLUTA UHOOPMALIMOHHBbIX TEXHONOMMN U ABTOMATU3NPOBAHHbLIX CUCTEM
OT YI'PO3 UH®OPMALIMOHHOW BE3OMNACHOCTWU, PEAJNTIUSYEMbIX C UCNONb30OBAHUEM
CKPbITbIX KAHAJIOB

HacTb 2

PekomMmeHaaLuu no opraHM3auuu 3awuTtbl MHopMaumn, MHhoOpPMaLUOHHBLIX TEXHONOTMI
N aBTOMaTU3IUPOBAHHBLIX CUCTEM OT aTaK ¢ UCNONb30BaHUEM CKPbITbIX KAHANOB

Information technologies.
Protection of information technologies and automated systems against security threats posed by use of covert channels.
Part 2. Recommendations on protecting information, information technologies and automated systems against covert
channel attacks

INaTta BBeaeHnda 2009—12—01

1 O6nactb NpMeHeHUA

HacToawmnn ctTaHgapT npeaHasHadYeH Ans 3akas4vynkoBs, paspadboTHYMKOB U NoNb3oBaTenen MHpopmauu-
OHHbIX TEXHOJIOMMK B NpoLecce GopMUPOBaHNA TpeOOBaHN MO 3aLUnTe UHQOPMaLMM Ha cTagnax paspaboTKu,
npnMobpeTeHNs N NPUMEHEHUS NPOAYKTOB, MHPOPMALMOHHBIX TEXHOMOTMN U aBTOMaTU3UPOBaHHbLIX CUCTEM B
COOTBETCTBUN C TPEDOBAHUAMN HOPMATUBHBLIX NPpaBoBbIX AOKYMeHTOB POUB (PCTOK Poccun) [1], [2] unn Tpe-
boBaHUAMU, yCTaHaBNMBaeMbiMK cbnagatenem nHdopmMmaLun.

HacTodawunn ctaHgapT npegHasHaveH Ang opraHoB cepTudmnKaunin, a Takke UcnblTaTenbHbIX nadbopaTto-
PUN NPU NpoBedeHUN NOATBEPKOEHNA COOTBETCTBUA MHPOPMAaLMOHHBLIX TEXHOMNOTMIA U aBTOMaTU3NPOBAHHbBIX
CUCTEM TpeboBaHMAM K obecneveHnto 6e3onacHOCTU UHOPMaLUK, LMPKYTITMPYIOLWEN B 3TUX CUCTEMAX, aHa-
NMNTUYECKNX nogpasaeneHnii n cnyxkd 6esonacHocTuy.

2 HopmaTuBHbIe CCbINKN

B HacTodAweM cTaHgapTe UCNONb30BaHbI HOPMAaTUBHBbIE CChINKUA Ha cneayiowme ctaHaapThl:

[OCTPUCO/M3K7498-1—99 WNHbopmMaunoHHaa TexHonorns. BaanmocBasb OTKPLITEIX CUCTEM. baso-
Bad 3TanoHHasa Mmoaenb. Hactb 1. bazoBad Moaens

[OCT PNCO/M3K 15408-3—2002 NHopmaunoHHas TexHonorna. Metoasl u cpeactea obecneveHUs
OesonacHocTU. Kputepun oLeHKN besonacHoOCTU MHOPMaLIMOHHBIX TEXHONMOrMN. HacTe 3. TpeboBaHUA AOBe-
PUA K6e30NacHOCTA

[OCTPUCO/M3IK 17799—2005 WNHPpopmaLlnoHHasa TexHonorus. MNpakruyeckue npasuna ynpaBneHus
MHOPMaLMNOHHON BEe30NacHOCTLIo

[OCTP51188—98 3awutanHgopmaumn. icnelTaHUa nporpaMmMHbIX CpeACcTB Ha HanM4mue KoOMMnbroTep-
HbIX BUPYCOB. TUNOBOE PYKOBOACTBO

[OCT P 51901—2002 MeHemXmMmeHT prcka. AHanmM3 pucka TeXHONormyeckmx CUCTEM

[OCT P 53113.1—2008 WMH@opMaunoHHaa TexHonornd. 3awuta MHpPopMaLUUOHHbIX TeXHOMNOrMn U
aBTOMaTU3NPOBAHHbLIX CUCTEM OT Yyrpo3 MHopMaLUOHHOW Be30nacHOCTH, peann3yeMblX C UICMOMNb30BaHUEM
CKPbITbIX KaHanoB. Hactb 1. Obwme nonoxeHus

[TpumeyaHwmne—[py NONb30BaHUN HACTOALWMM CTAaHAAPTOM LenecoobpasHo NPOBEPUTb AEUCTBUE CCbINMOM-
HbIX CTaHO4ApPTOB B WMHMPOPMAUMOHHOW CUCTEME 0buwero nonb3oBaHUsad — Ha oduumanbHom cante PegepanbHOro

U3paHune odbmumanbHoe
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areHTCTBAa Mo TEXHUYECKOMY PETYNIMPOBAHUIO U METPONOINNKN B CETU VIHTEPHET UNK NO €XErogHo n3gaBaemMmomy nHpopma-
LLMOHHOMY yKa3aTento « HaunoHanbHbie CTaHAAPTBI», KOTOPbIW ONMYONMKOBAH MO COCTOSAHUIO HA 1 SHBApPSA TEKYLLEero roaa, v
N0 COOTBETCTBYIOLMM €XEMECAYHO N3JaBaAEMbIM MHPOPMALNOHHBIM yKasartensam, onybriMKOBaHHbIM B TEKYLLLEM roay.
Ecnu ccbinoYHbii cTaHaapT 3aMeHeH (M3MEHEH), TO NPU NONMb30BaHMN HACTOALWMM CTaHAAPTOM cneayeTt PykoOBOACTBO-
BATbCS 3aMEHAWUNM (UBMEHEHHbIM) CTaHAApPTOM. ECnun cebinovHbI cTaHAApPT OTMEHEH De3 3aMeHbl, TO MONOXEHNE, B
KOTOPOM JaHa CCbINKa Ha HEro, NPUMEHSIETCH B HacTu, HE 3aTParMBaoLLEN 3TY CCbIIKY.

3 TepMUHbI U onpegeneHus

B HacTodawem ctaHgapTe npumMmeHeHbl TepMUHbI o FOCT P 53113.1.

4 O603HA4YeHUA N COKpaLleHns

B HacTosILEeM cTaHaapTe UCNONb30BaHbI cneayroune 0d603HavYeHNUSA N CoKpaLLeHUS:
ABC — aBToMaTM3npoBaHHas DaHKOBCKaa CUCTEMA;

BOC — B3aMMOCBSA3b OTKPbITBIX CUCTEM;

NBb — nHdopmaLmnoHHas 6e3onacHoOCTb;

NT — nHgpopmayMoHHasa TEXHONOTUSA;

HCI — HeCcaHKUWOHMPOBAHHBLIN AOCTYN;

CYB][ — cuctema ynpaBneHusi bazamMmm gaHHbIX;

HTTP (hypertext transfer protocol) — npoToKon nepegavn runepTeKkeTa;

IP (Internet protocol) — npoTokon nHTepHeTa;

VPN (virtual private network) — BupTyanbHas 4YacTHagd ceTb.

5 MexaHn3mM (PyHKUMOHUPOBAHUA CKPbITOro KaHana

5.1 CKucnonbayoTcsa 4nga cucteMaTtu4eckoro BsaMmMmoaencTsUs BpedoHOCHbIX NporpamMmm (KOMMbTep-
HbIX BUPYCOB) C HapyLumMTenem 6e3onacHoOCTU Npu opraHusaumnm atakm Ha AC, kotopast He obHapyXnBaeTcH
cpeacTBaMu KOHTPONS U 3aLUTHI.

OnacHocTb CK OcCHOBaHa Ha NnpeanonoXeHWM NMOCTOAHHOro AoCTyna Hapywmutensa 6e30nacHOCTU K
MHJpOpMaLMOHHBIM pecypcam opraHusaLnum 1 BO3AeNCTBMK Yepes 3TU KaHanbl Ha MHPOPMaLMOHHYIO CUCTEMY
ONs HaHeCeHUs MakCMManbHOro yuiepda opraHmsauun.

5.2 Oblaa cxema mexaHnsma pyHkunoHnposanust CK B AC npeacrtasneHa Ha pucyHke 1.

1T — Hapywutens 6e30nacHOCTU (3NOYMbILLNEHHUK), uenblo KoToporo asnsaetca HCH Kk uHdpopmayumn orpaHUYeHHOro goctyna nubo

HECAHKUMOHUPOBAHHOE BNUsHUE Ha AC; 2 — nHopMaL A orpaHnHeHHOro goctyna nubo KpUuTudeckn BaxkHas PyHKUMA, 3 — CcyOb-

eKT, UMEKLLUU CAHKUMOHUPOBAHHBIW AOCTYN K 21 §; 3' — areHT HapyLuTens 6e30nacHOCTU, HaXoOsAWNUUCHA B 3AMKHYTOM KOHTYpe € 21

B3aMMOOSUCTBYIOLLMN ¢ 2 OT UMEHU cybbeKTa 3, 4 — MHCNEKToOp (nporpammHoe, NporpamMmmMmHo-annaparHoe, annapatHoe CcpeacTtBo

MNU NULLO), KOHTponupyreLwmn(ee) MHPoOpMaLUOHHOE B3auMOOEUCTBUE 3, MepeceKkalollee 3aMKHYTbIM KOHTYP, OTASNAKLMN ODBbeKT

MHPOpMATU3ALNK OT BHELLHEN cpeabl; & — CyDBeKT, HAaXOOALMNCH BHE 3aMKHYTOIO KOHTYPA, € KOTOPbIM 3 OCYLLIECTBNAET CAHKLIUOHU-
POBAHHOE MHPOPMALIMOHHOE B3aUMOOEeUCTBNE

PUCYHOK 1 — Obwan cxema mexaHuama pyHkunoHmnposanns CKe AC

5.3 B3aumogencTtesmne mexagy cybbektamu 3 n 5 aBnaeTca caHKLUOHUPOBAHHBIM M HEOOXOANMbBIM AN
npaBunbHon paboTbl AC. 3agada areHTa 3 3aktodaeTcd B TOM, YToObl 0becneynTb perynspHoe MHTepaKTUB-
HOe B3aMMOJeNCcTBME MeXay areHTOM 1 3[TOYMbILLIEHHUKOM. AreHT Ao/MKeH nepegaTb MHOpMaLUIO OrpaHn-

2
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YEHHOro Aoctyna 2 3noyMmbllneHHUKY 7 nbo no KoMmaHae 3noymbllineHHUuKa 71 okasaTb BO3AEUCTBUE Ha
KPUTUYECKN BaXKHYI0 PYHKLUIO 2. CKPBLITHOCTL KaHana B3auMoaencTBUA MeXxay 3M1I0YMbILWNeHHUKOM 7 1 areH-
TOM 3 3aKko4aeTcd B TOM, YTO CyObeKkT 3, MHCNEKTOP 4 1 cyDOBbeKT 5 He ODHapyXMBaloT akT nepeaavn
MHpOopMaL U NN KOMaHAab.

CK No3BonawT 3N0YyMbILUNEHHUKY perynsapHo UHTePakKTUBHO OCYLLECTBNATbL B3aMMOAEeUCTBUE CO CBOUM
areHTom, BHegpeHHbIM B AC.

5.4 B AC B3anmMmoaencTeme Mexay areHTomM 3 1 CyObekToM S MOXeT ObITb Kak ceTeBbIM, Tak U MPOUCXO-
OnTb BHYTpU ogHou AC (cMm. 5.6).

5.5 Knaccudpukaumna CK no pasnniHbeiM npusHakam npneeaeHa B OCT P 53113.1.
5.6 lNpumepbl CK, nosicHaoWmMe mexaHnam UX PYHKLUUOHUPOBaHUSA, NpeAcTaBneHbl HAXE.

lMpumep 1 — Hapywumens 6e3onacHocmu (3/710yMbIWIT@HHUK), compyOHUYarowuu ¢ KOHKypupyrouieu
op2aHu3ayueu, 8 npoyecce eHedpeHus (egoda 8 aKcnnyamayur) ycmarnoeusn e ABC npoz2paMmMHO20 azeHma.
B3aumodetucmeysi c ABC e kayecmee KnueHma amoz20 6aHka, 3/10yMbIWITeHHUK nepedaem rnpo2paMMHOMY a2eH-
my KOMaHObl, 3aKO0UpoO8aHHbLIE 8 nNocsiedogamesibHOCMSIX €20 delucmeauu, KaxXo0oe U3 KOMmOopbIX He 8bi3bigaem
noodo3peHul (nposepka cCOCMOSIHUSI cYyema, yripassieHue c4emoM, 8peMeHHbIe UHmMepeaanbl Mexaoy onepayusmu
uap.). Bomeem Ha komaHObI, nonny4yeHHbie no CK, azenm no mem xe CK eo3gpaujaem 3/10yMbIWITIeHHUKY UHMepe-
cyroujue KoHkypeHma ceederHust 06 amakyemom 6aHke (uHpopmayuro 0 cyemax dpyaux KnueHmos, obnemax
akmueoe 6aHkosg, Nrbyro dpy2yro UHCaUOepCKyro UHOPpMayUuro, K Komopol azeHm umeem docmyii) nubo eHO-
cum u3mMeHeHus1 8 6azy daHHbIX 0 cYemax KiiueHmoe unu by opyayro uHpopmMayuro, K KOmopou OH umeem
docmyin. BbisigrieHue cywecmao8aHusi mako20 a2eHma MoXkem rnpou3oumu moJsibKO o KOC8E©HHBLIM MPU3HaKam,
KOMophbie MO2YyMm 603HUKHYMb 8 pe3ysibmame nosi8/IeHUs1 U3MeHeHuUU 8 6a3ax daHHbIx. CKpbimasi yme4vka uHgpop-
Mauyuu u3 6a3bl daHHbIX, npoucxodswas no makomy CK, 6ydem ocmaeambcst He3aMe4vyeHHoU. B amom cny4ae 8
coomeemcmeuu co cxemMou Ha pucyHke 1: 3 — npozpammHbiu azeHm, 3 — ABC, 2 — 6a3a daHHbIXx, 4 — cniyxba
6e3onacHocmu 6aHka, 1 — 3/10yMbIWIIEHHUK, delucmeyroujull 8 UHMepecax KOHKypeHma, 5 — knueHm 6aHka.

lpumep 2 — 3n0yMbIWICHHUK, UMW UU UenbIo nostydeHue cnyxebHol uHpopmayuu ¢ KoMnbromepa
compyoHuka, Moxxem deticmeaogamab no criedyrouwiemy cyerHapuro. lNycme K, 3aujuwyeHHbIU MeXcemeabIM 3Kpa-
HOM, 3apa>XeH mpOosTHCKOU npozapamMmou. TpossHCKast npoa2pamMma rnosydaem om 3/10YyMbIlUNTeHHUKa KOMaHObI U
omrnpassisiem e omaem Ha HUX UHopmMayuio o 3apaxeHHoM lNNK u xpaHswyrocst Ha HeM UHoOpMayuro 02paHuU4YeH-
Ho20 docmyna, MacKupysi obmeH kak npomokos HTTP, pa3peuweHHbIU MmexxcemeabIM 3KpaHoOM. B amom criy4yae 8
coomeemcmeuu co cxeMou Ha pucyHke 1: 3' — mposiHCKasi npoapamMma, 3 — npoapamMma, uMeroujast CaHKYUOHU-
po8aHHbiU docmyn 8 MHmepHem, 2 — OOKYMEHM 02paHU4YeHH020 pacnpocmpaHeHuUs1, 4 — Mexcemeeou 3KpaH,
5 — yzencemu MaHmepHem, T — npoMeXXymouYHbiU y3es1 cemu, KOHMposupyemMbit 3510YMbIWITeHHUKOM.

Mpumep 3 — lMNpu ucnons3zoesaHuu VPN makxe eo3moxxHo nocmpoeHue CK ezaumodeucmeausi azeHma co
310ymbiwnieHHukoM. llycmb nonb3ogamerns ucnosib3yem ceoe paboyvyee Mecmo 8 Kayecmee mepmMuHasa yoasieH-
Ho20 docmyna K cepaepy AC, m.e. uHhopMayusi 0 KaxxO00OM Ha)Xamuu Knasuwu omnpassnsiemcsi mepMuHasioM Ha
cepsgep. 310yMbIWIIeHHUK yemaHoe8us1 Ha pabovyee mecmo nosib3ogamensi amakyemou AC knasuamypy, codep-
)Kauwlyro azeHma. A2eHm nepexgamabigaem HaXamusi Knaesuul, a 3amem nepedaem ux no CK no epemeHu, 3adepxu-
gast cpabambigeaHue HEKOMOPLIX Kasuw Mno cxemMe, U38E€CMHOU 3/IOYMbIWIICHHUKY. 3110YMbIWITeHHUK,
Habnrooasi TOMOK naKemoe MexXady mepMuUHasioM U cep8epomM, 8bldesnisiem U3 He20 UHpopmMayuro, nepedasaemMyro
azeHmom no CK. BeideneHue CKpbIimou UHhoOpMayuu 803MOXXHO Oaxke 8 criy4yae ucrnosib308aHusi Kpunmozapadgpu-
YeCKU 3aUlUL{€HHO20 KaHalla MeXX0y mepMUHaIIOM U cep8epoM, mMaK Kak 05151 pabomsbi CK ea)xHO He codepxumoe
nakemoe, KomopbiMU MepMUHan u cepsep obMeHugaromces dpya ¢ Opya2oM, a OsiumesribHOCMb 8PEeMEeHHbIX
UHMepeanoe Mexody coceOHUMU nakemamu.

B daHHOM crniyqdae 8 coomeemcecmeauu co cxeMoU Ha pucyHke 1: 3 — annapamHbii azeHm, 3 — Krasuamypa,
2 — uHopmayusi, esgsodumasi ¢ Knasuamypsl (Hanpumep, naposns), 4 — nobbie cpedcmea obecnevyeHust 6e3o-
nacHocmu AC, He obHapyxusarmuwue 3aKOHOMepPHoOcMeuU 8 NMoMOKax cemesbiX nakemosg; 5 — mepmMuHasnbHbIU
cepeep, 1 — 310yMbIUWITeHHUK.

lMpumep 4 — Nenepayust uCKyccmeeHHbIx cboea8 u o2paHudYeHul Ha 00CMyrnHOCMb MOXXem nNpoeoodumbcs
no CK. Hanpumep, azeHm, aHeOpeHHbIU 8 OOUH U3 K/Tro4Ye8bix KoMnoHeHmoea AC, oxxudaem nosiy4eHust om 3/10y-
MbIWTeHHUKa HeKomopoz20 ycs08Ho20 cu2Hana. lonyvyus amom cu2Hasn, azeHm Hapyuwaem pabomy KOMMNOHEH-
ma AC, @ Komopol OH pacnoslioxKeH. B peaynbmame npoucxodum apeMeHHast nomepsi pabomocnocobHocmu AC
unuocnabnerHue ee 3aujumasl (ecsiu a2ceHm aHedpeH 8 cpedcmeao obecnevyenusi Ub). Hanpumep, ycr108HbIM CU2Ha-
JIOM 011 akmueu3ayuu azeHma 8 obujedocmyrnHOM cemeaoM pecypce MoXXem s18J/7151MbCSt NOMNbIMKa aymeHmu-
pukayuu ¢ HEeKomopbIM (PUKCUPOBAHHLIM UMeEHeM nonb3osamens u naposem. Cucmema palepaHUYeHUSs
docmyna K cemesomy pecypcy 4 He obHapy>xum OaHHYH amaky, MOCKOJIbKY nonbimKa aymeHmugukayuu s1ensi-
emcs pa3peuweHHbIM deucmeauemM. BOaHHOM crrydae 8 coomeememeauu co cxemMol Ha pucyHke 1: 2 — Kpumu4vecKu
ea)kHast pyHKUUs1, 8bInosiHsIeMast KomrnoHeHmom AC (3), 8 Komopbili acmpoeH azeHm 3'; 1 — 3710yMbIWTeHHUK,
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nodarouwjulti a2eHmy ycsiI08HbIlU CU2Has1, KoOmopbil, C MOYKU 3peHUs1 4, He s18518emcsi ONacHbIM, U MO3momy He 6.110-
Kupyemcs1, 5 — AC.

lTpumep 5 — B coomeemcmeuu co cxemMoU Ha pucyHke 1: onepayuoHHasi cucmema 4 obecrnieqyugaem Uu3osisi-
Yuro npoz2pamMmbi 3, Komopasi umeem docmyn K KOHpudeHyuanbHOU uHpopmayuu 2, om npoapamMmMbi 1, 8bINOITHS-
roulelcst 8 amou xxe onepayuoHHOU cucmeme, HO He uMeruwieu makoao docmyna. nst nepedayu 1 unHpopmayuu
o2paHuYeHHo20 docmyna azeHm Hapyuwiumens 3 op2anuzyem CKno epemeHu, npou3to0s pukmusHbie obpauje-
HUSI K pecypcy 5, Hanpumep, XKecmKoMy Jucky. A2eHm mooynupyem 4acmomy obpaujeHuli Coo0epXuMbIM UHHOP-
Mayuu o2paHuU4YeHHo20 docmyrna, Komopyrw emy Heobxodumo nepedamsb. [Ipozpamma 1, Habnrodasi 3a
obujecucmeMHOU Haz2py3KoU Ha amom xe pecypc, obHapyxusaem UHMEHCUBHOCMb 8030elicmaus Ha amom
pecypc co CMOPOHbI a2eHma u MoXxem u3ersieyb nepedagaeMyro a2eHmom uHpopMayuro U3 xapakmepa uaMeHe-
HUS1 5MouU UHMeHCU8BHOCMU.

6 lNpaBuna chopmmpoBaHuUa Mmoaenu yrpos 6e30nacHOCTUN C YyY4eTOM
CYLWeCTBOBAaHUA CKPbITbIX KAHaANoB

6.1 Mopaenb yrpo3 6e3onacHOCTU POPMUPYETCH C YH4ETOM Yrpo3, peannsyemMblx ¢ ucnonobsosaHmnem CK.
DTU YIpo3bl AOIMKHBI YYUTLIBATLCA NMpu oueHKke puckos UbB.

6.2 Yrpo3bl 6e30nNacHOCTU, KOTOPLIE MOTYT ObITh peannaoBaHsl ¢ noMmoulbo CK, BKIoYatoT B cebs:

- BHeApeHne BpeAOHOCHbIX MporpamMm U AaHHbIX;

- Nogavy 3noyMbllWNEeHHUKOM KOMaH4 areHTy AN BeINONTHEeHUA;

- YTeYKy Kpuntorpadpuieckmx Krno4ven Unm naponeu;

- YTEYKY OTAENbHbIX UHPOPMAaLUOHHBIX OO BEKTOB.

6.3 Yrposa BHegpeHUs BpegoOHOCHbIX NPporpaMm 1M gaHHbIX 3aKoYaeTcsl B TOM, YTO, obnaaast BO3MOX-
HOCTbIO MHTEPaKkTMBHO B3aMMOAeUCTBOBaTb C aTakyemon AC, 3MOYyMbILIMEHHUK MOXeT nepegaTtb B Hee
nocpeancteomMm CK BpeaoHOCHbIE nporpamMmmbl, cbnagatowme Heodxogumon emy yHKLUMOHaANBLHOCTLIO. BHea-
peHWe NOXHbIX AaHHbIX B aTakyeMyto AC MOXeT OCYLLEeCTBNATL HeNnocpeaCTBEHHO areHT, C KOTOPbIM 310y MbILL-
neHHuWK BzammogencTteyet no CK. Hanpumep, ecnu areHT BHeapeH B CYB/[] 6aHKka, 3NoYyMBILLUNEHHUK MOXKET
nepeaatb eMy KoMaHay Ha USMeHeHMe XpaHALUXCs B base gaHHbIX CBeAeHUN O cHeTaX KNMeHTOB NMbo noame-
HUTb XPaHSALLYOCS B 3TON Base npoueaypy, onepupyrowyio ¢ AaHHBIMW O cHeTax, NoXXHON, BpeAOHOCHOU NpoLie-
Oypou, AeUCTBYOLEN B UHTepecax 3NoyMbILLEHHUKA.

6.4 Yrposa nogayvu 3rioyMbILUNIEHHUKOM KOMaHa areHTy ANs BbINOoNHEHUSA ero oyHKUUK 3aKnodaeTcd B
TOM, YTO areHT MOXXeT oKasbiBaTb BNUsAHME Ha AC, B KOTOPYIC OH BHeApeH, No KoMaHAde 3MoyMbILUTIEHHUKA. OTU
KOMaHAbl MOTYT ObITb KaK NPOCTLIMU (Hanpumep, 3abnokupoBaTtbh paboTy AC HaHeKOTopoe BpeMst), Tak Mbonee
CNOXHBIMU (HanpumMep, nepegaThb 3NoyMblilleHHUKY no CK cogepxnmoe panna, XpaHALWEerocd B atakyeMou
cucrteme).

6.5 YrposayTeuku Kpuntorpadpnyeckmnx Knouen nnu naponen, otaenbHbIX MHPOPMaLMOHHBIX OO BLEKTOB

BO3HMKAET, €CN 3NOYMbILLNEHHNKY yAanock BHeApUTb cBoero areHta B AC Tak, YToObl areHT uMmen AoCTyn K
LeHHbIM UHOPMaLUOHHBIM akTUBaM (Hanpumep, Kpuntorpadgundeckum knovam, naponam), CK mMoryTt ObITh
MCNONb30BaHbl ANA HEeCaHKLUMOHMPOBaHHOW nepegadyn 1akon MHpopMauum 3noymMblluneHHUKy. INockonbky
KIMHOYN UMEIOT CPpaBHUTENbHO HEDONLLLION 0DBLEM, AaXKe KaHan ¢ HU3KOW NPONYyCKHOU CNOCOOHOCTLIO CrocobeH
obecnevnTb UX yTEUKY.

7 NMopAanokK opraHnsauvm 3awmnTbl MUHopMaunmn, MHPOPMaLMNOHHBIX
TEXHONOMNM1U U aBTOMaTU3NPOBaHHbLIX CUCTEM OT aTakK, peann3yeMbiX
C UCNONMb30BaHMEM CKPbITbIX KAHarnoB

7.1 3N, T n AC ot artak, peanusyemblx ¢ ncnonbsosaHmem CK, asnsaetca LUKIMYECKUM NMpoLLeccom,
BKMOUAKOLW UM B cebsl cneaytolme atansl, NOBTOPALLIMECH Ha KaXXa0oM U3 UTepaunn npolecca:

- aHanM3 pUCKOB A aKTUBOB OpraHmnsaL iy, BKNovaoLwmin B ce0sl BbISIBITIEHUE LIEHHBIX aKTUBOB M OLLEHKY
BO3MOXHBIX MOCneAcTBUM peanusaunm atak ¢ ucnonb3osaHnem CK (cm. pasgen 8);

- BbigBNeHune CK 1 oLeHKa X onacHOCTWU ANs aKTUBOB opraHusaumm (CM. pasgen 9);

- peanusayud salwunTHbeIX Mep no npotusoaencTeuio CK(cm. pasagen 10);

- OpraHusauna KoHTpons 3a npotusogenctemem CK (cm. pasgen 11).

/.2 UuknnyHocTb npouecca sawmnTbl oT yrpos b, peannsyemelx ¢ ucnonesosaHunem CK, onpeaendaercd
NnosiBNEeHWeM HOBbIX criocoboB noctpoeHnsa CK, Hen3BeCTHBIX HA MOMEHT npeablayLnx nTepaLmn.
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8 AHanus3 puckoB

8.1 Buibop mep npoTtuBogencTeua yrposam Vb, peannsyemsiM ¢ ucnonbsoBaHnem CK, AonKeH OCHO-
BbIBATbCHA Ha TEXHUKO-3KOHOMUYECKOW OLLeHKe UM ApYyrnx Metogax oueHKM LeHHOCTU MHgopMaunn. Kpome
TOT0, AOMKHbI YYUTBIBATLCHA Takne NocneAcTBUA, Kak yTpaTa AOBEepUs K opraHnsauum Unu noapbiB AenoBOW
penyTauun opraHmusaunn n ee pykosoguTens.

8.2 CneayeT BbIABUTb, KakMe M3 3alulaeMbliX MHPOPMALMNOHHBIX akTUBOB MOTYT OblTb MHTEPECHD
NoTEeHLUMaNbHOMY 3N0YMbILUNEHHUKY, 0bnagaLemMy BO3MOXHOCTLIO!

- BCTPOUTbL cBoero areHta B AC B npoLecce ee paspaboTku, pasBepThiBaHUA, BHeAPEHUS UMK 3KCMIya-
TaLUWu;

- 0OOHapyXxuTb B AC ysA3BUMOCTb (MU BCTPOEHHOIO areHTa), Kotopas MOXeT ObiTb UCMONb30oBaHa ANg
opraHusaunm CK n nonyvyeHunsa gocTtyna K salmaemMblM akTUBaM.

8.3 [naaHanunsa pnuckoB MOXHO npumeHaTb Mmetogonorno no FOCT P 51901.

8.4 C uenbto CHMXKEeHNS HPOPMALMOHHBIX PUCKOB 40 NMPUeEMIEMOro YPOBHSA AO0MKHbI ObITh BbIDpaHb! U
BHeApeHbl MeponpuaTua no opraHmnsaunn 31 ot atak c ucnonbsoBaHuem CK.

9 PekomeHaauuu no NopsAaaKy BbIABNEHUA CKPbITbIX KAHANOB

9.1 Mopsanok BuigsneHust CK BkntovyaeT B cedbs:

- oUeHKY apxuTekTypbl AC N UMerLWMXCA B HEU KOMMYHUKALWOHHBIX KaHaNoB;

- BbISIBIEHWE BO3MOXHBIX MyTEW 0bMeHa CKpbITON MHpopMaL e Mexay 3NoyMbILLNEHHUKOM 1 ero npea-
nonaraembiM areHTom B AC;

- OLeHKY onacHOCTU BbiABNeHHbIX CK ana sawmiaemMbiX akTUBOB opraHmM3aLuu;

- MPUHATUE peLleHNs O LenecoobpasHOCTU NPOTUBOAENCTBUA KaXKaoMYy 13 BbisIBNEeHHbIX CK.

9.2 OueHka apxutektypbl AC nogpasymMmeBaeT BbIABIEHNE BCEX UMEIOLLIMXCA B HEN KOMMYHUKaLMOHHbIX
KaHanoB U aHann3 B3aMMoaeNCTBUA ee KOMMNOHEHTOB Ha npeaMeT NoTeHUManbHOro UCrnob3oBaHUA UX ANg
opraHnzaunn CK. B pesynbTaTte npoBegeHUsa Takoro aHannsa Ao/KHbl ObITb BbiABNEHblI KOMMNOHEHTHl AC, B
KOTOPbIX NOTEeHUMaNBHO MOTYT ObITb NCMONb30BaHbl CK.

9.3 BbigBneHue BO3MOXHbIX NMyTen obMeHa CKpbITON NHpopMaLmnen Mexagy 3noyMblLIeHHUKOM N ero
npeanonaraemMsiM areHTomM B AC NpoBOAUTCA Ha OCHOBaHWUKU 0bLLEN CXeMbl MeXaHn3Ma PYHKLUOHUPOBaHNUS
CK(cMm.pa3gen6).CneayeT ana KaXxgoro 13 sawmaeMblX akTUBOB 2 (CM. CXeMy Ha pUcyHKe 1) BbIABUTL, Kakne
CYOBEKTHI 3 UMEKOT K HUM AOCTYN U NPU 3TOM N3ONUPOBaHbI OT BHELLHEW cpeabl, HO UMEIOT BO3MOXKHOCTb B3au-
MOOEWCTBOBATL C OTAENbHbIMU CYyObLEKTAaMU N3 BHeLUHeU cpeabl 5. [1prU 3TOM B3aUMOAeCTBUE KOHTPOMNMUPYET-
CA 4 N MOXeT TakkKe HabntogaTbes NoTeHUManbHbIM 3N10YMbILLNEHHUKOM 7. [1pyU HaNUYUK 3TUX 3MIEMEHTOB
OOIMKEeH paccMaTpuBaTbCs BONPOC O BO3MOXXHOM Hanudmm noteHunanbHoro CK mexay areHTomMm 3, BCTPOeH-
HbIM B 3, 1 cyObekTammn BO BHellHe cpeae 7 unn 5. B kavecTBe npumepa takoro CK MmoxeT paccMmaTpuBaTbhCH
BO3MOXHOCTb 3NOyMbILLINEHHWKa HabntogaTb MHTEpBanbl BpeMeHn, opMupyemMsblie KOMNoHeHTOM AC, NoTeH-
LManbHO coaepXallum areHTa 3royMblllneHHuKa 7.

9.4 C TOYKM 3peHnda snoymblluneHHUKa ncnonb3oBate CK ana HapyweHusa UMb B Tex cermMeHTax AC, rae
OH MOXXeT 0OMeHNnBaTbLCS UHPOPMaLIMeN CO CBOUM areHTOM, UCMNONb3YH KaHamn, He KOHTPONMUPYEMbIN CpeacTBa-
M 3U, aBnsietca HelenecoobpasHbIM. B 3TOM cniyvae HeT HEOBXOAMMOCTU B CKPbITUKU pakTa obmMmeHa MHQop-
MaLKnen, NOTOMY YTO TaKoM OOMeEH 3alUTHBIMW CpeacTBaMn HE KOHTPONMUPYETCS.

9.5 Tlpn oueHKe BO3IMOXHOCTU B3aumMogencteuga nocpeactsom CK criegyeT ydUThIBaATE «HENpo3pay-
HOCTb» ANs onpeaeneHHbIX TUNoB CK oTaenbHbIX cermeHToB AC.

9.6 llocne BoigBneHua CK cneagyeT oUeHUTb, HACKONLKO OHU peannsyemMsbl M onacHbl AN 3almaeMblX
aKTUBOB OpraHunsauunn. 3T1a oLeHKa onpeaendeTcsd o6beMoM akTUBOB, NMPONyCcKHOM crnocodbHocTbio CK 1 Bpe-
MEeHHbIM UHTEPBAlNoM, B TedeHNe KOTOPOro akTUBLI COXPaHAKT LeHHOCTL. Ha 0CHOBaHUM 3TOU OLUEeHKU KaHankl,
He NpeacTaBnsaloLIne peanbHOM ONacHOCTU ANA akTUBOB, NPU3HAaOTCA HeoNacHbLIMMN.

9.7 Ha ocHoBaHWUM oueHkn onacHocTu CK ¢ y4eToM pesynbTaToB NPOoBeAeHHOro aHannsa pUckoB gena-
eTCA BbIBOA O LlenecoobpasHoCTU U HeuernecoobpasHoCTU NPOTUBCAENCTBUA TaKUM KaHanam.

9.8 B kadecTBe npumepa Ha pUCyHKe 2 npeacrtaBneHa ceMUypoBHeBad ModeNb B3auMOOAeUCTBUS
OTKPbITLIX cUCTEM, onpeaeneHHasa B noanyHkre 6.1.5TOCT P NICO/M3K 7498-1.




FOCT P 53113.2—2009

3BeHa gaHHbIX

PuUn3nuecKkmni

YpoBeHb OTkpbITan PeTpaHCnaUMOHHAS OTKpbITan
cucrema OTKpbITaa cucrtema cuerema
i —
Coanconui —fe— |
- -
- -

dusnveckan cpega BOC

PucyHok 2 — ObmeH gaHHbIMUY Yepes PETPAHCNSALUNOHHYIO OTKPbITYIO CUCTEMY

9.9 Kaxabi 13 ypoBHEN gaHHOU Moaenn B3auModeNCcTBYET TOJIbKO C HKECTOSALLMM U BhILLECTOSALLUM
YPOBHSIMU, NPU 3TOM BEPXHUE YPOBHU OTKPLITON CUCTEMbI M30NNPOBaHbl OT HMXKHUX. ITa OCODEHHOCTb MOXET
ObITb UCMOMNb30BaHa Ans MacknpoBkn CK, A4eUCTBYIOLLMX HA HU3KOM YPOBHE, OT KOHTPONEpa, HaxoadaLweroca Ha
BbICOKOM YPOBHeE.

9.10 B cnyvae ecnu cneunansHble cpeacTtsa obHapyxeHunsa CK He npumeHstoTces, Hanndme CK MoXeT
ODHapPYXNTb NONb30BAaTENb KAKOU-NMOO 13 B3aMMOAENCTBYOLWNX CUCTEM, Habntogas MsMeHeHne NoBeaAeHUS
3TUX CUCTEM UITN YaCTUYHYIO NOTEPHO X paboToCNOCOBHOCTH.

9.11 OrpaHunymBaroLLMM akTopoM Npu BbIbope 3N0YMBbILLUNEHHUKOM YPOBHA MOAENN B3aUMOAENCTBUA
OTKPbITBIX CUCTEM B Ka4eCTBe cpebl ANd opraHusaunm CKpblTOU nepegavn ABNSeTCH «k HENPO3pa4vYHOCTb» PEeT-
paHCIMPYIOLWMX cucteM. PeTpaHcnupyrowne cUCcTeMbl He codepXaT UCXogHoro otTnpaBuTens U KOHeYHoro
nonydartens gaHHbIX, a NULLb nepegarT AaHHble OT OAHUX CUCTEM APYIrMM, eCl OHU He coedUHEHbl eaNHOU
dpunsndeckon cpegomn B cootBeTcTBUM C T OCT P UCO/M3BK 7498-1.

9.12 Tlpn ocywecTBNeHUN peTpaHCnayuMnM B TaKOU CUCTEMe NPOBOAAT UHTepnpeTaunuo nonyyvyeHHoU
MHJpOPMaL N Ha BCEX YPOBHAX MOAeNN, HadnHaga ¢ HUXKHero (pnusnveckoro) YpoBHS, A0 YPOBHSA, HA KOTOPOM
OCYLLUEeCTBNAeTCA peTpaHCcnsaUMa AaHHbIX. 3aTeM, Ans nepegadvn gaHHbIX ganee no cetu, OHU BHOBb «CNycKa-
FOTCA» OO0 PUINYECKOro YPOBHA ceTu-nonydartens. B pesyneTtaTte 3T10ro npouecca, CKno namaTt (CM. nogpas-
nend.2M0OCTP53113.1), ucnonbayoLwme cCOBEHHOCTM NPOTOKONOB, OTHOCALLUMXCA K Doee HU3KNUM YPOBHSIM,
yeM TOT, HA KOTOPOM OCYLLECTBNAETCA peTpaHCNALUA, MOTYT YHUUYTOXAaTbLCSA UMK orpaHnyMBaTb BO3MOXKHOCTU
CKpbITOM Nepeagavyn UHQOPMaL UM CKBO3b TaKyo peTpaHCTUPYIOLWYHO CUCTEMY.

10 PekoMmeHaaunum no metogam peanm3aunm 3allUTHbIX MEPONPUATUN
No NPOTUBOAEUCTBUIO CKPbLITbIM KaHanam

10.1 lNopesynbTatamMmBbiaBNeHUA CKpopMupyeTca niaH MeponpuaTuno NpoTUBOAEUCTBUIO Yrpo3am,
peann3yemMbiM ¢ UX UCNOMb3oBaHUEM. [laHHbIe MEePONPUATUS MOTYT BKNOYAaTb B cebs1 peannsauunio oaHOro n3
y>Ke N3BECTHbIX (MO0 yCOBepLIEeHCTBOBaHUE yXKe CYLLIeCTBYIOLWNMX) MeTOA0B NpoTUBoaencTensa yrposam Ub,
peannsyemMbiM ¢ Ucnonb3osaHuem CK.

10.2 B ka4ecTBe 3alUUTHBLIX MEpPONpPUATUA LlenecoobpasHo UCMONb30BaTL!

- CHMXKEHMe NponyckHoM cnocobHOCTM KaHana nepegavn WHopMaLnu;

- apPXUTEKTYPHbIe pelleHUa nocTpoeHus AC;

- MOHUTOPWUHT 3P eKTUBHOCTU 3aLnThl AC.

10.3 BuIbop meToaoB npotuBoaencTeua yrposam b, peannsyemeslm ¢ ncnonbsosaHnem CK n doopmun-
pOBaHMe nnaHa No UX peanusauun onpeaenseTcs akecneptTamMmy, UCXoas U3 MHAMBUAYyanbHbIX OCODEHHOCTEN
sawmwaemon AC.

10.4 NMpumepbl MeTogoB npotTusogencTtemda CK
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lMpumep 1 — lNpomueodeticmauem y2po3am, cesizaHHbIM ¢ CK, ssenisemcs, 8 YacmHocmu, Hopmanusayus
mpadcpuKa, 3aknroYarouasicss 8 U3MeHeHUU 3HadeHul nosiel cemea8biX nakemoe mak, 4Ymobb! UCKITIOYUMb
HEOOHO3Ha4YHOCMb, KOMOPY O MOMEeHUUasibHO MOXXHO Ucnosib3ogamb onissop2anusayuu CK. lNpu amom pa3pyuia-
romcs1 CK, ucnonb3yrouwjue 05151 caoeu pabombi makyro HeOOHO3HavdYHOCMbL. B pe3ynbmame Hopmanu3layuu mpa-
¢huka domkHO obecneyugambCsi COXPaHeHUe PYHKUUOHaNIbHOCMU UCXO0H020 nMPpoOmokKosia, Heobxodumou ons
8bIMNOJIHeHUSI 803/10)XKeHHOU Ha He20 3adayvu. Hopmanu3zayus nosneu nakemoe UHpopmMmayuu Moxem 3aknrovyamab-
Cs1 8 NpusedeHUU 3Ha4YeHUU nosiell 8 coomeemcemaue ¢co crneyuguKkayusmMu rnpomoKos108, MOMeWeHuUU 8 nosns
nakemoe ¢bUKCUPOBaHHbLIX 3HAYeHUU UJTU 3anucu 8 NnoJsisi Npou380sibHbLIX 3Ha4YeHUl.

lpumep 2 — Ucnonb3ogaHue nocpedHuUKa (NMpoKcu-cepaepa), m.e. ycmpoucmea, umerouie2o docmyn K
deym unu 6onee cemsiM, NPUHUMAOUWE20 3anpocbkl! OM NPUITOXXKeHUU, 8bINMOJTHAOUWUXCSI Ha Y3/1ax 00HOU u3 doc-
MYMHBLIX eMy cemel, K NPUJIOKeHUSIM, 8bINOJIHIOWUMCS] Ha y3nax dpyaol cemu, a 3amem nepedarouje20 omse-
mbi Ha amu 3anpocbl 8 obpamHom HanpasseHuu. lpumeHeHue nNocpeodHUKa no3zeosisem npedomepamumab
ucrnosib3ogaHue onss op2aHulayuu CK ocobeHHocmeu npomokosiog, obecnevugarwoujux pabomy cemu. Qemanu
peanusayuu amux NpomoKos108 (Hanpumep, 3HavYeHUli omoesibHbIX CNYXXeOHbIX nos1elt nakemoe 3amux npomokKo-
J108) Npu ucnosIb308aHuUU NOCpPeOdHUKa He nepedaromcsi HanpsiMyr U3 o0HoOU cemu 8 dpy2yro, a hopMuUpyromcst
nocpeodHuKkom 3aHo8o. Takum ob6pa3om, CK no namsimu, ucnosb3yroujue 8 Kadyecmeae cpedb! nepedayvyu cemesabie
nMpomMoKonbi, He 6ydym obecneyugamb CKpbiMbIlU 0bmeH uHpopmayueu mexody aboHeHmMamu, pa3oenieHHbIMU
nocpedHukoM. PabomocnocobHoCMb NPUTOXeHUU, 83aumModelicmeyrouwux He HanpsiMyro, a «CKeo3b» (4epe3)
nocpedHuka, He 6ydem HapyuwieHa, MOCKOJIbKY NOCPeOHUK yYumbigaem ocobeHHocmu pabombi amux npusoxe-
Huu. Idmo no3sossiem 6e3 npuHssMusi doNnoTHUMeNbHbLIX Mep nepekpbimb MHo2ue CK, cesizaHHbIe ¢ CUHMAaKcu-
COM U CeMaHmMuKol cemego20, a makKKe mpaHcrnopmHo20 npomokKosioa. TemM He MeHee rnepeKpbIimb KaHalbl,
pabomarowjue Ha ypo8He NPUsTOXeHUU, maKkuM cnocobom He ydacmcesl, maK Kak CKpbimasi uHpopmayust bydem
npoxoodume 4Yepe3 nocpedHuka 6e3 usMeHeHuUlU emecme ¢ daHHbIMu npunoxeHus. lTpumeHssiemoe npunoXxe-
HUe-nocpeOHUK OOJIKHO yYumbigeamb crieugbuKy UCrosIib3yeMbiX NPUTOXKEeHUU U MPaHCoOpMHbIX IPOMOKOJ/I08,
ymobbl MOJIHOCMBIO COXPaHUMBb 8ce Ux (byHKYUU U He npusecmu K nomepe npou3zgodumenbHocmu cemu. B
C80H0 04Yepelb, NPUNTOXEeHUSI Mo2ym 6bimb pa3zpabomaHbi € y4emoMm UCoTb308aHUsI MOCPEOHUKaA.

lMpumep 3 — Unkancynayuss mpaguka IHMepHem («myHHenupogaHue») — mpaH3ummHas nepedaya rnakxe-
moe u3 00HOU nodcemu 8 Opyayro nodcems Yepe3 mpembro cemb, Npu KOMopou UCX00HbIe NaKkemb! «yraKko8bi-
garomcs» 8 nakembsl MYyHHeNbLHO20 NPOMOKOa, nepedagaemMbie 4Yepe3 mpembro cemb, npedcmassieHa Ha
PUCYHKe 3.

Cemb 1 Cems 2
NcxoaHbiin naket IP i A
Y i
SEI.IJH(I)pOBaHHbIFI _
nakert IP , |
| |
N
3aronoBOK TOHHENbHOIO N
NpoTOKONa |

l l
A |—viweprer—»

PucyHok 3 — VHkancynsayusa IP-naketos

3aronosok IP

10.5 Tlpn ncnonbsoBaHU UHKaANCyNaLUMnM ¢ WK poBaHMeM 1N NogTBepXgeHnem LernoCTHOCTU NakeTa
BO3MOXHO nepeKkpbiTe CK No namaTtn mexay ysnamu, «BHYTPEHHUMU» MO OTHOLWIEHUIO K W3Y (T.e. TEMA
y3ramu, KoTopble OPMUPYIOT NakeThl, Npoxoadllue No TOHHEN), U «BHeWWHUMKW (WNo3bl VIHTepHeT, Yepes
KOTOPbIe NPOXOoAUT MapLUPYT, MO KOTOPOMY OTNPAaBNAOTCA NakeThl TOHHENbHOro npoTtokona). CK no BpemMeHu
(cM.noapasngens.3MOCTP53113.1), onepupyiolime c MOMeHTaM BpeMeHN, B KOTOPLIe NPOUCX0oAUT nepeaa-
ya NakeToB, He MOTYT ObITb MOMNHOCTLIC NepPeKpPbIThl TakUM cnocobom. MHopmMmaLus, cBaA3aHHas ¢ pasMmepamMin
NakeToB N BpeMeHHLIMU UHTepBanamMm Mexay UX NosiBNeHUeM, TakKe coxpaHsaeTca Npu MHKancynauuuy, v
MOXeT ObITb Ucnonb3oBaHa Ans padotel CK.

11 PekomeHpauumn no opraHmsauum KOHTPOnA 3a NPOTUBOAENCTBUEM
CKpPbITbIM KaHanam

11.1 KoHTponb 3a npotusogenctesmem CK 3akntovaeTcs B BbISBIIeHUU PaKToB Ucnonb3oBaHUA CK
B 3awmuaemont AC. Takoe BbISIBIEHNE MOXET NPOBOAUTLCS HENPEPLIBHO NUOO No pakTy 0bHaPYKeHUA npu-
3HaKoB yLwepba oT ucnons3osaHus CK. Ins BbigBneHUa ncnonb3oBaHnsg CK MoryT NpUMeHsATLCA CTaTUCTUYEC-
KU NN CUTHATYPHBIN MeToabl.
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11.2 Cratuctndecknn metoq BeigBneHns CK nogpasymeBaeT cbop cTaTUCTUHECKUX AaHHbIX O NaKeTax,
NpOoXoasLnX Yepes 3alunaeMbi y4acTok ceTu, 0e3 BHECEHUSA B HUX KakUX-Nbo nameHeHuin. BeisseneHue CK
MOXET NPOBOANTLCS KaK B peXXmume peanbHOro BpeMeHu (4To No3BoNseT ObICTPO pearnpoBaTh HA UHUMAEHTHI ),
TakK M aBTOHOMHO, UCNOMNb3ya AaHHble, HAKOMNMNeHHble 3a npeablgyline oTpesku BpeMeHn, YTo geraeT BO3MOXK-
HbIM NpoBeaeHUe bonee rMyobokoro X aHanmaa.

11.3 MeTtoa BoisiBneHust CK Ha OCHOBE CUrHaTypHOro aHanuaa aHanorudeH crnocodby, NCNnonb3yemomy
AaHTUBUPYCHLIMM NporpaMMamMim Ansi noucka BpeaoHOCHbIX nporpamm. INpn Hannvynn Habopa N3BECTHLIX pearu-
zauunn CK, ans kaxxaon ns HUX popMunpyeTcs CUrHaTtypa, npeacrasnstowias cobon Habop NprU3HaAKoB, KOTOPLIE
CBUAETENbCTBYIOT O TOM, YTO UCMONb3yeTcA AaHHagqa peanusauna CK. 3atem MHenekTop 4 (CM. pUCYHOK 1) npo-
BOAWUT NMOUCK TAKMX CUTHATYp B NpocMaTpMBaeMOM MOTOKe AaHHbLIX B CeTU U AenaeT BbiBOA4 O HANMUYUn Unu
OTCYTCTBUU B HEM aencTeytowero CK B ToM Unu nHon peanusauun. Ansa apdekTnBHoM paboThl TAKoro Metoaa
HeobxoaMMOo NOCTOsIHHOE OOHOBEHWE Ba3bl CUTHATYP, T.€. BKITIOYEHNE B HEE CUTHaTYP A1 paHee HEN3BECT-
HbIX peanusaunn CK.

11.4 Tlpun BbIABNEHUN NPU3HAKOB (B TOM YMCIE KOCBEHHLIX) Ucnonb3oBaHUa CK nnu noasneHnmn HOBbIX
cnocoboB nocTtpoeHna CK aHanns puckoB NPOBOAAT MOBTOPHO.
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