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[lpeagucnoBue

Llenn 1 npuHuuMnel cTaHgapTusaunm B Poccunckon ®egepauum yctaHoeneHsl PegepanbHbiM 3aKOHOM
oT 27 aekabpsa 2002 r. Ne 184-P3 «O TeXHNYeCKoM perynmpoBaHn», a npasuna npuMeHeHUs HaunoHanbHbIX
ctaHaapToB Poccunckon Pegepaunmmn — OCT P 1.0—2004 «CtaHpgaptusauma B Poccumnckon Pegepacini.
OCHOBHbIE NONOXEHUA»

CBeaeHUA o0 cTaHpapTe

1 NMOAIrOTOBJIEH ®enepanbHbIM rocygapcTBeHHbIM yupexaeHneM «l ocyaapCTBEHHbIA Hay4YHO-UC-
cnenoBaTenibCKUA UCMbITaTeNlbHbIN MHCTUTYT NpobiemMm TeXHUYecKon sawmTel MHopmMaLuun PenepanbHOW
CNYXObl Mo TEXHUYECKOMY U 3KCNopTHOMY KOHTponto» (PIryY « FTHUNU TMT3UN ¢CTIK Poccuun») n obiectsom ¢
orpaHn4eHHON OTBETCTBEHHOCTbIo «HaydHo-npounssoacTteeHHaa dpupma «Kpuctann» (OO0 «HIMNP «Kpuc-
Tanmn») Ha OCHOBe CODCTBEHHOro ayTeHTUYHOro nepesoda crtaHgapTa, YKasaHHOro B NyHKTE S

2 BHECEH YnpaBneHnem TexHU4eckoro perynupoBsaHua n ctaHgaptmsaymm GegepanbHOro areHTCcTBa
No TeXHUYECKOMY perynmpoBaHuio 1 MeTponorum

3 YTBEP>XXOEH N BBEJEH B JEMCTBWE npukazom ®eaeparnbHOro areHTcTea rno TEXHNYECKOMY pery-
NMpoBaHnto N metpornorun ot 27 aekabps 2007 r. Ne 513-cT

4 HacTtoawumn ctaHaapT naeHTudeH mexayHapogHomy ctaHgapty MCO/M3BK TO 18044:2004 «NHGop-
MaLWUOHHbIE TexHonornn. PuHaHcoBble ycnyrn. PekomeHgauunm no WH@opMauuoHHOWM 0e30MacHOCTUY
(ISO/IEC TR 18044:2004 «Information technology — Security technigues — Information security incident
management»).

[1py NpUMeHeHUN HACTOALLEero cTaHaapTa pekoMmeHayeTcd UCNoNb30BaTb BMECTO CChINTOYHBLIX MeXayHa-
POAHLIX CTaHOAPTOB COOTBETCTBYOLWME UM HauMoHanbHble cTaHgapTel Poccuninckon ®egepauun, ceegeHna o
KOTOPLIX NpUBeAeHbl B ACNONHUATENBHOM npunoXeHumn C

5 BBEAEH BI'NEPBbIE

VIHpopmMauuss 0b UIMEHEHUSAX K HacmosaweMy cmaHoapmy rnyobrukyemcsi 8 eXxe200H0 u30asaeMoM UH-
oopMallUOHHOM yYKa3zamerne «HalyluoHanbHble cmaHoapmel», @ mekcm U3MeHeHUU U ror1pasoK — 8 eXeMe-
CSYHO U30asaeMbixX UHPOPpMaUUOHHBIX yKazamernsx «HauuoHalnbHbie cmaHoapmbi». B criydyae riepecmompa
(3aMeHbl) Ui OMMEHbLI Hacmosuwje2o0 cmaHoapma coomeemcemeyruiee yeeoomMmreHue byoem ornybriukoeaHo
8 eXXKeMeCsI4YHO u30asaeMoM UHpopMallUOHHOM yKalzamerne «HalyuoHansHbie cmaHOapmeil». Coomeemecmay-
rowast UHgbopmauyus, yeeOoMITeHUA U MeKcmbl pasMeliaromcs makxe 8 UHopMallUoHHOU cucmeme obujeao
rofb308aHuUss — Ha opulyuanbHoM calme ®edepanibHO20 a2eHmemea ro MmexHU4YeCKoMy peaynupogaHuro U
Memporsioauu 8 cemu VIHmepHem

© CTtaHgapTuHdpopm, 2009

HacTtoawmnn ctaHgapT He MoXeT OblTb MOSHOCTLIO UMM YaCcTUYHO BOCTIPOU3BEAEH, TUPaXKUPOBAaH U pac-
MpocTpaHeH B KayecTBe oduLmanbHoro nsganua 6es paspeweHns PegepanbHOro areHTCTBa No TeXHUYECKo-
MY PeryimpoBaHno N MeTPOSIoru
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BBegoeHue

Tunosble NONUTUKN MHDOPMALMNOHHOW BE30MacHOCTU UMK 3aLlMTHBLIE Mepbl MHOPMaLMOHHOW De3onac-
HoCcTK (MB) He MOryT NONMHOCTLIO rapaHTUpPOoBaTh 3allUTy MHopMaL 1, UHROPMaLMOHHBIX CUCTEM, CEPBUCOB
nnun ceten. lNocne BHeagpeHUs 3aLlLMTHBIX MEP, BEPOSATHO, OCTaHyTCs cnabble MecTa, KoTopble MOTyT caenaTth
obecnevyeHne nHpopmMmauMoHHON BesonacHocTU HeahEeKTUBHLIM, U, criegoBaTenbHO, MHUWAEHTLI MHdOPpMa-
LLIMOHHOW ©6e30MacHOCTU — BO3MOXHbIMWU. NHUMAEHTHI MHOPMaLUMOHHON De30NacHOCTM MOTYT OKasbiBaTb
NPAMOE UM KOCBEHHOE HeraTMBHOE BO3AEeNCTBUE Ha BU3HeC-AesATeNbHOCTb opraHmsaunn. Kpome Toro, oyayr
Hen3beXXHO BLISIBNATLCS HOBLIE, paHee He naeHTUPULUMpOBaHHbIE yrpo3bl. HegocTaTouHasa NOAroToBKa KOH-
KpeTHOM opraHusaumm K obpaboTke TakMxX MHUMAOEHTOB AenaeT NpakTUYeCcKyo peakuuo Ha MHUMAEHTLI Mano-
o ekTUBHON, U 3TO MNOTEHLUUANLHO YBENMUYMBAET CTENEHb HEeraTUBHOINO BO3AEUCTBUA Ha BusHec. Takum
obpasom, ana nwbdon opraHnszaLnn, cepbesHo oTHocAWwenca K MHpopMaLMOHHOW Be30NacHOCTH, BaXKHO MPU-
MEHATb CTPYKTYPHLIA U NNaHOBLIM Noaxoq K:

- obHapyXeHuto, onoeBeLleHuto 006 MHUMAEHTaxX UHPOPMaLUOHHON BEe30MacHOCTU U UX OLIEHKE;

- pearpoBaHuio Ha MHUMAEHTLI MHOPMaLUOHHON De30NacHOCTU, BKNoYasi akTUBU3ALUIO COOTBETCTBY-
OLLMX 3aLlUUTHBLIX Mep Ana npenoTBpalleHns, yMeHbLUeHNA nocneacTsn U (Mnm) BOCCTaAaHOBNEHUA Nocne He-
"aTUBHbIX BO3AEUCTBUM (HAanpumep, B obnactax Noaaepkki 1 nnaHUpoBaHUa HeNpepbiBHOCTU bUsHeca);

- N3BTEYEHUIO YPOKOB U3 MHLMOEHTOB UHPOPMaLNOHHON 6e30nacHOCTU, BBEAEHMIC NPEBEHTUBHBIX 3a-
LLIUTHBIX Mep U yNydlleHUo obLero noaxoaa K MeHe ) KMeHTY MHUMAEHTOB MHopMaLIMOHHOW 6e30MacHOCTH.

[lonoXXeHnsa HacToALWEro ctaHgapTa cogepaTt npeactaBneHne 0 MeHegKMeHTe UHUMAEHTOB UHApOpP-
MaLWOHHOW Be30NacHOCTU B opraHusaunn ¢ y4eToOM CNOXKUBLLUEWCH NPaKTUKKA Ha MeXayHapoaHOM YPOBHeE.

Hactodawmm ctaHgapT npeaHasHadyeH AN UCNoNb30oBaHUA opraHusauuaMn Bcex cdpep AesTeNnbHOCTH
npu obecnevyeHnn MHpopmMaLnoHHOW Be3onacHOCTM B NpoLecce MeHepKMeHTa MHUMOeHTOoB. Ero nonoxeHus
MOTYT UCMOMb30BaTLCA COBMECTHO C ApYrMMK cTaHgapTaMu, B TOM YUCe cTaHgapTaMu, cogepXawnumm Tpe-
boBaHUA K cUCTeMe MeHemKMeHTa WMHpoOpMaLMOHHOW B6e30MacHOCT N CUCTEME MEeHeKMeHTa KavecTBa
opraHmnsavuun.

IV



[OCT P UCO/MIK TO 18044—2007

HAUMWOHANBbHBIWN CTAHOAPT POCCUUCKOWN PEOEPALUMN

UHdopMaLMOHHaA TeXHonorua
MeToabl U cpeacTBa obecnevyeHna 6e30MNacHOCTI

MEHEDXMEHT UHUMAEHTOB MH®OPMALMOHHOWU BE3ONACHOCTW

Information technology. Security technigues. Information security incident management

[lata BBegeHnsa — 2008—07—01

1 O6nactb NpMeHeHUA

B HacToswWweM cTaHaapTe coaepXxaTtcsa pekoMmeHgauum no MeHea>XMeHTyY MHUMAeHTOB MHdopMaLMOHHOW
0e30MNacHOCTU B OpraHMU3aLUmax ansa pykosoautenen nogpasaeneHnuin no obecneyveHno MHpopmaLnoHHoM be-
sonacHoctun (MB) npu npumeHeHUU MHpopMaLMoHHBIX TexHonorn (UT), nHdpopMalMOHHBIX CUCTEM, CEPBU-
COB U ceTeun.

2 HopmaTuBHbIe CCbINKN

B HacTosilleM cTaHaapTe UCNOMb30BaHbl CChITIKKM Ha cneayolme MmexgyHapoaHble ctaHaapThl:

NMCO/M3K 13335-1:2004 WNHpopmaLmoHHasa TexHonornd — MeTtoabl obecnevyeHnst 6e30nacHOCTU —
YnpasneHue 6e30nacHOCTbHO MHPOPMALMOHHBIX U TENEKOMMYHUKALMOHHBIX TeXHOMoOrmm — Yactb 1 — KoH-
Lenuusa n mogenu ynpasneHus 6e3onacHoCTbio MHPOPMaLMOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHOMOMMA

MCO/MOBK 17799:2000 NHpopmaunoHHasa TexHonora — [llpakTtudyeckune npasuna ynpaBneHUsl UH-
dopmMmaLNOHHON Be30MacHOCTbIO

3 TepMUHbI N onpeaeneHuns

B HacToswem ctaHaapTte npumMmeHeHbl TepMuHbl no FTOCT NCO/MOK 13335-1, UCO/MBK 17799, a Takke
crneayrowme TePMUHBI C COOTBETCTBYIOLLMMUK onpeaeneHusmMmm.

3.1 nnaHnpoBaHue HenpepbIBHOCTU BU3Heca (business continuity planning): lNpouecc cbecneveHUs
BOCCTAHOBNEHUS onepaunn B crnyvyae BOSHUKHOBEHUS KAKOrO-NMbo HeOXKNAaHHOTo MNKU HexXXenaTenbHOoro NHL M-
neHTa, cnocobHOro HeraTUBHO BO3AEWNCTBOBATL HA HEMNPEPLIBHOCTb BaXKHbIX PYHKLUMNA OMU3HECa N nogaepKuBa-
IOLLIMX ero 3NeMeHTOB.

[Tpunumedanune— [HaHHbIM NPOLUECC AOIMKEH Takke obecneynBarTb BOCCTAHOBNEHNE Bn3Heca ¢ y4eToOM 3aaH-
HbIX OYepPeaHOCTEN U MHTEPBANOB BPEMEHU U AanbHENLLIEE BOCCTAHOBNEHNE BCeX PyHKUMM Bu3Heca B pabovee COCTos -
Hue. KntoyeBble 3nemMeHTbl 3TOro npoLecca AoMKHbl obecnevmBaTtb NPUMEHEHUE U TECTUPOBAHUE HEODXOAUMbIX NNAHOB U
CpeacTB U BKINOYEHUE B HUX MHopMaummn, busHec-npoueccoB, UHPOPMALMOHHbIX CUCTEM U CEPBUCOB, PEYEBON CBA3U U
nepegaqvn gaHHbIX, nepcoHana n Punandecknx ycTpoucTs.

U3pgaHne odbvumanbHoe
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3.2 cobbiTue uHcbopmaumoHHon 6e3zonacHocTu (information security event): MaeHtndoununpoBaHHoe
10S1BIeHne onpeaeneHHoro CoCToAHUA CUCTEMbI, CepBUCa UM CETU, yKasbiBaroLero Ha BO3IMOXHOe Hapylle-
Hne nonnutukn b nnn otkas salmnTHbIX Mep, U BO3HUKHOBEHWE HeU3BEeCTHOM paHee cuTtyauuun, kKotopas Mo-
XeT UMeTb OTHOLWEHWNe K 6e3onacHoOCTH.

3.3 uHUUgeHT nHpopmaumoHHom besonacHocTu (information security incident): lNosiBneHne oaHOro
NN HECKONbKUX HexXenaTtenbHbIX U HeoXXngaHHbIX cobbliTn IB, ¢ KOTOPLIMU CBSI3aHa 3Ha4YUTEebHAs BEPO-
ATHOCTb KOMMpoMeTaunn busHec-onepaumm 1 cosgaHua yrpossl Vb.

[TpumedyaHwunme— [lpumepsl MTHUMAEHTOB Vb npuBeaeHb! B pa3gene 6.

3.4 rpynna pearnpoBaHusl Ha UHLUAEHTbI UHopMaLuuoHHon 6e3zonacHocTu (FPUUB) (Information
Security Incident Response Team (ISIRT)): 'pynna oby4yeHHbIX 1 O0BEPEHHbIX YNeHOB OpraHu3aLun.
[Tpunmedanune— [Jannas rpynna obpabarteiBaet nHUMAEHTHI Vb BO BpeMs X XXM3HEHHOIO LIMKNA N MHOr4a Mo-

XET AONONHATBCA BHELLHUMM SKCNEepTamMu, Hanpumep, n3 odwenpuaHaHHON rpynrbl pearmpoBaHUS HA KOMIMNbIOTEPHbIE UH-
LMAEHTBI UMM KOMMBIOTEPHON rpynnel beicTporo pearnposanust (KI'bP).

4 OOwmne NnonoxeHus

4.1 LUenwn

B kavecTBe ocHOBHLI 0bLlen ctpaternn b opraHnMszaumnm HeobxogmMmo UCNonb3oBaTh CTPYKTYPHLIA NOA-
Xoa K MeHemKMeHTY nHumnaeHToB UB. Llensamu Takoro noaxona sisnsaetcst obecrieveHne cnegyrowmx yernoBun:

- cobbiTns Ub aormkHbl ObITe 0BHapYXeHbl U 3pdeKTUBHO 0OpaboTaHbl, B YaCcTHOCTU, onpeaeneHbl Kak
OTHOCALLMECS UMW He oTHocALMecs K MHuuaeHTam B

- naeHTununpoBaHHble nHUMAeHTbl B aomkHbl BbITh OLEHEHB!, 1 pearmpoBaHuUe Ha HUX AOIMKHO DbITb
OCYLLIECTBNEHO Hanbonee LenecoodbpasHbiM U pPe3ynsTaTUBHBLIM CMOCODOOM;

- Bo3gencTemnd nHumgeHToB b Ha opraHusauunto n ee busHec-onepaunn Hecbxogmmo MUHUMU3NPOBATL
COOTBETCTBYHOLWMMN 3ALNTHBIMA MepaMK, SIBMSIIOLLMMANCS YacTbio NpoLecca pearMpoBaHusl Ha UHUWUOEHT,
MHOrAa Hapsay ¢ NPUMEHEHNEM COOTBETCTBYIOLMX 3NEMEHTOB NnaHa(oB) obecnevyeHust HENPepbIBHOCTN DN3-
Heca;

- N3 MHUKMAEHTOB VB 1 nx MeHepKMeHTa HeoOX0AMMO DBICTPO U3BMEYL YPOKN. DTO AeNaeTCs C LENbIo No-
BbILLEHWS LUAHCOB npeaoTBpalleHns nHunaeHtoB Vb B dyayuwiem, ynydlleHnsa BHEAPEHUS U NCNOSIb30BaHUS
3aWnTHbIX Mep UB, ynydweHunsa oblien cnctemsl MeHegkmeHTa nHumuaeHToB UB.

4.2 ITtansl

[na goctmkeHUa Lenen B COOTBETCTBUM C NMYHKTOM 4.1 MeHeaXXMeHT nHunaeHToB Vb nogpasgendatoT Ha
YyeTbipe oTAeNbHbIX 3Tana:

1) nnaHUpoBaHWEe U NOAroTOBKA,;
2) UCNONb30OBaHUE;
3) aHanus;
4) ynydJuweHue.

[TpnmedaHnHwe— 3Jtanbl MeHegpKMeHTa nHUMAEeHTOB Wb ananormyHel npoueccam mogenv PDCA, ncnonb3aye-
Mon B mexayHapogHbix ctanHgaptax MCO 9000 [4] n NCO 14000 [3].

OcHOBHOE coepKaHne 3TUX 3TanoB NoKasaHo Ha pUCyHke 1.

) CoBbiTnst VB MOIYT ObITb pe3ynbTaToM CryYanHbiX UNKU NPeaHaMEPEHHbIX NOMNbITOK KOMNPOMETaUMM 3aLWNTHbLIX
mep Vb, HO B bonbwmnHeTBe cnydaeB cobbitne VIb camo no cebe He 03HaYvaeT, vTo NnonbiTka B AENCTBUTENBHOCTY Bbina
YCNELUHOW N, CNeaoBaTENnbHO, KAKMM-TO 06pa3om NoBNusna Ha KOHPUAEHUNANBHOCT, LENOCTHOCTL U (MNK) AOCTYNHOCTD,
TO €CTb He Bce cobbiTnst b ByayT oTHeceHb! K kaTeropun nHumnaenTos Ub.

2
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NnaHMpoBaHue U NOAroToOBKaA:

- NONIUTUKA MeHePKMeHTa nHuuaeHToB b 1 06a3aTenbecTBa BhiCLLEro pyKOBOACTBA
MO OTHOLUEHUIO K Heu;

- cUcTeMa MeHemKkmeHTa nHuuaeHToB b;

- KoprnopaTuBHasi 6esonacHocTb U 6e3onacHOCTb CUCTEMbI/cepBUca/ceTn, aHanus
N MEHEHKMEHT PUCKOB, OOGHOBNEHUE NONNTUK;

- co3naHue PNDb;
- MHCTPYKTaXu 1 obyvyeHne no Bonpocam ocsegomreHHocTn 06 nHumaeHTtax Ub;

- TeCTUPOBaHUE CUCTEeMbl MeHEeAXKMeHTa nHuuaeHTos b

Ncnonb3oBaHue:

- 0bHapyxeHue cobbiTun b 1 onoeeleHne (MHPOPMUPOBAHUE) O HUX;

- OLleHKa U MPUHATUE peLLleHUsA: IBNSAeTCA Nu gaHHoe cobbiTue nHumaeHTom UB;
- pearnpoBaHue Ha uHUuaeHT b, Bknioyas NpaBOBYIO 3KCNEPTU3Y

AHanu3a:

- JONONHUTENBbHAA NPaBOBas 3KCNEpPTU3a;

- 06006LEeHe HaKonNneHHoro onbITa;

- onpegeneHue MeToaoB ynydlleHus (NoBbileHns) 6e3onacHoOCTy;

- onpegeneHne MeTodoB ynyJleHUs CUCTeMbl MeHeMKMeHTa nHumpeHTos Ub

ynydlweHue:

- NPOBECTN YTOUHEHWE pPe3yNibTaToB aHanmaa
pUCKOB 6e30nacHOCTU U aHanMaa MeHeKMeHTa;

- MHUUUMMPOBATb yNydllieHne 6e3onacHoTH;

- NPOBECTU YNYYLLEHUS CUCTEMbI MEHe)KMEHTA
nHumngeHToB b

PUCYHOK 1 — 3JT1anel MeHegxmeHTa nHumngeHToB Vb

4.2.1 lNNnaHupoBaHWe N NOAroToBKa

2P PekTUBHBIN MeHeKMeEHT MHUMAeHTOB b HyXXaaeTca B Hagnexauwlem niaHUupoBaHUM U NOAroTOBKE.
[nsa obecneveHnsa apdpeKTUBHOCTN peakunn Ha nHumnaeHTol Mb Heobxognmo:

- paspaboTaTb U AOKYMEHTUPOBATL NOMUTUKN MeHeKMeHTa nHUMaeHToB Wb, a Takke Nony4vnTb o4eBU-
HYHO MOAAEPXKKY 3TOW NOMUTUKN 3aUHTEPECOBaHHBLIMU CTOPOHAaMN N, B 0CODEHHOCTK, BbICLLIErO PYKOBOACTBA;

- paspaboTtaTb U B NONTHOM 0ObEME AOKYMEHTUPOBATb CUCTEMY MeHepKMeHTa nHunaeHToB B ans noa-
OePXKN NONUTUKU MeHeaXmeHTa nHumaeHTos NB. @opmel, npoLieaypbl M MHCTPYMEHTHI NOAAEPXKKNA 0OHapyXKe-
HUA, ONOBeLleHNs, OLUeHKN U pearnpoBaHng Ha nHUMAeHThl Wb, a Takke rpagaunu lwKansl Cepbe3HOCTH
MHUMOEHTOB AOMKHbI ObITh OTPaXKeHbl B AOKYMEHTaLU MM Ha KOHKPETHYI0 cuctemy. (CnegyeTt OTMETUTb, YTO B He-
KOTOPbIX opraHn3aumsax Takas cuctemMa MoXeT HasbiBaTbca «[ 1naHomM pearnposaHua Ha MHUMAeHTLl Ub»);

- OOHOBUTL MONUTUKN MeHemKkMeHTa VB 1 pUCKOB Ha BCEX YPOBHSAX, TO €CTb Ha KOpnopaTUBHOM W ONS
KaXaoWu cUCTeMbl, cepBUca U CEeTU OTAENBHO C YY4ETOM CUCTEMBI MeHepKMeHTa MHUMAeHTOB UB;

R Heobxoammo nmeTb OnpeaeneHHylo WKany cepbe3HOCTM MHUMAEHTOB C COOTBETCTBYIOWEN Knaccnukaymen.
ITa WKana MoXeT COCTOATb, HAaNPUMeEpP, U3 ABYX NOJNOXEHUN, «3HAYUTENBHbLIE» N «HE3HAYUTENBHbIE». BbIDOP rpagaumn
lWKanbl AOMKXEH OCHOBLIBATBCSH HA PaKTUYECKMX UK npeanonaraemMbiX HEraTuBHbIX BO3AENCTBUAX HA Bu3Hec-onepaumm

opraHm3auum.
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- cOo3daTb B OpraHusauuv COOTBETCTBYIOLEe CTPYKTYpHOE noapasgeneHne MeHegpkMeHTa MHUMOEHTOB
B, To ectb TPUWB, ¢ 3agaHHbIMKY 00S13aHHOCTAMU M OTBETCTBEHHOCTLHO NepcoHana, cnocobHOro agekBaTHoO
pearnpoBaTb Ha BCce U3BeCTHble TUnbl MHUKMAeHTOB UB. B 6onblunHcTBe opranmsaunn F'PUNB asnaeTcs rpyn-
MNown, cOCTosILLIEN U3 CNEeLUManIMCTOB NO KOHKPETHBIM HanpaBneHUAM AeATENbHOCTU, HANpUMep, Npu oTpakKeHUN
aTak BpeaoHOCHOW nporpamMmmbl NPUBMeKaroT crneumanucTa no nHumgeHTam nogobHoro tTmuna;

- 03HaKOMWUTb BeCb NepcoHasn opraHu3aunum NocpeacTBOM MHCTPYKTaXen n (Unu) MHeIMKU cnocobamm ¢
CyLlecTBOBaHMEM CUCTEMBbI MeHeXXMeHTa MHUMaAeHToB Vb, ee npeumyllecTtBamM U ¢ Haanexxawmmm cnoco-
bamm cooblueHunsa o cobbiTuax 6. Heobxoanmo npoBoAnTL COOTBETCTBYOLWLEE 0by4HeHe nepcoHana, OTBET-
CTBEHHOro 3a ynpaBleHue CUCTeMOU MeHemkMeHTa uHUMaeHToB Wb, nuy, npuHUmMarowmx pelueHus no
onpeneneHnto Toro, ABNSIKOTCS NN CODLITUA MHLUMAOEHTAMK, XU NUL, UCCNneayroWnX MHUWAEHTI;

- TWWaTenbHO TeCTUPOBaTb CUCTEMY MeHe KMeHTa UHUMAeHToB Ub.

oT1an «l1naHnpoBaHne U NOAroToBKa» — B COOTBETCTBUKM € pasgenom 7.

4.2.2 Ucnonb3oBaHue cUCTEeMbl MEHeOA)KMEeHTa UHLUUAEHTOB UH(hOPMaLMOHHON 6e30NacHOCTI

[Tpn ucnonb3oBaHUM CUCTEMBI MeHePKMEHTa UMHUMAeHTOB B HeobxoamMmo ocylecTBUTL cneayiowme
NpPoLEeCCHI:

- 0OHapyXeHue 1 onoseLlleHne 0 BO3HUKHOBEHNKU cobbITuA VB (MenoBekom nnu aBToMaTu4eCcKuMmn cpea-
CTBaMW);

- ¢bop nHpopmauunn, ceaszaHHo ¢ cobbiTusaMn Ub, n oueHka aton nHopmMaLnn ¢ LLenbio onpeaeneHus,
KakKue cobbITUS MOXKHO OTHECTU K KaTeropun nHumnaeHtos Ub;

- pearnpoBaHue Ha nHunaeHTol Ub:

- HeMeaneHHo, B peanbHOM UM NOYTU pearibHOM MacllTabe BpeMeHu;

- ecnn nHuuaeHTbl b HaxoaaTca noag KOHTPOoNeM, BhINMOMHUTE MeHee CpoYdHble AeUCTBUA (Hanpumep,
CNOCODOCTBYOLWME NONMTHOMY BOCCTAHOBMNEHWIO NOCNe KaTacTpodbl);

- ecnn nHUMaeHTbl b He HaxoaaTcs noa KOHTPOMEM, TO BhIMOMHUTE «aHTUKPUSUCHBIE» OeUCTBUA (Ha-
TPUMEDP, BbI3BaTb NOXapHYO KOMaHAay/noapasaeneHne Ui MHMLUMMPOBAaTb BhINOMNHEHUE NNaHa HEMNnpepbIB-
HOCTU BM3Heca);

- COOOLWNTL 0 Hann4YumM nHunaeHToB Vb 1 ntobble oTHoOCALLIMECS K HUM NOAPOOHOCTU nepcoHarny cBoeu
opraHusaunm, a Takke nepcoHany CTOPOHHUX opraHM3aLnun (MTo MOXET BKITIOYUTL B cebs, No Mepe Heobxoau-
MOCTW, pacnpocTpaHeHne noapobHoCTen WHUMAEHTa C Lenbio ganbHeuwen oueHKM U (Mnn) NPUHATUS
peLleHnn);

- NPaBOBYHO 3IKCMEpPTU3Y;
- Hagnexallyto peructpaumio Bcex 4eUCTBUN 1 pelleHUn anga nocneayowero aHanumsa,;

- paspelueHne npodbnemsl UHUNOEHTOB.

J1an «cnonb3oBaHMe» — B COOTBETCTBUU C pa3gerniom 8.

4.2.3 AHanus

[Tocne paspeweHna/3akpblTUa MHUKMAeHTOB VB Heobxoanmo npeanpuHAaTb cneayrowme AencTBUSa No
aHanunsy coctoaHua Nb:

- MPOBECTWN ACMONMHUTENBHYIO NMPaBOBYHO 3KCNEPTU3Y (NP1 HeOBXOANMOCTN);

- U3YYNTb YPOKK, NU3BNeYeHHble U3 MHUMaeHToB UB;

- ONpegennTb yNydlleHna ans BHegpeHnsa saWwnTHeIX Mep Vb, nonyyeHHble U3 YPOKOB, M3BMEYEeHHbIX 13
OQHOMo UNN HeCKoNbkKMX nHUunaeHToB UB;

- onNpeaennTb ynydleHUsa ans cMctemMel MeHeQ)kMmeHTa nHumaeHToB Vb B Lenom, yuynTeiBast ypoKu, 13-
BlleYeHHble U3 pe3ynbTaToB aHalnusa KadyecTBa npeanpuHMMaemMoro nogaxoega (Hanpumep, s aHanusa pesynb-
TaTUBHOCTUM NPOLLECCOoB, NpoLleayp, PopM otvyeTa 1 (UNn) opraHusaunin).

oT1an «AHanms» — B COOTBETCTBUU C pasgenom 9.

4.2.4 YnyJdweHue

Heobxoanmo noa4vepKkHyTh, YTO NpoLecchl MeHemMKMeHTa nHUnMaeHToB Wb anatoTca utepaTtMBHBIMNA, C
TOCTOAHHBLIM BHECEHMEM yNydLlleHUU C TedeHneM BpeMeHu B paa anemeHToB Nb. 3T ynydweHua npeanara-
OTCA HA OCHOBE AaHHbIX 00 nHunaeHTax Ib n pearnpoBaHun Ha HUX, a Takke AaHHbIX O AUHaAMUKe TeHOEeHLWA.
OTan «YnydweHne» BKtoYaeT B cebs:

- NepecMoTP UMeRoLLUUXCA pe3ynbTaToB aHanmsa puckos b n aHanns meHeaXXmMeHTa opraHusauuu;

- YNydlleHne cucteMbl MeHemkMeHTa nHumaeHToB Vb 1 ee gokymeHTaunu;

- MHULMUpPOBaHMe yny4dlleHnin B obnact 6e3onacHoCTU, BKNoYasi BHeApeHWUe HOBbIX U (M) OOHOBNEH-
HbIX 3allUTHBIX Mep UB.

oT1an «YnydweHue» — B CcOOTBEeTCTBUK C pasgenom 10.
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5 lNMpeunmywecTBa CTPYKTYPHOro noaxoaa v KrnioyeBble BONPOChl MEHeAXKMEHTa
MHUMAEHTOB MHOOPMAaLNOHHON De30NacCHOCTMH

B naHHOM pasgene npegctaBneHa MHpopMaLna:

- 0 NpenmMyLlecTBax, noflydaemMblX OT Ka4eCTBEeHHOM CUCTeMbl MeHeXKMeHTa MHUMAeHTOB UB;

- O KINKOYEBbIX BOMpoOcax, KOTopble He0OX0AMMO PacCMOTPEeTh C LeNbio yoeXXaeHUsa B 3TUX NpenuMyLLec-
TBaX BbICLLUEro KOpnopaTuBHOIO PYKOBOACTBA U NepcoHana, npeaocTaBnaowWero otT4eTbl B CUCTEMY U NONy4Ya-
loLero oT Hee MHPOPMaLUIO.

5.1 lNpeunmyuLlecTBa

INMobas opraHmnsauns, UCNoMb3yoLWasa CTPYKTYPHBIW NoAXoa K MeHeKMEHTY MHUMAeHTOB Vb, MOXeT 13-
BiIeYb U3 HEro 3HavYnTeNbHbIE NPENMYyLLIECTBA, KOTOPbIE MOXHO 00 BbeAUHNTL B creaytoLwne rpynnebl;

- ynydweHune UBb;

- CHMXKEeHMe HeraTuBHbIX BO3OEeUCTBUWA Ha OU3Hec, Hanpumep, npepbiBaHne busHeca U PUHAHCOBLIE
yObITKN Kak nocneacTsust MHUMAeHToB UB;

- yCcuneHue BHUMaHUA K Bonpocam npegotepalleHnsa MHLUWMOEHTOB;

- ycUneHne BHUMaHWS K YCTAaHOBMNEHUIO MPUOPUTETOB N COOPY A0Ka3aTENbCTB;

- BKNNag B 060ocHOBaHKE BoaKeTa U pecypCcoB;

- OOHOBNEHME PEe3yNbTaTOB MEHEXKMEHTA U aHaNnn3a pUCKoB Ha Bonee BLICOKOM YPOBHE;

- NpegocTaBneHne mareprana ang nporpamMmm NoBbILLEHWUS OCBEAOMIMEHHOCTU U 0byveHUa B obnact Ub;
- NpeaocTaBneHne BXoAHbIX AaHHbIX ANA aHanusa nonnmtukn b n cooTBeTCTBYIOLWEN O0OKYMEHTaLUN.

Kaxkgoe 13 3TUX NpenmMyLLEeCTB paccMaTpUBaeTCs HUXKe.

5.1.1 YnyuyweHue 6e30nacHOCTU

CTPYKTYPHBIN NMpoLecc 0bHapy)XeHUs, ONOBELLEHUSA, OLUEHKN N MEeHeMKMeHTa NMHLUMAEHTOB U CODLITUN
B nossongeT bLICTPO naeHTUdMUMpoBaTh Nodoe cobbiThe unn nHunaeHT Vb 1 pearmpoBaTb Ha HUX, TEM Ca-
MbIM ynydllas obLyto 6e30nacHOCTb 3a CHET ObICTPOro onpeaeneHunst n peannsaunn NpaBUbHOMO peLleHus,
a Takke obecneunBasa cpeacTBa npeaoTepalleHms noaocdHbix nHUMaeHToB Vb B byayuiem.

5.1.2 CHUXeHUe HeraTUBHbIX BO3eUCTBUMA Ha OU3HeC

CTpYKTYPHBIN NOAX0A K MEHEMKMEHTY MHUMAEHTOB VB MOXeT crnocobCcTBOBATL CHUXKEHUIO YPOBHSA HEra-
TUBHbIX BO3OEUCTBUN, CBA3aHHbLIX ¢ nHUMaeHTamn Wb, Ha busHec. NocneactBus aTuUX BO3AESUCTBUNA MOTYT
BKMtoYaTh B cebsa HemeaneHHble GUHAHCOBLIE YOLITKU, a TakXKe AONMrOBPEMEHHbIE NOTEPU, BO3HUKAIOLLNE OT
yulepba, HaHeCeHHOoro penyrtaumm U KpeamtocnocodbHOCT opraHusaLnn.

5.1.3 YcuneHue BHUMaHUA K npeaoTBpalleHUo MHLUUOEHTOB

Mcnonb3oBaHMe CTPYKTYPHOMO Noaxoaa K MeHemMKMeHTY nHumnaeHToB b moxeTt cnocobCcTBOBaThH YCU-
NeHUo BHUMaHUS K NpeaoTBpalleHnio MHUMOEHTOB BHYTPU opraHmnsaumn. AHanM3 gaHHbIX, CBA3aHHbLIX C UHLA-
OeHTaMun, NO3BONSET onpeaennutb Moaenu n TeHAeHUUU NOSBNEHUS UHLUMOEHTOB, TEM CaMbiM CMOCODCTBYS
YCUNEHUI0 BHUMAaHUA K NpeaoTBpaLleHnio MHUMOEHTOB U, cnegoBaTenbHO, onpeaeneHnio COOTBETCTBYIOLLNX
OeUCTBUU No NpeaoTBpalleHno BO3SHUKHOBEHNUS UHLUMOEHTOB.

5.1.4 YcuneHne BHUMaHUA K CUCTEeMe YCTaHOBIeHUA NPpUopUTETOB U CBUOETENbLCTB

CTPYKTYPHBIA nogxoa K MeHeaXKMeHTY nHunaeHToB VB cosgaeT npoyHyto OCHOBY ANA CUCTEMbIl YCTaHOB-
NeHunst NPUOPUTETOB NP NpoBeaeHUN paccnegoBaH MHUMAeHToB UB.

[1pn OTCYTCTBUKM YETKUX Npouedyp CylecTBYeT PUCK TOro, YTO paccneaoBaHnda NpoBoasATCS B HEMNOCTO-
AHHOM peXxunme, Korga pearmpoBaHue Ha MHUMAEHTLI OCYLLECTBAEeTCA No Mepe UX NOABNEeHNA UMN KaK peak-
LMA Ha camoe «rpoMornacHoe» pacrnopsbkeHne COOTBETCTBYIOLLEro pykoBoaUTENd. OTO MOXeT nomMellaTb
NpoBedeHUIo paccnegoBaHna B nocneaoBaTeisHOCTU, COOTBETCTBYIOWEN MaealrlbHOMY YCTaHOBMNEHUIO NPU-
OpPUTETOB TaM, rge oHo AeUCTBUTENbHO HEObXoaMUMO.

UeTkne npoueaypbl paccneaoBaHUa UHLMAOEHTOB MOryT obecneynTb npaBuiibHOCTb 1 MPAaBOBYHO A0MNYC-
TUMOCTb cbopa AaHHbIX U UX 0OpaboTKKU. DTO UMeeT BonbLUIoe 3Ha4YeHne B cryvyae MHULMUPOBaHUS cyaedbHoro
npecneagoBaHUda UnNu gaucuunnmHapHoro pasbupartensctea. OgHako cnegyeTt npusHaTb BEPOSTHOCTb TOrO, UTO
OenCcTBUd, Heobxoanmble Ansi BOCCTaAHOBMNEHMS nocne nHuuaeHTa b, MoryT noaBeprHyTb pUCKY LENMOCTHOCTL
cODpaHHbIX CBNOETESILCTB.

5.1.5 brogxeT n pecypchbl

XOpoLo NpoayMaHHbIA CTRPYKTYPHBLIN Noaxod K MeHeKMeHTY MHUuaeHToB Ib cnocobcTByeT 060CHOBA-
HAO N YNPOLIEHWNIO pacnpeaeneHna OIOaXEeTOB U PECYPCOB BHYTPWU nogpasgeneHun opraHmsaunn. Kpome
TOro, Bbirodbl nony4vyaeT U cama cuctemMa MmeHepkMmeHTa nHumaeHToB VIB. Takue BbIroabl CBA3aHbl CO Crieyio-
LMW YCITOBUAMMN;




FTOCT P ACO/M3K TO 18044—2007

- NICNOMb30OBaHMEM MeHee KBanupuunpoBaHHOro nepcoHana ans naeHtudpukaumn n dpunstpaym nox-
HbIX CUHaNOB TPEBOTU;

- obecnevyeHneM nyyllero pykoBoacTBa AeNCTBUAMU KBaNMAULMPOBaHHOIo nepcoHana;

- NpUBMeYEeHNneM KBanndnLMpoBaHHOro nepcoHana TonbKo A TeX NpoLeccoB, rae TpebyoTca ero Ha-
BbIKM, U TOMbKO Ha TOW CTaguu npoLuecca, rae ero cogencrame Heobxoammo.

Kpome Toro, CTPYKTYPHbIX NoAXod K MEHEKMEHTY nHUMaeHToB B MoXeT BKNtovaTh B cebs npoueaypy
MPUOCTAHOBKU « OTMETKN BpEMEHW» C LieNbio BOSMOXHOCTU BbINOMHEHUS « KONMMYECTBEHHbLIX» OLLeHOK 0bpaboT-
KW MHUMaeHToB Ib B opraHusaumn. 910 AenaeTr BO3MOXHbIM, Hanpumep, npegocraBneHne MH@opMauum o
BpeMeHU paspelleHnsa MHUMAEHTOB C pas3fNUMYHbIMU NpUopUTETaMU Ha pasnnYHbIX Nnatdopmax. ['pn Hann4nn
cnadbIX MecT B npoLecce MeHemKkMmeHTa nHUMaeHToB Vb 3T cnabble mecTa Takke AOTMKHbI ObITb MOAeHTUdN-
LMpyeMbIMMU.

5.1.6 MeHeaXMeHT n aHanu3 puckos Ub
Mcnonb3oBaHWe CTPYKTYPHOIo noaxoaa K MeHemkKMeHTy nHunaeHTtoB b cnocobceteyerT:

- cbopy bonee Ka4yeCTBEHHbIX AAaHHLIX AN MaeHTUPUKaLMK 1 onpeaeneHnst XxapakTepUCcTUK pasnmnyHbIX
TUMNOB Yrpo3 1 CBA3aHHbLIX C HUMWU YA3BUMOCTEN;

- NMpeaocrtaBJ1IeHNKO daHHbIX O HaCTOoT€ BO3IHUMKHOBEHNA I/lﬂ,eHTMCbMLI,I/IDOBaHHbIX TUNOB YIPO3.

[Tony4eHHble AaHHbIE O HeraTUBHBLIX NocneacTeusax nHunaeHToB Ib anga 6usHeca byayT nonesHbl A
aHanusa aTux nocneacTeui. [laHHbIe 0 YacToTe BOSHUKHOBEHUA pasNAYHbIX TUMOB Yrp0o3 HAMHOTIO NOBBLICAT Ka-
YEeCTBO OLIEHKU yrpo3. AHanornyHo, gaHHble 00 yS3BUMOCTSIX HAMHOIO MOBLICAT KAa4ecTBO OyayLMX OLEHOK
YA3BUMOCTEMWN.

BbllleynoMaAHyTble gaHHble 3HAYMTENbLHO yNy4dllaT pe3ynbTaThl aHanm3a MeHepkKMeHTa U aHanmsa puc-
ko UB.

5.1.7 OcBepgoMneHHOCTb B Bonpocax Ub

CTPYKTYPHLIN Noagxoa K MeHexMeHTy nHumaeHToB VIb npegoctaBnsaeT y3koHanpaeleHHYo MHopMa-
L0 0 NporpamMmmax obecrnevyeHmnst ocBeaoMNeHHOCTU B Bonpocax Mb. 3Ta nndpopmauna aBnsietca UICTOYHUKOM
peanbHbIX MPUMEPOB, Ha KOTOPLIX MOXXHO NMoKasaTb, YTo MHUMAeHTel Vb AencTBUTENLHO NPOUCXOAAT UMEHHO B
OAaHHOW opraHmsauun, a He rae-nmbo ewle. TakMm obpasoM MOXHO NMPOAEMOHCTPUPOBATL BbIroAbl OLICTPOro
nonyveHuns MHgpopmaummn o peweHUax. bonee Toro, nogobHas ocBegoMneHHOCTb B Bonpocax Vb nossonsieT
CHU3UTb BEPOATHOCTb OLUMOKA, BOSHUKHOBEHUSI NAHUKA N (MNK) pacTEPSAHHOCTM Y NMogen B crnyvae NosiBNeHus
nHunaeHTta Vb.

5.1.8 BxoaHble AaHHblIe ANA aHanu3sa nonutuku b

MHdopmaums, npegoctaBnsiemMas CUCTEMOUN MeHepkMeHTa nHumaeHToB Vb, moxeTt obecneunTb LeH-
Hble BXOAHble gaHHble ANda aHanusa pesynsTaTMBHOCTU U nocneayowero ynydweHua nonnutuk Nb (1 apyron
OOKyMeHTauunun, ceasaHHou ¢ IB). OTo OTHOCKUTCA K NONMUTUKAM U APYrov OKYMeHTaL MU Kak Ha YPOBHE OpraHiu-
3alun, Tak 1 ANs otaenbHbIX CUCTEM, CEPBUCOB U CETEN.

5.2 Knw4eBble BONpoChHI

Hannune obpaTHOW CBSA3M, MO KOTOPOW NoCcTynaeT MHopmMaLnsa 0 TOM, KakK OCYLLIECTBNSIETCH MEHEIX-
MEHT nHumaeHtoB b, nomoraeTt coxpaHsaTb HaLENeHHOCTb AEUCTBUN nNepcoHana Ha bopbby ¢ peanbHbIMU
pUCKaMun Onst CUCTEM, CEPBUCOB U ceTel opraHnsaunn. 3Ta BaxKHasd obpaTHas CBSI3b HE MOXKET ObITb adhdek-
TUBHO peanunsoBaHa vYepes npouecc pearnpoBaHua Ha nHumnaeHTel b, nockoneky nHunaeHTol UB npomncxoaar
HeperynapHo. ObpaTHas CBA3b MOXKET ObITb Donee pesynsraTUBHOW NPU HANMMYNK CTPYKTYPUPOBAHHOMN, XOPO-
LLIO NPOAYMAHHOW CUCTEMBI MeHeMKMeHTa nHUMAeHTOB VB, npumeHsitolen obLyro CTPYKTYPY ANS BCEX Moa-
pasgeneHnn opraHusauumn. daHHasa obuwasa CTpykTypa AO0MmKHa HenpepbiBHO obecnevmBaThb MonyvyeHune ot
CUCTEMbBI KaK MOXXHO Donee MonHbIX pe3ynsktaToB UM NpeactaBnsiTb COOOU HaOeXKHYHO OCHOBY ANA ObLICTPOro
onpeneneHnsa BO3MOXHbIX YCITOBUW BO3HUKHOBeHUSA MHUKMAeHTa VB Oo ero nosasneHus, a Takke BbldaBaTbh CO-
OTBETCTBYIOLLME CUrHalbI OMOBELLEHUS.

MeHemKMeHT 1 ayanT cnctemMbl MeHemxkmeHTa B obecneynBatoT OCHOBY AoBepus, HeobxoaMmoro ans
paclUUpeHns COBMECTHOM paboThbl C NEPCOHANoOM N CHUXKEHUS HeA0BEePUS B OTHOLLEHN COXPaHEeHUs aHOHNM-
HOCTUK, 6e3onacHOCT N AOCTYMHOCTM MOMNesHbIX pe3ynbTaToB. Hanpumep, pykoBoACTBO U NepcoHarn opraHmnaa-
LW OOMKHBI ObITb YBEPEHblI B TOM, YTO CUrHarbl ONOBELLUEHUA AaAyT CBOEBPEMEHHYH, TOYHYIO N MOJHYHO
MHOPMaL U0 OTHOCUTENBHO OXMAaeMOro UHUMAEHTA.

[Mpn BHEApEeHNN cucTeM MeHemkMeHTa uHuuaeHToB B opranmsaumam cnegyet nsderatb TakMxX NMoOTEH-
LinanbHbIX MPobnem, Kak OTCYTCTBUE MONOXUTENbHbBIX Pe3yNibTaToB 1 BeCcrnoKoncTBa No NoBoay BONPOCOB, CBA-
3aHHbIX C npobnemamMu HEeNnpUKOCHOBEHHOCTW MepcoHanbHbIX AaHHbIX. Heobxogumo  ybeauTb
3aMHTepecoBaHHbIE CTOPOHbI B TOM, YTO 419 NpeaoTBpaLleHNs NoABNeHNs BblLLeYNOMSAHYThIX Mpobnem Obinu
npeanpuUHATLI onpeaeneHHble Warm.
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Takmm obpasom, And NOCTPOEHUA ONTUMANBHON CUCTEMbI MeHemMKMeHTa MHUMaeHToB Vb Hy)XHO pac-
CMOTPETL pda KNMoYEBLIX BOMPOCOB, BKOYad:

- 0bsizaTenbCcTBa PYKOBOACTBA;

- OCBEAOMITEHHOCTD;

- MpaBOBbLIe N HOPMATUBHbIE aCMEeKTbl;

- 3KCnyaTaunoHHYO 3P(EKTUBHOCTb 1N KAYECTBO;

- aHOHUMHOCTb,
- KOH(PMAEeHUNaNbHOCTb;
- HesaBUcMMOCTb aeatenbHocTU [ PUNB;

- TUNONOTUIO.

Kaxablin N3 aTuxX BOMNPOCOB OyaeT pacCMOTPEH HUXKE.

5.2.1 ObaA3aTenbCTBa PYKOBOACTBaA

[na NpUHATUA CTPYKTYPHOro noaxoaa K MeHepKMeHTY MHumMaeHToB Wb XXn3HeHHO Heobxoamma NoCTOosIH-
Haga noggepXka co CTOPOHbI pykoBoAcTea. [lepcoHan opraHusauumM aonXeH pacnosHaBatbh MHUMAEHTLI b v
3HaTb CBOW OENCTBUSA MPU UX BOSHUKHOBEHUW, a TaKkKe OCO3HaBaTb DOMbLUME NPenMyLLecTBa CTPYKTYPHOIO
noaxoaa anst opraHnsaunn. OgHako aToro MOXeT ObITb HeAOCTaTOYHO NPU OTCYTCTBUM NOAAEPXKKA CO CTOPOHb
pykoBoacTBa. Heobxoaumo AOHECTU A0 PYKOBOACTBA, UTO OpraHusaums 4o/MKHa BINOMHATE 0bs13aTeNnbCcTBa
no obecneveHno pecypcamm 1 NnogaepKke cnocobHOCTU pearMpoBaHns Ha UHLUAEHTHI.

5.2.2 OcBeAOMINEHHOCTDb

L pyron BaxkHoM NpobnemMon NPUHATUSA CTPYKTYPHOro Noaxoaa K MeHeMKMeHTyY uHumnaeHToB Vb ansaetcs
OCBEAOMIIEHHOCTb. HECMOTPS HA NOTPEOHOCTL B MNOMNbL30BAaTENSIX AN y4acTus B paboTe opraHusaun, Bpsig N
MOXHO paccynTbiBaTh Ha X appekTUBHOE yvyacTue B paboTe opraHM3aLnMm npm oTCYyTCTBMUA OCBEAOMITEHHOC-
TW O TOM, KaKyto BbIroQy OHU U UX NogpasgeneHue nonyyar oT ydacTusl B CTPYKTYPHOM noaxoae K yrpaBneHuio
MHUMAEeHTaMn MHpOPMaLMOHHOW Be3onacHoCTH.

NMobas cuctema meHegkMeHTa MHUMAEHTOB VB aomkHa conpoBoXaaTbCsl AOKYMEHTOM C onpeaeneHu-
eM rnporpamMmmbl obecnevyeHnss OCBeAOMIIEHHOCTU, BKIHOYaOLWMM B cebs:

- NpenMyLLecTBa CTPYKTYPHOro nogxoga K MeHemMKMeHTY nHumaeHToB Vb kak ana opraHusauuy, Tak v
Ons ee nepcoHana;

- MHpopMaUUo 00 NHUMAEHTaX, XpaHallyoca B base gaHHbIX coObITUA U (UNK) MHUKMAEHTOB VB, 1 BbI-
XOAHble AaHHbIE U3 HEe;

- cTpaTernto 1 MexaH13mMbl 4nsi nporpamMmel ocbecneveHmnst oCBe4OMIEHHOCTU, KOTopast B 3aBUCUMOCTU OT
TUMa opraHn3aLnm MOXeT ObITb OTAENbHOW NPOrpaMmon UM YacTbio Bonee LWMPOoKoW NporpaMmmMmbl 0CBe0OM-
neHHocTU B Bonpocax Ub.

5.2.3 llpaBoBble U HOpMaTUBHbLIE acNekKThbl

B nonutuke meHegxmeHTa MHUKMAEHTOB VB 1 COOTBETCTBYIOLWLEN CUCTEME HEODXOANMO YUUTLIBATL Che-
ayoluine npaBoBble U HOpMaTKMBHLIE acnekThl MeHeakMeHTa nHumnageHToB UbB.

ObecnevyeHne ageKBaTHOU 3aLLUTbI NepPCOHaNnbHbIX AaHHbLIX U HEMPUKOCHOBEHHOCTb NepPCOHaNb-
HOU MHOpPMaLUU

B cTpaHax, rae cywecTByeT cneunanbHoe 3akoHo4aTenbCTBO, 3alumuarollee KoHpUaeHUMans5HOCTL U Le-
NTOCTHOCTE AaHHbLIX, OHO YacToO OorpaHUYeHo KOHTPOMNeEM 3a nepcoHanbHbIMU gaHHbIMU. [10CKONbKY MHUUMAOEHTHI
B 0bbIMHO BO3HUKAIOT B pe3ynbTaTte AeATENNbHOCTU NnepcoHana Uiy NOCTOPOHHUX NALL, TO MOXET NnoTpeboBaTh-
CHA COOTBETCTBYIOLLAda perncrpaumna nHgopmMau M NMYHOro Xxapakrepa u ynpaeneHue ero. CneaoeaTtenbHOo, NMpu
CTPYKTYPHOM nogxoae K MeHemKMeHTy nHumaeHtos Vb cneayet ydnTbiBaTb HEODOXOOMMOCTL B COOTBETCTBYIO-
e 3aluTe nepcoHanbHbIX AaHHbIX, a Takke cnegytoLlme yenoBug:

- NMua, UMetoLme AoCTYN K NepcoHarnbHbIM AaHHBIM, He AOMKHBI NMTIMYHO 3HaTb Tex noaen, MHpopmMauud
O KOTOPbIX U3yYaeTCH;

- Nnua ¢ AOCTYNOM K NMMMYHBLIM AaHHbIM OOSPKHBI nognucaTbh cornaweHne 0b Ux HepasrnalleHnn Ao Toro,
Kak nonydat 4octyn K HAM;

- NepcoHanbHble AaHHble ACIMKHBLI UCMOMBb30OBATLCHA UCKTIOMATENBLHO ANd TeEX Lenen, Ans KOTOPbIX OHWK
ObINK NoNy4veHbl, TO eCTb ANs paccnegoBaHnUa nHUMaeHToB UB.

CooTBeTCTBYOLLEE XpPaHeHUe 3anuceu

HekoTopble degepanbHble 3akoHbl Poccnnckon degepaunm TpedbyroT OT KOMNaHUA BEAEHUA COOTBET-
CTBYIOLLMX 3anncen cBoen AeAaTeNnbHOCTU ANa aHanusa B NnpoLuecce eXerogHoro ayamrta opraHmsauyun. Takme
Xe TpeboBaHUA CYLLECTBYIOT AN NPaBUTENbCTBEHHBIX opraHn3aumiid. B HEKOTOPbLIX CTpaHax OT opraHu3aunig
TpedbyeTcs cocTaBIeHNE OTYETOB UMK COo3aHUe apXMBOB ANSl NPaBOOXPaHUTENbHBLIX OpraHoB (Hanpumep, B
cllydae coBeplUeHNda cepbe3HOoro npectynneHna UM NnpoHUKHOBEHNUA B NPaBUTENbLCTBEHHYIO CUCTEMY, CoOde-
Kallyio KoHuaeHUManbHy0 MHQOPMaUno).
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Hanu4yue 3alUTHLIX Mep AnNA obecnevyeHUA BbLINONTHEHUA KOMMEpPYECKUX OOroBOpHLIX 06A3a-
TenbCTB

[Tpn HaNU4YKMM 00A3LIBAOLLMX TPEDOBaAHMW MO NPeaoCcTaBNeHUIC YCYTr N0 MeHeKMEHTY NHUMAeHTOB VB
(Hanpumep TpeboBaHUA KO BPEMEHU pearMpoBaHusl) opraHmnsaunsa gomkHa npeagycMmatpuBaTth obecneveHne
cooTBeTCTBYOWEN MB B LUensax obecneveHnst BbINOMHEHUSI 3TUX 00S3aTEeNbCTB NPU MIoDbIX 0OCTOATENbCTBAX
(B CBAA3U C 3TUM B Cllyvae 3aKkioueHMNsa opraHnusaLmmen KoHTpakTa co CTOPOHHeN opraHmnsanmen (CMm. 7.5.4), Ha-
npumep KI'bP, Heobxoanmo BkntoveHUe Bcex HeobxoauMbIX TpeboBaHU, HapsAy C BpeEMEHEM pearmpoBaHus,
B KOHTpPaKT CO CTOPOHHEW opraHunsaunen).

[lpaBOBbIe BONPOCHI, CBA3aHHbIe C NONIUTUKaMU U NpoueaypamMu

Heobxoanma npoBepka NONUTUK U Npoueayp, CBsI3aHHbIX C CUCTEMON MeHepKMeHTa nHumnaeHToB Wb, Ha
npeaMeT Hanu4ns NpaBoBbIX U HOPMAaTUBHBLIX Npobnem, HanpuMep, UMETCA N YBeAOMNEHUS1 0 AUCLUUNIN-
HAPHbIX B3bICKAHUSIX U (MNW) cyaebHOM nNpecnegoBaHUn COTPYAHMKOB, BUHOBHBLIX B CO34aHNN MHLUMOEHTOB, TaK
KaK B HEKOTOPLIX CTpaHaxX YBOJIbHEHNE COTPYAHMUKOB SIBNAeTCA AOBOJIbHO CINOXHBIM MPOoLECCOM.

[lpoBepKa Ha 3aKOHHOCTb HENMPU3HaHUA OTBETCTBEHHOCTI

Bce 3asBneHnsa 06 orpaHnM4eHUM OTBETCTBEHHOCTM 3a AEUCTBUSA, NPeANPUHATBIE PYNNON MeHeaXXMeH-
Ta nHungeHtoB Ib nnn BHeWwHMM BCcnomMoraTernibHbIM NMnepcoHanom, AOMKHblI OblTb NPoOBepPeHbl Ha 3aKOH-
HOCTb.

BKknro4veHne B KOHTPaKTbl CO CTOPOHHMM NMepcoHariomMm Bcex Heo6XoAUMbIX acneKkToB

KOHTpaKTbl CO CTOPOHHUM BCNoMoraTenbHbIM nepcoHanom, Hanpumep KI'bP, 4omkHbl TWaTenbHO Npo-
BEPATLCS Ha NpeAMET BHECEHUSA B KOHTPAKT OTBETCTBEHHOCTU 3a HapyLleHne 0bs3aTeNbCTB NO Hepasrnatle-
HUIO, AOCTYMHOCTW YCNYr 1 NOCcneacTBUA HenpaBUIbHBLIX KOHCYMbTalWUN.

CornaweHuAa o Hepa3srnaweHUU KoHdUngeHunanbHou UHdpopmMmaLmn

OT 4YneHoB rpynnbl MeHemKMeHTa nHunageHToB VIb moxeTt noTpeboBaTbCsl nognucaHue cornalleHus o
HepasarnaweHun KoHpunaeHUuansHOU MHoOpPMaL UK Kak Npn YCTPOWUCTBE Ha paboTy, Tak 1 Npu yBoNbHEHUN. B
HEKOTOPLIX CTpaHax Takme cornalleHnst MoryT He UMeThb lopuanveckon Cunbl, AaHHbIA acnekt HeobXoaumo
1oABepratb NpoBeEpPKe.

UcnonHeHne TpeboBaHMN NpaBONpPUMEHAIOLWUX OpPraHoB

Heobxoanmo obecnednTb ACHOCTL B BOMPOcax, CBA3aHHbLIX C BOSMOXHOCTLIO TOro, YTO NpaBonpumMe-
HAKOLWME opraHbl HA 3aKOHHOM OCHOBAHWW MOTYT 3aTpeboBaTbh MHPOPMALNIO OT CUCTEMBI MEHEXKMEHTA UH-
imaeHToB WMB. B HekoTOopbIX crniyvyasix MOXeT noTpedboBaTbCA HACHOCTb O MWUHMMAaNbHOM YPOBHE,
onpeaensseMomM 3aKOHOM, Ha KOTOPOM UHUMAEHTbI HEOOX0ANMO AOKYMEHTUPOBAaTL, U O CPOKEe XPaHEeHUA 3TOU
OOKYMeHTaLun.

fAICHOCTL B Bonpocax OTBETCTBEHHOCTH

HeobxoanMmo yTOYHUTL BOMPOCH! NOTEHLUAaNbHOW OTBETCTBEHHOCTU U HEODXOANMBIE COOTBETCTBYIOLLNE
3alnTHbIEe Mepbl. HXe npuBegeHbl NPUMepPbl COBLITUN, UMEISLLIMX OTHOLWLEHUE K BOSNMOXKEHUIO OTBETCTBEH-
HOCTW:

- ecnn nHumaeHT Ib moXeT NOBNUATL HA AeATeNbHOCTL APYron opraHmsaunm (Hanpumep packpbiTe Co-
BMECTHO UCMONb3yeMon MHopMaLIMN), KOTOpast BOBPEMSI HE OMOBELLIAETCH U B pe3yfibTaTe HeCeT ylepo;

- ecn B NpoayKkumnmn obHapyxeHa HoBasi YA3BMMOCTb be3 yBeaoMNeHns 00 3TOM NOCTaBLUKMKa, YTO NPU-
Beo K BOSHUKHOBEHUIO Cepbe3HOro CBA3aHHOIo C 3TOU YA3BUMMOCTLIO MHLUMAEHTA, B pe3yfbTaTe KOTOPOro 3Ha-
YNTeNbHO NocTpagann oaHa UM HECKONBKO opraHn3auni;

- €CN B Kakon-Nnbo cTpaHe, rae oT opraHusauumn TpebyeTtca HpopMUpoBaHne NN cosgaHne apxmBoBs
ONs1 NpaBoOXpaHUTENbHbBIX OPraHOB B OTHOLLEHWM BCEX ClyYaeB, KOTOopble MOTYT ObITh CBSI3aHbl C TSHKKUM Mnpe-
CTynneHuem unum npoHUKHOBEHUEM B NpaBUTENbLCTBEHHYIO CUCTEMY, coaepXallyo MHopMaLunio orpaHnyeH-
HOro Agoctyna Wi 3nemMeHTbl KPUTUYEeCKM BaXXHOWU HauWUoHaNbHOW WMHMPaCTPYKTYpPbl, COOTBETCTBYHOLIME
TPebOoBaHUA HE BbINOJTHEHBDI;

- ecnn nHdpopmMauuna packpbiTa 1 NOABUMNOCH YKasaHe Ha NpUYacTHOCTb HEKOTOPOro nuua U opraHu-
3aLUun K aTake Ha MHOPMALMOHHBIE pecypchl opraHusaLUnn. 3ToT akT MOXET HaHeCTU yLepb penyTaumm 1
OU3HECY KOHKPETHBLIX NUL, NN OpraHn3aLnu;

- €CNK packpbiTa MHQopMaLud, YTO B onpegeneHHOM 3IEMEHTE NMporpaMmmMmHoOro obecneveHmnst NpPomn3o-
len cdbon, HO BrnocneacTBumM 3ta MHPOpMaLMA oKasanach NMOXKHOW.

CneunanbHble HOpMaTUBHLbIEe TPeboOBaHUA

O6 nHumnaentax b cnegyet nHgopMmnpoBaTb COOTBETCTBYHOLLMNA KOHTPOMNbHLIA OpraH, ecnun 3To npea-
YCMOTPEHO cneunanbHbIMA 1 HOPMaTUBHBIMW TPeOOBaAHUAMK, HANPUMER, KaK 3TO NPeayCcMOTPEHO B aTOMHOW
NPOMbILLUNTEHHOCTN.
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CynebHble npecneqoBaHUA UNU BHYTPEHHUE AUCLUNIIUHApPHbIE pa3bupaTenbcTBa

[ns ycnewHoro cyaebHoro npecnegoBaHnst UN NnposeaeHnst ANCUMNMMHAPHBIX pa3dbupaTenbCTB BHYT-
PW opraHn3aLnun B OTHOLUEHUN 3MOYMbILWNEHHMUKOB, HE3AaBUCUMO OT TOro, ObINX NN 3TU aTakn TEXHUYECKUMI
NN PU3INYecKMMmn, HeobxoaMMo NPUMEHATL COOTBETCTBYIOWME Mepbl 3alnThel Vb, BKNovasa gokasyemo 3a-
LLIMLLEHHbIE OT BHECEHUS U3MEHEHUIN XKypHanbl ayauTa. Ana obecneyeHns ycnewHoro cygebHoro npecneno-
BaHUA WM  NPOBEeAEHUS AUCLUNNMHAPHLIX pasbupaTenbCTB BHYTPWU oOpraHusauum B OTHOLUEHWUWU
3NOYMBbILLUNEHHUKOB, HE3AaBUCUMO OT TOro, ObINN NI 3TN aTaku TEXHUYECKUMN UM PU3NYEeCKMMN, HeobXoanmMo
cobpaTb cBMaeTensCcTBa AN deaepanbHbIX CyaoB UMK Apyrux agMUHUCTPAaTUBHBLIX opraHoB. Heobxoaumo
noKasaTb, YTO!

- JOKYMEHTaLUs He noaBepranach UCKaXXeHUSIM U SABMSAETCS NMONTHOW;

- KON 3NIEKTPOHHOIO CBMAETENbCTBA A0KA3YEMO NAEHTUYHBI OpUrMHanam;

- Bce cnctembl T, OoT KOTOpbIX ObINKM NOMNyYeHbl CBUAETENLCTBA, BO BPEMS perncrpaumm padbortanu B
LUTATHOM pexXmume.

[lpaBOBbLIe acnekThbl, CBfI3aHHblIe C MeTOA4aMU MOHUTOPUHra

[TocneacTBus NCNONb30OBAHUA METOA0B MOHUTOPUHIa AOSMKHbI ObITb PACCMOTPEHbI B KOHTEKCTE HaLUOo-
HanNbHOro 3aKoHo4aTenbCcTBa. 3aKOHHOCTL PA3NMUYHBLIX METOAOB MOXET MEeHATLCSH B 3aBUCUMOCTU OT CTPaHbI.
Hanpumep, B HEKOTOPLIX CTpaHax Heobxoanmo MHPOPMUPOBAaTL Noaen 0 BeAeHUN MOHUTOPUHIA, B TOM YC-
ne metogamMmu HabnoaeHms. HeobxoanMmo yuyecTb HECKONBKO PakTopoB, onpeaensitolnx, KTo (4TOo) noaBepra-
eTCH MOHUTOPUHTY, Kaknm 0bpasomM OHKU (OHO) NoaBeprarTcst MOHUTOPUHIY U Koraa npoBOAUTCH MOHUTOPUHT.
Heobxoanmo Takke OTMETUTb, YTO MOHUTOPUHI/HAONIOAEHUE B KOHTEKCTE CUCTEM ODHapyKEeHUS BTOPXKEHUIA
(COB) cneunanbHo paccmaTtpuBaeTcs B [3].

[MloaroToBka npaBuUn NoNib3o0BaHUA MHPOPMALMOHHBIMU pecypcaMn U O3HaAKOMIeHUe ¢ HUMU

[TopsaaoK ncnonb3oBaHUs MHQOPMaLMOHHBIX CUCTEM 1 PECYPCOB B opraHusaunm aomkeH obiTb onpeae-
neH, AOKYMEHTUpOBaH U AOBedeH OO0 CBeAeHUA BCero npeanonaraeMoro nepcoHana (Hanpumep, nepcoHan
HeobXoaMMO NPOUHPOPMUPOBATL O AONYCTUMOW NONUTUKE UCTMIONb30BaHUA U NOTPpeboBaTh NMCbMEHHOE Noa-
TBEPXAEHNE NMOHUMAHUSA N NPUHATUSA UMW 3TOW NONUTUKA NMPU YCTPOUCTBE Ha paboTy B opraHmM3auulo Unu
nonyyvyeHun goctyna K MHQOpMaLUOHHBIM CUCTEMAM).

5.2.4 3 hpeKTUBHOCTb IKCNNyaTalMu U Ka4ecTBO

O PEKTUBHOCTL 3KCNNyaTaLnmM N Ka4eCTBO CTPYKTYPHOMO noaxoaa K MeHekKMeHTy nHunaeHToB b 3a-
BUCUT OT psiga pakTopoB, BKNoYaloLWKMX B ceds 0ba3aTenbHOCTb YBEeAOMNEHUSA 00 MHUMAEHTAaX, Ka4eCTBO YBe-
OOMIEHUS, MPOCTOTY UCNONb30BaHWUA, OLICTPOAEUCTBME U 0DyYeHne. HeKoTopble U3 3TUX PaKTOPOB CBSI3aHbI
c obecneyeHnem oCcBeA0MITIEHHOCT NOSb30BaTENen 0 BAXXKHOCTU MeHePKMeHTa MHumaeHToB b 1 nx MoTuBK-
POBaHHOCTLIO cooblaTh 00 HUMAeHTaxX. YUTo KacaeTca OLICTPOAEUCTBUSA, TO BPEMS, UCMONb3yeMoe Ha Co0D-
LeHune 06 nHumaeHTe b, — He egUHCTBEHHLIN (PaKTOP, BAXXHO TakKKe yYUThIBaTb BPeEMS, Heobxoanmoe ans
0bpaboTKN gaHHBLIX U pacnpocTpaHeHnusa obpaboTaHHOW UHGOPMaUUn (O0COBEHHO B cnydae ¢ curHanamu
aBapPUNHOCTK).

st MMHUMM3aLU 1 3aaepXXek COOTBETCTBYOLWME NporpaMmmbl cbecnevyeHns 0CBeAOMINEHHOCTU U 0byYe-
HUA Nonb3oBaTenen AoMKHbI AONONHATLCA NOAAESPKKOW NO «ropsaAven NMMHUKY , KoTopasa obecnevymBaeTcs nep-
COHanoM, ocyLlecTBNAKLWNAM MeHeKMeHT nHUMaeHToB Ub.

5.2.5 AHOHUMHOCTDb

Bonpoc obecneyvyeHUss aHOHUMMHOCTU SABNSAETCA OCHOBOMNOMAararoLWmm Ans ycnexa MeHemKMeHTa UHUMU-
neHToB UB. INonb3soBatenu AomkHbl ObITb YBEpPEHLI, YTO MHpopMaums 0b nHuuaeHTax b, koTopyro oHM coob-
AT, NOMHOCTbIO 3allulleHa, a npu HeobxoauMocTn obesnunyeHa, ¢ TeM 4YTobbl ee HEeBO3MOXHO ObINo
CBS13aTb C UX opraHM3aunen unuv ee nogpasgeneHnem d6es nx cornacus.

Cuctema mMeHeaxXMeHTa nHunaeHtoB b gomkHa yuynuteiBaTh CUTYyaLUMK, KOraa BaXKHO 0DEeCneynTb aHo-
HUMHOCTb NLa U1 opraHnusaunun, coobarowmnx o noTeHunanbHbiX MHUMaeHTax b npn ocobbix obCcTOS-
TeNbCTBaX. Y KaXaoun opraHnsaunm AoMKHbI ObITh NOMOXEHUS, B KOTOPLIX YETKO PA3bLACHANMNCE Dbl BAXKHOCTb
COXpaHeHUs aHOHUMHOCTU UMK ee OTCYTCTBUA AN N, 1 opraHu3aunin, coodbLllarolmnx ¢ NoTEHUUaNLHOM UH-
umnaeHte Ub. NTPUNB moxeT notpeboBaTbecs gononHutensHas nHdopmaunda, He coobleHHas n3HavanbHo
NHPOPMUPYIOLLNM 0O MHUMAEHTE NULIOM UNU opraHnsauunen. bonee Toro, BaxkHas nHopmMmauus od MHUUOEH-
Te b MoXeT ObITb NonyyeHa OT NepBoro obHapyXMUBLLEro ero nuua.

5.2.6 KoHdbnaeHUManbHOCTb

B cucteme meHegxmeHTa nHunaeHToB VIB moXeT coagepkaTbca KOHPUAeHUMaNbHasa MHopmMaLuuns, 1
nuuam, 3aHUMatoLLMMCH MHUMOEHTaMKU, MOXKET NoTpeboBaThbCHa AOCTYN K Hel. [ToaTomy BO BpeMda obpaboTku
Heobxoaumo obecnedynBaTb aHOHUMHOCTbL 3TON MHPOPMAaL N, U NepcoHan AC/KEH noanucaTtb cornatle-
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HUe O KOHUAEHLUMAaNbHOCTU (HepasrnaweHun) npur nony4vyeHn goctyna K Her. Ecnn cobbitua Vb pernctpu-
PDYIOT Yepes oDLYI0 CUCTEMY MEeHeMKMeEHTa npobnem, To KoHdUaeHuMansbHble NoapPOOHOCTU, BO3IMOXKHO,
npuaeTca onycTUTh.

KpomMme TOro, cuctema meHegpkmeHTta nHunaeHtos b gomkHa obecneyvnBaTbh KOHTPOMb 3a Nepegadven
coobLeHNUN 00 MHUMAEHTaX CTOPOHHUMIK opraHmnsaunamu, skntodass CMW, napTtHepoB no 613Hecy, noTpebuTe-
nen, perynupytoLime opraHusauim n obLecTBEHHOCTD.

5.2.7 HezaBUCUMOCTb OeATeNIbHOCTU rpynnbl pearupoBaHua Ha UHLUAEHTbI UHPOPMaALUOHHON

be3onacHoOCTU

[‘pynna meHegpkMmeHTa nHumnaeHToB b gomkHa obiTh cnocobHa appeKkTMBHO yaAoBNEeTBOPATL PYHKLINO-
HanbHble, (PUHAHCOBLIE, NPABOBLIE U MNONTUTUYECKNE NMOTPEOHOCTN KOHKPETHOW OpraHn3aLin 1 OblTb B COCTOS-
HAW cobntogaTb OCTOPOXKHOCTbL NpU ynpasneHun nHungeHtamm Ub. deatenbHOCTb rpynnbl MEHEOKMEHTA
MHUKMAeHToB VB gomkHa Takke noasepratbCs He3aBUCUMOMY ayauUTy C Lenbio NpoBepKn 3pPeKTUBHOCTU ee
PYHKLUUOHUPOBAHUA. QP PEKTUBHBIM CNOCODOM peann3aunmn He3aBUCUMOCTM KOHTPONA SABNAETCS OTAeNNeHNE
1enoYvKkn coobLeHNA 0 pearnpoBaHm Ha MHUMAeHT Vb oT obulero onepaTtyUBHOMO PyKOBOACTBA M BO3NOXKEHUE
Ha BbILLECTOSILLETC PYKOBOAUTENS HEMOCPEACTBEHHBIX 0DA3aHHOCTEN MO YNpaBneHUo pearmpoBaHUeEM Ha UH-
1naeHTbl. PuHaHCpoBaHMe paboThbl rpynnbl, BO U3DeXaHne Ype3MepPHOro BIIUSAHNS Ha HEE CO CTOPOHBI, TakkKe
AOJHKHO ObITb OTAENBHBIM.

5.2.8 Tunonorus

ObwWwasa TMnonorus, oTpakaroLwasa CTPYKTYpY noaxoaa K MeHepKMeHTY nHuuaeHToB UIB, asnaeTcs ogHUM
13 KMoYeBbIX hakTopoB obecnevyeHnsa nocnegoBaTenbHbIX HadeKHbIX pesynbTaToB. Tunonorual), Hapagy ¢
OOLLENPUHATEIMU METPUKAMU U CTAHOAPTHOW CTPYKTYPOUN Bas AaHHbIX, obecnevmBaeT BO3IMOXKHOCTb CpaBHU-
BaTb pe3ynbTaTthl, yydllaTb NpeaynpexaaroLlyo nHopmMmauno U nonyvyatse 6onee ToUHOe nNpeacTaBneHune
00 yrposax ans MHPOpMaLMUOHHBIX CUCTEM N UX YS3BUMOCTSIX.

6 lNMpumMepbl MHUMAEHTOB MHPOPMALMOHHON 6€30NacHOCTU U UX NPUYNH

NMHumaeHTel UB Mmoryt ObITe npegHamMepeHHbIMUA UNU cryvYanHbIMW (Hanpumep, aBNATbCA CneacTBUEM
Kakon-nnmbdo 4enoBeYvecKon oLLINDKN NN NPpUPOAHLIX ABNEHUI) U BbI3BaHbl KAK TEXHUYECKUMW, TaK N HETEXHU-
YecKMMK cpeactBamun. Mx nocneacTtBUSIMA MOTYT ObITb Takue CODbITUS, Kak HECAHKLMOHUPOBAHHLIE pacKpbl-
TMe NN N3MEeHeHNe NHPOoPMaL K, ee YHUUTOXEHWE N Apyrme cobbITUSA, KOTOPbIe AenatoT ee HeAOCTYIMHON,
a Takke HaHeceHue yulepba akTrueam opraHmsauum nnu nx xuweHune. MHumaeHTol B, 0 KOTOPBLIX HE ObINO COo-
obLLeHO, HO KOTopble bbiNn onpegeneHsbl Kak MHUMAEHTLI, paccneaoBaTb HEBO3IMOXHO U 3aLlLMTHBIX Mep O
npeaoTBpalleHUsa NOBTOPHOMO NOSIBNEHUSA 3TUX MHUMOEHTOB NPUMEHUTL HENb3A.

Hwke npuBeaeHbl HEKOTOpPLIE NpUMepbl MHUMAEeHTOB B 1 nX Npu4nH, KOTopble AaloTCs TOMNMBKO C LieNbto
pa3bACcHEeHUA. BaXHO 3aMeTUTb, UYTO 3TU NPUMEPLI HE ABMAOTCH UCYEPNbIBAOLLMMMN.

6.1 OTka3 B o6cny>XuBaHUM

OTKas B 0bCnyXnBaHun siBNsSIeTCA 0OLLNPHON KaTeropuen nHunaeHToB Vb, nmetrolnx oaHy obLyo vep-
Ty. lNoaobHble nHUMAeHTHI B NnpnBoaaT K HECNOCOOHOCTU CUCTEM, CEPBUCOB UMK ceTen NPoaocKaTh PYHKLINU-
OHMPOBAaHWE C NPeXXHen NPon3BoANTENbLHOCTLIO, Yallle Bcero npu NofiHOM OTKase B A0CTYNe aBTOPU3OBaHHLIM
NoNb30oBaTENAM.

CyllecTByeT ABa OCHOBHLIX TUNa MHUMAeHTOB Wb, cBA3aHHLIX C OTKA30M B 0DCNYXXUBAHWNK, CO3QaBae-
MBIX TEXHUYECKUMUN cpedCcTBaMU. YHUUTOXEHNE PeCcypPCOB N UCTOLLIEHNE PecypCoB.

HeKoTopbIMU TUMAYHBIMK NPUMEepPaMi TakKMX npedHaMepeHHbIX TeXHUn4Yeckx nHumaeHToB b «oTkas B
oBCNy>XMBaHUN» ABNSIIOTCSA!

- 30HANPOBaHME ceTeBbIX LNPOKOBeLWlaTe lbHbIX aapecoB C Lernbio NOMHOroe 3anofiHeHUs Nonochl Npo-
MycKaHua ceTu TpagmKoM OTBETHBLIX COOBLLEHNN;

- Nepegada gaHHbIX B HenpeaycMoTpeHHOM popMaTe B CUCTEMY, CEPBUC UMK CETb B MOMNbLITKE paspy-
LWNTb MW HAPYLUNTb UX HOPpMalbHYIO paboTy;

- OJHOBPEMEHHOE OTKPbITUE HECKONMbKUX ceaHCOB C KOHKPEeTHOW CUCTEMOW, CEPBUCOM UM CETLIO B MO-
NbITKE UcHepnaTbh UX pecypchl (TO eCTb 3aMeaneHne ux paboTel, ONOKUPOBaAHUE UMK pa3pyLUEeHne).

Y Onpeaenenve obuweli TNONOMK He SIBMSIETCS! LENbl0 HACTOAWEro ctaHaapTa. PekomeHayeTcs obpauweHune K
OPYriMM UCTOYHUKAM 3a 3TON MHpopMaLUNEN.
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OaHu TexHn4deckue nHumaeHTbl b «oTkas B obcnyXnBaHumM» MoryT BO3HUKaTb CIlly4anHo, Hanpumep B pe-
3ynbTaTe oWwndKn B KoHUrypaumm, 4onyLweHHON onepaTopoMm, Ui n3-3a HECOBMECTUMOCTU NPUKNAaaHOro npo-
roaMmHoro obecnedeHusi, a apyrme — npegHamepeHHbiMn. OgHM TexHudeckne uHuuageHTbl B «oTkas B
oBCNY>XXNBaHUN» UHULIMNPYIOTCS HAMEPEHHO C LIeNbo paspyLleHUst CUCTEMBI, CEpBUCA U CHMKEHUS NMPOU3BOU-
TEeNbHOCTU CEeTW, TOrAa Kak Apyrne — BCEero nuLlb nodoYHbIMK NPoayKTaMn MHOW BpeAOHOCHOW AeATENbHOCTH.
Hanpumep, HekoTopble Haubonee pacnpocTpaHeHHble MeToAbl CKPbITOro CKaHUPOBaHUSA U naeHTUdMKaLmMm Mo-
r'yT NPUBOANTL K MOMHOMY pa3spyLUEHWNIO CTapbiX UM OLLMOOYHO CKOHPUIYPUPOBaHHBIX CUCTEM UM CEPBUCOB
Mnpw UX ckaHnpoBaHuK. CneayeT 3aMeTUTb, YTO MHOTMe npegHamMepeHHble TEXHUYeCcKNe NHUMAEHTLI TUMa «0TKas
B 0OCNY>KMBaHUM» YaCTO NMHULMUPYHOTCA aHOHUMHO (TO eCTb UCTOYHUK aTak HEU3BECTEH ), MOCKObKY 3110YMbILL-
NeHHKK 0ObIYHO He nony4aeT UHpopmaLun ob atakyeMon ceTn Unn cucTeme.

MHunaeHTel B «0TKas B 0b0CnyXXnUBaHUNy», co3gaBaeMble HETEXHUYECKMMK cpeacTBaMn 1 NnpuesoasiLme
K yTpaTe nHgopmauunn, cepsuca n (UNn) yCcTponucTes odbpadboTkn MHpopMaLIMi, MOTYT Bbi3bIBaATbCH, HANpuUMep,
cnegyrownMmMmn pakTopami:

- HApYLWEeHUAMU cnctemM PUsndeckomn 3allnThbl, NpUBOAALLIMMU K XULLEHUAM, NpegHaMepeHHOMY HaHece-
HUO yepba Unn paspylueHuo odbopyaoBaHUs;

- CNyYanHbIM HaHeceHUeM yulepba annapaTtype 1 (Unn) ee MeCTONONOXEHUIC OT OrHA UM BOAbI/HaBOA-
HEeHWS;

- BKCTpeManbHbIMU YCNOBUAMU OKpyXKalolen cpeabl, Hanpumep BbICOKOWU TemMnepaTtypou (Bcneacteme
BbIX04a U3 CTPOSA CUCTEMbI KOHOULUMOHUPOBAHNA BO3QyXa);
- HenpaBWUibHbIM PYHKLUMOHNPOBAHUEM UIA NMeperpyskon CUCTEeMBbI;
- HEKOHTPONMMpyeMbiMN USMEHEHUAMU B CUCTEME;

- HenpaBUIbHbIM PYHKLMOHNPOBAHMEM NPOrPaMMHOro UNK annapaTtHoro obecnevyeHus.
6.2 C6op nMHdbopmauunn

B obwunx yepTtax nHumaeHTtel Ub «cbop nHgopmaunun» noapasymeBaroT 4ENCTBUA, CBSI3AHHLIE C Onpe-
aeneHnWem noTeHunanbHbIX Lenen ataku 1 nony4vyeH1Uem npeacraBneHns o cepBucax, pabdboTarolnx Ha naeH-
TN ULUNPOBaHHLIX Lensx aTtaku. NoaobHble nHumnaeHTobl B npegnonaratoT npoBegeHne pasBeakn ¢ Lerbio
onpeneneHnsa:

- HanM4us Uenu, nonyyveHnst npeacraBneHnsa o6 okpyKarowen ee ceTeBON TOMNOMOMMU U O TOM, C KEM
obbIMHO 3Ta LUenb cBA3aHa 0bMeHOM UHopMaLnK;

- NoTeHUManeHbIX YA3BMMOCTEN LLenn N1 HENOoCcpeACTBEHHO OKpYKaloLLen ee ceTeBOU cpeabl, KoTopble
MOXHO UCMONb30oBaTh ANSA aTaKu.

TUNNYHBIMKW NPUMEpPaMN aTakK, HanpaBneHHbIX Ha cbop HdopMaLun TEXHUYECKUMM CpeacTBaMU, SABMS-
IOTCA:

- cbpackiBaHme 3anncen DNS (cnctembl AOMEHHBIX UMeH) AN Luenesorc aomeHa MHTepHeTa (nepenaya
30HbI DNS);

- OTNPAaBKa TECTOBbLIX 3aMNpPOCOB MO CMyYanHbIM CETEBLIM afpecaM C LeNnbo HanuTu paboTatoLme cUcTe-
Mbl;

- 30HANpPOBAaHME CUCTEMBI C LieNbio naeHTUMKauum (Hanpumep, Nno KOHTPOJIbHOM cyMMe (paunoB) one-
PaAUMNOHHOM CUCTEMBI XOCTA;

- CKaHUpoBaHMe OOCTYNHBIX CeTEBLIX NOPTOB Ha NPOTOKON nepeaadn annoB CUCTEME C LeNblo UOeHTU-
prKaLm COOTBETCTBYIOLMX CEPBUCOB (Hanpumep 3NeKTpoHHasa nodTta, npoTtokon FTP, ceTb U T. 4.) U BepcUi
nporpamMmmHoro obecneveHns aTUx CepPBUCOB;

- CKaHUpOBaHWe OOHOroc UMM HEeCKOTNbKUX CEPBUCOB C U3IBECTHLIMWU YA3BUMOCTSIMU MO AManasoHy ceTe-
BbIX aApecoB (rOpU3OHTaNbHOE CKaHMpoBaHUe).

B HekoTOpbIX cny4yasix TEXHUYECKU coop MHpopmMaL MM pacluUpsiETCS U NEPEXOaNT B HECAHKLIMOHNPO-
BaHHbIN OOCTYN, ecnii, Hanpumep, 3NoYMbILUNIEHHMK NPU NOUCKE YA3IBUMOCTU NblTaeTCHA NONy4YnTb HECaAHKLINO-
HUPOBaHHLIN AocTyn. OBbIMHO 3TO OCYLIECTBNSIETCHA aBTOMATU3NPOBaHHBIMK CpecTBaMM B3NIOMA, KOTOpPLIE
He TOJbKO NMPOU3BOOAT MOUCK YA3BUMOCTU, HO M aBTOMAaTUYECKM NbITAOTCSA UCNONb30BaTb YA3BUMbIE CUCTEMBI,
CEepPBUCHI N (UNN) CETH.

MHUuMAaeHThl, HanpaBneHHble Ha cbop MHdopMaLMK, co3gaBaeMble HETEXHUYECKUMMN cpeacTBamMm, Nnpu-
BOOAT K:

- NIPAMOMY UMW KOCBEHHOMY PacKpbITUKO UM Moaudpunkaunum MHopmMaLnn;
- XMLLEHUIO UHTEeNNeKTyanbHOW CODCTBEHHOCTU, XPaHUMOW B 3NMEKTPOHHON popMeE;
- HAPYLLEHWNIO YYETHOCTW, HanpuMep, Npu peructTpaunm y4eTHbIX 3anncei;

11



FTOCT P ACO/M3K TO 18044—2007

- HenpaBUIbHOMY UCNONL30BAHUIO MHPOPMALMOHHBIX CUCTEM (Hanpumep, ¢ HapyLlleHMeM 3akoHa Unu
NOJNIMTUKK OpraHusaLnn).

MHUMAOEHTHI MOTYT BbI3bIBATbLCA, HANpUMep, cneayriowmmm dpakTopami:

- HapyweHuamMn onsndeckon s3alutel 6e3onacHoOCTU, NPUBCAALLNUMN K HECAHKLUMOHUPOBAHHOMY AOCTY-
1y K MHpopMaLUMM 1N XULLEHUIO YCTPOUCTB XpaHeHUda OaHHbIX, cogepXalmx 3HavyuMMmble gaHHble, Hanpumep
KIHOUN LU POBaHUS;

- HeyaadHo U (Mnun) HenpasUiibHO KOHQUIYpUpoBaHHLIMK onepauUoHHBIMUA cCUCTEMaMKU NO NMPUYNHE He-
KOHTPONMPyeMbIX UISMEHEHNIN B CUCTEME U HenpaBUIbHLIM (PYHKLUNOHUPOBaAHMEM NPOorpaMmMHOro Mnu anna-
paTHOro obecnevyeHusi, NPUBOASLLMM K TOMY, YTO MNepcoHan opraHusauuyM Unu nocTOPOHHUWA NepcoHar
nonydyaeTt AocTyn K UHpopmMaLunn, He MMesd Ha 3TO pa3peLleHus.

6.3 HecaHKLUOHUPOBaHHbLIU AOCTYN

HecaHKUMOHUPOBAaHHLIWA AOCTYN KaK TUN MHUMAEHTA BKNMOYaET B cebsl MHUMAEHTHI, He Bolleallne B nep-
Bble ABa TUNa. [ NaBHbIM 0OpPa3oM 3TOT TUMN UHLMOEHTOB COCTOUT U3 HECAHKLUMOHUPOBAHHLIX MOMbITOK A0CTYNA
B CUCTEMY UMM HENPABUIBHOIO UCMONIb30BAHUA CUCTEMBI, cCepBUca UNn ceTu. HekoTopble NpUuMepbl HeCaHKLU-
OHUPOBAHHOIO AOCTYNa C NOMOLLbIO TEXHUYECKMX CPpeaCcTB BKMOYaloT B ceds:

- NONLITKA U3BNeYb pannbl ¢ NaposMU;

- aTaku nepenonHeHnsa dydepa ¢ Uenbo NonyvYeHnsa NnpuBUNerMpoBaHHoro (HanpumMmep, Ha ypoBHE CUC-
TEMHOro agMMHUCTpaTopa) A0CTyNa K CeTu;

- ICNONb30BaHNe YA3BUMOCTEN NPOTOKONAa AN nepexparta coegmHeHUa UK NOXKHOTO HanpaBnieHnsa ne-
TMTUMHbBIX CeTeBbIX coeaANHEHUI;

- MONbLITKA pacLlUMpUTb NPUBUNETMX AOCTYNA K pecypcam Unu nHgopmaumm no cpaBHEHMUIO € NErMTUMHO
MMeloLMMUCA Y NoNb3oBaTenda Un agMMHUCTpaTopa.

NMHUMOEHTLI HeCaHKLMOHUPOBAHHOIO A0CTyNa, co3daBaeMble HeTeXHUYeCKUMU cpeagcTBaMi, KOTopble
NPUBOAAT K NPSIMOMY UNMU KOCBEHHOMY pacKpbITUIO UMK Moaudukauum nHgpopmMaunn, HapyLlleHUsM y4eTHOCTU
M  HenpaBUNbHOMY UCMOMb30OBAHUIO UHPOPMALMOHHBLIX CUCTEM, MOTYT BbI3blBATbCA CNeayoLnuMu
dpakTopamu:

- paspyLueHnem yCcTpOoUCTB PU3INYECKON 3allMThl ¢ nocnegyowmm HecaHKUUOHUPOBaHHBIM AOCTYNMOM K
MHJOPMaLWN;

- HeygadHou U (Mnn) HenpaBUbHOW KOHUIypaunen onepauMoHHOU CUCTEeMbl BCNeaCTBUE HEKOHTPONU-
pyemMbIX U3MEHEHUN B cUCTeMe UK HenpaBUNbHOrO PYHKUMOHUPOBAHUA NPOrpaMMHOro UM annapaTHoro
obecneveHuns, NpMBOAALLIMX K pesynbTaTtam, NoaobHbIM TEM, KOTOPbIE onucaHbl B nocneaHem ab3sale 6.2.

7 9t1an «l[lnaHnpoBaHue n nogroToBKa»

oT1an «[1naHnpoBaHuWe 1 NoAroToBKa» MeHemxkMeHTa nHunaeHtoB Vb BktovaeT B cebs:

- NOKYMEHTUPOBAHMNE NONMUTUKN 00paboTKn coobLueHnin o cobbiTnax n ndHunaeHtax Ib n cucteme, coot-
BETCTBYIOLLIEN 3TOMN NONMUTUKE (BKNoYad poAcTBeHHbIe npoueayphbl);

- co3daHne noaxoasilen CTpykTypbl MeHemkMeHTa nHumnaeHToB Vb B opraHusaumn 1 noabop cooTBeT-
CTBYIOLLEro nepcoHana;

- co3daHune nporpamMmmel 0Oy4YeHUst U NPOBeAeHUSI UHCTPYKTa)a ¢ Lienbto obecneyveHnst 0CBEAOMITEHHOC-
T O MEHEeIKMEHTE MHUWNAEHTOB.

[Tocne 3aBeplUeHnsa 3TOro atana opraHMsauna AomkHa bbITb NOMHOCTLIO FOTOBA K HaAaneXxallen obpa-
boTke nHumaeHTos UB.

7.1 OOwWee npeacraBrneHne o MeHeAKMEeHTe MHLUUAEHTOB UHopMaLUOHHON 6e30nacHOCTU

[na pesynbTaTBHOMO U 3PPEeKTUBHOIO BBOAA MeHeaXMeHTa nHumnaeHToB b B akcnnyaTauuio nocne
HeobXxoaMMOro NNaHUpPoOBaHUS cneayeT BbINONHUTL PSAa NOArOTOBUTENbHLIX AEUCTBUN. DTU NOArOTOBUTESb-
Hble OeNCTBUSA BKHOYaOT B ceba:

- bOpMYNUpPOBaHNE U pa3paboTKy MONMUTUKM MeHemKMeHTa nHumaeHTtoB Vb, a Takke nonydeHune ot
BbICLLIErO PYKOBOACTBA YTBEPXKAEHUA 3TON NOJNIUTUKA (CM. 7.2);

- pa3paboTKy N AOKYMEHTUPOBAHME NOAPOOHON CUCTEMblI MeHemKMeHTa nHunaeHToB B (cm. 7.3).

[lokymeHTauuna cucteMmbl MeHeKMeHTa MHUMAeHTOB VB gomkHa cogepaTb cneayrolme afieMeHThI:

- lWKany cepbe3HoCTU Anga knaccudgpukaumm nHumaeHToB Vb, Kak ykasaHo B 4.2.1, Takas wKkana MoXeT
COCTOSITh, HANPUMeEpP, U3 ABYX MNONOXEHUN: «3HAYNTENBHLIE» U «HE3HAYUTENbHbIEY. B NtoOOM cnyvae nonoxe-
H/E LLKanbl OCHOBaHO Ha (pakTUYeCcKoM U1 npeanonaraemMom yulepbe ans 6usHec-onepalun opraHnsaunu;
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- hopmbl goknaagos’) o cobbITUAX?) 1 nHUMAeHTax® VB (npumepbl hopM NnpuBeaeHbl B NPUITOXKeHNN A),
COOTBETCTBYOLUME AOKYMEHTUPpOBaHHbIE Npoueaypbl N AeUCTBUS, CBA3AHHbIE CO CChINTKaMK Ha HOpMalbHbIe
npouenypbl UCNONb30BaHUA AaHHbLIX U CUCTEMbl, CEPBUCOB U (UNN) CETEeBOrc pesepBUPOBaHUA, NNaHaMu
obecneyeHusa HenpepbIBHOCTU BU3Heca;

- onepaumncHHble npoueaypbl ansa F'PUNB ¢ gokymMeHTUpoBaHHBIMU 0BSA3aHHOCTSMU U pacrnpeaeneHnUem
bYHKUMIA cpein HasHa4YeHHbIX OTBETCTBEHHbIX NMUUY ANs ocyLWecTBAeHNa pasnuYHbIX BUOOB AeATENbHOCTH,
HanpuUMep Takux, Kak:

- OTKIHOYEHNE aTaKoBaHHOW CUCTEMBI, cepBUCa N (UNN) ceTu Npu onpeaeneHHbIX 00CToATENbLCTBaX Mo
COrnacoBaHUO C COOTBETCTBYOLWMM pykoBoacTeBoMm UT u (Mnn) busHeca 1 B COOTBETCTBUN C NMpeaBapUTEnb-
HbIM cornalleHnem;

- OCTaBMNeHMe aTakoBaHHOW CUCTEMBI, cepBuca U (MNN) ceTu B paboTarollem COCTOAHUM 1 NoAcoeANHEH-
HOWU K CeTU;

- BeJleHe MOHUTOPUHIa NOoToKa BXOAALMX, BbIXOAALUX UMW HaXodsILMXCS B aTakoBaHHOM CUCTEME,
cepBuce 1 (UNn) ceT gaHHbIX;

- aKTUBaLUMSA HOpMarnbHbIX Ayonupylolmx npoueayp n AeUCTBUAN NO NMAHUPOBAHUIO HEMPEPLIBHOCTA
OunsHeca cornacHo nNonuTuke 6e3onacHOCTU CUCTEMBI, cepBuUca U (UNK) CETU;

- BeJleHe MOHUTOPUHra 1 opraHnszaums 3aluULEeHHOro XpaHeHnsa CBUAeTENLCTB B 3MEKTPOHHOM BMUAe
Ha cnydan nx BocTpeboBaHUA Ans cyaebHoro pasbupartenscTea N AUCUMniIMHapHOro paccneaoBaHUs BHYT-
PU opraHnsaLni;

- nepegava noapobHocten 06 nHuuaeHte b coTpyaHmkam cBoen opraHusaumm U CTOPOHHUM NLAaM
NN opraHnsauunsm;

- TeCTUpoBaHNe PYHKUUOHUPOBAHMUA cCUCTEeMbl MeHekKMeHTa nHuuaeHToB Wb, ee npoueccoB U npoLe-
ayp (cm. 7.3.5);

- ODHOBMNEHME NoNMUTUK MeHemKkMeHTa U aHanunsa puckoB Wb, kopnopaTtneHon nonutukn Vb, cneunans-
HbIX nonuTUK b ana cuctem, cepBUCOB U (UNIK) ceTeln ANA BKNOYEHUA CChINOK Ha MeHeAXKMeHT UHLUMOEHTOB
MB n obecneveHne perynspHOro nepecmoTpa 3TUX MOMUTUK B KOHTEKCTE BbIXOAHLIX AaHHbIX CUCTEMBbI
MeHepKkMeHTa nHumnaeHTos Vb (cm. 7.4);

- cozgaHne PUNB ¢ cooTBeTCTBYIOLWEN NporpaMmMon obydyeHnsa ee nepcoHana (CMm. 7.5);

- TEXHUYECKNe 1 apyrue cpeacTtsa NogaepKkM cCUCTEMbl MeHePKMeHTa MHUMAeHTOB be3onacHocTn VB
(n geatensHocTn PUNB) (cM. 7.6);

- MPOEKTUPOBaHUE 1N paspaboTka nporpamMmsbl obecnevyeHns 0CBeAOMMNEHHOCTU O MEHEKMEHTE NHLLN-
neHToB Vb (cMm. 7.7), 03HakoMneHue ¢ 3TOU NporpaMmmon BCero nepcoHana opraHmsaunn (M NOBTOPHOE NpoBe-
OeHue o3HakoMINeH1da B ganbHeulleM B crnyYyae KaapoBbiX USMEHEHUNA).

B cnegyrowinx nogapasgenax npusegeHo onmcaHue KaXkgoro sMaa sTou AedaTenbHOCTU, BKIoYas coaep-
XaHWe Kaxgoro TpebyemMoro AoKyMeHTa.

7.2 NMonntuka MeHeAKMeHTa MHLUUOEHTOB MHhOPMALMOHHON 0e30NacHOCTI

7.2.1 HazHa4vyeHue NoNMUTUKU

[lonnTnka MmeHepkMeHTa MHUKMAeHTOB VIB npegHa3HaveHa ANg BCero nepcoHana, UMeroLero aBTopuso-
BaHHbIA AOCTYN K MHROPMAaLMOHHBIM CUCTEMaM opraHusaunum U Mectam UxX pacrnosioXXeHus.

7.2.2 Jlnya, cBA3aHHble ¢ NONIMTUKOU MeHeAXMeHTa UHUNOeHTOB UHcpopmMaLMOHHON Be3onac-
HOCTWU

[MonuTtnka MmeHeXXmeHTa MHUMAeHTOB VB yTBepXagaeTca cTapLlum AOIMKHOCTHBIM NMULOM opraHusaumm
C OOKYMeHTanbHO noaATBepXXAeHHbIMU NONHOMOYUAMMK, NMOoNyYeHHBIMU OT BhiCLWIEro pykosoacTea. [lonutuka
OOJPKHA ObITh AOCTYMNHA ANS1 KAXKA0ro COTPYAHMUKA M noapsaadnka U goBeaeHa Yepes UHCTPYKTaX U obydeHne ¢
Lenbto obecneveHnss UX oceegomneHHocTn B obnactn b (cm. 7.7).

1) Ecnn BO3MOXHO, 3TN PopMbl A0MKHbI ObITh NPEACTABNEHbI B SMEKTPOHHOM BMAae (Hanpmmep, Ha 3aluiLeHHON
BeO-CTpaHnLe) M CBSA3aHbl C Ba3on JaHHbIX, XPaHALWEN SNMEKTPOHHYI nHdopmauunto o cobbiTusax/muumaeHtax Mb. B HacTo-
auiee BpemMsi bymaxHas TexHonormsa tpedosana Obl CIIMWKOM MHOIO BpeMeHu n boina bl HeahPekTMBHON.

2) Qopmy 3anonHAET NUUO, NPUHMMaKLLee coobueHne (To eCTb He YNeH rpynnsl MeHegKMmeHTa nHunaeHToB Vb).

3) OT1a dhopma ncnonb3yeTcs nepcoHanoMm MeHepKMeHTa nHumaenToB VIb ans nononHeHus nepBoHa4vanbHOW UH-
dopmaumen o cobbiTnm Vb, TeKyLLLEro BeAEHUA 3arnncen OLUEHOK MHUMAEHTA U NP. 40 NONHOro paspelleHna nHumaenTa. Ha
KaXxaown ctagum B 6asy gaHHbIX cobbiTun/mHunaeHtToB Vb Bkntovatotcs obHOBNeEHUA. 3annch B base AaHHbIX, cogepKallas
«3arnoNHeHHY» hopmy unm ceegenns o cobeitnax/muungeHtax Vib, ganee ncnonb3yeTcs B AEATENBHOCTU NO pa3peLle-
HUIO MHUMAOEHTA.

4) B HebonbLlumMX opraHm3aymsix 0gHO U TO XKe NMULO MOXET BbINOMHATb HECKONBbKO DYHKLUMNA.
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7.2.3 CopepxaHue NONIUTUKN MEeHeO)KMeHTa UHLUAEeHTOB MHhOpMaLMOHHON De30NacHOCTI

[Tonntnka meHepkMeHTa MHUMaAeHToB IB gomkHa BkNovaTh B cebsa cneayolme Bonpochl:

- 3HAYMMOCTb MeHeKMeHTa nHUMAeHToB VB ans opraHnsaunn, a Takke obsizaTenbCcTBa BbICLLIEro PYKO-
BOACTBA OTHOCUTENBbHO NoAAepXKN MeHeKMeHTa U ero CUCTEMBI;

- obulee npeactasneHne ob obHapyXeHun cobbiTiin B, onoBeleHnn 0 HAX 1 cbope COOTBETCTBYIOLLIEN
MHpOpMaLKMK, a TakKe O NYyTAX UCMOoNb3oBaHUA 3TOU MHopMaLUMn Anga onpeaeneHna nHumngeHtTos Vb, 9T10
obllee npeacTaBneHne AoIMKHO cogepXaTb nepevyeHb BO3MOXHbIX cobbiTut B, a Takke MHpopMaLnio 0 TOM,
Kak coobLluaTb O HEeW, YTO, rae N KoMy coobLLaTh, a Takke Kak obpallaTbCH ¢ COBEPLUEHHO HOBLIMU CODBLITUAMI
NB;

- obLee npeacraBneHne ob oueHke nHumaeHToB Vb, Bktovyasl nepevyeHb OTBETCTBEHHbIX L, HeODXO-
OUMBbIE ANK BLINONMHEHWUS OENCTBUSA, yBeAOMMEHNA 00 nHUMAeHTax N ganbHeuwune 4eNCTBUA OTBETCTBEHHbIX
nmu;

- KpaTKoe U3noXeHne aencTBUX nocne noagTrBepXaeHust Toro, Yto cobbitne Vb siBnsaeTca MHUMOEHTOM
Nb. 3T gencTeBmua npeacTaBnAoT:

- HeMeaeHHoe pearnpoBaHUE;

- NPaBOBYH 3KCNEpPTU3Y;

- Nepegavy MHdopmMaLM COOTBETCTBYIOLWEMY NepcoHany UM CTOPOHHUM OpraHn3aunsm;

- NPOBepPKy, HaxognTca N nHumaeHT Vb nog koHTponem;

- JanbHeWllee pearnpoBaHUE;

- 0OBbSABNEHNE «KPUSUCHOW CUTYaLUNY;

- onpegeneHne KpUTepureB ycuneHua pearmpoBaHiga Ha nHuuaeHTol Ub;

- onpegeneHne OTBETCTBEHHOIO 3a MHUMAEHT NUua;

- CChINTKY Ha HEOOXOAMMOCTbL NPaBUbHOW perucTpauunn Bcex AeUCTBUA ANnst AanbHENLLETrO U HEMPEPbIB-
HOMO MOHUTOPWHIa ¢ Uenblo obecnevyeHna 3alUEeHHOro XpaHeHnUsa CBUOEeTeNbCTB B 3/IeKTPOHHOM BUae Ha
cny4vamnm nx BoctpeboBaHUAa ans cyaedbHoro pasdbupaTtenbcTsa UM aucunnimHapHoro paccneaoBaHns BHYTPA
opraHunsauuu;

- AeNCTBUA, cneayrowmne 3a paspelwleHnem nHumageHTta Vb, Bknovada nssnedyeHne ypoka us MHUMageHTa u
ynydlleHne npolecca, cnegyouwero sa nHumgeHtamm Ub;

- NoAPOOHOCTUN MecTa XpaHeHUA AOKYMEHTaL WM O CUCTEME, BKoYas npoLeaypbl XpaHeHUs;

- obuee npeacrtasneHue o gaestensHoctn PUNB, Bkntovatollee B cedbs crneaytoline Bonpochl:

- opraHusaunoHHyto cTpyktypy I PUNB 1 Becb 0CHOBHOWM NepcoHan rpynnel, BKNOYasa N, OTBETCTBEH-
HbIX 3a:

- KpaTkoe MHPOPMUPOBAHME BbICLLIEro pyKoBOACTBA 00 MHUMAEHTAX;

- MpOBeAeHUe paccnegoBaHnA U Apyre AeUCTBUS NepcoHana rpynnel nocne oo bABNEHUS K KPUSUCHON
CUTYaLUN»;

- CBAA3b CO CTOPOHHMMU opraHusaumnsiMmn (Npr HeobxXoanMoCTH);

- nonoXxeHne o meHegkmeHTe Vb, obnactb geatensHocTn PUUB 1 nonHoMo4nsa, B pamKkax KOTOPbIX
OHa bDyaeT ee OCYLLECTBNATL. JTO MONOXEHWNE A0ITMKHO BKMNOYaTh B Ce0sl, Kak MUHUMYM, POPMYITUPOBKY Liene-
BOro HasHa4veHus, onpeaenerne obnactmn gestensHoctn F'PUNB 1 noapodbHocTn 06 ydpeautene NPUNB n ero
NONMHOMOYUSAX;

- popmynumpoBky uenen 'PUNB npumeHUTENbHO K OCHOBHOW OAeATENbHOCTU rpynnbl NnepcoHana. Ang
BLINONTHEHNA CBOUX PYHKLWW nepcoHan AoMmkeH y4YacTBOBaTh B oLeHKe uHUumaeHToB Wb, pearvpoBaHum Ha
HUAX WU yNpaBNeHUN UMK, a Takke B UX YCneLwHOM paspelwleHnn. [Ana uenen n HasHadeHust FPUNB TpebyeTcH
yeTKoe M 0AHO3Ha4YHOe onpeaerieHne;

- onpeaeneHune cdepbl gearensHoct PUNB. ObblvHO B chepy aeatensHocTn TPUNB opraHmnsauunm
BXOAAT BCe MHPOPMaLUOHHbIE CUCTEMBI, CePBUCHI U ceTU opraHnsaunn. B HeKOTopLIX Criydasx angd opraHuaa-
L MOXKET noTtpeboBaTbcs cyeHune cpepbl gencteunst FPUNB. IMNpu aToM He0bX0AUMMO YeTKO AOKYMEHTUPO-
BaTb, YTO BXOOUT U YTO HE BXOAOUT B cpepy ee AeATeNbHOCTU;

- nnyHocTh yupeautena PUNB — cTapllero gomkKHOCTHOIo nuua (4neH npaBneHus, ctapLlun pyKoBO-
anTens), KoTopbl caHkuuoHupyeT geucteuna N'PUNB n yctaHaBnmBaeT ypoOBHU NONMHOMOYUN, NepegaHHbIX
[PUNB. OcBegoMneHHOCTL 00 3TOM NOMOXKET BCEMY NepcoHany opraHusaLmm NoHATbL Npeanochiniki co3aa-
HUa n ctpyktypy N'PUUB, 4To aBngeTca kpanHe BaXHOW WMHpopmMaunen ansa popMUpoOBaHUA OOBEPUSA K
[PUNBE. CneagyeT oTMETUTb, YTO Nepen obHapoaoBaHUemM nogpodbHocten o cosganmn u ctpykrtype NPUNB He-
0bXo0aMMO NMPOBEPUTL 3aKOHHOCTb 3TOro AeUCTBUS. B HEKOTOPLIX ODCTOATENbCTBAaX packpbiTUe MOSTHOMOYNN
rPynnbl NepcoHana MOXeT NOCNYXUTb NPUYNHON NPEeabABNEHNS €M NPETEH3UN NO HAPYLLUEHNIO 0OA3aTENLCTB;
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- 0bLuee npeacTaBeHne o nporpaMmmMme obecnevyeHns ocBeAOMNEHHOCTU U 0DYYEHUNSI MEHEPKMEHTY UH-
umnaeHToB Vb;
- NepeyeHb NPaBoOBLIX U HOPMAaTUBHLIX acNeKToB, npeanonaraemMblX K pacCMOTPEHUIo (CM. 5.2.3).

7.3 lporpamMmmMa MeHeOXMeHTa MHUNAeHTOB UHhoOpMaLUOHHOU 6e30NacHOCTI

7.3.1 HazHa4yeHue cucTemMbl

[Tporpamma meHemxkmeHTa nHunaeHToB Vb npeaHasHaveHa ans cosgaHus nogpodbHoM AoKyMeHTaluu,
onucbIBaloLWEn npouecckl U npoueaypbl 0bpadoTkn nHungeHtoB UMb n onoeeweHnst (MHpopMUpoBaHust) 06
nHumaentax Ub. lNporpamma meHemkmeHTa Vb npuBoanTcs B aencteune npu obHapyxeHun cobbitns b. OHa
MCNONb3yeTCHd B KAYeCTBE PYKOBOACTBA NPW:

- pearnpoBaHun Ha cobbliTus UB;

- onpegeneHnn Toro, ctaHoBATcs N codbbiTna b nHumaeHtamm Ub;

- MeHepKMeHTe nHumaeHToB Vb oo nx paspelleHus;

- nAeHTUUKaL M NONYyYEHHBIX YPOKOB Npu obpadboTke MHLMAEHTOB, a Takke HeObXOOAUMBIX yNyULLIEeHN
cucTeMbl U (MNK) 6e30NacHOCTU B LLeNOM;

- peanusaunm naeHTUPULMPOBaHHLIX YyYLUeHUN.

7.3.2 Jlnua, cBA3aHHbIe C NPOrpaMmMon MeHe)KMeHTa UHLUAOeHTOB nHcpopMaLUOHHOU Ge3onac-
HOCTWU

[1lporpamma meHegkMeHTa MHUMAeHTOB VB npeagHasHaveHa Ang Bcero nepcoHana opraHusaunin, BKIHO-
yad N1y, OTBETCTBEHHbIX 3a:

- ObHapyXXeHne 1 onoBelleHne o cobbiTusX Mb. 3T nuua moryT ObIThb cnyXalumuy, padboTatolMMn Ha
MOCTOAHHOW OCHOBE UIU MO KOHTPAKTY;

- OLLeHKY 1 pearupoBaHue Ha cobbiTns b n nHumaeHTel IB, koTOpbIE y4acTBYIOT B U3BNEYEHUN YPOKOB
Ha aTane paspelleHna nHumnaeHToB Vb 1 B ynydweHunax Ub 1 camon nporpammel MeHepKMeHTa MHUMOEHTOB
NB. 3TMn nuuammn aBnaloTCA YneHbl rpynnel obecneveHUa akcnnyatauum (mnn nogodHou rpynnel), N'PANG,
PYKOBOACTBO OpraHusauui, nepcoHan oTAenoB No CBA3AM C 0OLLECTBEHHOCTLIO U FOPUCTHI.

ChneayeT Takke y4UTbIBATb NONb30BaTENEeN TpeTbel CTOPOHLI, KOTOPble coobLlaoT 00 nHumnaeHTax b u
CBA3AHHbIX C HUMUN YA3BUMOCTAX, U, KPOME TOro, rocyaapcTBeHHble N KOMMepYeckme opraHmsauun, npea-
ocTaBnswoLwme nHdpopmaumo 06 nHumuaeHTax b n ysa3BuMocCcTSX.

7.3.3 CopepxaHue nporpaMmMmbl MeHeO)XKMEHTa MHLMAEHTOB UHpOpMaLUMOHHOU Be30NacHOCTU

B cogepxaHue nporpamMmmbl MeHepKMeHTa nHunaeHToB b 4omkHbI ObITh BKITHOYEHbI:

- 0030p NONMUTUKKN MeHegKMeHTa nHunaeHTos Ub;

- obLee npeacTaBneHne o nporpamMmme MmeHemxkMmeHTa nHumnageHtos b B uenom;

- JeTanbHble npoLlecchl 1 npoueaypbl!), MHbpopMaLnsa 0 COOTBETCTBYIOLLIMX CEPBUCHLIX NporpamMmmax U
LLUKanax, CBA3aHHbIX:

ang stana «l[1naHnpoBaHMe U NOAroToBKa»:

C ODHapyXXeHUemM 1 onoBeLlleHnem o nNosBneHnn cobuiTnn b (HenoBekom Unm asToMaTUYECKUMIN cpea-
cTBamMu),

co cbopom nHdopmaumm o cobbiTusax Ub,

C nNpoBegeHmnem oLeHok cobbiTnn b (Bkntovasa, ecnu notpebyeTcd, nx getannsaunto), UCNonb3ys rnpu-
HATYIO LWKany cepbe3HOCTU COOLITUN/MHLUMAEHTOB, U onpegeneHnemM Ux cnocobHOCTU K USMEHEHUIO CBOEN Ka-
Teropun Ha karteroputo nHumageHToB Wb,

anga atana «Mcnonb3oBaHue» (B crnydyae nogreepxageHna nHunaeHTos UB):

C ONoBelleHNeEM COTPYOAHUKOB CBOEN opraH1usaumn U CTOPOHHUX ML UK opraHnsauny o Hanu4imm NHLUK-
neHToB b nnun nobdbix BaXKHbIX AeTansax, Kacarwmnxcs MHUMAEHTOB,

C OCYLLUECTBNEHNEM HEMEANEHHOTO pearMpoBaHmns], KOTOPOE MOXKET BKHOYATL B CeDS1 aKTUBM3ALNUIO MPO-
Leayp BOCCTaHOBNEHUA U (UNK) nepeaady coobLIEeHM COOTBETCTBYIOLWEMY NepcoHany cornacHo aHanusy wu
NMPUHATBLIM CTEMNEHAMU LUKanbl cepbe3HOCTU NHLUMOEHTOB,

C NpoBeaeHUeM NpPaBoOBOKW 3KCNEPTM3bI (MPpYU HEODBXOOUMOCTIN) MO CTENEHSIM LUKasbl CEPbE3IHOCTU NHLMN-
neHToB Ib 1 namMeHeHnem 3TUX CTeneHen,

C onpeneneHnem Hann4nmga KoHTpons Hag nHunaeHtamm Ub,

C CO34aHMeM OONONHUTENbHLIX pearnpoBaHuin (ecnn TpedyeTcst), BKNoYas Te, KOTopble MOryT NoTpedo-
BaTbCS ropasao nosgHee (Hanpumep, Npu ycTpaHeHnn nocneacTBiMin Kakoro-nmbo beacteums),

" Oprann3auus MOXeT NPMHMMATB PELLEHUS O BKITIOUYEHUM BCEX NMPOLEAYP B NPOrpamMmMy Unv nogapo6HOM Manoxe-
HUM B AONONHUTENbHbBIX AOKYMEHTAX BCEX UITUM HEKOTOPLIX Npoueayp.
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B Cllydae OTCYTCTBUA KOHTpons Hag uHumageHTamun NIb ¢ nHnummMpoBaHMeM aHTUKPUIUCHBIX OeUCTBUN
(Hanpumep, BbI3OB NOXXapHOW KOMaHabl N akTUBKU3aL M nnaHa obecnevyeHunst HeNpPepbIBHOCTM DU3Heca),

C Aetanusaunen ganbHeulen oueHKU 1 (Unn), ecnm notpebdyeTcsd, AanbHeULWnx peLlueHun,

C NPOBEPKOU NpaBUNBHOCTU perncTpaunm Bcen AedaTeNnbHOCTU ANa ganbHeuLwWero aHanuaa,

c obHoBMNMeHnem Basbl AaHHbIX cobbITUW/ MHUMAeHTOB UB.

B nporpamme meHegpkmeHTa MHUMAEHTOB VB npegycmatpuBaeTcd BO3IMOXHOCTb Kak HeMeaNeHHOoro,
Tak n bonee AnuTenbHOro pearnpoBaHua Ha MHUKMaeHTol Vb, ns Bcex nHumnaeHToB Vb TpebyeTcs cBoeBpe-
MEeHHas oLUeHKa NoTEeHUUarnbHbIX HEraTUBHbLIX BO3OEUCTBUN, KaK KpaTKOBPEMEHHbBIX, TaK 1 bonee AnnutenbHbIX
(Hanpumep, KpynHoMmacwTabHoe 6eACTBME MOXKET NMPOU3OUTU Yepes HEKOTOPOE BPeMs Nocne nepBoro MHL M-
nernta VIb). bonee Toro, HEKOTOpPbLIE BUAbLI pearnpoBaHnUsA MOryT noTpeboBaTbCH ANl COBEPLUEHHO HENpeaBun-
OeHHbIX nHUnaeHToB b, korga BO3HUKHET HEODXOOAMMOCTL B crneunarnbHbIX 3alUTHBIX MepaX. [laxe B Takon
CUTYaL WU B AOKYMEHTaL MK NporpaMmmMbl AOKHbI coaepXaTbes obLme pekoMmeHaaunm no AeNCTBUSIM, KOTOPbIE
MOIYT CTaTb HEOOXO4UMbLIMMU:

- ANA 3Tana «AHanm3»:

C NpoBeAeHNUEM, ecnin NoTpebyeTcs, AanbHeULIlen NPaBoBOMN 3KCNEPTUSLI,

C naeHTUUKaUnen N JoKyMeHTUpoBaHUeEM OnbliTa, N3BnevYeHHoro n3 nHumuaeHToBs Mb,

C onpegeneHnem U aHanmsom ynydweHmin b Ha oCcHoOBe NoNy4YeHHOro onbiTa,

C aHanM3oM 3PEeKTUBHOCTM NPOLECCOB 1 Npoueayp pearnposaHnda Ha nHuuaeHTol b, oueHkon MHUK-
neHToB VIb 1 BOCCTaHOBNEHUA NOcNe KaXaoro U3 HUX, a takke onpegeneHnem ynydweHn nporpaMmmel Me-
HeaXXmeHTa nHUMaeHToB b B uenom (Ha oCHOBE NONy4vYeHHOro onbita),

c obHOBNeHMeM Dasbl AaHHbIX cObbITUW/ MHUKMOeHTOB UB;

- ANg aTana «YnydweHune» — yTOYHeHUe Ha OCHOBE NMoNy4vYeHHOro onbita:

C pesynbTaTaMn aHanmsa u MmeHepkmeHTa puckos b,

C nporpamMmMmon meHegxmeHTa nHuuaeHToB Vb (Hanpumep, npoueccamMu 1 npouegypamm, PopmMon ono-
BellleHNa U (MNKn) CTPYKTYPOU opraHusaLmnm),

c obLlien 6e30nNacHOCTLIO BHEAPEHUSI HOBLIX U (UNK) yNyJdlleHHbIX 3alUUTHBIX Mep,

C rpagaunen Wkansl cepbe3HOCTN COObITUW/MHLMAEHTOB (HanNnpumMep, 3Ha4nTENbHbIN, HE3HAYNTENBHBLIN;
CYLWLEeCTBEeHHbIN, 3KCTPEHHbIN, HE3HAYUTENbHbIN, HE3KCTPEHHbINA) U COOTBETCTBYIOLLMMK PYKOBOACTBAMU,

C PYKOBOACTBOM ANA pelleHnst 0 HeobXoaMMOCTU MHTEHCUdUKALIMX KaXKagoro npoLuecca, Anst Koro gon-
XXHa NpoBOAUTLCA UHTEHCUPUKaLMA 1 B COOTBETCTBUK C KakUMUK npoueaypamu. NepcoHan, oueHUBaroLWniA Co-
ObiTMe Unn nHunaeHt UMb, gomkeH 3HaTb, OCHOBbLIBASICb Ha PYKOBOACTBaX W3 AOKYMEHTauuu nporpammbl
MeHemKkMeHTa nHunaeHTtoB Vb, korga npum HopmanbHbIX 0B6CTOATENBCTBAX HEODXOOANMMO NepexoanTb K MHTEH-
cupmrKkaLmm npoLeccoB U Ans Kkoro. Kpome Toro, BO3MOXHO BO3HUKHOBEHWE HenpeaBuaeHHbIX ODCTOATENLCTB,
Korga MHTeHcudnkaumsa NnpoLeccoB MOXeET cTaTb Heobxoaumon. Hanpumep, HesHavyuTenbHbIM MHUMAEHT VB
MOXET NepenTn B KAaTEropuio «CYLLECTBEHHLIN» UMN B «KPUSUCHYHO CUTYaLUIO» B Cly4Yae ero HenpasunbHON
obpaboTKN, UNN He3HaUYUTENbHLIA MHUKMAEHT Wb, He obpaboTaHHbIA B TeMeHne Heaenn, MOXeT CTaTb «3Ha4u-
TenbHbIM» nHUMAeHTOM UB. B pykoBoACTBE ACITKHBI onpeaensaTbCsa TUnbl cobbITUN U nHUMAeHTOB VB, Tunbl
MHTEeHCUdUKaALMM NPOLIeCCOB U NULA, KOTOpble MOTYT ee NpoBCAUTb,

C HeobxoaMMbIMK NpoLeaypamMun Ans Haanexallen peructpauum Bcex AeUCTBMA B COOTBETCTBYOLLEN
bopmMe 1 NpoBedeHUEeM aHanusa XxXypHana peructpaumm HasHavyeHHbIM NepcoHanom,

C npouegypamn U MexaHnsMmamm nogaepXxXaHua pexmma KOHTPpoNs U3MeHeHUU, KOTOPbIA BKIOYaeT B
cedbsa npocnexunsaHue codbbiTun N nHUuMaeHToB b, ocbHoBneHue otyeTa 06 nHunaeHtax b n ocbHoBneHue ca-
MOW NnporpamMmeil,

C npouegypamMmm NpaBoOBOU 3KCMEPTU3bI,

C npoueaypamMmum n pykoBoACTBOM MO UCNONMb30OBaHUIO cUCTeM 0DHapyXeHua BTopxxeHun (COB), obecne-
ymBatoLMMK cobnogeHne CBA3aHHbIX C HUMKW NPaBOBbLIX M HOPMAaTUBHBLIX acnekToB (cM. 5.2.3). PYKOBOACTBO
OOJPKHO BKMNtoYaTh B cebs pacCMOTpEeHMe NpenMyLLIeCTB N HEOQOCTATKOB AEUCTBUMA NO HADNIOAEHUIO 3a 3M10-
yMblLWNeHHUKOM. lononHuTenbHaa MHdopmMaums no cuctemam obHapyxeHusa sTopkeHun (COB) coaepXutcs
B MCO/M3BK TO 15947 [2] n NCO/MOBK TO 18043 [3],

CO CTPYKTYpPOUW opraHnsaunm nporpamMmmel,

C KoMmneTeHunen 1 obsasaHHoctamm uneHoB PUNB B uenom n ee oTaenbHbIX Y1E€HOB,

C BaXXKHOM MHPOPMaLMen O KOHTaKTax rpynneol.

7.3.4 Tlpouengypbl

[lepen TeM Kak NPUCTYNUTL K paboTe ¢ NporpaMmmMmon MeHeaXXmMeHTa nHunaeHToB UMb, Heobxoanmo MMeTh
B HANM4YUM OOKYMEHTUPpOBaHHbIE U NpoBepeHHble npoueaypbl. B goKyMeHTauuMm no kaxkaon npoueaype Aon-
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XHbI YKasbIBaTbCA NULA U3 Tpynnbl akcnnyataunoHHoM nogaepxkn n (mnn) ns N'PUNAb, oteeTcTBEHHBIE 3a UC-
Nonb3oBaHMe N MeHePKMEHT 3TOW npoueaypbl. Takne npoueaypbl AOMMKHBI BKAoYaTh B ceba npoueaypsl
cbopa 1 3alnLLEHHOro XpaHeHNUs 3NEeKTPOHHBIX CBUOETENbCTB, KOTOPLIE ACITKHBI HEMPEPLIBHC KOHTPOMNPO-
BaTbCH HA cny4van cyaedbHoro pasdbupartenscTsa Unv aucLnMniMHapHOro paccnegoBaHust BHyTpU opraHusaL .
bonee Toro, A4OMKHbI CYLLIECTBOBATL AOKYMEHTUPOBAHHbIE NpoLeaypbl, BKIoYatoLlme B cedbsa He TOMNbKO Aen-
CTBUA rpynnbl akcnnyaTtaunoHHou noaaepxku n N'PUNB, Ho n npoueaypsbl, 3a4eUCTBOBAHHbIE B NPABOBOU 3KC-
NepTu3e N «KaHTUKPUINCHOWN» OeSATENbHOCTU, €CINN OHU HE 3a4eCTBOBAaHbI rae-nmbo eLle, Hanpumep, B ninaHe
obecnevyeHnsa HenpepbIBHOCTU BusHeca. O4eBUAOHO, YTO 3TU AOKYMEHTUPOBAaHHLIE Npoueaypbl AOMMKHbI NO-
NMHOCTLIO COOTBETCTBOBATH AOKYMEHTUPOBAHHOW NONUTUKE MeHepKMeHTa nHumaeHToB VB 1 gpyron ookymeH-
Tauun nporpamMmmbl MeHegkMeHTa nHumgeHTtoB UB.

Heobxoanmo UMeThb B BMUAY, YTO He BCe NnpoLeayphbl ABNSA0TCS 00LeaoCcTYNHBIMU. Hanpumep, Hexena-
TenbHO, YTODbI BeCb NMepcoHan opraHusauun 3Han nogpodbHoctn o pabote NPUNB npun B3anmoaenctsun ¢
Hen. FTPUUB gonkHa obecnevnBaTbh Hanmume «odLLedoCTYNHOro» pykoBOACTBA, BKNoYaa MHdpopmMaLuto, no-
NyYeHHYIO U3 pe3ynbTaToB aHannsa nHumaeHToB Wb, koTopaa HaxoauTcd B NerkogocTynHon oopme, Hanpu-
Mep B WHTpaHeTe opraHusaumn. bonee TOro, MHorga HexenatenbHO pacKkpblBaTb HEKOTOpble AeTanu
nporpaMmmbl MeHemKkMeHTa nHunageHTtoB b, 4tobbl nuuo, obnagatolwee KoHpuMaeHUMnansHon nHpopmaumein
BHYTPW opraHmsaunn (MHcanaep), He Morno noMellaTb npoueccy paccnegosaHua. Hanpumep, ecnn 6aHKoB-
CKMW cnyXkallmn, npuceamBarcLLMnN geHeXHble cpeacTBa, OCBeOMIIEH O HEKOTOPLIX AeTandax NnporpamMmmel, TO
OH MOXEeT Nny4lle CKpbIBaTb CBOKO AEATENbHOCTL OT CNEACTBUA UM UHBIM 0Dpa3oM NpensaTcTBOBaTbL OOHAPY-
XeHUo 1 paccneagoBaHuio nHuMaeHTa NIb 1 BoCcCTaHOBMNEHUIO NOCNE Hero.

CoaepxaHue pabounx npoueayp 3aBUCUT OT MHOTUX KpUTepues, 0CODEHHO CBSI3aHHLIX C XapaKTepom
V)K€ N3BECTHbIX NOoTeHLUUanbHbIX COOLITUA U MHUMAEHTOB VB 1 Tnammn 3agencTBoBaHHbIX akTMBOB MHOopMa-
LIMOHHBIX CUCTEM U X cpeaon. Tak, Hekasi pabovas npoueaypa MoXeT ObITb CBA3aHa ¢ onpeaeneHHbIM TUNOM
MHUMOEHTOB UMK C TUNOM NPOAYKUMK (HANPUMED MEeXCeTeBbIE aKpaHbl, basbl AaHHbIX, ONepaLMNOHHbIE CUCTE-
Mbl, MPUNOXEHNS), NN CO cneundnyeckon npoaykumen. B kaxkgon paboden npoueaype A0MKHO ObITh YEeTKO
onpeaeneHo, kKakne Lwarnu Heodbxoanumo npeanpuHATbL U KeM. OHa A0MMKHA OTpa)KaTb ONbIT, NONYYEHHbIN Kak U3
BHYTPEHHUX, TaK U BHELHUX WUCTOUYHUKOB (Hanpumep rocygapctBeHHble Unn koMmmepdeckune KIBP, mnu
aHanorn4yHble rpynnel, a Takke nocTaBLUUKNA).

[ns1 obpaboTKM yKe N3BECTHLIX TUMOB CODLITUN N MHUMAEHTOB VB AOMXKHBI CyLLLeCTBOBaTL paboydme npo-
Leaypsbl. Heobxognmel Takke pabodmne npoueaypbl, KOTOPbLIM HAA0 cneaoBaTth, €Cn TUN OOHaAPYXXEHHOro UH-
unaeHta b nnu cobbiTna HemasecTeH. B 3ToM cnyvyae paccMmaTpuBatoT cneagyrolne acnekThbl:

- MPOLLECC OMNMOBELLEHNS AN 0OpabOTKN TaKMX «UCKIMIOYUTENbHLIX CIyYaeBy;

- yKasaHug, onpegenstoLme BpemMsa ang nonyvyeHna ogobpeHnsa pearmpoBaHnUsa Ha MHLUMAOEHT CO CTOPOHb
PYKOBOACTBA C LeNbio N3beXXaHUd 3adepXKn pearmpoBaHus;

- NpeagBapuUTenbHO 0gobpeHHoe aenernpoBaHne NpUHATUSA pelleHnst 6es3 obblYHOro npouecca ogobdpe-
HUS.

7.3.5 TecTupoBaHue nporpaMmmbli

[ns BbIABNEHNS NOoTeHUManbHBIX AedeKToB U nNpobnem, KoTopble MOTYT BO3HUKHYTb B MPOLIECce Me-
HeQKMeHTa cobbliTun U nHuMaeHToB VB, Heobxoanmo 3annaHupoBaTh perynsapHblie NPpoBEPKU U TECTUPOBAHME
NPOLLeCCcoB U npoLeayp MmeHegxmeHTa nHunaeHToB Ub. J1iobble n3MeHeHUs, BO3HUKaloLWME B pe3ynbTaTe aHa-
nnsa pearnpoBaH Ha MHUMAeHTbl B, AomKHBI noaBepraTtbCcs CTPOroM NpoBepKe U TECTUPOBAHUIO.

7.4 TONUTUKN MeHeaXXMeHTa PUCKOB U UH(hOpMaLUOHHOU 6e30NacHOCTI

7.4.1 HazHa4veHue

Llenamu BKNoUYeHUsA cogepXaHusa MmeHempkMeHTa nHunMaeHToB Vb B KopnopaTUBHbLIE MONMUTUKA MEHEe K-
MeHTa puckoB 1 VIb 1 cneunanbHble nonnutukn Vb cnuctem, cepBUCOB U CceTeN ABMAOTCA:

- ONMUcaHne 3Ha4YMMOCTN MeHepKMeHTa MHUMaeHToB UMb, 0cobeHHO cnucTtembl onoBeLWeHNUs 1 00paboTKA
nHumaeHToB Ub;

- yKasaHne 0bA3aHHOCTEN BbICLLIEro PYKOBOACTBA OTHOCUTENBLHO Haanexallen noaroToBKU K MHUMOEH-
Tam VIb n pearmpoBaHuio Ha HUX, TO €CTb OTHOCUTENbHO CUCTEMbI MeHeaXMeHTa nHumaeHToB VIB;

- obecnevyeHne cornacoBaHHOCTU PasfMYHbIX MOUTUK;

- obecneyeHne NNaHOBOro U CUCTEMATUYECKOro pearmpoBaHus Ha nHUMaeHT b anst MMHMMU3aUmMmn He-
raTUBHOMO BO30eNCTBUA MHLUWOEHTOB.

7.4.2 CopepxaHue

KopnopaTuBHad NonnuTuka meHeaxxmMmeHTa puckoB U Vb, a Takke cneynansHbele nonutuk b ansa cuc-
TEM, CEPBUCOB UM CETEN OOMKHBI OOHOBNATHLCA € LleNblo obecnevyeHnst TO4YHOrO COOTBETCTBUA 0OLLIEN NO-
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NUTUKe MeHemkMeHTa MHUMaeHToB B 1 cootBeTcTBYIOWEN en cucTemMe. B cooTBeTCTBYIOWME pa3aensl
HeobxoaMmMo BKMoYaTh 0bA3aTenbCTBa BhICLLIEro pykoBoACTBA U ONMCAHUE!

- NONMUTUKMN;
- NPOLLeCCOB CUCTEMbBI U COOTBETCTBYOLWEN MHJPaCTPYKTYPHLI;

- TpeboBaHUN N0 OOHAPYXXEHUIO, ONMOBELLEHUIO, OLIEHKE U yNpaBNeHUio UHLUUOEHTaAMUN U

- YeTKOro onpeaeneHnsa nepcoHana, 0TBeTCTBEHHOIo 3a aBTopusauuio U (Mnn) nposegeHue onpeageneH-
HbIX BaXXHbIX AeUCTBUA (Hanpumep nepesoa MHpopMaLMoHHOW cUcTeMbl B pexum off-line nnu gaxke otknove-
HUE CUCTEMBI).

Kpome Toro, kopnopaTuBHasa NONMUTUKA AOIKHA coaepXaTb TpeboBaHMe 0 co3gaHUN COOTBETCTBYIOLLNX
MEXaHU3MOB aHanmsa ans obecnedyeHUs UCNONb3oBaHUSA NMobon MHgopMaLnn, NONyYeHHOW B pesynbTaTe
MNPOLLECCOB ODHapYXeHUsA, MOHUTOPKUHIa U paspeleHnst nHUMAeHToB Wb, B KavecTBe BXOAHLIX AAHHLIX AN
obecneveHunst cTabunbHON Pe3ynbTaTUBHOCTU KOPNOopaTUBHBLIX NONMUTUK MeHeKkMeHTa puckoB Wb, a Takxke
crneunanbHbIX noNUTUK b ang cuctem, cepBUCOB U CETEMN.

7.5 Co3paHue rpynnbl pearupoBaHUA Ha UHLUUAEHTbI MHPOpPMaLUOHHON 6e30NacHOCTU

7.5.1 Ha3zHa4veHMue rpynnbl pearmpoBaHna Ha MHUMAEHTbLI UHOpMaLUMOHHON De30NacHOCTH

Llenbio coszpaHua TPUNB aesnsetca obecneyveHne opraHusaummM COOTBETCTBYHOLIMM NMepcoHanom Ans
OLEHKWU, pearnpoBaHuns Ha uHumnaeHTbl Ub 1 nasneveHus ypokoB U3 HUX, a Takke Heobxoanmon KoopanHaLuuu,
MEHeMKMeHTa, obpaTHOM CBSI3U U npolecca nepeaavn nHgpopmaumn. Ynexosl 'lPUNB moryT yyacteoBaTth B
CHUXKeHUN U3NYECKoro U pMHaAHCOBOTC yulepba, a Takke yulepba ans penyrauum opraHnsaunn, CBA3aHHOro
c nHungeHTamm Ub.

7.5.2 YneHbl rpynnbl pearupoBaHuUa Ha MHUMAEHTbI UHpOPMaLMOHHOU 6e30NacHOCTU U CTPYKTY-
pa 3ToU rpynnbl

CocTaB 1 KONMUYECTBO NnepcoHana, a takke ctpykrypa PUMUB gonxHbl cOOTBETCTBOBATL MacLUTaby U
CTPYKTYpe opranmsauunn. FlPUNB moxeTt npeactaBnsaTb COO0OU U30NTMPOBAHHYIO KOMaHay U oTAen, nepcoHar
3TOW rPpynnbl MOXET BLINMOMHATL U ApYyrie obs13aHHOCTU, a Takke NpUBNeKaTb COTPYAHUKOB M3 pasnYHbIX NOa-
pasaeneHun opraHusaumn. B cootBeTctBUMN € 4.2.1 1 7.1 BO MHOorux cnydasix [ PUNB moxeT ObITb A€UCTBYO-
e rpynnon, BO3MMaBNdeMon CTaplnMMm pykoBoguTenem. BelllecToswlemMy pPykoBOAUTENO OKa3biBAKOT
TOMOLLUB creyanncTbl Mo KOHKPEeTHLIM BONpocaM, Hanpumep, No OTpaXKeHUIo aTtak BpedoHOCHLIX NMporpamMm,
KOTOPbIE NPUBMNEKATCH B 3aBUCUMOCTU OT TUNa MHuuaeHTa Mb. B 3aBUCUMMOCTM OT YMCNEHHOIO COCTaBa opra-
Husauum cotpyaHuku I PUNB moryT Takke BbINONHATL HECKONbKo oyHKUMK BHYTPpU [ PUNBE. B TPUUB moryT
TaKXe NpuBnekaTbes cryXalluue 13 pasnuyHelX nogapasgeneHni opraHmsauumn (Hanpumep dusHec-onepaLun,
NT/TenekommyHUKaLWK, ayanTa, oTaena KagpoB U MapKeTUHra).

UneHbl rpynnbl 40MKHBI ObITh AOCTYNHBLI AN KOHTAaKTa Tak, YToObl UX UMEHa U UMeHa NnunL, UX 3aMeLLato-
LLIKMX, a TakKe NoApOOHOCTM O KOHTaKTe ¢ HUMK ObINK AOCTYNMHLIMU BHYTPU opraHusauun. Hanpumep, B AOKY-
MEHTAaLMN CUCTEMBI MeHeKMeEHTa UHUMAEHTOB VB AO0MKHbI ObITb YETKO yKasaHbl HeEODXoaUMble AeTanwu,
BKNMtovaa nobble AOKYMEHThI No npoueaypam 1 popMbl OTYETOB, HO HE B MONOXEHUAX NONMUTUKMN.

Pykosoautens FPUUNB gonmkeHn:

- AMeTb genermpoBaHHble NOTHOMOYNA HEMeANEHHOro NPUHATUSA peLlleHNd 0 TOM, Kakne Mepbl npeanpu-
HATb OTHOCUTENBHO MHUMAOEHTA;

- KaK npaBwuno, MMeTb OTAeNbHYIO NUHUID ANA ONOBeLlleHNA BbIiCLLUero pykoBoAcTBa, KoTopad OO0IMKHa
ObITb N30NMPOBaHa OT 0DbIYHLIX DU3HEC-onepaLnn;

- obecneymBaTb HEOOXOAUMBLIN YPOBEHb 3HAHUN N MacTepcTBa aAng scex YneHos FPUNB, a Takke noa-
aepXxaHue 3Toro YpoBHS;

- MopyYvaTh paccnegoBaHme Kaxaoro UHUMageHTa Hambonee KOMNETEHTHOMY YNeHy rpynnbl.

7.5.3 BzauMmopgeuctBue ¢ ApyruMmu nogpasgeneHUaAMmM opraHnsayuin

YpoeeHb nonHomMmounn pykosoautensa [ PUWB n yneHoB ero rpynnel 4omkeH NO3BONATL NpeanpuHUMaTh
Heobxoaumble 4eNCTBUSA, aaekBaTHble nHUMaeHTy UB.

OAaHako AeNCTBUSA, KOTOPbIE MOTYT OKasaTb HebnaronpuaTHoe BNUSAHWE Ha BCHO OpraHM3aLunto B OTHOLLE-
HUM (PMHAHCOB UNK penyTaunn, OIKHbI COTMacoBLIBATLCA C BbICLLUMAM PYKOBOACTBOM. [103TOMY BaXKHO YTOuU-
HUTb, KAKOW opraH B cucteme obecnevyeHus nonnmTtnkn meHegkmerta nHunaeHtos Vb pykosoantens NPUANB
ornoBellaeT o cepbe3HbIX MHUMaeHTax Ub.

[Mpoueaypbl obweHns co CMWU 1 0TBETCTBEHHOCTbL 3a 3TO OOLLEHME TaKKe ACMKHbI ObITh COrnmacoBaHbl
CO CTapLUMM PYKOBOACTBOM, ACKYMEHTUPOBaHLI U onpeaensTh:

- NpeacTaBUTENS OpraHusauum no padboTe co cpeacTBaMmM MaccoBOW MHOPMAaL WK,

- MeTo B3anMoaencTtsuns noapasaeneHuns opraHunsauum ¢ [ PUNB.
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7.5.4 OTHoLleHUA co CTOPOHHUMU NULAMU U OpPraHnU3aLUaAMm

Heobxoanmo yctaHoBUTL oTHowweHust mexay PUANB n cooTBeTCTBYHOWLIMMU CTOPOHHUMU NALAMU U
opraHusaumnamu.

K CTOPOHHUM nnuam 1 opraHmusaumnam Moryt OTHOCUTLCS:

- CTOPOHHWX BCNoMoraTebHbI nepcoHan, paboTtatolmn No KOHTpakTy, Hanpumep KIbP;

- TPUWNB cTopoHHUX opraHnsauunin, a Takke KI'bP;

- NPaBONPUMEHAICLLNE opraHn3aLnu;

- aBapunHble cnyxobl (Hanpumep noxapHasi bpuraga/otaeneHue);

- COOTBETCTBYOLWME rocyaapCTBEHHLIE opraHusauunu;

- OpPUANYECKUN NepcoHan;

- oonumanbHble NnLa No CBA3AM C ODOLLECTBEHHOCTLIO U (MNW) NpeacTaBUTENAMU CPedCTB MaCCOBOW MH-
dopmaunu;

- MapTHepbI No dusHecy:;

- NoTpebuTenu;

- ODLWEeCTBEeHHOCTb.

7.6 TexHU4Yeckana n gpyraa nogaepxka pearmpoBaHna Ha MHUMAEHTbLI MHOpPMaLUOHHON 6e30-
NacHoOCTU

EBricTpoe n adppekTnBHOE pearnpoBaHue Ha nHUumMaeHTobl b ocyllecTBnseTcs ropasao nerve, Korga sce
HeobxoOMMble TeEXHUYECKMEe N Apyrie cpeactBa noaaepKku nonyveHsl, noaroTOBNEHbl U NPOTECTUPOBAHI.
ST MepPOonpusTUS BKoYatoT B cebs:

- NOCTYN K AeTansiM akTUBOB opraHmsaunm (NpeanovtuTenbHO MMeTb ODOHOBNEHHLIN NepeYeHb akTUBOB)
N MHpOPMaLUNIO MO X CBA3SAM C BU3HEC-PYHKLUAMMN;

- AOCTYN K AOKYMEHTUPOBAHHOW cTpaTernm obecnevyeHmns HenpepbIBHOCTM DU3HECA N COOTBETCTBYIOLLIMM
niaHam;

- JOKYMEHTUPpOBaHHbIE U ONYONMKOBaHHLIE NpoLecchl nepeaavyn MHopMaLnui;

- UICNOJIb30BaHNE 3MNeKTPOHHOW Basbl AaHHbIX cobblTU/MHUMAEHTOB VB 1 TexHudyecknx cpeactB And
ObICTPOro NONONMHEHUA N 0OHOBNEHUA Ba3bl JaHHLIX, aHann3a ee HgopPMaL i N YyNPOoLLEHUS NPOLIECCOB pea-
rMpoBaHUA (XOTH 0OLLIENPU3HAHHO, YTO MHOTAA cAeNaHHbIE BPYYHYIO 3annCKU TakKe OKasblBalOTCH BOCTPeDO-
BaHHbLIMWU N NCNONBb3YHOTCA OpraHmsaLmnen);

- aJleKkBaTHble Mepbl Mo obecnevyeHno HenpepbIBHOCTU BUsHeca Ans 6asbl AaHHbIX CODLITUN/MHUMAOEH-
TOB Ub.

TexHn4yeckue cpeacTBa, UCNonNb3yemMble Anst ObICTPOro NONONHEeHUs, 0OHOBNEHUS ba3 AaHHbIX, aHanMaa
cogepXxaHna nHgpopmaunn n 6a3 gaHHbIX 1 0bneryeHnst NPoLeccoB pearnpoBaHnuda Ha nHumaeHTtol b, aorn-
>XHbl COOAENCTBOBATD:

- ObICTPOMY MONYYEHUIO OTYETOB O CODLITUAX N nHUMAeHTax UB;

- YBEAOMIIEHUIO paHee OTODpaHHOro nepcoHana (COOTBETCTBYHOLIMX CTOPOHHMX NUL) noaxoasiwmmm
ONAa 3TOro cpeAcTBamMu (HanpuMep, Yepes SNekTPOHHYIo NoYTy, pake, TenedoH U T. 4.), TO eCcTb 3anpalumnBad
noaaepP KKy HaaeXXHoOU KoOHTakTHOW 6asbl AaHHbIX (KoTopast A0MKHA ObITh Bcerga nerkoaocTynHOM U A0MKHA
BKIMoYaTb B ceba DyMa)KHble 1 gpyrme Konum) U cpeacTtso nepegadn MHpopmaumm 6esonacHblM Cnocobom
(Mpr HEOOXOANMOCTU);

- cOBNMOAeHNIO NPEOOCTOPOXKHOCTEN, COOTBETCTBYHOLLMX OLIEHEHHBIM pUcKaMm, N3bexkaHunto NpocnyLInBa-
HAA SNEKTPOHHOW CBA3U, peanusyemMmon vyepes VIHTepHeT nnnM nHbeiM obpasom, BO BPeMS aTakm Ha CUCTEMY,
cepBuC N (UNN) CeTb;

- cobnrogeHuo NPeaoCTOPOXKHOCTEN, COOTBETCTBYHIOLLMX OUEHEHHBIM pUCKaM, NSl COXpaHeHUs O0CTY-
HOCTW 3NEKTPOHHOW CBSI3U, peannzyemMmon Yyepes MIHTEPHET UMK UHBIM 0Dpa3oM, BO BpeEMS aTaky Ha CUCTEMY,
CepBUC N (UNN) CeTb;

- NMpoLieccy cbopa Bcex AaHHbIX 00 MHOPMALIMOHHOW CUCTEME, cepBUCe N (MNIN) CeTU N BCeX 0bpabaThl-
BaeMbIX AaHHbIX;

- ICNONBb30BaHUIO KPUNTOrpagmnyeckoro KOHTPONS LenoCcTHOCTU, eClii 3TO COOTBEeTCTBYET OLUeHEHHbIM
pyuckam, Ans cogencTeus B onpeaeneHnn Hanndnmga UsMmeHeHU U Toro, Kakme YacTu CUCTEMBI, cepBuca U(UNn)
ceTu N AaHHble NoABEePrinMcb N3MEeHEeHUAM;

- YNPOLLIEHUIO apXMBUPOBaHUA U 3aLUUTLl CODpaHHON MHGopMaLUnn (Hanpumep, NpUMeHss L poBble

NoANUCK B 3arnnCAX B XKypHane pernctpauum Unn apyrue cenageTenbcTBa nepea XxpaHeHMemMm B aBTOHOMHOM pe-
XUMe Ha HoCUTendax, NpeaHasHavyeHHbIX ToONbKo Angd uteHmnsa Ha yctpoucteax CD nnm DVD ROM);
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- NOAroTOBKE pacrneyaTok (Hanpumep, XXypHanoB pernctpaunmn), AeMOHCTPUPYIOLWKX pa3BUTUE UHLMAOEH-
Ta Wb, npouecc paspelleHnsa nHumMageHTa 1n odbecnevmBaronx COXpaHHOCTb UHOpMaLIUN;

- BOCCTaHOBIMEHUIO LUTATHOro pexmnma paboTbl MHPOPMAaLMOHHOW CUCTEMBI, cepBUCa U (UINK) CETU C NOo-
MOLLIbHO;

onTUManbHbIX NpoUeayp pesepBupoBaHMg,

YEeTKUX N HAOEeXHbIX pe3epBHbLIX KOMUN,

TECTUPOBAHUSA pe3epPBHbLIX KOMUN,

KOHTPONA Bpe4OoHOCHLIX NporpamMm,

MCXOAHbLIX HOCUTENen NHopMaLnn ¢ CUCTEMHBIM U NPUKMAAHLIM NMPOrpaMmMHbIiM obecnevyeHnemMm,

HadeXHbIX U OOHOBMEHHBIX UCMPAaBMEHUN («NaTyen» ) ANt CUCTEM U NPUTIOXKEHUA, COMNMAacOBaHHbIX C CO-
OTBETCTBYIOLLUUM MaHoM obecnevyeHns HenpepbiBHOCTU bUsHeca.

ATakoBaHHas MHopMaLnoHHaa cuctemMa, cepBuc U (UNn) ceTb MOryT PYHKLUOHUPOBAaTL HEBEPHO. [103-
TOMY paboTa TEXHUYECKOro cpeacTsa (NporpaMMHOro Mnu annapaTtHoro obecnevyeHus), HeodbxoanmMore ans
pearnpoBaHus Ha MHUKMAeHT Vb, He AomkHa BbITb OCHOBaHAa Ha cUCcTeMax, cepBUcax U (UNN) ceTsaX, UCMONMb3Y-
eMbIX B opraHnsaumn. ['o BO3MOXHOCTU, TEXHUYECKME CpeacTBa pearMpoBaHns Ha MHUMAEHTLI AOMKHbI ObITh
MNONMHOCTBIO aBTOHOMHbBIMMN.

Bce TexHn4eckue cpeacTBa AOMKHbI ObITh TWATENBbHO OTOOPaHLI, NpaBUNbHO BHeAPEHLl U PErynapHo
TeCTUpOoBaTbCA (BKMHOYAaA TeCTUpOoBaHUE NMOoNTy4YeHHbIX pe3epBHBLIX KOMUN).

Cnegyert 3aMeTUTb, YTO TeXHUJeckne cpeacTBa, OnMcaHHbIe B HACTOALLEM Nogpasaene, He BKIoYaloT B
cebs TeXHNUEeCcKMe cpeacTra, UCMOoNb3yeMble HENOCPeACTBEHHO ANs 0OHapyXeHUsa nHumaeHToB Vb 1 BTOpxKe-
HUA N aBTOMAaTUYECKOro onoBelleHUa COOTBETCTBYOLWMX NnLL. [JaHHbIe TeXHUYecKkne cpeacTBa onucaHbl B [1],

2]

7.7 ObecnevyeHUe ocBeAOMITIEHHOCTU U OOYyUYeHUe

MeHemxMeHT nHunaeHToB b — 3T0 npouecce, BKoYaoLWm B cebs He TONbKO TeXHUYecKue cpeacTBa,
HO TaKXKe nepcoHan, u, cneagcBaTenibHO, 3TOT NpoLecc ACIMKeH nogaepKneaTtbesa Nuuamm, COOTBETCTBYIIOLWNAM
obpa3om 0byveHHBIMW AN paboThl B opraHusauum u ocBeoMIMEHHBIMU B BoMpocax 6e3onacHoCTU MHdpopma-
LLAIA.

OcBeaOMIMNEHHOCTb U y4acTue BCEero nepcoHana opraHmsaunmm oveHb BaXkHbl ANst obecneveHns ycnexa
CTPYKTYPHOIO noaxoaa K MeHeKMeHTY nHuMaeHToB UB. I'oaTomMy pone MeHemkMmeHTa nHumnaeHtTos Vb gon-
KHa aKTUBHO NoaaepXmBaThbCH Kak YacTb 00Len nporpamMmmel odbyvyeHnst 1 obecneyeHnUss ocBeAOMIEHHOCTA B
Bonpocax UB. lNporpamma obecneveHns oCBeAOMMNEHHOCTU U COOTBETCTBYOLLIUA MaTepuan A0MKHbI ObITb
OOCTYMHBLI ANd BCero rnepcoHana, BkYyad HOBLIX CnyXKallux, Nob3oBaTenen CTOPOHHUX OpraHusaumMm 1 noa-
pAa4nKoB. HomKHa cylecTBOBaThL CrieymanbHasi nporpaMmma obydeHuUs ans rpynnel odbecneveHmns akcnnyaTa-
unn, ans yneHos NPUNB, a npu HeobxoanmocTn — Ana nepcoHana, oteeTcTBeHHoro 3a b, n cneunanbHbIX
agMUHUCTpaTopoB. CneayeT 3aMeTUTb, YTO ANA KaXXaou rpynnel, HenocpeaCcTBEeHHO y4YacTBYOLWEN B MeHe -
XMEHTE UHUUOEHTOB, MOTYT NoTpeboBaThbes pasnyHble YPOBHM NOATOTOBKA, 3aBUCSILLME OT TNA, YacTOThI U
3HAYMMOCTU UX B3aUMOOEeNCTBUA C CUCTEMOUN MeHeO)KMeHTa MHUunaeHToB UB.

MHCTPYKTaXK no obecrneyeHno 0CBEAOMIIEHHOCTN AOKHBI BKNOYaTh B cebs:

- OCHOBbI paboThl CUCTEMBI MeHeaXXMeHTa MHUKMAeHTOB VB, BkNtoYyasi cdoepy ee AEUCTBUS U TEXHONOTUIC
PaboT NO MEHEMKMEHTY UHLMAEHTOB U cobbITUN UB;

- Crocobbl onoBeLweHnsa o cobbITUAX U MHUMaeHTax Nb;

- 3alUUTHBIE Mepbl No obecnevyeHno KoHPUASHUMANbHOCTU UCTOYHNKOB (MO HEODBXOAUMOCTK);

- cornaweHmst ob ypoBHSAX cepBUCa CUCTEMBI;

- YBEOMIIEHUE O pesynbTaTax — Ha Kakux ycrnoBusix oyayt MHpopMnUpoBaHbl MICTOUHUKN;

- Ntobble orpaHnUYeHuns1, Hanaraemole cornaleHUaMmM o HepasrnaleHuu;

- NONHOMOYUS opraHnusauunm MmeHeaxxmeHTa MHUMAeHTOB Vb 1 ee NMHKUA oNoBeLWEeHUS;
- KTO U Kak nony4vaeT OT4YeThbl OT CUCTEMblI MeHeKMeHTa nHUMaeHToB UB.

B HeKkoTopbIX cnyvasax enaTtenbHo cneumanbHO BKNoYaTh NoapobHOCTU obecnevyeHUs OCBeOOMIEH-
HOCTW O MeHeKkMeHTe nHumaeHToB b B apyrue nporpammel 0byveHUs (Hanpmumep, B nporpaMmmbl OPUEHTUPO-
BaHWA nepcoHana unv B obwune koprnopaTuBHbIE NporpamMmmbl obecnevyeHns ocBegOMIEHHOCTU B Bonpocax
MB). OToT noaxoa Kk obecneyeHno 0CBeAOMNEHHOCTU MOXET NpeaoCTaBUTb LIEHHYO MHAPOPMALIUIO, CBA3aH-
HYI0 ¢ onpeaeneHHbIMU rpynnaMmm coTpyaHUKOB, M MOXET YNydlnTb 3P @PEKTUBHOCTL U pPe3yrbTaTUBHOCTL
porpamMmbl 0By4YeHus.

[1o BBOOA B aKcnnyaTauuio cMcteMbl MeHekKMeHTa MHUMaeHToB Vb BeCcb COOTBETCTBYIOLLMKA NepcoHarl
OOJPKEH O3HAKOMUTLCA C npoLegypamn obHapyXeHus 1 onoeelleHnst o cobbitusax Vb, a cneunansHO OTO-
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OpaHHbIN NepcoHan AoKeH ObiTb XOPOLIO O0CBEAOMIIEH B OTHOLLEHWI NOCieayoLWmX npoLeccoB. 3atemM npo-
BOAAT perynapHble UHCTPYKTaXKM no obecnevyeHnto OCBeJOMIIEHHOCTU W Kypcbl NOAroToBKW. MoarotoBka

OOIKHA COMNPOoBOXAATbCA cneunanbHbIMA YNPaXXHEHUAMU N TECTUPOBAHUEM YNer
skennyatauun u F'PUNDB, a Takke nepcoHana, otBeTcTBeHHOro 3a b, n cneymansk

8 IdTtan «Acnonb3oBaHue»

3.1 BBepoeHue

OB rpynnbl obecneyeHud
bIX a4MUHUCTPATOPOB.

MeHeaxmMeHT MHUMAeHTOoB Wb B npoLuecce akcnnyaTaun COCTOUT U3 ABYX MaBHbIX 3TanoB: «cnonb3o-
BaHUEe» N «AHaNM3», 3a KOTOPLIMU crieayeT aTtan «YnydlweHney», Ha KOTOPOM NPOBOAAT Nobble yCoBepLUEH-
CTBOBaHUA, MOeHTUPUUMPOBaHHLIE B pe3ynbTaTe U3BMeYeHUs ypokoB M3 MHUMAeHTOB Wb, OTK 3Tanbl U
CBSA3aHHbIe C HUMK npoLecchl npeactaBneHbl B nogpasgene 4.2. B HacTodlweM pasgene paccMaTpMBaeTcs
aTan «Mcnonb3oBaHne», B pasgene 9 — aTan «AHanm3», a B pasgene 10 — aTan «YnydweHue». 3TU TpU

aTdlld N COOTBETCTBYROLLME MM NPOLUEeCChl NpeactaBJiIi€Hbl HA PUCYHKE 2.

[Tonb3oBaTens/ [pynna BHyTpeHHsas TPUNB
MCTOYHUK obecne4eHns (N0 BLI3OBY)
aKcnnyatauuu
/‘ '\\ (24 4 x 7 gHel)
it OueHka
[puHATHE
peLLeHun
ObHapyxeHue /

Cbop
UHoOpMaLun
[lepBan
OLIeHKa

<G>

OnoeelleHue

KpusucHole
opraHusauuu,
B T.u. [PAUDB

CTOPOHHUX
opraHu3auuu

JloxHas
TpeBora

AHUMAEeHT noA
HeMeaneHHas KOHTpOnem?
peakums

MNocneayowme

peaKuuu

Bpems

OOKIMIOYNTD
KPU3UCHYIO
OpraHu3aLuin?

AHTUKPU3UCHbIE
0eucTBUS

ynydwieHue

PucyHok 2 — Bbnok-cxema nocneaoBaTtenbHOCTU onepaumm obpaboTkn cobbIiTui
(aTan «/cnonb3oBaHne»)

N nHunaeHToB Vb
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8.2 O630p KN4YeBbLIX NpoLECCOB

B sTane «cnonb3oBaHMe» KNo4YeBbIMUA NpoLeccamMia ABNSAOTCS:

- 0bHapyxeHune cobbiTnsa b n onoeelleHne ¢ HeM OAHUM U3 COTPYAHUKOB nepcoHana/kKnMeHToM opraHu-
3auum UnNnM aBToMaTndeckn (Hanpumep, CUrHanom TPeBOrnM 0T MEeXCEeTEBOIo 3KpaHa);

- c6op nHdopmaLum o cobbiTun UB 1 NnpoBeaeHWe NepBUUHON OLEHKN nepcoHanom”’ rpynnel obecneye-
HUS SKCNnyaTtaum opraHmusaLmnm ¢ Lenbio onpeaeneHns, siBnsaeTcs N cobbite nHuuaeHTomMm Ub nnn noxkHeim
CUrHanNoOM TPEBOTU;

- npoBegeHue sTopon oueHkn FPUNB ¢ uensto noateBepanTb, 4TO cobbiThe aBnseTcd nHumaeHTom Vb u,
B MONOXUTENBHOM Clnyvyae, MHULMUPOBAaTbh HEMeANEeHHOEe pearMpoBaHume, a Takke HeobXxoaMMOCTb NPaBOBOU
3KCNepTU3bl U AeUCTBUX NO nNepeagavye MHPOPMaLUK;

- aHanua, nposoaumbl [ PUWB ¢ uenbio onpegenntb, HaxoauTca M MHUMAEHT Nog KOHTPONEM:

B MNONMOXUTENbLHOM Criyvyae UHULIMNPYETCA AanbHenllee Heobxoanmoe pearmpoBsaHue 1 obecrnevnBaeTcs
OTOBHOCTb BCEN MHPOPMaLMM AN NUCNOMb30OBaHUS B NpoLecce aHanusa nocneactsum MHUMOeHTa,

npu oTpuuaTensHOM OTBETE UHULUUAPYOTCA aHTUKPU3IUCHBIE AeUCTBUA C NpUBNevYeHnemM COOTBETCTBY-
loLero nepcoHana, HanpuMmep pykoBoauTens 1 rpynnel obecnevyeHnss HeNpepbIBHOCTU BU3Heca opraHuMsa-
LW,

- paclumpeHune obnactn A4encTBUA ganbHEeNLWnUX OUEHOK U (UN) NPUHATUS peLlleHniA, NPOBOANMOE B Te-
YeHne BCero atana no TpedoBaHuio;

- obecnevyeHne Hagnexawewn perucrtpaumm BCeMn npudacTHbIMMU NULAMU, B OCODEHHOCTU YneHamMu
[ PDB, Bcen aeatenbHOCTU AN AanbHeUwWero aHanmaa;

- obecnevyeHue cbopa 1 3alMLLEHHOIO XpaHeHUsa CBUAETENbCTB B 3MTIEKTPOHHOM BUAE M NOCTOAHHOMO MO-
HATOPWUHra 3aLULLEHHOMO XpaHeHUs 3TUX CBUAETENbLCTB Ha Cny4Yan UX BOCTpeboBaHHOCTU ANsl cyaebHOoro npe-
cneaoBaHUs UM BHYTPEHHEro AUCLUUNNUHAPHOro pasbupatenbeTBa;

- nogaepKka pexxnmma KOHTPONSa U3MeHeHUn, BKtovast otcnexmnsaHne nHuynaeHtos b n obHoBneHns oT-
4eToB NO UHUMOEeHTaM ¢ TeM, 4ToDbl Bba3a agaHHbIX cobbITUA/MHUMOEeHTOB B nocToaHHO cooTBEeTCTBORBaNAa Ae -
CTBUATENbHOCTI.

Bca cobpaHHaga nHgpopmaums, Kacarowasica cobbiTun Unn nHumgeHToB Vb, gomkHa XxpaHntbes B base
OaHHbIX cobbiTun/uHumnaeHToB Wb, ynpasnsiemon NPUNB. NHdpopmauua, coobliaemast B Te4eHUe KaXaoro
npoLecca, AoMmKHa ObITb Kak MOXHO Oonee nonHou B ntoboe BpemMd, 4Tobbl obecneunts Hanbonee NpoYHyo
OCHOBY A4 OLIEHOK U NPUHATUA peLleHn, a Takke and npegnpuHMMaemMblX 4eUCTBUN.

[Tocne obHapyxeHUsa cobbiTna Vb 1 coobuleHnst 0 HeM UensimMuy nocneayrownMx NnpoLeccoB ABMNSIKOTCS:

- pacnpegeneHune OoTBETCTBEHHOCTU 3a AeATEeNbHOCTb, CBA3AaHHYIO C MeHe)KMEeHTOM UHLUMAOEHTOB, Yepes
COOTBETCTBYIOLLYIO NepapXxXuio nepcoHana BMecTe C OUEHKOU N NPUHATUEM peLleHUA, a Talkoke 3a OeUCTBUSA C
NPUBeYeHUeM nepcoHana Kak CBA3aHHOro, Tak M He CBSI3aHHOTO ¢ obecneyeHmnem 6e30nacHOCTU;

- obecneveHne popmarnbHbIX NMPOLUEaYP ANS KaXXA0oro onoBeLEeHHOro nuua, BKYast aHanms U Koppek-
TUPOBKY cAeNaHHOro coodblleHUs, OLEeHKY yulepba 1 yBeaomMneHne COOTBETCTBYOLIEro nepcoHana (4encTBus
KaXkgoro nuua 3aBUCAT OT TUMNAa U ONAacCHOCTU MHUUAOEHTA);

- ICNONBb30BaHME pekoMeHdaUnn Ang TwaTenbHOro AokyMmeHTupoBaHua cobelitTun b, a nosgHee, ecnu
cobbITMe byaeT oTHeceHo K nHUumnaeHTy b, To 1 ansa nocneayrowmnx 4eUCTBUA B OTHOLLEHUN MHUMAeHTa VB w
oDOHOBNEHUs Basbl AaHHLIX cObbITUN/ MHUMAEeHTOB UB.

PekomeHaaL M NpUBeOEHbI:

No 0bHapPYXXeHUo U onoBeLleHno 0 cobbITUAX B — B 8.3, oueHKke U NPUHATUIO peLlleHniA (IBNAETCA N
cobbiTne nHumaeHtom Ib) — B 8.4, pearmpoBaHuto Ha nHumaeHTel b — B 8.5 1 BKNtovatoT B ceds:

- HeMea1eHHoe pearnpoBaHue,

- aHanun3 ¢ Uuenbio onpeaeneHuns, Haxoantea nu nHumaeHt b nog koHTponem,

- nocneayowme pearMpoBaHums,

- aHTUKPU3UCHBbIE OeUCTBUS,

- NPaBOBYHO IKCMEPTU3Y,

- Nepenavy nHopmMmaLuu,

- KOMMEeHTapuA No BoNpocaM paclumpeHns cpepbl MeHeaKMeHTa nHumnaeHToB Vb,

- perucTpauunio 4edaTeNbHOCTHN.

8.3 OGHapyxeHUe U onoBeLleHUe o cobbITUAX MHpOopPMaLMOHHOU 6e30NacHOCTHU

CobbiTua VB moryT ObITb 0OHapy»XeHbl HernocpeaCTBEHHO NULOM UIU NMLaMi, 3aMeTUBLLIMMN YTO-Noo,
Bbl3biBatoLLee DECNOKONCTBO M MMetoLLIee TEXHUYECKUI, PUsniecknin unu npoueaypHbl xapaktep. ObHapyxe-

" He cnepyeT oxuaaTtb, YTO NepcoHan rpynnbl 06ecneyeHns IkcnnyaTaumum 6yaet MeTb KBanudmKaLmio SKCrnep-
TOB B cdhepe He3onacHoOCTH.

22



FTOCT P UICO/MIK TO 18044—2007

HAE MOXET OCYLUECTBMATLCH, HANPUMEP, AETEKTOPAMM OTHS/AbiMa UM ¢ NOMOLLIbIO OXPaHHOW cUrHanuMsauumn
nyTem nepegavyun cUrHanoB TPEBOrv B 3apaHee onpegeneHHble MecTa (4Na OCyLeCcTBNeHUa YeNoBeKoOM onpe-
OeneHHbIX AeUCTBUN). TexHuveckne cobbiTust Ib Mmoryt obHapyX1MBaTbCa aBTOMaTUYECKU, HANPUMeEpP, 3TO MO-
ryT OblTb cCUrHanbl TPEBOrM, NPOU3BOAUMbBbIE YCTPOUCTBAMW aHanusa 3anucen ayauta, MeXCeTEBLIMU
dKpaHamMu, cucteMamm obHapYKeHUSA BTOPXKEHUN, aHTUBUPYCHBLIMWU NPOorpaMmmMamMu, B KaXXAoM cnydae CTUMYIN-
pyeMmble 3apaHee yCTaHOBMEHHLIMU napamMeTpamMmn 3TUX YCTPOUCTB.

He3aBMCUMO OT NPUUUHBLI OOHapyXeHUsa cobbiTusa b, nnuo, HenocpeaCcTBEHHO obpaTmuBLLEE BHUMaHKE Ha
HeYTo HeobblYHOE UMK OMNOBELLEHHOEe aBTOMaTUYeCKUMIN cpeacTBaMun, HeCeT OTBETCTBEHHOCTL 3a MHULIMMPOBA-
H1e npoLecca 0bHapyXXeHWUs1 U ONOBELLEHUS. DTUM NTULIOM MOXKET BbITb NobOoW NpeacTaBUTeNb NepcoHana opra-
HUA3aLKUK, paboTaroLlnin MOCTOAHHO UMW MO KOHTPAaKTy. ITOT NpeacTaBuTeNb AOMKEH creaoBarth npoueaypam u
ncnonb3oBate popmMy otveTa o cobbliTuax Wb, onpegeneHHytlo cuctemon meHegkmeHTta nHuuaeHtoB Wb, ¢
Lienbto NpUBnevYeHnsa BHUMaHWS, npexae Bcero, rpynnbl obecneyeHns akennyataumm n meHegxkmeHTa. Cnegosa-
TEeNbHO, BAXKHO, YTOOLI BeCb NepcoHas dbifm 03HaKOMMEH ¢ pekoMeHaauuamMn, OTHOCSLLIMMANCS K BONPOCY OMNMoOBe-
LLIEHWS1 O BO3MOXKHBIX cOBbITUAX VB, BKNtoYasa popMbl OTHETA, UMEN AOCTYN K HAM U 3HAS COTPYAHUKOB, KOTOPBIX
HeobXoaUMO OMOBELLATbL O KXKA0M criydae nosisneHus cobbitns Mb. Heobxoanmo, 4Tobbl BeCb NepcoHan opra-
HU3aLUMM Bbin, No KpalnHen mepe, ocBeaqomMneH o popmMe oTYeTa, YTO CnocodCTBOBaNo bbl ero NOHUMAaHUKO CUCTEe-
Mbl MeHeaKMeHTa MHUnaeHToB Ub.

ObpaboTka KoHKpeTHoro cobbiTna VIb 3aBUCUT OT TOro, YTO OHO COBOM NPeaCcTaBAET, a TakKe OT Nocnea-
CTBUN N BO3OEUCTBUN, K KOTOPLIM 3TO CODLITUE MOXET npuBecTn. Ana MHOrMx nogen npuHATUE pelieHns o
cnocobe obpaboTkn CODLITUA BbIXOAMUT 3a npeaenbl MX KOMNETEHTHOCTU. [103TOMY COTPYAHMK, MHAOPMUPYIO-
L o cobbiTnn Ub, aomkeH 3anonHnTb opmMy oTveTa Tak, YToObLI B HEW DLINO Kak MOXHO bonblie nHdopmMa-
LW, OOCTYMHOU €My Ha TOT MOMEHT. [lpn HeobXoAMMOCTU OH CBSA3LIBAETCS CO CBOUM PYKOBOAUTENEM.
KenatenbHo, 4Tobbl 3Ta popma ObiNna B 3NekKTpOHHOM BMae (Hanpumep, nocnaHa no 3MekTpoHHOW noyTe Unu
npeactaBneHa Ha Beb-canTe), UTobbl ee MOXHO BbINo nepeaaTh besonacHbIM CNOCOOOM B HagneXallyro rpyn-
ny obecneveHus akecnnyartauum (padoTatoLlyo, N0 BO3MOXHOCTU, 24 4 B CYTKM MO CEMb AHEN B HEAENIO), a KO-
nuto coobuleHna — pykosogutento NPUNB. Obpasel, dopMbl oTyeTa cooblieHusa o cobbiTnn b npmBegeH B
npUnoXxeHum A.

CneayeT Nog4epKHYTh, YTO NpK 3anonHeHn dopMbl OTYETA BaXKHA HE TOMNbKO TOYHOCTb COAEPXKaHWUSA, HO
1 CBOEBPEMEHHOCTb 3anonHeHuns. He cnegyet 3agepkmBaTtb npeactaerieHne dopmbl otyeTa o codbbitum UB no
Mnpu4KHe yTouHeHUs ee coaepxaHna. Ecnu cooblaowmin coTpyaHMK He yBepeH B JaHHbIX Kakoro-nnbo rnons B
cdbopme oT4eTa, TO 3TO None ACKHO OblTb MOMEeYeHo, a YTOYHEHNe — MOoCaHo no3Xke. Takke cregyeT npu-
3HaTb, YTO HEKOTOPbIE MEXaHN3MbI 3NIEKTPOHHOTO OMOBELLEeHUS (HanpuMep 3MeKTpoHHas novta) caMmu ABIIA0T-
Csl OMEBUAHBIMU LEeNaAMN aTaku.

[Mpn Hanu4nn npobnem 1nm Npu CywecTBOBAHMMA MHEHUS O HaNMMYMK Npobnem ¢ yCTaHOBMNEHHBLIMU MO
YMOMTYaHNIO MeXaHU3MaMm 3MNEeKTPOHHOIO OnoBeLlleHUsT (HanpumMep 3nekKTpoHHOW NoYTon), BKAYasl cnydvan
aTaknm Ha CUCTEMY U cHUTbIBaHUE POPMBbI OTYETA HECAHKLIMOHUPOBAHHBIMU NULLAMKN, OA0IMKHbBI MCMOSb30BaTbCS
anbTepHaTUBHbIE CPeACTBa CBA3N. ANbTepHATUBHBIMW CPEACTBAMU CBA3M MOTYT ObITb Hapo4vHble, TenegoH,
TEKCTOBbIE coobLIeHNs. Takne anbTepHaTUBHbIE CpeAcTBa AOIMKHbI UCMOMb30BaTbCH HA PAHHUX CTAAMNAX pac-
CnegoBaHug, Korga cTaHOBUTCH oveBUAHBIM, UTO cobbiTne VB Byaet nepeeaeHo B kaTeroputo nHumaeHta UIb,
0Cc0oDeHHO Takoro nHuuageHTta UMb, KoTopbin MOXKET cUMTaTbCH 3HAYNTENBHbLIM.

ChnenyeTt 3aMeTUTb, YTO, XOTH B DOMbLUMHCTBE Cny4aeB rpynna obecnevyeHnUsa sakcnnyatauum gomkHa co-
obwarts 0 cobbiTKM VB ¢ uenbto ero aanbHenwen obpaboTkn, MOryT ObITb crniydaun, Korga cobbite NIb MoxeT
ObITb 0OpPaboTaHO Ha MeCcTe ¢ NMOMOLLLIO MeCTHOro pykoBoacTBa. CobbiTue B MOXHO DLICTPO pacnosHaTth Kak
NOXHYIO TPEBOTY UMK ycnewHo paspelunTb. B aTux cny4vaax gpopmy oT4eToB HEOOXOAMMO 3aMONMHUTL U OTMnpa-
BUTb MECTHOMY PYKOBOACTBY, a TakkKe rpynne obecneveHuna akcnnyatauum n F'PUNB ¢ ueneio ee pernctpauum
B ©ase gaHHbIX cobbiTun/HUMaeHToB MB. B aToM cny4vae nuuo, coobulatollee o 3akpbiTun cobbitna Vb, mo-
XeT npenocTaBuTb MHOpMaLUUto, Tpebyemyto ans 3anonHeHna gopmel otyeta 06 nHunaeHTtax Ub. B atom
cnydvae takasa popma otveTa 06 nHumnaeHte b gomkHa ObITb 3anofHeHa U oTnpaBneHa rno MHCTaHUUMN.

8.4 OuUeHKa U NpUHATUE peLleHUN No coObITUAM/UMHLUUOEHTaM

8.4.1 lepBan oueHKa U NpegBapuUTenbHoOe pelleHUe

B rpynne obecne4yeHnsa akcnnyatauum cUCTEMbl MeHEeKMeEHTa nHumnageHtos b npuHumarowee nuuo
OOMKHO NOATBEPANTL NONyYeHne 3anonHeHHon PopMbl OTHETA, BBECTU ee B Basdy AaHHbIX CODBbITU/UMHUMOEH-
TOB b 1 npoaHanusnpoBaTb gaHHY0 popMy oTyeTa. [lanee AOMKHOCTHOE NUUO ACIMKHO NMONbITaTbCA Mony-
YnTb Nobble YyTOUHEHUS OT coobwmBllero nnuua o cobbitnn b 1 cobpatb Tpedbyemyto AONONMHUTENBHYIO
MHpOPMaL O, CHMTAOLLYOCA OOCTYMHON, Kak OT cooblumBLiero o cobblTum nuua, tak 1 1u3 noboro apyroro
MecTa. 3aTeM npeactaBUTENb rpynnbl 0becneveHnst akcnnyatauum omKeH npoBeCcTU OLUEHKY Ang onpeaene-
HUKA, NoAxXoanUT N 3TO cobbiTUe nod kateroputo nHunaenta b nnu aengaetca noxueiM. Ecnn cobbiTne b
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onpeaenseTcs Kak NoxHoe, Heobxoanmo 3anonHuTb dopmy otveta n nepeaats B FPUWB ana sanucu B 6asy
AaHHbIX U JanbHenwWwero aHanumsa, a Takke cosgaTbh Konum ans cooblmMBLLEro o cobbiTUM Nuua 1 ero/ee mec-

THOIO PyKoBOAUTENA.

NHpopmaunsa 1 apyrme cemagetenbcTsa, cobpaHHble Ha 3TOM 3Tane, MOryT NnoTpedboBaThCH B DyAyLLIEM
ans gucuunnuHapHoro nnn cyaebHoro pasdbupartenscTtsa. Jluo unu nuua, BeiNONHAWWME 3aaa4m coopa U
OLEHKN MHopMaLIMN, OCMKHBI XOPOLLC 3HaTb TPeboBaHMA No cOOPY U CoOXpaHEeHUIO CBUAETENLCTB.

[dononHnTenbHO K AgaTte (gatam) U BpeMeHW BbINONMHEHNS 4eNCTBUN HEODXOANUMO NONMHOCTLI0 AOKYMEH-
TUPOBATb:

- NpoBeAeHHLIE MeponpuaATUSA (BKNoYasa UCNoNb30BaHHbIe cpeacTBa) U UX Lenu;

- MECTO XpaHeHUs1 cBUAEeTeNbCcTBa HanMunust cobbITUS;

- CNocob apXMBUPOBAHUSA CBMOETENLCTBA (€CN OHO YMECTHO);

- cnocob Bepmndukaumm ceBmaeTenbcTsa (ecn OHO YMECTHO);

- AeTanun XxpaHeHnua MmaTtepuanoB MU nocneaytowero Aoctyna K HUM.

Ecnun cobbiTne B onpeaeneHo kak BepodaTHbIN MHUKMAEHT VB, a coTpyaHUK rpynnbl obecneveHnst aKe-
nnyataunMm MMeeT COOTBETCTBYHOLWMN YPOBEHb KOMMETEHTHOCTW, TO NMPOBOAUTCA AalbHenlagda oleHKa. B pe-
3ynbTate MOryT notpeboBaTbCH KOPPEKTUpYoLWMe AENCTBUNA, HAaNpUMep naeHTugukaums aononHUTENbHbIX
«aBapUNHBLIX» 3aLUMTHLIX Mep 1 obpalleHne 3a NOMOLLbIO B UX peanm3aunm K cooTBeTCTBYoWemMy nuuy. Co-
obiTne Ib moxeT BbITh onpeaeneHo Kak nHunaeHT b, npuyem sHavynTenbHbIv (MO WKaNe cepbe3HOCTH, NPn-
HATOW B OpraHusauun), B 3TOM cny4yae Heobxoaumo nNponHpoOpMUpOoBaTb HEMOCPEACTBEHHO PyKOBOAUTENS
[PUNE. MoxeT noTpeboBaTbcs 0ObABNEHUNE «KPUSUCHOW CUTYaLUU» WU, Kak cneacTBue, yBeaoMIIEHNE PYKO-
BoAUTENS obecneyYyeHnss HenpepbIBHOCTU DU3HecCa O BO3MOXXHOW aKTUBU3ALKMX nnaHa obecnevyeHnsa Hernpe-
PDBIBHOCTU ©OuM3Heca ¢ OOHOBPEMEHHBLIM WHPpopMUpoBaHMem pykosogutens TPUNB n BeiwecToAlero
pykoBoacTBa. OagHako Hanbornee BepodaTHa cutyauusa nepegadm nHumaeHta b HenocpeacteeHHo B PUNB
aOnga ganbHeunwen oLUeHKN 1 BbINMOMHEHUA COOTBETCTRBYOLLUX AENCTBUN.

Kakum Obl HM Dbl cneayoLwniA Wwar, coTpyaHuK rpynnel odbecnevyeHuns akennyaTtaunum AomKeH 3anofHUTb
popMy O0THETA NO BOIMOXHOCTU Hanbonee noapodbHo. Obpasey popMbl oT4eTa NO UHUKMAEHTY VIB npuBeaeH B
npunoXxeHun A. OT4HeT AOJKEH cogepXaTb MHOPMAaLUIO B onucaTenbHOM BUAE U, HACKOSBbKO 3TO BO3MOXHO,
XapaKTepun3oBaTh:

- YyTO npeactasnsiet codbon nHunaeHTt UB;

- 4YTO SABUMOCH €ro npu4nHOn, 4em Unn Kem oH bl Bbl3BaH;

- HA YTO OH BIIUSAET UMM MOXKEeT NOBMUATD;

- pearnibHoe U1 noTeHumnanbHoe BosgencTene nHumaeHta ib Ha busHec opraHunsauuu;

- YKa3aH1e Ha BEePOATHYHO 3HAYUTENbLHOCTL UMM HEe3HaYMUTENbLHOCTL MHUMAeHTa Ub (no wkane cepbes-
HOCTW, MPUHATOU B opraHmnsaunmn);

- Kak uHumaeHT Ub obpabaTtbiBancsa Ao 3Toro BpeMeHHu.

[1pn paccMoTpeHnn NoTEeHUMUanbHOro Unn akTnyeckoro HeraTUBHOro BO3AeUCTBUA MHUMOEHTa Ha D3-
Hec opraHusauun B pesynbTaTe HeCaHKUUOHUPOBAHHOMO pacKkpblTUa UMHJopMaLnn, HecaHKUMOHUPOBaHHOW
Moaundpukaunm MHpopmMaLunn, oTkasa oT UMeroLlenca MHgopmMmaunm, HegoCcTyNHOCTU UHApopMaL UK N(Mnun) cep-
BUCA, YHUUTOXEHNA MHopMaLnm n(Unn) cepemca B NepByo ovepeab HeobXoaMMo onpeaennTb, Kakoe 13 ne-
PDEYUCINEHHbIX HWKe nocneacTBmi byaet umeTb UHUKMAeHT UB.

[Tpumepamm nocnegctTeun Vb apnaroTca:

- UHaHCcoOBbIe YObITKU/NpepbIBaHNE BU3HeC-onepaLnn;

- yLepb KoMMepPUYEeCKUM U SKOHOMUYECKAM UHTEpecaMm;

- yuiepb nHdopmaumm, cogepxallen nepcoHanbHble AaHHbIE;

- HapyLlleHWe NpaBOBLIX N HOPMAaTUBHLIX 0DS13aTENbLCTB;

- cbou onepaunr No MeHePKMeEHTY 1 BrusHec-onepauunn;

- yTpaTa npecTtuxa opraHmsauun.

[na kaTeropun, oTHeCeHHbIX K nHuuaeHTy Vb, Ao0mMKHBI NCNONb30BaTbLCA COOTBETCTBYOLWME pekoMeHaa-
LN MO KAaTeropupoBaHUIC NoTEHUMaNbHbLIX UK pakT4Ye CKUX BO3AENCTBUN AN BHECEHUS UX B OTYET MO UHL K-
aeHTam Ub. Npumeptl pekoMeHgauumn npusedeHsbl B NpunoXxkeHun B.

Ecnn nHunaeHT Vb Bbin paspelleH, To OTYeT AOIMKEeH cogepKaTh geTtanu npeanpuHATHIX 3alUTHBLIX Mep
N U3BNEYEHHBIX YPOKOB (HANpUMEP 3alUTHBIE MEPBI, KOTOPbLIE AOITKHBI ObITh NPUHATHI ANl NpeAoTBpaLLlEHUS
MOBTOPHOIC NOosABNeHNA nogobHbIX nHUMaeHToB UB).

[Tlocne Hanbonee noapobHOro, N0 Mepe BO3MOXHOCTU, 3anonHeHnst popma oTveTa AoIKHa ObITh npea-
ctaBneHa B [PUNB anga BBoga B 6a3y gaHHbIX MHUMAEHTOB 1 cobbiTuin B 1 aHanuia B 6yaywiem.
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Ecnu paccnegoBanme npoBoauTcst bonblle Headenu, To A0KEH ObiTb COCTaBMNEH MPOMEXKYTOUHbINA OT-
yer.

Ba)Ho, 4TODLI COTPYAHUK rpynnbl obecneveHns akennyatauuun, oueHueaowmn nHumaeHT b, 0CHOBBI-
BasiCb Ha PYKOBOACTBE, coaepXalleMcs B AOKYMEHTaLUN CUCTEMbI MeHeAKMeHTa nHUnaeHToB B, bbin ocee-
OOMIMEH O TOM:

- KOrga u KoMy HeobXoaMMo HanpaBnaTb MaTtepuansl 00 MHUWOEHTE;

- YTO MNMPU OCYLLECTBNEHNUN BCEX AEUCTBUN, BbINMOMNHAEMBIX rPYNnon obecneyvyeHUs akcnnyartaunm, Heoo-
XOAMMO BbINOMHATL AOKYMEHTUPOBAaHHLbIE NnpoLleaypbl KOHTPONA M3MEHEHUN.

[Tpy Hann4KMmM NpobnemM NN MHEHUST O TOM, YTO CYLLECTBYIOT NPobnemMbl ¢ YCTaHOBMNEHHBIMU MO YMOMYaHMIO
MeXaHU3MaMM 3MeKTPOHHOro onoBeLlleHUa (HanprumMep 3NeKTPOHHOW NoYTOoN), BKIMoYasa criydan ataki Ha UHJpop-
MaLMOHHYIO CUCTEMY U CHUTbIBaHWE HeCaHKLUMOHUPOBaHHBIMU Nnuamn popMbl oTyeTa 00 nHumaeHtax b, gon-
)XKHbl MCNOMNb30BaTbC anbTepHaTUBHbIE CPeACTBa CBSI3UN. ANbTepHATUBHBIMKA CPeacTBaMU CBA3U MOTYT ObITh:
TenedoH, TEKCTOBbLIE COODLLEHUS, a TakkKe Kypbepbl. TakMe anbTepHaTUBHbIE CPeacTBa ACIMKHbI UCMOSb30BAaTLCS
Ha paHHUX cTaausxX paccneaoBaHUA, Korga CTaHOBUTCS oMeBUAHBIM, YTO cobbiTne VB DyaeTt nepeBeaeHO B KaTe-
roputo nHumaeHta b, ocobeHHo Takoro nHuyaeHTta b, KoTopbin MOXKET CHUTaTbCH «3HaYUTENbHBIMY.

8.4.2 BTopas oueHKa U noarBepxaeHue MHUMAeHTa UHPpOPpMaLUOHHON Be30NacHOCTHU

BTopagd oueHka n nogresepxageHme ndunaeHTta b nnun kakoe-nnbo gpyroe pelueHne 0THOCUTESbHO TOTO,
Haao nNu oTHecTu cobbiTne b K nHumnaeHty b, gomkHel BxoanTtb B obsasaHHocTn TPUNB. MNpuHnumatrowmn oT-
yeTbl coTpyaHuK [ PUNB aonxeH:

- NoATBEPAUTL NonyvyeHne opmMbl oTYETa, 3anNONHEHHOMN NO BO3MOXHOCTU Hamnbonee nogpobHo, rpyn-
non obecrnevyeHns akcnnyaTaunu;

- BBECTU 3Ty opMy B Dasy AaHHbIX cobbITA/MHUMAeHTOB UB;

- 0bpaTUTbCH 3a YTOYHEHUSIMW K rpynne obecnevyeHnst akcnnyaTaunn;

- NpoaHannM3npoBaThb coaepKaHne OTYETHOU POPMBbI;

- cobpaTb ACNONHUTENBHYIO Heobxoaumyto MHdopmMmaunio o cobbiTun VB (ecnun cywecTsyeT) OT rpynnbl
obecneveHnsa akcnnyartauum, n1uua, 3anonHMBLLEro OTYETHYIO POpPMY, UMK N3 KaKOoro-nndo MHOTo UCTOYHUKA.

Ecnu Bce ellle ocTaeTca Kakas-nmbo HeonpeaeneHHOCTb OTHOCUTENbHO ayTEHTUUHOCTU nHUMaeHTa Ub
M NONHOTEI NONyYeHHOW HgpopmMauunn, To coTpyaHuk ' PUNB gonxkeH npoBecTn BTOPYIO OLEHKY AN4 onpe-
neneHns peanbHOCTU MNW NoXHoCcTU nHunaeHta Mb. Ecnn nHunaeHT b onpegeneH Kak «noXXHblA» , HEODXO-
OUMO 3anonHUTL oT4yeT 0 cobbiTn UMb, 0obaBnTh ero B 6asy gaHHbIX cobbiTun/nHUMaAeHToB IB 1 nepenatsb
pykosoautento [ PUNB. Konuu otueTa Heobxoagmmo nepenath rpynne obecneveHuns akennyaTtauuuy, nuuy, co-
obWmMBLLUEMY O CODBITUN, U ero/ee MeCTHOMY PyKOBOOUTENIO.

Ecnu nHunaeHT UMb onpeaenseTtcsa Kak «peanbHbln», To coTpyaHuk N'PUNUB, npn HeobxoanmocTu npu-
BreKasi Konner, AofKeH NnpoBecTU AanbHenwyo oueHKy. Llenbio oLeHKM siBNaeTcsl MakcumMarnbHO ObICTpoe
noaTBepXaeHune:

- TOro, YTO npeacrasnaeTt cobon nHunaeHT b, 4To ABUNOCL ero npu4YMHoOn, Yem 1Unn Kkem bl Bbl3BaH,
Ha YTO MOBMUSAN UMIA MOT NOBUATL, BO3AENCTBUE U NOoTeHUManbHoe Bo3aencteme nHumnaeHta b Ha busHec
opraHusauuun, ykasaHue Ha BEPOATHYIO 3HAYUTENbHOCTL/HE3HAUNTENBLHOCTL MHUMAEHTA (MO LKane cepbes-
HOCTU MHUUAOEHTOB, NMPUHATOU B opraHusaunmn);

- NpeayMbILLNEHHOW TEXHUYECKOM aTakn HapyLUUTEeNs Ha HEKOTOPYHO MHPOPMAaLMOHHYIO CUCTEMY, Cep-
BUC U (UNN) CeTb, HaNpuUmMep:

rIyOunHbBI NPOHUKHOBEHMS HAPYLLUTENS B CUCTEMY, CEPBUC U (MNIN) CETb U CTENEHb KOHTPONS, KOTOPOW OH
obnapaer,

OAaHHBIX 00 MHGOPMALIMK, K KOTOPOW NONMYYA AOCTYN HAPYLUUTENb, ObIN A OHU CKOMUPOBaHLI, MUBMEHE-
Hbl N yaaneHsl,

O TOM, KaKkoe rnporpaMmmMmHoe obecrieveHue dbImno CKonMpoBaHo, MSMEHEHO UM paspyLUeHO HapyLLUUTENEM;

B OTHOLUEHUW NpeayMbilUNeHHON PU3NYEeCKON aTaku HapyLlumTensa Ha niobyo MHPOPMaLMOHHYIIO CUCTE-
MY annapaTHOW YacTun, cepBuca u (Mnu) Ha cetb, U (UNK) Ha PU3NHECKOEe MeCTOPAaCTONIOXeHNe, Hanpumep:

MacliTaba NpAMbIX U KOCBEHHBLIX NOCNEACTBUAN HAHECEHHOTO pU3nUecKoro yuepba (Npn oTCYTCTBUU K-
3n4ecKkoun salluTel gocTyna),

NPAMBIX N KOCBEHHbIX NocneacTBUA B OTHOLWeH nHUukaeHToB Vb, KoCBEeHHO Cco34aHHBIX AeUCTBUSIMUA
HapyLwuTena (Hanpumep, ctan N usndeckuia 4oCTYyN BO3IMOXHBIM MO NMPpUYMHE NoXapa, SABNSAETCS NN YA3BU-
MOCTb MHJOPMAaLMOHHON CUCTEMBI CNEeACTBUEM HENPAaBUMbHOMO PYHKLMOHUPOBAHUA NporpaMmMHoOro obecne-
YEeHUS, NTMHAN CBA3U U oLLINBKM onepaTopa),

- ICNONBb3YEMOro A0 HaCTOSILWEro BpemMeHun crnocoba obpadboTtkm nHumaeHta Ub.
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[lpn aHanuse noTeHumnanbHOro UMY pearnbHOro HeraTUMBHOrO BO3aencTBus nHunaeHta b Ha dusHec
opraHusauun Bcnegcteme HecaHKLUMOHUPOBAHHOMO packpbiTUA MHpOpMaL N, HeCaHKLUNOHUPOBAHHOW MOOU-
brKkaumm MHpopmMaLnKn, oTkasa oT MMetoLlenca MHgopmaLnm, HeadoCcTYNHOCTM MHGpopMaLMK 1 (UNK) cepBuUca,
paspyleHna nHdopmaumm n (Unn) cepemca HeobxoaMmo NOATBEPANTb, Kakme NocneacTBusa MMenn MecTo
BCNeAcTBMe gaHHOro nHuuaeHTta. [Npumepamm Kateropmia nocrneactBrn ABNSAOTCS:

- bMHaAHCOBbIE YObITKU/paspyLueHne busHec-onepaLui;

- yliepd KoMMep4yeCcknm N 3KOHOMUYECKUM NHTEepecamM:;

- ywepod ans nHdpopmaunn, cogepkallen nepcoHanbHble AaHHbIE;

- HapyLleHWe NpaBOBLIX N HOPMATUBHLIX 0DS13aTENbLCTB;

- yuwiepb ansa MeHemkMmeHTa 1 busHec-onepawun;

- yTpaTa npecTtka opraHmsauunu.

[1na oTHeceHUa NoTeHUManbHbIX U PakTUYEeCKUX BO3OACUCTBUN K TOWU NN UHOW KaTeropum Heobxoammo
MCNOMNb30BATb COOTBETCTBYOLME PEeKOMEHaALIMN, KOTOpble OTHOCUNN Bbl NX K MHUKMAeHTY B 1 BHoCHnUck B
ot4yeT no nHumaeHtam Ub. INpumepbl pekoMmeHaaunn npuseaeHsl B NpUnoXXeHum B.

8.5 PearnpoBaHue Ha MHLUUAOEHTDI

8.5.1 HemeaneHHoe pearnpoBaHue

8.5.1.1 Ob63op

B donbLlMHCTBE crny4vaeB nocne noaresepxaeHus nHumnageHTa uneH N'PUNB BeinonHAeT AeUCTBUS NO He-
MeaneHHOMY pearnpoBaHUlo 0THOCUTENLHO nHUMaeHTa Ub, pernctpaunm nogpobHocTen B popme oTveTa 06
nHumnaeHTte Vb, BBeaeHuto B 6asy aaHHbIX cobbITMA/MHUMAeHTOB VB 1 yBegOMNEHWIO COTPYAHUKOB OpraHm3a-
L1 o TpebyeMblxX AencTBusx Ha nHunaeHTt Nb. PesynbTaToM gaHHBIX AEUCTBUN MOXKET ObITb NPUHATUE aBa-
PUMHBIX 3aLUUTHBLIX Mep (Hanpumep OTKNYeHUe aTakoBaHHOU MHOpMaLMOHHOW CUCTeMbl, cepBUca U (UNA)
CeTu No npeaBapuTeribHOMY corfnalleHUlo ¢ COOTBEeTCTBYILWMM pykoBoacTBoM N T-nogpasgeneHna n (Mnn)
OUN3HEeC-pyKOBOACTBOM) U (UNK) onpeaeneHne AoONONHUTENMbHBIX MOCTOSAHHBLIX 3aLLMTHBLIX Mep 1 yBeaAoOMIeHMe
COTPYAHMKOB opraHMsalm o NPUHATUN 3TUX Mep. Ecnn aBapuinHele 3alTHbIE Mepbl HE MPUMEHEHLI, TO HYX-
HO onpeaennTb 3HauYnTeNnbHOCTb MHUMAeHTa b no oueHOYHOU WKane, NPUHATOU B opraHisauni, 1 ecin nH-
imaeHt Wb poctatoyHo «3HavuTeneH», TO 06 9TOM HeobxoaumMoO HenocpeacTBEeHHO YBEAOMUTH
COOTBETCTBYIOLLEE BblLIECTOsALlEEe PYKOBOACTBO. Ecnn oveBnaHa HeobXoaAMMOCTb OOBABNEHUSA «KPUSUCHOW
CUTYyaLUN», pyKOBOOAUTENb, OTBEYaloLLKN 3a obecneyveHne HenpepbIBHOCTN BU3Heca, A0IMKEH ObITh OMOBELLEH
O BO3MOXHOW aKTuBM3auMM nnaHa obecnevyeHUs HenpepbiBHOCTUM OuU3Heca, npuyeMm Heobxoanmo
nponHgopmupoBaTthb pykosoautena [ PUUB u BeilecTosALLlee pyKOBOACTBO.

8.9.1.2 lNpumepHbIe 4ENCTBUSA MO pearnpoBaHUIO

[lpumepom OAenCTBMN NO HeEMeaNeHHOMY pearMpoBaHUio B clydyae npegHamMmepeHHOU atakm Ha MHAop-
MAaLIMOHHYIO CUCTEMY, CEPBUC U (UNN) CETb MOXKET DbITh TO, YTO OHWN OCTAOTCH NOAKMHOYEHHBIMU K AHTEPHETY U
OPYrUM ceTsaM C Lienblo!

- obecneyeHUs NpaBUNbHOro PYHKLUOHNPOBAHUA KPUTUYECKU BaXKHbIX DU3HEC-NPUNOKEHNN;

- cbopa Hanbonee NonHoW HopMaL MK O HapyLLUTENe NPU YCNOBUK, €ClNI OH He 3HAET, YTO HaXoAUTCS
noa HabrnogeHnem.

OgHako Npu NPUHATUK peLlleHnda No pearmpoBaHUio HYXXHO yUYMTbIBaTL cnedytowme oakTopbl:

- HApYLWIMTENb MOXET NOYYBCTBOBATh, UTO HAaXoaUTCs noa HabnoaeHnem, U NpeanpuHATL AeUCTBUSA, Ha-
HoCALLMe aanbHenwWwnn yulepb atakoBaHHOM cUCTEME, CEePBUCY U (UNN) CETU U AAaHHBIM;

- HApYLWINTENb MOXET paspyLwnTb MHpOopMaLunio, KoTopasi CMoCODCTBYET ero 0TCNEXUBaHUIO.

Ba)Ho, 4TOObLI NPpU MNPUHATUN COOTBETCTBYIOLLIETO pelleHUs Obifna TeXHU4Yeckast BO3MOXHOCTb ObICTPO U
HadeXXHO OTKMIOYUTb aTakoBaHHYHO MHOPMAaLMOHHYIO CUCTEMY, cepBUC U (UNK) ceTb. OgHaKko ANnd npeaoTepa-
LLIEHNS TAKOTO OTKIMIOYEHUS HE UMEOLLM Ha 3TO NpaBo NePCOHaNoM HEObX0AUMMO NPUMEHSITL COOTBETCTBYHO-
LLine cpeacTBa ayTeHTUUKaLnn.

[TlpepoTBpalleHne NOBTOPHOro NPOosiBNEHNs MHUMAEHTa ObbIMHO ABNAeTCA Obonee NpUopnUTeTHOW 3aaa-
yel. B HeKOTOPLIX cryYasix He0bXOAUMO YUUTLIBATL TO, UTO HAPYLLUUTENb BLIABUN cnaboe MeCcTo, KOTopoe A0T-
)XKHO ObITb YCTPAHEHO, a BhIrodbl OT BhISBMIEHUSI HAPYLUIMTENS HEe OnpaBabIBaoT 3aTpavyeHHbIX Ha 3TO YCUMUA.
OT0 0CODEeHHO cnpaBeanmMBO, eCN HAPYLIUTENb HA CaMOM AerNe He SIBNAETCA 3N0YMbILUNEHHUKOM N HE HaHeC
O6OMbLLIOro NN BoobLLE HE NMPUMUHNN HUKAKOro yilepba.

Uto kacaetcsa apyrux nHunaeHtoB Wb, kKpome npegHamMepeHHOW aTtaku, TO UX UCTOYHUK AOJTKEH ObITh
naeHTudpnunposaH. Moxet notpedboBaTbCHa OTKNHOYEHUE MHPOPMALIMOHHOW CUCTEMBI, CepBUCaA U (MNA) CETH
NN N30NALMA COOTBETCTBYIOLMX UX YacTen nocne nonyyYyeHnd npeaBapUTeribHOro cornacusa COOTBETCTBYIHO-
lwero pykosoactea UT n (Mnn) bnusHec-pykoBoaMTENS Ha BpeMsl BHEAPEHUS 3aLUMTHBLIX Mep. Na 9TOro MOXeT
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notpedoBaTbca OonblLUe BpeMeHW, ecinu ysa3BnumMoe MecTo Ans MHQOoPMaLMOHHOM CUCTEMBI, cepBuca 1 (Unm)
NS CETU OKAKETCH CYLLIECTBEHHbLIM UMW KPUTUYECKN BaXKHBIM.

LOpyriam aencTtemem no pearmpoBaHUo MOXET DbITb akTUBU3aLUUA METOAOB HabNtoaeHUs [4]. 3To AencTeume

OOJDKHO OCYLLUECTBNATLCA Ha OCHOBe npoleayp, AOKYMEHTUPOBAHHLIX ANA CUCTEMbl MeHeKMeHTa UHLUMAEH-
TOB UB.

MHpopmaumns, koTopad Morna obiTe NoBpeXxaeHa B pesynsTtaTte nHumnaeHTa Vb, aonxHa bbiTb NpoBepe-
Ha yneHom [ PUWB no pesepBHBIM 3anncam Ha npegmMmeT M3MeHeHUd, cTupaHnuga nnu mogmndgunkaum nHdpopma-
Unn. MoxeT BO3HUKHYTb HeobXoAMMOCTb MPOBEPKN LEeNOCTHOCTU KYPHaNoB peructpaunn, MNOCKOMbKY
3rIOHaMepeHHbIM HapyLUMUTEeNb MOXET nogaenaTtb UX ¢ Lenbio COKPbITUA crnedoB NPOHUKHOBEHUS.

8.5.1.3 ObHoBMneHne nHpopmaLm od MHUMaeHTax

Hes3aBucumo o1 nocneayowmnx aenctemni, cotpyaHuk F'PUNB gonxkeH obHoBUTL oT4eT 00 nHumaeHTe Ub
C MaKkcuManbHOW ageTanusaunen, 4o6aBUTb ero B 6asy AaHHbIX cobbiTU/MHUMAEHTOB VB, onoBecTuB 00 3TOM
pykosoautensa NrPUNB u (npu HeobxoamnumocTit) apyrux nuy,. OBHOBNAOT crieayowyo MHopMaLnto:

- 0 TOM, YTO nNpeactasnseT cobon nHunaeHT UB;

- 0 TOM, 4YTO ABUMOCL NPUYNHON, YEM NN KEM OH Dbl Bbl3BaH;

- HA YTO BO3OEUCTBYET UM MOT BO3AEUCTBOBATD;

- 0 haKTUYECKOM UMK noTeHumansHOM Bo3gencTeum nHumnaeHta NIb Ha busHec opraHmnsauuu;

- 00 N3MEHEHNAX B YKa3aHUN Ha BEPOATHYIO 3HAYUTENBHOCTb UMW HEe3HaYNTEeNbHOCTL MHUMAeHTa b (no
LLIKane cepbe3HOCTU, MPUHATON B opraHusaLnmn);

- 0 TOM, Kak oH obpabaTbiBanca 4o 3TOro BpeMeHMu.

Ecnn nHumaeHT VB paspellueH, To oT4eT A0OMKEeH coaepKaTb NogpobHOCTU NpeanpUHATBLIX 3aLlUTHBIX
Mep N U3BMeYEeHHbIX YPOKOB (HanpumMmep OonNonHUTeNbHbIe 3allUTHBIe Mepbl, KOTopble cneayeT NpeanpuHATb
Ons npegoTepaLlleHnst NOBTOPHOro nosiBNeHns gaHHoro nHuuaenta b nnn nogobHeix emy nHunaeHToB UB).
OBOHOBMNEHHLIN OTYET cneayeT AobaBnATL B 0a3y AaHHbLIX cOObITUW/MHUMAEHTOB VB 1 yBegOMNATL pYKOBOAN-
Tensa NPUNB 1 gpyriux nuy, no ux TpeboBaHuio.

[[PUNB oTBevaeT 3a obecneveHne 6e3onacHoro xpaHeHnUs MHgopmaumn, OTHOCSLWENCH K AaHHOMY MH-
umnaeHTy b, ¢ uenbio BO3IMOXHOIo npoBeaeHnsa aanbHenlen akCcnepTsbl 1 BO3MOXHOTO UCNONMb30BaHUA Cy-
OCM B KadecTBe [AokasaTtenbcTBa. Hanpumep, and uHumageHta Wb, opueHTupoBaHHoro Ha WT, nocne
nepBoOHavanbHOro obHapyxeHus HuuaeHTa VIb Bce HeNOCTOAHHbIE AaHHBIE AOMKHBI ObITb CODpaHbl 40 OT-
KInoYeHUs nopakeHHon cuctembl AT, cepBuca 1 (Mnn) cetn oo npoBeaeHUs cyaedbHoro paccnegoBaHus.
[TpeaHasHaveHHasa anga coopa nMHopmMauna coaepXXnMT ceegeHns o NdbIX PYHKLUMOHUPYIIOLWNX npoLieccax u
XPaHUTCH B NaMATH, Kawe 1 pernuctpax. [Npn 3ToM HeobXoaMMo:

- B 3@aBUCMMOCTU OT Xapakrepa nHumnageHta b nposecTtn nonHoe aydbnupoBaHne Nnopa)KeHHOU CUCTEMBI,
cepBuUca 1 (UNn) ceTn Ha cnyvan cyaedbHoro pasdbmpartenbCTBa UMK pe3epBHOE KOMUPOBAHME XXYPHaloB U BaX-
HbIX pannoB;

- cobpaTb U NpoaHanM3npoBaTh XypHanbl coceaHUX CUCTEM, CEPBUCOB U (UNN) CETEN, HANPUMEP, Map-
LLIPYTU3ATOPOB N MeXceTeBbIX 3KPaHOB,;

- BCHO CODpaHHyo MHQOPMALMIO XPaHUTb Ha HOCUTENSIX TONLKO ANSl UTEHUS;

- MPUW BbINOMHEHUU AYB6NMpoBaHNA Ha cny4an cyaebHoro pasbupartenscTea 0b6ecneynTb NPUCYTCTBUE HE
MeHee ABYX NuL, Ansl yTBepXKAaeHUs1 U NOoATBEPXKAEHUS TOro, YTo BCE AEeUCTBUSA ObINN BBINOMHEHBLI COrNAacHoO
OeUCTBYIOLLEMY HOPMAaTUBHOMY 3aKoHOAaTelbCTBY;

- JOKYMEHTUPOBaTb U XpaHUTb BMecTe ¢ UcxogHbIMU HocUTenamMmun cneundmkauimm M onmcaHnga cepBuc-
HbIX KOMaHA, KOTOopble UCMONb3YHTCA ANa AyOnupoBaHusa Ha cnydan cyaedbHoro pasbupaTtenbCcTBa.

UneH NTPUNB Takke ssBNsieTcs1 OTBETCTBEHHbLIM, €CIN 3TO BO3IMOXKHO, BO BpeMs 0OHOBNEHUA NHOpMa-
Lnn 06 nHumaeHTax Vb 3a BosBpalleHmne B beszonacHoe paboyee COCTOAHNE NOPaXeHHbIX YCTPOUCTB (MMEeto-
LLIMX U HEe UMeroLWnX oTHoweHMe K UT) B MHTepecax UCKITIYEeHUSA aTak Ha 3TU YCTPOUCTBA.

8.5.1.4 [NononHutenbHble AEACTBUS

[1on onpepeneHun dnedom PGB peanbHocTM nMHUuMaeHTa b ero aononHUTENbHBIMA OEUCTBUAMMN
NOJMKHbI ObITh:

- NPOBeAeHNE NMPaBOBON 3KCNEPTUIBI;

- MIHPOPMUPOBaHWE NL, OTBETCTBEHHLIX 3a nepegavy MHpopmMaun BHYTPU opraHusaunum 1 3a ee npe-
aenamu, o pakTax n npeanoXxeHUax no MHdopmaunm, KOTopyo Haao nepegath, B KAKOU opMe U KOMY.

[Tocne BO3MOXHO Hanbonee nogpodbHoro 3anonHeHust otyeTta 0ob nHumaeHTe Ib otueT BBOAUTCS B Hasy
OaHHbIX cobbiTn/nHUMaeHToB VB 1 nepenaetca pykosogutento PUNB.
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Ecnu Bpemsa paccnegoBaHUAa NpeBbIlLIAeT BPeMd, paHee cornacoBaHHOE BHYTPU opraHusaunn, To COo-
CTaBNAETCA NPOMEXYTOUHLIN OTUET.

“nen 'PUNB, oueHusarowmm nHunaeHT Vb, Ha ocHoBaHMKM pyKOBOACTBA, coaepKallerocs B AOKYMeHTa-
LW CUCTEeMbl MeHeKMeHTa nHunaeHToB Vb, aonXeH 3HaTh:

- Korga n KoMy HeobxoanMmo HanpaenATb MaTepuansl;

- YTO Npun ocyllecTeneHun ntobon gearensHoct FPUNB Heobxoanmo cneaoBaTh AOKYMEHTUPOBAHHBIM
npoueaypam KoHTpONsA 3a BHeceHUeM U3MeHeHUN.

[Tpn HanuuMn npobnem U ecrnin CYUTAETCH, YTO CYLLUECTBYIOT NpobnemMbl B OTHOLIEHUA OOBIYHBIX
CPpeAacCTB CBA3M (Hanpumep, C 3NeKTPOHHOW NoYToWN), BKoYaa cnydaun, Korga cuctema, BO3MOXHO, NoaBepraeT-
CH aTtake U uenecoobpasHo caenartbh BbiBOA, UTO MHUMAEHT VB aBnsieTcsa s3HaunUTensHbIM 1 (UN) Obina onpe-
aeneHa «KpUsncHast cuTyauus», TO cnegyeTt, B MNepByo odvepenb, coobwmte o6 wuHumaeHte WB
OTBETCTBEHHLIM NALAM NTMYHO, MO TenedoHY NN TEKCTOBLIM COODLLEHNEM.

[Tpn HeobxoaumocTu pykosoauTens [ PUWB coBmMecTHO ¢ pykoBoauTenem ocbecneveHns 6e30nacHOCTA
b opraHnsaumm n COOTBETCTBYOLWMM pyKOBOAUTENEM opraHmnsauum (4eHoOM coBeTa AUPEKTOPOB) npasre-
HMUA OOJDKHBI CBA3aTLCA CO BCeMU oTAeNnaMun, KOTopble BOBMeYeHbl B MHUMAEHT B Kak BHYTpu opraHusayuu,
Tak 1 3a ee npegenamu (cMm. 7.5.3 n 7.5.4).

[na obicTpon 1 3P eKTUBHON OpraHn3aL M CBA3N HEODXOANMMO 3apaHee YCTaHOBUTL HaAeXHbIM MeTO
nepegadvm MHpoOpMaLun, He 3aBUCALLMA NONMHOCTBLIO OT CUCTEMBI, CepBUCA UMK CETU, HAa KOTOPbIE MOXET BO3-
nencteoBaTth MHUKMAEHT NB. Takne mepbl NpeaoCTOPOXKHOCTM MOTYT BKNOYAaTh B cebA HasHaveHne pe3epBHbIX
KOHCYNbTAHTOB WNK NpeacTaBUTENEN opraHusauuM Ha chnydal OTCYTCTBUA KOro-nmMbo U3 ee OCHOBHbIX
pyKOBOOUTENEN.

8.5.2 KoHTponupyeMocTb MHUUOEHTA

[locne nHuummnposaHua dneHom [PUMB HemeaneHHOro pearnpoBaHUAa COOTBETCTBYIOLWLIEN NMPaBOBOU
JKCNepTU3bl N A4eUCTBMK NO nepeaade nHgopmaumm HeobxoanMmMo cpoYHO yoeanTbCH, HaXxoanTCAa N UHUUOEHT
B noa koHTponeMm. Npu HeobxoanmocTn YneH NPUNB MoXeT NpoKOHCYNbTUPOBAaTLCH C KOMNeramm, pykoBo-
antenem N'PUNB n (unn) gpyrumm coTpyagHukamm opraHmsaumi.

Ecnu noaTeepxaaeTtcd, Uto MHUMAeHT b HaxoauTca nog koHTponem, To dYneHd [ PUB aonxeH nepentu
K APYrMmMm gansHenwmnmm HeobxoaumMeiM AEUCTBUSIM MO pearMpoBaHnIo, NpoBeaeHUo NPaBOBOMN 3KCMEPTU3bI W
lepegadve nHopmauum (cm. 8.5.3, 8.5.5 1 8.5.6) ¢ uenbro nukengaunm nHumnaeHta YIb n socctaHoBNeHMA HOp-
MasibHOMN paboTbl NopaxeHHoW MHDOPMAaLMOHHOW CUCTEMBI.

Ecnu He noaTBepxaaeTcs, YTo MHUMAeHT B HaxoauTesa noa koHTponem, uneH I PUB gonmxkeH nHUummn-
POBAaTb «aHTUKPU3IUCHBIE» OeUCTBUA (CM. 8.5.4).

8.5.3 llocneaywliee pearupoBaHue

Onpegenus, 4To MHUKMAEHT B HaxoguTcs nog KOHTPOMNEeM 1 He ABNAETCH ODBEKTOM «aHTUKPU3UCHOW
cutyauuny», uneH NPUUB gomkeH onpeaennts HeOBXOAUMOCTb U BEPOATHLIE CNOCcobObLl AanbHEULLEro pearu-
POBaHWA B OTHOLUEHUN AaHHOro nHUKMAeHTa. PearmpoBaHne MOXeT BKIToYaTh B cebsl BOCCTAHOBMNEHMEe nopa-
XXEeHHBbIX MHPOPMaLMOHHBIX cncTeM(bl), cepBucoa(a) U (Unn) ceten(n) Ao HopMarnbHOro padbovyero COCTOSAHUS.
3atem uneH PUNB ponmxeH 3aHecTn aetanu B popmy otveTa 06 nHumnaeHte UIb 1 6asy aaHHbIX cOObITUA/UH-
LnaeHToB UB, a Takke nponHdopmMnpoBaTh 06 3TOM ML, OTBETCTBEHHLIX 3a 3aBepLUEHNE COOTBETCTBYIOLLMNX
nenctemi. NogpoObHOCTN yCneLwHOoro 3aBepLueHnst 3STUxX A4eNcTBU HeobxoanMmo BHeECTU B popMy oTveTa 00 UH-
unaeHTe b 1 6asy gaHHbIX cobbiTun/MHUMAEHTOB VB, a 3atem uHumMaeHT VB aomkeH ObITb 3aKpbiT U
COOTBETCTBYHIOLLMN NepcoHan AoMKeH ObITb NPONHPOPMNPOBaH 00 3TOM.

HekoTopble pearMpoBaHUa O0/BKHbLI ObITb HanpaBreHbl Ha NpeaoTBpalleHne NoBTOpeHUs noaobHOoro
eMy nHumnaeHTta Mb. Hanpumep, ecnu onpegeneHo, 4to npudnHon nHumuaeHTa UIb asnaeTtca otkas annapartyp-
HOW YacTU UNn nporpamMmmHoro obecneyeHnsa VT ns-3a 0TCYTCTBUA BCTABOK B NPOrpamMmy («natyen»), To B 3TOM
cny4vyae HeobxoanMmMo HeMeaneHHO CBS3aThCA € nocTaBLlmMkoM. Ecnn npuvnHon nHumnaeHTa Vb dbina nsBecT-
Hasa ya3BUMocCTb VT, To oHa AomKkHa ObITb YCTpaHeHa COOTBETCTBYHOLWMM 0OHOBNeHMEM 3alnTel MB. Heobxo-
ONMMO TakkKe pewmnTb nodble Npobnemsl, cBsizaHHble ¢ KoHpurypaumen AT 1 BeisBNeHHbIM MHUMAeHTOM UB.
Opyrumm mepamm yMeHbLLIEHNS BO3MOXHOCTU MOBTOPEHUA NN NOABNEHUA Takoro nHuuaeHTta b nnu noaoo-
HOrC eMy UHLIMAEHTa MOTYT ObITb UBMEHEHNE CUCTEMHbIX Mapofien U OTKIMHOHYEHNE HEUCTNIONBb3YEMbIX CEPBUCOB.

Opyraa obnactb AeATeNnbHOCTU Mo pearMpoBaHntc Ha nHUMaeHT b MoXkeT BkntovaTbk B €01 MOHUTO-
PUHT cucTeMbl, cepBuca n (unn) cetnt UT. Cneaom 3a oueHkon nHuMaeHTa b moxeT okazaTbca Lenecoobpas-
HbIM BBECTU AOMNONMHUTENbHbLIE 3aLUUTHLIE MEepbl MOHUTOPUHIa ANg COAEUCTBUS B OOHAPYXXeHUN HEODBLIYHbIX
NN NOAO3PUTENBHLIX CODLITUN, KOTOPLIE MOTYT OKasaTbCH NpusHakaMmn nHunaeHToB B, Tako MOHUTOPWHS
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MOMOXET Takke rmyoxe packpblTb MHUMAEHT B 1 ngeHtugpunumnposarts apyrue cuctemsl UT, koTopble noa-
BEprinncb KoMrnpomeTtauuun.

MoeT BO3HUKHYTb HEODXOAUMOCTb B aKTUBU3AL MK cneLmarnbHbiX pearnpoBaHnuii, AOKYMEHTUPOBAHHBLIX
B COOTBETCTBYIOLLEM nNfaHe obecrneyeHUsa HenpepbIBHOCTU DU3HecC-NpoLecca, KoTopble MOXXHO NPUMEHUTL K
nHumngeHtam b kak cBAsaHHbIM, Tak U He cBdA3aHHbIM ¢ UT. CneunanbHble pearnpoBaHUs AOMKHbLI ObITb
npeaycMoTpeHbl 451 BCeX acnekToB busHeca, CBA3aHHbIX He TONMbKO HenocpeacTBeHHO ¢ T, HO TakKe ¢ noa-
OePXXKoN KnoveBbiX PyHKUMN BUsHeca 1 nocneayrowero BOCCTAHOBNEHNS C MOMOLLbIO peyYeBOn CETU CBA3NU U
pn3ndecknx yCTpoOUCTB.

Ewe ogHon obnacTtbio pearMpoBaHns ABNSIETCH BOCCTAHOBNEHUE NopaXKeHHbIX MHPOpMaLMOHHBIX CUC-
TeM(bl), cepBUCOB(a) 1 (UNn) ceTen(n) 40 HopManbHOro paboyvero cocToaHUsA. BoccTaHOBNEHUE NopaXXeHHbIX
cuctemM(bl), cepBucos(a) n (Mnn) ceten(n) o GesonacHoro pabovero COCTOSIHUA MOXET ObITb OCYLLECTBNEHO
NMPpUMEeHeHNUeM «naTtyen» Ans U3BECTHLIX YA3BUMOCTEN UMK OTKITIOUEHUEM CKOMMPOMETUPOBAHHBLIX 3N1eMeH-
TOB. ECcnn BCneacTBME YHUYTOXEHUSA XXYPHaNOB peructpauin Bo BpemMs aenctena nHumgeHTa b ncuesaer
BeCb 0O6beM nHpopmauunm 0d nHumnaeHte b, moxeT notpedboBaTbCs NonHasa NepecTponka CUCTEMBI, CepBUCa
n (Unn) cetn. Takke MOXeET NOTPeboBaTbCH aKTUBU3ALIMA YacTU COOTBETCTBYHOLLEro nnaHa HenpepbIBHOCTU
bunsHeca.

Ecnn nHumnaeHT b, He cBsA3aHHbIM ¢ AT, Hanpumep, cnpoBOUUPOBaH NoXapoM, HaBOAHEHUEM UMK
B3PbLIBOM, TO BbINONHAKTCA AENCTBUA MO BOCCTAHOBNEHUIO, AOKYMEHTUPOBAaHHLIE B COOTBETCTBYIOLLEM NaHe
obecre4veHns HenpepbIBHOCTU BU3Heca.

8.5.4 «AHTUKPU3UCHBLIE» OeNCTBUSA

MoxkeT cnydntbecd Tak (cMm. 8.5.2), uto npu onpegeneHun I PUUB koHTponupyeTtca nn nHumaeHTt Ub,
rpynna npuaeT K BeiBoAY, UTo HUKMAEHT UMb He HaxoauTcst nod KOHTPOoNeM 1 AomKeH ocbpabaThiBaTbCA B PEXU-
ME «aHTUKPUIUCHBIX AeUCTBMKA». B STOM cnyvyae UCMonb3yeTcd npeaBapuTeribHO paspaboTaHHbIA MnaH
(NNaHbl).

NMyvwine BapunaHTbl 006pPabOTKN BCEX BO3MOXKHLIX TUNOB MHUMAEHTOB VB, KOTOpbLIE MOTYT MOBMUSITL Ha
OOCTYMHOCTb/pa3pylUeHne U, B HEKOTOPOW CTEMNEHU, Ha LEeNMOCTHOCTb MHPOPMALMOHHOW CUCTEMBI, OOJTKHbI
ObITb onpeaeneHbl B cTpaternm obecnevyeHns HenpepbIBHOCTU BU3Heca opraHnsaunn. 3T BapuaHTbl AOSMKHbI
ObITb HEMOCPEACTBEHHO CBSI3aHbI C NpUopuTeTaMmn busHeca opraHmsaLmm n COOTBETCTBYHOLLMMMN BPEMEHHBIMU
paMKaMi BOCCTaHOBMEHNA DU3HEC-NPOoLEecCoB U, ceaoBaTellbHO, ¢ MaKCUMaribHO NpUueMnemMbliM BpEeMEHEM
npoctost T, peuyeBon CBA3N, NepcoHana un pasmelleHus. B nnaHe Heobxoanumo onpeaennTb:

- NpeaynpexaatoLwme, nogaepxmearoLlme mepbl obecneyveHnsa HenpepbIBHOCTU b3Heca U YCTOUYUBOC-
T K BHELUHUM U3MEHEHUAM;

- OpraHnU3aUNOHHYIO CTPYKTYPY U 0DS13aHHOCTU, CBA3AHHbIE C yNpaBneHUeEM NMaHUPOBaHUA HEMPEepPbIB-
HOCTW BU3Heca;

- CTPYKTYPY N OCHOBHbIE NONOXEHUS niaHa (nnaHoB) obecneyeHnsa HeNpepbIBHOCTU DU3HecCa.

[TnaH (nnaHbl) cbecnevyeHns HeENpepbIBHOCTU DU3Heca U 3allUTHBIE Mepbl AN NOAAEPXKKA aKTUBU3aLMU
3TOro (3TNX) NnaHa (N1aHoB), NPOTECTUPOBAHHLIX U NMPU3HAHHBLIX YAOBNETBOPUTENbHBIMWA, ACITKHBI Co3aaTh
OCHOBY ANS1 BeAeHNs Hanbonee «aHTUKPUIUCHBIX» ASUCTBUA, ANS KOTOPLIX OHU NpeaHasHaveHHhbl.

Ldpyrmue Tunbl BO3MOXHBIX «aHTUKPU3NCHBIX OENCTBUN» BKNHOYAOT B Ce0s1 (HO HE orpaHUYnBalOTCS) akTU-
BM3aLUWeN:

- CPpedCTB NOXapoTYyLUeHUAa 1 Npoueayp 3Bakyauuu;

- CpedcCTB npegoTBpalleHna HaBogHeHUA 1 npouedyp aBakyauunu;

- CpeACcTB NpeaoTBpalleHns B3pbiBa OOMOLI U COOTBETCTBYHOLLKMX NpoLeayp 3Bakyauuu;

- paboTHI cNeunannucToB NO paccnenoBaHuUio pakToB MoWEeHHUYecTBa B UHPOPMALIMOHHBIX CUCTEMAX;

- paboTbI cneunanucToB No paccnegoBaHMo TEXHUYECKNX aTak.

8.5.5 lpaBoBan akcnepTUla

Ecnu B Xxoae npeabiaywien oLueHkM deina onpegeneHa HeobXoAMMOCTb NPaBOBOW 3KCNEPTU3bI B LLENSIX
aokasatenbCTBa 3HaunuTenbHoro nHumngeHTa b, npaesosyto akcneptusy nposoaut [ PUNB. B uenax nposege-
HK1SA Bornee NoapodbHOW aKCNepTU3bl KOHKpeTHOro nHunageHta b Heobxoamumo NpMMeHaTb cneacTBeHHble Me-
TOObl WU cpegcTBa, OcHoBaHHble Ha WUT M noggepXxuBaemble AOKYMEHTUPOBAHHBIMU npoueagypamu, He
Mcnonb3yemMble paHee B npouecce MmeHemxkMeHTa nHUMaeHToB VB, Takyto skcnepTmnay NpoBoAAT CTPYKTYPHBIM
MeTOAOM W OnpedensarnT, YTO MOXET WCMNOoMb3oBaTbCA B KayvyecTBe [AoKasaTellbCTBa MPU BHYTPEHHUX
OUCUMNIMMHAPHBLIX pasbupaTenbcTBax Unu B Xxoae cyaebHbIX NpoLeCcCcoB.

[1na npoBegeHUA NpaBOBOW SKCNEPTU3bl MOTYT UCMONbL30BaTLCA TeXHUYecKMe (Hanpumep cpeacrtsa u
MeTodbl ayauTa, cpeacTBa BOCCTAHOBIIEHUA CBUAETENBLCTB) U NporpaMmHble cpeacTBa, 3alluLLeHHbIe Chy-
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XebHble NMoMeLLeHUs, a TakKe COOTBETCTBYOLWMN nepcoHan. Kaxagoe AenUcTBME NPaBOBOW 3KCNEPTU3bI A0I-
XHO ObITb MOMHOCTBIO OOKYMEHTUPOBAHO, BKMoYasi npeactaBneHne COOTBETCTBYIOWMX doTorpadpuu,
COCTaBMEHNE OTYETOB 0O aHanM3e pe3ynbTaToB ayauTa, NPoOBEPKY XXypHanoB BOCCTAHOBMNEHUA AaHHbIX. KBa-
nupukaums niuua unu nuy, NPoBOAUBLUETC(UX) NPABOBYIO 3KCNEPTU3Y, ACIMKHA ObITb AOKYMEHTUPOBAHA TakK
Xe, Kak pesynbTaThl KBannpukaLnoHHONO TeCTUPOBaHUA. HeobXoanMmMo TakKe AOKYMEHTMPOBAaTL NoOyo apy-
Vo UHopMaL Mo, CNoCobHY NPOAEMOHCTPUPOBATE OO BLEKTUBHOCTL M NOTMYECKUN XapaKTep NpaBOBOM 3KC-
1epTn3bl. Bece 3anuncn o camux mHumaeHTax b, nesatenbHOCTU, CBA3aHHOW C NMPaBOBOW 3KCNEPTU3OU 3TUX
MHUWMOEHTOB, U T. 4., @ TaKKe COOTBETCTBYIOLLME HOCUTENN UHGpOPMaL MK O0IMKHBI XpaHUTLCA B PU3NYECcKN 3a-
LLIMLLIEHHOW cpefe N KOHTPONMMPOBAaTbLCA COOTBETCTBYOLWMMK NpoLeaypamMm And npegoTepalleHnUsa gocTyna K
HUM HEaBTOPU3OBaHHbIX NUL, € LUenbio Mmoandunkaunm sanucen. Cpeactsa npaBoOBOW 3KCNEPTU3bl, OCHOBAHHLIE
Ha npuMmeHeHnn T, 4omKHbI TOYHO COOTBETCTBOBATL NMPAaBOBbLIM HOPMaM ¢ LieNbio UCKMHOYEHUS BO3SMOXHOCTH
ocnapuBaHuns 3TOr0 COOTBETCTBUS B CyA€OHOM NOpsaKe U, B TO XKe BpeMsl, B HUX ACMKHbI YYUTLIBATLCS BCE Te-
KyLLiMe nameHeHust B TexHonorusx. B gnsundveckon cpege NPUNB Heobxoammo cozgaBaTtb HeOOXoaAUMbIE YCIOo-
BUA, rapaHTUpyloWwne HeocrnopumocTb 0bpadboTkm cBuaeTenbcTB. B noboe Bpemsa ang obecneyeHuUs
pearmpoBaHnsa Ha nHUMaeHT b vncno nepcoHana gomkHO BbiTb 4OCTAaTOUHbIM.

Co BpemMeHeM, HECOMHEHHO, BO3HUKHET HeoDXoAMMOCTL pa3paboTkm TpeboBaHUA K aHanmM3y cBUAE-
TeNbCTB B KOHTEKCTE MHOroobpasusa nHumnaeHToB Vb, BkNtovasd MOLLIEHHNYECTBO, KpaXy M akTbl BaHOanu3ma.
CnepoBartensHo, ans cogencteusa PUNB notpebyeTca bonbLiee 4Yncno cpeacrts, OCHOBaHHbLIX Ha AT, 1 BCno-
MoraTenbHbIX npoueayp Anga packpbliTUa UMHOpMaLUWMKW, CKPpbITOM B MHOPMAaLMOHHOW CUCTeMe, cepBuce
n(UNn) ceTun, BKNoYas MHpOpPMaL UKo, KoTopasd, Ha NepBbIv B3rMA4, KaXXeTcsl CTePTOW, 3allMdppoBaHHON UM MO-
BpeXaeHHOW. T cpeacTBa AOIKHbI YHUTBIBATbL BCe acrneKThbl, CBA3aHHbIe C U3BECTHLIMU TUNaMn MHUUAOEHTOB
B (pasymeeTcs, oHW OOMKHBbI ObITb AOKYMEeHTUpoBaHbI B npoueaypax NPUNB).

B coBpeMeHHbIX YCNOBUAX B NMPAaBOBYIO 3KCNEPTMU3Y YacTOo BKITHOYAKOT CINOXKHbIE cpeabl C CeTEBOU CTPYK-
TYPOW, B KOTOPLIX paccneaoBaHUe pacnpocTpaHseTcda Ha BCHO onepauuoHHYo cpeay, BKoYasa MHOXECTBO
cepBepoB (PanNoBLIN cepBep, CepBepbl NevaT, CBA3N, SMEKTPOHHOU NMoYThl U T. 4.), a TakKe cpeacTBa yaa-
neHHoro goctyna. CylecTByeT MHOIMoC MHCTPYMeHTanbHbIX CpeaAcTB, BKNoYasi CpeCcTBa Noucka TEKCTOB, NPo-
rpaMmmMmHoe obecnevyeHne POopMUPOBaAHNA U30OPaXEeHUN W NakeTbl NporpaMmm Ans NpaBOBOU 3KCNEPTUSHLI.
[ NaBHOM Lenbio npoueayp npaBoBOU 3KCNEPTU3Ll ABMAETCA COXpaHeHUe CBMAOETENbCTB B HENMPUKOCHOBEH-
HOCTWU, UX NPOBEpPKA Ha npeaMeT NPOTUBOCTOAHMS MHODbIM OCcnapuBaHUSM B Cyae U NpoBeaeHUe NpaBOBOU
3KCNepTU3bl HA TOYHOM KOMAN MCXOAHLIX AaHHBLIX C TEM, YTODLI N30eXaTb COMHEHUN B LEeNOCTHOCTU UCXOOHbIX
HOCUTENEen B Xoae aHanuTuyeckon paboThl.

ObwWwnn npoLecc NpaBoBOW 3KCNEPTU3bI A0IMKEH OXBaThiBaTh creaytolime Buabl AeATENbHOCTH:

- obecneyeHne 3alNTLI LENeBoOn CUCTEMBI, cepBMca 1 (UNK) ceTrn B npoLecce npoBeaeHUs npaBsoBO
aKCNepTu3bl OT NpeBpalleHnda NX B HeaoCTynHble, USMeHeHUsa U1 oT MHOW KOMMpoMeTaLuun, BKoYas BBeae-
H/e BUPYCOB, N obecneveHmne 3alnTbl OT BO3AEUCTBUAN NN MUHUAMAaNbHBIX BO3AEUCTBUA HA UX HOPManbHYH
paboTy;

- Ha3Ha4YeHne NpPUMopUTEeTOB cbopa AoKasaTernbCTB, TO €CTb pacCMOTPeHne nx oT Hanbonee Ao Hanme-
Hee N3MeHYMBLIX (YTO B 3HAYUTENIbHOWU CTeNneHn 3aBUCUT OT XapakTtepa nHunaeHTta VIb);

- naeHTNUKaLUna Bcex HeobXxoaumblx pannos B NpeaMeTHOU CUCTEME, cepBUCeE U (UNN) CETU, BKNOYaS
HopManbHble pannbl, Pannbl, KaXXylwneca YHUYTOXEHHBIMAU, HO He ABNAoLWMecs TakoBbIMUA, pannbl, 3aLlun-
LLIeHHbIE Naponem UnmM MHbIM obpasom, 1 3alundgpoBaHHble dannbl;

- BOCCTAHOBMNEHME KaK MOXHO BOMbLLEro Yyncna CTepThIX pannoB U APYrnMxX AaHHbIX;

- packpbiTne IP-agpecoB, UMeH XOCTOB, CeTeBLIX MapLUPYTOB U UHopMaumn Web-canTos;

- N3BNeYeHNe COAePXUMOIQ CKPbIThIX, BpeMeHHbIX baunoB U palnoB nogkadkm, UCMOoNb3yeMblX Kak
nporpaMmmMmHoe obecnevyeHmne onepauoHHON CUCTEMBI, TaK KU KakK NpUKnagHoe nporpamMmmHoe obecrnevyeHume;

- AOCTYM K COAePKMMOMY MporpaMMHOro obecneveHms 3almueHHbIX UNn 3alngpoBaHHbIX annos
(ecnun 3TO He 3anpeLleHo 3akoHoaaTeNbCTBOM);

- aHanu3 BCeX BO3IMOXHO 3HaYMMbIX OaHHbIX, HAUAEHHbIX B cneuunarnbHbiX (0ObIMHO HEOOCTYMHLIX) O0-
NacTax NamsaTy Ha gucKax;

- aHanun3 BpeMeHn goctyna K panny, ero cosgaHuga 1 UsmeHeHUs;

- aHanu3 XXypHanoB peructpauum cuctembl/cepBuca/ceTn U nNpUnoXXeHun;

- onpeaeneHne AeATenbHOCTN NoNb3oBaTenen U (Unu) NPUNOXeHNN B cucteme/cepBuce/ceTu;

- aHanu3 3NeKTPOoHHOM NOYThLlI HAa HannM4ne cxogHou MHdpopmaumn 1 ee cogepXaHus;

- MpOBeAeHUE NPOBEPOK LIENTOCTHOCTM (PalmnoB ¢ Lenbio 0bHapyXeHnsa dannos, cogepawmx « TposiH-
CKOro KOHA», U annoB, NsHavyaribHO OTCYTCTBOBaBLUMX B CUCTEME;
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- N0 BO3MOXHOCTW, aHanu3 pu3n4ecknx gokasaTenbcTB ywepba nMyLLLecTBy, Hanpumep oTne4YaTKoB
nanbLeB, pe3ynbTaToB BMAeOHAOM0AEHUA, XKYPHANOB permctTpaumm CUCTEMbl CUTHaNU3aLUmm, XXypHarnos pe-
rmcTpaLumM goctyna no nponyckam 1 onpoca cBUAeTeNeun;

- 0bpaboTKa 1 XpaHeHne AobbIThIX MOTEHUMarbHbIX CBUAETENbCTB Tak, YTobbl n3bexaTtb UX NnoBpexae-
HUSA, MPUBEAEeHUS B HErogHOCTb U NpeaoTBpalLleHUs NPpocMoTpa KOHMUAEHLUMaNIbHOro MaTepumarna HecaHKLMOo-
HUPOBaHHbIMK NULUamMun. CneayeT Noa4vYepKHyTb, YTO cOoOp AoKasaTenbCTB Bceraa AoS/hKeH NpoBOAUTbLCS B
COOTBETCTBMM C NpaBuiiamMn cyJonpous3BoaACcTBa UK chyLllaHnsa gena, AN KOTOPbIX BO3MOXHO npeacTasiie-
HUEe JaHHOro AoKa3aTenbCTBAa;

- Nony4YeHune BbIBOAOB O NpuimHax nHumageHTa b, HeobxoaumbiX AeCTBUAX N BPpEMEHN UX BbINOHEHNS
C NpUBedEeHNEM CBUAETENbCTB, BKOYas CNUCOK COOTBETCTBYOLWMX PannoB, BKIHOYEHHBIX B NMPUITOKEHNE K
rMaBHOMY OTYETY;

- obecneyeHMe 3KCNepTHOW noaaepXkm ansa nodoroe AMCUMnNIUMHapHOro UMM NpaBoBOro AenUcTBMs (Npn
HeobX0aAUMOCTN).

MeToa(bl) BEINONMHEHNS BbllLeyKasaHHbIX AeUCTBUW O0IPKEH(Hbl) AOKYMEHTUPOBATLCS B paboTe npoLie-
aypbl PUNB.

[PUNB pomxkHa obrnagaTth pa3Hoobpa3HbIMU HaBbIKAaMU B OBLIMPHOW 0Bnactn TeXHUYeCKUX 3HaHUN
(BKMOYast 3HaHWe cpeacCTB U METOAOB, KOTOPbIe, BOSMOXHO, OyAyT MCNONb30OBATLCA HAPYLINTENEM), ONbITOM
NpoBeaeHnst aHanusa/paccnegoBaHud (C y4eToM 3aLMTbl UICNOMb3YeMbIX CBUAETENLCTB), 3HAaHUEM MNP aBOBbIX

M HOPMAaTUBHbIX MOMOXEHUA U NOCTOAHHON OCBEAOMIEHHOCTbIO O TeHAEHUUAX, CBA3aHHbIX ¢ UHUMAEHTaMN
b.

8.5.6 lNepepavya nHbopmMmaLUn

Bo mHorux cnyvaax, korga N'PUB noateepanna peanbHocTb MHUMAeHTa b, BO3HMKaAeT Heobxoau-
MOCTb WHPOPMUPOBAHUS KOHKPETHBLIX NULL KakK BHYTPU opraHmsaunn (BHe OOBLIYHBLIX JNIMHWIA CBA3N MeXAay
[PUNB n pykoBOACTBOM), Tak U 3a ee npegenamMmu, Bkiodas npeccy. Ana atoro mMoryt notpedboBaTbecst He-
CKONbKO 3TanoB, HaNnpumMep: noaTeepXageHne peanbHOCTU MHUMAeHTa VIB 1 ero nogKOHTPONBHOCTU, onpeae-
neHne mHumaeHta UMb kak obbekta «aHTUKPU3UCHOWU OeATeNbHOCTU», 3aKpbiTUe M 3aBeplleHue aHanmsa
nHumaeHta Ib n dpopmunposaHme BoiBoga o6 nHumnaeHte Ub.

[1ns1 okazaHnsa coaencTBUS TaKOW AeATENbHOCTU LienecoobpasHo 3apaHee NoaAroTOBUTb KOHKPETHYH MH-
dopmaLnto ¢ Lenbto bLICTPON aganTaumn ee K obcTosATeNbCTBAM BO3HUKHOBEHUSA KOHKpETHOro niumnaeHta b
N NpegocTaBneHnst 3Ton nHdpopmaunm npecce U (UNn) ApyruMm cpeactsamM MaccoBoM MHpopmMauun. Ecnun
npecce npegocraBnsdeTca HenonHas MHpopmauus, oTHocsALWasica K nHumaeHtam Wb, To oHa aomkHa ObITh
npedocTaBneHa B COOTBETCTBUM C NONMUTUKOW pacnpocTpaHeHna nHdopMauunm opraHmnsaumn. NHgopmayug,
nognexallas pacnpocTpaHeHuo cpean obLEeCTBEHHOCT, AOMKHA ObITh NpoaHannM3npoBaHa COOTBETCTBYIO-
MU NTULAMKXA, HanpUuMep BbICLUMM PYKOBOACTBOM, KOOpAMHATOPaMKM MO CBSI3SIM C ODLLECTBEHHOCTLIO U
nepcoHanom Ub.

8.5.7 PacwupeHune ob6nactu NpUHATUA peLleHUN

MoryT BO3HUKHYTb ODCTOSITENBLCTBA, Koraa B peweHne ob nHumaeHte VIb npmnaetcs BoBnekaTb BhicLIee
PYKOBOACTBO, APYIyto rpynny BHYTPpU opraHusauum Unu nuuo/rpynny CTOpoHHEN opraHmsaunn. Pedb MOXeT
MOTUA O NPUHATUN peLlleHUA OTHOCUTENbHO pekoMeHayeMbIX AeUCTBUN, OTHOCALWMXCA K MHUuaeHTy Vb, nnu
OanbHeulen oLeHKe ¢ Lienblo onpegeneHns TpedbyemMeix AeUCTBUA. PaclumpeHne obnacTt NpUHATUA peLle-
HUA MOXKET NOTPpeboBaTLCA BCre 3a npoueccamMmm oLUEeHKU B COOTBETCTBUN € 8.4 U NPOUCX0ANTL B Xo4e Npo-
LIeCCOB OLEHKW, ecnun npobnema CTaHOBUTCHA OY4EBUOHOW Ha paHHen cTaaun ee obHapyXeHus. 1na Tex, KoMy
Korga-nnbo npuaeTca NPUHUMaThL pelleHne o paclinpeHnn obnacTn NPUHATUS PELLIEHWUA, TO eCTb NS rpynnbl
obecnevyeHna akcnnyatauum n udneHos [PUNB, HeobxoaomMmMo WMMeTb COOTBETCTBYHOLWlEE oOnucaHue B
OOKYMeHTaUuUn CUCTeMbl MeHepKMeHTa MHUmMaeHToB Ub.

8.5.8 Peructpauua peATenbHOCTU U KOHTPOIb 3a BHECEHUEeM U3MEeHEeHUN

CnegyeTt NnoAvYepPKHYTh, YTO BCe, KTO NpuyacTeH K onoBeLleHUo (MHPOPMUPOBaHUIO) U MEHEAXKMEHTY UH-
uuaeHToB Vb, aormkHel Haanexawmm obpasom permcTpupoBaTh BCe CBOU ASUACTBUSI HA criydan X ganbHeun-
lwero aHanmaa. NIHgopmauunio ob aTux AencTBUsaX BHOCAT B hopMmy oTtdyeTa 00 uHuuageHtax Ib n B H6asy
OaHHbIX cobbITMN/MHUMAeHTOB B, HenpepbIBHO 0OHOBNAEMYIO B TEYEHWE BCErO BpeMEHN AEeUCTBUA UHLNOEH-
Ta Vb, oT nepBon popMbl 0TYETa A0 3aBeplleHUda aHanuasa nHumaeHta Ub. OT1a nHgpopmaumna aomkHa xpa-
HATLCS MO BO3MOXXHOCTU C MPUMEHEHMEM cPeacTB 3alnThl N obecneyveHnemMm COOTBETCTBYIOLLErro peXuma
pe3epBUpoBaHUA. Kpome Toro, usmeHeHus, BHOCUMBIE B npoLlecce otcnexuneanuns nHumnaenta Vb, obHoBne-
HUSA bopM oTveTa 1 6as aaHHbIX cobbITUU/MHUKMAEHTOB VB, AOMXHBI BHOCUTLCH B COOTBETCTBUN C hopManbHO
NMPUHATOMN CUCTEMOUN KOHTPOS 3a BHECEHUEM U3MEHEHU.
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9 Otan «AHanu3s»

9.1 BBegeHue

[Tocne NpUHATUS pelleHnsa O 3akpbITUKM nHUumMaeHTa Ib Heobxoamumo NpoBeCTU AarnbHEULLYHO NMPaBOBYHO
AKCMEePTU3Y N aHann3 ¢ Lenbto onpegeneHnst U3BMeYeHHbIX YPOKOB U NOTEHLMAaNbHbIX YRy4lleHn obLlen be-
30MAaCHOCTN N CUCTEMbI MeHeaKMeHTa nHumaeHToB Ub.

9.2 NanbHeUwaa npaBoBas 3IKCNepTU3la

MHoraa nocne 3akpbiTUa UHUMAeHTa VIB MoXeT no-npeXxHemMy coxXpaHAaATbCA HeobXoaAUMOCTL NpoBeae-
HUA NPaBOBOU 3KCNEPTU3bI C LUenbto onpeaeneHnda cengetensctB. OHa agomkHa nposoantbes [ PUANB ¢ mc-
10Nb30BaHMUEM COBOKYMHOCTU CpeacTB U npoueayp B COOTBETCTBUM C 8.5.9.

9.3 UsBneyeHHbIE YPOKHU

[Tocne 3aBeplleHnsa nHumaeHTa VIb BaXxkHO ObICTPO MAeHTUPULIMPOBATL YPOKN, U3BMEYEHHbIE U3 ero 0b-
pPaboOTKN, U NPeAnPUHATL COOTBETCTBYOLLNE AEUCTBUS, KOTOPbIE MOMYT paccMaTpUBaTLCS C TOUKN 3pEHUS:

- HOBBIX UM U3MEHUBLLUUXCA TpeboBaHUN K MepaM 3alnTbl B. 3T0 MOryT ObITh TEXHUYECKUE NN HETEX-
HUYeckme (BKNovasa rusnveckne) Mepsbl 3almTol. B 3aBUCUMMOCTU OT U3BMEYEHHLIX YPOKOB TPEDOBAHUS MOTYT
BKMtoYaTh B cebsa HeobXoaUMOCTb DLICTPOro 0OHOBMEHUS MaTEPUANOB U NPOBEASHUA MHCTPYKTaXa ¢ Uenbio
obecneveHunst oCBeAOMIEHHOCTU B BOMpocax besonacHOCTU (ANs1 NoNb3oBaTeENen, a Takke aAngd Apyroro nep-
coHana) 1 Bbinycka pyKkoBOACTB U (MNW) cTaH4apTOB No 6e30NacHOCTHU;

- UI3MEHEeHUN B cucTemMe MeHeaKkMmeHTa nHunaeHToB Vb 1 ee npoueccax, popmax otdeTa 1 6ase AaHHbIX
cobbiTUn/mHUMaeHToB UB.

Kpome Toro npu nsyvyeHun ypoka no nHuuaeHTy b Heobxoammo paccmaTtpuBaTh NMNONyYeHHbIA OMNbIT HE
TONbKO B paMkax otgeneHoro nHumnageHTta Vb, Ho 1 npoBoanUTL NPOBEPKY HANUYMA TeHAeHUUN (3aKOHOMEPHOC-
Tel) NosIBNeHUs npeanochinok K nHumnaeHtam b, kotopble MOryT BbITb UCNONB30OBaHbLI B MHTEpEecax onpeae-
neHna noTpebHOCTU B 3alUUTHBIX Mepax UMM UIMEHEeHUAX NoAXOAO0B K ycTpaHeHuto uHuuaeHta WUB.
LlenecoobpasHo Takxke nposeaeHne tectuposannst b, B 0CODEHHOCTN OLUEHKN YA3BUMOCTEN, NOCNEe OPUEH-
TupoBaHHoro Ha T nHumaeHta Ub.

[ToaTOMY HEODXOANMO PErynsipHo aHann3npoBaTh Oasbl AaHHLIX cobbITUW/MHUMAEHTOB VB ans onpeae-
NeHuns:

- TeHaeHUnn/obpasLoB;

- NpobnemMHbIX obnacTten;

- obnacrten AesATeNbHOCTKN, rAe MOXHO NPeAnpPpUHATL NpeaynpeanuTenbHble Mepbl ANsl CHUKEHUS BEPOSIT-
HOCTW NOSABNEHNSA UHUMOEHTOB B OyayLUeM.

CyuwlectBeHHada nHopmMauusa, nonyvyaemast B npouecce obpabotkm nHumageHta b, gomkHa Hanpas-
NATLCA ANS aHanusa TeHAeHUMA (3aKOHOMEPHOCTEN), UTO MOXET B 3HAYUTENBHOM Mepe cnocobCTBOBATL paH-
Hen wunaeHTudpukaumm uHumaeHtToB MB n obecnedmBaTtbh npeaynpexgeHne o TOM, Kakue creayrolime
MHUMAeHTbl b MoryT BO3HUKHYTE HA OCHOBe NpeLlecTBYIOLWEro onbita U 4OKYMEHTOB.

Heobxoanmo Takke Ncrnonb3oBaTh MHGopmaumio 06 nHuuaeHTax b 1 cooTBETCTBYOLLIMX UM YSI3BUMOC-
TAX, MNOJIYYEHHYI0 OT rocyaapcTBeHHbIX U KoMMepdecknX KI'BP 1 nocTaBLUKOB.

TecTnpoBaHne 6e30NacHOCTU U OUEHKa YS3BUMOCTEN MHAOPMALMOHHOWU CUCTEMBI, cepBUca U (UNn)
ceTu, cneayrouwme 3a nHUmMaeHTomMm Vb, He gomMKHBI orpaHndmMBaTbCcA TONLKO MHOpMaLUOHHOW CUCTEMON, cep-
BUCOM U (UNK) CeTbIo, MOPaXKeHHbIX 3TUM nHUnaeHTom Vb. TecTupoBaHne 6e30MacHOCTU U OLEHKY YS3BMMOC-
Ten HeobXoaAMMO pacnpocTpaHnTb Ha Nwbble cBA3aHHble ¢ HUMU MHOPMAaLNOHHBIE CUCTEMbI, CEPBUCHI U
(nnn) cetn. etanbHaga oLeHKa YA3BUMOCTEN UCTIONBb3YETCH ANS TOro, YTodkl B Xoae nHumnaeHta b BbIABUTL
CYLLECTBOBaHUNE YAIBMMOCTEN Ha APYrnX MHPOPMAaLMOHHBIX CUCTEMAaX, cepBucax U (UNKn) ceTax, 1 UCKNHYNTL
BEPOATHOCTb NMOABNEHUA HOBbIX YA3SBUMOCTEWN.

BaXXHO noa4YepKHyYTh, YTO OLEeHKa YA3BMMOCTEN ACITKHA NMPOBOANTLCA PEerynspHo 1 NoBTOpHada oLeHKa
YA3BUMOCTEN, NpoBoanmMas nocne uHunaeHta b, gonkHa ObiTh YacTbio, a He 3aMeHOW HeNnpepbIBHOMO NPo-
Liecca OLeHKN.

Heobxoanmo onydnnMKoBLIBaTb UTOMOBLIM aHanms HUMAeHToB B anga obcyXaeHns ero Ha KaXkaom co-
BELlaHN PpyKOBOACTBA OopraHmsaLum no sonpocam obecneveHus b 1 (Mnn) Ha apyrnx coBellaHUsX, Kacato-
LLIMXCA BOMPOCOB Mo obuen opraHnsaunoHHoun nonutuke Ub.

9.4 OnpepeneHue ynyuleHMn 6e3onacHoOCTI

B npouecce aHanu3a, npoBeAeHHOro nocne paspelieHnsa nHumaeHTa b, HoBble UM U3MeHeHHble 3a-
LLMTHBbIE Mepbl MOTYT ObITb onpeaeneHbl Kak Heobxoammble. PekomeHgaLuny n cooTBETCTBYOLLME UM TpeboBa-
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HUAA K 3aWUATHBIM MepaM MOTYT oKa3aTbCH TakUMU, YTO UX HEMeANIeHHOe BHeapeHne byaeT HEBO3MOXKHO MO
bMHaAHCOBLIM UNK 3KcnNyaTaLUUOHHBIM NPUYMHAM; B 3TOM criyvyae OHU AOKHBI ObITb NpeayCcMOTPEeHbI B bonee
OONroCcpoOUHbIX Lenax opraHusaunn. Hanpumep, no pUHaHCOBLIM COODPaXXKeHUAM HEBO3MOXKHO 3a KOPOTKOEe
BpeMSsl OCYLLIECTBUTL Nepexon K bonee coBeplIeHHbIM MEXCETEBLIM 3KpaHaMm, TEM HE MeHee, peLlleHne 3Toro
BOMpoca HeobxoamMmo BHECTM B AonroBpemMeHHble uenn Nb opranmnsauunnm (cm. 10.3).

9.5 OnpegeneHue ynyJweHUU CUCTEMDI

[Tocne paspeweHna nHumaeHTta pykosogutens NrPUUB nnm HasHavyeHHOe BMeCTO Hero niLo AOMMKHBI
npoaHanMsnpoBaTh BCe Npousolleallee ¢ Uenbio OLUeHKU U onpeaeneHnsa cteneHn pesynbTaTUBHOCTU pea-
rMpoBaHus Ha nHumnaeHT WUb. MNoaobHblM aHann3 npeaHasHadveH Ang BbISIBNIEHUA yCNewHO 3a4eNCTBOBaH-
HbIX 3M1eEMEeHTOB CUCTeMbl MeHegKMeHTa uHumaeHToB WMB u onpepeneHnss notpebHocTM B NobbIX
yNyJLlleHUax.

BaXHbIM acnekToM aHanusa, npoBCAMMOro nocne pearmpoBaHUda Ha MHUMOEHT, ABNSeTCH BO3BpalleHne
MHpopMaL M 1 NoNyYeHHbIX 3HaHUXA B cCUCTeMY MeHepkMeHTa nHumaeHToB b, Ecnu nHumaeHT B goctatou-
HO cepbes3eH, TO BCKope nocne paspeleHnsa MHumaeHTa Heobxoammo NpoBeCT CoBELLaHNUe BCeX 3anHTepeco-
BaHHLIX CTOPOH, BRagewwmx UMHPpopmMaunenm ¢ HeM. Ha 3ToOM coBellaHUMM AOMKHbl paccMaTpUBaTbCSH
cneaytoume BOMnpochl:

- paboTanu N1 AoMKHbIM 0bpa3oM npoLeaypbl, NPUHATLIE B cUCTEME MeHeKMeEHTa MHUMAeHTOB UB;

- CYLWLECTBYIOT N npoueaypbl UNn MeToabl, KOTopble cnocobCTBOBANN Obl 0OHAPYXEHUIO UHLU MO EH-
TOB;

- ObINN N onpeaeneHsbl NpoLeaypbl N cpeacTBa, KOToPbIe UCNONb30BAaNUCh Dbl B NpoLIecce pearnpo-
BaHUS;

- IPUMEHANNCH N NpoLeaypbl, NoOMorarLme BOCCTaHOBNEHNIO MHPOPMaLMOHHBIX CUCTEM Noche NaeH-
TUdpUKaLM MHUMAOEHTA;

- ObiNa N1 nepegada nMHgpopmMmaum od MHUMAEHTE BCeX NpUYacTHLIX CTOPOH 3@ ekTUBHON B npoLecce
obHapyXeHus1, coobLleHnsa U pearmpoBaHus.

PesynbTaThl cCOBELAHNSA O0TKHBI ObITh AOKYMEHTUPOBAHLI U MO 3TUM pe3ynbTaTaM OCYLLECTBMEHbI KOH-
KpeTHble cornacoBaHHble gencTeua (cm. 10.4).

10 JTtan «Yny4weHue»

10.1 BBepgeHue

O1an «YnydweHue» BKNtovaeT B ceba BHeapeHne pekoMmeHaaLuum atana « AHanus», To eCTb peKkoMeHaa-
LA Mo ynydlleHUto pe3yibTaToB MeHepKMeHTa 1 aHanmsa puckoB UB, BesonacHOCTM U cMcTeMbl MeHea-
XMeHTa nHunaeHtToB UB. Kaxkaaa us tem pekomeHgaumii paccMmaTpuBaeTcs HUXKE.

10.2 Yny4weHue aHanusa pMCKOB U MeHeA)XXMeHTa 6e30nacHOCTI

B 3aBUCUMMOCTU OT cepbesHocTU nHumnaeHta b 1 cteneHn ero Bo3aencTBUA NPpU OLEHKe pesynbTaToB
aHanunsa puckos b nu meHegkmeHTa Vb, BO3MOXHO, NpuaeTcsa y4UTbiBaTb HOBbIE YIPO3bl U YA3BUMOCTU. B pe-
3ynbTaTte 3aBeplueHns 0OHOBNEHHOro aHanusa puckos b 1 aHannsa meHeaxmeHTa IB MOXXeT BO3HUKHYTL
HeobXoAMMOCTb BHECEHNS UBMEHEeHN B CyLLeCTBYOLWNE UMM NPUMEHEeHNUs1 HOBLIX 3aLlUUTHBIX Mep.

10.3 OcyuwecTBneHue ynyuweHMn 6e3o0nacHoOCTHU

Cnegy4a pekoMeHgaunam, caenaHHbIM B npoLlecce atana «AHanuns» (cMm. 9.4), n aHannsy HeCKONbKUX UH-
uuaeHToB, b nHMUMMpytoT npouecc BHeaApeHUs OOHOBMEHHBIX U (MNXM) HOBBLIX 3aWUTHLIX Mep. B cooTBe-
TCTBUN € 9.3 3TO MOTYT ObITb TEXHMYECKME (BKNHOYAa PU3NYecKMe) 3allUTHbIE MEePBI, KOTOPLIE MOTYT BKMNOYATh
B cebsl NoTpebHOCTL BLICTPOro 0OHOBNEHUA MaTepuana Ang npoBeacHUA UHCTPYKTaXEN ¢ Lenbio obecneve-
HUAS OCBEAOMIEHHOCTU B BOMpocax be3onacHOCTU (AN Nonb3oBaTenien n Apyroro nepcoHana) n Belinycka pe-
kKoMmeHaauun U (MIn) HopMaTUBHBIX AOKYMEHTOB No Bbe3onacHocTu. MHopMaLMOHHBIE CUCTEMBI, CEPBUCHI U
CeTu opraHunsauMn gOIMKHbl TaKKe perynapHo nogesepratbCcsa aHanusy ¢ Lenblo onpeageneHna ya3sBuMocTen u
obecnevyeHns npoLecca HenpepbIBHOMO NOBbLILLEHUS HAOAEKHOCTU cUcTemM/cepBuUcoB/ceTen.

AHanns ceA3aHHbIX ¢ 6e30NacHOCTbLIO NpoUeayp 1 AOKYMEeHTaLUUnU MOXeT NPOBOAUTLCH cpa3y Nocne UH-
LuaeHTa, HO bornee BeposiTHO, YTO 3TO nNoTpebyeTtcsa nosaHee. Nocne nHunaeHta b Heobxoammo oOHOBUTL
NONUTUKA U npoueaypbl obecneveHnsa Vb ¢ ydeTom cobpaHHo nHgpopmMaLun 1 nobbixX npobnem, BbIIBMEHHbIX
B npouecce MeHempkMmeHTa nHumaeHTa b, QonrospemeHHoun ueneto [ PUNB BmecTe ¢ pykosoauTenem Vb
opraHmsaunn €BNSIETCH pacrnpocTpaHeHne B opraHm3aunMm 3TUX ODOHOBMEHHbIX BapUaHTOB MNOJIUTUKA W
npoueayp obecneveHust Ub.
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10.4 OcylwecTBNeHMe yny4yleHUn CUCTEMDI

Obnactn cMctembl Me
XXHbI ObITb NMpoaHanM3npoBa

HepkMeHTa nHumaeHToB Wb, npear

Hbl, 2 0OOCHOBAaHHbIE U3MEeHEeHUSA B

asHavyeHHble aAns ynyduweHus (cMm. 9.5), aon-
eceHbl B 0OHOBMNEHHBLIN BapUaHT JOKYMEHTA-

LK cucTembl. MsmeHeHUs B npoLueccax, npoleaypax 1 popmMmax otyeTa CUCTEMbI MEHEeAXKMEHTa MHLUNOEHTOB
NB aomkHbl ObITh TWATENBHO NPOBEPEHbI U NPOTECTUPOBAaHLI Nepe] NPUMEHEHNEM Ha NpaKTUKe.

10.5 Hpyrue ynyJweHus

Ha atane «AHanun3» mMornu 6biTb YCTAaHOBMNEHbLI APYrue ynydleHns, Harnpumep U3MeHeHNs B MONUTUKaX,
cTaHgapTax n npoueaypax VB, a Takke nameHeHus B KOHUIypaumsax annapaTtHoro 1 nporpaMmmMmHoro obecne-

HEHWNHA.
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[MpnnoxeHve A
(cnpaBo4HoOe€)

O6pasel hopMbl OTHETA O COOLITUAX U UHLUUAEHTAaX
MHcpopMaLMOHHON 6e30NacHOCTH

OT4yeTbl O COOLITUAX U UHUUAEHTaX UHPOPMALUOHHOU 6Ee30MNacHOCTI

PekomMmeHaauMM No 3anONHEeHWIO

Ha3nauveHnem gaHHon hopmbl (PopmMbl oTHeTa 0 COBbITUAX U MHUKMAeHTaX b) sBnsieTca obecneveHmne MHpopma-
unen o cobbitnn Vb, a 3atem, ecnn oHO onpegeneHo kak nHumaeHt b, To n 06 ntumaente Vb, ans onpeaeneHHbIX nu.

Ecnu nopo3peBaetcs, 4To cobbiTue Vb pasBmBaeTcsa nnm yxe CBeplmnnocb, 0CODEHHO COBbITUE, KOTOPOE MOXET
NPUBECTU K CYLLLECTBEHHBIM MOTEPSAM UMK yWepby COBCTBEHHOCTU UMK PenyTaunmn opraHn3aumm, To HeobxXoanMMo HEMES-
NTEHHO 3anonHUTb U NepeaaTtb hopmy otyeTa o cobbiTun Vb B cooTBETCTBMM € npoueaypamm, ONMMCAHHbIMU B CUCTEME ME-
HepKMeHTa nHumaeHToB b opranmnsaunn.

[TpeactaBneHHas nHdopmaumsa bygeT ncnonb3oBaHa aAnst MHULUMMPOBAHUS COOTBETCTBYIOLLENO NPOLECCa OLEHKM,
KOTOpas onpeaenuT, AOJIKHO N 3TO COBLITUE KaTeropupoBaTtbes Kak MHUMAEHT Vb 1 (B cnyvae nonoXuTensHoOro oTeeTa),
KaKne KOPPEKTUpYIoLWme Mepbl, Heobxoaumble AnNs NpeaoTBpaLlLeHnss UM orpaHnyeHnst noTtepb nnu yuepba, cneagyer
npeanpuHsTh. [TOCKONBKY NPOLECC OUEHKN MO CBOEMY XapaKTepy SIBMAETCH KPATKOCPOUHbLIM, TO B Aa@HHBIV MOMEHT HEObSI-
3aTeNbHO 3arnonHATb BCe Mons popmbl oTHETA.

Ecnn coTpyaHUK ABNSAETCH YNEHOM Tpynnbl obecnevennsa akecnnyatauum, aHanmanpyowmm rnonHOCTb/MacTUYHO
3anonHeHHble HOPMbl OTHETA, TO OH AOJIKEH MPUHATL PELLEeHNE, HAA0 NN OTHECTU AAHHOE COBbITUE K KATETOPUN MHLUAEH-
Ta B. Ipy nonoXntenbHOM peLIeHnn COTPYAHUK O0MKEH BHECTU B (popmMy oTveTa 06 nHungeHte Vb kak MoOXXHO BonbLue
nHdopmaumm n nepegatb Gopmbl 0THETOB 0 cobbITUM N MHUMAEHTE Wb B TPUNB. HeaaBncumo ot Toro, byaet nu cobbitne
b oTHeceHo K kaTteropmu nHumgerHtTa Wb, 6asa gaHHbix cobbitun/vmHunaenToB b gomxkHa bbb 0OHOBNEHA.

Ecnu coTpyaHuk siBnsietca cotpygHukom [ PUNB, anannanpyrowmm oopmel OTHETOB 0 cOBbITUSX M MHUMAeHTax Vb,
nepeaaHHble YeHOM rpynnsl obecneveHns akcnnyartaumm, To opma otyerta ob nHumgeHte Vb gormkHa obHOBNATLCS NO
X004y paccrnegoBaHusi U, COOTBETCTBEHHO, A0IMKHA OOHOBNATLCS Bada AaHHbIX cobbiTU/MHUMAeHTOB Ub.

[1Tpn 3anonHeHnn popm cnegyeT cobnogartb crneayowme pekoMmeHaaunm:

- NO BO3MOXHOCTK hOpMbl OTHETA AOITKHbI 3aNONHATLCA U NepeaaBaTbes B anekTpoHHom Buae'). B cnyvae, ecnm
CYLLECTBYIOT NPOBNemMbl UMM CHUTAETCSH, YTO CYLLECTBYIOT NPOBNEMBI C MPUHATBIMU MO YMONYAHNIO MEXAHU3MaMWN SIEKT-
POHHOIO OMOBELLEHUS (HAaNPUMEP 3NMEKTPOHHAA NMo4yTa), BKIOYasa Ccrydau, Korga cucteMma MOXeT NoaBepraTbCsl aTake wm
dopmbl OTHETA MOTYT ObITh NPOYNTAHBI HECAHKUMOHUPOBAHHLIMU NULUAMW, OOITKHbI UCMONMb30BATLCH albTEePHATUBHLIE
cpeacTtBa CBsA3U. ANbTEPHATUBHBIMU CPeACcTBaMU CBA3N MOTyT ObiTb TeNedOH UK TEKCTOBbLIE COOBLWEHNSA, a TaKXKe UC-
NoONb30BaHNE KYPbEPOB;

- crneayeT npeacTaBnTb MHPOPMaLNIO, OCHOBAHHYIO HA PaKTax, B KOTOPOU COTPYAHUK YBEPEH, HE crneayeT vYTo-nnbo
npuaymMmbiBaTh ANs TOro, 4tobbl 3anonHnTb Bce Popmbl. ECNK COTPYAHUK CUNTAET YMECTHLIM BKNOYUTL UHYIO MHPOPMa-
LU0, KOTOPYIO HE MOXET NOATBEPAUTDL, CNeAyeT yKasaTtb, YTO 3TO HENOATBEPXKAEHHAA MHoOpMaUns, 1 NPUHNHY yOexaeH-
HOCTU B €€ HEJOCTOBEPHOCTN,

- cneayeT nogpobHOo ykasaTb, KAK MOXHO CBSI3aTbCH C COTPyAHUKOM. HemeaneHHO nnu cnycts HEKOTOPOE BPEMS
MOXET BO3HUKHYTb HEOBXOAMMOCTb KOHTAaKTa C HUM ANs NONy4YeHns ganbHenwen nHopmaumnm, Kacarowencs Bawero oT-
yera.

Ecnun no3gHee coTpyaHUK OBHAPYXUT, YTO Kakas-nmbo npegcraBneHHas um nHopmMmaumst HETOYHa, HENOJHA UNK
owmnboYHa, TO cneayeTt BHECTU NONPaBKU B OTHET U NPEACTaBUTb €ro NoBTOPHO.

V" Ecnu BO3MOXHO, TO hopmMbl OTHETOB AOMKHbI ObITb, HANPUMEP, HA Be3onacHoOn web-cTpaHuue ¢ NPUBSA3KON K
3NEKTPOHHOW Ba3se gaHHbIX cobbiTn nHUMAEHTOB VIb. B HacTosiwee Bpemsa 0OCHOBaHHAsA Ha ByMaXKHOW TEXHOTOMMK CUCTE-
Ma ABMAETCH CIIMWKOM MeaNeHHO AEUCTBYIOLWEN U Janeko HE camMOon 3PMEKTUBHON B 3KCNnyaTauum.
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OT4yeT 0 COOLITUM MHbOPMALMOHHOU 6€e30NacHOCTI

[lata cobbiTusA

Homep cobbiTns ' ; COOTBETCTBYOLWME NOEHTNPI-
KauMOHHblE HOMepa CcobbiTUN WU
(MNn) MHUMAEHTOB (ecnu Tpeby-
eTCs):

UHdbopmaumna o coobliarowiem nuue

Pammnnus Aapec
OpraHmnsauuns
enegoH SOMNEKTPOHHAsA rnodTa

OnuncaHve coobiTna b

OnuncaHmne cobbITUS:

UTO npounaoLwno
{aK Nnpon3oLumno

"lovemy Npon3oLwrno

[TopaXeHHble KOMMOHEHTHI

HeratmnBHoe BO3aencTBUE Ha DU3HEC
JTiobble naeHTMHONUNMPOBAHHBIE YSA3BUMOCTH

[MogpobHocTHM 0 cobbiTM UB

Hata v Bpemsa HacTynneHnst cobbiTus
Hata v Bpemsa obHapyxeHnsi cobbiTns
[ata v Bpems coobueHns o cobbiTumn

3aKOHYMIOCh NN cobbIiTUe? (OTMETUTL B KBagpare) Ha [ Hert

Ecnu «ga», TO YTOHHUTL ONMUTENBbHOCTL
cobbITUA B gHAX/Macax/MUHyTax

" Homepa cobbiTuin HasHauatoTes pykosogutenem MTPUNB opranmsaumn.
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OT4yeT 060 UHUMAEHTEe UHPOPMALMOHHON De30NacHOCTI

[laTa nHUnaeHTa

Homep MHLI,M,EI,EHTa1)Z CoOTBETCTBYIOWMNE NOEHTUDN-
KaLuWOHHbIE HOMepa CcobbITUN W
(UNN) MHUMAEHTOB (ecnun Tpeby-
eTcs):

UHdopmauma o coTpyaHuke rpynnbl obecnevyeHna aKcnnyaTaumm

damunus Adpec

TenedoH SOMNEeKTPOHHAasA rnodra

UHdopmauuma o coTpyaHuke NrPUNB

Dammnnua Aapec

TenedoH SOMNEeKTPOHHAasA rnodra

Onuncanve vHunaeHTa b

NNononHUTENBHOE ONUMCAHNE NMHUWMAEHTA:

UTO nponsoLwno

Kak nponsoLwrno

[Tovemy nponsowno
[TopaXKeHHble KOMIMOHEHTHI

HeratnBHoe BO3aencTBUE HA DU3HEC

Mobble ngeHTMPNUNPOBAHHBLIE YS3BUMOCTW

[MoapobHocTn 006 MHUMageHTe VDB

[NaTta n Bpemsi BOBHMKHOBEHUA MHUMAOEHTA
[ata v Bpemsi 0bHapyXeHnst MTHUMAEHTA
NaTta v Bpemst coobuweHnsa 06 nHUMAEHTE

3aKOH4YUIICA NN MHUMAEHT? (OTMETUTL B KBagpare) [1a L] HeT L]

Ecnn «da», TO yTOHHUTE ANNTENBHOCTD MHUMAEHTA
B gHsAX/vacax/muHyTtax. Ecnu «Het», TO yTOUHUTD,
KakK OOJIrO OH Yy>Xe OJINTCH

R Homepa nHumaeHToB HasHavatoTes pykosogutenem [ PUB opranmsaymm n npuBa3sbiBaOTCH K HOMEPY(am) COOT-
BETCTBYIOLLMX CODBITUN.
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OT4yeT 06 UHUMAEHTEe UHPOPMALUOHHON DEe30NacHOCTHU

(Caenatb OTMETKY B
OAHOM M3 KBagpaToB, 3a-
TEM 3arnosSIHUTb HUXE CO-

OTBETCTBYIOLLUME NOSIS)
(OanH n3) HamepeHHas ]

XuweHwue (TH)

MoweHHn4ecTeo (FR)

CaboTtax/punanvecknm yuepbd (SA)
BpegoHocHasi nporpamma (MC)

(OanH n3) CnyvanHas [
Otkas annapatyps! (HF)
Otkas 10 (SF)

OT1ka3s cucrembl cBsasm (CF)
[Moxap (HE)
HasogHeHwne (FL)

(OanH n3) Ownbka [
OnepaunonHas owmnbka (OE)

Owwunbka B akcnnyataumm annapaTHbIX
cpeacts (HE)

Owwnbka B akcnnyaTtauyum 0O (SE)

HenasecTHO
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[lenctBuTenbHbLIN

L1

Tvn nHUMaeHTa Ub

[lonbiTKa L] [1peagnonaraembiu

(yKasaTb TUMbl yrpo3bl)

L1

L1

L
L

XaKkepcTBo/normyeckoe nNpoOHUKHOBEHUE
(HA)

HenpaBunbHOe NCNONb30BaHUE PECYPCOB
(MI)

Hpyrov ywep6 (OD)

OnpeaennTb:

(yKasaTtb UMbl yrpo3bl)

L1

O O O 0O

HOpyrve npunpoaHsle cobbitns (NE)

OnpeaennTb:

notepsi 3Havnmblx cepsncoB (LE)
HeQOCTaToOuYHOE KaapoBoe obecneverHme (SS)

HOpyrve cnyyan (OA)

OnpenenvTs:

(yKaszartb TUMbl yrpo3bi)

L1

L1

Owwnbka nonv3oBatens (UE)

Owwnbka npoektnposaHus (DE)

Hpyrne cnyvam (BKNno4yas HEHaMepeHHbIe
ownbkun) (OA)

OnpeaennTb:

(Ecnn ewe He yctanoBneH tvn vHumgeHta Wb
(HAMEPEHHbIN, CryYanHbi, OWKMDKAa), TO cneayer
caenaTtb OTMETKY B KBagpaTe «HEU3BECTHO» WU, MO
BO3MOXHOCTH, yKa3aTb TUM Yrpo3bl, NCMNOMNb3ys CO-
KpaLwleHusi, NPUBEAEHHbIE BbILLE)

OnpenenunTb:

[
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OT4yeT 060 UHUMAEHTEe UHPOPMALMOHHON De30NacHOCTI

[TopaXeHHble aKTUBLI

[lopaKeHHble aKTUBSI (HaTtb onncaHna akTMBOB, NOPaXXeHHbIX nHunaeHTamm VIb nnun cBA3aHHbIX C HUM,
(NpU HaNMM4MKn) BKItovas (rae Tpebylotest), CepunHble, NMUUEH3NOHHBIE HOMEPAa N HOMEPa BEPCUN)
Hdpopmauns/gaHHble

AnnaparTHble cpeacTBa

[TporpammHoe obecneveHne

CpeacrBa CBS3N

[HokymeHTauns

HeratnBHoe Bo3znencrtene/BNnMaHMe MHUMNAOEHTA Ha OM3HecC

CaenaTtb OTMETKY B COOTBETCTBYIOLWMX KBagpatax ANa YKa3aHHbIX HUXKE HAPYLEHUN, 3aTEM B KOINOHKE «3HAaum-
MOCTb» YKa3aTb CTEMNeHb HEraTMBHOIO BO3AENCTBUSA Ha BmaHec no wkane 1 =10, ncnonbays crneayrowme CokpalleHus
(ykasatenu kateropun). (FD) — duHaHcoBble yObITKW/paspyweHune busHec-onepaumnn, (CE) — kommepueckne n 3KOHO-
Mmuyeckne nHrtepecsl, (Pl) — nHdpopmaumna, cogepxauwas nepcoHanbHble gaHHble, (LR) — npaBoBble 1 HOPpMAaTUBHbIE
obsi3atenbcTBa (9T0 HEOBXOAMMO CPaBHUTL C AHIMUUCKUM opurnmHanom), (MO) — meHemKMEHT n busHec-onepauum,
(LG) — notepsi npectuxKa (CM. NpUmMepsbl B NpUNoxXeHnun B). 3anncaTtb kKogoBble BYKBLI B KOJTOHKE «yKa3aTernny», a eCrnm ns-
BECTHbI AENCTBUTENBHbIE U3AEPKKN, — YKA3aTb UX B KOJTOHKE «CTOMMOCTbY.

3HAYMMOCTb YKazarenu 3aepKkn

HapyweHne KoHpunaeHUNnanbHOCTU
(TO eCTb HEeCaHKUMOHMPOBAHHOE pac-

KPbITHE) [
HapyweHune LenoCTHOCTU (TO eCTb

HECAHKLUMOHNPOBAHHAA mogndunkaumns ) L]
HapyweHune goCTynHoOCTU (TO eCTb

HEAOCTYMNHOCTh ) L]
HapylweHne HeoTKasyeMoCcTH L]
YHUUTOXEHNE L]

Obuwume pacxoabl Ha BOCCTaAaHOBIeHWe nocne nHungeHta Ub

3HA4YNMOCTDb YKaszartenu 3aaepxKn

(Tam, rae BO3MOXHO, HEOBXOAMMO
yKasaTtb 0bume pacxoabl Ha BOCCTAHOB-
neHne nocne vHunageHta b B uenom
no wkane 1 =10 ang «3HAYUMOCTU» U B

AeHbrax anst « CTOUMOCTU» )
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OT4yeT 06 UHUMAEHTEe UHPOPMALUOHHON DEe30NacHOCTHU
PazpewleHne nHUMNAOEHTA

Ilata Havana paccnegoBaHust nHumaenta Vb

damunusa (un) nuua (nuy), NpoBoanBLLErO (UX) paccne-

noBaHWe MHUMAaeHTa

Ilata 3aBeplweHns nHungeHta Vb

[laTa OKOHYaHWsA BO3QENCTBUSRA

[laTta 3aBepuwieHus paccnegoBaHnsa nHumnaeHTa Vb

MecTo XpaHeHusa oTyeTa 0 paccrneaoBaHUm

[lpyacTHbIe K MHUMAOEHTY Nnuua/Hapywntenm

(OavH Inuo (PE) L] JleranbHO y4pexgeHHas opraHn3aa-
n3) uns/yupexgexune (Ol)
OpranunsoBaHHas rpynna (GR) L] CnyvanHoctb (AC)

OtcyTtcTBue Hapywmtens (NP)
Hanpumep, npupoaHblie pakTopbl, 0TKa3 0060-
PyAOBaHUSA, YeroBeYeCKnn akrtop

OnucaHve HapywunTens
dencrButenbHasa wnu npeanonaraemasd mMoTuBaLus

(OavH KpumunHanesHas/pnHaHcoBas PasBneveHne/xakepcteo (PH)
n3) Bbiroga(CG) L]
[Tonutuka/Teppopuam (PT) [ Mectb (RE)

Opyrne motmebl (OM)
Onpedenums:
HdencTtBuAa, ncnonb3ayemble gna paspeweHnsa vHunaeHta Ub

(Hanpumep, «HUKaKnxX OeucTBUNY, «Nogpyu-
HbIMW CpeacTBaMn», «KBHYTPEHHEE paccrneaoBa-
HUE», K BHELLHEE paccrneaoBaHne C NpUBIEYEeHU-
eM...»)

HencTBuA, 3annaHupoBaHHbIe ANA pa3pelleHnsa MHUWOeHTa

(BKIMIOYAS BO3MOXHbIE MNPUBEAEHHbLIE BbILLE
NENCTBUSA )

[Tpoune gencreuA

(Hanpumep, No-NpeXHemy TpedbyeTcs nNpoBe-
OeHne paccneaoBaHust, HO Apyrmm NEPCOHANoOM)
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(CoenaTtb OTMETKY B O4HOM U3 KBA4PAaTOB, ABNAET-

OT14yeT 00 MHUMAOeHTEe UB

3aKnrovYeHune

CSA NN MHUMAEHT 3HAYUTENbHLIM WU HET, N NPUNOXUTb
KpaTKOE U3NoxeHne 060CHOBaHUS 3TOr0 3aKniYeHus )

(YKasarb nobble gpyrme 3aknoueHus )

(OTa 4acTb OT4YETA 3AMOIHS-
eTCs COOTBETCTBYIOLUM IN-
LOM, Ha KOTOpOE BO3NOXEHbI
obs3aHHOCTKM B obnactm Vb v
KOTOpOE hopmynupyeT Tpebye-
Mble aencTBus. OBBbIYHO 3TUM
NULOM SIBNSIETCH PYKOBOAUTETb
b opranmnszaunn)

MHnumnatop

[Toanuce

bamunnus

J1ON>»XHOCTB

JlaTa

AHanNMTUK

[loanuceb

Pamunnus

[NONMKHOCTDB

[laTa

FTOCT P UICO/MIK TO 18044—2007

OnoBelweHHbIe NMUa/cyObeKThl

PykoBoauTENb CryX-

MeCTHbIN PYKOBOAN-
TenNb (YTOYHUTb, KAKOIo
nogpasgeneHus) []

ABTOp oT4eTa

3HauYNTENbHbLIN HeaHauntenbHbin L
Pykosogutens [ PUWB L
6bl B L]
PyKoBoOANTENb NHPOPMAaLUNOHHbIX
cuctem L
L] Pykosoautenbs agtopa otdyeta L
[Tonunums L] Hpymme nnua L

[MTpnBne4veHHbIE Nuua

AHanNTUK

[loanuceb

(Hanpumep, cnpaBoYHas cnyxoba, otaen
KagpoB, PYKOBOACTBO, CNyXb6a BHYTPEHHErO
ayauTa, PErynaTMBHbLIA OpPraH, CTOPOHHSS

KCBb

OnpenennTe:

bamnnus

J1on»XHOCTB

JlaTa

AHaANMTUK

[loanuceb

Damnnus

J1011>KHOCTb

JlaTa

[loanuce
Pamunnus
JNoNMXHOCTb

JlaTa

[loanucob
Pamunnus
J10N>KHOCTB

JlaTa

AHanMMTUK

AHanNnMTUK
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[MpynoxeHve B
(cnpaBo4HoOe)

[Mpumepbl 0OLWNX peKoMeHAaunn no oueHke MHUMnAeHToB UHpopMaLMOHHON Be30NacHOCTH

B.1 BBeaeHwe

B HacToswem NpunoXXeHnm npeactaBnenbl NPUMEPHbIE PEKOMEHAALUU NO OLEHKE N KAaTETOPUPOBaHUIO HErATUBHbIX
nocneacTreun nHumaenToB Vb, rae kaxgas pekomengaums umeet wkany ot 1 o 10 (1 — Huakmn, 10 — Bbicokun). (Ha
NpakTUKe MOryT UCMONbL30BaATLCS APYrue wkKanbl, Hanpumep, ¢ rpagaumen ot 1 go 5. Kaxgas opraHmsaumst gosmKHa Uc-

NoNb30BaTh WKany, Hanbonee nNogxoasiWyo Ans ee ycnoBun).

[lepen nayyeHnem pekomeHgaumm HeobXoauMmMo 03HAKOMUTBLCS CO CNeAYIOLLMMU NOACHEHUAMM:

- B HEKOTOPbIX U3 pekomMmeHaauunn, npeacTaBnNeHHbIX HUXE, COAEPXUTCH npuMmedaHmne «Het sanncu», Ans HeratmBe-
HbIX NOCNEACTBUN, NPUBEAEHHBLIX AN Kaxaow rpagaunmn nHumaedTta Wb (o1 1 oo 10) n naentnyHbiX Ans apyrux wkan (Ha-
npumep, crpagaumen ot 1 go 5). OgHako Ha HEKOTOPLIX rpagaumsx (no wkane ot 1 go 10) ans KOHKPETHbLIX MHUMAEHTOB Vb
CUMTAETCH, YTO N3-3a OTCYTCTBUS BONbLUINX Pa3nUYnin B 3anncsix o nocneactemsax nHumaeHta Vb Ha bonee HM3knx rpapa-
LMAX genaTb 3anmcb HELENecoobpasHo U B 3TOM cnydae genaetcs npumedaHune «Het 3anncm». AHaNOrmM4yHoO BbIWEN3N0-
XXEHHOMY, Npu bonee BbICOKMX rpagaumnsax nHunmgeHta Vb cuntaercs, 4YTo HEratTmMBHbIE NOCNEACTBUS AN HUX HE MOTYT
ObITb CEPbE3HEE HEraTUBHbIX NOCNEACTBUN, NOKA3aHHbIX ANS CaMOW BbICOKOW rpagaunu, u, crnegoBartenbHO, A8 3TUX rpa-
Oaunn gencTeyeT npumedanune «Het 3anucm». (Taknm obpaszom, Bbino 6bl HENPaABUIBbHO UCKITIOYNTL YKa3aHWUs C MOMETKOW

«HeT 3anucu» n Tem cambim rpagaumio WKanbl);

- ANS NPUBEAEHHbIX PEKOMEHAAUUN, B KOTOPbIX NPUMEHSAITCA DMHAHCOBbIE NoKasaTenn, NpuBeAeHHble Npegensl
KONnebaHUM KaXXyTCcs HECKONbKO HeoOblvHbIMKU. [lepea ncnonb3oBaHMEM 3TU pekoMeHgauun A0MKHbl ObiTb JONOMHEHb!

HOpMUPpOBaHNEM KonebaHnn Kypca BantoTbl, Hanbonee nogxoasilen anst opraHn3auum.

Takmm obpaszom, Npu UCNONMb30BAHUU MEPEUUCTISEMbIX PEKOMEeHJAaUUn AN paccrnegoBaHns HEraTUBHbLIX Nocne-
cTBUM nHumageHta b ans buaneca opraHn3aumm, SBRAKWNMXCH cneacTBUEM HECAHKUMOHUPOBAHHOIO PACKPbITUS MHAPOP-
Mauun, HECAHKUMOHNPOBAHHOIO U3MEHEHUS MHPOPMaUunn, oTKasa OT WUCNonb3oBaHHOW MHQoOpMaunn, HEQOCTYMHOCTU
nHdopmauum n (MNn) cepBuca, YHUUTOXEHUSA MHpopMaunm u (MnNn) cepeuca, B NepByo ovepeab Heobxoanmo onpeae-
NMNTb, KaKasi N3 HUXeCneaywmx KaTeropmm siBNAETCH COOTBETCTBYOWEN. He0BXo0anMo NPUMEHATL PEKOMEHAALMN MO Ka-
TErOPUPOBAHUIC A5 ONpeaeneHns peanbHOro HEraTUBHONro BO3AENCTBUA Ha BU3HEC-NpoLecehl («3HAYMMOCTb» ) C LENbLo

3aHeceHus B hopmy otyeTa 06 nHungeHte Vb.

B.2 ®PuHaHCOBbLIe YObITKM/HaApyLWeHMe xoaa bOusHec-onepaummn

[locnegcTBus HECAHKUMOHUPOBAHHOIO pacKkpbIiTUs, Mmoandukaumm n NCKaXKeHns cMmbicna nepegaHHon nHdopma-
LMK, @ TaKKe HEQOCTYNHOCTU U YHUUTOXEHNSA TaKOW MHAOPMaLnUK MOTyT NPUBECTU K PUHAHCOBLIM YObITKaM, HANPUMep, B
pe3ynbTaTe CHMXEHUS LUEH HA akuMn, MOLLEHHNYECTBA UNN pa3pbiBa KOHTPaKTa Nno npuynHe 6e3gencTBmus Unn 3anosga-
NbIX AEWCTBUU B OTHOLLEHMMN 3TUX nNocneacTeun. [locneacTBUAMM HEQOCTYNHOCTU UNN YHUUTOXEHUA Nobon nHdopmaymn
MOXeT BbITb TaKKe HapyweHue bnsHec-npouecca. Ha ncnpasnenue cutyaumm n (Wnn) BOCCTaHOBNEHME BU3Hec-npouecca

nocne Takux nHungeHToB VIb notpebyloTca Bpemsa n yeunusd. 3TV NOCNeaCTBUA B HEKOTOPBIX CIy4HasaX MOryT DbITb 3HAYU-
TENbHBLIMU N OOJIXHbI 06A3aTENbHO NPYHUMAaTLCH BO BHUMaHue. [1na pacyeToB nocneacteun Heobxoanmo, 4tobbl Bpems

BOCCTAHOBIEHUS BbIMUCIIANOCH B €AuMHMLAxX pabodero BpEMEHN NepcoHana n NnepeciHnTbiBanocb B CTOMMOCTL pabodero
BpeMeHun (nHaHCOBbIE 3aTpaThl). TU PUHAHCOBLIE 3aTpaThl AOMMKHbI ObITh BEIMUCTIEHLI, NCX0AA N3 CPEAHEN CTOUMOCTH
1 Yen.-mec no COOTBETCTBYIOLWEN rpagauynn/ypoBHIO, NPUHATON/NPUHATOIO BHYTPW opraHn3auuu. [ lpeanaraetcsa pykoBoa-
CTBOBATbLCS CNeayowmmMmm pekoMmeHgaunsamu:

1) pes3ynbTart B PUHAHCOBLIX YObITKax/3aTparax x, Uiin MeHee;

pe3ynbTaT B PUHAHCOBbLIX YObITKax/3aTparax Mmexay X, U X;

pe3ynbTart B PUHAHCOBbLIX yObITKax/3arparax mexay x, + 1 v x;;
pe3ynbTaT B PUHAHCOBbLIX YObITKax/3arparax mexay X, + 1 n x,;
pe3ynbTart B PUHAHCOBLIX yObITKax/3arparax mexay x, + 1 v x;;
pe3ynbTaT B PUHAHCOBLIX YObITKax/3atparax mexay X= + 1 1 xg;
pesynbTar B PUHAHCOBLIX ybObITKax/3atparax mexgy x, + 1 v x-;
pe3ynbTaT B PUHAHCOBLIX YObITKax/3atparax mexay x; + 1 1 xg;

9) pesynbTar B PMHAHCOBLIX yObITKax/3aTtparax bonee xg;
10) oprannsaumns BbIXoguT n3 busHeca.
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B.3 Kommep4yeckne n aKOHOMUYEeCKNe NHTepechl

Kommepueckasi u 3KOHOMUYecKas MHPoOpMaLKns HYXAAaeTCs B 3alUUTe U OLLEHUBAETCH C y4eTOM €€ 3HAUMMOCTU A5
KOHKYPEHTOB UMW NO BO3AENCTBUIO, KOTOPOE OKA3bIBAET €€ KOMNPOMETaLUsl HA KOMMep4Yeckne nHtepecol. Cneagyer pyko-
BOACTBOBATLCSA CreayowmMm pekoMmeHgaunssMmm no obecneveHuto 3awmTbl MHOpMaUuK, NpeacTaBnAoWeENn MHTEPEC:
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1) AN KOHKYPEHTA, HO HE UMEET KOMMEPHECKOW 3HAYNMOCTU (LLEHHOCTN);

2) ANA KOHKYPEeHTa Npu 3HaveHnn napameTtpa LeHHOCTU MHopMaL MK, PaBHOM ¥y, UK MeHee (KoMMep4eCcKnn 060-
poT);

3) ONA KOHKypeHTa npuy 3Ha4YeHun napamerpa LeHHOCTU nHdopMaumm, HaxoOswerocd B gnanasoHe y, +1 un y,
(060pOT) NN ABNSAETCH NPUUNHON PUHAHCOBLIX YOBITKOB, N NOTEPK 3apaboTKa, unn obneryaeT Nnony4YeHne He3akoOHHOW
NpuUOLINKU, NN BbI3bIBAET HapylleHne ob6A3aTenbCTB N0 NogaepXaHut AOCTOBEPHOCTU MHAOPMaUUKU, NOCTaBMSEMON

TPETbUMWN CTOPOHAMMU;

4) Ans KOHKYpeHTa npu 3Ha4YeHnn napamMmeTpa LeHHOCTU MHAOPMaLNK, HaXo4sLWerocs B gnanasoHe y, + 1 n y, (1o-
BapoobopoT);

5) ONA KOHKYpeHTa Nnpu 3Ha4eHuu napamerpa LeHHOCTU MHpopMauum, HaXxogswWwerocd B guanasone y, + 1 n y, (To-
BapoobopoT);

6) ONsd KOHKypeHTa Nnpv 3Ha4YeHuu napamertpa ueHHoCcTn nHdpopmauum bonee y, + 1 (06opor);

a Takke B Crnydasix, korga:

7) HeT 3anucn’);

8) HeT 3anucu;

9) MOXET CyLWEeCTBEHHO NOBMUATD HA KOMMEPYECKNE MHTEPECHI NN NOAOPBATL PUHAHCOBOE COCTOSIHUE OpPraHn3a-
LMW,

10) HeT 3anucw.

B.4 Uhdbopmauna, cogepxawana nepcoHanbHbIe AaHHbIE

B mectax xpaHeHus n ob6paboTtkm nHpopmaymmn, cogepallen nepcoHanbHblie JaHHble DU3NYECKUX NUL, CHUTaoT
MOParbHOM N STUYECKU KOPPEKTHON, a NPU HEKOTOPbLIX OBCTOATENBLCTBAX IOPUANYECKN HEODBXOAMMON 3aLLNTY 3TOWN MHPOP-
Mauun OT HECAHKUMOHUPOBAHHOIO PAaCKPbITUA, KOTOPOE MOXET NPUBECTU B Ny4YLLEM Crny4vae K co3gaHunto auckomdpopra y
IOPUAONYECKOTO NNLA, a B XyALlWeM — KCcyaebHOMY npecnegoBaHnio Nuua, PackpbIBLLENO MHoOpMaunio, B COOTBETCTBUM C
TpeboBaHUEM 3aKOHOAATENbCTBA B YaCTU 3alUMTbl NEPCOHanNbHbIX AAHHbIX. B paBHOW cTeneHn Heobxoamnmo, YTobbl UH-
dhopmauus, cogepralulas nepcoHanbHble JaHHble, Bbina BCerga npaBuUIibHOW, NOCKOIbKY €6 HECAHKUMOHUPOBAHHOE N3ME-
HEHWE, NPUBOASLLEE K NOSIBNEHUIO HEKOPPEKTHbIX [OAHHbIX, MOXET WMETb TaKkoe Xe nocneacreme, 4Yto U ee
HECAHKLWOHNPOBAHHOE packpbiTne. BaxHo, 4Tobbl MHpOpMaLNMIO, CoOAepKalLyio NepcoHarnbHble AaHHbIE, HEMb3s BbINo
caenartb AOCTYNHOW NN YHUYTOXUTb, NMOCKOSIbKY 3TO MOXET NPUBECTU K MPUHATUIO HEMNPAaBUIbHLIX PELLEHUIN IOPNANYECKN-
MU IMLamMm nnm nx 6e3gencTemnto BoO Bpems nHunaeHTta Vb, 4To MOXeT MMETb TaKoe e BO3AENCTBUE, YTO U HECAHKLNOHM-
POBaHHOE packpbiTUe unn mognpukaums nHdpopmaumm. Cnegyet pykoBOACTBOBATLCA CNeayOWUM peKoMeHZaunsiMu Mo
rpagaymm HaHeceHns yuwepba nHopmaumm, cogepxawen nepcoHarnbHble JaHHbIE:

1) HaHeceHune (NPUYNHEHNE) HE3HAYNTENBHOIO ywepba (6eCnoKoncTBa) KOHKPETHOMY Nnuy (THEB, PacCTPONCTBO,
pa3oyapoBaHUE), HO HE HApPYLLUEHWE NPaBOBbIX UM HOPMATUBHLIX TPEOOBAHNW;

2) HaHeceHune (npuynHeHune) yuwepba (6ecnokoncTBa) KOHKPETHOMY NuuUy (rTHEB, PACCTPOUCTBO, Pa3oyapoBaHneE),
HO HE HapyLWeHWe NPaBoOBbIX NN HOPMATUBHbLIX TpeboBaHUN;

3) HapyweHue NPaBOBbIX, HOPMATUBHbIX UINMKN 3TUYECKUX TPEBOBaHUI, a TaKkKe onybriMkoBaHWe HaMepPeHUs OTHOCHU-
TENbHO HapyLWeHNs 3aWnTbl MHOpMaUunn, NPUBOASILWEE K HE3HAYNTENBHOMY ANCKOMPOPTY KOHKPETHOIO Nua Ui rpyri-
Nbl NMAL,;

4) HapyleHUe NPaBoOBbIX, HOPMATUBHbIX UMK 3TUYECKNX TPEDOBAHMN, a TakkKe onybrnmkoBaHne HaMepeHNn OTHOCKU-
TENbHO HApPYLWEeHNs 3aWnTbl MHOpMaUnK, NpUBoAsiLLEE K HYBCTBY 3HAYUTENBHOIO gNcKkomdopTta Ans KOHKPETHOro nmua
NN K HE3HAYUTENBHOMY OUCKOMMPOPTY — TPynnbl NNL,;

5) HapyweHWe NPaBoOBbIX, HOPMATUBHbLIX UK 3TUYECKUX TpeboBaHUN, a Takke onybrMKOBaAHHLIX HAMEPEHUN OTHO-
CUTENBHO 3aWKnTbl MHDOPMaLUUK, NPUBOASILLEE K CEPbEe3HbIM NMPobnemam KOHKPETHOIo nuua;

6) HapyleHne NPaBoOBbIX, HOPMATUBHbLIX UMK 3TUYECKMX TPeboBaHUN, a TakKe onydbrMKoBaHne HaMePEHNN OTHOCK-
TENbHO HAPYLWEHNS 3aLlnTbl MHOPMaLMK, MPUBOASLWEE K CEPbE3HOMY ANCKOMMOPTY AN rpynnbl Nnu,;

7) HEeT 3anucu;
8) HeT 3anucu;
9) HeT 3anucu;
10) HeT 3anucw.

B.5 lNpaBsoBble 1 HOpMaTUBHLIE 00A3aTeNbLCTBA

HaHHble, XpaHuMblie n obpadbaTtbiBaeMble OPraHmn3aumnen, MoryT nogunMHATLCH NMPaBoOBbIM U HOPMATUBHbLIM 0053a-
TENbCTBAM UNU XpaHUTbCA U obpabaTbiBatbCsA € Uenblo obecnedyeHnss COOTBETCTBUSA opraHun3auum AaHHbiM 00s3a-
TenbcTBam. HecobniogeHmne Taknx obsasatenbCTB, HAMEPEHHOE NN HEHAMEPEHHOE, MOXET NPUBECTU K NMPUHATUIO NPaBO-
BbIX UMW agMUHUCTPATUBHBIX MEP K Nnuam, paboTarowmm B 4aHHOW opraHm3aummn. Pe3ynbtaTtom NPpUHATUSA AaHHbIX MEpP

MOIyT ObITh WTpadbl n (MNK) TIopemMHoe 3akntoveHue. [peanaraeTcs pykoBOACTBOBATLCS CreaylowmmMn peKoMeHaaumns-
MMW:

1) HeT 3anucu;

Y TepmuH «HeT 3anvcu» o3HavaeT, yYTo Arsi 3ToM rpagauum nocneacTeuii HuuaeHTa Vb COOTBETCTBYIOLLASA 3aNUCh
OTCYTCTBYET.
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2) HEeT 3anucu;

3) npeaynpexaeHne o npaBonpuMeEHEHNN, rpaXxgaHCKnm UCK U1 yronoBHOE NPecTynneHne, npmeogsuiee K PnHaH-
COBbIM yObITKaM/WITpady z, uNn MeHbLUE;

4) npegynpexaeHue, rpaxaaHCKMn WUCK UNW YronoBHOE MNPecTynneHune, npuBogsuiee K OUHAHCOBOMY YLLEP-
oy/wrpady mexgy z, + 1 un z,;

5) npeaynpexaeHne o nNpaBonpUMEHEHNN, rpaXxgaHCKMM UCK U1 YronoBHOE NpecTynneHne, npueogsuiee K PnHaH-
COBbIM yObITKaMm/WTpady mexay z, + 1 n z, nnu TIOPEMHOMY 3aKITIOYEHUIO CPOKOM A0 ABYX IET;

6) npeaynpexgeHne o NpaBoHapyLWEHNN, IPaXa4aHCKU UCK NI YTONOBHOE NPECTYNNeHne, Nnpueoasiuee K ouHan-
COBbIM yObITKAM/WITpaAy Mmexay z, + 1 n z, unun TIopemMHOMY 3aKITHOYEeHUIo CPoKoM oT aAByx ao 10 ner;

7) npeaynpexaeHue 0 NPaBoOHApPYLLUEHUN, TPaXOAHCKUU UCK UK YTONOBHOE NPECTyNnenne, npueBoasilee K PuHas-
COBbIM ybbITKAM/WITPady UNn TIOPEMHOMY 3aKiodeHuto cpokom bonee 10 ner;

8) HeT 3anucu;

9) HeT 3anucu;

10) HeT 3anucw.
B.6 MeHeaxXmeHT n OM3Hec-onepaunmn

Mudpopmaumsa MoxeT BbITb TAKOW, YTO €€ KoMnpomMeTaumns crnocobHa HaHecTn ywepb adhPpekTMBHOCTU paboThl Opra-
HMU3aumn. Hanpumep, Byay4vm packpbiTOW, OTHOCSLWAACSH K BHECEHUIO UBMEHEHMW B MONTUTUKE MHAOPMALNA MOXKET CNPOBO-
LMPOBaTb TaKylo ODWECTBEHHYIO Peakumnto, YTO peanusaumsi JaHHOW NONUTUKU CTaHEeT HEBO3MOXHOW. Moaundukauus,
N3MEeHeHne CMbICna nepegaHHon nHpopmMaunm nnn HegoOCTYNHOCTb MHPOpMaLUK, Kacarwencs (PUHAHCOBbIX aCMNeKToB
NN KOMMBbIOTEPHOrO NPorpamMmmMmHoOro obecneveHunss, MOryT TakXXe UMeTb Cepbe3Hble NocneacTBus Ans paboTbl OpraHmnaa-
umn. Kpome T1Ooro, otkasa ot obszatenbctB no obecneveHntio b moxet nmetb HeraTUBHbIE NOCNEACTBUA Ans buaHeca.
[lpegnaraetcs pykoBOACTBOBATLCH Creay WMy pekoMmeHgaunamMmy no oUeHKe nocrneacTBum:

1) HeathdekTuBHAsS paboTa ogHOro nogpasgeneHus opraHnsaugmu,;

Z2) HEeT 3anucu;
HapyLleHne PyHKUMN (4eATENBHOCTU) NO 3PPEKTUBHOMY PYKOBOACTBY OpraHu3aumnen n ee paborsl;

)
)
4) HeT 3anucw;
)
)

Lo

5) cozgaHue npensaTcTBUU Ans 3PP eKkTUBHOW paspaboTkn nnm PyHKUMOHNPOBAHUS NONUTUK OpraHn3auunu;

6) npu4nHeHne ywepba opraHnsaumm Npy KOMMEPYECKMX NN NONUTUHECKUX NEPEroBopax ¢ ApyrmMmn OpraHmn3aum-
AMMUN;

7) co3gaHue NpensTcTBMN ANs pa3paboTkn nnn PyHKUMOHUPOBAHUS MMAaBHbLIX MOMTUK OPraHn3auum, OTKIMIOYEHne
NN 3HAYUTENbHOE NPEPbIBAHNE BKHbIX Onepaymn KaknmMm-nmbo gpyrmum cnocodom;

8) HeT 3anucu;
9) HeT 3anucy;
10) HeT 3anucw.

B.7 YTpaTta npectunxa

HecaHKunoHnpoBaHHOE pacKkpbiTUe MHdopMaunmn, oTkas oT obsazaTenbcTB No odbecneverHnto b nnn mogndumnkayms
MHOPMAaLUMN, a TaKKe HeQOCTYNHOCTb MHpopMaLUM MOTyT NPUBECTU K MOTEPE MNPECTMXHA OpraHn3auumn ¢ Nnocneayowmm
BO3MOXHbIM HAHECEHMEM yLLepDa ee penyTaunm, K notTepe AOBEPUS U APYITMM HErATUBHbLIM NnocneacTeusiM. [peanaraeTcs
PYKOBOACTBOBATbLCSH CNeaylowymMn pekoMmeHgaumnsiMy rno oUeHKe nNpecTtuka opraHnsaunm;

1) HeT 3anucu;

2) co3gaHne atMmocdepbl HEAOBOMBCTBA BHYTPU OpraHn3auuu;

3) HEeratTMBHoe BIINMAHUE Ha OTHOWEHNHA C aKUNOHEePaMH, ﬂOTp86HT8ﬂFIMH, NoCTaBWUKaMW, peryiimpywnmMm Opra-
HaMW, MNMpaBuUTeENbCTBOM, C APYIMMU OpraHn3aundaMmn mniu 06LI.I,ECTBEHHOCTI:=PO, npuBoasdwee K HeXellaTrtellibHbIM MNocren-
CTBUAM MECTHOFO/DEFHOHEU’II:HOFO MacmTa6a;

4) HeT 3anucw;

5) HElAaTUBHOE BIIMAHWE Ha OTHOWEHNH C aKUNOHEePaMMWN, ﬂOTpE6MT8ﬂFIMH, NOoCTaBWMKaMN, pervyiimpyrwmnMn opra-
HaMW, MNMpasnuTerbCTBOM, C APYIMMUW OPraHn3aundaMmm i 06LLIIECTBEHHOCTI:=PO, Nnpueogsdlee K HexXXelartelibHbIM MNocren-
CTBUAM HAUNOHAlIbHOIO MacmTaESa;

6) HeT 3anucu;

7) 3Ha4vUnTEllbHOE HEraTUBHOE BITMAHWNE HA OTHOWEeHWH C aKUNWOHEPaAMMWU, I'IOTDEGHTEJ'IFIMM, NOCTaBWNKaMW, peryrin-
PYRWUMAU OpraHamMmun, rnpasutTeribCrteom, € a4pyruMmumn opraHmn3aumnamMmm Ui O6LLI,ECTBEHHOCTIDPO, NnpmnBoAALLEE K HEXETIlaTEllb-

HbIM NOCNEACTBUAM,
8) HeT 3anucu;
9) HeT 3anucu;
10) HeT 3anucw.
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[MpnnoxeHwne C
(cnpaBo4HoOe€)

CBefleHNA 0 COOTBETCTBMU HaLUOHaNbHLIX cTaHaapToB Poccumnckon ®depepanuu
CCbINMOYHbIM MeXAYHapoaHbIM cTaHOapTam

Tadbnuuya C.1

OBo3HaAYeHNE CChITOYHOIO

O603Ha4YeHne 1 HaMMeHOBaHWE COOTBETCTBYIOLLErO HALUMOHANBHOIO CTaHaapTa
MEXOYyHApPOAHOro craHgapTa

NCO/M3IK 13335-1:2004 [OCT P MCO/M3K 13335-1—2005 MHopopmaumonHas texHonorunsa. Metoabl
obecnevyeHus besonacHoCTH. YnpasneHme 6e30nacHOCTbO MHPOPMALMOHHbBIX U

TENEKOMMYHMKaALUMOHHBLIX TexHoNnormn. Hacte 1. KoHuenums n mogenu ynpasrie-
HUSA 6e30NacHOCTBIO MHAOPMALNOHHBIX N TENEKOMMYHUKALUNOHHBIX TEXHOOIMA

NCO/M3K 17799:2000 [OCT P MCO/M3K 17799—2005 WMudopmaumnoHHas TexHonorns. [lpaktnyec-
Kne npaeuna ynpasneHnst MHpopmMaunoHHoN 6e30MnacHOCTbIO

budnuorpadua

[1] NCO/M3IK 13335-2:1998 MudpopmaymoHHas texHonormsa. Metogbl n cpegcrea obecnedyeHuss He30NacHOCTH.
Yactb 2. MeTtoabl MEeHeMKMEHTa PUCKOB De30MacHOCTU MHMPOPMALMOHHBIX U Terne-
KOMMYHUKALUWOHHbIX TEXHOJTOMNY

[2] NCO/M3K TO 15947:2002 MudpopmaymoHHas texHonormsa. Metogbl n cpegcrea obecnedyeHuss He30NacHOCTH.
CTpyKkTypa 0bHapyXeHUs BTOPXKEHUSA B MHPOPMaALUOHHbIE TEXHOOMNI

[3] MCO/M3BK TO 18043:2002 MHdopmaymoHHas TexHonormsi. Metoabl u cpeacrtea obecneveHuns 6ezonacHocTu. Pe-
KOMeHZaLUnn No BbIbopy, pasBepTbIBAHUIC U SKCMNyaTauum CUCTEM ODHapYXEeHUS BTOP-

KEHUSA
[4] NCO 9000 Komnnekc cTaH4apTOB CUCTEM MEHEIKMEHTA KauecTBa
5] NCO 14000 Komnnekc ctaHgapToB Mo 3KOMNorm4eckon 6e3onacHocTu

45



FTOCT P ACO/M3K TO 18044—2007

YOK 004.056:006.354 OKC 01.040.01 TOO
35.040

KntoueBble crioBa: MeHemKMEHT MHUMAEHTOB MHOPMALMOHHOW Be30nacHOCTH, rpynna pearMpoBaHns Ha UH-
LnaeHTbl MHdopMaunMoHHOW 6e3onacHOCTU, cobbiTne UHPOPMaLUOHHOW Be30nNacHOCTU, CUCTEMAa MEHe[-
XXMeHTa MHopMaLMOHHON 6e30MacHOCTU
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