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[lpegucnoBue

Llenu n npnHumMnel cTaHgapTm3aummn B Poccunckon ®egepaunm yctaHoeneHbl PegepanbHbiM 3aKOHOM OT
27 pekabpa 2002 r. Ne 184-P3 «O TexHn4eCckoM perynuposaHnumn», a npasmna npuMeHeHUs HauMoHanNbHbIX
ctraHaapToB Poccunckon Pepepaumm — FOCT P 1.0—2004 «CtaHpgapTmnaaums B Poccumnckon @epepaummn. Oc-
HOBHbIE NOMNOXXEHUA»

CBepeHUA o cTaHpapTe

1 10ArOTOBJIEH ObwectBoM ¢ orpaHndeHHON 0TBETCTBEHHOCTLIO «JIMHC-M» (OO0 «JInHc-M») Ha Oc-
HOBE CODCTBEHHOro ayTEHTUYHOrO NepeBoaa ctaHgapTa, yKasaHHOro B NyHKTe 4, a Takke PeaepanbHbIM rocy-
0AaPCTBEHHLIM yvpexxaeHneM «I ocyaapCcTBEHHbIN HAy4YHO-UCcNeaoBaTeNnbCKMN NCNbITaTeNbHbIN UHCTUTYT NPOD-
nem TeXHNYECKON 3aLimTbl MHPopMaunn PeaepanbHON CyXXKObl N0 TEXHUYECKOMY N SKCNOPTHOMY KOHTPOMO»
(PIY THANMU TT3N $CTIK Poccun)

2 BHECEH TexHn4yeckum kommuteToM No ctangaptmsaumm TK 10 «lepcnekTuBHbIE NPOU3BOACTBEHHbIE TEX-
HOMNOMMN, MEHEPKMEHT U OLI€HKAa PUCKOBY

3 YTBEP>XXAEH 1 BBEAEH B AEMCTBWE Mpukasom denepanbHOro areHTCTBa Mo TEXHUHECKOMY perynm-
poBaHUo N meTponormn ot 19 nekabps 2006 r. Ne 317-cT

4 HacToawmn cTaHaapT uaeHTudeH mexayHapoaHomy ctangapty MCO/MOBK 13335-1:2004. «NMHdropmauu-
OHHasa TexHonorusa. Metoabl obecneveHus 6e3onacHOCTU. MeHepKMeHT 0e30nacHOCTU MHAPOPMALMOHHBIX N Te-
NEKOMMYHUKALMOHHLIX TexXHOMNOMMN. Yactb 1. KoHuenuusa n mogenu MeHegkmeHTa 6e30nacHOCTM MHPOPMaLIMOH-
HbIX U TeNeKOMMYHUKaLUMOHHBbIX TexHonornn» (ISO/IEC 13335-1 : 2004 «Information technology — Security
techniques — Management of information and communications technology security — Part 1: Concepts and
models for information and communications technology security management»).

HanmeHoBaHWe HaCTOoALLLEro CTaHaapTa N3MEHEHO OTHOCUTENBHO HAUMMEHOBaHUA YKa3aHHOrO MeXayHapoa-
HOro ctaHgapTa anga npueeaeHuna B cooteeTctBme CTOCT P 1.5—2004 (nyHkT 3.5)

5 BBEAEH BINEPBbIE

Hbopmauus 06 UsMeHeHUSX K HacmosauwemMy cmaHoapmy rnybnukyemcs 8 exxe200H0 U30asaeMOoM UH-
cbopMalUUOHHOM yKazamene «HauuoHanbHbie crmaHoapmbl», @ MmeKem UMEHEHUU U NMOMpasoK — 8 EXXEeMECSHHO
usodasaeMbix UHHOPMaUUOHHbLIX yKazamernsx « HaluuoHanbHble cmaHoapmbly. B criydae nepecmompa (3aMeHb!)
unu ommeHbl Hacmosuweao cmaHoapma coomeemcemayroulee ygeodomneHue byoem onybriukoeaHo 8 exxemMe-
CA4YHO U30asaeMoM UHhopMaUUOHHOM ykasamene «HauyuoHanbHsle crmaHOapmebly. Coomeemcemaeayroulast UH-
cbopmalusi, yeeOoMIEHUS U MeKCMbI pasMellaromcst makxxe 8 UHGhopmalUuoHHOU cucmeme obueao nonb3oea-
HUS — Ha ogbuliuanbHoM calime @edeparbHo20 a2eHmemea no MexHU4YeCKoMy peaynupoeaHuro U Memponoauu
8 cemu ViHmepHem

© CtaHpapTuHdopm, 2007
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CTpaHeH B KavyecTBe odomumnanbHOro msgaHma 6e3 paspelleHus PenepanbHOro areHTCcTea no TEXHUMYECKOMY
PEryNnMpPOBaHUIO N METPONOMNN
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HAUUWOHANBbBHBIN CTAHOAPT POCCUUCKOU OSOEOEPALUMN

UHcdbopmMmaLMOHHaA TeXHOMNOrna
METOObI N CPEOACTBA OBECINEYEHUA BESOINACHOCTW

HacTtb 1

KoHuenuua n mogenu MeHeaKMeHTa 6e30nacHOCTU MH(POPMALMOHHDbIX U TENMEKOMMYHUKALUOHHbIX
TeXHOJNOMMMN

Information technology. Security techniques. Part 1. Concepts and models for information and communications
technology security management

[data BBegeHna — 2007—08—01

1 O6nacTb NPUMEHEeHus

HacToawmmn ctaHaapT npeacrtaesnseT coObon pyKoBOACTBO MO ynpaBneHnio 6e30nacHOCTbLIO MHOPMAaLIMOH-
HbIX U TENEKOMMYHUKALMOHHLIX TexHonormn (UTT), ycTaHaBnNMBaeT KOHLUENUWUIO N MOAENWN, NeXallne B OCHOBE
6a30Boro noHUMMaHua desonacHocT ATT, n packpbiBaeT 0bLiMe BONPOCHI YNpaBneHUsa, KOTOPble BaXHbl ANS
yCMNeLWHOro NAaHnMpoBaHnA, peanusauum n nogaepxkm 6esonacHoctm UTT.

Llenbto HacToALWEro cTangapTa aBnseTca PopMMpoBaHME OBLLIMX MOHATU U MOoaenen ynpaBneHns 6e30-
nacHocTeiO UTT. INpuBeaeHHbIE B HEM MNONOXEHUA HOCAT ODLLIMK XapaKTep U NPUMEHNMBbI K pa3nNUYHbLIM METOAAM
ynpaBneHna n opraHmsaumsam. Hactoawmm ctangapT pa3padboTaH Tak, YTo N03BONAeT npucnocadbnueaTh ero no-
NOXXeHWS K NOTPedbHOCTAM opraHn3aLmnm n CBOUCTBEHHOMY €1 CTUMIO ynpaBneHus. HacToawmnn ctaHaapT He pas-
padaTbiBAET KOHKPETHLIX NOAXOA0B K YnpaBnNeHUo 6€30nacHOCTLIO.

2 TepMUHbI N onpeaeneHun

B HacTosleM cTaHaapTe npuMeHeHbl TepMuHbl o MCO/MIK 17799, UCO/M3BK 13335-4, a Takke cneny-

IOLLINE TEPMUHbBI C COOTBETCTBYHOLLIMMU OnpeaeneHNaMm:
2.1 nogoTyeTHOCTb (accountability): CBoncTBo, obecnevmBarLee 0QHO3HAYHOE NPOocCNeXnBaHMe Nen-

CTBUI NOBOro NOrnMYECKOro 06 LEKTA.

[MCO/M3BK 7498-2]

2.2 aKkTuBbI (asset): Bce, YToO MeeT LEHHOCTb ANs opraHn3auun.

2.3 ayTeHTUYHOCTb (authenticity): CBOUCTBO, rapaHTUpyoLlee, YTO CYOBLEKT UMK pecypc MAEHTUYHbI 3as1B-
NEHHbIM.

[TpnumMedyaHUNe— AyTEHTUHHOCTb MPUMEHAETCA K TakMM cybbeKkTaMm, Kak Nnonb3oBaTenu, K npoLeccam, CUCTe-
MamMm N nHdpopmayunn.

2.4 pocTynHOCTb (availability): CBONCTBO 00bEKTa HAXOAUTLCA B COCTOAHUN FOTOBHOCTU W NCMONb3YEMOC-

TW NO 3anpPocy aBTOPU30BAHHOTO NOrM4YecKoro oo bLEKTA.

[MCO/M3K 7498-2]
2.5 bazoBble 3alnTHbIe Mepbl (baseline controls): MnHMManbHbIM HAOOP 3aLLUTHLIX MEP, YCTAHOBIMEH-

HbIW ANS CUCTEMbI NN OpraHn3aLuu.
2.6 koHbuaeHUManbHOCTD (confidentiality): CBoOUCTBO MHGOpMaLINK ObITb HEAOCTYNHOW N 3aKPLITOW ANS
HeaBTOPN3OBAHHOIO MHANBUAYYMA, MTOMMYECKOro 00LEKTa UNn npoLlecca.

[MCO/MIK 7498-2]

NapaHue opmunanbHoe
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2.7 KOHTpoOnb (control): —

[TpnmedaHune—B koHTekcTe 6e30nacHOCTU NHPOPMALNOHHO-TENEKOMMYHUKALMUOHHBLIX TEXHONOMMN TEPMUH
«KOHTPONb» MOXET CYUTATLCA CUHOHUMOM «3allUTHOW Mepbl» (CM. 2.24).

2.8 pekomeHaauum (guidelines): OnnucaHue, nosicHAwLLee AENCTBUSA U CNOCOBBLI MX BbINOMHEHUSA, HEODXO-
auMble ANa AOCTUXKEHUSA YCTAHOBMEHHbIX LieNew.

2.9 Bo3aeuctTBUe (impact). PesynbTaTt HexxenaTtenbHOro MHUMaeHTa MHQopMaLUnoHHON Be30NacHOCT!.

2.10 vHUnMAaeHT MHpopmMmauMoHHOU Be3onacHOCTHU (information security incident): Jlloboe HenpeaBuaeH-
HOE UNW HEeXXenaTenbHOE COBbITUE, KOTOPOE MOXET HAPYLLNTL AEATENBLHOCTb NN MHPOPMALMOHHYI0 Be3onac-
HOCTb.

[TpumedaHune— NMHUMAeHTaMn nHpopmaunoHHon 6e3onacHOCTU ABNAKTCA:
- yTpaTa ycnyr, obopyacBaHmna nnn yCTPONUCTB;

- CUCTEMHBIE COON NN NeperpysKu;

- OLWMBOKN Nonb3oBaTenewu;

- HecobnaeHne NoNUTUK UNN pekoMeHaaLn;

- HapyweHne pn3ndyecknx mep 3awuThbl;

- HEKOHTPONUpyeMble U3MEHEHUA CUCTEM;

- cObon nporpamMmHOro odecnevyeHmns U 0TKasbl TEXHUYECKNX CPeacCTB;

- HapyLweHne nNpaBun AoCTyna.

2.11 6e30nacHOCTb MH(POPMALUOHHO-TENEKOMMYHUKALUOHHbLIX TEXHOMOrMU (6esonacHoctb UTT)
(ICT security): Bce acnekTbl, cBA3aHHbIE C OnNpeaeneHnemM, AOCTUXKEHUEM N NoAAepPKaHMEM KOHPMAEHLIMAMNbHO-
CTU, LEeNOCTHOCTU, AOCTYMHOCTU, HEOTKA3yeMOCTU, NOAOTYETHOCTU, aYTEHTUYHOCTU U OCTOBEPHOCTU NHGDOPMALM-
OHHO-TENEKOMMYHUKALUOHHBIX TEXHOMOMNM.

2.12 nonuTuka 6e3onacHOCTU UH(HDOPMALUOHHO-TENMEKOMMYHUKALUOHHbLIX TEXHOMNOINMM (NOSIUTUKA
be3zonacHocTu UTT) (ICT security policy): NpaBuna, AMpeKTUBLI, CAOXUBLLAACS NPaKTUKA, KOTOPbIE onpeaens-
10T, KaK B Npeaenax opraHm3aumm n ee MHOOpMaLUOHHO-TENEKOMMYHUKALUOHHLIX TEXHOMNOMN yNpaBnaTh, 3aLy-
LLlaTb U pacnpenendaTb akTUBbI, B TOM YUCe KPUTUYHYIO MHGhOpMaLUIO.

2.13 cpeacTBo(a) oopaboTkn uHpopmauum (information processing facility(ies)): Jliobas cnctema obpa-
DOTKN NHOPMAaLINK, CePBUC NN MHPPACTPYKTYPA, UNn nx usndeckme MecTta pasmMmeLleHns.

2.14 nncpopmaumoHHan 6esonacHoOCTL (information security): Bce acnekThbl, CBA3aHHbIE C onpeaeneHu-
eM, OOCTWKEHNeEM N nogaepKxaHnem KoOoHpPnaeHUManbHOCTU, LEeNOCTHOCTU, AOCTYNHOCTU, HEOTKA3yeMOCTH, Noa-
OTYETHOCTU, ayTEHTUYHOCTUN U OCTOBEPHOCTMN MH(pOPMaLIMM UNKU CPEACTB ee 00PabOTKN.

2.15 uenocTHoCTb (integrity): CBONCTBO COXpaHEeHUA NPaBUbHOCTUN N MOMHOTbI aKTUBOB.

2.16 HeoTKa3yeMocCTb (non-repudiation). CNnocobHOCTL yAOCTOBEPATE MUMEBLLIEE MECTO AENUCTBUNE UNU CO-
ObiTUe TaK, YTOObI 3TU COOLITUA UNK AEUCTBUSA HE MO ObITb NO3XKe OTBEPrHYThHI.

[MCO/M3BK 13888-1, NCO/MOK 7498-2]

2.17 pocToBepHOCTb (reliability): CBOMCTBO COOTBETCTBUA NPeAyCMOTPEHHOMY NOBEAEHUIO U pe3ynbTa-
TaM.

2.18 octaTou4HbIn pUck (residual risk): Puck, octatwowwmncsa nocne ero oopaboTkn.

2.19 pmck (risk): NoTeHUuManbHaa onacHOCTL HaHeCeHua yulepba opraHu3aumm B pesynbtaTe peanusauum
HEKOTOPOWU Yrpo3bl C NCNOMb30BAHMEM YA3BUMOCTEN aKTUBA UMK FPYNMbl aKTUBOB.

[MpumedaHune—OnpeagenseTca Kak codeTaHne BepoATHOCTU coObITUA U ero NocneacTBUN.

2.20 aHanu3 pucka (risk analysis): Cuctematnyeckum npouecc onpeaeneHns BeNUYnHbl pucka.

2.21 oueHKa pucka (risk assessment): lNpouecc, 00beaANHAILWNN NAEHTUPUKALIMIO PUCKA, aHANW3 pUcka n
OLleHMBaHWEe pUCKa.

2.22 MeHeKMEHT pucka (risk management): lNonHbIN npouecc naeHTUdmKaLmn, KOHTPONSA, yCTpaHEeHUS
NN yMmeHbLLEHNS NOCNeaACTBUM ONAaCHbIX COObITUN, KOTOPbIE MOIYT OKa3aTb BNUSHWUE Ha pecypcbl UHPOPMaLIMOH-
HO-TENEKOMMYHUKALIMOHHBIX TEXHOMNOMUM.

2.23 obpaboTka pucka (risk treatment): Npouecc BbIOOpa 1 OCyLWeCcTBAEHNA Mep N0 MOogUdMKaLINM pUCKa.

2.24 3awmTHaa Mepa (safeguard): CnoxxmeLiaaca npakTuka, npouenypa nnm mexaHnsm obpadboTkn pucka.

[TpnuMedaHune—CneayeT 3aMeTUTb, YTO NOHATUE «3aLUMTHARA Mepa» MOXKET CHUTATLCA CUHOHMMOM MOHATUID
«KOHTPONb» (CM. 2.7).

2.25 yrpoa3a (threat): MoTeHUManbHasa NPUYNHA MHUMOEHTA, KOTOPbIA MOXET HAaHeCTH yulepb cucteme unm
OpraHv3aLmn.
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2.26 yasBumocTb (vulnerability): CnabocTb 0gHOro nnn HeCKONBbKUX akTUBOB, KOTOPaa MOXET OblITb UC-
Nnonb3oBaHa 0 4HOW UMN HECKOMbKUMU YTPO3aMM.

3 KoHuenuum 6e30nacHOCTU U B3aMMMOCBSI3W

3.1 MpuHUUNBLI 6€30NacCHOCTMH

na co3gaHna agpdpekTMBHON Nporpammel 6ezonacHoctn NTT doyHOaMeHTanbHbIMU SABAAKOTCSA Crneayto-
LLIE BbICOKOYPOBHEBbIE NPUHLINMLI 6E30MNacHOCTMW:

- MEHE)KMEHT PUCKA — aKTUBbI AOSMKHbI ObiTb 3aLUMLLEHBI NYTEM NPUHATUA COOTBETCTBYIOLLMX Mep. 3aLlUnT-
Hble MepPbl AOMKHbI BbIOUPATLCA U MPUMEHATLCA HA OCHOBAHMU COOTBETCTBYIOLLEN METOAONOMMN yNpaBneHus
PUCKaMW, KOTOpad, MICXoaqa U3 akTUBOB OpraHn3aumu, yrpos, ya3BMMOCTEN U Pa3NUYHbLIX BO3OEUCTBUN YIPO3,
yCTaHaBNMBaeT A0NYCTUMbIE PUCKN N YHNTBLIBAET CYLLECTBYIOLLINE OrpaHUYEeHUS;

- 0bs3aTenbCTBa — BaXKHbI 00A3aTeNnbLCTBA OpraHu3auum B obnactn besonacHoct UTT u B ynpaBneHUm
puckamu. [1na opMmpoBaHua 00A3aTenbCTB cneayeT pasbaCHUTL NPenMyLLecTBa OT peannsauum 6e3onacHOCTU
ATT;

- cNyXedbHble 0064a3aHHOCTU N OTBETCTBEHHOCTbL — PYKOBOACTBO OpraHn3aumm HeceT OTBETCTBEHHOCTL 3a
obecneveHne 6e3onacHOCTU akTMBOB. CnyebHble 00S3aHHOCTU U OTBETCTBEHHOCTL, CBA3aHHbIE C De30NacHOC-
Tbto UTT, AomkHbl BbITb ONpeaeneHbl n AOBEeAEHbLI A0 CBEAEHNA NEPCOHAanNa;

- Llenu, cTpaTerMm n NoONUTUKA — ynpasneHne puckamm, cBsasaHHbIMKU ¢ 6e3onacHOCTbo T T, AOMKHO OCy-
LLLIeCTBNATLCA C Y4ETOM Lienen, ctpaTermn U noNnMTUKM opraHu3auun.

- ynpaBneHne }XN3HeHHbIM LMKNOM — ynpasneHne 6e3onacHocTbio UTT A0MmKHO OblTb HENPEPLIBHLIM B
Te4yeHne BCEro Ux }KM3HEHHOro LMKNa.

Hwxe ¢ no3mummn doyHaameHTanbHbIX NPUHUMNOB ©6e30nacHOCTU NpuBeaeHO ONMcaHNE OCHOBHBLIX KOMMOHEH-
TOB D€30MacHOCTU, BOBNEYEHHbIX B NpoLecc ynpaBneHns 6e30nacHOCTLIO, N X CBA3W. [puBeaeHbl XapakTepuc-
TUKU K&XKO0ro KOMMOHEHTAa U yKa3aHbl OCHOBHbIE CONPAXEHHbIE C HUM (DAaKTOPbI.

3.2 AKTUBDI

[lpaBUNbLHOE YNpaBneHue akTuBaMmn ABNSETCA BaXkHeULWnM pakToOpPOM yCNeLHON AeATeNbLHOCTU OpraHn3a-
LIMN N OCHOBHOWN 0DA3aHHOCTLIO BCEX YPOBHEN PYKOBOACTBA. AKTUBLI OpraHu3aLummn MOryT paccMaTpuBaTbCs Kak
LIeHHOCTWN OpraHmM3aunmn, KOTopble AOMKHbI UMEeTb rapaHTUPOBaHHYIO 3alNTY. AKTUBBLI BKNOYAaOT B cebS (HO He
OrpaHN4YMBaOTCS):

- MaTepuanbHble akTUBbI (HANpPUMEpP BblIMUCANTENBHbIE CPEeACTBAa, CPeaACcCTBa CBA3N, 30aHUSA);

- tHhopMaLMIO (OaHHbIE) (HANPUMEP AOKYMEHTbI, 6a3bl AAHHbIX);

- NporpaMmMHoe obecneveHue;

- CNOCOOHOCTL NPOU3BOAUTL NPOAYKT UNKN NPEeaOoCTaBNATL YCAYTY;

- naen;

- HeMmaTepuanbHble pecypchbl (HanpuMmep NpecTkK PUpMbl, penyTaLuio).

HeBO3MOXHO pa3padoTtaTb U nogaepKnueath YCNELLHYIO NporpamMmy no 6€3onacHOCTU, €CNN HE NOEHTUMN-
LIMPOBaHbI aKTUBLI OpraHm3aumn. Bo MHOMMX cnyvaax npouecc naeHTugpunkalmm akTuBOB N YCTAHOBNEHUA UX LIEH-
HOCTN MOXeT OblTb NPOBEAEH HA BEPXHEM YPOBHE N He TpebyeT AOPOroCTosAWEN, AeTanbHON N ANUTENBLHOW
npoueaypbl. CTeneHb AgeTanmMsaumn gaHHOW Npoueaypbl A0MKHa onpeaenaTbCca OTHOWEHUEM BENUYMHLI BPEMEH-
HbIX U PUHAHCOBbLIX 3aTPAaT K LEHHOCTU akTUBOB. BO BCex cny4vasx cTeneHb getanusaunm A0MmKHa ObiTb YCTAHOB-
neHa, ncxoas n3 uenen 6e3onacHoCTH.

XapakTepUCTUKN aKTUBOB, KOTOPbIe HEODX0OMMO PAaCcCMOTPETb, BKNOYAIOT B ceds cneayowne BenM4nHbl.
LIEHHOCTb, YYBCTBUTENbHOCTL aKTUBOB, U UMeloLLMeCa 3alnTHble Mepbl. Hanndymne KOHKPETHbLIX yrpo3 yA3BUMOCTHU
BNMAET Ha TpeboBaHUA K 3aLUnTe akTMBOB. BHelLHWe yCcrnosuda, coumanbHas U NpaBoBas cpefa, B KOTOPbIX opra-
HU3aLKUA OCYLLLECTBNSAET CBOK AEATENLHOCTb, MOIMYT BNUATE HA aKTUBLI, X CBOUCTBA N XapakTepuUcTtmkn. Ocoden-
HOCTU B YNOMSAHYTbIX YCNOBUAX MOTYT UMETb CYLL,ECTBEHHOE 3Ha4YeHne aAng MeXxayHapoaHbIX opraHMsaumnn u
TPAHCKOHTUHEHTANbLHOro Ucnonb3oBaHna UTT.

OCHOBbLIBasAICb Ha onpeaeneHnmn yrpos n yasaBuMoCcTen U UX KOMBMHaALIMKU, MOXHO OLIEHUTL PUCK U BbIDpaTb
3alUUTHbIE MEPBI U, TEM CaMbiM, MOBLICUTL 6€30MNacHOCTL akTUBOB. [lanee HeobXoAUMO OLIEHMBATb OCTATOUHbIN
PUCK ANs TOro, YToObl oNpeaenuTb, aaekBaTHO M 3aLllULLEHbI aKTUBDI.

3.3 Yrpos3bl

AKTUBbI NOABEePXeHbI MHOMMM BMAaMm yrpo3s. Yrposa obnagaeT cnocOOHOCTLIO HAHOCUTD YLLEPO akTMBaMm W,
cnepoBaTenbHO, OpraHM3aLnmy B LENOM. 3TOT VLLEPD MOXET BO3HUKATL U3-3a aTaki Ha MHOpMaLUnio, 0bpabaThl-
Baemyto ATT, Ha camy CUCTEMY NN NHBIE PpeCcypCbl, NPUBOAS, HANPUMEP, K UX HEAaBTOPU30BaAHHOMY pa3pylLie-
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HUIO, PACKPbITUIO, MoaMdUKaLIMN, NopYEe, HEAOCTYNHOCTN UNK noTepe. Yiepd aktneam MoxeT 6biTb HAHECEH
TONbKO MPU HAMNWUYUN Y HUX YA3BUMOCTU. YTPO3bl MOTYT ObiTb €CTECTBEHHOIO NPOUCXOXAEHUSA UMN CBA3aAHbI C
yenoBe4eckum bakTopom. B nocnegHem cniyvae yrpo3bl MOryT ObiTb CRy4anHbIMW UNKU LieneHanpaBneHHbIMW.
[Mpumepbl yrpo3 npuBeaeHbl B Tabnuue 1. Yrpoabl, Kak cnyvyarHble, Tak U npeaHaMepeHHble, AOMKHbI ObITb NAEH-
TUPULIMPOBAHBDI, @ UX YPOBEHb U BEPOSATHOCTb BO3HMKHOBEHUS A0MKHbI ObITh OLIeHEHbI. [10 MHOrMM BUaaMm yrpos
cpenbl cobpaHbl CTaTUCTUYECKME AAHHbIE. DTN AAHHbIE MOTYT ObITh MCNOMNb30BaHbI OPraHM3aLMeN NPU OLIEHKE

Yrpos3.

Tadtnuya 1 — lMNpumepbl yrpo3

Yrpo3bl, 00ycnoBneHHble YenoBe4YeckumMm hakTopom
Yrpo3sbl cpeabl
ueneHanpaBneHHble cny4vaunHble
[loacnywmneaHue/nepexear. OwndKn n ynyLieHus. 3emneTpsiceHue.
Moandpukauma nHgpopmaumn, YpaneHne dpanna. MonHus.
ATaka Xakepa Ha CUCTEMY. Ownbka MapLipyTusauun. HaBoaHeHMe.
3NoHaMepeHHbIN KoA. MaTepunanbHble HecYacTHbIe [1oxap
XueHune chny4yan

Yrpo3bl MOTYT ObITh TaKKe HanpaBneHbl Ha OTAeNbHbIE cneunduyeckmue YacTn opraHu3aunun, Hanpumep, Ha
paspyLieHne BbIMUCNNTENbHLIX CPeacTB. HekoTopbie yrpo3bl MOryT ObiTb OOLLMMMK ANSA BCEN OpraHM3aLmm, Hanpu-
Mep yuepO 34aHuaM OT yparaHa unm MOMHUKU. YTPo3a MOXET NCXOOUTb KakK U3HYTPU OpraHm3aunmn, Hanpumep
3abacToBKa COTPYAHUKOB, TaK U CHAPYXW, HAaNnpuMep atakm xakepoB UNm NPOMbILLAEHHBIW LWNUOHaX. Pasmep
yLepba oT yrposbl MOXET BAPbUPOBATLCA NPU KAXXO0M €€ BOZHUKHOBEHUN. YLLepO, HAHOCUMbIN HeXenaTeNbHbIM
MHUNOEHTOM, MOXET OblTb BpeMEHHbLIM NN MOCTOSHHLIM, KaK B criydae pa3pyLlueHNa akTuBea.

Yrpo3bl 0bnagaloT cneaywmMmmn xapakTepucTukaMmmn, ycTaHaBnnBaoLWMMN X B3aMMOCBA3b C APYrMMA
KOMMOHEHTaMN 6&30NacHOCTH:

- NCTOYHUK, BHYTPEHHUN UMN BHELLHWUW;

- MOTUBaAUUA, HanpuMep PUHAHCOBAas BbIroga, KOHKYPEHTHOE NPENMYLLLECTBO;

- YaCTOTa BO3HUKHOBEHWS,;

- NpaBgonoaobue;

- BPpeAOHOCHOE BO3AeUCTBUE.

HekoTopble yrpo3bl MOryT NopaxaTb He OOMH BN, akTuBa. B 3TOM cny4vae yrpo3bl MOryT HAHOCUTL Bpe, B
3aBUCUMOCTMU OT TOro, Kakne UMeHHO akTUBbI NMOBpeXxaeHbl. Hanpumep, nporpaMmHbIN BUPYC HA aBTOHOMHOM
NepCoHanbLHON BbIMUCANTENBHOWN MaLLWUHE MOXET HAHECTU OrpaHUYEHHbLIN NN NoKanbHbIN Bped,. OaHaKo TOT Xe
NporpaMmMHbIN BUPYC MOXKET OKasaTb Ha CETEBOU CepBep ODLLINMPHOE BO3OEUCTBUE.

OKpyxkatowme ycnoBmsa N counanbHaa cpena, B KOTOPbLIX PYHKUMOHNPYET opraHu3auns, MorytT UMeTb 00Mb-
LLIOE 3HAYEHUE N CYLLLECTBEHHO BMUATL HA OTHOLLEHME K yIpOo3aM U akTueaM. HekoTopble yrpo3bl B OpraHmn3annsx
MOryT BOOOLLE He paccMaTpuBaTbecd. Koraa pedb nget 00 yrposax, HeobxoanmMo y4nTbiBaTb BANSHUE BHELLHEN
cpeabl.

[1pn oUEeHKe YPOBEHb Yrp03bl B 3aBUCUMOCTU OT pe3ynbTaTa ee BO3AeNCTBUNA MOXET OblTb OnpeaeneH Kak
BbICOKUW, CpeaHNN NNN HU3KUN.

3.4 YA3BUMOCTH

CnabocCTb akTMBa UMW HECKOMNbKNX BUAOB aKTUBOB, KOTOPbIE MOTYT ObiTb UCMOMb30BaHbl OAHOW UNu bonee
yrpo3amMu, TpakKTyeTCs Kak ya3BUMMOCTb. CBA3aHHbIE C akTUBAMW YA3BUMOCTU BKMIOYAKOT B ceba cnaboctn onsm-
4eCKOro HoCcUTens, opraHu3auuun, npoueayp, nepcoHana, ynpaeneHnsa, agMUHUCTPUPOBAHUA, annapaTHOro/npo-
rpaMMHOro obecneyveHma nnn ntHopmMauun. Yrposbl MOryT UCMOMb30BaTb YA3BUMOCTW ANd HaHeCceHUs yuepoda
ATT nnn uenam brusHeca. YAa3BUMOCTb MOXET CYLLLIECTBOBATL U B OTCYTCTBME YIPO3bl. YSA3BUMOCTbL cama no cedbe
He NPUYMNHAET yLLEePO, HO 3TO ABNAETCSA TONLKO YCNOBUEM UMK HAOOPOM YCNOBUK, NO3BONAIOLLMM YIPO3e BO3OeN-
CTBOBATb Ha akTuBbl. CneayeT paccMaTpuBaTb YA3BUMOCTU, BO3HMKAOLWNE U3 Pa3NNYHbLIX MCTOYHUKOB, HANpW-
Mep BHYTPEHHUX N BHELLIHUX MO OTHOLLUEHMIO K KOHKPETHOMY aKTUBY. YA3BUMOCTb MOXXET COXPaHATLCA, NOKa cam
aKTUB HE NU3MEHUNTCSA TaK, YTOObI YA3BUMOCTDb yXKe He CMOrfa NposiBUTLCA. YA3BUMOCTL HEOOX0AUMO OLEHUBATDL
MHONBUAYAMNbLHO U B COBOKYMHOCTU, YTOOLI PACCMOTPETL CAOXUBLLIYIOCA CUTYaLNIO B LIENOM.

[TpuMepoM yA3BUMOCTU ABNAETCA OTCYTCTBME KOHTPOMA A0CTYNA, KOTOPOE MOXeT 00YyCNOBUTL BO3HUKHOBE-
HWe yrpo3bl HECAaHKLUMOHMPOBAHHOIO A0CTYNAa U NPUBECTU K yTpaTe akTUBOB.
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B KOHKpETHbLIX CUCTEME UMN OpraHmn3aLUmmn He Bce YA3BUMOCTU COOTBETCTBYIOT yrpo3am. B nepsyio ovepenb
crneayeT cocpenoTouUTbCA Ha YA3BUMOCTSAX, KOTOPLIM COOTBETCTBYIOT Yrpo3bl. HO B Cuny TOro, YTO OKpy»KakLlias
cpena MOXeT HenpeackasyeMo MeHATLCA, He0OXoAMMO BECTU MOHUTOPUHT BCEX YA3BMMOCTEN ANSA TOrO, YTOOLI
BOBPEMS BbISIBMATL T€ U3 HUX, KOTOPbIE MOIYT UCNOMBb30BaTh BHOBbL MOSABASAOLLLNECH YIPO3bI.

OueHKa ya3BMMoOCTeN — 3TO NpoBepKa cnabocTen, KOTopble MOTyT BbITh MCNONBL30BaHbI CYLLLECTBYOLLIMMU
yrpo3amMun. 3Ta OLEHKa OO0MKHA yYUTLIBATb OKPYXKAaIOLLLYIO cpeay U CylecTByowme 3alnTHble Mepbl. Mepon
YA3BUMOCTUN KOHKPETHOW CUCTEMbI UMK aKTUBA NO OTHOLLEHUIO K Yrpo3e ABNAEeTCA CTeNeHb TOro, C KAKoW Nerkoc-
Tb0 CUCTEME NN AKTUBY MOXKET ObITb HAHECEH YyLLEPD.

[1pn oLleHKe YPOBEHb YA3BUMOCTUN MOXKET ObITb OnpeaeneH Kak BbICOKMN, CpeaHUN U HU3KUN.

3.5 Bo3penctBue

Boanenctene — 310 pesynbTat HUMaAeHTa MHAQOPMAaLIMOHHON 6e30NaCHOCTHN, BbI3BAHHOMO Yrp0O30U U HAHEC-
LLIEro yuepb ee akTnBy. Pe3ynbTaTtoM BO3AENCTBUS MOIYT CTaTkb pa3pyLUEeHNe KOHKPETHOrO akTuBa, NoOBpeXaeHue
ATT, HapyLleHne nx KoHpnaeHUManbHOCTU, LeNOCTHOCTU, OOCTYMHOCTU, HEOTKA3yEMOCTU, NOAOTYETHOCTH, ayTEH-
TUYHOCTUN U AOCTOBEPHOCTU. HenpsamMmoe BO3AeNUCTBME MOXET BKMOYaTb B ceba oMHAHCOBbLIE NOTEPU, NOTEPIO
O0NW pbiHKa nnu penytauun. KoOHTpone 3a BO3aeNCcTBUEM NO3BONAET AOCTUYL PaBHOBECUA MeXay Npeanonarae-
MbIMW MOCNEACTBNAMUN MHLUMAEHTA N CTOUMOCTbLIO 3aLLUUTHBLIX Mep. CneayeT yunTbiBaTb BEPOATHOCTbL BO3HUKHOBE-
HUS MHUMAOEHTA. OTO OCOBEHHO BAXKHO B TEX Crydasx, Koraa ywepd npu kaxxaom BO3HUKHOBEHUWN MHUMAOEHTA
HeBenuK, HO CYMMapHbIN 3dEKT HAKONUBLLNXCA CO BpEMEHEM NHUMAEHTOB MOXET OblTb CYLLLECTBEHHBLIM. OLEeH-
Ka BO3AENCTBUA ABNAETCS BaXKHbIM 3NEMEHTOM OLIEHKN pUCKa N BbIDOPa 3aLLUNTHBIX Mep.

Konn4yecTBeHHOE N Ka4eCTBEHHOE N3MepeHne BO3AeNCTBUS MOTYT ObITb NPOBEAEHDI:

- onpegeneHneM oMHaAHCOBbIX NOTEPb;

- UICNONb30BaHUEM SMMUPUYECKON LLKANbl CEPbEe3HOCTUN BO3aencTeua, Hanpumep ot 1 0o 10;

- UICNONb30BaHNEM 3apaHee OrOBOPEHHBLIX YPOBHEN (BLICOKUN, CPEAHUN N HU3KUI).

3.6 Puck

PUCK — 3TO CNOCODHOCTb KOHKPETHOW Yrpo3bl UCMOMb30BaTh YA3BUMOCTN OAHOIO UMW HECKOMNbKUX BUAOB
aKTUBOB ANA HaHeceHus yuepba opraHmnzaumn. OgHa yrposa unu rpynna yrpo3 MoryT UCrnonb3oBaTh OAHY YA3BU-
MOCTb UNN rpynny yaA3BUMOCTEN.

CueHapun pucka onucbiBaeT, Kak onpeaeneHHasa yrposa unum rpynna yrpos MoryT MCnonb3oBaTth YS3BU-
MOCTb WU rpynny yasBuMOCTEN NOABEPXKEHHOro yrpose aktuea. PUCK xapakTepusyeTca KoMOMHaUmen oByx
drakTOpPOB: BEPOATHOCTbIO BO3HUKHOBEHUA MHLUMAEHTA U €ro paspyLunTenbHbIM BO3aencTemneM. Jioboe nameHe-
HUe aKTUBOB, YIrP03, YA3BMMOCTEN UMK 3aLLUTHLIX Mep MOXET OKasaTk 3Ha4YUTenNbLHOE BNUAHWE Ha pUCK. PaHHee
OoBHapyXeHne nnu aHaHne 060 BCeX 3TUX NBMEHEHUSAX YBENUYNBAET BO3MOXHOCTM MO NPUHATUIO HEODXOANMBbIX
Mep ans obpaboTkm pucka. ObpadboTka pucka BKoYaeT B ceds yCTpaHeHUe, CHUXKEeHMe, NepeHoC N NPUHATHNE
pUCKa.

CneayeT yunTbiBaTb, YTO PUCK HUKOrAa He YCTpaHAeTCs NOMHOCTLIO. [TpUHATUE OCTATOUHOIO pUCKa ABNAET-
CA YaCTbIO 3aKNIYEHNSA O COOTBETCTBUN YPOBHA BE30NacHOCTM NOTPEeBbHOCTAM OpraHnsaumn. PykoBoaCTBO opra-
HU3aLUMKN OMKHO ObITb NOCTABAEHO B N3BECTHOCTL 000 BCEX OCTATOUHbLIX PUCKAX, MX ONACHbLIX NOCNeACTBUAX U
BEPOATHOCTU BO3HUKHOBEHUNA NHUNAOEHTOB. PellieHne 0 NPUHATUN pUcKa A0MKHO NPUHMMATLCA crieunanuctamMu,
MMEIOLLIMMW NPABO NPUHUMATL peLleHne O A0NYCTUMOCTU OnacHbIX NOcneacTBnn NPU BO3HMKHOBEHUN NHUMAEHTA
N NpUMEHEHNN AONONHUTENBHLIX MeP 3aLlUTbl B Cny4vae, ecrnu ypoBeHb OCTaTOYHOIO PUCKa HeNpnemnem.

3.7 3alUUTHbIEe Mepbl

3alnNTHbIE MEPbI — 3TO AENCTBUSA, NpoLieaypPbl U MeXaHMU3Mbl, CNOCODHLbIE 0becneynTb 6e30NaCHOCTbL OT
BO3HWUKHOBEHWSA YIPO3bl, YMEHbLLLUUTL YA3BUMOCTb, OrPpaHNYNUTb BO3AEUCTBUE NHLIMAEHTA B cUCTEME DE30NaCHOC-
TWU, OOHAPVYXUTb UHUMAOEHTLI M 0ONEerinTb BOCCTAHOBMNEHME aKTUBOB. JddrekTuBHas 6e30nacHOCTb OOLIMHO TPEDY-
eT KOMOMHaUNM pas3nNUYHbLIX 3alUTHBIX Mep Ana obecne4veHnsa 3agaHHbIX YpoBHEN 6e30nacHOCTU NpU 3aluTe
aKTMBOB. HanpnmMmep, MexaHn3Mbl KOHTPONA AOCTYNA, NPpUMeHseMble K BbIMUCANTENBHLIM CpeacTBam, AOMKHbI
NOAKPENNATLCA ayaAuTOM, onpeaeneHHbLIM NopsaaKoOM AeUCTBUN NepcoHana, ero odyvyeHuem, a Takke onsndec-
KOW 3alUMTON. HacTb 3aLlUTHBIX MeP MOXKET ObITb 0becneveHa BHELLHMMW YCAOBUAMU, CBOUCTBAMW aKTMBA UMK
MOXET Vy>Ke CyLeCTBOBaTbL B CUCTEME UM OpraHn3aLun.

[Topaaok BbIDOpa 3aLUTHLIX MEP OMEHb BaXXeEH AN NPaBuUnbHOro NNaHUpPOBaHUA N peanusaunmn Nnporpam-
Mbl UHPOPMALMOHHON BE30NaCHOCTU. 3allMTHaAa Mepa MOXET BbINONHATE MHOIO oyHKLMK 6€30NaCcHOCTU N, Ha-
000pPOT, 0oaHa PYHKUKNA Be30NaCcHOCTU MOXET NOTPeboBaTh HECKOMNbKUX 3aLLUMUTHBIX Mep. 3alMTHbIE Mepbl MOTYT
BbINOMHATL OAHY UMK HECKOMBLKO N3 cneayiowmx QyHKUNIA:

- NpeaoTBpaLleHne;

- caAepXXuBaHme;

- ODHapyXeHue;
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- OrPAHNYEHME;

- UCMPABMNEHWE;

- BOCCTAHOBIMEHME;

- MOHUTOPWHT;

- OCBEIOMMNEHME.

lpumep — Obnacmu, 8 KOMOPbIX MO2YM UCIOJ/1Ib308aMbCH 3alliUmHbIe Mepbl, BKITHOYalOM 6 cebsi:

- U3UYECKYIO Ccpely;

- MexXHUYeCKYro cpedy (annapamHo-ripo2pamMmMHoe obecriedeHue u cpedcmea cesizu);

- IepcoHarn;

- aOMuUHUCmMpuposaHue.

HekoTopble 3alMTHbIE MEPbI MOMYT XapakTepusoBaTb NO3NLIMKD OpraHmM3auum B 06nactm MHGOPMaLMOHHOW
B6e3onacHoCTW. B CBA3M ¢ 3TUM BaXXKHO BbIOMpPAaTh crieundpunyeckne 3anTHbie Mepbl, HE NPpUYnHSAIOLLKE yilepba
KynbTYPHOWU U coumnanbHOU cpeae, B KOTOPOU (DYHKLIMOHUPYET OpraHusaLms.

lpumep — Takumu crieyughudecKUMU 3aliUmMHbIMU MepaMU s18J1STFOMCS.

- MOJTUMUKU U npoyedypsl,;

- MEXaHU3MbI KOHMPOJIsI docmyna;

- aHMueupycHoe rnpozpamMmMmHoe obecriedeHue;

- WwughpoesaHue,

- yughpoeast noonuck;

- UHCMpPYyMeHmMmbi MOHUMOPUH2a U aHasu3a;

- pe3epe8HbLIt UCMOYHUK MUMaHUs;

- pe3epeHbie Konuu uHghopmayuu.

3.8 OrpaHn4yeHun

OBbIYHO OrpaHMYEeHns yCTaHABMMBAET UMK MPU3HAET PYKOBOACTBO OpraHM3aLmMn, a Takke onpeaenseT cpe-
0a, B KOTOPOWU AeUCTBYET OpraHn3aLms.

lpumep — Takue o2paHuU4YeHUSsI MO2ym 8K/Tlo4amb e cebs:

- Op2aHuU3ayUoHHbIE;

- KOMMepYecKue,

- huHaHcoeble;

- 110 OKpYyXarujeu cpede;

- 10 repCcoHany;

- 8PEeMEeHHbIe;

- ripasoeble;

- mexHuU4ecKue,

- KYyIbmypHble/coyuasibHble.

OrpaHnyeHns, npucyLume opraHn3auumn, A0MKHbI Y4UTbIBATLCS NPU BbIOOPE U peanm3aunmn 3amnTHLIX Mep.
Heobxoanmo nepmoanyeckn nepecMaTpmBaTh CYLLECTBYIOLLME U YHYNTLIBATL HOBbIE OrpaHnyYeHunsa. CneayeT oTMe-
TUTb, YTO OrPaAHNYEHNA MOTYT CO BPEMEHEM U3MEHSATLCA B 3aBUCUMOCTUN OT NONOXEHNSA OPraHn3aLMn N U3MEHEHNS
BHELLIHEN Cpeabl. BHELWHANA cpeaa, B KOTOPOU AEUCTBYET OpraHM3aumst, UMeeT OTHOLLIEHNE K HECKONMBbKUM KOMMO-
HeHTaM 6e30MacHOCTH, B YACTHOCTU K Yrpo3aM, PUCKaM U 3aLLUTHLIM MEpPaM.

3.9 BzaumocBA3b KOMMNOHEHTOB 6€30MNacHOCTH

BesonacHocTb UTT — 3TO MHOronnaHoBas opraHn3aLns NpoUeCcCOoB 3aLLUThbl, KOTOPYIO MOXHO paccMaTpy-
BaTb C pa3nUYHbIX TOYEK 3peHUs. B3anMocBA3b KOMNOHEHTOB 6E30MaCHOCTK, NOKa3biBaOLLANA, Kak aKTUBbI MOTYT
noaBepraTbCsa BO3AENCTBUIO HECKONBKMX YIPO3, OHA U3 KOTOPLIX ABNSETCA OCHOBOW ANda MOAenn, npeacrasne-
Ha Ha pucyHke 1. Habop yrpo3 noCTOAHHO MEHAETCSH U, KaK NPaBUMo, U3BECTEH TOMbKO YaCTUYHO. TalKe Co
BPEMEHEM MEHAETCSH U OKPYKaloLLIAaa cpena, U 3TM U3MEHEHMA CrOCOBHbI NOBAMATL HA NPUPoAY Yrpo3 U BEPOST-
HOCTb UX BO3HUKHOBEHMUS.

Mopenb 6e30nacHOCTM OTOBpaXKaEeT:

- OKPYKaKLLYIO cpealy, CoaepXKaLlyto OrpaHU4eHNs N yrpo3bl, KOTOPbIE MOCTOSIHHO MEHSAIOTCSH U N3BECTHbI
NULLb YaCTUYHO;

- aKTUBbI OPraHn3aLmu;

- YA3BUMOCTH, NPUCYLLNE AAaHHbIM aKTUBAM;

- MepPbLI ANA 3aLWMTbl aKTUBOB;

- NpMeMneMbIe Ang opraHn3anmm OCTaTOUYHbIE PUCKM.

Ha ocHOBe aHann3a B3auMOCBSA3U KOMNOHEHTOB Be30MaCcHOCTUN, NPeaCcTaBNeHHON HA PUCYHKe 1, Moaenb
B6e30nacHOCTN MOXKET BbITb NpeacTaBNeHa NATLIO BO3MOXKHBIMU CLEHAPUAMU, 3TN CLIEHAPUKX BKNIOYAIOT B ce04:

6



F'OCT P AICO/M3K 13335-1 — 2006

- cueHapun 1 — 3awmTHaa mepa S MoOXeT ObiTb 3PPEeKTUBHA ONA CHUWKEHUA PUCKOB R, CBA3AHHLIX C
yrpo3on T, cnocobHOW UCNoNb3oBaTh YA3BUMOCTL akTUBa V. Yrpo3a MOXeT A0CTUYb Lienu, TONbKO €CNU akTUBEI
YA3BUMbI 4NA OAHHOW Yrpo3bil;

- CLleHapuK 2 — 3alMTHaa Mepa MOXET ObITb 3(PEKTUBHON ANA CHUXXEHUA PUCKA, CBA3AHHOTO C Yrpo30M,
MCNONb3YIOLEN rpynny ya3BUMOCTEN aKTUBA;

- cCLleHapun 3 — rpynna 3awnTHLIX Mep MOXeT ObITb 3P (PEKTUBHA B CHMXXEHNU PUCKOB, CBA3AHHbLIX C FPYyn-
MNOW Yyrpo3, UCNONb3YIOWKNX YA3BUMOCTb akTuBa. Horaa TpedyeTca HeCKONLKO 3aLUUTHBIX Mep AN CHUXKEHUS
pucKka 00 NpueMnemMoro ypoBHAa ans nofyvyeHna oonycTUMOro OctaTtovuHoro pucka RR;

- cLleHapun 4 — PUCK CHUTAIOT NpUeMnemMbiM N HUKaAKME MepPbl He peannayoTca aaxe B NPUCYTCTBUN YIpo3
M NpU HAaNU4YNU yA3BUMOCTEWN aKTUBA;

- CLleHapun 5 — cyllecTByeT YyA3BUMOCTbL aKTUBA, HO HE U3BECTHbI YIrP0o3bl, KOTOPLIE MO Bbl €€ NCNOMb-
30BaTb.

B ka4ecTBe 3alNTHON Mepbl MOXET ObITb NCNONL30OBAH MOHUTOPWHT YIPO3 ANS TOro, YTobbl yoeauTbea, YTo
YrpO3bl, CNOCOOHLIE UCNONL30BATbL YA3BUMOCTE aKTUBA, He NOABUNUCL. OrpaHn4eHus BAUAIOT Ha BbIOOP 3aLMT-
HbIX Mep.

OrpaHnyeHus

R — puck; RR — 0oCTaTO4HbIA pUCK, S — 3allUTHaAA Mepa;, T — yrposa; V — ya3BUMOCTb akTUBa

PucyHok 1 — B3anmMocBA3b KOMMNOHEHTOB ©e30nacHOCTH

Ilobas UTT sknovaeT B cebs1 akTUBbI (B NEPBYIO o4epenb MHGOOPMAaLNIO, a TaKKe TEXHNYECKNE CPeacTBa,
nporpaMMHoe obecneveHne, CBA3b U T. [.), BaXHble ANS YCNeLwHoNn AeAaTeNbHOCTU OpraHn3aLnn. 3T akTUBHI
npeacTaBnaloT ANA OpraHn3aunmn LEHHOCTb, KOTopas 0ObIMHO onpeaenseTcs Mo X BNUAHUIO Ha BU3Hec-onepaunn
HEaBTOPM3OBAHHOIO PacKpbITUA MHOPMaLMK, ee MoandmKaLMm UnNn oTkasa oT aBTOPCTBA, a TaKkke HeJOCTYMHO-
CTbO UMK pa3pyLLeHneM MHopMaLn Unn ycnyr. [nsa Toro, 4Tobbl TOYHEE OLIEHUTL PeanbHOe 3HAYEHNE BO3AEN-
CTBMWSA, BHa4are ero onpeaensiioT BHE 3aBUCUMOCTU OT Yrpo3, KOTOPbIE MOTYT €ro Bbi3BaTb. 3aTEM OTBEYaloT Ha
BOMPOC O TOM, KaKne yrpo3bl MOryT BO3HUKHYTb U Bbi3BaTb NOJOOHOE BO3AENCTBUE, KAKOBA BEPOATHOCTb MX
NOsIBNEHUS U MOTYT NN aKTUBbI NOABEPraTbCs HECKONbKUM yrpo3am. [lanee nay4yatoT BONpoc O TOM, Kakme yAa3BU-
MOCTW aKTUBOB MOTYT ObITb UCNOMNb30BaHbI Yrpo3amMu AN TOro, YToObl Bbi3BaTb BO3AEWUCTBME, T. €. MOTYT NN
YrpO3bl UCMOMNb30BaTb YA3BUMOCTHW, YTODbI BO34EMCTBOBATb HA aKTMBbI. KaxKabi 3 3TUX KOMMOHEHTOB (LIEHHOCTU
aKTUBOB, Yrpo3bl U YA3BUMOCTN) MOXET co3aaTb puck. OT OLEHKM pucka aanee 3aBUCAT obuwme TpeboBaHUS
6e30nacHOCTU, KOTOPbIE BbINOMHATCA UM AOCTUTAKTCA peanu3aunen 3anTHbIX Mep. B aanbHenwem npume-
HEHME 3aLLUTHBIX MEP CHU3UT PUCK, 3aLLNTUT OT BO3AENCTBUSA YIPO3 U YMEHBLUUT YSA3BUMOCTL aKTUBOB.

B3anmMocBA3b 3alUUTHBLIX Mep U pucka, nokasbiBawowas 3¢deKTUBHOCTb HEKOTOPbIX 3aLLMUTHBIX MEP B CHU-
XXEHUU pucka, npeactaBneHa Ha pucyHke 2. Yacto TpebyeTca NpUMeHEeHNe HECKOMNMbKUX 3aLLUUTHbLIX Mep AnS

3* /
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CHW)KEHNS prUcCKa A0 NPUEMMNEMOro YPoBHS. ECnu puck cuntaeTca npmeMnemMbiM, TO peanu3aunst 3almnTHBIX Mep
He TpebyeTcA.

MpumeHeHue | | PE@MM30BaH-

3aLLNTHBIX HbIE
MEp 3alUTHbIE

Mepbl

[TpuemMnemMbii
YPOBEHb
OcTarouHbIA
PUCK
[ThaHupoBaHue: Peanu3auus:
OoLeHKa pPUCKa, . NpUMEHEeHUe 3aLUTHbIX
BbipaboTKa nnaHa Mep

Be3onacHoctu ATT

PUcyHoK 2 — B3anmocBA3b 3alUUTHLIX MeP U pUcka

4 Llenwn, cTpaTtermm v nonnuTuka

B ka4ecTBe OCHOBbI AeNCTBEHHOU Be3onacHoCTM UT T opraHnzaumm AonxHbl ObiTb CHOPMYNNPOBaHLI LIENW,
cTpaTerum u nonntuka 6e3onacHoCcTu opraHmsaumn. OHM cCOOAeNCTBYIOT AEATENBHOCTU OpraHnu3aLUnm n obecneyu-
BAOT COrMacoBaHHOCTbL BCEX 3aWUTHLIX Mep. [na Toro, 4Tobbl 0becneynTb NOAOOHYI0 COrNacoBaHHOCTb, OCO-
OeHHO BaXKHO, YTOOLI Lienu, cTpaTerna n nonuTMka 6e3onacHOCTU ObIMn MHTErPUPOBaHLI B NPOrpaMmMbl 0ByHeHNA U
NOBbILLIEHNA KBANUnkaummn B obnactn 6€3o0nacHOCTW.

Llenu (4ero HeobxoaumMo AOCTUYL), CTpaTernmm (Cnocodbl AOCTUXKEHUA Lienun), NoNUTUKa (Npasmna, KoTopble
crieayeT codonogaTe Npu peanu3auum cTpaTtermn) u npouenypbl (MeToabl OCYLLECTBAEHUS NOMUTUKU) MOTYT ObITb
onpegeneHbl U PacKpbiTbl B COOTBETCTBYIOLLMX NoapasgeneHnax u Ha COOTBETCTBYIOLLMX YPOBHSAX OpraHn3auun.
PykoBoasiLme AOKYMEHTbI A0MKHbI OTpaXaTb OpraHN3aLMOHHbIE TPeboBaHNA N YYUTbIBATb OPraHM3aUNOHHbIE Or-
paHun4eHua. NocKonbKy MHOMMe yrpo3bl (HanpumMmep aTakn xakepoB, yaaneHne hannos, noxap) ABNsSOTCA pac-
NPOCTPAHEHHLIMW, BaXXHA COrMacoBaHHOCTL MeXay COOTBETCTBYIOLLMMU AOKYMEHTAMM.

bonee ToOro, obwme uenu, cTtpaterMm N NONUTUKA AOMKHbI ObiTb OTPaXXeHbl N YTOUMHEHbI B AeTanbHbIX U
cneundunyeckux Lensx, NonnmTuke n npoueaypax Bo Bcex cjpepax uHTepeca opraHmMsaumnm, Takux Kak ynpasneHume
donHaHcamMu, nepcoHanom u 6e3onacHOCTLIO. [lanee 6e3onacHOCTbL NOAPA3aAenaloT Ha COCTaBNALLINE (CBA3aH-
HYIO C NepcoHanoM, punandeckyto, MHopmMaunoHHyto, UTT BesonacHOCTb U T. 4.). Mepapxua AokyMeHTaunmn
O0MKHa NoaaepKMBaTbCAa N akTyanmu3npoBaTbCs NO pe3ynbTaTtam Nnepnogmnyeckoro aHanmsa 6e3onacHoOCTU (Ha-
npumMep nNo pesynbtTaTtam OLEHKN PUCKOB, BHELLIHErO U BHYTPEHHEro ayanTta 6e30nacHOCTU) U B CBA3U C UBMEHEHN-
AMW Lienen AeAaTenbHOCTN OpraHn3aum.

Llenn, cTpaternn, nonutuka n metogbl besonacHoct T T aomkHbl oTODpakaTb TO, UTO oxkmnaaeTca ot ATT
B c(pepe BesonacHoCTU. Kak npaBuno, ux uanaraioT Ha 0BLENPUHATOM A3blKe, OQHAKO B HEKOTOPLIX Cry4asX
MOXET BO3HUKHYTb U NOTPEOHOCTL U3NOXNTL X Bonee popmMarnbHO C UCNONb3oBaHUEM cneundonHeckon TepmMu-

Honoruu. Llenn, ctpaTterns, nonutuka onpeaenstoT ypoBeHb 6e30nNacHOCTM ANS OpraHn3aLmMm 1 Nopor npuemne-
MOTO pUcKa.
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4.1 Llenu un ctparerum 6e3onacHoCTU UHPOPMaALUOHHO-TENTIEKOMMYHUKALMUOHHbIX TEXHOSOMMH

[locne ycTtaHOBReHUa uenen desonacHocTu AT T opraHnsaumm A0rmkHbl ObiTh pa3padoTaHbl cTpaTernm 6e3o-
nacHoctTn UTT, asnaowineca pyHaaMeHTOM pa3BUTUA NONNTUKKM bezonacHocTn UTT opraHusaunn. Passutne be-
zonacHocT UTT HeoOxoammo Ana Toro, YToObl rapaHTUPOBaTb AOCTOBEPHOCTL U 3PPEKTUBHOCTL PE3YNbTaTOB
npouecca ynpaBneHnsa puckamu. [lns passutnsa n ycnewHon peanusaunm nonutmkn 6esonacHoctn AT T B opraHu-
3auunmn TpebyeTcsa obecneyunTb ee BCECTOPOHHEE ynpaBneHne. BaxHo, 4Tobbl nonutmnka 6e3onacHocTM T T yunThl-
Bana uenu n ocobeHHOCTU AaHHOM opranHndaunn. Nonuntuka 6esonacHoctM T T aomkHa 06beAUHATLCA C NONUTYK-
KOW 6e30nacHOCTU N DU3HEC-NONNTUKON OpraHn3aunn. Takoe 0dbeanHeHe NOMOXET AOCTUYbL Hanbonee addekx-
TUBHOIO UCMOMb30BaHUSA PECYPCOB N 0BEeCnevnTb CornacoBaHHbIM NOAX0A K 6€30MacHOCTU B PA3MNMUNYHBLIX YCMOBW-
AX OKpY>XaloLLen cpeabl.

MoXeT okaszaTbCsl HeODXOANMBIM pPa3BuBaTh OTAEMNbHbLIE cneUndUYecKne acnekTbl NOANTUKN BE30NACHOCTU
ONA KaXxaon unu Heckonbknx T T. ST HanpaBneHna AOmKHbI 6a3npoBaTbCA Ha OLIEHKE pUCKa N COrnacoBbIBaTb-
cA ¢ nonuTtukon 6esonacHoctn UTT, TeM caMmbiM y4UTbIBAsS pekoMeHaaunn Nno 6e30nacHOCTN ANA TEX CUCTEM, C
KOTOPbIMU OHU CBA3AHbI.

B ka4ecTBe nepBOro wara K npoueccy ynpasneHua t6e3onacHocTbio T T MOXHO pacCMOTpeTb BONPOC O
TOM, HACKOMbKO LLIMPOKN FpaHULbl YPOBHS pUCKa, NpUeMnemMoro Anga opraHusauun. TujatenbHoe onpeaeneHue
NPUEMMEMbIX PUCKOB U, cCneaoBaTenbHO, COOTBETCTBYIOLLLENO YPOBHA 6€30NaCHOCTU — 3TO KMHOY K yCNELHOMY
ynpaBneHuto 6€30nacHOCTLIO.

Heobxo0aANMOCTb 3aAaHUa LUIMPOKNX rpaHnL, AONYCTUMOrO pucka 6e3onacHOCTU ANKTYeTCS 3aaavyammn 6e30-
nacHoCTU UTT, KOTOpbIE AOMKHA BbINONHUTL OpraHn3aumns. na peweHnsa 3agad obecneyeHmns 6e3onacHOCTH
HV>KHO MOEHTUOULMPOBATL aKTUBbLI OpraHn3auum n NpoBecTM OUEHKY UX LeHHOCTU. [pn ngeHTndmnkaumm n oLeHKe
LLIeHHOCTWN aKTUBOB HEODXOAUMO YYNTbLIBATL POMb, KOTOPYIO OHWM UrPatoT B NoaaepXaHnum AeaTeNbHOCTN OpraHu3a-
umn. UTT aBngaeTca nuilb 4aCcTbio akTUBOB OpraHu3aumn.

UTOOLI OLLEeHUTL, B KAKOW Mepe DU3HeC opraHusauum 3asucut ot T T, HeoBXoaNMO pacCMOTPETL BOMPOCHI O
TOM:

- KaKMe BaXkHble cocTaBnsatoLlne bmusHeca He MOryT ocyLlecTBNATLCA 0e3 UTT;

- Kakne 3agaym MoryT ObiTb pelleHbl TONLKO npy nomown UTT;

- KaKne BaXkKHble pelleHnd 3aBUCAT OT KOHoMAeHUMaNbLHOCTH, LENOCTHOCTU, AOCTYNHOCTU, HEOTKA3yEeMOCTMU,
NOAOTYETHOCTM U aYTEHTUHHOCTMN MHPOPMAaLINKN, XpaHUMON nnn obpadaTteiBaemMon UTT, nnun oT TOro, HaCKOMNbLKO
aTa MHOpPMaLUNA aKkTyarnbHa;

- Kakasi XpaHumas unm obpadaTtbiBaeMasa MHOPMaLNA A0MKHA 3aLUNLLIATLCS;

- KAKOBbI ANA opraHM3aLlun nocneacTema MHUMAEHTa 6e30nacHOCTU?

OTBeTbl HA 3TU BONPOCHI NO3BOMAT YCTAHOBUTL 3aaaym besonacHocTM U TT oprannsaumn. Ecnn, Hanpumep,
HEKOTOPbIE BaXKHble UMY O4YeHb BaXKHble COCTaBnalowmMe AeaTenbHOCTU OpraHn3aumnm 3aBUCAT OT TOYHOCTU UMK
aKTyanbHOCTU MHAOPMaLIMK, TO OOHOWN U3 3aaa4 6e30NacHOCTU OpraHM3aLUnm MOXeT cTaTb 0becneyeHmne LenocT-
HOCTW 1 ODHOBNSIEMOCTU NHGOOPMALIMN B NpoLiecce ee XpaHeHna n obpadotkm UTT. Onpenenas 3agaym besonac-
HOCTU T T, HEODXOAUMO TaKke pacCMOTPETL 3aaa4n BusHeca un nx cBssb ¢ 6e30NacHOCTbLIO.

B 3aBUCMMOCTM OT Uenen bezonacHocTM UTT HeoBXoaANMMO cornacoBaTb CTpaTernio AOCTUXKEHUSA ITUX Lie-
nen. BelbpaHHaa cTpaTerna AoMmKHa COOTBETCTBOBATL LIEHHOCTU 3aLUMLLaEMbIX aKTUBOB. Ecnn, HanpuMmep, OTBET
Ha oAuH UnNn donee BONPOCOB, PACCMOTPEHHbLIX BbilLE, BLIABASAET CUMbHYIO 3aBUCUMOCTL OT AT T, TO opraHmaa-
LIMA, CKOpee BCEro, AOMKHA NpeabaBnATh BbICOKME TpedoBaHua K besonacHocTn ATT, n uenecoobpasHo BLIOK-
paTb CTpaTErmio, AOCTATOMHYIO ANA BbINOMAHEHUA 3TUX TPEDOBAHUM.

OCHOBHbIE NONOXeHUs cTpaTernm besonacHocTn TT cBOAATCA K TOMY, Kak opraHnsauua oyaeT gocturaTb
cBoux Lenen B obnactn 6esonacHoctn ATT. Bonpockl, K KOTOPbIM AOMKHA 0bpallaTbCs cTpaTerna, oyayT 3aBu-
CeTb OT YMcna, BUaa 1 BaXKHOCTM 3TUX Lenen. Ana opraHnsaymm obbI4MHO BaXKHO NPUMEHATL TUMOBLIE PELLEHNUS
3TUX BOMPOCOB. XapaKTep BOMNPOCOB MOXET ObIThb KAk O4E€Hb KOHKPETHbLIM, TaK U OBLLUM.

lIpumepni

1 KOHKpemHbIU 80MnPOC: op2aHuU3ayus (e cuny crneyuguku ceoel dessmesibHOCMU) MOXXKem uMemb
rnepeooyvyepedHou yenbro bezonacHocmu UTT obecriedeHue nocmosiHHOU 0OCMyrnHOCMU eCeX C80UX
cucmem. B smom cniydae OOHa U3 cocmaesissrowux cmpame2uu Moxem 6bimb HanpaesieHa Ha YMeHb-
wieHue eeposimHOCMU 3apaXXxeHust supycamu rnymemM ycmaHO8KU aHmueupycHO20 rnpozpaMmMHo20 obec-
rneYyeHusl.

2 Obwuu eonpoc: op2aHuszayus, ocywecmesnsiroujast npooaxy ceoux UHhopMayuoHHO-Mes1eKoM-
MYHUKaUUOHHBbIX yCI1y2, MOXXem nocmasumb yenbio 6ezonacHocmu UTT dokazamb nomeHyuasibHbIM
K/lueHmMam, 4mo ee cob6cmeeHHble cucmemMsl op2aHuU3ayuu 3awuweHnsl. B amomM cny4yae 4yacmbio cmpa-
meauu 6ydem ammecmauyusi cucmemsbi o mpeboeaHusim 6e3zonacHocmu uHgopmayuu, npoeeoeHHas
yrosIHOMOYeHHOU CMOPOHHEeU op2aHu3ayued.
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Opyrummn BO3MOXHBLIMW acnektamm ctpaTtermn besonacHoctn ATT, B cuny cneymndonydecknx 3aagad nnm nx
KOMOMHALNMIA, MOTYT ObITb!

- CTpaTerna oLeHKMN pucka n MeTobl, aganTupyeMblie B paMKax opraHm3auum;

- KOMMNNEeKcHaa nonutuka besonacHoct AT T ana kaXkaon CUCTEMBbI;

- OpraHM3aLUnOHHbIE METOAbI DE30MAaCHOCTU ANA KaXXA0W CUCTEMDbI;

- cxema knaccndoukaumm TT cnctem;

- 0CO3HaHMe HeOBXOANMOCTM BE30MNACHOCTU M NOBbLILLIEHWE KBanudukalmmn B 06nacTmn 6e30nacHOCTW;

- ycnoBusa 6€30nacHOCTU COeAMHEHNI, KOTOPbIE AOMKHbI BbIMOMHATLCA N MPOBEPATLCA Nepen OCYLIECTB-
neHneM coeanHeHns ¢ gpyrmumMn yCTpoUCTBaMMU;

- CTaHAApTHbIE CXEMbI yNpaBneHna MHLnaAeHTaMn MHOOPMAaLIMOHHOW BEe30MNacHOCTM B paMKax BCEN OpraHu-
3auunn.

[Tocne onpeaeneHns cTpaTerna 6€30NacHOCTU U ee COCTaBRAIOLLINE AOMKHBLI ObITb BKAOYEHbI B MONUTUKY
6esonacHocTn ATT opraHmsaumn.

4.2 Nepapxua NnoNUTUK

[TonnTnka 6€30nacHOCTU OpraHM3aUnumn MOXKeT COCTOSATb U3 NPUHLMNIOB DEe30MacHOCTN U ANPEKTMB ANd opra-
HU3auMK B LienoMm. INonutuka 6e3onacHOCTU OpraHn3aLnmn AOmKHa OTpaXaTb bonee LLNPOKUA KPyr acnekToB NOMu-
TUKW OpraHmsauumn, BKNYasa acnekTbl, KOTOpbIE KacaloTca NpaB MMYHOCTU, 3aKOHOoAaTENbHbLIX TPeboBaAHMU U CTaH-
NapToB.

[TonuTnka HgOpPMaLIMOHHOWN BE30ONACHOCTU MOXKET coaepKaTb NPUHLNUMBLI U ANPEKTUBLI, cneundunyHble Ans
3aLUUTbI YYBCTBUTENBHOW U LLIEHHOW UMW MHOW BaXXHOW ANa opraHn3auun niopmaumn. Coaepkalumeca B HeW
MPUHLUUNBI CTPOATCA HA OCHOBE NPUHLMNOB NONUTUKN BE30MACHOCTU U, TAKUM 0DPa3oM, CornacoBaHbl C HUMMW.

[TonnTtuka 6e3onacHocT T T opraHnsauum AomkHa oTpaxkaTtb CyLLECTBEHHbIE NPUHLUMNBLI De3onacHOCTU ATT
M ANPEKTUBLI, NPUMEHNMBIE K NONUTUKE BE30NAacCHOCTU U NONUTUKE NHPOPMALIMOHHON BE30NAaCHOCTU, U NOPSA0K
ncnone3osaHua AT T B opraHmsauunm.

[TonuTuka 6esonacHocTM UTT aomkHa oTpaxaTb NPUHLIKMALI 0E30NAaCHOCTU U ANPEKTUBLI, CoAepKaLLMeCca B
nonuTtuke besonacHocTM UTT opraHnzaummn. OHa A0mKHa Talkke coagepaTh AeTanun ocobblx TpedoBaHnn besonac-
HOCTU M 3aLUUTHbLIX Mep, nognexalwmx peanusaunmn, n npoueaypbl NnpaBUNbHOrO UCNOMNbL30BaHNUSA 3aLLUMTHLIX Mep
nnsa obecneveHns agekBaTHoM 6e30nacHOCTU. Bo Bcex crnyyasax BaXkHO, YTOObI NPUHATLIN Noaxon, 0bin adhdekTn-
BEH B OTHOLLEHUN NOTPebHOCTEeN ODU3Heca opraHM3aLmni.

B HekoTopbIxX cnyvaax nonntunka 6esonacHocTM UT T MOXeT ObITb BKMAKOYEHA B COCTaB TEXHUYECKOWU U Y-
paBNeH4YeCcKoN NOMTUKN OpraHnu3aLnm, KOTopble BMECTE COCTaBNAT OCHOBY NonuTuku T T. OTa nonutuka gon-
XHa coaepaTb HECKOMbKO yoeanTenbHbIX NONOXEHUN BaXXKHOCTN DE30nacHOCTU, eCnn OHa Heobxoauma Ans
cobnaeHna aaHHOM NONUTUKK. [NpumMmep nepapxmveckmux OTHOLLEHUIN, KOTOPbLIE MOMYT BO3HUKATbL MEXAyY NOMNTM-
KaMW, NoKkasaH Ha pucyHke 3. BHe 3aBUCUMOCTM OT OpraHn3auMoOHHOWN CTPYKTYPbI UM AOKYMEHTaL NN, NPUHATON B
OopraHu3auun, BaXXHO, YTOObI y4UTbLIBANUCH Pa3nnYHbIe CTOPOHLI NONUTUKU U NoAAEPXKMUBaNack NX COrnacoBaH-
HOCTb.

Ooyrmne bonee geTtanbHble NOANTUKM BE30MacHOCTU TPEDYIOTCA ANSa cneunduyeckux CUCTEM U YCAYT NNn
rpynn ATT nycnyr. 3T NONUTUKN OBLIMHO N3BECTHLI Kak NonNuTukn besonacHoctu UTT. C no3mumn ynpaBneHus
O4Y€Hb BaXXHO, YTODbLI UX NpeaMET U rpaHuLbl ObINn ACHLI U Ba3npoBaNUCb OAHOBPEMEHHO Ha DU3HEC-TPeDOBaAHNAX
N TEXHUYECKNX TPebOBaHNAX.

4.3 InNeMeHTbl NONINTUKU Be30onacHOCTU MHPOPMALUOHHO-TENEKOMMYHUKALUOHHbIX TEXHOMOMMMN
opraHv3sauuvu

[TonnTtunka 6e3onacHocT ATT aonxHa popMuUpoBaThbCs, NCXOAS N3 COrNacoBaHHbLIX LIeNen u ctpaTermn
O6e3onacHocTn AT T opraHmsaunn. Heobxoammo BbipaboTaTb M COXpaHATL NONUTUKY Be3onacHoCTM UTT, COOTBET-
CTBVIOLLYIO 3aKOHOAATENBLCTRY, TPeDOBAHUAM PEryNMPYIOLLIMX OpraHoB, NONUTUKE B 0bnacTn busHeca, besonac-
HOCTU n nonutuke ATT.

Uem Bbonee opraHmsauma nonaraetca Ha ATT, TeM BaxkHee ee 6e30nacHOCTb, KOTOpas obecneymBaeT Bbl-
NnonNHeHne busHec-3aaad. lNpu dopmmnposaHmn noNUTUKK bezonacHocT UTT cneayeT NOMHUTL 06 OCODEHHOCTAX
KyNbTYpPbl, OKPYKaloLLEN cpenbl OpraHmM3aummn, NOCKOMbKY OHU BAMAIOT Ha NoAxoa K 6e30nacHOCTU, HanpuMep Ha
3aLUMTHbIE MepPbI, KOTOPbIE MOTYT ObITb IErKO NPUHATLI B 0AHON cpefie N ObiTb abCONTHO HENpUeMnemMbl B Apy-
ron. learenbHOCTb B 00NacTh 6e30nacHOCTU, U3NOXEHHAA B NoNUTUKE besonacHoCcTM UTT, MOXKET OCHOBbLIBATLCS
Ha OpraHuU3aLUMOHHBLIX LIeNAX U cTpaTermax, pesynbTaTtax npeabiaywmx nccnegosaHnUm No oUeHKe U yrnpaBneHuio
DUCKOM, pe3ynbTaTax MeponpuaTUn nNo CONpPOBOXAEHMIO CO30aBaeMbIX 3aLLUTHLIX MepP, MOHUTOPUHIre, ayauTe U
aHanuse besonacHocTM T T B npoLecce TeKyLen AeaTENBLHOCTU U OTYeTax 00 MHUMaeHTax 6e3onacHocTu. Jliobas
cepbesHas yrposa nnm ysa3BMMOCTb, 3aMeYeHHas B Xoae AaHHbIX MepPOonpUATUN, AOMKHA OblTb COOTHECEHA C
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busHec-nonuTUKa opraHnsauumw,
BblTEKAKLLaaA U3 Lieneu U cTtpaterun

opraHn3auuin

Hpyrue NONUTUKA
[TonuTuka 6e30NacHOCTU
[MonuTuka MapkeTuHra lonmTuka UTT

opraHusauum

opraHn3auuu opraHuvsauuu

[TonuTuka nHgpopmauu-
OHHOU De3onacHOCTU

[NonuTtuka GesonacHoOCTH
ATT

x
[NenapTameHT unn BusHec-nogpasneneHus .
NMonutuka 6esonacHoct ATT

1R
--Imﬂ
NTT A
a be3onacHoOCTHU

[TONMUTUK

ATT

* TnybuHa nepapxmm (MMCNO CNOB) 3aBUCUT OT HECKONbKUX (hbakTopoB (Hanpumep pasmMepa opraHusaLun).

PucyHok 3 — Uepapxmna nonntuk

NONUTUKON OpraHn3aLun, onucbiBatoLLLEN ODLLIMM NOAX0A K peLLEHUI0 3TUX Npobnem be3onacHOCTW. [leTanbHble
OEeNCTBUA U3naratTca B pa3nnyHbIX NoNUTUKax besonacHoctn ATT nnun apyrmx BCnoMoraTenbHbIX AOKYMEHTAX,
HanpUMep B OpraHN3aLMOHHbLIX METOAaX 0e30MacHOCTMW.

B pa3paboTke nonntnkn 6esonacHoctn UTT opraHnsaumnm A0OMmKHbI NPpUHUMATEL y4acTue NpeacTaBUTENU Ha-
npaBrneHnun, CBA3aHHbIX C:

- ayanToM;

- NPaBOM;

- OUHaAHCaMW;

- M(HPOPMALIMOHHBLIMU CUCTEMAMM (CriemannucTbl U NONb30BaTENN);

- KOMMYHanNbHLIMU CAYKBaMW/MHPPACTPYKTYPOU (Nvua, oTBevatoLme 3a 34aHns, pasMeLleHne, INeKTPo-
cHabXeHne U KOHAMLMOHUPOBAHUE);

- NepPcoHarnom;

- 6e30NacHOCTbLIO;

- PYKOBOACTBOM.

B cooTBeTCTBMU C LensaMn Be30NacHOCTU U CcTpaTernen, NPUHATON opraHu3aunen ana AOCTUWKEHUSA 3TUX
Lienen, onpeaenaeTca HaaneXxalium ypoBeHb AeTanm3aumm nonutnkn 6esonacHoctu AT T opranmsauun. INonutu-
ka 6ezonacHocTM UTT aomkHa pacnpoCcTpaHATLCA Ha:

- npeaMeT U 3aaa4m 6e30nNacHOCTH;

- uenn 6e30nacHOCTU C Y4ETOM MNPAaBOBbLIX N PErynmpyoLmx o0ba3aTenbCTB, a Takke ¢ y4eTOM DU3HEC-
Lenew;

- TpedoBaHus bezonacHocT T T K obecneveHnto KOHPUAEHUMANbLHOCTU, LENOCTHOCTU, AOCTYMHOCTH, be-
30TKA3HOCTH, NOAOTYHETHOCTU N aYTEHTUYHOCTU UHGOPMALIMK N CPEACTB ee 0bPabOTKK;

- CCbIfIKN Ha CTangapThl, nexallme B OCHOBE AaHHOW NONMUTUKM;

11
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- aAMUHUCTPUpOBaHNE NHGOOPMALMOHHON DE30NaCHOCTN, OXBaTblBalOLLEee OpraHU3aUMOHHbIE N UHOMBNAY-
anbHble OTBETCTBEHHOCTU U NONHOMOYMS;

- NoAX04, K yrnpaBneHuo PUCKOM, NMPUHATLIN B OpraHusaLnu;

- MeTOoq onpeaeneHna NPMOPUTETOB peanusauun 3alnTHBIX Mep;

- YpOBEHbL 6€30MacHOCTU U OCTATOYHbLIN PUCK, ONpeaenaeMbin PYKOBOACTBOM OpraHM3aunuy;

- 06l Me NpaBuna KOHTPONa AocTyna (NormvyeckMn KOHTPOMNb AOCTYNA, a Takke KOHTPOMb (OU3U4ECKOro
O0CTyNna B 34aHUd, NOMeLLEHUs, K cuctemam U uHdpoopmaumn);

- NoAxoAbl K OCBEAOMNEHHOCTU O Be30NacHOCTM U NOBbLILLEHME KBanudukaunum B 00nactm 6e3onacHoOCTU B
paMKax opraHmsaLnm;

- Ipoueaypbl NPOBEPKN U NogaepaHua 6e30NacHOCTY;

- 00LWMe BONPOCHI 3aLMTbl NepcoHana;

- CNOCODbLI, KOTOPbIMM NONNTUKA DE30NacHOCTUN ByAeT AoBeAEHA A0 CBeAeHUS BCEX 3aUHTEPECOBAHHbIX
nnL,

- YCNOBMSA aHanu3a unn ayguta nonanTuKkn 6e30nacHOCTH;

- METOA, KOHTPONA N3MEHEHNW B NONUTUKE DE30MAaCHOCTM.

OpraHusaumm goMmKHbI OLIEHUTE CBOU TPEeDOBaHNSA, OKPY>KaIoLLLYIO cpeay U YPOBEHb Pa3BUTUA N onpeaennuTb
Hanbonee oTBevarLyo MM cneumndndeckyto npobnemy 6e3onacHOCTU. 3Ta Npobnema BkMo4vaeT B ceda:

- TpeboBaHua besonacHocTn UTT, Hanpumep TpedoBaHUA KOHGUAEHUNANBHOCTU, LLENOCTHOCTU, AOCTYMNHOC-
TN, HEOTKA3yeMOCTU, ayTEHTUHHOCTUN N AOCTOBEPHOCTU, OCOHBEHHO C y4ETOM MHEHNN BNaaenbLEB aKTUBOB;

- OpraHM3aUMoHHYI0 MHAPACTPYKTYPY M pacnpeneneHne obs3aHHOCTEN;

- UHTEerpaunto 6e3o0nNacHOCTU NPU COBEPLLUEHCTBOBAHUN CUCTEMDI N 3aKyNKaX;

- onpegeneHne MeToaoB U YpoBHEU Knaccugpmkaumm MHhopMaLumi;

- CTPpATErnio ynpasneHus puckamum;

- NNaHMpoOBaHWE HeNpPepPbLIBHOCTN DU3HECA;

- BONPOChHI, CBA3aHHbIE C NePCOHANoM (0coboe BHMMaHWe AO0MKHO ObITh yAeneHo nepcoHany, 3aHMMarLLe-
MY OTBETCTBEHHbIE AOMKHOCTU, TAKOMY KaK TEXHUYECKUU NepPCOHan N CUCTEMHbIE aaMUHNCTPATOPbI);

- OCBEOMMEHHOCTb U 0DYyYeEHME NepcoHana;

- NpaBOBbIE U perynnpyolime obs3aTenbCTBa;

- MEHE)KMEHT, OCYLLLeCTBNAEMbIN HE3ABUCUMbIM 3KCNEPTOM;

- yApaBneHue nHUMaeHTaMm UHOopMaLIMOHHON Be30NacHOCTMW.

Kak 0OTMeu4eHO Bhlille, pe3ynbTaTbl UCCrneaoBaHN NO OLEHKE pUCKa, NPOBEPOK COOTBETCTBUA DE€30NacHOCTH
M MHUMOEHTOB 6e30NacHOCTU MOTYT OKa3biBaTb BAMAHWE HA NONUTUKY Be3onacHocTu UTT opraHnsaunun. 310, B
CBOIO ovepenb, MOXeT NoTpedboBaTb NepecMOoTpa UNM COBEPLLIEHCTBOBAHNA paHee onpeaeneHHoOW cTpaTernm nnn
NONMUTNKN BE30NAaCHOCTH.

Ona obecneyveHna agekBaTHOW NOAAEPKKN BCEX CBA3AHHbLIX C 6€30MacHOCTLIO Mep NonNuTUKa 6e30nacHOC-
TMUTT pomkHa ObITb 0000peHa PYKOBOACTBOM OpraHM3aLumn.

Ha ocHoBe nonnTtukm BbesonacHOCTU T T AomkHbl BbiTh NOArOTOBMAEHbLI ANPEKTUBHbLIE YKa3aHU4A, 0bs3aTenb-
Hble ANA BCeX PYKOBOAUTENEN U COTPYAHMKOB OpraHM3aumn. OTO MOXeT NoTpeboBaTb NOANNCAHUA KaXKObIM CO-
TPYOHUKOM AOKYMEHTA, NOATBEPXKAAOLLErO ero 00s3aHHOCTM B paMKax 6e30nacHOCTU AaHHOW opraHu3auun. [la-
nee cneayet pa3BmBaTh U OCYLLECTBNATL NPOrpamMmMmy OCBeAOMMEHHOCTU O 6€30MaCHOCTN, PA3BACHSAIOLLYIO 3TU
00A3aHHOCTM.

HdormkeH ObITb Ha3HaYeH OTBETCTBEHHLIU 32 NONUTUKY Be3onacHOCTU AT T, KOTOpbIN A0MKeH 0becneyYmBaTh
COOTBETCTBMNE NONUTUKU TPeDBOBaAHUAM N aKTyanbHOMY CTaTyCy AaHHOW opraHmsauumn. OObIMHO MM ABNAETCA CO-
TPYOHWUK CNy>0bl 5€30NacHOCTN, KOTOPLIN HECET OTBETCTBEHHOCTDL 3a crieaytowne AeUCTBUS: NPOBEPKY COOTBET-
CTBUA DEe30NacHOCTWN, PEBU3UIO, ayauT, 00paboTKy MHUMAEHTOB, BbiiBNEHNE cnadbiXx MecT B 6€30MacHOCTU U
BHECEHNE N3MEHEHNW B NONUTUKY Be3onacHoCcTn UT T opraHnsaumm, KOTopble MOryT noTpeboBaTbCA Mo pe3ynbTa-
TamM NOAOOHbLIX AEUCTBUN.

5 OpraHnsauMoHHbIe acnekTbl 6e30nacHOCTU MHPOPMALIMOHHO-
TeNeKOMMYHUKALUMNOHHbIX TEXHOMOMrMn

5.1 CnyxeObHble 06A3aHHOCTU U OTBETCTBEHHOCTD

5.1.1 CnyxebHble 06A3aHHOCTU, NOQOTHETHOCTb U OTBETCTBEHHOCTb B OpraHu3auum

S dhekTnBHaAa Be3onacHOCTb TpebyeT NOAOTHYETHOCTH, UCHEPMLIBAIOLLENO ONpeaeneHna U NPpU3HaHus 00sa-
3aHHOCTeN B chepe BesonacHoCcTU. PykoBOACTBO AOMKHO OTBEYATL 3a BCE acneKThl ynpaBrneHnsa 6e3onacHocC-
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Tbl0, BKMOYaa NPUHATUE peLleHn Mo ynpasneHuto puckamun. OtaenbHble ee hakTopbl, TakmMe Kak Tun, popma
perncTpaunmn, pasmep n CTPyKTypa opraHmsauunm, NoBAUAIOT HA TO, HA KAKOM YpPOBHE DyayT onpeaeneHbl 3T
00a3aHHOCTN. be3onacHocTb AT T — 370 MexancunnnmMHapHasa TeMa, OTHOCALLAACA K Kaxkaomy npoekty UTT nko
BCEM NMOMb3oBaTenamM BHYTPU opraHmsaumn. Hagnexatllee onpegeneHue u pasrpaHnydeHne nogoT4eTHOCTH, cne-
LIMPUHECKNX CNYeOHbIX 00513aHHOCTEN M OTBETCTBEHHOCTU A0MKHO 0becnevneaTb 3QPEKTUBHOE N KBANMAOULIN-
POBAHHOE BbINOMHEHWNE BCEX BaXKHbIX 3aga4. B Manbix opraHm3aumnsx ux pykoBoacTBO MOXET UCNOMHATL 06A3aH-
HOCTWN, CBA3aHHble ¢ 0€30MaCHOCTbIO, MMDO Apyrne COTPYAHMKU MOTYT BbINOMHATL ABe N bonee pyHKLUNN 0e30-
nacHOCTU. B noaobHbIX cnyvaax Ans UCKNYeHUa KOHNUKTa UHTEPEeCOB U 0becneveHmna HeoBxoaANMOro pasae-
neHns cny>edHbix 00683aHHOCTEN HYKHbI HE3aBUCUMBbIE PEBU3UN.

XOTA 3Ta Lenb MOXeT ObITb AOCTUTHYTa NPU NOMOLLU Pa3NUYHbIX OPraHM3aLMOHHBLIX CXEM, 3aBUCALLMNX OT
pasmepa U CTPYKTYpPbl OpraHnMsaunm, B Kaxxaon opraHnsaumn o0omKHbl NPUCYTCTBOBATL crieayoLne cnyxebHble
00A3aHHOCTI:

- coBeT no besonacHOCTM UTT, KOTOPLINM ODOLIMHO pellaeT MeXxXaMcunnnmMHapHbie BONPOChI, 4aeT KOHCYNbTa-
LIMN N pekoMeHayeT cTpaTernn, oaoobpaeT NOAUTUKA N NpoLeaypb;

- agMunHncTpaTop besonacHocTM UTT, KOTOPbIN CBA3bLIBAET BOEANHO BCe acneKTbl 0e30nNacHOCTU BHYTPU
opraHusaLmn.

CoBeT no 6e30nacHOCTU N agMUHUCTPATOP 6€30NaCHOCTM A0MKHbI UMETb CTPOro onpeaeneHHbIe U HeTKO
CPOpPMYnNUPOBaAHHbIE 0DA3AHHOCTUN U AOCTATOUHbIE MOMAHOMOUYKNS ANsa 0becneyYeHnsa BbINOMHEHUS NONUTUKN 6e30-
nacHocTn UTT. OpraHmzauusa obsi3aHa npeaocTaBUTb aaMUHNCTPpATOPY Be30MNacHOCTU YeTKUE MeXaHU3Mbl B3au-
MOOENCTBUSA, 00A3aHHOCTM U NOMHOMO4USA, a ero 06a3aHHOCTU AOMKHbLI ObITE 0A00PEHLI COBETOM MO 6Ee30MNaCHO-
cTn ATT. BoinonHeHMe 3TNX OYHKUNN MOXET ObITb AONOMHEHO NPUBNevYeHNneM BHELLIHNX KOHCYMbTAHTOB.

[TpumMep OTHOLLEHWN MeXaY aaMUHUCTPATOPOM BesonacHocTn ATT, coBeTomM no besonacHocTU AT T u npea-
CTaBUTENAMU APYrNX CTPYKTYP B paMKax opraHm3auunu, Takux Kak nonob3osaTtenu n nepcoHan ATT, nokasaH Ha
PUCYHKE 4. DTN OTHOLLEHMNA MOMYT HOCUTL YNpaBneH4Yecknn unu yHKLMOHaNbHbIN XapakTep. B npeactaBNeHHOM
Ha pucyHke 4 npumepe opraHnsaummn 6esonacHocTM UTT nokasaHbl Tpy opraHn3auUnOHHbIX YPOBHA. OHU B LENOM
BbITEKAIOT N3 KNACCUYECKON OpraHn3aLMOHHON CTPYKTYPbLI, TAKOW Kak Kopnopauusa/aenapTaMeHT Unum LeHTp/ouns-
Hec-noapasaeneHne, HO MOryT ObITb NErko aganTnpoBaHbl NIPUMEHUTENBLHO K N0OOWN opraHM3aLun yeennyeHnem
NN yMeHbLLIeHNeM Yucna ypoBHEN B COOTBETCTBUM C NOTPEDHOCTAMM opraHusaumn. Manble nnu cpegHue opra-
HU3aLUUM MOTYT BO3MNOXUTb HA agMUHUCTpaTopa besonacHocT UTT Bce 00A3aHHOCTH, CBA3aHHbIE C 0e30nacHOC-
Tbt0. Koraa 0683aHHOCTN 00 BbeANHAIOTCSA, BaXXHO 0b6ecneynTb CoOXpaHeHne COOTBETCTBYIOLLLErO KOHTPONSA N b6a-
naHca, YToObl N36exxaTb KOHUEHTPaL MK B OAHNX PYKax CAMLLKOM 60MNbLLION OTBETCTBEHHOCTU BE3 BO3MOXKHOCTH
OKa3blBaTb BAUAHME UMNN OCYLLLECTBAATE KOHTPOMNb 00S3aHHOCTEN.

5.1.2 CoBeT no 6e3onacHOCTU UH(POPMALUOHHO-TENEKOMMYHUKALMOHHbLIX TEXHOSMOMMMH

B coBeT no 6e3onacHocTn TT aomkHbl BXOAUTL NoaW, obnagarouime AoCcTaToMHON KBanudukaunen, YTo-
Obl AaBaTb KOHCYMNbTaLIUM U peKOMeHAaUNM B OTHOLLIEHUW CTpaTEerMn, onpeaenstb TpeboBaHma, GopMynmMpoBaTh
NONNTUKY, pa3pabaTbiBaTk NporpamMmy 6€30nacHOCTU, NPOBEPATL UX BbINOMHEHNE U PYKOBOANTL aAMUHUCTPATO-
poM Be3onacHocTM UTT. CoBeT MOXET yKe CYLEeCTBOBaTb B paMKax OpraHM3auum Unu, 4To npeanovTuTencHee,
MOXeT ObITb CO34aH OTAenNbHbIN coBeT No be3onacHocTM UTT. B 06a3aHHOCTY Takoro coBeTa nnm KommteTa BXO-
ONT:

- KOHCYNbTUPOBaHMe ynpaensawowero komuteta AT T no Bonpocam cTpaTermdeckoro nnaHnMpoBaHua B cge-
pe 6e30NacHOCTH;

- popmynupoBaHue NoNuTukn besonacHocT UTT B noanepxky ctpatermn UTT n cornacosaHue ¢ yrnpasng-
oM kommutetom no UTT (ecnu cyulecTByeT);

- TPaHCNUpOBaHME NONUTUKM Be30NacHOCTU B Nporpammy besonacHocTn UTT;

- MOHUTOPWHT peanusaummn nporpamMmmel 0esonacHocTM UTT;

- aHanNu3 3(pPEKTUBHOCTU NONNTUKM Be3onacHOCTN UTT;

- NOBbLILLEHWE OCBEAOMMEHHOCTN O Bonpocax bezonacHoctn UTT;

- KOHCYNbTUPOBAHUE OTHOCUTENBLHO PECYPCOB (NMIOACKUNX, ASHEXHbIX, HAYYHbIX U T. A.) ANA nogaepXaHug
npouecca NNaHUpPOBaHNA U peanusauum nporpaMmmel besonacHoCcTn UTT;

- peLleHne MexoTpacneBbIX Npobnem.

[na 6onblien agpPeKTUBHOCTN COBET AOMKEH BKNOYAaTb B CBOMN COCTaB YNEHOB, MMEKLWMNX NOArOTOBKY B
obnacTtn 6e30nacHOCTU U TeXHUYeCcKuxX acnekToB UTT, a Takke npeactaBuTenen Nposanaepos 1 Nonb3oBaTenen
MTT. 3HaHWA 1 OonbIT B 3TUX cpepax Heodxoamumbl ANs pa3padboTkn NONUTUKM besonacHOCTU ATT.

13



F'OCT P MCO/M3K 13335-1 — 2006

5.1.3 AaMuHUCTpaTop 6e3onacHOCTU UHPOPMALUOHHO-TENIEKOMMYHUKALIMOHHbIX TEXHOMOMMH

OTBEeTCTBEHHOCTL 3a be3onacHoCTL UTT aomkHa ObITb BO3M0OXeHa Ha KOHKPETHOro agMUHUCTpaTopa. Aal-
MUHUCTpaTOp BbeszonacHocTn UTT gomkeH urpatb ponb LEHTpa Ans Bcex HanpasneHun besonacHoctn ATT B
paMKax opraHu3aumu; TeM He MeHee, agMUHUCTpaTop BesonacHoCcTM UTT MOXeT AenernpoBTb APYroMy COTPYA-
HUKY HEKOTOPbIE CBOW MNOMHOMOUUSA. Takou COTPYAHUK MOXET B3ATb HAa ceba A0NOMHUTENBHO 00A3aHHOCTU agMM-
HUCTpaTopa 6e3onacHoCTM UTT, XOTa B cpeaHUX U KPYNHbIX OpraHu3aumax pekoMenayeTca OpraHM3oBbLIBaTh Che-

PykoBoaCTBO
opraHu3auuu

AgMUHUCTpAaTOp
Be3onacHoOCTU
opraHu3auuu

- TR

a Ynpaensiowmn KOMUTET

AQMUHUCTpAaTOp
beaonacHOCTU
ATT

[Tonutuka
De3onacHoCTU
UTT

YpoBeHb opraHusaumm.
YpOBeHb AenapTaMeHTa

AOMUHUCTpaTop d6ezonacHocT ATT.
*
HenapTamMmeHT unun OUsHec-eauHULLA

MpeacTaBuTenu nons3oBaTeneil MNonuTtuka 6e3onacHoCTH
UTT ATT penaptameHTa ,

U busHec-eaUHULbI

YpoBeHb NpoeKTa
*

AOMUHUCTPATOP W CUCTEMBI
De30nacHoOCTH
npoekta unu ATT

AAMUHUCTpaTOP
De3onacHOCTU

ATT [Tonutuka 6e3onacHOCTH
NTT npoekTa

U1 CUCTEMDbI

* Tonbko B AenapTaMmeHTaXx JOCTaTOMHOro pa3Mepa.
—————— cnykebHble 06A3aHHOCTU;

- OPraHU3aLMOHHbLIA YPOBEHb

PucyHok 4 — lNMpumep opraHmsaunmn 6e3onacHoCTU MHPOPMaLMNOHHO-TENEKOMMYHUKALMOHHOW CUCTEMD!
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LiManbHY0 A0MKHOCTL. B KpynHbIX OpraHmM3aumnax MOXeT CyLLeCcTBOBaTb CE€Tb aMUHUCTPATOPOB ANd nogpasae-
neHnW, aenapTaMeHToB U T. A. B kayecTBe agMMHUCTPaTOpOB besonacHoCcT UTT n aaMUHUCTPATOPOB Be30nacHO-
ctTuM UT T ana gpenaptaMeHTOB/NnoapasaeneHmnn npeanovTuTenbHO OTOMpaTh Noaen ¢ 0bpazoBaHNeEM B 0bNacTu
be3onacHocTM MATT. B o6a3anHoCcTM agMuHucTpaTopa 6e3sonacHoctn AT T BxoauT:

- HAbNaeHne 3a peanuaaunen nporpammbl bezonacHocTM ATT;

- nogaepkaHMe KOHTakTa ¢ coBeToM no bezonacHoctn T T n agMuHncTpaTopom besonacHocTM T T mn npe-
AoCTaBneHne UM OTYETOB;

- onybnukoBaHue n nogaepkka nonutukn 6esonacHoct UTT n AMpeKTms;

- KOOpAnHaUuAa paccnegoBaHNa MHUNOEHTOB;

- ynpasneHue nporpaMmmMon 0CBeAOMMEHHOCTM O 6e30NaCcHOCTU B paMKax OpraHu3aLnu;

- YCTAHOBMEHME Lienen n kputepues BesonacHocTn UTT, ncxoas U3 nonnTUK;

- aHanNu3, ayanT U MOHUTOPUHI 3O EKTUBHOCTUN KOHTPOMNA D€30MacHOCTH;

- aHanun3, ayamT N MOHUTOPUHT CTPOroro cobnioaeHua npoueayp 6esonacHocT ATT B opraHmsaumm.

CnyxebHble 0053aHHOCTU MOTYT ObITh PasaeneHbl C yYH4EeTOM pa3Mepa opraHn3aunm, CNOXKHOCTU CUCTEMBI
6e30nacHOCTU U ApYrnx ee 3Ha4YMMbIX OCOBEHHOCTEN (CM. 5.1.1).

lMpumepnbi — Jenezupyemsbie hyHKUuU mo2ym 6b1mb cnedyrowumu:

a) adomuHucmpamop 6ezonacHocmu ripoekma UTT.

OmadesibHble NMPoeKmMbi Unu cucmemMbi OO/DKHbI UMemb J1uY, omeemcmeeHHbix 3a 6e3onacHocmb,
KOmMopbIx UHo20a Ha3bigarom aOMuHucmpamopamu 6ezonacHocmu nnpoekma UTT. B psiOe criydaee makue
06s13aHHOCMU MO2ym 6bImb CONOTHUMEIbHOU Ha2py3Kou. Pykoeodcmeo makKkumMu aOMuHucmpamo-
pamu 0oJsmKeH ocyuiecmesisimb aOMuHucmpamop 6ezonacHocmu ATT. AOmuHucmpamop 6ezonacHoc-
mu UTT ssensiemcst yeHMPOM 8cex cesizaHHbIX ¢ 6e30nacHOCMbIO acnekmoe rpoeKkma, cucmemMasi Unu
2pynrbl cucmem.

O6s13aHHOCMU adMuHUcMpamopa 6e3zonacHocmu npoekma UTT exknrovdarom e cebsi:

- foddepxxaHue KOHMakma ¢ aOMuHucmpamopom 6ezonacHocmu UTT u npedocmaesieHue eMy
om4yemos,

- ebipabomky u peanuszayuro nnniaHa 6esonacHocmu 07151 KOHKPemHo20 npoeKkma,

- MmeKywiuu MOHUMOPUH2 peasiu3zayuu U ucrnosib308aHus 3auliumHsix mep e cpepe UTT,

- nepeoHayasibHoe paccsiedogaHue U codeucmeaue 8 paccrsiedosaHuUuU UHYuUoeHmMoas;

8) aomMuHucmpamop 6eszonacHocmu UATT.

B cpeOHuUX u KpyniHbIX Op2aHuU3ayusx, Kak npasusno, cyuecmeayrom pyHKyuu 0ns oesie2upogaHHo-
20 yripaesieHuUs, ekmodaroujue e cebsi:

- UCINOJTHEHUe U npumMmeHeHue npoyedyp 6eszonacHocmu UTT,

- aOMUHUcCmMpupoeaHue 6ezonacHocmu cucmem U cemu,

- 0OHOe/IeHU e crieyughuydeckux rmpo2pamm 6e3onacHocMu (HanpumMep aHMueaupPyCHbIX rpozpamMm,
eepcuu npozpamMmHo20 obecrnedyeHus), npozpaMMHo20 obecrniedyeHusl,

- aOMUHUCMpUpoeaHue cneyugudeckux Memoaooe KOHMpoJsiss bezornacHocmu, HaripumMep pesepe-
HbIX KOMuu, criucKka KOHMpoJsist docmyrna u m. 0.

AOMUHUCMpamopbi 6e3o0nacHOCMU OO/MKHbI UMemb coOoOMmeemcmeyrowyro Nod20moekxy OJisi fpo-
eedeHUs crieyuarnibHbIX Meponpusamuu U npuMeHeHUsi crieyuasibHbiX cpedcme 3allumei.

5.1.4 Nonb3oBaTenu UHPOPMALUNOHHO-TENEKOMMYHUKALMOHHDLIX TEXHOMOMMMH

[Tlonb3oBaTenu AT T oTBe4aloT 3a:

- ucnonb3oBaHne T T-pecypcoB B COOTBETCTBUM C MOMAUTUKOW, ANPEKTUBAMU N NpoLeaypaMu;

- 3alLNTYy BU3HEC-aKTUBOB B COOTBETCTBUMU C NONWUTUKON, ANPEKTUBAMU U NpoLeaypamMmun dbesonacHocTn ATT.

5.2 OpraHu3ayMOHHbIE NPUHUMUNDbI

5.2.1 O6azaTenbcTBa

[na obecneveHna 6e30nacHOCTU aKTUBOB OpraHn3aLUum AOMKHbI CYLLLIECTBOBATbL 0bA3aTENbCTBA PYKOBO-
CTBa OpraHu3aLmm B OTHOLLeHNU obecnevenunsa besonacHocT TT. JTiobon dhakTudeckun CyLLeCTBYIOLLNMK UM OCO3-
HaBaeMbIN HEAOCTATOK TaKUX 00A3aTENLCTB ByAeT NnoapbLIBaTh A0OBEPUE K aAMUHUCTPATOPY 6e3onacHOCTU ATT n
3HAYNTENBLHO OCNAdNATL 3aLLUNTY NPOTUB Yrpo3. Pe3ynbTaToM NOAAEPKKN CBEPXY AOMKHA CTaTb OPULIMANBLHO
cornacoBaHHasa M AOKYMEHTUpoBaHHaA nonuTtuka 6esonacHocTM ATT, BbiTEKaOLWAA U3 NONUTUKM BE30MNacHOCTU
opraHnsaumn. CyLlecTByOLLAA KOHKPETHas NOANTUKA U e€ KNYEBLIE 3NEMEHTLI A0MKHbI PErYNAPHO AOBOANTDL-
CA OO cBeAeHUs paboTalolnx B opraHm3aLnm Ha NOCTOAHHOW OCHOBE U NO KOHTPAKTY U (rAe YMeCTHO) NoAYEPKU-
BaTb 3aMHTEPECOBAHHOCTbL U NOAAEPKKY PYKOBOACTBOM NOMANTUKK Be3onacHOCTM ATT.
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Obsas3aTenbCTBa PYKOBOACTBA OpraHn3aumMmn B OTHOLLEHUN 3aaa4 6e30nacHOCTM BKAOYALOT B ceba:

- NOHUMaHMEe OBLLINX NOTPEBHOCTEN OpraHN3aLunm;

- NTOHMMaHKWe NOTPeOHOCTUN B DesonacHOoCT ATT B pamMkax opraHM3aunuy;

- AEMOHCTpPAaLUIO 00A3aTENLCTB B OTHOLLEHMN Be3onacHOCTU ATT;

- HEODXOANMOCTbL OBpaLLEHNS K NOTPpeBHOCTAM Be3onacHoCTM UTT;

- HeOBXOANMOCTL BbiAeneHnsa pecypcoB anga 6besonacHocTn ATT;

- OCBEAOMMEHHOCTL HA CaMOM BbICOKOM YPOBHE O TOM, 4YTO ABNsAeTCA cpeacTsamu besonacHOCTMUATT uB
4yeM OHa 3aKno4vaeTcs (BO3MOXHOCTU, OrpaHU4eHns ).

CneayeT nponaraHampoBaTh Lienu 6e30nacHOCTU BO BCeW opraHnsaumun. Kaxkabin COTpyaHWK, paboTaroLmnn
Ha NOCTOSAHHOM OCHOBE UMW NO KOHTPAKTY, A0MMKEH 3HATb O CBOUX 00A3aHHOCTAX, OTBETCTBEHHOCTU, O BKNaje B
Oe3onacHOCTb UTT 1 eMy A0MKHBI ObITh NpeaocTaBAeHbl NONHOMOYMA ANS UX AOCTUXKEHUS.

5.2.2 MocnepoBaTenbHbLIN NoAXoA

Heobxogum nocneaoBaTtenbHbIN NOAX0A KO BCEN AeATENBbHOCTU NO NNaHNPOBaHUIO, peanna3aLnm 1 ynpas-
nenHuto 6e3onacHocTLiO UTT. besonacHOCTb A0MKHaA BbiTb 0becneveHa Ha NPOTSKEHUN BCEMO YKU3HEHHOIO LIMKNA
nHdopmauunm n UTT — oT nnaHmMpoBaHna A0 NpModbpeTeHns, TECTUPOBAHNA N SKCNyaTaLun.

OpraHn3aunoHHas CTPYKTypa, NoKasaHHas Ha PUCYHKe 4, MOXeT COAeNCTBOBATL NAPMOHN3UPOBAHHOMY
nogxoay kK 6esonacHocTn NTT BO BCen opraHmzaunn. CTpyKTypa AOMKHA ObliTb OCHOBAHA Ha TpeDbOBaHUSAX U
NOMOXKEHUAX MeXAYHAPOAHbIX, HALMOHANMbBHbLIX, PErMOHanNbHbIX, OTPACMEBLIX CTAHAAPTOB U NpaBwun, U cTaHaap-
TOB OpraHmsaunmn, NPUMeHsIeMbIX B COOTBETCTBUN C NOTpebHOCTAMU T T opraHmsauunn. TexHn4eckne HopMbl 40r1-
XHbI JONONHATLCA NpaBunamMmm n pekoMeHgaumaMm nNo ux peanusaunm n NCNONb3oBaHUIO.

Mcnonb3oBaHue cTaHOapToOB 0becneynBaeT:

- MLHTErPUPOBAaHHYIO BE30NACHOCT;

- OYHKUMNOHAMbHYO COBMECTUMOCTD;

- COMMacoBaHHOCTD;

- MODUNBbHOCTD:

- 3KOHOMMWUIO CPeacCTB;

- MEeXXCEeTEBOE B3aMMOOEUCTBME.

5.2.3 UHTerpupoBaHue 6e3onacHOCTU UH(POPMaALUOHHO-TENEKOMMYHUKALUOHHbIX TEXHOMOIMMH

HeAatenbHOCTb NO 6e3onacHOCTU Bbonee adhdPEKTUBHA, €CNU B PpaMKax OpraHmM3aL iy OHa OcyLlecTBNAeTCA
eanHOOobpa3HO U C HavYana »n3HeHHoro uukna cuctemol ATT. INpouecc 6e3onacHocT UTT cam no cebe aBnaeTcs
nocnenoBaTenbHOCTLIO MHOXECTBA Nepuoanyecknx AeCTBUN U O0IMKEH UHTErPUPOBaTLCA BO BCe (ha3bl XU3-
HEeHHOro umkna cuctemol UTT. HecMoTpa Ha TO, YTO Be3onacHOCTbL Hanbonee apdekTMBHA B Cnyvae UHTerpaumn
B HOBYIO CUCTEMY C CAMOr0 Havana, MHTerpauuns 6€30nacHOCTN OKaXKeT NONOXNTENbHOE BO3OENCTBUNE HA YXKe
padboTatloline CUCTEMbI U DU3HEC-AEATENBLHOCTL HA NIOOOM 3Tane.

Kn3HeHHbIW Lnkn cucteMbl UTT MOXeT ObITb pa3geneH Ha YeTbipe OCHOBHbIE dha3bl. Kaxxaas us atux gpas
cBA3aHa ¢ 6bezonacHocThio UTT cneayouimm obpasom:

- NNaHnpoBaHne — NoTpedbHoCcTN BesonacHOCTN UTT AOmKHbI BbITh YYTEHBLI MPU NNAHUPOBAHUU U B NPOLIEC-
ce NPUHATUA PEeLLUEeHN;

- NnpnobpeTeHne — TpedosaHunsa bezonacHOCTU UTT A0MKHbI ObITb BKAKOYEHbI B NPOLIECCHI KOHCTPYUPOBA-
HUA, pa3paboTku, 3aKkynku, moaepHusaunm cuctem NTT. NHTerpauma TpedoBaHnn 6€30NaCcHOCTU B YKA3aHHYIO
OeaTenbHOCTb rapaHTUPYET, YTO peHTabenbHbie CpeacTBa U Mepbl, OTHOCALUMECS K cdoepe Be3onacHOCTH, dyayT
CBOEBPEMEHHO peann3oBaHbl B 4aHHOU CUCTEME;

- TeCTUpOBaHNe — TeCcTUpoBaHne cuctemol AT T AOMKHO BKMAOYATEL B ce0s TeCTUPOBaAHNE KOMIMOHEHTOB,
CBOWCTB N 0bcnyxmueaHua besonacHoct AT T. HoBble nnn naMmeHeHHble KOMNOHEHTLI 0€30NaCHOCTU AOMKHLI
TeCTUPOBaATLCA OTAENBLHO C TEM, YTODOLI NOATBEPANTL, HTO OHN DYHKUMOHUPYIOT AOMKHbIM 0bpa3oMm, a aanee, B
onepaLMOHHOM OKPY>XeHUU, — AN NOATBEPXAEHUA TOro, YTO UX NHTEerpaumsa B cuctemy AT T He HApyLWwInT xapak-
TEePUCTUK Ka4ecTBa UNn CBOUCTB Be3onacHOCTW. B TedeHne Bcex CTagun XXM3HEHHOTO LIMKNa CUCTEMbI A0MKHO
ObITb 3aNNaHNPOBAHO ee NepuoanHecKkoe TeCTUPOBaHUE;

- akcnnyaTauna — 6e3onacHocTb U TT aomkHa BbiTb MHTErpupoBaHa B onepaLmoHHyo cpeay. Nockonbky
cuctemy ATT ncnonb3yoT Ans BbINOMHEHUA onpeaeneHHbIX PYHKUWMW, OHA AOMKHA NoaaepKuBaTbCa B pabovem
COCTOSIHMM W, KaK NpaBuno, noasepraTtbCca cepun MoaepHu3aLUmn, BKRoYaLWwmx B ceds 3aKynky HOBbIX KOMMO-
HEHTOB TEXHUYECKNX CPEACTB, a Takke Mogmndprkaumum nnm AoNOAHEHUIO NporpaMMHOro obecneveHus. K Tomy xe
OHa noaeepxeHa 4acTbiM NU3MEHEHNAM OnepaLMOHHON cpeabl. 3TN U3MEHEHUS MOTYT CO34aTb HOBbIE YA3BUMOCTH
CUCTEMbI, KOTOPbIE AOMKHbI ObITb NPOAaHANNU3UPOBaHbLI U OLEHEHLI U MNDO CHMXKEHDLI, MO0 NPUHATLIL. CTOMNb Xe
BaXXHbl be3onacHasa 3aMeHa Unu nepenoavynHeHne CUCTEM.
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ObecneuveHne besonacHOCTU UTT — NOCTOAHHBLIN NPOLECC C MHOXXECTBOM ODPAaTHbLIX CBA3EN BHYTPU U MEX-
oy dpazamm )KM3HeHHoro uukna cnctembl UTT. B BonbLIMHCTBE cNyYaeB CyLLLECTBYET ObpaTHas CBA3b Mexay n
BHYTPW BCEX OCHOBHbIX COCTABAAOLLNX Npouecca obecneveHna desonacHocTM UTT. CBAsb gonmkHa obecneun-
BaTb HEMNPEPbLIBHLIW NOTOK MHGOpMaLIMK 00 YA3BUMOCTAX, Yrpo3ax U 3alNTHLIX MepaX B cucteme 6e30nacHOCTU
TT Ha npoTaXeHnn BceX pas >KM3HEHHOro Luukna cuctemol ATT.

Kaxkaoe HanpaBneHue Bn3Heca opraHM3aLmn MOXeT Takke onpeaenaTk YHUKanbHbie TpeboBaHUs be3onac-
HOCTU UTT. Takme HanpaBneHna OOMKHbl B3aMMHO NoaaepXxueaTb Apyr Apyra: ooLwmmn npouecc 6e30nacHoCTH
ATT ponxeH obecnevmnBaTtb 0OMeH MHOpMaLIMeEN 00 acnekTax 6e3onacHOCTU B LieNAX ee UCNoMb30BaHMA AN
npouecca NPUHATUA peLleHnsa PYKOBOACTBOM.

6 PyHKUMM ynpaBneHnsa 6e30nacHOCTbLIO MHPOPMaALMOHHO-
TeNEeKOMMYHUKAUNOHHbIMU TEXHOMNMOIrMAMM

6.1 O6bwue Bonpocol
[na ycnelwHoro ynpaesneHus 6esonacHocTbio UTT TpebyeTca npuMmeHeHne BUAOB AeATENbHOCTU, HEKOTO-
pble N3 KOTOPbIX OCYLLLECTBNAIOT B COOTBETCTBUM CO CrneayowmMm LUKIOM:
a) NNaHnpoBaHNE:
1) onpeaeneHne opraHmnsaumnen TpedbosaHnn no 6esonacHocTM UTT,
2) onpeaenexHune opraHmMsaumen Luenewn, ctparermi n nonutuk d6esonacHoctn ATT,
3) yCTaHOBMNEeHUe 00s3aHHOCTEN U OTBETCTBEHHOCTM B paMKax OpraHmM3aLunm,
4) pa3zpadoTka nnaHa no 6ezonacHocTM UTT,
5) oLeHKa PUCKOB,
6) peweHne ob 06paboTke pucka 1 BbIDOPE 3aLUTHLIX Mep,
/) NnaHMpoBaHWEe HeNpPepbLIBHOCTM BU3HeCa;
0) peann3auus:
1) co3paHne 3alnTHbIX Mep,
2) onobpenne ATT,
3) pa3paboTka 1 BbINONHEHUE NporpaMmmbl OCBEAOMMAEHHOCTM NepcoHana o 6e3onacHoOCTH,
4) ayanT-OyHKUMOHUPOBaHNE 3aLLNTHBLIX Mep;
B) akCnnyaTauns n nogaepxka:
1) KOHTPONb KOHJUIrypaLunun n ynpaBneHne NU3MeHeHNsIMu,
2) ynpasneHune HenpepbIBHOCTLIO OU3HECa,
3) aHanus, ayauT 1 MOHUTOPWHT, a Takke NpoBepKa COOTBETCTBMA 0€30NacHOCTU 3aABMNEHHbLIM TPe-
BoBaHUAM,
4) ynpaBneHne nHuMaeHTamm 6e3o0nacHOCTN MHpopMaLnm.
6.2 BHeluHMe ycnoBuA
[Tpn ynpaBneHumn qoyHKUMOHANBLHON AeATeNbHOCTLIO B 06NacTn 6€30nacHOCTN HeOOXOOMMO Y4NTLIBATL BHE-
LLIHIOKO cpeny, B KOTOPOU AENCTBYET OpraHM3aums, NOCKOMbKY OHAa MOXET OKa3blBaTb 3HAYUTENBHOE BUAHMNE Ha
O0LLMM NoaXoa K opraHMsaunn MHOOPMaLUOHHON De30nacHOCTU. B HEKOTOPLIX criyvasx obecneveHne HdopmMa-
LIMOHHOW Be30MacHOCTU ABNAETCA NpeporaTMBOW rocydapcTBa, KOTOpoe onpeaenaeT 0653aHHOCTU U OTBETCTBEH-
HOCTb NYTEM NPUHATUSA U BBOAA B AEeUCTBUE 3aKOHOB. B Apyrux cny4yasax OTBETCTBEHHOCTb BO3naraeTcs Ha cob-
CTBEHHUKA NN meHemkepa. B CBA3N C 3TUM MOXET CyLLLECTBEHHO MEHATLCA Noaxoa K besonacHocTn T T-opra-
HM3aLUN.
6.3 YnpaBneHue puckamm
[lpouecc ynpasneHusa puckammn AomkeH 0biTb HenpepbiBHbIM. B HOBLIX CUCTEMAX N B CUCTEMaAX, HAaXoas-
LLIMXCA Ha CTagMu NNaHMpOBaHUA, ynpaneHue puckaMmmn OMKHO ObiThk YaCcTbiO Npouecca KOHCTPYNPOBaAHNUSA U
pa3paboTkun. B ye cyllecTBYIOWNX CUCTEMAX YNpaBAeHne pUuckamMmm A0MKHO OCYLLECTBNATLCA B NIOOOW NOAXO-
asawmn MmomMmeHT. [pu npouecce nnaHMpoBaHUSA 3HAYNTENbHLIX UBMEHEHNU B CUCTEMAX yrpaBneHne puckamm
OO0MKHO ObITb HaCTbIO 3TOrO NpoLecca U A0MKHO YYUTbIBATb BCE CUCTEMbI BHYTPU OpraHu3aumu, a He NPUMeHSTb-
CA TOMNbKO K KOHKPETHOWU U30NMPOBaHHOU CUCTEME.
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