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[lpeaucnoBue

Llenn nnpuHumnel ctaHgapTusauum B Poccunckon egepaunmnyctaHosneHbl egepanbHbiM 3aKOHOM OT
27 nekabpsa 2002 r. Ne 184-®3 «O TexHU4YecKOM perynmpoBaHiun», a npaBuna npMMeHeHuns HauMoHanbHbIX
ctaHgapTtoB Poccumnckon ®egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccumnckon ®epgepaumin.
OCHOBHbIE NONMOXEHUA»

CBegeHUA o cTaHgapTe

1 NOAIrOTOBJIEH  ®epepanbHeiM  rocygapCTBeHHbIM  ydpexgeHneMm  «locygapCTBeHHbIN
Hay4HO-UccneaoBaTesIbCKUN UCTbITaTeNbHbIM UHCTUTYT NpobnemM TexXHU4YeCckou 3awmTel MHopMaunum dee-
panbLHOW CNyXXObl Mo TEXHUYECKOMY U 3KecnopTHOMY KoHTpomo» (PIY «FTHUUKU TNT3N @CT3K Poccnunx»)

2 BHECEH YnpasneHnem TexXHM4eCcKoro perynmposaHusa n ctaHgaptmsaunm egepanbHOro areHTCcTBa
No TeXHUYEeCKOMY PerynmpoBaHuUo 1 MeTposiormm

3 YTBEP>XXOEH VWBBEJEH B JEVNCTBWE Mpukasom PeneparnbHOro areHTCTBa rno TEXHNYECKOMY pery-
NnUpoBaHUo N MmeTponornn ot 29 aekabpsa 2005 r. Ne 447-cT

4 Hactosawmnn ctaHgapT naeHTndeH mexgyHapogHomy ctaHgapty MCO/MOBK 17799:2000 «MHGopma-
LMOHHas TexHonorua. [lpaktudyeckme npasBunia ynpasneHust UWHPOPMaUUMOHHON ©0e30MacHOCTbO»
(ISO/IEC 17799:2000 «Information technology. Code of practice for security management»)

5 BBEAEH BI'NEPBbIE

ViHgbopmauuss ob U3MeHeHUsIX K HacmosileMy cmaHoapmy nybrnukyemcss 8 eXXe200HO u3dagaeMoM
UHpOPpMaUUOHHOM YKazamerne «HalyuoHalbHbIe cmaHOapmabi», a mekcm UaMeHeHUU U rornpasoK — 8 eXXeMe-
CAYHO U30asaeMbiX UHPOPMaUUOHHbLIX yKalzamensx « HayuoHanbHbele cmaHOapmeiy. B cniydyae nepecmompa
(3aMeHbl) Ui OMMeHbI Hacmosauw,e20 cmaHOapma coomeemcemesyrouiee yeeoomreHue byoem ornybnukosaHo
8 eXkeMeCsIHHO U30asaeMoM UHpopMaylUoOHHOM yKkazamerne «HayuoHarnbHble cmaHOapmeily. Coomeemcmey-
fowas UHgbopmayus, yeeooMrieHue U meKkcmaei pasMelaromcs makxe 8 UHpopMayUoHHOU cucmeme obuieao
ronb308aHuUss — Ha ogulyuanbHOM calime PedepallbHO20 a2eHmemea rno mexHU4ecKoMy pea2yrnupogaHuro U
MempoJsioauu 8 cemu MIHmepHem

© CtaHpgapTtuHdopm, 2006

HacTtoawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTcTBa Mo TeEXHNYECKO-
MY PeryrimpoBaHuo 1 MeTpPoioru
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BBenoeHue

Y10 Takoe uHhbopmMmaLMOHHaA 6e30NacHOCTL?

NHpopMauma — 370 akTUB, KOTOPbIX, NOA0OHO APYrM akTUBaM opraHusaunn, UMeeT LLEHHOCTb U, clie-
OoBaTeNbHO, AOMKEH ObITh 3alULLeH Haanexawmm obpasom. MHdopmaunoHHas 6e30nNacHOCTb 3alluLlaeT
MHOPMAaLILIO OT LUMPOKOTro AnanasoHa yrpos ¢ Luenbto obecneveHns yBepeHHOCTU B HENPEPLIBHOCTU DU3HECa,
MUHUMKU3aLKK yLLepba, NoNyvYeHnss MakCuMarnbHOM 0TAa4Yn OT MHBECTULMI, a TaKXKe peanns3aunn noTeHumMans-
HbIX BO3MOXHOCTEN bUsHeca.

NHpopmMaLna MOXET CYLLLECTBOBATL B pasnnyHbIX opmax. OHa MoXeT ObITb HanevyaTaHa U HanmcaHa
Ha bymare, XpaHUTbCHA B 3MEKTPOHHOM BUAE, NepeaaBaThbCsl No NnoYTe UM ¢ UCMONb30OBAHMEM SNEKTPOHHBIX
CpeacCTB CBA3N, AEMOHCTPUPOBATLCS HA NMMEHKE UMK ObITb BblpaXkeHa yCTHO. be3oTHoCUTENbHO hOopPMbI Bhipa-
XeHna nHpopmMauunn, cpeacTB ee pacrnpocTpaHeHUs Unn XpaHeHUs oHa AOMKHa Bcerga ObiTb agekBaTHO
3aljmLleHa.

NHdbopmaunoHHas 6e3o0nacHOCTb — MexXaHW3M 3aLUnTbl, obecnevynBatoLLnn:

- KOH(PMAEHUMaNbHOCTL: AOCTYN K MHQOPMaL MU TOMNMbKO aBTOPU3OBaHHbLIX NMoMNb3oBaTeNeu;

- LeNOCTHOCTb: AOCTOBEPHOCTb U NONHOTY MHOPMaLIMKN N MeTOAOB ee 0bpaboTKu;

- JOCTYNHOCTbL: ACCTYN KUHopMaLnN N CBA3AHHBIM C HEUN aKTUBaM aBTOPU3OBaHHLIX NONb3oBaTenen no
Mepe HeobXxoanMMOoCTI.

NMHpopmaLnoHHass 6e30nacHOCTb AOCTUraeTCcHd MyTemM peanusaunm COOTBETCTBYIOLWIEro KOMMeKea
MEPONPUATNIA NO YNpaBneHno MHPOPpMaLMOHHON 6e30NacHOCTLIO, KOTOPLIE MOTYT ObITh NpeAcTaBNeHbl Nonu-
TUKaAMWN, MeTOAaMK, NpoLeaypamu, opraHn3alMoHHbIMU CTRYKTYPaMU U PYHKLIMAMK NpOorpaMMHOre obecneye-
HUASA. YKasaHHbIE MeponpusaTUa AomKHbI obecnevntb AOCTUXKEHME Lenen nHpopmMaLnoHHON Be30NacHOCTI
opraHuMsauumn.

Heobxoaumoctb MHhoOpMaLMOHHON 6Ge30NacHOCTU

NHpopmauunsa, nogaepxmearoLine ee npoLuecchl, MHpopMaLMOHHbIE CUCTEMbI U ceTeBad UHRPAaCTPYKTY-
pa SIBNSILOTCS CYLLECTBEHHBIMM akTUBaMU opraHmnsaunn. KoHdbuaeHUMansHOCTb, LeNOCTHOCTb U AOCTYMHOCTL
MHpOPMaLMN MOTYT CYLLIECTBEHHO CNOCODCTBOBAaTbL 0DecnevYeHno KOHKYPEHTOCNOCODHOCTU, NUKBUOHOCTH,
OOXOQHOCTN, COOTBETCTBUSA 3aKOHOAATENbCTBY U ASNTOBOW penyTauunm opraHmsaLunn.

OpraHusauun, ux MHpopmMaLUOHHbIE CUCTEMBI U CETU BCe Yalle CTankMBaloTCs € pa3fMYHbIMU yrpo3ami
0e30MacHOCTU, TAKUMM KaK KOMMbOTEPHOE MOLLEHHUYECTRBO, LUMUOHAaX, BPeAUTENbCTBO, BaHAANN3M, NnoXaps.l
NN HaBoAHEHUSA. Takme MCTOYHUKU yiLepba, Kak KOMMNbIOTEPHbIE BUPYCHI, KOMMBIOTEPHBLIW B3MTOM U aTaku TUNa
OTKas3a B 00CNyX1UBaHMK, CTAHOBATCHA DoNee pacnpocTpaHeHHbIMK, Donee arpeccuBHbLIMU U BCe Donee n3o-
LLIPEHHbIMI.

3aBUCUMOCTb OT MHPOPMAaLUOHHBIX CUCTEM U YCNYT O3HAYaeT, YTO OpraHmn3aLnm CTaHOBATCH Bce bonee
YA3BMMbIMU MO OTHOLLEHUIO K yrpo3am besonacHOCTU. Baanumoaenctemne cete obLyero nonb3oBaHUA U 4acT-
HBIX CETEN, a Takke COBMECTHOE UCNOMb30BaHNe MHPOPMAaLIMOHHBIX PECYPCOB 3aTPYAHAET ynpaBleHne 4ocC-
TYNOM K UMHopMaumn. TeHOAeHUUA K UCNONMb30OBaHUIO pacnpegeneHHon obpaboTkyM AaHHbIX ocnabnsier
3P PEKTUBHOCTb LUEeHTpann3oBaHHOIO KOHTPONA.

[Tpyn NpoeKTUPOoBaHUN MHOTMX MHAROPMALIMOHHBIX CUCTEM BOMPOCHI 6e30nacHOCTU HE YYUTBLIBANUCKE. YPO-
BEHb 0€30MaCHOCTU, KOTOPLIN MOXET ObITb AOCTUTHYT TEXHUYECKUMU CpeaCcTBaMU, UMEET paa orpaHnYeHni 1,
cnegoBaTenbHO, AOIMKEH CONPOBOXKAATLCA HaaneXalwmmm opraHnsayMoHHbIMW MepaMin. Beibop Heobxoau-
MbIX MEPONPUATUN NO ynpaBneHuo MHQopMaLUoOHHOW 6e30NacHOCTLIO TpebyeT TWwaTensHOro nNnaHUpoBaHUS
N BHUMaHUSA K geTansam.

YnpaBneHme nHpopmMauMoHHON BDe30MacHOCTbLIC HYXXAAaeTCs, Kak MUHUMYM, B y4acTUMN BCEX COTPYOAHU-
KOB opraHuaauun. Takke MOXeT NoTpedboBaThCH yvacTUe NMOCTaBLMKOB, KIMMMEHTOB UMW akUuMoHepoB. Kpome
TOro, MOryT NOTPEebOoBaTLCHA KOHCYMbTALUX CNELManUCTOB CTOPOHHUX CpraHmnsaLmnn.

MeponpusaTtua no ynpasneHuo B obnactn nHgopmaunoHHon 6e3onacHoCTU 00oNayTCs 3HAYNTENbHO
nellieBne nokaxyTca bonee apPpekTUBHBIMUN, eCcnii OyayT BKNKOYEHBI B crieyndukaL o TpeboBaHUN Ha cTagnn
MPOEKTUPOBAHUA CUCTEMBI.

Kak onpegenutb TpeboBaHuUA K MHopMaLMOHHON 6e30NacHOCTU

OpraHusaumna gomkHa onpeaenunuts CBon TpedboBaHUA K MHQOPMaLMOHHON BE30NacHOCTU C YYETOM Che-
OVIOLWKUX TpeX PaKTopoB.

Bo-nepBbIX, OLeHKa PUCKOB opraHusauun. lNocpeactsom oLEHKM PUCKOB NPOUCXOANT BhISIBIIEHUE Yyrpos
akTUBam opraHmsaynmn, oueHKa ya3BUMOCTU COOTBETCTBYOLMX aKTUBOB U BEPOATHOCTU BOSHUKHOBEHUA YIPos3,
a TaKKe oueHKa BO3MOXKHbIX NocneacTBUA.

IV
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Bo-BTOpPLIX, lopnanyeckme, 3akoHoaaTenbHble, perynnmpyrolme u JoroBopHble TpeboBaHUsA, KOTOPbIM
OOITKHbI YAOBETBOPATb OpraHn3auus, ee TOprosble nNapTHepPbl, NOAPAAYUKNA U MOCTaBLMKA YCIYT.

B-TpeTbux, cneundmniecknn Habop NpUHUUNOB, Lenen n TpedboBaHUN, pa3paboTaHHbIX opraHmsaLnen B
OTHOLIEHMN 0bpaboTKn MHpopMaL N,

OueHka puckoB MHpopMaLUMOHHON Oe30NacHOCTH

TpeboBaHUA K UHOPMaLMOHHOW Be3onacHOCTM onpeaensoTCs C MOMOLLbHO CMCTEMAaTUYECKON OLIeHKN
pnckoB. PelleHus o pacxogax Ha MeponpusaTUA No ynpaBneHuno nHpopmMaLnoHHON 6e30nacHOCTbIO AOKHbI
NPUHUMATBLCS, NCXOAA N3 BO3MOXHOIO yllepba, HaHeceHHOro 6usHecy B pesynbTaTe HapyLeHWin MHopmaLm-
OHHOW Be3onacHocTn. MeToabl OLEHKN pUcKa MOTyT NPUMEHSATbLCSA Kak AN BCeW opraHuMsaLuu, Tak U ans
Kakon-nmbo ee 4acTun, oTAenbHbIX MHAOPMALMOHHBLIX cUCTEM, onpeaefieHHbIX KOMMOHEHTOB CUCTEM UMK
YCINyr, a UMEHHO TaM, rae 3TO NPakTUYecKn BbIMOSTHUMO U LenecoobpasHo.

OueHKa pucka — 3TO cUCTEMaTUYECKUIN aHaNN3:

- BEPOATHOro yuwepba, HaHocUMoro B1sHecy B pesynbTtaTe HapylleHM MHpopMaUnoHHOW Be3onacHoC-
TW C Y4ETOM BO3MOXHLIX NOCNeaCTBMM OT NMOoTepu KoHpMAeHUManbHOCTU, LeNOCTHOCTA UMY OOCTYMHOCTHU
MHGOPMaLMN N APYTUX aKTUBOB;

- BEPOATHOCTU HACTYNNEeHUA TaKoro HapyLeHUAa C y4eTOM CYLLLECTBYIOLUX YTPO3 M YA3BUMOCTEN, a TaKkKe
BHEAPEHHBLIX MEPONPUATUN MO ynpaBneHnto MHpopMaLMoHHON 6e30NacHOCTLIO.

PeaynbTaTbl 3TON OLLEHKM MOMOTYT B ONpeaesieHAN KOHKPETHLIX MEep U NpUopuTeToB B 0bnacTu ynpasne-
HUAS pUCKamMmn, CBA3aHHbIMW C UHOPMAaLMOHHON BE30NacHOCTLIO, a TaKKe BHEAPEHUIO MEPONPUATUI NO yNpaB-
NneHnto MHpopMaUunoHHON 6e30NacHOCTbIO € Leflblo MUHUMMN3aL MM 3TUX PUCKOB.

MoxeT noTpeboBaTbCcs HEOAHOKpATHOE NPOBEAEHNE OLEHKN PUCKOB U BLIDOPA MEPONPUATUIN NO yrpaBs-
neHunto MHpopMaLUMoHHOW 6e30NacHOCTLIO A1 TOro, YTODLI OXBATUTL PasfMyHble nogpasaeneHns opraHnsa-
LU U oTAeNbHBIE MHPOPMALMOHHBIE CUCTEMBI.

BaxkHO nepuoanveckn NnpoBoanTb aHann3 puckoB B obrnact MHpopMauMoHHOW De30nacHOCT U BHe -
PEHHBIX MEPOMNPUATUN NO yrpaBneHno MHPopMaLUOHHOW Be30NacHOCTLIO ANA TOro, YTobbl YY4ECTh:

- NBMeHeHUda TpeboBaHMA U NPUOPUTETOB DU3HECA;
- NOABNEHNE HOBLIX YIPO3 U YA3IBUMOCTEN;

- CHWXKeHUe 3 PEeKTUBHOCTU CYLLECTBYIOLUX MEPONPUATUAN MO ynpaBneHUuto MHpopmMaLlnoHHOW Be3o-
MacHOCTLIO.

YpoBeHb geTannsaummy Takoro aHanmsa cneayeT onpegenartb B 3aBUCUMOCTU OT pe3ynbTaToB npeablay-
LLIX NPOBEPOK U N3MEHSAoLLIErocs YPoBHSA npuemnemMoro pucka. OueHka puckoB 0ObIMHO MPOBOAUTCA cHavana
Ha BEpXHEeM ypOBHe, Npu 3TOM pecypchl HanpaenawTca B obnactu HanbonblUero pucka, a 3atemM Ha bonee
geTallbHOM YpOBHE, YTO NO3BOMAET pacCcMoTpeThb cneLunduniyeckme puckm.

Belbop meponpuaTuUM no ynpaBneHnw nHgpopmMayuuoHHON 6e30NacHOCTLIO

[Tocne Toro, Kak onpegeneHsl TpedboBaHUA K MHPOpMaLUOHHON Be30nacHOCTH, cneayeTt BblOpaTh U
BHEAPWUTb Takne MeponpuaTna No ynpasneHuo MHpopMaLnoHHON Be30nNacHOCTLIo, KOTopble obecnevaT CHU-
XXEHNEe PUCKOB A0 NMPUEMNEMOro YPOBHS. ST MeponpUATUA MOTYT ObITb BbIOpaHbl M3 HACTOSALLEro cTaHaapTa,
OPYTMX NCTOUHUKOB, a TakXKe MOTyT ObITb pa3padboTaHbl COOCTBEHHLIE MEPONPUATUS NO yNpaBnieHUo MHpopMa-
LMOHHOW De30NacHOCTLI0, YOOBMNETBOPAOLWNE cneyngpunuieckum noTpedHocTamM opraHmnsaumn. Mimeetcs MHO-
)KECTBO pPas/IMYHLIX NOoAX0CAO0B K yrnpaBleHUo puckamMuy;, B HACTOdALEM cTaHOdapTe NMPpUBOAATCA NMPUMepPh
Hanbdonee pacnpoctpaHeHHbIX MeToaoB. OgHako cneayet OTMETUTb, UYTO HEKOTOPbLIE M3 MEPONPUATUN MO
ynpaBneHuo nHgpopmaLnoHHOW 6e30NacHOCTLHO HEMPUMEHUMBI KOTAENbHLIM UHPOPMAaLMOHHBIM CUCTEMAaM U
cpedaM U MOTYT oKasaTbCHa HenpuemnemMbiMn ANa KOHKPEeTHLIX opraHu3auuin. Hanpumep, B 8.1.4 npuBogunTCS
onucaHue Toro, Kak MoryT ObITh pacnpegeneHbl AOMKHOCTHbIE 0DA3aHHOCTIK, YTODLI NPeaoTBPAaTUTb OLLMDOKIN U
MOLLUEHHMYeCTBO. B HeDONbLUMX opraHn3aLnUaxX MOXKET OKa3aTbCsl HEBO3MOXHBIM pasgeneHne Bcex A0TKHOC-
THBIX 0BS13aHHOCTEN; Toraa Anst AOCTUXKEHUS TOM XKe LLenn MOXKET ObiTb HE0DX0AMMO NPUHATUE anbTepHaTUB-
HBIX MEPONPUATUN MO ynpaBneHuo MHpopmMmaLnoHHoM besonacHoCThIo. B kKavecTBe Apyroro npumMmepa MOXXHO
npusectn 9.7 n 12.1 — ocywlecTBneHne MOHUTOPUHIa UCNONbL30BaHUA CUCTEMBI U cOoOpa AoKasaTeNbCTB.
YKazaHHbIe MeponpusaTUS No ynpaBieHno MHpopMaLMOHHON Be30NacHOCTLIO, TaKUe, Kak peructpauns cobbl-
TUN B CUCTEME, MOTYT BCTYNaTb B KOH(PIIUKT C 3aKOoHOA4aTeNbCTBOM, AeUCTBYIOLWXM, Hanpumep, B OTHOLLEHU
3aLlUMThlI OT BTOPXXEHNA B NTMYHYIO XXU3Hb KIMTUMEHTOB UM COTPYAHUKOB.

Bribop MeponpusaTuin No ynpaBneHno nHpopmMmaunoHHOW 6e30NacHOCTbIO AOMKEH OCHOBLIBATLCH Ha
COOTHOLUEHUN CTOUMOCTM UX peannsaunmn K apdeKkTy oT CHUKEHUSA PUCKOB 1 BO3MOXHBIM YObITKAM B criydae
HapyLLueHust be3onacHoCTU. Takke cneayeTt npuHUMaThL BO BHUMaHME pakTophbl, KOTOPLIE HE MOTYT ObITb Nnpea-
CTaB/leHbl B AeHEXHOM Bbipa)XeHUW, HanpumMmep, notepro penyTtauuu.

V
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HekoTopble MeponpusaTUS NO yrnpaBneHnto MHopMaLMoHHON 6e30nacHOCTbIo, NPUBEAEHHbIE B HACTOSA-
LieM cTaHAapTe, MOryT paccMaTpuBaTbCa Kak pykoBoAALWMe NPUHLMNLI ANA yrnpaBneHns MHdopMaLMOHHON
De30nacHOCTbIO M NPUMEHATLCA ANng bonbLUMHCTBA opraHusauuin. bonee noapobHo TakMe MeponpuUATUS pac-
CMaTpPUBaOTCH HMXKE.

OTnpaBHada To4ka And BHegpeHUA UHPOPMaLUOHHON Be30NacHOCTHU

OTAenbHbIE MEPOMNPUATUSA NO yNpaBneHunio MHPopMaLMOHHOW De30MaCcHOCTLIO MOTYT paccMaTpPUBaTbLCH
Kak pyKoBoadaLWmMe NpUHUMnbl 4ns ynpasneHnsa MHpopMaLnoHHOW De30NacHOCTLIO U CITYXKUTb OTNPAaBHOM TOM-
KOW Onsl ee BHeApeHUA. Takme MeponpuaTUus NMOO OCHOBBLIBAKOTCHA Ha KIMHOUYEBLIX TpeboBaHUAX 3aKOHO-
natenbcTBa, NMbo paccMmaTpuBalOTCsl Kak obwenpuHsiTas npaktuka B obnactm MHpOPMaLWUOHHON
De3onacHoOCTH.

KnoueBbIMA MepaMm KOHTPOMNS € TOYKU 3peHns 3akoHogaTeNbCTBa SABMAKTCS:

- obecneveHmne KOHpMAEHUMANBHOCTU NepcoHarnbHbIX AaHHbIX (12.1.4);

- 3alUUTa y4eTHbIX AaHHbIX opraHmnsauun (12.1.3);

- MpaBa Ha UHTeNNeKTyanbHy cobCcTBeHHOCTL (12.1.2).

Meponpusatia no ynpasneHno tHQopmMaLMoHHON 6e30NacHOCTbIO, pacCMaTpUBaEMbIE KaK ODLLIE NPUHSI-
Tasi NpakTuka B obnactn nHpopmMaLnoHHON 6e30nacHOCT, BKIHOYAIOT:

- Hann4ymne AoKyMEHTa, ONMUCbIBAOLLEro nonuTuky nHdopmaunoHHomn dbesonacHoctu (3.1);

- pacnpegeneHune obssaHHoOCTEN No obecneyvyeHuo MHpopmMaumMoHHoW besonacHocTn (4.1.3);

- 0by4yeHMne BonpocamMm MHGPOpMaLNOHHON BesonacHocTu (6.2.1);

- MHpopMUpoBaHUE 00 MHLUMAEHTAX, CBA3AaHHLIX C MHPOPMaLUMOHHOW Be3onacHOCTbo (6.3.1);

- ynpaBneHne HenpepbiBHOCTbIO BusHeca (11.1).

[TepeyncneHHble MeEPONPUATAS NPUMEHNMBI AN DONbLUMHCTBA opraHu3auni n tHopMaLMOHHLIX cpeq.
CnegyeTt OTMEeTUTb, YTO, XOTA BCe NpUBeAeHHbIe B HAaCTOsLWEM cTaHOapTe MeponpUATUA SABNAIOTCA BaXKHBIMU,
YMECTHOCTb Kakou-nnbo Mmepbl ACHKHA onpeaensiTbCH B CBETE KOHKPETHBLIX PUCKOB, C KOTOPLIMU CTaNKUBAETCS
opraHuszauud. CnegoBaTtenbHO, HECMOTPA Ha TO, UTO BbILLUEONMUCAHHbIN NOAX0o4 pacCMaTpMBAETCH KaK OTNpaB-
Hasl ToYKa ANnsl BHeAPEHUS MePonpUATUn no odbecneveHnto MHpopMaLMoHHOM 6e30NacHOCTU, OH HE 3aMEeHSIET
BbIOOP MeponpuaTHUA No ynpaBneHnto MHpopmMaLnoHHOW 6e30NacHOCTbIO, OCHOBAHHbLIA Ha OLIEHKE PUCKOB.

BaxHeunwue haktopbl ycnexa

[TpakTuKa NnoKasbIBAET, UTO ANS YCNeLHOro BHeapeHunst UHgpopmMmaLnoHHOW 6e30nacHOCTU B OpraHmnsau
pellarL M ABMSATCA cneayrowme pakTopsbi:

- COOTBETCTBUE Lienen, nonuTuk n npoueayp MHpopmaLnoHHoN 6esonacHocTn Lenam busHeca;

- COrMNacoBaHHOCTb Nnoaxoaa K BHeApeHUo cucTtemMbl 6€30NacHOCTU C KOPNopaTUBHON KYNbTYPOW;

- BuaMumMada noaaepkka U 3anHTepecoBaHHOCTb CO CTOPOHLI PYKOBOACTBA;

- YeTKoe NoHUMaHue TpeboBaHM Be30NacHOCTU, OLleHKa PUCKOB 1 yrnpaBleHUe puckamm;

- obecnevyeHmne NOHUMaHUA HeCDXOOAUMOCTU NMPUMEHEHUA Mep UHOPMAaLMOHHOW BEe30NacHOCTUN PYKO-
BOACTBOM U COTPYAHMKAMU OpraHnusaunu;

- nepegava UHCTPYKLUA B OTHOLLEHUM NONUTUKA MHOPMaLMOHHOW DE30NacHOCTU U COOTBETCTBYOLLUX
CTaHOapTOB BCEM COTPYAHUKAM U KOHTpareHTam;

- obecneyeHne HeobXoaMUMOro obyueHNst U NOArOTOBKN;

- BCECTOPOHHSANA U cbanaHCUpoBaHHada CUCTEMA N3MEPSIEMbIX NOKaszaTenen, UCNoNb3yeMblX A OLLeHKA
3 PEKTUBHOCTU yNpaBneHna MHpopMaLMOHHOW 6e30NacHOCTbIO U NpeanoXXeHUA No ee yryvlleHUo, NocTy-
NMUBLUNX OT UCNONMHUTENEMN.

Pa3paboTka cOOGCTBEHHLIX pYKOBOACTB OpraHm3auum

HacTosawmn ctTaHgapT A0JDKEH pacLeHUBaTbCH KaK OTNpaBHas ToUKa Ang paspaboTkyM pyKoBoACTBa Noj
KOHKpPEeTHbIe HY>XAbl opraHMu3aLun. He Bce MHCTPYKLIMK U MeponpuUaTus, NnpuBegeHHble B HAacTOALWEM cTaHaap-
T€, MOTYT ObITb NPUMEHNUMBIMWA.

Bonee Toro, Moryt notpeboBaTbcs AONONMHUTENbHbBIE MEPbI, HE BKITIOYEHHbIE B HACTOSILWWMK cTaHaapT. B
3TOM cliydae MOXeT ObITb NMoNe3HbIM COXPaHeHMe NnepeKkpecTHbIX CChINMOK, KOTopbIe obneryaT NpoBepKy COOoT-
BETCTBUSA, NPOBOANMYIO ayaUTOopaMun 1 napTHepamMuy no BU3Hecy.

VI
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HAUUWOHANBbHBIN CTAHOAPT POCCUUCKOMWN PEOEPALNMN

UHpopMaLUOHHaA TeXHoNnorus

NMPAKTUYECKUE NPABUNA YMNPABJIEHUA UHO®OPMALMOHHOUN BE3OMNMACHOCTbLIO

Information technology. Code of practice for information
security management

IlaTta BBeaeHna — 2007—01—01

1 O6nactb NpMeHeHUA

HacToawuni ctTaHaapT ycTaHaBNMBAaET pekoMeHaaL My No ynpaBneHnto MHpopmMaLunoHHon 6esonacHoc-
TbtO NLAM, OTBETCTBEHHbIM 3a NiTaHUpoBaHWe, peanusaLnto Unn nogaep)KKy peleHnn 6esonacHoCT B opra-
Hu3aumn. OH npeagHasHaveH Ang obecnevyeHns obLWMX OCHOB ANA pa3paboTkn cTaHaAapToB 6e30NacHoCTU U
BbIOOpa npakTu4eckux MepornpuaTni No ynpasneHno 6e3onacHoCTbo B OpraHn3au My, a Takke B MHTepecax
obecnevyeHns JoBepuUs B AeNOBbIX OTHOLWEHUSAX MeXay opraHu3auuamMmn. PekomeHaaumMm HacTosILLEero cTaH-
JapTa cnegyeT BbibnpaTh U UCNOMNb30BaTh B COOTBETCTBUU C AENCTBYOLMM 3aKOHO4AaTENTbCTBOM.

2 TepMUHbI U onpegeneHns

B HacTodAwem cTaHgapTe NpUMeHeHbl cneayoLlme TepMUHbI C COOTBETCTBYHOLLIMMU onpeaeneHUsamMin:

2.1 MHopmMmaunoHHada be3onacHOCTb: 3alluTa KoOHPUAEHUMANbHOCTU, LENOCTHOCTU M AOCTYMHOCTI
MHpopMaLIUWN.

[TpumevyaHns

1 kKoHdmnaeHumanbHoCcTb: ObecneveHne AoCcTyna K MHPoOpMaUUM TONbKO aBTOPU3OBAHHbLIM NONb30BaTENAM.
2 uenocTtHocTb: Obecne4veHmne JOCTOBEPHOCTU M NONHOTLI MHOpMaUMmM n MeTogoB ee 0bpaboTkn.

3 pocTtynHocTtb: ObecneyeHune goctynaKuHpopmMaymm n CBA3aHHbIM CHEN aKTBAM aBTOPU3OBAHHbLIX NOSb30Ba-
TEenen no Mmepe HeobxoanMoCTH.

2.2 oueHKa puckoB: OueHKa yrpos, nx nocneacTBun, ysisaBUMoCTU MHpopMaLnM U cpeacTB ee obpa-
DOTKU, a TakKe BEPOSATHOCTU UX BO3ZHUKHOBEHUS.

2.3 ynpaBneHue puckamu: [NpoLecc BbIABIIEHUSA, KOHTPOMNA U MMHUMU3ALMN UITU YCTPaAHEHNS PUCKOB
6e30nacHOCTU, OKasbIBaOLNX BAUSAHWE HA NHOPMAaLMOHHBIE CUCTEMBI, B paMKaX AONYyCTUMbIX 3aTpar.

3 NMonntnkKka 6e30nNacHoOCTH

3.1 Nonutuka uHcopmMmayuMoOHHON De30NacHOCTI

Llenb: obecnevyeHne pelleHUs1 BONPOCcoB UHMDOPMaLUOHHON ©e30nacHOCTU U BOBMNEYEeHUe BbICLLEro
PYKOBOACTBA opraHMsaunn B AaHHbIU NpoLlecc.

PaspaboTka n peanusauns nonMTUKN MHDOPMaLMOHHOW Be30MacHOCTU opraHmM3aLnmy ocyLLiecTBNAeTCS
BbICLLMM PYKOBOACTBOM NMyTEM BblpabOTKM YEeTKON NO3NLINNA B peLleHn BONpocoB nMHdopmaLuoHHon 6esonac-
HOCTM.

3.1.1 JokyMeHTanbHoe othopMneHue

Nonutuka nHpopmaumoHHon GesonacHoCTU Ao/KHA ObITb YTBEPXKAeHa, n3gaHa 1 Haanexatlnum obpa-
30M A0oBeJeHa A0 cBeAeHUs Bcex COTPYAHUKOB opraHmnsauun. OHa gofkHa yecTaHaBMBaTbh OTBETCTBEHHOCTb

U3paHune odbmumnanbHoe
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PYKOBOACTBA, a TakXKe UuanaraTb Noaxon opraHmsaumm K ynpasneHuno nHgpopmMmaunoHHOW 6e3onacHoCcTbHo. Kak
MUHUMYM, NONUTUKA OOMMKHA BKNOYAaTb cneaytollee:

a) onpegeneHne nHgopmaunoHHOU Be3onacHOCTU, ee obLWKUX uenen u cdepbl AENCTBUA, a TakkKe
PACKPbITUE 3HAYMMOCTU DE30MacHOCTU Kak UHCTPYMEHTa, obecnevmBarollero BO3IMOXHOCTb COBMECTHOMo
MCNONb30BaHUA MHOPMAaLUK;

0) nanoxeHwe uenenm n NPUHUUNOB MHGOPMaLMOHHOW De3onacHOCTU, CROPMYMUPOBAHHLIX PYKO-
BOACTBOM;

B) KpaTkoe W3NoXeHUne Hanmbonee CyLEeCTBEHHbIX AN opraHmsauunM nonmtuk 06e3onacHOCT!,
NPUHLUMNOB, NpaBun 1 TpeboBaHWUA, HaNnpUMep:

1) COOTBETCTBUE 3aKoHOAAaTEellbHbIM TPeDOBaHUSIM U OOTOBOPHBLIM 0DsI3aTeNbCTBAM;

2) TpeboBaHMA B OTHOLWEHUU 0byYeHNns1 BonpocamM Be30nacHOCTH;

3) npeaoTBpalleHUe NOABNEHUSA U 0DHapyXeHne BUPYCOB U ApYroro BpeAoHOCHOro NporpaMmMHoOro
obecneyeHuns;

4) ynpaBrneHue HenpepbiBHOCTLIO BU3HecCa;

5) OTBETCTBEHHOCTb 3a HapyLWeHUa NONMUTUKKA BEe30MacHOCTMU;

r) onpeaeneHne obLIMX U KOHKPETHLIX 0bsA3aHHOCTEN COTPYAHUKOB B pamMKax ynpaBneHUs UHGOop-
MaLMOHHON ©e30MacHOCTbo, BKMoYasi UHpopMUpoBaHUe o0 MHUMOEHTax HapyweHUs MHQopMaLIUMOHHOM
be3onacHoOCTU;

) CCbINKU Ha OOKYMEHTbI, AONOMHALWME MONUTUKY WUHDOPMALIMOHHOM De30MacHOCTU, Hanpumep,
bonee aetanbHbIE NONUTUKU M NpoLeaypbl 6e30NacHOCTU AN KOHKPETHBLIX UHROPMALIMOHHBIX CUCTEM, a TaKXKe
npasuna 6e3onacHOCTU, KOTOPbLIM AOMMKHbI CNeaoBaTh NOMb3oBaTENMN.

Takasi nonN1uTrUKa aomkHa ObITh AoBeAeHa A0 cBeAeHUS BCeX COTPYAHUKOB opraH3aLum B AOCTYNMHOU U
NMOHATHOW popME.

3.1.2 lMepecMoOTp U OLEeHKa

Heobxoammo, UTobbl B opraHu3aL M HazHa4vyanocb OTBETCTBEHHOE 3a NONMUTUKY Be30NacHOCTM AOITKHOCT-
HOE NULLO, KOTOPOE OoTBeYano bkl 3a ee peannsaumio M NepecMoTpP B COOTBETCTBUN C YCTaHOBMNEHHOW NpoLeay-
pOW. YKazaHHasi npoueaypa OofmkHa  obecneymBaTb  OCYLUECTBMEHUWE nepecMoTpa  MONUTUKU
MHpOPMaLMOHHOW BE30NACHOCTU B COOTBETCTBUM C USMEHEHUSIMU, BNUSAOLLIMMK HA OCHOBY NepBoHavalibHOM
OLleHKU pUcCKa, Hanpumep, NyTeM BLIABEHUSA CYLEeCTBEHHbIX UHUMAEHTOB HapylleHUa MHPOPMaLUOHHON
De30nacHOCTU, NOosIBNEHNE HOBLIX YSI3BUMOCTEN UM U3MEHEHUSA OpraHn3aLUOHHOW UM TEXHOMOMMYECKON
MHPaCTPYKTYpLI. [lepnogmnueckme nepecMoTpbl A0MKHBI OCYLLIECTBNATLCA B COOTBETCTBUN C YCTAHOBNEHHLIM
rpaPuUKomM 1 BKIIHOYATD!

- NpoBepPKY 3P PEeKTUBHOCTU NONUTUKU, UICXOOA N3 XapaKTepa, Yicna 1 nocneacTBMn 3aperncTpupoBaH-
HBIX MHLMAEHTOB HapyLleHns1 MHpopMaLMOHHOWN Be30MacHOCTU;

- onpeaeneHnue CTOMMOCTU MEPONMPUATUIA NO yNpaBneHno MHPopMaLUOHHON 6e30NacHOCTLHO U MX BNUS-
HHUe Ha adhbPeKTUBHOCTbL DU3HECA;

- OLIeHKY BNUAHNA USMEHEHUU B TEXHONOTUAX.

4 OpraHumsaunoOHHbIe BONPOChLl 6e30MnacHOCTMH

4.1 OpraHun3aunmoHHasa uHdpacTpykTtypa nuidpopmMmayuoHHON 6e30NacHOCTH

Llenb: ynpasneHue nHgopmaunoHHOWN 6e30NacHOCTLIO B opraHMU3aLnn.

CTpYyKTYpy ynpaBneHusi cneayeT co3gaBaTth Tak, YToObl oHa crnocobcTBOBaNa UHUALMALIMN M OCYLLIECTBRIE-
HAKD KOHTPONSA 3a BHeAPEHUEM UHpOPMaLMOHHON BEe30NacHOCTU B OpraHmnsaLun.

CneayeT co3gaBaTbh COOTBETCTBYIOLWME yNpaBndaoLme coBeThl C y4acTUeEM BbICLUEro pyKoBoACTBa ANS
YTBEPXKAEHUS MONUTUKN MHOPMaLMOHHOW ©e30nacHOCTU, HasHa4vyeHUs OTBETCTBEHHLIX Nul, B obnacTtu
MHPOPMaLMOHHOW Be30NaCcHOCTH, a TakkKe OCYLLIECTBNEHNS KOOPANHALU A BHEAPEHUSA MEPONPUATAN NO yNpaB-
neHno MHpopmMauMoHHOW De30NacHOCTbO B opraHmnsauun. INpn HeobxoaMMOCT cneayeT npeaycMoTpPeTh
HanuMyune cneunanucTta no sonpocam MHpopMaLMoHHOW 6e30MacHOCTU BHYTPU OpraHu3auun, K KOTOPOMY
MOTyT obpallaTbCcs 3anHTEpPEeCcOBaHHbIE COTPYAHMKN. CneayeT HanaXXnuBaTb KOHTAKTbl C BHELWWHMMU cneyma-
nuctamm no 6e3onacHOCTU ANy Toro, YTobbl ObITh B Kypce oTpacneBbIX TEHAEHLUWA, cNOCOOOB U METOAO0B €€
OLEHKW, a TaKXe C Uenbo aleKBaTHOMO pearmpoBaHUAa Ha MHLUMAEHTLI HapyLueHust MHdpopmMmaLunoHHOU besonac-
HOCTW. CnegyeT NooLWpsiTb MHOronpodnnbHbI Noaxoad K UHQopMaLUOHHON Be30nacHOCTU, HanpuMep, NyTem
HaNa)XMBaHUA COTPYAHNYECTBA MeXay MeHeQKepamMu, NoMnb3oBaTeNnaAMn, agMUHUCTpaTopamMu, paspadboT4u-
KaMn NPUNOXEHUW, ayauTopamm 1 coTpyaHuUkamm 6e30nacHOCTK, a Takke crneumannctamMmm B 00nacTu CTpaxo-
BaHWA N yNpaBlieHNs pUckamu.

2



FTOCT P UICO/MIK 17799—2005

4.1.1 YnpaBnawwmm coBeT No Bonpocam UHbopmMauMoHHON 6e30NacHOCTI

ObecneveHne MHPpopMaLNOHHON Be30NacHOCTU — 3TO OTBETCTBEHHOCTL BhICLLErO PYKOBOACTBA Opra-
HMU3aUKWK, pazgensiemas BCeMuy ee YneHamun. [1osTomy npu gopMnUpoBaHMM coBeTa No Bonpocam MHPQOopMaL K-
OHHOM Be30nacHOCTU AOITKHBI 0DecneymnBaTbCsl YETKOE YrpaBneHNne 1 peanbHasa noagepKka co CTOPOHSI
PYKOBOACTBA MHULIMATUB B 0ONacTmn 6esonacHOCTU. Takom COBET A0TKEH COoCcODCTBOBATHL YKPENNeHUo 6e30-
MacHOCTU B opraHusauum nytem HenocpeACcTBEHHOrO yyacTusl pyKOBOACTBA U BblAeNeHUst HeobXxoanmMblX
pecypcoB. OH MOXeT OblTb 4YacTbid CYLIECTBYHOLWEro opraHa ynpaBneHusi. Kak npaBuno, Takon COBET
BLIMOMHAET creayrowme QyHKUNN;

- YTBEPXKAEHUE U NepecMoTp NONUTUKA MHOPMAaLIMOHHON Be30NacHOCTU U COOTBETCTBYOLWMX 0DA3aH-
HOCTEeW NO ee BbINOJTHEHUID;

- OTCNeXmBaHue cylecTBeHHbIX U3MeHEeHUU B BO34ENCTBUAX OCHOBHBIX YIP0o3 MHPOPMaLUOHHBIM aKTU-
BaM;

- aHann3 U MOHUTOPWUHI NHLUMAEHTOB HapyLlleHna NHGQopMaLNOHHOW Be30NaCcHOCTHU;

- YTBEPXKAEHNE OCHOBHbIX NMPOEKTOB B 0bnactun nHgpopmaLnoHHON Be30nacHOCTN.

Kpome 3T0ro, Ao/mkeH ObITb Ha3Ha4YeH PyKoBOAWTENb, OTBEYaloLWMA 3a BCE BOMPOCHI, CBSI3aHHbIE C
MHOPMaLNOHHON BEe30MacHOCTLIO.

4.1.2 KoopaunHauusa sBonpocoB MHpopMaLUOHHON 6e30NacHOCTI

Onsa koopanHaumn BHeOPEHUA MepOonpuUaTUA No ynpaBneHuo MHpopmMaunoHHOU Oe30NacHOCTbIo B
OONbLLUOW opraHn3aL M MOXET NoTpeboBaThCA CO3daHUe KOMUTETA, BKIToYatoLLero npeacTtaBuTernemn pykoBo-
OCTBa 3aUHTepPEeCcoBaHHbIX NoapasaeneHnin opraHnsauun.

Kak npaBuno, Takon KOMUTET:

- COrnacoBbIBaeT KOHKpeTHble PYHKUUN N 00S13aHHOCTU B 0bnactn nHgpopmMmaumoHHon 6e30nacHOCTU B
pamMKax BCeW opraHunsauuu;

- COTMacoBbIBAET KOHKPETHbIE METOANKN 1 npoueaypbl MHGOpMaLUOHHON Be30nacHOCTHN, HanpumMmep,
Takme Kak oueHKa pUCKoB, Knaccudpukaumsa nHpopmaLnm ¢ TOUKU 3peHnst TpeboBaHnn 6e30nacHOCTU;

- cornacoBbIiBaeT U obecneynBaeT NOAAEPKKY UHULMATUB N NPOEKTOB B obnactn MHpopMaLUOHHON
0e30MacHOCTU B paMKax BCEW opraHmsaLumn, Hanpumep, Takux Kak paspaboTka nporpamMmmbl NOBbILLEHUSA OCBE-
OOMNEHHOCTU COTPYAHNKOB B 0bnacTn 6e30nacHoOCTH;

- obecnevmBaeT y4deT BKoUeHUs TpeboBaHUN 6e30NacHOCTM BO BCE NPOEKTHI, CBA3aHHLIE C 00pabOoTKOW
N UCNOoNb3oBaHMEM UHopMaLNK;

- OLeHMBaeT adeKkBaTHOCTb U KOOpAMHUPYET BHeapeHUEe KOHKPETHbLIX MeponpUATUM Mo ynpaBneHUuro
MHopMaLIMOHHON De30NacHOCTLIO ANSA HOBLIX CUCTEM UMW YCNYT;

- MPOBOAUT aHANWU3 UHUWAEHTOB HapyLIeHns MHpopMaLMOHHOWN Be30MacHOCTU;

- CNOCODCTBYET AeMOHCTpauMn nogaepXkm nHdgopmMaunoHHON 6e30nNacHOCTU CO CTOPOHLI BhICLLErO
PYKOBOACTBA opraHmsauni.

4.1.3 PacnpepgeneHue ob6a3aHHOCTEN NO obecnevyeHnw nMHpopmMaLUOHHON De30NacHOCTH

Cneayet onpeaenntb 06A3aHHOCTM NO 3aWMTE OTAENbHBIX aKTUBOB U MO BbIMOMHEHUIO KOHKPETHBIX MPo-
Leayp, CBsA3aHHbIX ¢ UHPOPMAaLMOHHON BE30NACHOCThIO.

[Tonntuka nHpopmMaunoHHON be3onacHoCTU (pasaen 3) Ao/MKHA ycTaHaBNMBaTh OOLWME NPUHLIKMNBI U
npaBuna pacnpegeneHunst @yHKUUN 1 obA3aHHOCTEN, CBA3AHHbLIX C obecrneyvyeHnem UHpopMaLNoHHOW De30-
MNacHOCTU B opraHusauun. Nonntnky cneayet AcnonHUTb, rae Heobxoammo, bonee aeTanbHbIMU PYKOBOACTBA-
MW ANSA KOHKPETHLIX obnacTtein, CUCTeM Unn ycnyr. Kpome atoro, AomkHa ObITb YETKO onpeaefnieHa KoOHKpeTHas
OTBETCTBEHHOCTb B OTHOLUEHWUN OTAENbHbLIX MaTtepuanbHbIX U UHPOPMaLNOHHBIX aKTUBOB U MPOLLECCOB, CBSI-
3aHHbIX C UHPOPMAaLMNOHHOW BEe30MacHOCTbIO, HAaNpUMep, Taknx Kak nnaHnpoBaHMUe HenpepbIBHOCTU b13Heca.

Bo MHOMMX opraHmsauusax Ha pykoBoAUTENS CNyXbbl MHPOPMALMOHHOW Be30MNacHOCTM BO3NaraeTcy
obLlasd OTBETCTBEHHOCTL 3a paspaboTKy U BHeApeHne cUCTeMbl MHPOPMAaLIMOHHOW De30NaCHOCTHU, a TaKXKe 33
oKasaHue CoAencTBUA B onpeaeneHnn MeponpuaTi no ynpaBneHuo MHPopmMauMoHHOU 6e30nacHOCTLIO.

B TO e BpeMsa OTBETCTBEHHOCTb 3a onpegeneHue nognexalwux salute pecypcoB U peanusauuio
MEPONPUATUIA NO ynpasneHuo NHQOoPMaLIMOHHOMN BEe30NacHOCTLIO B OONMbLUMHCTBE ClyYaeB BO3NaraeTcs Ha
pykoBoautenen cpeaHero 3geHa. OOLWENPUHATON NPaKTUKOW ABNAETCHA HasHAYeHNUe OTBETCTBEHHOMoO nuua
(aaMUHUCTPAaTOopPa) ANd KaXxXaoro MHQOoPMaLIMOHHOIC akTBa, B YbM NMOBCeAHEBHLIE 0DA3aHHOCTN BXOAUT obec-
neyveHne 6e30nNacHOCTU AaHHOTO akTMUBA.

AOMUHUCTPATOP MHADOPMALMOHHBLIX akTUBOB MOXET nepegaBaTb CBOU MOMHOMOUYUA Mo obecnevyeHuto
0e30MacHOCTU KaKoMy-NMbo pYKOBOAUTENIO CpeaHEero 3BeHa Unn noctasLWMKam yenyr. Tem He meHee, agaMun-
HACTpaTOp OCTaeTCsl OTBETCTBEHHbLIM 3a obecnevyeHne 6e30nNacHOCTU akTUBa U A0IKEH ObITb B COCTOAHUN
onpeaennTb, YTo Nobble nepeaaHHble NONMHOMOYUA PeannuayoTcs A0MKHBIM 0Dpa3oM.

CrneagyeT ycTaHaBNMBaTh rpaHULbl OTBETCTBEHHOCTU KaXKA0ro pykoBoaUTENs U BBIMOJHATL crieayouune
npaBuna:
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- pas3nnYHbIE aKTUBLI U Npouecchl (NpoLeaypbl) 6€30MNacHOCTU, CBA3aHHbIE C Ka)Xa0W OTAENTbHOW CUCTE-
MO, OOMKHbI ObITb BblAeNeHbl U YeTKO onpeaeneHsbl;

- HeoDX0AMMO Ha3HAYUTb OTBETCTBEHHLIX (aAMUHUCTPATOPOB) 3a KaXKabl akTUB UMK npoLeaypy 6e3o-
MacHOCTU, N AeTann 3TOW OTBETCTBEHHOCTM AOIMKHBI ObITb AOKYMEHTUPOBAHBI;

- YPOBHM MONHOMOUYUIN (aBTOpPM3aLMN) AOMKHbBI ObITb ACHO onpeaeneHbl U AOKYMEHTUPOBaHHI.

[TpnmedyaHwue— [logaBsrTopnsaumen NOHMMAETCH onpeaenieHne ypoBHEN JOCTyNa NONb30BaATENSA K onpeae-
NEeHHbIM MaccuBam MHpopmauum; B bonee LWMpPoKOM CMbICNe — paspelleHne onpeaeneHHbiX 4eNCTBUN.

4.1.4 TNpouecc nonyvyeHUa paspelleHUa Ha UCNONb30BaHUe cpeacTB 06padboTKU UHhopMaLnn

Heobxoanmo onpeaennTb npoueaypbl NONMyvYeHUsa paspelieHus Ha UCnonb3oBaHME HOBBLIX CPeacTB
0bpaboTkn MHbopMaLUN.

[Tpn 3TOM MOTYT OCYLLECTBNATLCA cneayrowmne MmeponpuaTna No ynpasneHnto MHgopmMmaunoHHoOU 6e30-
NACHOCTbLIO!

- HOBble cpeACTBa AO0MKHbI ObITb COOTBETCTBYIOLWMM 0BpasoM oaobpeHbl CO CTOPOHbI PYKOBOACTBA
1onb3oBaTeENEen MagMUHUCTPATOPOB CPEACTB yNpaBeHUs, aBTOPU3YIOLLMX UX Lienb Ucnonb3oBaHus. Oaobpe-
HMe crneayeT Takke nonyvyaTtb OT MeHekepa, OTBETCTBEHHOIO 3a NoaaepKaHue cpeibl ©e30nacHOCTU NoKab-
HOW MHPOPMAaLMOHHOW CUCTEMBI, YTOOLI 0DecneunTs YBEPEHHOCTL B TOM, YTO BCE COOTBETCTBYHOLLUE NOTNUTUKA
be3onacHoOCTU U TpeboBaHUA cobNOOeHbI;

- annapaTHble cpeacTBa U NporpaMmMHoe obecrneveHune crneayeT NPOBEPATb HA COBMECTUMOCTb C APYTu-
MU KOMMNOHEeHTaMn CUCTEMBI.

[TpyumMmedvyaHwuHs

1 OpobpeHne moxeT noTpeboBaTbCsa AN COeANHEHUN HEKOTOPbLIX TUNOB.

2 Vlcnonb3oBaHue nu4HbiX cpeactB 0bpaboTkn nHdopmaumm ansa obpaboTkm cnyxebHon nuopmaumm n niobbix
HEODXOAUMbBIX MEPOMPUATUI NO YNPaBNEeHUC NHHOPMALMOHHON BE30MNaCHOCTLIO AOMKHO ObITb aBTOPU3OBAHO.

3 WMcnonb3oBaHue nuyHbIX cpeacTB 06paboTkm nHpopmaumm Ha pabodem MecTe MOXET Obl Tb MPUYNHON HOBbIX Y$13-

BUMOCTEN N, CNnegoBaTenbHO, AOIMKHO ObiTb OLEHEHO N aBTOPU3OBAHO.

STUMEPONPUNATUS MO YNpaBeHUo MHPpopMaLIMOHHON Be30NacHOCTLH 0CODEHHO BaXKHbI B ceTeBoOU Cpeae.

4.1.5 KoHcynbTauuMm cneynanmMcToB no Bonpocam UHopmMaLuOHHON 6e30NacHOCTU

KoHcynbTauum cneunanmcToB No Bonpocam 6e3onacHOCTU TpebyoTcss MHOMMM opraHusaumnam. B ngea-
ne, Ux AomkeH obecnevnBaTb ONbITHbLIA KOHCYMbTAHT MO MHGPOPMaLWNOHHOW De30nacHOCTU, SABMNSHOLWMNCS
COTPYAHUKOM opraHunsaunn. Ho He Bce opraHmsaunm MoryT UMeTb B CBOeM LUTaTe npodpeccmoHana-KoHCyNb-
TaHTa. B TakMx cnyvyasax pekoMmeHayeTcsi HasHavyeHMe BblAeNeHHOro CoTpyaHuka (agMmmuHMUcTpaTopa) anst 0000-
LLIEHNS1 3HAHWUWA U ONbiTa BHYTPWU opraHusauum ¢ Uenbio obecneyeHUsa cornacoBaHHOCTU U NOAAEPXKKU B
MPUHATUN peLlleHniA No 6e30MacHOCTU. ITOT COTPYAHWUK AOIMKEH TakKKe MMeTb A0CTYN K He0DXOAMMbIM BHELL-
HUM KOHCYNbTaHTaM A5 Nony4YeHUsa NnpogpeccnMoHanbHbIX KOHCYNbTAaL WM NO BONPOCcaM, BEIXOAALLUM 32 paMKK
ero cobCTBEHHOM KOMMNeTeHUUN.

[Tepen KOHCyNbTaHTaMU Mo MHpopMaLNOHHOW Be30nNacHOCTU MNU aaMUHUCTPaToOpPaMMN AOMMKHa ObITh
nocTaBneHa 3agava no obecneveHUo KOHcynbTauu No Bcem acnekram nHgopmaLmMoHHoN 6e30nacHoOCTH, B
TOM YUCNE U C NMPUBNEYEHNEM BHELLIHUX KOHCYNbTAHTOB. OT Ka4vecTBa UX OLUEHKN yrpo3 6e30nacHOCTU 1 paspa-
DOTKM peKkoMeHaAauun OTHOCUTENBbHO MEPONPUATUA NOo ynpaBleHU WUHGpOPMAaLMOHHOW ©e30MacHOCTLIC
CYLLECTBEHHbLIM 0DpPa3oM 3aBUCUT ee 3P PeKTUBHOCTL B opraHuzaunn. Ana obecnevyeHUss MmakcMmansHOM
3 PEKTUBHOCTU N PE3YNIbTATUBHOCTUN AEATENBHOCTU KOHCYNbTAHTOB (aAMUHUCTPATOPOB) UM A0/MKHA ObITh
npedocTaBeHa BO3IMOXHOCTb HEMOCPEeACTBEHHOIO AOCTYNA K BbiCLLEMY PYKOBOACTBY OpraHusaLuny.

C KOHCYNbTaHTOM No MHOopMaLUOHHON Be30NacHOCTU UM aAMUHUCTPAaTOPOM cliedyeT COBETOBAaTbLCH,
Mo BO3IMOXHOCTU, He3aMeanMMTeNnbLHO, B clnyYae Noao3peHnda Ha BeisiBNeHUe MHumMgeHTa HapylweHUsa MHgpopmMa-
LLIMOHHOW 6e30NacHOCTU UMK YA3BMMOCTK BDe3onacHOCTU ANns cbecneyeHusa nonyvyeHunst KeanmpuumpoBaHHOro
COBeTa UNNBbIAENEHUA PeCYPCOB. HeCcMOTpsiHa TO, YTO OONMBLUINMHCTBO BHYTPEHHUX paccneaoBaHNA B OTHOLLE-
HAW De30NacHOCTN ODLIYHO BLINOMHAKT NOA4 KOHTPOMNEM PYKOBOACTBA, MOXKET ObIThb LenecoodbpasHbiM obpa-
LLIeHNe K KOHCYNMbTaHTy (agMUHUCTpaTopy) no MHopMauuoHHOW Oe3onacHOCTU € Lenblo paspaboTku
pekoMeHgauunn, a TakKe ero ydactus B paccneaoBaHuM UNK B ero pykoBoACTBe.

4.1.6 CoTpyaHU4YeCTBO MeXAy opraHusaymamm B obnactm uHdopmaumMoHHOU 6e30NacHOCTI

COOTBETCTBYOLLUME KOHTAKThI C OpraHamm, oTBeYaroLLnMMun 3a cobnogeHne 3akKoHOB, C Perynupylowmumm
opraHamu, noctaslMKaMn MHOPMaLMOHHBLIX YCIYT U onepaTopaMn CBA3N cneayeT noaaepXXmeath ANa TOro,
YTOObI rapaHTUPOBAaThL, YTO U B Cllydae HapyLweHUsa MHPopMaLUOHHON De30NacHOCT MOXHO ObICTPO Npeanpu-
HATbL COOTBETCTBYIOLME AENCTBUSA U NONYyYUTb NpaBUNbHBIA coBeT. C aHanorMyHou Lenbto crnegyeT paccmar-

puBaTb ydactme B nNpodeccuoHarnbHbIX coOBLIECTBax W B OTpacneBblX MeponpuaTUAX B obnacTu
Oe30nacHOCTM.
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[Ton obmMmeHax nHgopmaumen no sonpocamMm MHPoOPMaLMOHHON Be3onacHOCTU cneayeTt obecneymBaTh
3alwnTy KkoHdpunageHLmmansHon nHdgopmMmaunm opraHmsanuum o1 HeCcaHKUMOHUPOBaHHOIO 4oCTyna.

4.1.7 HeszaBucumasn npoBepka (ayauTt) MHcbopMaLUOHHON 6Ge30NacHOCTI

LOKyMeHT NonuTukn nHpopmaunoHHoU besonacHocTu (nogpasaen 3.1) yctaHaBnmeaeT Lenu 1 oba3aH-
HOCTU B 0BnacTun nHdopmMmaunoHHoO besonacHocTU. Ero BbINonMHeHWe A0MKHO NPOBEepPSATLCA B UHTEpecax obec-
NneyYeHns yBepPeHHOCTM B TOM, YTO paspaboTaHHbIe B opraHMU3aLmMm MeponpusaTusa Ao MKHbIM 0Dpa3oM oTpaXKaroT
NOJNTUTUKY N UTO OHa ABNAETCA BbINONTHUMOW U 3pdpeKTUBHOM (noapasaen 12.2).

Takaga npoBepka (ayauT) MOXeT OblTb BbINONMHEHa BHYTPEHHUM ayanuToM, He3aBUCUMbIM MeHedKepoMm

N CTOPOHHEN opraHn3auuen, cneumanusnpyroencsa Ha Takux NpoBepKax, Npyv 3ToM creLnanucTbl, NpuBIie-
KaeMble K MpoBepkKe, A0/MKHBI obnagaTbe COOTBETCTBYHOLWMMN HAaBbIKAMW U OMbITOM.

4.2 ObGecneveHue 6e30NacHOCTU NPU HaAaNU4YUKU goctyna K UHchbopMaLMOHHLIM CUCTEMAM CTOPOH-
HUX OpraHu3auuu

Llenb: noggepxunesatb 6€30nacHOCTL CpeacTB 0bpaboTkn MHpopMaLnn opraHmusaumm n MHpopPMaLNOH-
HbIX aKTUBOB NPWU A0CTyNe TPEeTbUX CTOPOH.

LdocTtynk cpeacrteam obpaboTkn MHopMaLUnn opraHn3aLnm TRETbUX CTOPOH A0MMKEH KOHTPONUPOBATHLCS.

Tam, rge ectb NOTPEOHOCTL BU3HECA B TAKOM AOCTYNE TPETLEN CTOPOHLI, CrneayeT Nponu3BoANUTb OLLEHKY
pUCKa, onpeaendatb nocneactBusl ans 6e30onacHoCcTM U ycTaHaBNMBaTb TPeOOBAHUS K MEPONPUATUSIM MO
ynpaBneHno nHpopmMmaLunoHHOW 6e30nNacHOCTbo. Takne MeponpuaTUst crneagyeT cornacoBbiBaTh M onpeae-
NATb B KOHTPaKTe C TpeTben CTOPOHOMN.

KOHTpaKThl, paspellatolime AoCTyn TpeTben CTOpOoHe, AOIKHBI BKITKoYaTb npoueaypy onpeaeneHus npas
A yCrnoBUW JoOCTyNa ApYrnx y4acTHUKOB.

HacTosawunn ctTaHaapT MOXKET UCNOMb30BATLCH KAaK OCHOBA ANS COCTaBNEeHUA TAKUX KOHTPAKTOB, a TakXe
MNPU PACCMOTPEHUN U NMPUBNEYEHN CTOPOHHUX opraHusaunn ang obpadoTkn nHdgopmauunm (outsourcing).

4.2.1 OnpepeneHne pUCKoOB, CBA3aHHbLIX C HanU4MeM goctyna CTOPOHHUX Nuy U opraHnsauum K
MHPOPMALUOHHBIM CUCTEMaM

4.2.1.1 Tunbl gocTtyna

OnpegeneHne TMna gocTtyna, NpeaocTaBEHHOrO TpeTbel CTOPOoHEe, MMeeT ocoboe 3HaveHne. Hanpu-
Mep, pPUCKM AOCTyNnavepes ceTeBoe coeguHeHe OTNYaTCA OT PUCKOB, CBA3AHHBLIX C PU3NYECKUM AOCTYMNOM.

Tunamu goctyna, KoTopble criegyeT paccMaTpuBaTh, ABMNAOTCA:

- pU3nveckmMin — K OPUCHLIM NOMeELLEeHUSAM, KOMMbIOTEPHLIM KOMHaTaM, CepBEPHbIM;

- NOrnM4yecknn — K basam gaHHbIX, MHPOPMALUMOHHBIM CUCTEMAaM OpraHM3aLun.

4.2.1.2 ObocHoOBaHUA gna gocrtyna

TpeTben CTOpOHE MOXKET ObITb NPeaoCcTaBNeH AOCTYN NO pAay NpUYnH. Hanpumep, CTOPOHHUM KOMMNaH K-
AM, OKa3blBalOLWMM YCYT opraHusauuam, HO He pacnonoXeHHbIM TepPUTOpUarbHO B TOM XXe MecTe, MOXET
ObITb NpeaocTaBneH PU3NYECKUN N NMOTMYECKNIA OOCTYM, KaK, Hanpumep:

- COTPYAHUKAM TpeTbeW CTOPOHbI, OTBEeYaoL MM 3a 00CNyXXMBaHMe annapaTHbIX CpeACTB U NporpaMMHO-
ro obecnevyeHns, KOToOpbIM HeobXoaAUM AOCTYMN Ha YPOBHE CUCTEM UMK BoNee HU3KOM YPOBHE NPUKNagHou
PYHKUMOHANBLHOCTW;

- TOProBbIM U AeNOBLIM NapTHEPaM, KOTOPbIM MOXET noTpeboBaTbCca 0OMeH MHgopMaLmnen, 4oCTyn K
MHOPMAaLIMOHHBIM cUcCTeMaM U oM Balam OaHHbIX.

NHdpopmMmauna opraHnsaumMm MoXeT ObITb NOABEPKEHA PUCKY HapyLweHUa 6e3onacHOCTU Npru AocTyne
TPEeTbUX CTOPOH C HeaaeKkBaTHLIM ynpaBneHnem 6e3onacHoCTbIo. TaMm, rae ecTb NPOM3BOACTBEHHAA HEODXO-
OUMOCTb KOHTaKTOB C TPeTben CTOPOHON, crneayeT NPOBOAUTb OLUEHKY pUcKka, YTodbl MAeHTURULMPOBATL TPe-
OoBaHUA U onNpeaennTb MepPonPUATUSA NO ynpaBneHuo MHpopMaLUnoHHOW De3onacHOCTLI0. [1pn 3TOM cneayeT
NPUHMUMAaTbL BO BHUMaHUE TUMN TpebyemMoro gocTtyna, LeHHOCTb MHOpMaL K, MEPOMNMPUATUNA NO YNPaBNEHUIo
MHoOpMaLIMOHHON Be30nacHOCTbIO, UCNONb3yeMble TpeTben CTOPOHOW, U NOCNeACTBUS 3TOro AocTyna Ans
MHopMaLNOHHOW Be30nacHOCTU opraHm3auunn.

4.2.1.3 MNMoagpaa4vukun, BbiNnonHAKwLWUe padboTbl B NTOMeLWeHUAX B opraHn3sauuu

TpeTbn CTOPOHLI, pasMelleHHble B NOMELLEHUAX opraHmnsaumm bonee cpoka, onpeaeneHHoro B UX KOH-
TpakTe, MOryT ocnabuTtb 6e30nacHOCTL. KaTeropun coTpyaHUKOB TPETLEN CTOPOHbI, pasMellaeMblX B MOMeELLe-
HNAX opraHnu3aLun:

- COTPYOAHWUKKU, OCYLLECTBNAOLLME NoAaepKKY 1 CONPOBOXAeHMe annapaTHbIX CpeaCcTB U NPporpaMMHOro
obecne4yeHns;

- COTPYAHUKKN, OocyLlecTBNsAoWME YOOPKY, obecnevmBatoLllmMe nutaHne, oxXpaHy n apyrue ycnyru;

- CTYAEHTHLI U Nnua, paboTatolme no TpyAOBbIM COrnalleHUsIM;

- KOHCYNbTAHTHI.
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BaXXHO npeaycMoTpeTb MEPONPUATAA MO ynpasnieHUio NMHQOoPpMaLMOHHON De30NacHOCTLIO, Heobxoaun-
Mble ONS yrpasneHust AoOCTYNOM K cpeacTBamMm 0bpaboTkn nHopmMaLm TpeTben CToOpoHbl. Bece TpeboBaHKUA
De30nacHOCTU, CBA3AHHbIE C AOCTYMNOM TPETbEN CTOPOHbLI UMM MEPOTPUATUAMM NO yNpaBleHUo MHpopMaLn-
OHHOW 0e30MacHOCTbLIO, CneayeT oTpaXaTb B KOHTpaKTe ¢ TpeTben cTopoHou (4.2.2). Hanpumep, ecnu
CYLLECTBYET cneuunanbHas noTpedbHoCcTb B obecnevyeHnn KoHPUAEHUWMANBHOCTU WHGOopMaLKMn, cneayer
3aKNYNTb cornalleHne o ee HepasrnaweHun (6.1.3).
HegonycTumo npeaocTaBnsaTh TpeTben CTOPOHE A0CTYN K MHpopMaL MK 1 cpeacTBamMm ee obpadboTkn Ao
TeX Mnop, Noka He yCTaHOBMNEHbI COOTBETCTBYOLLIME MEPOMNPUATUSA NO yripaBneHuto MHgopmMmaLnoHHoOW besonac-
HOCTbIO U He noanncaH KOHTpaKT, onpeaensiowmmn ycnoBmusa npeaoctaBneHnsa CBA3U UK gocTyna.
4.2.2 BknwudeHune TpedboBaHUn 6€30NacHOCTU B A0rNOBOPbI CO CTOPOHHUMM NTULLAMU U OpraHn3a-
LMAMN
Bce 0encTBUA, CBA3AHHLIE C NPUBNEYEHUEM TPETLEN CTOPOHLI K cpeacTBamM obpadboTkn nHdopmMaLmm
opraHusaunn, AomkHbl ObITb OCHOBaHbLI Ha oPULUMaNbLHOM KOHTpaKTe, cogepKallem 1nn ccolnatoleMcs Ha
HUX, N OOJKHBI obecneYnBaTbCs B COOTBETCTBUM C NONUTUKON U cTaHOgapTaMun 6e30nacHOCTU opraHnusaLnu.
KOHTpaKT gomkeH obecneymnBaTb YBEPEHHOCTb B TOM, YTO HET HUKAKOIoC HeAONOHUMAaHUA MeXay CTOPOHaMMN.
OpraHusaunn TakkKe AOOIMKHblI NpeaycMoTpeTb BO3MeLleHUEe CBOUX BO3MOXHBLIX YObITKOB CO CTOPOHbI
KOHTpareHTa. B KOHTpaKT BKNoYaTCcd creayroLwue nonoXXeHus:
a) obwasa nonnuTuka MHpopMaLnUoHHON Be30NacHOCTK;
6) 3awKnTa aKTUBOB, BKHOYAA:
1) npoueaypsbl No 3alnUTe akTUBOB OpraHusaunn, B TOM Ynucne nHgopmaunm n nporpaMmmHoro obec-
nevYeHud;
2) npoueaypbl Ansa onpeaeneHUst KoOMNpomMeTauMM akTUBOB, Hanpumep, BCNeacTBMe NnoTepu Unn
MoandonkauMn JaHHbIX;
3) MeponpuaTua no obecneyeHUo BO3BpalleHUs UNn YHUYTOXEHNS MHOopMaLMN M aKTUBOB MO OKOH-
YaHUM KOHTPaKTa UM B yCTaHOBIEHHOE BpeMS B TeueHWe AeUCTBUA KOHTPAaKTA;
4) LeNOCTHOCTb U AOCTYNHOCTb aKTUBOB;
5) orpaHU4eHust Ha KoNMpPoBaHUE N pacKkpbiTMe MHopMaL MK,
B) OnucaHue Kaxkgou npegocTtaBnaeMon YCIyru;
r) onpegeneHne HeobXoaAUMMOro U HENPUEMNEMOro YPOBHS ODCNYKUBAHUS;
1) YCNOBWUSI AOCTaBKWU COTPYAHUKOB K MecTy paboThbl, Npn HeO0bXOAUMOCTHU;
€) COOTBETCTBYHLLNE 0Ds13aTEeNbCTBA CTOPOH B paMKaxX KOHTPaKTa;
X) obsasaTenbcTBa OTHOCUTENbHO HOPUANYECKUX BOMPOCOB, HANPUMEP, 3akoHodaTeNbCcTBa O 3allu-
Te JaHHbIX C YYETOM pasfiMYHbIX HaLMOHAaNbHBLIX 3aKOHOAATENbCTB, OCODEHHO eCl KOHTPAaKT OTHOCUTCH K
COTPYAHUYECTBY C opraHmsaunamm B gpyrux ctpaHax (12.1);
3) npaBa uHTennekrtyanbHou cobctBeHHOCTU (IPRS) n aBTOopckne npasa (12.1.2), a Takke npaBo-
Basl 3alyMTa nobdon coBMecTHOU paboTbl (6.1.3);
n) cornaweHund no ynpasneHUo 4oCTYyNoM, oXBaThbiBaloLMe:
1) paspelleHHble MeTOAbl AOCTYNA, a TakXKe yripaBneHne N UCNoNb3oBaHWe YHUKaNbHbBIX UOEHTUD K-
KaTopoB, TUNa nonb3oBaTenbckux ID 1 naponen;
2) npouecc aBTopusalnn B OTHOLLEHUX AOCTYNa U NpUBUNerun nonb3oBaTeneu;
3) TpeboBaHWe akTyanusauum crnnmcka nuu, MMerLLnX npaBo UCNoNb3oBaTh NpeaocTaBNsieMble yCny-
M, a TakkKe COOTBETCTBYIOLLEro Crnncka npas 1M NPUBUNETNN;
K) onpegeneHne U3IMepdeMblX nokasaTtenen 3PPEeKTUBHOCTU, a TakkKe UX MOHUTOPUHI U Npeao-
CTaBNeHne OTYETHOCTH;
n) npaBo MOHUTOPUHra AeUCTBUX NONb3oBaTenen 1 6NOKNPOBKK AOCTYNA;
M) MpaBo NPOBOAWTL MPOBEPKU (ayauT) OOroBOPHLIX 0OA3aHHOCTENM UMW AenerupoBaTb NpoBeae-
HUe TaKoro ayauta TpeTben CTOPOHE;
H) onpeaeneHne npouecca UHPOPMUPOBAHUA O BO3HUKAKOLWIKX npobnemax B cnydae HenpeaBu-
NEeHHbIX 0OCTOATENbCTR;
0) 0DA3aHHOCTU, KacarwLlnecsl YCTaHOBKM U CONPOBOXAEHUA annapaTHbIX CpeaAcTB U NporpamMMHO-
ro obecnevyeHus:;
M) 4YeTKad CTPYKTypa NoaoTYeTHOCTU U cornacoBaHHble oopMaTthl NpeacTaBNeHUs OTYETOB;
P) ACHBIN U onNpeaeneHHbIN NpoLecc yrnpaBneHUa N3aMeHeHUAMN;
c) nobble Heobxoaumble cnocobbl orpaHndeHnsa puandeckoro Ooctyna M npoueaypbl ana obecne-
YeHUSA YBEPEHHOCTU B TOM, YTO 3TN Mepbl 3P PEeKTUBHBI;
T) obydyeHue nonb3oBaTend U aaMUHUCTPaTopa MeTodam U npoueaypam 6e30nacHOCTU;
y) MeponpusaTua no ynpasleHUwo WHPOPMaUMOHHOW ©Oe30nacHOCTbo Ansd obecnevyeHnst 3aluThbl
OT BPeOHOCHOTO nporpamMmmHoro obecneveHuns (cm. 8.3);
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() Nnpoueaypbl OTYETHOCTU, YBEAOMIIEHUA U paccnegoBaHUA MHUMAEHTOB HapylleHnda UHdgopma-
LIMOHHOW ©e30MacHOCTU U BbISIBNEHUS cNabbiX 3BEHbEB CUCTEMbI DE30MNAaCHOCTU;
X) NMpuBNevYeHne TpeTben CTOPOHLI BMECTe ¢ cybnoapsaayumkamMmu.

4.3 lNMpuBne4vyeHue CTOPOHHUX OpraHusayum K oopadortke nHdopmauumn (ayTCOpPCUHT)

Llenb: obecnevyeHune nHgopmaLMoHHOU 6e30nNacHOCTU, Koraa OTBETCTBEHHOCTb 3a 00paboTKy UHMPOP-
MaLuu nepegaHa gpyron opraHusalmi.

[10roBOpPeHHOCTU, CBA3aHHLIE C NMPpUBIeYeHUEM TPETbUX CTOPOH, OOIMKHBI YYUTLIBATh OLEHKN PUCKOB,
MEPONPUATUS NO ynpasneHuo MHQopMaLnoHHOW 6e30nacHOCTLIO U NpoLeaypbl B OTHOLEHUN MHOPMALLNOH-
HbIX CUCTEM, CeTen /NI HACTOSbHbBIX KOMMNbIOTEPOB N AOIMKHbI ObITb OTPa)XXeHbl B KOHTPAaKTe.

4.3.1 Bknw4veHue tpeboBaHUN Ge30NacHOCTU B AOroBOopbl Ha OoKazaHue ycnyr no obopabdboTke
MHcpopMaLnu CTOPOHHUMMU OopraHusaumnsamMu (ayTCoOpCUHry)

TpeboBaHUA De3onacHOCTU B cnyvae, Korga opraHusauua nepeaaet Ans ynpaBneHns U KOHTPONS BCe
NN HEKOTOPbIE N3 CBOUX MHOPMAaLMOHHBIX CUCTEM, CETEN U/MNKU NEePCOHAaNbHBIX KOMMNbIOTEPOB, cNeayeT yKa-
3aTb B KOHTpaKTe, cornacoBaHHOM MeXay CTOpoHaMM U yYUThIBAKOLWEM:

- BbINonHeHne TpeboBaHnin 3aKkoHogaTeNnbCcTBa, HanpumMmep, B OTHOLWEHUX 3alMThl AaHHbIX;

- AOCTMXKEHNEe OOrOBOPEHHOCTEN, obecnevmnBaroLLIMX YBEPEHHOCTb B TOM, YTO BCE CTOPOHLI, BKMOYas
cyonoapsavYmMKoB, 0CBeAOMIEHBI O CBOUX 0DSI3AHHOCTSIX, KacatoLnxca 6e30nacHOCTH;

- Kak byayT obecneynBaThbCsl U TECTUPOBATLCS NapamMeTpbl LENOCTHOCTU U KOHUAEHLUMANBHOCTM D3-
Hec-akTUBOB OpraHusaLuu;

- TUNbI PUINYECKNX U NOTUYECKNX METOAOB MO yNnpaBneHno MHPopMaLUOHHON 6e30NacHOCTLIO, UCNOSb-
3yemMbIX Npuv npeagocTaBieEHUN HEODXOAUMOTo A0CTYNa KYYBCTBUTENBHOW CNYyXKebHON MHOpMaL MK OpraHnsa-
LMW CTOPOHHWM MONb30BaTENAM;

- obecnevyeHne AOCTYNMHOCTN CEPBMUCOB B crnyvyae beaCTBUS;

- YPOBHU pU3nN4eckon be3onacHOCTU, KoTopble ACIMKHBI ObITh 0becneyeHbl B OTHOLWEHUN 0O0pya0oBaHNS,
MCNONb3YEMOro B paMKax ayTCOPCUHTa;

- NpaBO Ha NpoBeAeHUe ayauTa.

YCcnoBug, npuBeaeHHble BNyHKTe 4.2.2, cnefyeT TakKe paccMaTpuBaTh Kak4acTb KOHTpakTa. Heobxoaun-
MO, YTODbI KOHTPAaKTOM OblNa NpeayCcMOoTpeHa BO3MOXHOCTL AalnbHeWlen getannsauym n peanmsauum Tpebdbo-
BaHMN N npoueayp 0e30nacHOCTU B COrMacoBaHHOM MeXay CTOPOHaMU MnfiaHe MeponpusiTui B obnactu
0e30MacHOCTM!.

HecmMmoTp4a Ha TO, YTO KOHTPpaKThbl Mo NPUBNEYEHUI0 TPeTbUX CTOPOH MOTYT BKIHoYaTb PS4 CNOXKHBIX BOMPO-
COB, NMpaBuna 1 pekoMmeHgauum no ynpasneHnto MHpopmMmaLnoHHOU 6e30nNacHOCTLIO, BKIMOUEHHbIE B HACTOSA-
LM CTaHaapT, AOTKHBI CNYXXUATb OTNPABHOW TOUKOW NPU COrNacoBaHNM CTPYKTYPLI U coaepXaHusd nnaHa no
ynpasneHuo 6e30NacHOCTLIO.

5 Knaccudukauma v ynpaBrneHme akTuBamMmu

5.1 YdyeT akKTUBOB

Llenb: obecneveHne COOTBETCTBYHOLEN 3aLLUUTbl aKTUBOB OpraHu3aLunn.

Bce OCHOBHbIe MHOPMALMOHHBIE aKTUBbLI ACKHbBI ObITh YYTEHbI U 3aKpenneHbl 3a OTBETCTBEHHbIMU
BnagenbLamMmu.

YueT akTUBOB NomMoraeT obecneyvnmBaTtb YBEPEHHOCTb B UX Hagnexaweun sawmrte. HeobxoamMmo naeHTu-
dunuMpoBaTh BNagenbLeEB BCEX OCHOBHBLIX akTUBOB M ONPeaennTb MX OTBETCTBEHHOCTL 3a NogaepKaHue CooT-
BETCTBYOLWMNX MEPOMNPUATUA N0 ynpasneHuw WHpopMaunuoHHoOn 0e3onacHocTbio. OcylWlecTBNEHUE
MEPONPUATUA NO ynpaBneHuo NHPOPMaLMOHHON Be30NacHOCTbIO MOXET ObIThb AenernpoBaHo, HO OTBET-
CTBEHHOCTb A0/TKHa ocTaBaTbCs 3a HAa3HAYeHHbIM BragenblUemM akTuea.

5.1.1 UHBeHTapusauua aKkTUBOB

OnncaHne akTUBOB JaeT YBEPEHHOCTL B TOM, UTO obecneynBaeTca adpdpekTUMBHaA 3alUTa akTUBOB, U OHO
MOXEeT TakXKe noTpedboBaTbecs ANs Lenen obecneyvyeHns 6e3onacHOCTU Tpyaa, CTpaxoBaHUA UNWN peLlueHUs
P1HaHCOBLIX BONPOCOB (ynpasneHne aktusammn). [pouecc coctaBneHnsa onmMcu akTUBOB — BaXXHbIW acnekT
ynpasneHust puckom. OpraHmsaumnsa gomnkHa ObiTbe B COCTOSIHUN UOEHTUPULIMPOBATL CBOU aKTUBLI C y4ETOM UX
OTHOCUTENIbHON LLEHHOCTU 1N BaXKHOCTU. OCHOBBLIBASACH Ha 3TOW MHGOPMaLUK, opraHu3aunsa MoxeT obecneyu-
BaTb 3ajaHHbIe YPOBHU 3aLlLUNTLI, COOTBETCTBYOLME LLeHHOCTU N BaXXKHOCTU akTUBOB. ONKCKU crieayeT CoCcTaB-
NATb U nogaepXXuBaTb AN Ba)XKHbIX akKTUBOB, CBA3AHHbLIX C Ka)XXaoW MHPOPMaLMUOHHOWU cUucTeEMON. KaxXabln
aKTUB OOJTKEH ObITb YETKO MAEHTURULMPOBAH KU KNnaccupuLUMpoBaH € TOYKU 3peHnst besonacHocTun (5.2), ero
BagenbLbl A0MKHBI ObITb aBTOPU30BaHbI, a AaHHBIE O HUX AOKYMEHTUPOBaHbI. Kpome Toro, A0mMKHO ObITh YKa-

v
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3aHO (paKTnyeckoe MecTONONOXeHe akTUBa (3TO BaXKHO B Cly4Yae BOCCTAaHOBIEHUA aKTUBOB MNPU rnotepe Unu
nospexaeHun). Npnmepamum akTUBOB, CBAAZAHHBLIX C MHPOPMAaLMOHHBIMUA CUCTEMAaMM, ABNSOTCS:

- MHPOPMALMOHHbIE aKTUBLI: Da3bl AaHHbIX 1 danbl AaHHbLIX, CUCTEMHAaA AOKYMEHTAaLUA, PYKOBOACTBA
Nonb3oBaTens, ydebHble MaTepuansl, npoueaypbl 3Kkcnnyatauum Unm Nnoaaepkkn (06CnyxnsaHus), nnaHsl no
obecrneyeHuno HenpepbIBHOCTN PYHKLIMOHUPOBAHNA MHPOPMaLMOHHOIO obecneveHus, npoueaypsl AENCTBUN
npn cboAX, apXmBUpoBaHHas NHOPMaLNS;

- aKTUBbI NpOorpaMMHOro obecneveHus: NpuknagHoe nporpaMmmHoe obecneveHne, CUCTEMHOE Nporpam-
MHOe obecneveHne, MHCTpYMEHTanbHbIE cpeacTBa paspaboTKkM U YTUNATBI;

- (pmn3nYecKkne akTuBbl: KOMNbOTEPHOE 0DopyaoBaHMe (Npoueccopbl, MOHUTOPLI, NEPEHOCHLIE KOMMbIO-
Tepbl, MOAeMbl), 00opyaoBaHWe CBA3N (MapLUPYTU3ATOPLI, YaCcTHbIE aBTOMaTUYECKNE TenedOHHLIE CTaHUMN C
BbIXOQOM B CETb 00LLIEro NOoNb30BaHUSA, PaKkechbl, aBTOOTBETUMKN), MATHUTHBLIE HOCUTENWU (NMEHTLI U AUCKA), APY-
roe TexHndeckoe obopyaoBaHue (3NeKTponuTaHue, KoHAULMOHEpPLI), Mebenb, NoOMeLLEeHNUS;

- YCNYT: BbIMUCIIUTENbHBLIE YCIYTN U YCIYT1 CBA3N, OCHOBHBLIE KOMMYHarlbHbIE YCIYyrn, Hanpumep, oTo-
nneHue, oceelleHne, aneKTpo3Heprna, KOHANLUOHNPOBaHME.

5.2 Knaccudukauma nHdpopmayuun

Llenb: obecneveHne yBepeHHOCTU B TOM, YTO MHOPMAaLIMOHHBbIE aKTUBLI 3alUULLEHbI HA HaaneXalwem
YPOBHeE.

NHdopmauunto cneagyeT knaccudpmnumpoBaTth, YTOOLI onpeaennTb ee NPUOPUTETHOCTL, HEODBXOANMOCTL U
cTeneHb ee 3allUThl.

NHpopmMaunsa umeeT pasnnyHble cTeneHn YyBCTBUTENbHOCTU U KPUTUYHOCTU. HekoTopble BUAbI MHOP-
MaLn1 MoryT TpedboBaTh AONCNMHUTENLHOMO YPOBHS 3aLLUTHLI UMK cnelnanbHbIX METOA0B 00paboTkn. Cuctemy
Knaccupukaumm nHopmMaunun criegyet UCNoNb3oBaTh ANS onpeaeneHnsa COOTBETCTBYIOLWEro MHOXEeCTBA
YPOBHEWN 3aLlUUThLI U NOTPEOHOCTU B cneynanbHbeIX MeTogax obpaboTKu.

5.2.1 OcHoBHbIe NpUHUUNLI KNnaccudunkaumum

[Tpy Knaccudpukaunm MHgopMaL 1 1 CBA3AHHBIX C HEU MepOonpUATUN Mo ynpaseHno MHPOPpMaLMOHHOW
De30onacHoOCTLIO crieayeT y4nThbiBaTh TpeboBaHMA busHeca B COBMECTHOM UCMONMb30BaAHWUN U OTPaHNYeHnN
aocTyna K MHopMaLuun, a Takke nocneacTeus Ans busHeca, cBA3aHHbIE C TaKUMKU TpeboBaHUSIMK, HANpUMep,
HeaBTOPWU3OBaAHHbLIM AOCTYN WUNKU noBpexaeHue uHdopmauunn. Knaccudgpukauma MHpopmMaunMn No3BOMAET
onpenennTb, Kak ata UHdpopMaLuna AoimkHa bbiTb obpaboTaHa 1 3alueHa.

NHpopmaLnio 1 BbIXoAHbIE OTYETHI CUCTEM, 0bpabaThiBaoWMX KnaccudpunumpoBaHHble AgaHHble, che-
OyeT OTHECTU K KaKON-NMbo KaTeroprn ¢ TOUKU 3peHUs ee LLeHHOCTU U1 YYBCTBUTENBLHOCTU ANA opraHnsaLuu.
MOXHO TakKe OLLeHUTb COOTBETCTRYIOLLYIO MHPOPMAaLUIO C Y4ETOM TOI0O, HACKObKO OHa KpUTUYHA ANA OpraHiu-
3aLUun, HanpUMep, ¢ TOYKM 3peHns obecneyeHUa ee LIeNOCTHOCTU U AOCTYNMHOCTH.

NHopmauna obbIYHO nepecTaeT ObiTb YYBCTBUTENBHON UMK KPUTUYHOW K KOMOpOMeTaL U1 No Ucteve-
HUW HEKOTOPOIO Nepmnoaa BpeMeHU, HanpuMep, Korga oHa CTaHOBUTCS 00LLEeA0CTYNHOW. OTU acnekThl crneayeT
TPUHUMAaTb BO BHUMaHKE, MOCKONbKY MPUCBOEHME NOBLILLEHHOW KaTeropui MOXKeT BECTU K HEHY>KHBIM A0MOJ-
HUTEeNbHBIM pacxodam. B pykoBoadawwmMx npuHUMNnax Knaccugukaunm cnegyet npeasngeTb U yYUTBIBATb, UTO
KaTeropus ntodoro suga uHdopmMaummm Heobs3aTenbHO AoMKHa ObITh MOCTOAHHOW B TE@YEHNE BCEMO BPEMEHN —
OHa MOXET U3MEHSITLCA B COOTBETCTBUN C HEKOTOPOW NMPUHATON NONMUTUKOWN BEe30nacHOCTU B opraHnsaumn
(9.1).

UpesmMepHO CNOXHbIE CXEMbI KATEropUpoBaHNA HQOPMAaLIUMM MOTYT CTaTb 0OpeMeHUTENbHBIMN U HE3KO-
HOMWYHBIMW ANA NCNONb30BaHUA UMW OKasbIBaKOTCA HeoCyLeCcTBUMbIMA. CneayeT NposBNATb OCMOTPUTENb-
HOCTb MPU UHTepnpeTaunun Kateropmm (rpnudgpoB) Knaccugukaumm Ha goKyMmeHTax OT APYrnx opraHusauuu,
KOTOpble MOTYT UMETb ApYrue onpeaeneHnus Unm cogepxaHue anst TexX ke cambiX UN nogoOHbIX KaTeropun.

OTBETCTBEHHOCTbL 3a onpegeneHue Kateropun MHdopmauun (Hanpmumep, AOKyMeHTa, 3anucn gaHHbIX
panna unn aUckeTbl ¢ AaHHLIMW) U NepUOANYHOCTE NepecMoTpa 3TON KaTeropun AoMKHblI OCTaBaTbCA 34
cosgaTtenem, HasHavyeHHbIM BnagernbLemM nnm cobCcTBEHHUMKOM UHpopMaLInn.

5.2.2 MapkupoBka u o6padotka uHchopmaumn

BaxHo, 4ToOLI ObIN onpeaeneH COOTBETCTBYHOLWMKA HAbop npoueayp ANns MapKUpoBKKA npu obpaboTke
MHPOPMaLMN B COOTBETCTBUM C CUCTEMON Knaccudukaunmn, NnpUHATON opraHusaymnein. 3Tu npoueaypbl 40MK-
Hbl OTHOCUTbLCA KUHPOPMaLMOHHBIM akTUBaM, NpeacTaBNeHHbIM Kak B PU3NYECKOW, TaK U B 3MTeKTPOHHOU Oop-
Me. na kaxaou knaccumdukaunum cnegyet onpegenstb npoueaypbl MapKUpPOBKKA AN TOro, 4Ytobbl y4ecTh
cneagyrowime Tunel obpaboTkn MHoOPMaLUA:

- KONMUpoOBaHUE;

- XpaHeHue;

- Nepegayy no noyte, Pakcom 1 3NeKTPOHHOW NMOYTOM;

- nepegadvy ronocom, Bknovast MObunbHbIN TenedoH, roNOCOBYIO NOYTY, aBTOOTBETYUKM;
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- YHUYTOXEHUE.

[1pn ocylecTBNeHN BbiBOAA AaHHbIX U3 CUCTEM, codepXXalnx MHgpopmMaLuuto, KotTopas Knaccudpunumpo-
BaHa Kak YyBCTBUTEbHAA UINN KPUTUYHAasA, cneayeT UCMONb30BaTb COOTBETCTBYIOLLYIO METKY Krnaccudpukau i
(Npu BbIBOAe). B MapKknpoBKe crnegyeTt oTpa)XaTb Knaccudpukauuo cornacHo 5.2.1. Cneayet MmapkupoBaTh
HaneYyaTaHHble OTYeThl, 3KpaHHble POpPMbl, HOCUTENU UHPOPMAaLLMK (NeHTHI, AUCKU, KOMNaKT-AUCKNU, KacceThl),
3IEeKTPOHHBIE coobLleHnsa 1 nepeaavy gpannos.

dusnveckne MeTKU ABNSAOTCS, B 0bLLEM criydyae, Hanbornee noaxoasilein GopmMoin MapkupoBk. OgHaKko
HekoTopble MHPOPMAaLMOHHEIE aKTUBLI, TakMe Kak AOKYMEHTbI B 31eKTPOHHOU dpopMe, PU3NYECKN HE MOTYT
ObITb MPOMaPKUPOBAHLI, K NO3ITOMY HEODXOAUMO UCMONL30BaTh 3MIEKTPOHHLIE aHarnornm MapKMpoBKH.

6 Bonpochbl 6e3onacHOCTU, CBA3aHHbIEe C NepPCOHaNoMm

6.1 Y4yeT BonpocoB 6e3o0nacHOCTU B AONMKHOCTHbIX 00513aHHOCTSIX U NPU HalMe nepcoHana

Llenb: MUHUAMKU3AL NS PUCKOB OT OLLNDOOK, CBA3AaHHbIX C YenoBeYecKMM PakTopoM, BOPOBCTBA, MOLLEHHU-
YecTBa, KpaXXn Unn HenpaBuMibHOro NCNONbL30BaHUSA cpeacTB 0bpaboTKn MHpopMaLn.

Oba3aHHOCTU NO cobntogeHnto TpedoBaH De30NacHOCTU crneayeT pacnpeaendTb Ha cTaanun noabopa
nepcoHana, BKNovaTb B TpPYAOBbIE AOTOBOPLI M MPOBOANTL MX MOHUTOPUHI B TEYEHME BCero nepuoga pabdoThl
COTPYAHUKA.

ChnegyeT OCYWECTBNATL COOTBETCTBYIOLLYIO NMPOBEPKY KaHAMOAAaToB Ha paboTy (6.1.2), ocobeHHOo 370
KacaeTcsa AOMKHOCTeW, Npeanonararownx 4oCTyn K BaxkHOU UHdpopmaLnn. Bce cOTpyaAHUKUA U NpeacTaBUTENA
TpeTbeln CTOPOHLI, UCNONb3yoLWKMe cpeacTBa obpaboTkn MHOpMaLUK opraHusalnm, A0MKHbI NOANUCKLIBATL
cornaweHue o KoHpUaeHUManbHOCTK (HepasrnaweHnn).

6.1.1 Bkno4veHue BonpocoB nMHcpopmMmaLMOHHON Be30NacHOCTU B AOMKHOCTHbIE 00A3aHHOCTMU

OYHKLUN (pONKN) U OTBETCTBEHHOCTL B 0bnactn MHpopmMauMoHHOM 6e30NacHOCTU, KakK YCTaHOBMNEHO B
NONMUTUKE MHPOPMaLMOHHOW Be3onacHOCTU opraHuaaunn (3.1), cneagyet AOKyMeHTUpoBaTh. B AOMKHOCTHEIE
MHCTPYKLWUN creayeT BKNoYaTh Kak obLne o0s93aHHOCTY NO BHEAPEHUIO UMM CODNIOAEHUIO NONUTUKK Be3onac-
HOCTWU, Tak N cneyndurveckme ocobeHHOCT No 3aWnTe onpeaeneHHbIX akTUBOB UMK ASUCTBUN, KacatoLLIUXCH
De30nacHOoCTH.

6.1.2 lpoBepKa nepcoHana npu HaumMe U COOTBEeTCTBYIOLLaA NONMUTUKA

[TpOBEPKM COTPYAHMKOB, MPUHMMaeMbIX B MOCTOSIHHBLIW LUTAT, cneayeT BeINOMHATL Mo Mepe nogadvu 3asiB-
neHnn o npueme Ha pabdoTy. B HMX HeobxoanMmMo BKNovaTh cregytoLlee:

- Hann4uune NonoXuTenbHbIX peKoMeHaauunn, B YaCTHOCTU B OTHOLLEHUM AeNOBbIX U NMMAYHBbIX KAYeCTB Nnpe-
TEHAEHTA;

- NpoBepKa (Ha npeaAMeT NONHOThLI U TOYHOCTU) pestoMe npeTeHaeHTa;

- NoATBEePXXOEeHNEe 3asiBNSIeMOro obpasoBaHus U npodeccnoHarnbHbIX KBanuukaLunm;

- He3aBUCUMaAZ NpoBepKa NOANUHHOCTU AOKYMEHTOB, YAOCTOBEPALMX MMYHOCTL (NacnopTta Unu samMe-
HAOLLIEro ero AoKyMeHTa).

B cny4asx, korga HOBOMY COTPYAHUKY HENOCPEACTBEHHO NOCMe npuemMa Ha paboTy Unm B ee npouecce
NpeacTonT AOCTYN K cpeacTBamM 0bpaboTKM BaXXHOW MHpopMaL MK, Hanpumep pUHaHCOBOW UM COBEPLLEHHO
cekpeTHOMN UHpopMaL M opraHnsauumn, crnegyeT BbINMOMHUTL crieyManbHYo «MpoBepky Ha aoBepue». B OTHO-
LUEHUN COTPYAHWUKOB, WUMELMX 3HauvyuTenbHble MNONMHOMOYMA, 3Ta nNpoBepka AO/MKHa MNPOBOAUTLCH
nepuogunvecku.

AHanorM4yHeIN NpoLecc NpoBepKkU cnegyeT OCYLWEeCTBNATL AN NoAPAAYMKOB U BpeMeHHOro rnepcoHana.
B Tex cnydaax, korga npuem CcOTPYOHUKOB OCYLUECTBAETCA 4depe3 KaapoBOe areHTCTBO, KOHTPAaKT C
areHTCTBOM AOJMKEH YeTKO onpeaensitb 0093aHHOCTM areHTCTBa MNo NpoBepKe NpeTeHAeHTOB 1 NpoLueaypam
yBEeAOMIIEHUSA, KOTOPbLIM OHO ACIKHO CNeaoBaTth, €CNM NPoBepKa He ObiNa 3akoHYeHa UMK eCcrnin pesynbTaThl
0arT OCHOBaHUA a9 COMHEeHUs unm 6ecrnokoncTea.

PykoBoACTBY oOpraHusauum cnegyet oOueHUTb HeoDXoAWMbIA YypOBeHb HabnwgeHUs 3a HOBbIMU Y
HEOMBLITHBIMU COTPYAHMKAMU, obnagaroLwMy NpaBoM AOCTyNa K BaXKHbIM cucTeMaM. Heobxoanmo BHEAPUTL
npoueaypbl Mo nepnognyeckomMy KOHTPROO 1 YTBEPXKAEHUIO AeNCTBUN BCEX COTPYAHUKOB CO CTOPOHLI BhiLLe-
CTOALWLNX pyKoBOOAUTENEWN.

PykoBoauTensim cnegyeT yunTbiBaTb, YTO NUYHbIE NPOOMEMbl COTPYAHMKOB MOTYT CKasbiBaTbCH HA UX
paboTte. JlnvyHble nnn puHaHcoBbIe NpobNemMbl COTPYAHUKOB, UBMEHEHUS B UX NOBEAEHNN NN 0Dpase XKU3HW,
nepuognyeckasi paccessHHOCTb U NMPU3HAaKK cTpecca Unn genpeccum MoryT 0biTb NIPU4MHaAMUN MOLLIEHHNYECTBA,
BOPOBCTBA, OLWMBOOK 1N Apyrux HapyweHun 6e3onacHocTn. 3Ty UHpopMauuio cneayeT paccMmaTpuBaTth B
COOTBETCTBUMN C AEUCTBYIOLLUM 3aKOHOA4AaTEeNbCTBOM.
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6.1.3 CornaweHua o KOHpUAEHLNANBHOCTU

CornaweHna o KoHpnaeHUManbHOCT UNK cornalleHna o HepasrnaweHUU NCNoNb3yiTCca OANnd yBeaoM-
NeHna COTPYAHUKOB O TOM, YTO UHOopMaLUa aBndeTca KoHpuageHUnanbHoOM Unn cekpeTHou. CoTpyaHUKA
0ObIYHO AOMKHBI NOANUCELIBATL Takoe cornalleHne Kak HeoTbeMMNEMYHO YaCTb YCNOBUNA TPYAOBOro A0roBopa.

BpemeHHbIe COTpYOQHUKN U NpeacTaBUTENN TPEeTbUX CTOPOH, He nonagaruwne nog ctaHgapTHeIM Tpyao-
BOM O0roBop (coaepXawun cornaweHue o cobnoaeHnn KoHpUaeHUManbHOCTWN), AOMMKHBI NOANMUCHIBATL
oTAeNbHO cornalweHme o cobnogeHn KoHPUAEeHUMaNbHOCTU A0 TOro, Kak UM ByaeT npeagocTaBneH AocTyn K
cpeacTBamMm obpaboTkn MHpopmMaLnn.

CornaweHua o cobnogeHnn KoHpUaeHUManbLHOCTU cneayeT nepecMaTpuBaTh Npm USMEHeHU YCIoBUM
TPYAOBOro AOroBopa, ocobeHHOo B criydae MaMeHeHNs 0bA3aHHOCTEN COTPYAHUKA UMM UCTEYEHNN CPOKOB TPY-
OOBbIX JOMOBOPOB.

6.1.4 YcnoBua TpyaAoOBOro cornawleHus

YCnoBuUA TpYAOBOIro A40orosopa A0KHbI onpedenaTb OTBETCTBEHHOCTL CryKallero B OTHOLLIEHUU UHOp-
MaLWOHHOW Be3onacHOCTU. TaMm, rae HeobXxoanMmMo, 3Ta OTBETCTBEHHOCTb A0/TKHA COXPAHATHLCA U B TeYeHUe
onpegeneHHoro cpoka nocne yBonbHeHUd ¢ padboThl. HeobxoanMmo ykasaTb Mepbl ANCLUNIUMHAPHOTO BO3ae-
NCTBUSA, KOTOpble ByayT NPUMEHUMbI B Criyvyae HapyLUeHUsl COTPYAHUKOM TpeboBaHUM 6e30nacHOCTH.

OTBETCTBEHHOCThL M NpaBa COTPYAHUKOB, BbiTeKalolWlMe U3 AeUCTBYIOLWLEro sakoHogaTenbcTea, Hanpu-
MEp B4YacTu 3aKOHOB 00 aBTOPCKOM NMpaee Uin 3akoHoAaTeNnbCTBa O 3allmMTe NepcoHanbHbIX AaHHbIX, AOTKHbI
ObITb pa3bsICHEHbI NepcOHany WU BKMHOYEHLI B YCNOBUS TPYAOBOro Aorosopa. Takke AofmkHa ObITb yKaszaHa
OTBETCTBEHHOCTb B OTHOLLUEHUN KATErOpMPOBaHUA U ynpaBneHUsa AaHHbIMW opraHmsauun-pabotogatens. Bes-
KWW pas, Nnpu HeobXoaAMMOCTIN, B YCNIOBUAX TPYAOBOIO AOroBopa crneayeT ykasblBaTh, UTO 3Ta OTBETCTBEHHOCTL
pacnpocTpaHseTcd U Ha paboTy BHe NOMeELLeHUI opraHusaLmm, 1 BHepaboyee BpemMs, Hanpumep, B cnydae
MCNONTHEHUA paboTel Ha aomy (7.2.5 1 9.8.1).

6.2 OOy4yeHUue nonb3oBaTenen

Llenb: obecneveHune yBepeHHOCTU B OCBEAOMIEHHOCTW NONb30oBaTeNnein 0b yrposax U npobnemax, ces-
3aHHbIX C UHPOPMaLMOHHOWN 6E30MacCHOCTbLIO, U X OCHALLEHHOCTM BCEM HEOBXOAMMBIM AN COBNIOAEHUS Tpe-
OoBaHUN NONMUTUKNA BE30NaCcHOCTU OpraHn3au My nNpm BeIMONMHEHUU CNYXeOHbIX 0OA3aHHOCTEN.

[Tonb3oBaTenen HeobxoaMmo oby4vaTb npoueaypam 6e3onacHOCTU U NPaBUMbHOMY WUCNOMNb30BAHUID
cpeacTB obpaboTkn uHpopmaunmn, YTobbl CBECTU K MUHUMYMY BO3MOXXHBLIE PUCKU BE30MacHOCTI.

6.2.1 Oby4yeHne U noaroToBka B oonactn nHcpopmaLMoOHHON Ge30NacHOCTHU

Bce coTpyaHUKKM opraHmnsaunmn, npyu HeodbXoanMMoCTU, NONb30BATENNU TPETLEN CTOPOHbLI AOIMKHbBI MPOUTU
COOTBETCTBYOLLEEe 0byveHUe U nonydaTb Ha perynsipHon OCHOBE ODHOBIIEHHbIE BApUaHThI MNOMTUTUK U NpOoLLe-
ayp nHgopmMaumMoHHON 6e30nacHOCTU, NPUHATLIX B opraHusaummn. ObydyeHne coTpyaHUKOB OOIMKHO obecne-
YATb 3HAHWE UMK TpeboBaHUN BE30MNacHOCTU, OTBETCTBEHHOCTU B COOTBETCTBUU C 3aKOHOAATENbCTBOM,
MEPONPUATUA MO ynpaBneHno MHPOPMaLMOHHON Be30MNacHOCTbLIO, a TakKe 3HaHWUE NPaBUITIbHOrO UCMNOMb30Ba-
HUAA cpeacTB 0bpaboTKM MHOPMaLMK, HAaNPUMEP nNpoueayp pernctpaunm B cucTemMax, MCNonb30BaHUS Nake-
TOB Nporpamm, npexage 4em UM byaet npeaocTaBNeH AOCTYN K MHopMaLUX MR yCnyram.

6.3 PearnpoBaHue Ha MHLUAEHTBLI HapyLweHUs UHdopMaLMoOHHON 6Ge3onacHOCTU U coon

Llenb: cBeaeHUe K MUHUMYMY yllepda OoT MHUMAEHTOB HapyLleHns MHopMaLUOHHON 6e30NacHOCTU U
cboeB, a TakkKe OCyLUeCTBNeHNne MOHUTOPWHIA U pearmpoBaHue no cryvyasam UHUMOEeHTOB.

O6 nHuMaeHTax HapyLweHus MHopmMaLUoHHOM BesonacHoCTU cneayeT MHQOPMUPOBATL PYKOBOACTBO B
COOTBETCTBUM C YCTAHOBNEHHbLIM NMOPSAAKOM, Mo BOSMOXHOCTU, He3aMeaUTelbHO.

Bce coTpyaHUKM U Noapsaaunki 4omKHbl ObITb OCBEAOMIEHBI O NMpoLeaypax UHPOPMUPOBAHUS O pasnny-
HBIX TUNaxX MHUMOEHTOB HapylweHUs nHpopmaunoHHoW besonacHoCT (HapylueHne 6e30nacHOCTH, yrpoaa,
YA3BMMOCTb CUCTEMbBI UM cOOIN), KOTOPLIE MOTNK Obl 0KasaTb HEraTUBHOE BNMUsSIHUE Ha Be30MacHOCTb aKTUBOB
opraHusauun. CoTpyaHMKM U Nnoapsaaunkn 4omMKHbl HeMeaneHHo cooblaTh 0 NobbIX HabnogaemMbixX MNU Npea-
nonaraemMsbix MHUMAEHTax onpeaeneHHoMY KOHTaKTHOMY NLyY N agMUHUCTpaTopy besonacHocT. B opraHu-
3aLUnn OOMKHBI ObITh YCTAaHOBNEHBLI Mepbl ANCLUUNIUHAPHOW OTBETCTBEHHOCTU COTPYAHMKOB, HApyLUAOLWWKX
TpeboBaHUA Be3zonacHOCTU. [N TOro YTodbbl UMETb BO3MOXHOCTb pearnpoBaTh Ha MHUWMAEHTHI HApYLUEHUS
MHDOPMaLMOHHON Be30nacHOCTU  ACJDKHBIM -+ obpa3om, Heobxoaumo cobupaTb CBUOETEeNnbCTBa WU
OoKasaTenbCcTBa BOSMOXHO ObICTpee nocne obHapyXeHuna nHuuaeHTta (12.1.7).

6.3.1 UHcdbopmMmUupoBaHue o6 MHLUUAEHTAX HapyweHNna MHpOpPMaLMOHHON 6e30NacHOCTH

O6 nHuMaeHTax HapyLweHus MHopmMaLUoHHOM BesonacHoCTU cneayeT MHQOPMUPOBATL PYKOBOACTBO B
COOTBETCTBUM C YCTAHOBNEHHbLIM NMOPSAAKOM, Mo BOSMOXHOCTU, He3aMeaUTelbHO.

Heobxoanmo BHeaApUTb opMann3oBaHHyo npoueaypy MHPOPpMUpoBaHUA 00 MHUMAEHTAX, a TaKXKe Mpo-
Leaypy pearmpoBaHUsa Ha MHUMOEHTLI, yCTaHaBNUBAKOLWNE AENCTBUA, KOTOPbIE AOKHbLI ObITh NPeanpUHATHI
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nocne nonydyeHuns coodblueHns ob nHunaeHTe. Bece coTpyaHUKM 1 noapsaavnkn A0MKHbI ObITb O3HAKOMIMEHLI C
npoLeaypon MHpopMnUpoBaHUA 00 MHLMAEHTaX HApYLUEHNS MHPOPMAaLIMOHHOW De30MacHOCTU, a TAKXKe NPOUH-
bopMMUpoBaHbl 0 HEODXOAMMOCTU He3lamMeanMTenbHOro cooblweHnst od nHumgeHTax. HeobxogmMmo Takxe
npeaycMoTpeTb npoueaypbl obpaTHOM CBA3W NO pesynbTaTaM pearnpoBaHUa Ha WMHUMAEHTHl HapyLIeHUS
MHdopmMaunoHHON BesonacHocTU. MHdopmMauns ob MHUMOEeHTaxX MOXeT MCNONMb30BaTbCH C LieNbto MOBbILLEe-
HUA OCBeOMIEeHHOCTU NoNb3oBaTenemn (6.2), NoCKONbLKY NO3BONAEeT AeMOHCTPUPOBaTbL HA KOHKPETHBLIX MpUMe-
pax BO3MOXHble MocneacTBUSA UHUMOEHTOB, pearnpoBaHUEe Ha HUX, a TakKe cnocodbl MX UCKNHOYEHUS B
oyayuwem (12.1.7).

6.3.2 UHcbopMmupoBaHue o npodnemax 6e3onacHoOCTU

OTnonb3oBaTenen MHPOPMaLNOHHBLIX CEPBUCOB HEODXOOAUMO TpeboBaTh, UTODLI OHM 0bpaLlan BHUMa-
He 1 coobLanmn o NIoBOLIX 3aMeYeHHbIX UMK NpeanonaraeMmblX HegoctaTkax nyrposax B obnactn 6esonacHoc-
T B cUcTemMax nnm cepeucax. OHM AoMKHbI HeMeaneHHo cooblaTh 00 3TUX NPUYNHAX ANA MPUHATUA peLleHNN
CBOEMY PYKOBOACTBY UMW HENOCPEACTBEHHO NOCTaBLUKMKY yenyr. Heobxoanmo nHpopMUpoBaTh NOMb30BaTE-
Nen, YTO OHM He OOJTKHbI HA MPU KAKMX 0BDCTOATENMBbCTBAX CAMOCTOATENbHO NCKaTb MNOATBEPXKAEHNA NOO03pEeBa-
eMOMYy HegocTaTKy B cucTeMe 0e30nacHOCTU. 370 TpeboBaHMe npeabsaABNAeTCd B MHTepecax caMux
Nonb3oBaTeNnen, NOCKONbKY TECTUpPOBaHME cnabbliX MecT 3awuTbl MOXET OblTb MHTEPNPETUPOBAHO Kak
HenpaBoOMOYHOE UCMONb30BaHUE CUCTEMBI.

6.3.3 UHcbopmupoBaHue o cbodaxX nporpaMMHoOro obecnevyeHus

Ona nHdopmunpoBaHnd o cbosx nporpaMMHoOro obecneveHnss HeobxoaMMbl COOTBETCTBYIOLLME NpoLeay-
pbl. [1pK 3TOM AOMXKHBI NpeaycMaTpuBaTbCa creayolne 4encTBus:

- CUMMTOMBI NMpoBbnemsbl 1 Nobble coOODLLEHUS, MOABNAOLWMECH Ha 3KpaHe, O0IMKHbI PUKCUPOBATLCA;

- MO BO3MOXXHOCTW, KOMMNbOTEP HEOOXOANMMO U30NMPOBAaTL N NOMNb3oBaHUE UM NpekpaTuTb. O Nnpobneme
crnegyeT HeMeaneHHO U3BECTUTb COOTBETCTBYIOLLEE KOHTAKTHOE NULO NN aaMUHMcTpaTopa. B cnyvyae Heob-
XOAWUMOCTU NMPOBECTU UCCNIeA0BaHUA 0DOPYAOBaHUSA, KOTOPOE AOIMKHO ObITb OTCOEAMHEHO OT BCEX CETEN Opra-
HMU3aUMK. JJuckeTel He cneayeT nepegaBaTh ANA UCNOMb30BaHUS B ApYrMxX KOMNbOTEepax;

- 0 (hakTe cboda nporpamMmMHOro obecneveHnsa cnegyeT HeMeaneHHO U3BELLATb PYKOBOAUTENS CNYXObI
MHdopMaLMOHHON Be30onacHOCTN.

[Tonb3oBaTENM HE AOITKHbI NbITATLCS CAMOCTOATENBHO YAANUTb NOA03PUTENBHOE NporpaMmmMmHoe obec-
neyeHue, ecn OHM He YNONMHOMOUYEHbI Ha 3T0. JIMKBMANPOBAaTL NOCNeACTBUS COOEB AOIMKEH COOTBETCTBEHHO
O0BOYyUYeHHbIN nepcoHan.

6.3.4 U3Bne4veHue ypokoB U3 UHLUULEHTOB HapyLweHUa HpopMauMoHHON 6e30NacHOCTI

Heobxoaumo yCTaHOBUTL NOPAAOK MOHUTOPUHIA U pernctpaunm MHUMAEHTOB 1 cO0OEB B OTHOLUEHUN UX
ymncna, TUNOB, NapaMeTpPoB, a TakkKe CBA3aHHbLIX C 3TUM 3aTpaT. ITY MHOoOpMaLUIo cneayeT UCNoNnb3oBaTh AN
naeHTUpUKaLUM NOBTOPAOLMUXCH UM 3HAYUTENbHBIX MHUMAEHTOB U cboeB. [lJaHHas MHpopMaL g MOXKeT
yKasblBaTb Ha HEOOXOOAMMOCTb B COBEPLUEHCTBOBAHUW CYLLECTBYIOLWUX UMW BHEAPEHUA AONONMHUTENbHBIX
MEPONPUATUN MO yNpaBneHno MHpopMaLMOHHON Be30NacHOCTLIO C Uenbio MUHUMU3aL U1 BEPOSITHOCTU NOSIB-
NeHns MHUMAEHTOB HapyLUeHNs MHQOPMaLUMOHHON De30nacHOCTU, CHUXKEHUSA BO3MOXHOTO yulepba 1 pacxo-
OOB B Oyayuwem, KpoMe TOro, AaHHyto WHopMauuilo cregyeT yuuTbiBaTb MPU NMepecMoTpe NONMUTUKK
MHPOPMaLMOHHON Be3onacHocTU (3.1.2).

6.3.5 llpouecc yctaHOBNeHUA gUCUUNNTUHAPHOU OTBETCTBEHHOCTMU

[1omkHbI cyllecTBOBaTb pOopManmM3oBaHHbIe npoueaypbl, ycTaHaBnmeawLwme gUCcUMniMHapHyo OTBET-
CTBEHHOCTb COTPYAHUKOB, HAPYLLUUBLUMX NONMUTUKY U npoLeaypbl besonacHoCTU opraHusaunm (6.1.4 n, B OTHO-
lieHnn ceuaetenbcTB, 12.1.7). Takme npouegypbl MOryT oOKasblBaTb CAep)XUBalollee BO3OeNCTBUE Ha
COTPYAHUKOB, KOTOPbLIE CKNOHHLI K UTHOPUPOBaHUIC Npoleayp obecnevyeHnss MHPopMaLUOHHON Be3onacHoC-
TU. Kpome Toro, nogoobHble npoueaypbl Npu3BaHbl 06ecnevynTb KOpPeKTHOE 1 cnpaBeannMBoe paccMoTpeHne
aen CoTpyAHMKOB, KOTOPble MNOAO3PEeBalOTCA B CEPbE3HbIX UMW PerynsapHbiX HapylleHUsax TpeboBaHUA
0e30nacHoOCTM!.

7 ®uanyeckasn sawmTa U 3aluTa OT BO3AEUCTBUUN OKpYXKaloLwen cpeabl

7.1 OXpaHAeMble 30HbI

Llenb: npegoTBpalleHne HeaBTOPU3OBAHHOIMO AOCTYNA, MNOBPEXAEHUSA U BO3AENCTBUSA B OTHOLLUEHUN
nomMeLleHn N MHpopMaL M opraHusaLun.

Cpeacrtea obpaboTKn KPUTUYHON UM BaA)KHOW CNYyXeBHOW MHpopMaLnm HeobxoaMmo pasmelaTb B
30Hax Be3onacHoCTM, 0OO3HAYEHHbIX onpeaenieHHbIM nNepumMeTpoMm besonacHocT, obnagaoLlM COOTBET-
CTBYHOLMMMN 3aLUTHBIMU BapbepamMmn U cpeacTBaMU KOHTPROTSI MPOHUKHOBEHUS. OTU 30HbI AOITBKHBI ObITb (PU3N-
YeCKU 3aliuLLeHbl OT HEaBTOPU3OBAHHOIO A0CTYMNa, NOBPEXAEHNUA N BO3OEUACTBUS.
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YpoBeHb 3alUULLEHHOCTU A0IMKEH OblTb copa3MepeH ¢ MAeHTUPULMPOBaHHBIMKU pUckamMn. C Lenbto
MUHUMKU3ALMN PUCKA HEaBTOPU3OBAHHOIC AOCTYMNAa WM NMoBpeXaeHNs OyMaXkHbIX JOKYMEHTOB, HOCUTENen
OaHHbIX 1 cpeacTB 0bpaboTkmn MHdOPMaLUn, peKkoMeHayeTCA BHEAPUTL MONNMTUKY «4UCTOro CToMa» N «4UCTOro
3KpaHa.

7.1.1 lNepumMmeTp oxXpaHAeMOU 30HbI

Pusnveckad salmta MoxeT ObITb AOCTUTHYTA CO34aHUEM HECKONbKMX Usnveckmnx bapbepoB (Nperpaa)
BOKPYI MOMELLUEHNI KOMMNaHMK 1 cpeacTB obpaboTkn nHdopmaunn. bapbepbl ycTaHaBNMUBAOT OTAESNbHbIE
nepmumMmeTpbl 6€30MacHOCTU, KaXabln N3 KOTOPLIX obecnevnBaeT ycuneHune sawmthbl B Lenom. OpraHusaunsim
crnegyeT UCNONb3oBaTh NepuMeTpbl 6e30nacHOCT ANS 3aWnThl 30H pacnooXeHUsa cpeacTB obpaboTKu
nHpopmaunm (7.1.3). NepnumeTp BesonacHOCTU — 3TO rpaHuLLa, cosgarolas dbapbep, HanpumMmep, NpPoxoaHas,
obopyaoBaHHas cpeacTBaMu KOHTPONS BXoaa (Bbesga) no UaeHTUMPUKaLUOHHBIM KapTovkam Unn COTpYaHKUK
Ha CToWKe pernctpauunn. PacnonoxeHune nypoBeHb 3alluTbl (CTOUMKOCTU) Kaxaoro dbapbepa 3aBUCAT OT pe3y/ib-
TaTOB OLEHKN PUCKOB.

PekomMmeHayeTcsa paccMmaTpuBaTth U BHEAPATb MNPy HEOOX0AMMOCTU crneayowmne MeponpuaTnst no obec-
nevyeHuo MHpopMaLNOHHON BEe30NacHOCTU:

- NepumeTp Be30nacHOCTU JOIKEH DbITb YeTKO onpeaeneH;

- NIepuMeTp 3gaHnusa Unu rNnoMeLLeHnin, rae pacnonoXeHol cpeactsa obpaboTkn nHdopmaunn, OoKeH
ObITb PU3NYECKU CNNCLIHBIM (TO €CTb He A0MMKHO ObITb HUKAKMX NPOMEXKYTKOB B NEpUMETPE UM MECT, Yepes
KOTOPbIE MOXHO BbINO bl NErko NPOHUKHYTL). BHeLWHWe CTeHbI NOMeLLEeHWUA ACIMKHbI UMETb AOCTaTO4YHO NPOoU-
HYHO KOHCTPYKLIUIO, a BCE BHELLHWE ABEPU AOITKHbI ObITb COOTBETCTBYHHOLLIUM 0Opa3oM 3allULLeEHBlI OT HEaBTOPU-
30BAHHOMO A0CTyna, HanpuMmep, OCHaWleHbl YCTPOMCTBAMM KOHTPONS AocTtyna, wnarbaymamum,
cUrHanmsauumen, samkamm 1 T.0.;

- JOJTXHa ObITb BblAeIEHHAsaA U YKOMMIIEKTOBaHHAaA NepcoHarnom 3oHa permctpauny nocetTutenen nnm
OOJTDKHbI CYLLeCTBOBAThL ApYrMe MeponpusaTus no ynpasfeHnto husndeckum A4oCcTynom B NnomMeLeHns nnmv sga-
HUSA. [locTyn B NoMeLleHna 1 3gaHusa AomkeH ObiTb NpeaocTaBeH TONbKO aBTOPU3OBaHHOMY MepcoHany;

- bmsnveckme bapbepsl, B criydae HeobXoaAMMOCTU, AOMMKHBI ObIThb pacLlUMpPeHbl OT Nona Ao NoTonKa, AN
npeaoTBpalleHNa HeaBTOPU3OBAHHBLIX MPOHUKHOBEHUA, a TaKKe UCKITIoUEeHUA 3arpasHeHnsa okpyKatoLleun cpe-
Obl B cnydyae noXxapa unu saTtonneHunn;

- BCe NPOTUBONOXapHbIe BbIXoAbl B nepnmMmeTpe 6e30nacHOCTM A0MKHbI OblITb 000pya0BaHbl aBapUNHON
cCUrHanmsaLmen 1 NAoTHO 3aKpbiBaTbCS.

7.1.2 KoHTponb Aoctyna B OXpaHAeMble 30HbI

30Hbl MHOpPMaLUoHHON Be3onacHOCTM HeobxoaMMOo 3alnLLaTh C MOMOLLBIO COOTBETCTBYIOLMX Mep
KOHTpONSA BXoaa Anda obecnevyeHnsa yBepeHHOCTU B TOM, YTO AOCTYN MNO3BOSIEH TOMbKO aBTOPU30BaHHOMY Nep-
coHany. Heobxogumo paccmaTtpuBaTth cneayowme Mepbl KOHTPONS:

- MOCeTUTENN 30H BEe30NacHOCTU AOMKHbI CONPOBOXAAaTbCA UMK 0bNaaaTbh COOTBETCTBYOLWMM O0MNYC-
KOM; daTy U BpemMd BXoda U BbiXxoda cneayeT peructpupoBartb. [JocTyn cnegyeT NpeaocTaBNATh TONbKO AN
BbLIMOSTHEHUSA onpeaeneHHbIX aBTOPU3OBaHHbIX 3ada4. Heobxoanmo Takke 3HaKOMUTb noceTutenen ¢ Tpebo-
BaHUAMM De30MacHOCTU U AEUCTBUSIMA Ha Criyvan aBapUnHbIX CUTYaLUIA;

- OCTYN K BaYKHOW UHOpMaLLUK 1 cpeacTBaM ee 0bpaboTki A0MKEH KOHTPONMMPOBATLCS U NpeaocTaB-
NIATLCA TONbKO aBTOPN30BaHHbIM NnLamM. CneayeT UCcnonb3oBaTh cpeacTBa ayTeHTUdUKaL M, Hanpumep, Kap-
Tbl gocTtyna nntoc PIN-kog anga asTopusanm 1 npegoctaBneHnsa CoOTBETCTBYOLWero goctyna. Heobxoanmo
TakKe HageXXHbIM obpa3oM NPOBOANTL ayauT XXYpPHaoB pernctpaunm 4ocTyna;

- Heobxoanmo TpeboBaTb, YTODLI BECb NepcoHan HoCU NpU3Haku BUAMMON naeHTudunukaumn, cneayet
MOOLWPATb €ro BHUMaHWE K HeE3HAKOMbIM HECOMPOBOXAaeMbIM MOCETUTENAM, HEe MMeLW M nAeHTUUKaLIU-
OHHbIX KapT COTPYAHWUKOB;

- NpaBa gocTyrna coTpyaAHNUKOB B 30HbI MHOpMaLUOHHOW Be3onacHoCcTU crneayeT perynspHo aHanmsnpo-
BaTb U NepecMaTpuBaTh.

7.1.3 be3onacHOCTb 34aHUN, NPOU3BOACTBEHHBLIX NOMeLLEeHMU U 06opyaoBaHUA

30Ha UHPOoPMaLMOHHON Be30nNacHOCTU MOXKET ObITb 3allMLieHa NyTEM 3aKpbITUSI HA 3aMOK camMoro odou-
ca UM HECKOMNbKNX NOMeLLEHUN BHYTPU PU3NUeCcKOoro nepumeTpa 6e30nacHOCTU, KOTOPLIE MOTYT ObITh 3anep-
Tbl 1 UMETb 3anupaemble pann-kadbuHeTbl UK cendbl. [Npn BEIBOPE U NPOEKTUPOBaHNN DE30NacHOM 30HbI
crneayeT NpUHUMaTb BO BHUMAHWUE BO3MOXHbIE MOCNEACTBUA OT noXapa, HaBoAHEHUS, B3PbIBa, YNUYHbLIX bec-
NOPSAKOB 1 Apyrnx dpopm NpUpoaHoro UM MCKYCCTBEHHOTro beacTBus. Takke cneagyeT npUuHUMAaTh B pacuer
COOTBETCTBYHOLLME NMpaBunia U cTaHaapThl B OTHOLLEH WU OXpaHbl 340Pp0BbSA M De3onacHOCTU Tpyaa. Heobxoaun-
MO paccMaTpuBaTh Takke nodble yrposbl 6e30nNacHOCTU OT cCOCeaHUX NMOMELLEHMNI, HAanpUMep 3aTonneHnn.
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[1lpn 3TOM cneayeT npegycMmaTpuBaTth cneagylolne Mephbl:

- OCHOBHOe 000opyaoBaHMe AOMMKHO ObITh PACNONOXEHO B MECTax ¢ orpaHnyeHnem AocTyna NOCTOPOH-
HAX AL

- 3[1aHNS He OOJKHbI BblAENATLCA Ha obwemM oHe N A0ITKHBI UMETb MUHUMAanbHbIE NPU3HAKU CBOETO
HagHaYeHUa — He JOIMKHbI UMeTb OUYeBUAHBbIX BLIBECOK BHE UMX BHYTPW 34aHMSA, NO KOTOPLIM MOXHO caenaTbh
BbIBO/, © BbINOMHSAEMbIX PYHKLNSAX 0OpaboTKkn nHopmMaLni;

- NoapasaeneHns NnogaepXKkm n obopyagoBaHue, HanpuUmMep, poTokonMpoBanbHble YCTPOWUCTBA N (haKcehl,
OOITDKHBI ObITh pacnonoXeHbl COOTBETCTBYIOLWMM 0Bpa3oM B npegenax 30Hbl 6e30nacHOCTU BO U3bexaHue
0OCTyna, KOTOPbIA MOT Dbl CKOMMPOMETUPOBAaTL MHGOPMALLALIO;

- ABEPU N OKHA HEODXOAMMO 3anupaThb, Koraa B NOMeLWeHUAX HEeT COTPYAHUKOB, a TakKe cneayeT npeay-
CMOTPETb BHELLUHIOW 3aLlMUTY OKOH — OCODEHHO, HN3KO pacCnoNTOXKEHHbIX;

- HeoDX0AMMO TakkKe BHeApsATb COOTBETCTBYIOLWMNE CUCTEMBbI ODHapPYXXEeHNSA BTOPXKEHUN AN BHELUHUX
OBepen U AOCTYNHLIX ANl 3TOM0 OKOH, KOTOPbIE ACITKHBLI ObITh NpodeCCNOHaNbHO YCTAHOBMNEHbI U PerynsipHo
TecTupoBaTbcs. CBoOOAHbIE NMOMELleHNUA HeobXoauMO CTaBUTb Ha cUrHanusauuo. AHanorM4yHo cnegyer
obopyaoBaTh Apyrve NoMeLleHunst, B KOTOPLIX pacnonoXeHbl cpeacTBa KOMMYHUKaL WA,

- HeobXxoAMMO Pn3n4eCcKN N30NUPOBAaTL cpeacTBa 0bpPaboTKM MHPOPMaLUX, KOHTPONUPYEMBbIE OpPraHu-
3aumnen 1 ncnonb3yemMble TpeTbel CTOPOHON;

- CMPaBOYHUKMU N BHYTPEHHME TenedoHHble KHUMM, naeHTUdnLupyowme MecTonoNnoXeHUs cpeacTts
0bpaboTkM BaxkHON MHOPpMaLKN, HE ACITKHBI BbITb ACCTYMNHBI MOCTOPOHHUM JTULLAM:;

- cnenyeTobecnevunBaTbh HAAEXKHOE XpaHEHME ONMAaCHbIX UM rOpHoYMX MaTepmnanoB Ha AOCTAaTOYHOM pac-
CTOSIHUW OT 30HbI UHQOPpMaLUMOHHON De3onacHOCTWU. bonbline 3anackl bymarn gng neyaTtaroLWmnx yCTPpOUCTB He
crnegyeT XpaHUTb B 30He Be3onacHOCTU Be3 COOTBETCTBYIOLWMX Mep NoXapHoU 6e30nacHOCTU;

- pe3epBHOe 000pyaOBaHNE U HOCUTENN AaHHbLIX creayeT pacnonaraTtb Ha 6e3onacHOM paccTOAHUN BO
n3bexaHue NoBpeXaeHUsa oT NocneacTBMMN CTUXUNHOMO 6eACTBMUS B OCHOBHOM 34aHUN.

7.1.4 BbinonHeHue paboT B oXpaHAEeMbIX 30HaXx

[1ns1 noBbILLEHNA cTeNeHN 3aLnUThl 30H UHPOPMAaLMOHHOW Be30NacHOCTU MOTYT NoTPeboBaTLCH AOMO/I-
HATENbHbIE MepbI NO yrpaBneHno MHPOPMaLMOHHON De30MacHOCTLIO M COOTBETCTBYOLWKE pykoBoAcTBa. OHUK
OOJBKHbBI BKIOYaTbh MEPONPUATUS B OTHOLLEHNIN nepcoHana unn npeacrtaButenen TpeTbUX CTOPOH, paboTato-
LLIKUX B 30He 6e30NacHOCTN U COCTONATb B cneayroem:

- O CYLLEeCTBOBAHWNKU 30HbI MHOPMAaLIMOHHOW BE30NacHOCTU N NPOBOAUMBIX B HEU paboTax A0MKHbI ObITh
OCBEeAOMIIEHbI TOMBKO NULLA, KOTOPLIM 3TC HEODXOAUMO B CUMY NPOU3BOACTBEHHON HEODXOAUMOCTH;

- N3 COODpakeHnn besonacHoCTU U NpeaoTBpaLleHUs BO3SMOXHOCTU 3NTOHaMEePEeHHbIX 4eNCTBUIN B OXpa-
HAEMbIX 30Hax HeobxoanmMo nsberaTtb crnyvaeB pabdboThl Oe3 HagneXalero KOHTPOMSA CO CTOPOHbI YNOTHOMO-
YeHHOro nepcoHana;

- NMyCTyoWME 30HbI 6e30NacHOCTN AOIMKHbI BbITb PU3NYECKN 3aKPbIThI, U UX COCTOAHUE HEeODXoaNMO
nepnogunyeckn NpPoBepPsTh;

- NepcoHany TpeTbUX CTOPOH OrpaHNYeHHbIN aBTOPU3OBaHHbLIN M KOHTPONMUPYEMbI AOCTYN B 30HbI D€30-
MacHOCTU UN K cpeacTBam 0bpabOTKM BaXKHOM MHpopMaL MM cneayeT npeaoccTaBnAaATh TONbKO HA BPEMSA TaKon
HeobxoanumocTn. Mexay 3ocHaMKu ¢ pasIMYHbIMM YPOBHAMU Be30NacHOCTU BHYTPU NnepumeTpa 6e30nacHOCTI
MOTYT NoTpeboBaTbCA AONONHUTENBHBIE Dapbepbl U NEPUMETPLI OrpaHNYeHUst PU3NYECKOro AoCTyna;

- NICMONb30BaHMe POoTOo, BMAEO, ayanuo UNn Apyroro sanuceiBatolero odbopyaoBaHUAa A0MKHO ObITb pas-
pelleHo TONbLKO NpY Nony4YeHnUn cneunanbHOro paspeLlleHus.

7.1.5 U3onupoBaHue 30H NPUEMKU U OTTPY3KMU MaTepUuanbHbIX LeHHOCTEeU

30HbI MPUEMKN U OTIPY3KN MaTepunanbHbIX LLleHHOCTEeW AOMMKHBI HaXoAUTbLCA No4 KOHTPOMEM U, NO BO3-
MOXXHOCTW, ObITb N30NMMPOBAaHLI OT cpeacTB 0bpadboTkn nHdopMaLnn BO N3DeXaHne HeaBTOPU3OBAHHOIO A0C-
Tyna. TpeboBaHUa 6e30nacHOCTU ANsl TAKMX 30H A0MKHbI ObITh onpegeneHbl Ha OCHOBE OLIEHKN PUCKOB. B 3TUX
criydyasax pekoMmeHayeTcs npeaycMaTpuBaTh cneayrowmne MeponpusaTua:

- AOCTYN K 30HEe CKNagupoBaHMs C BHELLIHEW CTOPOHLI 3aHUst AOMKeH ObIThb paspelleH TONbKO onpeae-
NeHHOMY 1 aBTOPU3OBAHHOMY nepcoHany;

- 30Ha CKNaguMpoBaHUs A0MKHA ObITb OpraH1M3oBaHa Tak, YTobbl NocTynawLwme matepmanbHble LLEHHOCT
MOTrIN ObITb pasrpyXeHbl 6e3 npeaocTaBNeHUs NnepcoHany NocTaBLlMKa AoCTyna K ApYrMm 4actam 3gaHns

- AOMKHa bbITb 0becnevyeHa De3onacHOCTbL BHelHeNn(MX) Asepu(en) noMmeleHnsa Ans cknagupoBaHus,
KOrOaa BHYTPEHHSAS ABEPb OTKPbLITA;

- MOCTynaroLwmne matepumanbHble LEHHOCTU A0MKHBI ObITb OCMOTPEHBI HA NPpeaAMET NOTEHLUMANbHBIX Onac-
HocTen (7.2.1 1) npexae, 4eMm OHU ByayT NepemMelLleHbl N3 MOMELLEHNUs ANsl CKNaanpoBaHUA K MecTam UCMOTb-
30BaHUA;

- NocTynawLLne martepuarnbHble LLeHHOCTU OOMKHbI OblTb 3aperncTpupoBaHbl, ecnu 3To HeobXxoaAnMo
(5.1).
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7.2 be3onacHOCTb 06opyaAOBaHUA

Llenb: npepoTtBpalleHUe NoTepb, NOBPEXAEHUNA MU KOMIMPOMETAaL, M aKTUBOB N HAPYLLUEHUS HENPEP bIB-
HOCTW OeATENbHOCTU opraHn3aumn.
ObopyaoBaHUe HeOOXOANMO 3alLMLLAaTL OT Yrpo3 ero 6e3onacHOCTU U BO3AESUCTBUN OKpYXKatoLencpeabl.
Heobxoanmo obecnevnBaTtb 6e3onacHOCTbL 0O60pyaAoBaHUSA (BKNOYAas U TO, YTO UCTMONb3YeTCH BHE opra-
HA3aLWK), YTOObI YMEHbLUNTb PUCK HEABTOPU3OBAHHOTO AOCTYNa K AaHHLIM N 3alUTUTL X OT NOTEPU UNU
nospexaeHud. Npn 3ToMm HeobxoAMMo NMpUHUMaTL BO BHUMaHUE 0COBEHHOCTU, CBA3aHHbIE C pacnonoXeHnem
obopyaoBaHUA U BO3MOXKHBIM ero nepemeteHmnem. MoryTt notpeboBaTbcs cneunarnbHble MeponpUAaTHUS 3aLL -
Thbl OT ONACHbIX BO3AEUCTBUI cpeabl UMM HEaBTOPU3OBAHHOIO A0CTYNA Yepes3 MHpacTPpYKTypbl obecneveHus,
B YACTHOCTU, CUCTEMbI 3NEKTPONUTaHUA N KabernbHOW pa3BogKu.
7.2.1 PacnonoxeHue " 3alWuta obopyaoBaHUA
ObopyaoBaHue A0MKHO ObITb PpacnofioXeHo 1 3aLlULLEHO TaK, YTODbI YMEHbLUUTL PUCKU OT BO3ENCTBUN
OKpyKatoLen cpefibl 1 BO3AMOXHOCTU HEaBTOPU3OBaHHOTO AocTtyna. Heobxoammo paccmaTpuBaTh crieyto-
LLIEe MepOonpuUATUA No ynpasneHuno MHgopmMmaLnoHHOW 6e30NacHOCTLIO:
a) obopyaoBaHue HeobxoaAMMO pasMmellatb TakMMm obpasom, 4Tobbl CBECTU AC MUHUMYMAa WU3MALL-
HUW OOCTYN B MecTa ero pacnonoXeHus;
©) cpeacTea 0b6paboTKN N XpaHeHUs BaXXHOW MHOpMaLUK cneayeT pasMellaTb Tak, YTOObl YMEHb-
LLINTb PUCK HECAHKLIMOHUPOBaHHOIO HabntoaeHUa 3a X PyHKUNOHUPOBAHUEM;
B) OTAEeNbHbLIE 3NeMeHThl 0bopyaoBaHUs, Tpedbylolue cneunanbHOMU 3aWnTbl, HeODXO0AUMO U30NNU-
poBaThb, YTOOLI NOBLICUTL ODLWIA YPOBEHb HEODXOANMON 3aLLUTHI;
[y Mepbl Mo ynpaBneHuo WUHPOPMaLNOHHOW ©e30MacHOCTbIO AOMMKHBI  CBECTU K MUHUMYMY PUCK
MoTeHUManbHbIX Yrpo3, BKoYas:
1) BOPOBCTBO;
2) noxap;
3) B3PbIB;
4) 3agbiMneHue;
5) saronneHue (unu nepebdboun B nogadve Boabl);
6)
7)
8)
9

MbIMb;
BUOpaLUIO;
XMMUYecKkne ap@eKThbl;
) NOMEXMN B 3/1EKTPOCHABXEHUMN;
10) snekTpoMarHUTHoe UsnydyeHue.

) B opraHusaumm Heobxoaumo onpeaenintb nNopsigok npuema nuiin, HanuTkoB U KypeHus BONN3K
cpeacTB obpaboTkn nHpopmaLunu;

e) cneayeTt nNpoBOANTbL MOHUTOPUHI COCTOSIHUSI OKpYKatoLlen cpedbl B LENsiX BbISIBNEHNSA YCNOBUNA,
KOTOpbIE MOrMN Bbl HEBNAronNnPUATHO NOBNMUATL Ha PYHKUMOHUPOBaHWE cpeacTB 0bpaboTkn nHpopmaunu;

X) cnegyeT UCNOMb30OBaTb chneunarnbHble cpeacTBa 3awuThl, 0OOpyAOBaHUS, PACMNONIOKEHHOMo B
MPOM3BOACTBEHHBIX Liexax, Hanpumep, 3aluUTHbIE NNEeHKX ANS KnaBmnaTypsbl;

3) HeobxoamMmo paspaboTtaTb Mepbl MO NUMKBUAALMW MOCcneacTBMin OeACTBUA, cChydalolMxXcsa B
bnnsnexalwmx noMeLLeHusIX, HarNnpumep, noXap B cocegHemM 3gaHuu, 3atonneHune B nogsanbHbIX NOMELLEHUSAX
NN NpoTekaHWe BOAbl Yepes Kpbilly, B3PLIB Ha ynuLe.

7.2.2 Tlogayva aneKTponuTaHuaA

ObopyaoBaHUe HeobxoaMMo 3aLmLLaTh OT NepeboeB B Nogade 3N1eKTPO3HEPI MK U ApYrx cboeB, CBS-
3aHHbIX C anekTpuyecTBOM. Heobxoanmo obecnevumBaTbh Hagnexallyo nogavy anekTponnuTaHusl, COOTBET-
CTBYIOLLYIO cnieyndpunkaumnsam npomssogmntenst obopyaoBaHus.

BapuraHTbl AOCTUXKEHNUS HENPEPBIBHOCTU NoAavn 3NeKTPONUTaHUS BKITHOYALOT!

- HanM4me HeCKONbKNX UCTOYHMKOB 3NEKTPONUTaHUS, YTODLI n3bexaTb nocneacTBUN NPU HAPYLLEHNN ero
nogadn oT eAUMHCTBEHHOIro MCTOYHNKA;

- ycTponcTea becnepebonHoro anekrponutanuns (UPS);

- pe3epBHLIN reHepaTop.

UTobbl 0becneunTb bezonacHoe BbIKMYEHUE W/ NN HenpepbiBHOE PYHKUMOHUPOBAHNE YCTPOMUCTB, NOA-
OepXXneBarwLlmx Kputndeckme dUsHec-npoLecchl, pekoMeHayeTca nogknovaTtb obopyaoBaHue vepes UPS.
B nnaHax obecnevyeHnst HENpPepbIBHOCTU criegyeT npeaycMaTpuBaTh AEUCTBUSA, KOTOPbLIE AOTKHBI ObITh Npea-
npuHATLI Npn oTkase UPS. ObopyaosaHue UPS cnegyeT perynsipHO NPOoBEPSATh HA HAaNnM4ne ageksaTHOM MOLL-
HOCTW, a TaKXKe TeCTUPOBaTb B COOTBETCTBUM C PEKOMEeHJaLUaMn NPpON3BOaAUTENS.

Pe3epBHLIN reHepaTop cneayeTt npUMeHsTb, eCN Heobxoammo obecneunTb PyHKLUOHUPpOBaHUE 0DOPY-
NOBaHWS B Crnyvae ANUTENbHOIro oTKasa nogavun 3f1eKTpo3Heprum ot obLero UCTouHuka. PesepBHbIE reHepaTo-
Dbl crneayeT perynspHo NMpoBEPSATL B COOTBETCTBUM C UHCTPYKUMAMMK npoussoamTens. Ana obecneveHuUs
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paboThl reHepaTopa B Te4eHUe OSIMTENbHOro cpoka Heobxoanmo obecneynTb COOTBETCTBYIOLLYHO MOCTaBKY
TONNuBa.

Kpome TOro, aBapuiHble BbIKIHOYaTENN 3NeKTponuTaHnusa Heobxoanmo pacnonaraTb OKOMNO 3anacHbIX
BbIXOA0B MOMELLEHNIA, rae pacnonoxeHo obopyagoBaHune, YToObl YCKOPUTb OTKIHOYEHNE 3MEeKTPonUTaHua B
crny4yae Kputudeckux cutyauun. Cnegyet obecneunTsb paboTy aBapuUMHOIo OCBeLLIEHUA Ha Cllydal 0TKa3a 3nekK-
TponuTaHud, noTpebnaemoro oT ceT. Bce 3gaHnsa 4omKHbI ObITb OCHALLLEHbI TPOMOOTBOAAaMU, a BCE BHELUHME
NIMHUM CBA3N 0bopyaoBaHbl cneLuanbHbIMU Fpo303allUTHBIMU PUbTPaMN.

7.2.3 BbezonacHocTb KabenbHOU ceT

CurnoBble N TeNeKOMMYHUKaLMOHHbIE KabenbHble ceTK, NO KOTOPLIM NepeaalnTcsa AaHHbIE UM OCYLLe-
CTBNSAOTCA Apyrne nHoOpMaLUoHHbIE yCrnyri, Heobxoaumo 3awumuaTb OT nepexsata MHdopMaunum Unn
noBpexageHusa. Heobxoanmo paccMmaTpuBaTth cnegyolme MeponpuaTms:

a) CUMNOBbIE WU TeNnekKoMMYHUKaLWUOHHBIE NMHUW, CBS3bIBaOLWMe cpeactBa obpaboTku mnHgpopma-
LUK, AOIKHBI ObITh, NO BO3MOXHOCTU, NOA3EMHbIMU UK 0BnagaTh aAeKBaTHOW anbTepPHaTUBHON 3aLUUTON:

0) ceTeBON Kabenb ACMKEH ObITb 3aWULIEH OT HEAaBTOPU3OBAHHBLIX MOAKIHOYEHUA UMM NOBPEXAe-
HUSA, HAaNpPUMep, NOCPEaCTBOM UCMOMb30OBAHUS CreumaribHOro KoXXyxa u/unm Belbopa MapLpyToB NMPOoKNaaku
kKabens B 06xoa obuweaoCTynHbIX Y4aCTKOB;
B) cunoBble Kabenu AomKHbl BbITb 0TAENEHbl OT KOMMYHUKALMOHHBLIX, YTODBI UCKIMHOYNTL MOMEXMN;
ry OOMONHUTENbHbIE MEPOonpUATUA NO  ynpaeneHntw WHDOpMauMoHHOW 6e30nacHoCTbio  Ans
YYBCTBUTENbHbLIX UITN KPUTUYECKUX CUCTEM BKITHOYAOT:
1) ncnonb3oBaHne BPOHMPOBAHHBIX KOXKYXOB, a TakKe 3aKPbITbIX MOMELLEHNA/ALLIUMKOB B NMPOMEXKY-
TOUHBIX NYHKTAX KOHTPOMS U KOHEYHBIX TOUKaX;

2) 1cnonb3oBaHne ayoénupyrowmx MapLIpyTOB NpoKnaakm kabens nnum anbTepHaTUBHBIX CNOCOOOB
nepegaudu;

3) ncnonb3oBaHWe ONTUKO-BOJTIOKOHHBLIX NMTUHNIA CBA3N;

4) NpoBEpPKN Ha NOAKMIOYEHNE HEABTOPU3OBAHHLIX YCTPOUCTB K KabenbHOU ceTu.

7.2.4 TexHu4veckoe obcnyxuBaHue odopyaoBaHus

B opraHusaunm gomkHO NpoBOAUTLCS Haanexallee TexHndeckoe obcnyxkmsaHue obopyaoBaHus ans
obecneyeHunst ero HenpepbiBHOW paboTOCNOCOBHOCTM U LENOCTHOCTU. B aTuX Lensx crneayet NpUMeEHsThb cre-
ayoLe MeponpuaTua:

- obopyaoBaHue crieayeT obCcnyXXmuBaTb B COOTBETCTBUN C UHCTPYKLUMSAMM U NEPUOANYHOCTLIO, PEKOMEH-
OyeMbiMX NOCTaBLLMKOM;

- HeobxoaANMOo, YTOBbI TEXHUYECKoe 0D CNYKMBAHUE U PEMOHT 0B0PYAOBAHUA NPOBOANMINCH TOMNLKO aBTO-
PU30BaAHHBIM MEPCOHANOM;

- crnegyeT XpaHUTb 3anuck oo Bcex crnydyasx npeanofiaraeMblX Un pakTMHecKnx HeMCnpaBHOCTEN U
BCEX BUAax NpodnnakTnyeckoro 1 BOCCTAHOBUTENBHOMO TEXHUYECKOro 0BCnyXX1UBaHuS;

- HeOBX0AMMO NPUHUMATbL COOTBETCTBYIOLLNE Mepbl BE30NacHOCTU Npu oTnpaBke obopyaoBaHMs AN
TEXHUYECKOro 0B CnyXXMBaHUsA 3a npegensl opraHnsaunn (7.2.6 B OTHOLIEHWU yaaneHHbIX, CTEPThIX 1 nepesa-
MUcaHHbIX AaHHbIX). KpomMe 3Toro AomkKHel cobnoaaThesi Bce TpeboBaHUs, ycTaHaBNMBaeMble UCTOMNb3YIOLLN-
MUCSH NMpaBUiaMn CTpaxoBaHUS.

7.2.5 Ob6ecne4yeHne 6esonacHocT o6opya0BaHUA, UICNONb3YEMOro BHe NOMeLLeHUA OpraHn3a-
LU

HesaBncnmo oT npuHaaneXxHocTn obopyaoBaHuaA, ero UCnonb3oBaHmne ansa obpadboTkm MHdopmMaLnm BHE
MOMeLLEHNSA opraHu3aL iy A0MKHO ObITb aBTOPN30OBaHO PYKOBOACTBOM. YpoBeHb MHdopMaLoHHOW Besonac-
HOCTW NMPWN 3TOM JOJTKEH ObITb 3KBMBANeHTeH YPOBHIO 6€30MacHOCTM B OTHOLWEHNK 0BopyaoBaHNSA, UCMOSb3ye-
MOro C aHallorM4HoOM Lenbio B MOMELIeHUAX opraHMsaLnn, a Takke ¢ y4eTOM PUCKOB paboTbl Ha CTOpPOHE.
ObopyaoBaHue no obpabdoTke MHOPMaL UM BKITHOYaET BCe TUMbI NEPCOHAaNbHBLIX KOMMbIOTEPOB, 3NTEKTPOHHbIX
3aMUCHBIX KHUWXKEK, MOBUNbHBIX TenedoHOoB, a Takke bBymary nnn nHble MaTepuanbHble LLIeHHOCTU, KOTopbIe
MCMONb3yTCA ANA paboThbl HA JOMY N TPAHCMOPTUPYIOTCA 3a npedesbl pabo4vnx nomelleHnin. B atux ycno-
BUAX HE0OX0aMMO NMPUMEHSATb cneayoLwme MeponpuaTUs No yrnpaeneHuo MHpopMaLMoOHHON 6e30MacHOCTbIO:

- 00opyaoBaHUE N HOCUTENN MHPOPMaLNIN, B3SITbIE N3 NOMELLEHNA OpraHn3aLnn, He crneayeT OCTaBNsATh
0e3 npucMmoTpa B 0bweaocTynHeIX MecTax. [pn nepemMelleHn KOMMbIOTEPLI CreayeT NepeBO3UThL KaK PYUYHYIO
Knagb X, MO BO3IMOXXHOCTU, He adoULLUMNPOBaTh ee coaepPKUMOe;

- Bcerga Heobxoanmo cobnogaTtb UHCTPYKLMK U3TOTOBUTENEN NO 3alnuTe 060pyaoBaHUS, HAaNnpuMep, oT
BO3AEUCTBUA CUMbHBLIX 3MEKTPOMAarHUTHbIX NOMeu;

- ["pn paGOTe AOMa criegavert NpUuMeHATb NoAXOAALLNE MEPOTIPUATIAA MO YITPpaBJIIEHAKD I/IHCbODMaLI,I/IOHHOIZ

0e30NacHOCTbLIO C yHETOM OLeHKWU PUCKOB, HAlIPUMEP, UCIMOJ1b30BATb 3dllMPdEMbIC Cbalzﬂ-l(a@/lHeTbl, Ccobto-
AdTb NMNOJIMTUKY «MUCTOTO CTOJ1a» N KOHTPOJIMPOBATb BOSMOXHOCTb AOCTYId K KOMIBbHOTEPAM,
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- OOIKHBI UMEeTb MECTO afleKBaTHbIE Mepbl NO CTpaxoBaHWUIO ANA 3anThl 00opyaoBaHUA BHE NOMELLe-
HUW opraHmnsaumn,

Puckun 6e3onacHOCTH, Hanpumep, CBsi3aHHbIE C NOBPeXAeHNEM, BOPOBCTBOM U MOACNYLUMBAHNEM, MOTYT
B 3HAYUTENIbHOW CTEMNEHN 3aBUCETH OT PacrorioXeHust 06opyaoBaHUS B opraHn3aunn v A0 MKHbI YYUTbIBATbCH
py onpeaeneHnun n Belbope Hanbonee NoaxoasaLmMX MeEpPONPUATUA NO ynpasnieHuo MHpopMaLnoHHON B6e30-
lacHocTblo. bonee noapobHaa WHgopmauna O ApyrMx acnekrtax 3aluTbl MoObDUNbHOro obopyaoBaHMUS
1puBegeHa B 9.8.1.

7.2.6 Be3onacHasi ytunusauusa (cnucaHue) N NOBTOPHOE UCMONb30OBaHUe o60pyaoBaHUA

CnyxebHasa nHdpopmaLnda MOXeT ObITb CKOMNMPOMETUPOBAHA BCNeACTBUE HEDPEXKHOM yTUNU3aLU MK (Cnin-
caHusa) UNn NOBTOPHOTO MCNONb3oBaHUsA ocbopyaoBaHusa (8.6.4). Hocutenn gaHHbIX, cogepXalne BaXKHYIHo
MHopmMmaL o, HeobxoaMmo pU3INYECKM paspyllaTe UNKU nepesanuceiBaTb Oe3onacHbIM 0bpasom, a He
MCMONb30BaTb CTaHAapPTHbIE PYHKUWK yaaneHus. Bce KOMNOHeHThlI 000pyaoBaHUA, coaepKallero HoCUTenNn
OaHHbIX (BCTPOEHHbIE XXeCTKMe AUCKU), cnegyeT NpoBepdATh Ha npeaMeT yaaneHUsa BceX BaXKHbIX AaHHbIX U
NMUUEH3NOHHOIO nporpaMmmMmHoro obecneveHuss. B OTHOLWIEHUMN HOCUTENEN AaHHbIX, coAepXKalluxX Ba)KHVIO
MHOPMaLIUID, MOXET MNOoTPpeboBaTbCA OLIEHKA PUCKOB C LUENnbl onpeaeneHusa LenecoobpasHoCTU UX
paspyLlIeHNs, BOCCTAHOBMEHUSA N BbIOPAKOBKN.

7.3 OOWwune meponpuATUA No ynpasneHUo MHpoOpMaLUOHHON 6€30NaCHOCTLIO

Llenb: npegoTBpalleHmne KoMnpoMeTaumm nnm Kpaxn nHdopmaumm n cpeacts obpadboTkn nHdopma-
L.

NHdopmaumnto n cpeactea obpadboTkn MHdopMaLUM HeobXoaMMo 3allmLaTh OT PACKPbLITUS, KpaXky MU
Moaudnkaumm HeaBToPM3oBaHHBIMU UL AMIW; O0IMKHbI BbITb BHEAPEHbI Mepbl, obecneynBatoine ceegeHue K
MUHUMYMY PUCKa UX NOTEPU UM NOBPEXOEHUS.

[Mpoueaypbl 06paboTKM N XpaHeHUsa nHpopmMaL M paccMmaTpmBaroTcsi B 8.6.3.

7.3.1 lMlonuTUKa «MUCTOro cTona» U «MUCTOro IKpaHa»

OpraHnsauuam cneayeT NPUMEHATb MOSMTUKY «4UCTOro CToSIa» B OTHOLWEHNN DyMaXKHBIX JOKYMEHTOB U
CMEHHbIX HocUTeNnen gaHHbIX, a TAKKe NMONMUTUKY «YMCTOro 3KpaHa» B OTHOLLEHUM cpeacTB 0b6paboTku nHdop-
MaLnm ¢ TeM, YTODObl YMEHbLUUTb PUCKU HEAaBTOPM3OBAHHOIO JOCTYyMNa, NoTepU N NoBpexaeHnsa nHdopmaLum
Kak BO BpeMs paboyero gHa, Tak 1 Npu BHeypouHou paboTe. [Mpr npuMeHeHnn 3TUxX NONUTUK crneayeT y4nuTbl-
BaTb KaTeropum nipopmaLum ¢ TOYKN 3peHnsa besonacHocTu (5.2) 1 COOTBETCTBYIOLUME PUCKU, @ TaKKe KOpo-
PaTUBHYHO KyNbTYypy OopraHmsaLuu.

Hocutenn nHdpopmaumun, octaBneHHble Ha cTonax, Takke MoryT ObiTb MOBPEXAEHbI UM paspyLUeHbl Npu
6eacTBMK, HANpUMep, NpW noXape, HaBogHEHUN NN B3PbIBE.

CnegyeT NpUMEHATb cneayloLlme MepornpuaTns rno ynpasieHnto MHpopmMaLunoHHONW 6e30nacHOCTbIO:

- YTOBObI UCKITIOYUTb KOMNpoMeTauuto MHopmMmaLnmn, LenecoodbpasHo bBymMakHble U 31eKTPOHHbIE HOCUTE-
nn nHpopMaunn, Korga oHU He UCNONMb3YIOTCS, XpaHUTb B Haa1exalwmx sanmparoLmnxcs wrkadxax n/mnu B apy-
rMX 3allULLEeHHbIX NpeaMmeTax mebdenun, ocobeHHO B Hepabo4ee BpeMsi;

- HOCUTENN C BaXKHOWN UM KPUTUHHOW CINYKEOHON MHpOopMaLMeEN, Koraa oHU He TpebyloTcsl, cneayeT you-
paTb U 3anmpaTb (Hanpumep, B Hecropaemom cendpe nnm wkadyy), ocobeHHo Korga nomMmelweHme nycTyer;
- NepcoHarbHble KOMMbIOTEPDLI, KOMMNbIOTEPHLIE TEPMUHANLI U MPUHTEPBLI ACIKHbI ObITb BBIKNKOYEHbI MO
OKOHYaHWUW paboThl; crneagyeT Takke NPUMEHATb KoAOoBbIE 3aMKU, Naponn UK apyrme MeponpuaTmns B OTHOLLE-
HUW YCTPOWCTB, Haxoasilmxcs 6e3 nprucmoTpa;

- HeobxoaMmMo obecnevnTb 3aLlMTy NYHKTOB OTNpaBKu/npuemMa KoppecnoHaeHUMn, a Takke dakcuMmnb-
HbIX 1 TeNEKCHbIX anmnapaToB B cllydasax HaxoXxaeHusa nx 6es npucmMoTpa;

- B Hepabodee BpeMs hOTOKONMPOBarbHble YCTPOUCTBA cneayeT 3anmpaTth Ha KoY (Mnn 3awmaTth OT
HeaBTOPWU30OBaHHOIO UCMONb30BaHNA APYrMM Crocobom);

- HanevaTtaHHble AOKYMEHThI C BaXKHOW UNU KOHpUaeHUManbsHon nHpopmaLunen HeobxoanMmMmo Us3biMaTh
N3 NPUHTEPOB HEMEATIEHHO.

7.3.2 BblIHOC nmMmyLlecTBa

ObopyaoBaHue, HopMaLuto UK nporpaMmHoe obecrnevyeHne MoXKHO BBIHOCUTb U3 NOMELLIEHWIA opra-
HU3aL WM TONbKO HA OCHOBaHWK COOTBETCTBYOLWEro paspelwleHns. Tam, rae Heobxoanmo 1 ymecTHo, obopyao-
BaHWe cnegyeT perucTprupoBaTth NpuU BbIHOCE M MPU BHOCE, a TakKe AenaTb OTMETKY, Koraa oHo Bo3BpalleHo. C
LleNblo BbISIBNEHNSA HEaBTOPM3OBaHHbIX NepeMeLLIeHNA akTUBOB U 0bopyaoBaHUA cneayeT NpoBoanTb BblOO-
DOYHYI0 MHBeHTapusaunto. CoTpYyAHUKN OOMKHbI ObITb OCBEAOMMNEHbI O TOM, YTO NoJo0OHbIe NPOBEPKMA MOTYT
MMEeTb MEecCTO.
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8 YnpaBneHue nepeagavyen AaHHbLIX U onepauyMOHHOU AeATENbHOCTLIO

8.1 OnepayuoHHbIe Nnpoueaypbl U 00A3aHHOCTI

Llenb: obecnevyeHune yBepeHHOCTU B Haanexawem 1 desonacHomMm pyHKLNOHUPOBaAHUK cpeacTB obpa-
6OTKM MHOPpMaLNN.

LomkHbl ObITb YCTAHOBNEHBI 0DA3aHHOCTU U NpoLeaypskl Mo ynpaBneHuio 1 PyHKLUUOHUPOBAHUIO BCEX
cpeactB obpabdboTkn nHdopmaumnmn. OHN AOIMKHBI BKOYATbL pa3paboTKy COOTBETCTBYIOLWNX onepaLnoHHbIX
MHCTPYKLUWA U Npoueaypbl pearMpoBaHUA Ha MHUMOEHTHI.

C uenbo MMHUMM3AaLMX pUCKa NPU HENPaBUITbHOM UCNOMb30OBaHUW CUCTEM BCeACcTBUE HEDPEXKHOCTU
M 3N0r0 yMbIcna cneayeT, No BO3MOXXHOCTU, peann3oBbiBaTb NMPUHLUWN pasgeneHus nonHomoun (8.1.4).

8.1.1 [lokymMeHTanbHoe othopMneHne onepauMoHHbIX Nnpoueayp

OnepauyMoHHbIe NpoLeaypbl, onpeaensemMsbie NONUMTUKON De30NacHOCTU, AOIKHbI pacCMaTPUBaTLCS Kak
opnuManbHble AOKYMEHTHI, AOKYMEHTUPOBATLCA U CTPOro cobnioaaTbCH, a UISMEeHEHUA K HUM AOTTKHbBI CaHKLU-
OHUPOBATLCA N YTBEPXKAATbLCA PYKOBOACTBOM.

[TpoLeaypbl coaepXaTt geTanbHY0 UHCTPYKL IO BBINMONHEHUS KOHKPETHOrO 3a4aHuns (paboThl) M BKNHOYAOT:

- 0bpaboTKy 1 ynpaBneHne nHgpopmalnen;

- onpegeneHue TpeboBaHUM B OTHOLLEHWU rpaduka BbINONHEHWUS 3a4aHUA, BKNHOYaoLWUX B3aUMOCBA3N
MeXay cucteMamum; BpemMsd Hadana BbINONMHEeHUA caMoro paHHero 3agaHua UM BpemMs 3aBeplleHUsa caMoro
nocnegHero sagaHug;

- 0bpaboTKY OWKNBOK UNN APYINX UCKNIOYNTENBbHBIX CUTYaLWUA, KOTOPble MOTYT BO3HUKHYTb B TEYEHUE
BbINOTHEHNA 3ad4aHWK, BKNoYaqa orpaHuYeHnsa Ha UCNONb30BaHUEe CUCTEMHbIX YTUNMUT (9.5.5);

- He0DXOANMbIE KOHTAKThI Ha cny4van HeoXXnagaHHbIX onepaLnoHHbIX U TEXHUYECKMX Npobnem;

- cneunanbHble MepPOoNPUATUA MO YNpaBleHUo BbIBOAOM AaHHLIX, HANpuUmMmep, NCNoNb3oBaHUe cneLu-
anbHOW Dymaruy ans nevartarowmx ycTpoUCTB UM 0CcoDLIX Npoueayp NPUMEHUTENLHO K BbIBOAY KOHUAEHLLW-
anbHOW WHQoOpMaUKMK, BKMNYaa npoueaypbl Ansg 06e3onacHoOW yTUNM3auuu BbIXOOHBLIX AaHHBLIX, He
3aBepLUeHHLIX B npoLecce BbINOHEHUA 3adaHNUN;

- epesanyck CUCTEMbI U npoLeaypbl BOCCTAHOBMNEHUS B Cliydae CUCTEMHBLIX COOEB.

[okyMeHTUpoBaHHbIE NpoLeaypbl ACTKHBI ObITh TakKe paspaboTaHbl B OTHOLIEHWUN ODCNYXMUBAHUS CUC-
Tem obpaboTkn n obmMmeHa nHdopmMmaLmnen, B HaCTHOCTU NpoLieaypbl 3anycka n 6e3onacHoro 3aseplueHuns pabo-
Thl KOMNbOTEPA(OB), NpoUeaypbl Pe3epBUPOBaHUA, TEKYLLEro obCcnyXuBaHust U1 pemMoHTa obopyaoBaHUS,
obecrnevyeHnUss Haanexaulen ©0e30nNacHOCTU MNOMELWEHUA C  KOMMbIOTEPHBIM U KOMMYHUKALMOHHBIM
obopyaoBaHneM.

8.1.2 KOHTpONb USMEeHEeHUN

N3ameHeHna koHdurypaumm B cpeactBax U cuctemax obpadoTkmn nHopmMaunm OOMKHBI KOHTPOMUPO-
BaTbCHA Haanexawmm obpasom. HeagekBaTHbLIN KOHTPONb U3MEHEHUA CPpeaCTB U CcUCTEM 0bpadboTKMU MHPOPpMa-
LUK — pacnpocTpaHeHHasd npuynHa CUCTEMHBbIX COOEeB WU WHUMAOEHTOB HapyleHus WUHPOpMaLUOHHON
besonacHocTu. C uenslo obecnevyeHna HaaneXxawero KOHTPOoNs BCex M3MeHeH B 0bopyaoBaHUK, Nporpam-
MHOM obecnevyeHun Unn npoueaypax AOOSMKHbI BbITh onpeaeneHbl U BHeAPeEHbl PopMann3oBaHHbIE PONK,
OTBETCTBEHHOCTU U NpoLeaypsl. [Nprn N3MeHeHUM NporpaMMHOro ocbecneveHus Bca Heobxoanmas MHpopma-
LA AOMKHa PUKCUMPOBaTLCHA U COXPaHATLCHA B CUCTEMHOM XypHane ayguta. NameHeHUa onepaunoHHON cpe-
Obl MOTYT OKasblBaTb BNUSAHWE Ha paboTy npunoxeHun. Besge, roe 3To MMeeT NPaKTUYECKUA CMbICH,
npoueaypbl ynpaBneHUst U3MEHeHUsIMM B onepauuoHHOW cpede M B TMPUNOXKEHUAX OOMMKHbI ObiTh
MHTEerpupoBaHsl (cM. Takke 10.5.1). B 4yaCcTHOCTU, HEODXOOMMO paccMaTpuBaTh cneayromne MeponpuUsITUSA:

- onpegeneHue U peructpaums cylecTBeHHbIX U3MEHEeHUN;

- OLleHKa BO3MOXKHbIX nocneacTBUA TaKUX USMEHEeHUN;

- (bopMannsoBaHHagd npoLueaypa yresepxaeHna npegnaraemMbiX UsMeHeHUN;

- nogpobHoe nHpopmnupoBaHmne ob N3MEeHEeHUsIX BCceX 3anHTepeCcoBaHHbIX JALL;

- npoueaypbl, onpegensitolme 006s3aHHOCTU NO NPEPLIBAHUIO M BOCCTAHOBEHUIO paboThl CpeaCTB U CUC-
Tem 0bpaboTkn nHdopmaLnn, B crydyae HeyaavHbIX USMEHEHWUI NMPOrpaMmMHoOro obecneyeHus.

8.1.3 lNpouenypbl B OTHOWEHUN UHLMAEHTOB HapyweHUa uHdpopmMmaLUoOHHOU 6e30NacHOCTU

Ob6a3aHHOCTU U NpoLeaypbl No yNpaBNeHUo B OTHOLLEHUU MHUMAEHTOB AOMKHBLI ObITh onpeaeneHbl AN
obecnevyeHUs ObICTPOU, 3P PEKTUBHOU N OPraHN30BaAHHOW peaKkLUn Ha 3TU HapylUeHUs MHPOPMaLMOHHOW
besonacHocTn (6.3.1). [Npn 3TOM HEeOBXOAMMO pacCMOTPEThL creayroLne MeponpuUATUS:

a) AOMKHbI ObITb onpegeneHbl npoueaypbl B OTHOLWIEHUWUM BCEeX BO3MOXHbIX TUMNOB WHUWMAOEHTOB
HapyLueHust tHopMaLUoHHON Be3onacHOCTU, B TOM YMCne:

1) cbon nHdbopMaLMOHHBLIX CUCTEM U yTpaTa CEPBUCOB;
2) OTKas B 0OCNY>XNUBAHUN;
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3) OLWNOKK BCNeACTBUE HEMOMHBIX UMW HETOUHBLIX AaHHbIX;
4) HapylweHUsa KoHPUAeHUMNaNbLHOCTH;

0) B gononHeHue K oObIYHBIM MaHamMm obecnevyeHust HEMpepbIBHOCTU (NpeaHa3HavYeHHbIX AN CKO-
penLIero BOCCTAHOBMNEHUA CUCTEM UMM YCNyT) AOIMKHbI CYLLECTBOBAaTL NpoLeaypsbl BeINOMHEHUS1 TpeboBaHMNM
(6.3.4):

1) aHanusa n ngaeHTUPUKaLnmM NpUYNHbI MHUMOEHTA;
2) NnaHupoBaHWUA M BHeapeHUs cpedcTB, NpeaoTepallaolWnX NOBTOPHOE NposBreHne MHUMAEHTOB,
npyu HeEOBXOAUMOCTN;
3) MCNONb30BaHUSA XypHanoB ayanuTa U aHanorMyHblX CBUOETENbCTB;
4) B3aMMOAEeNCTBUA C NULAMUN, HA KOTOPLIX MHUMOEHT OKasal BO3AeWUCTBME UMK yYacTBYHOLWMX B
yCTpaHeHnn nocneacTBMn MHUMAEHTA;

5) MHPOPMUPOBAHUA O AEUCTBUAX COOTBETCTBYIOLLMX ACITKHOCTHLIX NALL;

B) XXypHanbl ayguta U aHanorndHble cBMAeTENbCTBA ACMKHBLI ObIThb cobpaHbl (12.1.7) 1 3awuuieHbl
COOTBETCTBYIOLLMM 0DPa30OM C LIESbIO:

1) BHYTpeHHero aHanunsa npobnemsl;
2) WUCMONb30BaHUA KaK goKa3aTeNbCTBO B OTHOLLEHMMN BOSMOXHOI0 HapyLleHNsa YCNOBUM KOHTpaKTa,
HapyLlleHus TpeboBaHMUK 3aKoHoAATENbLCTBA UMK, B Clyvae rpaXgaHCcKuUX Unn yronoBHbIX cyaebHbIX
pasdbupaTenbCcTB, KacaloWnUXCcs, Hanpumep, 3aluTbl NepcoHanbHbIX gaHHbIX U HENPaABOMOYHOMo
MCNONb30BAHNA KOMMbIOTEPOB;
3) BeAeHUSA NeperoBopoOB OTHOCUTENLHO KOMMEHcauun yulepda ¢ nocTtaBlukaMmun rnporpaMmmMHoOro
obecneyveHnst U yCnyr;
ry OeUCTBUS NO YCTpaHeHUo cOoeB cCUCTEM U NMUKBMAALMKA NOCNeACTBUA MHUWAOEHTOB HapyLUeHUS
MHOPMaLMOHHON Be30MacHOCT ACMKHbBI ObITh Mo TWaTeNbHbIM U popManmn3ocBaHHbIM KOHTpoNnemM. Heobxo-
OMMO Hanu4vMe npoueayp ¢ uenbko obecnevyeHns yBepeHHOCTU B TOM, YTO:
1) TONBLKO NONHOCTLIO AEHTUPULMPOBAHHOMY U aBTOPU3OBAHHOMY NepcoHany npeaoctaBneH 4oc-
Tyn K cMucTeMaM U gaHHbLIM B cpege NMpoMbllWeHHOW akennyaTayum (4.2.2 B OTHOLWEHUM AoCTyna
TPEeTbEeN CTOPOHLI);
2) BCe AeNCTBUSA, NpeanpuHATbIe NPpK Ype3BbiYaHbIX 0DCTOATENbCTRBAX, NOAPCOHO AOKYMEHTANbHO
oPOpPMNEHHI;
3) 0 AeNUcCTBMAX, NPeaAnpUHATBLIX NPU Ype3BblMalHBbIX OOCTOATENbLCTBAX, COODLWEHO PYKOBOACTBY
opraHusaumm, 1 OHU NpoaHanu3nMpoBaHbl B YCTAaHOBIIEHHOM MOpAaKe;
4) UenoCTHOCTb DU3HEeC-CUCTEM N CUCTEM KOHTPONS NOATBEPXKAeHa B MUHUMAaNbHbIE CPOKN.
8.1.4 Pa3rpaHu4veHue obsa3aHHoOCTEN

PasrpaHuyeHune oba3aHHOCTEN — 3T0 CNOCOD MUHUMU3ALIMU PUCKA HELUTAaTHOMO UCMOb30BaHNSA CUCTEM
BCNeACcTBME OLIMOOYHBIX UM 3OHaMepPeHHbIX AeNCTBMIA Nonb3oBaTenen. Heobxoammo paccmaTpuBaTh NPUH-
LI1N pasrpaHn4eHmnsa obsa3aHHOCTEeN B OTHOLLEHNN PYHKLMIA yNpaBneHus, BbINONHEHNS onpeaerieHHbIX 3aa4 A
obnacten oTBETCTBEHHOCTN KaK crnocob yMeHbLIeHUS HeaBTOPM30BaHHOM MoanduKaL MM Ui HenpaBUNbHOro
Mcnonb3oBaHNA MHdopMaLMM U CepPBUCOB.

[ns HeboNbLUUX OpraHn3aLn 3T MEPONPUATUA TPYAHOOOCTUXKMAMBI, OAHAKO AaHHbLIA NPUHLXAN AOMKEH
ObITb NPUMEHEH HAaCKOMbKO 3TO BO3MOXHO. B cnydasix, korga pasgeneHne obsI3aHHOCTEW OCYLLUECTBUTHL
3aTpyaHUTENbHO, crieayeT paccMaTpuBaTbh UCNOMb30BaHUE APYrMX MeponpuUaTUn No ynpasleHno MHQopMa-
LLIMOHHON 6€30NaCHOCTbIO, TAKUX KAK MOHUTOPUHT AEATENBHOCTU, UCNOMb30BaHUE XYPHANOB ayanTa, a Takxke
MEpP aaAMUHUCTPATUBHOIO KOHTpONsd. B TO Xe BpemMsi BaxHO, 4ToDbl ayauT ©6e30nacHOCTM OcTaBarcH
HEe3aBUCUMOUN (PYHKLMEN.

Heobxognumo npeanpuHUMaTh Mepbl NPeaoCTOPOXKHOCTU, UTODOLI COTPYAHUK HE MOT COBEPLUMTL 3M0YMNOT-
pebneHns B obnactn ceBoen eaUHONMYHOMN OTBETCTBEHHOCTU He Byayum obHapyXeHHbIM. HnUunpoBaHue
CcOObITUS OOITKHO ObITb OTAENEHO OT ero aBTopusaumn. HeodbxognMmo paccMmaTpuBaTh cneayrowmne Meponpus-
TUS MO ynpaBneHuno MHpopmMaLnoHHON BDe30NacHOCTLIO:!

- pasrpaHunyeHumne NorHoOMo41iA B OTHOLLEHUN BUOOB AEATENbHOCTU, KOTOPbIE CO34at0T BO3MOXHOCTb Clro-
BOpa ANd OCYLLeCTBNEHNA MOLLEeHHUYeCcTBa, HanpuMmep, PopMMpoBaHMe 3aKkasoB Ha 3aKkynky U noaTBepXae-
HUA NonyvYeHUsa TOBapPOB;

- MPWN HANUYNUKX ONACHOCTU CroOBOPa MEPONPUATUS AOTKHBI ObITh NPOAYMaHbIl Tak, UTOObI B OCYLLIECTBIIE-
HUAW onepaunnyYacTBoBann asa nnndonee nuua ans CHMKEHUS BO3MOXKHOCTU COXPaHEHUSA TalWHbI CroBopa.

8.1.5 PasrpaHu4deHue cpea pa3paboTKkm U NpoMbILLNEHHON 3KCcNNyaTauuu

[1pun pasgeneHun cpeq paspaboTKku, TECTUPOBAHUSA U NPOMBILLUNEHHOW sKkcnnyaTaunum HeobXxoanumo pas-
OennTb ponn n yHKUKUM coTpyaHUKoB. lNpaBmnna nepesoga nporpaMmmMHoro obecneyeHns s ctaTtyca paspabda-
TbIBAEMOTO B CTATYC NMPUHSATOrO K3Kennyartaunum AomKHbl ObiTb onpeaeneHbl U AOKYMeEHTanbHO 0pOpMIEHHI.
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[eaTenbHOCTb, CBA3aHHasA ¢ paspaboTKoOnN N TECTUPOBAHMEM, MOXET ObITb NPUYNHON CEPbE3HbIX NPOo-
brnem, Hanpumep HexenartenbHbIX NAMEeHEHUN PannoB UMMM CUCTEMHOW cpebl, a TaKKe CUCTEMHbLIX COOEB.
[Tpn aToM cneayeT obecnevunBaTb HEOOXOANUMBIN YPOBEHL pasaeneHnst Mexay cpegamm NpoMbILLINEHHON 3KC-
nayataumm no OTHOLWEHWUIO K cpedaM TeCTUMPOBaHUSA, a Takke Ansl NpeaoTBpalleHns onepalnoHHbIX cOoeB.
AHanornyHoe pasaeneHue cneayeT TakKe peann3oBbiBaTb MeXay YHKUUAMU pa3paboTKu U TECTUPOBAHUS.
B sTOM cnydyae HeobxoaMmo noaaepXuBaTtb B paboyem COCTOSIHUM OTAENbHYIO cpeay, B KOTOPOW cneayer
BbIMOMHATE  KOMMJIEKCHOE  TeCTUpOBaHMe €  WU3BECTHOU  CTabuUNbHOCTBIO W NpegoTBpallaTth
HeCaHKLMOHWUPOBAHHbLINA AOCTYMN CO CTOPOHbI pa3paboTYNKOB.

Tawm, rae coTpyaHUKK, oTBevatoLue 3a pa3padboTKy U TeCTUPOBaAHNE, UMEKOT AOCTYM K CUCTEME U JaHHbIM
cpedbl NPOMBbILLNEHHON 3KcnnyaTaunun, OHM MMEOT BO3MOXHOCTb YCTAHOBUTb HEABTOPMUIOBAHHYHO U HEMPO-
TECTUPOBAHHYIC NPOrpamMmy Unm U3MEHMUTb JaHHbIe B onepaunoHHon cpege. NpUMMeHNTENbHO K psiay CUCTEM
3Ta BO3MOXHOCTb Morfia 6bl ObITb UCNOMB30OBaHAa € LEeNbio 310ynoTpedbneHnsa, a MUMeHHO AN COBepLUEeHUS
MOLLEHHMNYECTBA UM YCTAHOBKN HEMPOTECTUPOBAHHOW NN BPEeAOHOCHOW NporpamMmmel. HenpoTecTnpoBaHHoe
N BpeaoHOCHOoE nporpaMmmHoe obecrieveHne MoXeT ObiTb MPUYNHON cepbe3HbIX MpobrieM B onepaLuoHHON
cpege. PazpaboTynkn 1 cneunannucTel, NpoBoasilMe TECTUPOBAHME, MOTYT TakkKe ObITb MPUUMHOW Yrpo3 ANs
besonacHocTn onepaunoHHON MHOPMaLMU U CUCTEMBI.

Kpome Toro, ecnu paspadoTka u TeCTUPOBaHME NPOU3BOASTCA B OOHON KOMMNbIOTEPHOM cpeae, 3TO MOXKET
cTaTb MPUYNHOW HENpeaHaMepPEeHHbIX U3MEeHEHUIA NporpaMMHoro obecrnedeHus n nHpopmaunn. PasgeneHue
cpeq pa3paboTKu, TECTUPOBAHUS U 3KCNNyaTaLum ABNSIeTCH, criefoBaTernbHO, LenecoodbpasHbiM ANl YMEHb-
LLIEHWS pUCKa CNYyYanHOro USMEHEHUS NN HeaBTOPU3OBAaHHOIO A0CTYNA K NporpaMmmMHoMy obecneveHuto n bms-
Hec-AdaHHbLIM cpeabl NPOMBILLNIEHHOW 3KennyaTauun. Heobxoanmo paccMmaTpuBaTh crneayrowme MeponpusaTums
Nno ynpasneHuno MHgpopmMmalnoHHON 6e30NacHOCTLIO:

- [MPpOorpaMmMmHoOEe obecneveHne ans pa3pa60T|<|/| N SKCIMIyaTtal A, Mo BO3SMOXHOCTA, AOJIXKHO pa6OTaTb Ha
Pa3JIMHHBIX KOMIBHOTEPHbLIX NMPpoUeCCopax U B Pa3JIMHHBIX AOMEHaX NI ANPEKTOPUAX;

- JeNCTBUA No paspaboTke U TeCTUPOBAHUIC AOIXKHbI ObiTb pasaeneHbl, HACKONbKO 3TO BO3MOXHO;

- KOMNUNATOPLI, peaakTopbl N ApYyrne CUCTEMHbIE YTUNNTLI He ACIKHbI ObITb 4OCTYMNHbLI B ONepauuoHHON
cpene be3 KpanHen HeobxoaUMMOCTN;

- YTOObI YMEHbLUNTL PUCK OLUUBOK, AN onepaunOHHbIX U TECTOBLIX CUCTEM AOITKHbBI UCMONb30BaTbLCH
pa3nun4uHbIe NpoLeaypbl peructpaunm (BXxoaa B cuctemy). lNMonb3oBatensam cnegyeTt pekoMeHaoBaTb NpUMeHe-
HUEe pa3nUYHLIX Naponen Anst 3TUX CUCTEM, a B UX 3KPaHHLIX MEHI0 AOTKHbI NOKa3biBaTbCA COOTBETCTBYIOLLME
naeHTUdnKauMoHHbIe COOBLLIEHNS;

- pa3paboTUnKM MOryT MMeTb JOCTYMN K NapofiiM CUCTEM OnepaLuoHHON cpedbl TOMbKO B TOM crny4ae,
ecnuv BHegpeHbl crieyanbHble MeponpuaTma No nopsaaky npeaocTaBneHns naponen anga noaaepXkn cpeabl
MPOMBILLNEHHON 3KcnnyaTauun. 3T Mepbl A0MKHBI obecnevymBaTb CMeHy naponen nocne Ucrnofb3oBaHus.

8.1.6 YnpaBneHue cpegctBamMmu o6paboTkm uHcpopmMaLmMm CTOPOHHUMU NUL.AMU U/ UMK OpraHu3a-
LUAMN

Mcnonb3oBaHUe CTOPOHHMX NOAPAAYNKOB AN yripaBneHuns cpeactsamm odpadboTkn MHpopMaLLMm sIBNSI-
eTCH NoTeHUManbHOW yrpo3on Ansd 06e30nacHOCTU, MOCKOMNbKY BO3HWKAET BO3MOXHOCTb KOMMNPOMETAaL NN,
NOBPEXAEHUS N NOTEPU AaHHBIX B OpraHusauumn nogpsaaduka. Takue puckn AomKkHbI ObiTb MAEHTURULIMPOBA-
Hbl 3apaHee, a COOTBETCTBYHOLLME MEPONPUATUSA NO YNpaBneHno MHPOopMaLMOHHON De30MaCHOCTbLIO COrnaco-
BaHbl C NOAPAOYMNKOM U BKIHOYEHbI B KOHTPAKT (4.2.2 M 4.3 B OTHOLUEHNU PYKOBOACTB MO KOHTpaKTamM Cc TpeTbeu
CTOPOHON, NpeaycMaTpuBatoLL X 4OCTYN K cpeacTBam obpaboTk nHdopmaLmm opraHusaummm n B OTHOLLEHUI
KOHTPAaKTOB MO ayTCOPCUHTY).

B 311X ycnoBuax TpebyeTca pelueHne cnevumanbHbIX BONPOCOB:

- WAEHTUMhMKaLUA BaXKHbIX UMW KPUTUYECKNX BU3HEC-NIPUITOKEHNI, KOTOPLIE Ny4lle OCTaBUTb B OpraHu-
3aLun;

- Nony4veHne ogobpeHnsa BnagenbLeB KOMMepYecKMxX On3HeC-NMPpUNoXeHUn;

- OLleHKa BNUAHMA Ha nnaHbl obecnevyeHnsa HenpepbIBHOCTN BU3Heca;

- onpegenexHne nepevyHs ctTaHaapToB 6€e30nacHOCTU, KOTopble ACJTKHbBI ObIThb BKIHOYEHbI B KOHTPAaKThI, U
npoueayp NpoBeEPKM BbIMOIHEHUSA UX TPeBOBaHWNA;

- pacnpegeneHmne KOHKpPEeTHbIX 0bsA3zaHHOCTEN 1 Npoueayp ang spPeKTUBHOIO MOHUTOPUHIa BCEX NPU-
MEeHSIeEMbIX BUAOB AeATEeNbHOCTA, CBA3aHHbIX ¢ MHOPMaLMOHHON Be30MacHOCTLIO;

- onpeaeneHne obasaHHOCTEN K NpoLeayp B OTHOLUEHUN MHPOPMUPOBAHUSA N yNpaBneHns npoLeccami
nuksmaauum nocneacTBUnN MHUMAEHTOB HapyLeHUa nHopMaunoHHoW besonacHocTu (8.1.3).

8.2 NnaHMpoBaHUe Harpy3ku U NpueMKa cMCcTem
Llenb: cBegeHne K MUHUMYMY pUcka cboeB B paboTe CUCTEM.
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[ns obecneveHUs 4OCTYNHOCTU AaHHbIX, TPebyeMon NPON3BOANTENTBHOCTU N PECYPCOB CUCTEM HEODXO-
ONMO NPOBECTU nNpeaBapuTernibHoe NnaHUpoBaHMe U NOArOTOBKY.

[1ns1 CHUXKEHUSA pUCKa Neperpyskm cMcTemMm HeobXoaMmMo NPOBOANTb aHaNM3 nNpeanoaraeMon ee HarpysKu.

TpeboBaHUA K akcnnyaTaunumn HOBLIX CUCTEM AOIKHbLI ObITh OnpeaeneHbl, A0OKYMeHTanbHO 0POpMIIEHLI U
NPOTECTUPOBaHLI Nepen NX NPUeMKon U NCNorb3oBaHUEM.

8.2.1 llnaHupoBaHne NPon3BOAUTENBHOCTHU

[nsa obecnevyeHnst HeObXOAUMbIX MOLLIHOCTEN NO 0OpPaboTKe U XpaHeHnto UHopMaLMKM HeEODXOOAUM aHa-
N3 TeKYLKX TpebOoBaHMN K NPOU3BOANTENBHOCTU, a TakKe NMPorHos byaywmx. 3T NPOrHo3bl ACHKHbI YYUTHI-
BaTb HOBble PYHKUMOHANBHLIE U CUCTEMHBbIE TPEDOBAHUS, a TaKkKe TeKkyLlmne nnaHbl U NePCnekTUBHbIE NMNaHbl
Pa3BUTUA MHPOPMALNOHHBLIX TEXHONOTMIN B OpraHnsaLun.

ManHppermbl TpebyoT 0coboro BHUMaHUA BCNeacTBUe 3HAYUTENbHbIX PUHAHCOBLIX U BPEMEHHbIX
3aTpaT Ha nNOBbllWeHWe UX npousBoauTenbHOCTU. PykoBoguTenu, oTBevarwlluMe 3a npenocTaBneHue
M3UHMPPEUMOBBIX YCNYr, A0IMKHbI NPOBOAUTE MOHUTOPUHT 3arpy3Kn KIo4YeBbIX CUCTEMHBIX PECYPCOB, B TOM
Yymncre nNpoLeccopoB, onepaTUBHOU U BHeLLUHeW NaMaTn, NPUHTEPOB U APYrMX YCTPOUCTB BbIBOAA, a TakXke CUC-
TeM CBA3U. DTU PYKOBOAUTENN AOMKHbLI onpeaensTb obLwme NnoTpedHOCTU U TEHAEHLUNN B UCNONB30BaHUN KOM-
NMbOTEPHLIX PECYPCOB, YTO 0CODEHHO BaXKHO ANS NoaaepXkn OU3HeC-NpUnoXkeHnin Unm cuctem ynpasneHus
0N pyKoBOACTRA.

PykoBognTensam cneagyeT UCNomb3oBaTh 3Ty MHPOPMaLUIO C Lienbio naeHTUdmnKkaunmn/m3dexxaHnus noTeH-
LiManbHO Y3KMUX MECT, NMpeacTaBnsiloLLMX Yyrpo3y 6e30nacHOCTU CUCTEMBI UMK NMONb30BaTENIbCKUM CEPBUCAM, a
TaKkKe C Uenbi NNaHUpPOBaHUS COOTBETCTBYKOLWMX MEPONnpUATUA no obecneyeHuo UHGPOPMaLMOHHOW
De30nacHOCT!.

8.2.2 lpuemka cuctem

[lepea npuemMkon cuctemM gomkHbl ObIThL onpeaeneHbl KpUTEPUU NPUEMKU HOBLIX MHOPMaLMOHHBIX CUC-
TEeM, HOBbIX BEPCUIN N OOHOBMEHUN, a TaKXKe AOMKHO NPOBOANTLCA HECDX0aMMOoe NX TECTUpOBaHUE. TpeboBa-
HAS N KPpUTEpUM AONS NPUHATUSA HOBBLIX CUCTEM [OOMKHbI ObITb 4YeTKO onpedeneHbl, CornacoBaHbl,
OOKYMeHTanbHO odpopMneHbl U onpoboBaHbl. B 3TUX Uensx Heobxoanmo npegycMmaTpuBaTtb cneayrowme
MEPONPUATUA Mo ynpaBneHuto MHpopMauMoHHOW Be30NacHOCTLIO!

- OLUeHKa BbINONMHEHUA TpedboBaHUA K MOLLHOCTU U NPOU3BOANUTENBHOCTM KOMMNbLIOTEPA;

- onpeaeneHue npoLeayp BOCCTAaHOBNEHUSA Nocne cboeB U NOBTOPHOIO 3anycka, a Takke popmMUpoBa-
H1e nNnaHoB obecnevyeHna HenpepbiBHOW paboThl;

- NIOArOTOBKA U TECTUPOBaHME TUMOBLIX onepaLMUOHHBLIX NMPOLIeCCOB Ha COOTBETCTBUE onpeaeneHHbIM
cTaHgapTaMm,;

- Hann4ne HeodbXxoaMMoro Habopa cpeacTB KOHTPpOoNA MHPOPMaLMOHHOW BEe30MNacHOCTH;

- paspaboTka 3hdheKTUBHBIX PYKOBOACTB NO Npoueaypam;

- obecneveHne HenpepbIBHOCTN DM3HECA B COOTBETCTBUK ¢ TpeboBaHnamn 11.1;

- obs13aTenbHas npoBepka OTCYTCTBUA HEDNAroNnpPUATHOIO BIMUSAHUSI HOBBLIX CUCTEM Ha CYLLIECTBYIOLLMNE,
0CODEHHO BO BpeMsA MakCUManbHLIX HArpy30oK, HanpuMep, B KOHLLe Mecaua;

- KOHTPOINb NPOBeAEHUA aHanmsa BNUAHUSA, OKasbiBAEMOIo HOBOW CUCTEMOUN HA 0OLLYHO MHAPOPMAaLUOH-
Hyt0 6e30nacHOCTb opraHnU3aLUnm;

- opraHusauunsa npodpeccuoHanesHOW NOAroTOBKMA NepcoHana K skeniyartauum M UCnoNb3oBaHUIO HOBbIX
CUCTEM.

[na koHcynbTauum Ha Bcex aTanax paspaboTKkn HOBbLIX CUCTEM AOIMKHbI NPUBNEKATLCA CNYXObI noaaep-
XKW (aKcnnyaTauun) U NoNb3oBaTenun ¢ Lenbio obecnevyeHna spPeKTUBHOM SKCnnyaTauun npoekTupyemomn
cucTemel. [1pn 3TOM AOMKHBI NPOBOAUTLCHA COOTBETCTBYIOLLME TECThI ANA NOATBEPXXAEHUA TOro, UTO BCE KpUTe-
PUN NPUEMKN YOOBNETBOPEHBLI NONMHOCTLIO.

8.3 3awuTta oT BpeAOHOCHOro nporpaMMHoro obecneyeHus

Llenb: obecneveHne 3alUThl LLEMTOCTHOCTU NporpaMmmMHoro obecnevyeHmnsa 1 MaccmMBoB UHpopMaL Un.

Heobxoanmo npuHMMaThb Mepbl NpeacTBpaLleHUst 1 0bHapyXXeHUsa BHeAPEeHUSA BPeJOHOCHOIO Nnporpam-
MHOIo obecrneyeHuns.

[TporpammHoe obecneveHne ncpeacTea obpaboTkn HpopMaLn ysI3BUMbI K BHEAPEHUIO BPEOHOCHOIO
MpPOrpamMMHoOro obecnevyeHunsl, Takoro Kak KOMMbHOTEPHbIE BUPYCHI, CETEBLIE «YEPBUY», «TPOSIHCKUE KOHM»
(10.5.4) n norndyeckme 60oMOLI. [oNb3oBaTenn ACMKHBI ObITb OCBEAOMIIEHbl 00 OMacHOCTU UCMNONIb30BAHMUS
HEeaBTOPMU3OBAHHOIC UM BPeAOHOCHOro NporpaMmmMmHoro obecrneyeHust, a COOTBETCTBYIOLLIME PYKOBOONTENN
OOJKHBI 0becnevnTb BHeApeHMe cneunanbHbIX CPeacTB KOHTPOMS C Lenbio 0bHapyXeHUs U/Unn npeaoTepa-
LLIeHNA NPOHMKHOBEHUSA NoaobHbIX nporpaMmm. B 4acTHOCTWU, BaXKHO MPUHATUAE Mep NPeaoCTOPOXKHOCTU C
Lenbto obHapyXeHust W1 npeaoTBpalleHUsl 3apakeHUs KOMMbIOTEPHLIMKA BUPYCaMU NepCOHanbHbIX
KOMMNbIOTEPOB.
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8.3.1 Meponpuatua no ynpasneHno UHdpopmaumoHHON be3onacHOCTbIO A4NA 60pbLOLI ¢ Bpeao-
HOCHbLIM NporpaMmMHbIM obecnevyeHnem

C uenblo obHapyXeHUsa 1 npeaoTBpaWleHUa NPOHNKHOBEHWUS BPpedOHOCHOMo nNporpaMmmMHoro obecneve-
HUA HeCOXoAMMO NNaHUPOBaHNE N peann3aung MeponpuaTUA No ynpaBneHno MHpopMauMoHHOW Besonac-
HOCTbIO, a Takke dopMUpOBaHME npoueayp, obecnevmBaroWMX COOTBETCTBYIOLWYIO OCBEAOMIMEHHOCTbL
nonb3oBartenen. 3awmra oT BpeaoHOCHOro nporpaMMHoro obecne4vyeHnst 4omKHa OCHOBBLIBATLCS HA NMOHUMA-
HAW TpeboBaHNMN DEe30MNacHOCTU, COOTBETCTBYIOLWMNX Mepax KOHTPOMNA AOCTYNa K CMCTEMaM W Haane)Xalem
ynpaBneHnn unsaMeHeHmssMu. Heobxoaumo paccmaTpuBaTh cneayrolne MeponpuatTrua nNo yrnpaslieHUIo
MHOPMaLNOHHON BEe30MacHOCTbLIO!

- AOKYMEHTUPOBAHHYIO NMONMUTUKY, TpebyloLwyto cobntogeHns NMLUEH3UOHHBLIX CornalleHniA 1 ycTaHaBn-
BalOLLYIO 3anpeT Ha UCMONb3oBaHWUE HEaBTOPU3OBAHHOIO nporpaMmmMmHoro obecnevennsa (12.1.2.2);

- AOKYMEHTUPOBaHHYO MONMUTUKY 3aLLNThI OT PUCKOB, CBA3AHHbLIX C NONyyYeHneM anoB U NporpamMmmMmHo-
ro obecnevyeHunst U3 BHeELWHUX CETEN, Yepes BHELLHME ceTU Unn n3 nrobon apyron cpeabl. B aTon nonutmnke Aon-
)XHO coaepXaTbCs yKkasaHue 0 HeobXoauMoCcTU NPUHATUA 3alUTHBIX Mep (10.5, 10.5.4, 10.5.5);

- YCTaAHOBKY U perynsipHoe obHOBNeHNe aHTUBUPYCHOMO NporpamMmmMmHore obecneveHunst Ans coHapyXeHus
N CKAHUPOBaHUA KOMMNbIOTEPOB N HOCUTENEW MHPOPpMaLUK, 3anycKkaeMoro B cnyvyae HeobXoanMMOCTU B Kavec-
TBEe NMPEeBeHTUBHOU Mepbl UMM PYTUHHOW npoLeaypbl;

- MpPOBeaAeHne perynspHbIX MHBEHTapKU3aL M NporpaMmmMHoOro obecnevyeHnsa U gaHHbIX CUCTEM, Noaaep-
XXUBAKOLWNX KpUTUYeckne busHec-npoueccel. Heobxognma takke doopmanmsoBaHHasa npoueaypa no paccne-
OOBaAHWUIC NPUYUH NOSIBNEHUS NMHODOBLIX HEABTOPU3OBAHHbLIX UMW M3MEHEHHBbIX banfoB B CUCTEME;

- NPOBEPKY BCexX paNoB Ha HOCUTENAX MHpopMaL MM COMHUTENBLHOIO MNM HEABTOPWU30OBAHHOIO NPOUC-
XOXOeHUsS N annoBs, NoNy4YeHHbIX N3 00LLea0CTYNHBIX CeTEN, Ha HaNMU4ne BUPYCOB nepea paboTon ¢ 3TUMK
dannamu;

- MPOBEPKY NMOOLIX BNOXEHWUA 3NEKTPOHHOW NOYTHI U CKavyMBaeMon MHopMaLuM Ha Hann4ne BpeaoHOC-
HOrO NporpamMMHoro obecnevyeHnsa 4o UX UCNoNb3OBaHUAS.

OTanpoBepKa MOXeT ObITb BbINMOMHEHA B pa3HbIX TOUYKaX, HANpuUMep, Ha 3NeKTPOHHOW NoYTe, NepcoHalb-
HbIX KOMMbOTEPax U1 npu BXoae B CeTb OpraHmnsaLnun;

- yrpaBneH4eckue npoueaypbl U 00S13aHHOCTU, CBSI3aHHbIE C 3aLLUTON OT BUPYCOB, 0Oy4YeHUe NpuMeHe-
HUAKO 3TUX NpoLLeayp, a Takke BONPOCh! ONOBELIeHNA N BOCCTAHOBMNEHNSA Nocne BUPYCHBbIX aTak (6.3, 8.1.3);

- COOTBETCTBYIOLLME NMaHbl No obecnevyeHunto HenpepbiBHOCTU BM3HECA B HaCcTW BOCCTAHOBEHUS NOCe
BUPYCHbIX aTak, BKNtoYasa Bce Heobxoammble MEPONPUATUA NO pe3epBUPOBAHNIO U BOCCTAHOBIEHUIO AaHHbIX U
nporpamMmmHoro obecnevenuns (pasgen 11);

- Npoueaypbl NO KOHTPONMO BCEU UHPOPMaLIMK, Kacatolencsl BpeaoHOCHOTo NporpaMMHoOro obecneve-
HUR, obecnevyeHne TOYHOCTU N MHQPOPMATUBHOCTU NpeaynpeanTenbHbIX coobweHUA. [nsa onpegeneHuns pas-
NnU4na Mmexay noXXHbIMM U peanbHbIMM BUPYCaMUM O0JTKHBI UCMONMBb30BaTLCA NpodeccuoHanbHble UCTOUHUKMA,
HanpuMmep, pecnekrtabenbHble XXypHansbl, 3acnyXuBaroLwme AoBepnst UHTEPHET-CanTbl UM NOCTaBLLUKA aHTK-
BUPYCHOIo nporpaMmmHoro obecnevenums. NepcoHan gomkeH ObITb 0CBeAOMINEH O NpobnemMe NOXKHbLIX BUPYCOB
N AeUCTBUAX NPU UX NONYyYEHUH.

OTU MeponpuaTUS 0COBEHHO BaXXHbI B OTHOLLEHUN CeTeBbIX pauNoBLIX CepBEPOB, 0OCNYXUBAIOLLINX
bonbLIoe KONMYecTBO pabounx cTaHLUUN.

8.4 BcnomorarternbHble onepauuu

Llenb: noaaepXxaHue LEeNOCTHOCTU U AOCTYMNHOCTU ycnyr No obpadboTke MHQOopMaLMN N CBA3MN.

B COOTBETCTBUU C YTBEPXKAEHHOW cTpaTerMen OOMKHbI yCTaHaBNMMBATLCA peryndpHble npoueaypol
pe3epBUPOBaHUA NPUKNagHoro nporpammHoro obecneveHnda (11.1), dopMmnpoBaHMA KONMUKA OaHHbIX U TECTU-
POBaAHUA, UX CBOEBPEMEHHOIO BOCCTAHOBMNEHUSA, perncTpas,mm codbiTUin 1 OLIMDOK U, rae HeobXoanMO, MOHN-
TOPUHIa COCTOAHUA annapaTHbIX CPeaCTB.

8.4.1 PesepBupoBaHue MHopmMmaLmu

Pe3epBHOE KOMUPOBAHWE Ba)XHOW CNYXebHOW UHopMaLnm 1 NporpaMmmMHoOro cbecneveHnss OomkKHO
BbIMONHATLCS Ha perynsipHon ocHoBe. CneayeT obecneunBaTh agekBaTHbIE CpeACTBa pe3epPBUPOBaAHUS OIS
obecrnevyeHns yBepeHHOCTU B TOM, YTO BCH BaXKHasd Aenosas MHpopMaLns 1 nporpammHoe obecrnevyeHme CMo-
r'yT ObITb BOCCTaAHOBMNEHLI Nocne 6eacTBUA U coos 0bopyaoBaHus. Meponpustiusa No pesepBUPOBaHUIO ONS
KaXkaoW OTAENbHOW CUCTEMBI AOIKHBI PETYNSIPHO TECTUPOBATLCH AN 0becneyYeHnsa yBepeHHOCTU B TOM, YTO
OHW YyOOBNETBOPSAOT TpeboBaHUAM NNaHOB Mo obecrneyeHnto HenpepbIBHOCTN busHeca (pasgen 11). B stux
criyyasix LenecoobpasHOo MNPUMEHATb creaylolime MeponpusiTua no  ynpasleHUo WHGPOPpMaLMOHHON
0e30nacHOCTLIO:

- MMUHUMarbHO HEOBXoAMMBbIN 0OBEM pe3epBHON MHOPMAaLUNA, BMECTe C TOYHbIMW U MOSTHbIMWN Pernc-
TPaLUWUOHHBIMK 3anUCAMM NO COAePXKaHUIO pe3epPBHBLIX KOMUKN, a Takke AoKYMeHTauua No npoueaypam BoccTa-
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HOBMNEHNUS BO n3bexaHne noboro NoBpeXxgeHnUsa oT CTUXUUHBIX DeACTBUN AOITKHbI XPaHUTbLCS B 4OCTAaTOYHO
oTaganeHHOM MecTe OT OCHOBHOTIo 3gaHus. ['lo kpanHe Mepe TPU NoKOoNeHUs (LUKna) pes3epBHON MHopMaL UK
OOIMKHBI BbITb COXpPaHeHbl AN BaXXHbIX DU3HEC-NPUNoXXeHUi:

- pe3epBHasi UHGopMaLUa AomKHa ObITb obecrneveHa rapaHTUpoOBaHHBIM YPOBHEM PU3NYECKON 3aLLMTI
1N 3aLlUTLI OT BO3AEUCTBUN OKpyKatoLllen cpeabl (pasaen /) B COOTBETCTBUM C YpOBHEM 6DE30MacHOCTM B OCHOB-
HOM 3aaHMN. MeponpuUaTUd, NpUMeHsieMble K 0O0pyaoBaHUIO B OCHOBHOM 3aHUKU, AOMKHBLI PACNPOCTPaHSATLCH
Ha pe3epBHbIN MYHKT;

- pe3epBHOe 0bopyacBaHWE OOMKHO pPerynsapHo noaBepraTtbCca TEeCTUPOBaHWUIO ANs obecnevyeHns yBe-
PEHHOCTM B TOM, YTO B Cly4vae BO3HUKHOBEHNAYPE3BbIYaUHbIX CUTYaLU M Ha ero padboTy MOXHO MONMOXUTLCH;

- MpoLeaypbl BOCCTAHOBMNEHUA cneayeT perynspHo akTyanmsnpoBaTth U TECTUPOBaTL ANs obecnevyeHUs
YBEPEHHOCTU B UX 3P PEKTUBHOCTU, a TAKKE B TOM, YTO AN BbINONMHEHUA 3TUX Npoueayp notpedyeTcAa He 60nb-
LLle BpeMeHW, YeM onpeaeneHo onepaunMoHHbBIMU NpoLeaypamMy BOCCTaHOBNEHUS.

Cneayet onpeaenartb Nepnoabl XpaHeHUs BaXKHOW CNYXKeOHOM MHpOpMaLUK, a TakKe yYUThIBaTh TPebOo-
BaHWNA K apXUBHBLIM KOMMAM O0NroBpeMeHHOoro XxpaHeHus (12.1.3).

8.4.2 XypHanbl geuCTBUU onepaTopa

OnepaTopbl ACMKHBI BECTU XXYPHarn, B KOTOPOM cneayeT PUKCMpoBaThb:

- BpeMsi Hadana v 3aBeplieHnst paboTbl CUCTEMBI;

- OLLUNOKM CUCTEMBI N NPEeaNPUHATBIE KOPPEKTUPYIOLLIME OENCTBUS;

- noATBepPXKAeHNe NnpaBurbHOWU 0BpaboTKM AaHHBIX PanNoOB U BbIXOAHLIX AaHHbLIX KOMMbIOTEPA;

- NYHBbIE AaHHblIe (HanpumMep, aMmmnnma, AOIMKHOCTL ) NpoU3BoasALLEro sanMcu B XKypHan cneunanmcra.

JKypHanb! onepartopa A40KHbI ObITh NpeaMeTOM NMOCTOSAHHBIX HE3aBUCUMBIX NPOBEPOK HA COOTBETCTBUE
TpeboBaHNAM OnepaLnuoHHBIX NpoLeayp.

8.4.3 Peructpauunga owmnodok

06 owunbkax HeobxoaAMMo AoKNaAbIBaTbh U NPUHUMATL KOPPEKTUpYoLWMe AeNCTBUA B COOTBETCTBUM C
YCTAHOBNEHHbIM NopsaakoM. Heobxoanmo pernctpupoBaTh coobLLeHUs Nonb3oBaTenein 0b olnbdKax, CBsI3aH-
HbIX ¢ 0B6paboTKon MHPOPMaLMN UNN CUCTEMaMK CBA3N. [JOMKHbI CYLLIECTBOBAaTL YeTKne npaBuna obpaboTku
OONYyLEeHHbIX olMOOoK, BKNoYvatoLue:

- aHanM3 oMb oK Anst obecrneyYeHnUsa yBEPEHHOCTM B TOM, YTO OHM ObIN yOOBNETBOPUTENbHBEIM 0Dpa3om
YCTPaHeH:I;

- aHanM3 NPeanpUHATBIX KOPPEKTMPYIOLWNX Mep, obecnevunBaroLLMX YBEPEHHOCTb B TOM, YTO MEPONPUS-
TUS NO ynpaBneHnto MHPOPMaLMOHHON DE30NaCHOCTLIO HE DbINM CKOMNPOMETUPOBAaHbI (HapyLUeHbl) U npea-
MPUHATBLIE AENCTBUSA HaaNeXxalwmm odbpasom aBTOPU3OBaHbI.

8.5 YnpaBneHue ceTeBbIMU pecypcamMu

Llenb: obecnevyeHne Be3zonacHOCTU MHGOPMAaL MK B CETHAX 1 3aLlLUTLI NoaaepX1usaroLen MHPPacTpyK-

TYpHI.
YnpaBneHne 6e30nacHOCTbIO CeTEN, KOTOPbIE MOTYT ObITb pacnonoXeHsl 3a npegeniaMn rpaHunL, opraHim-

3auun, TpedbyeT BHUMaHUS.

[dononHuTenbHble MeponpuaATUS No ynpaBneHuo UHpopMaunoHHOW ©6e30NacHOCTbO MOTYT TaKxke
noTpeboBaTbCAa AN 3aLWUThI BaXKHbIX JaHHLIX, NepejaBaeMblX Yepes obLeaoCcTynHbIe CeTH.

8.5.1 CpencrBa KOHTpPONA ceTeBbLIX PeCypCcoB

[Ons obecneveHust Tpebyemoro ypoBHSA 6€30MacHOCTU KOMMbIOTEPHBIX CETEN N €0 NOAAEPKKN TPebyeT-
CHA KOMMIEKC CPeaAcTB KOHTpONSA. PyKoBoOMTENU, OTBeYaOLWME 3a NOAOEPXKKY CETEBbIX PeCcypCoB, AOIKHbI
obecrneynBaTh BHeApPEHNE CpeACTB KOHTPONA 6e30NacHOCTU AaHHbIX B CETSIX M 3aLLUTY NOAKMHOYEHHBIX CEPBU-
COB OT HEABTOPU3OBAHHOIo AocTyna. B YacTHOCTU, HEODXOANMO paccMaTpuBaTh crnegyolme Mepsl U cpea-
CTBa ynpasneHus nHpopmMaLnoHHOU DEe30NaCHOCTLIO!

- cneayet pacnpeaenaTb OTBETCTBEHHOCTL 3a NoAaepKaHne CeTEBbLIX PECYPCOB M KOMMbIOTEPHBLIX OMne-
pauun (8.1.4);

- cneayeT ycTaHaBnuMBaTh npoueaypbl 1 00s13aHHOCTU MO ynpaBneHnio yaaneHHbIM 0bopyaoBaHMNeM,
BKMtovas obopyaoBaHue, yCTaHOBMEHHOE Y KOHEYHbIX MoNb30oBaTeNen;

- ecnn HeobxoauMo, crneuuanbHble CpeacTBa KOHTPONA crneayeT BHeApATb AN obecneveHns KoHgn-
OEeHLUWanbHOCTU N LENOCTHOCTU AaHHbIX, MPOXOoAALMX Mo obLea0CTYNHBIM CETSIM, a TakKe ANns 3aLmThl Noa-
KnMoYveHHbIX cuctem (9.4 1 10.3). MoryT Takke noTpedboBaTbCs cneuunanbHble cpedcTBa KOHTPONA ONS
oaaepXkaHnsa OCTYNMHOCTU CETEBbBIX CEPBEPOB N pabovnx CTaHLUUN;

- NEeACTBUSA NO ynNpaBfeHnio HeobxoanMmMo TaTelbHO COM3MEPSTL Kak ¢ TpeboBaHUSIMU K CeEpBUCAM OT
busHeca, Tak U c odLMMKN TpeboBaHUAMK K 0obecneveHUto 6e3onacHoOCTU MHPaACTPYKTYPbl 06paboTKn MHGOP-
MaLLnn.
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8.6 be3zonacHoOCTbL HOcUTenen MHopmMmaLun

Llenb: npeaoTtBpalleHne NoBpeXaeHUNn akTUBOB U NpepbiBaHUN busHec-npoueccoB. cnonb3oBaHmne
HocuTenen MHopMaLnn AOIMKHO KOHTPONMMPOBATbLCS, a TakKKe A0mKHa obecnevnBaTbhCcs UX rsmndeckast beso-
MacHOCTb.

LomkHbl ObITh OnpeaeneHbl COOTBETCTBYOLWME NpoLeaypbl 3alnUThl AOKYMEHTOB, KOMMbHOTEPHBLIX HOCK-
Teneun nHpopmauunm (NeHT, ANCKOB, KacceT), AaHHbIX BBOAA/BbIBOAA U CUCTEMHOWN AOKYMEHTAaLMMN OT NOBPEXK-
OeHWn, BOPOBCTBA U HEMpPaBOMOYHOIo AocTyna.

8.6.1 Ucnonb3oBaHUe CMeHHbIX HOCUTENEU KOMNbIOTEPHOU UHpOPMaLUN

[lomkHbI cyllecTBOBaTh NpoLeaypbl Mo MCNOMb30BaHUO CMEHHBIX HOCUTeNen KOMMbTepHOW MHpopMa-
LUK (NEeHT, AUCKOB, KACCeT, a TakKe NevyaTHbIX 0TY4ETOB). B 3aTUX cnyvyasax HeobxoaMmo paccMmaTpuBaTth cneayto-
LLIe MepPONnpPUATUAA No ynpaBneHno MHpopmMaLnoHHOW 6e30NacHOCTbIO:

- eCn HoCUTEN NHoPMaLIUM MHOTOKPaTHOTO UCNONbL30BaHUA DONMbLIE He TPeDYIOTCA U NepenarnTCs 3a
npeaensl opraHnsaumn, To UX CoOAePXKXUMMOe AOMKHO ObITb YHUYTOXEHO;

- B OTHOLUEHUN BCEX YHUYTOXKAEMbIX HOCUTENen MHpopMaL M AOIMKHO ObITb MPUHSITO COOTBETCTBYOLLEE
pelleHne, a Takke gomkHa ObITb caenaHa 3anucb B perucTpaLMoHHOM XXypHane, KOTopbli crneayeT XpaHUTb
(8.7.2);

- BCe HocuTenun nHpopmMmauum cneayeT XpaHUTb B HaAeXXHOM, 6e30MNacHOM MEeCTe B COOTBETCTBUU C Tpe-
DOBaHUAMU UIFOTOBUTENEN.

Bce npoueaypbl aBTopM3aLUn A0MKHbI ObITh YETKO AOKYMEHTUPOBAHDI.

8.6.2 YTunuszauma Hocuteneun uHdgopmaumu

Hocutenn nHdopmaunm no OKOHYaHUKM NCNOMb3oBaHUS cneayeT HaaeKHo M be3onacHo yTUNM3npoBaTh.
BaxHaa nHdopMaLu st MOXKET NONAaCTb B PYKUA MOCTOPOHHUX NALL N3-3a HEDPEXKHOW YTUNU3aLLUN HOCUTENEN AaH-
HbIX. YTODObI CBECTU K MUHUMYMY TakoW PUCK, AOKHBI ObITb YCTaHOBNEHbI dopManM3oBaHHbIe NpoLeayphbl
Oe3onacHou ytunusaunm Hocutenen nHdopmauun. ns atoro HeodxoanMmo npegycMmatpuBaTth cneayrowme
MeponpUATUSA:

a) HocUTenu, coaepalwume BaXKHYHO UHoOpMaUUIo, creayeT XpaHUTb U YTUMU3UPOBAaTb HaOdeXHO U
Oe3onacHo (Hanpumep, NnocpeacTBOM CKUraHUA/M3MenbYeHns ). ECnn HocuTenu nnaHUpyeTca UCNONb30BaTh
B npeaenax opraHusauum gnsa apyriux sagad, 1o uHgopmMmauma Ha HUX AoMKHa ObiTb YHUYTOXEHA;

0) HUXKe npuBeaeH nepedveHb OOBLEKTOB, B OTHOLWIEHUM KOTOPbIX MOXET rnotpeboBaTbeca Hesonac-
Had yTUnusauuns:

1) ByMakHble AOKYMEHTHI;
) peyeBble UNKN gpyrue 3anmcu;
) KonupoBanbHaga bymara;
) BbIBOOAUMbIE OTYETHI;
)
)
)

O[HOpPAa30BbIe NMEeHTLI AN NMPUHTEPOB;
MarHUTHbIE NMEHTHI;
CMEeHHbIe ANCKU NN KacceThl;
) onTUYeckne HocUTenn gaHHbIX (Bce pasHOBMAOHOCTU, B TOM YUCIe HOCUTEN, codepXalliue npo-
rpaMmMHoe obecrneyeHne, nocTaBdemMoe NPonU3BOAUTENAMMN);
9) TeKCThl NporpamMmm;
10) TecToOBble gaHHbIE;
11) cucTeMHas AOKYMeHTaLUus;
B) MOXeT oKasaTbCH npolle nNpuH1uMaTb Mepbl 6e3onacHoOW yTMnmMsaumm B OTHOLLEHUM BCEX HOCUTE-
nen nHdgopmauunn, Yem nblTaTbCHA COPTUPOBATL HOCUTENM NO CTEMNEHWN BAXKHOCTW;
) MHOTMe opraHusaumu npegnararoT ycnyrm no coopy v ytunmsaumm bymarn, obopyaoBaHUS U
HocuTenennHgopmaumn. CnegyeT TwaTenbHO BbibUpaTh Nnoaxoasiero noapaaqmka c y4eToM UMERoLLIEroca y
Hero onbitTa U obecnevyeHns HeObXOAUMMOro YPOBHA MHOPMaLMOHHOW 6e30NacHOCTH;
) Mo BO3MOXHOCTWU crneayeT pernctpupoBaTb YTUNU3AUMIO BaXKHbIX OOBLEKTOB C LeNblo nocneayio-
Liero ayauTa.
[1lpn HakKonneHUn HocuTenen nHdpopMaunn, nogneXxawmx yTunusaumm, cnegyeTt npMHUMaTbL BO BHUMa-
HUe «3pdPeKT HaKoMNEeHUsA», TO eCTb BONbLLON 0OBEM OTKPLITON MHGOPMAaLMK MOXKET cAenaTh ee bonee Bax-
HOW.
8.6.3 lNpouenypbl 06padboTkun HcpopmaLunu
C uenbto obecnevyeHuns sawnTel MHQOPMaLMKA OT HEABTOPUIOBAHHOIO PACKPLITUSA MM HENPaBUNbLHOMO
NCMONb30BaHMNS HEODXOAMMO onpeaennTb npoueaypbl 00padboTKM N XpaHeHUa UHpopMaLnMn. STU NpoLeaypbl
OOJTDKHbI ObITh paspaboTaHbl C y4ETOM KaTeropnpoBaHusa nHdopmauunn (5.2), a Takke B OTHOLUEHNN AOKYMEH-
TOB, BbIYACITIUTENBHBIX CUCTEM, CETEN, MEPEHOCHLIX KOMMNbIOTEPOB, MODUIMBbHBLIX CPEACTB CBA3U, NOYTHI, peye-
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BOM NOYTHI, pe4eBOU CBSA3U BOOOLLE, MYyNbTUMEANUNHBIX YCTPOMUCTB, UCTMONb30BaHUNSA PaKCOB M NMHOOLIX APYrX
BaXKHbIX 0O BEKTOB, HANPUMeEpP, BNaHKOB, YEKOB U cHeTOB. HeobxoamMmMo UCNONb30BaTh cneayolne Meponpusi-
TUNA Mo ynpasneHnto MHdpopmMmauMoHHOW 6e3onacHoCThIo (5.2 n 8.7.2);

- 0bpaboTKy U MapKNpoBaHUe Bcex HocuTenem nHgpopmauunn (8.7.2a);
- orpaHn4eHna aocTtyna ¢ uenbto naeHTudukaumm HeaBToOpPM3OBaHHOIO NnepcoHana;
- obecneveHne opmMmanni3oBaHHOW perncTpaunm aBToOpn3oBaHHLIX NonyvyaTtenen aaHHbIX;

- obecnevyeHme yBepeHHOCTN B TOM, YTO AlaHHbIE BBOAA ABMSAOTCA NMONHLIMU, NpoLecc 0bpadboTKn 3aBep-
laeTca AOMKHBIM 0bpa3omM 1 nMeeTcs nogreepXXjeHue BbiBoda AaHHbIX;

- obecneveHune 3alnTLl HGOPMaLUKK, Haxoasalwenca B bydepe aaHHbIX U oXnaatouwlen BbiIBOAA B COOT-
BETCTBUU C Ba)XHOCTbIO 3TON MHpOPMaLNN;

- XpaHeHne Hocutenen nHpopmMaLunm B COOTBETCTBUN C TpebOBaAHNAMU N3TOTOBUTENEN;

- CBeleHMe paccChINTIKM AaHHbIX K MUHUMYMY;

- YeTKYHO MapKUPOBKY BCEX KOMWUW AaHHbIX, npeadnaraemMbiX BHUMaHUIO aBTOPU3OBaHHOMO nonyyartens;

- perynspHbiv NepecMoTp CNUCKOB PacChIfIKU U CMIACKOB aBTOPU3OBaHHLIX Nony4aTenen.

8.6.4 be3onacHOCTbL CUCTEMHOMU AO0KYMEHTaLuun

CucteMHasl AOKYMeHTaUusa MOXeT coaepXaTb onpeaeneHHyo BaXHyo MHopMauuio, Hanpumep, onu-
caHuA NpoLeccoB paboThl DU3HEC-NPUNOXEHUI, NpoLUeaypP, CTPYKTYP AaHHLIX, NpoLeccoB aBTopusaunm (9.1).
B 3TUX yCNnoBUSAX ¢ Lienbio 3aLlTbl CACTEMHOW AOKYMEHTAaLUK OT HEAaBTOPU3OBAHHOMO AOCTyNa HeobXoAUMO
NPUMEHATL cnegyrowmne MeponpuUaTUs:

- CACTEMHYIO AOKYMEHTAaLKUIO cneayeT XpaHUTb besonacHbiM 0bpasomMm;

- CMMNCOK NMAL,, UMeLWLKUX A0CTYN KCUCTEMHOW AOKYMEeHTauUuKn, cnegyeTt cBOAUTb K MUHUMYMY; AOCTYN A0N-
XeH ObITb aBTOPMU30OBaH BNagenbuem DU3HEeC-NpUNoOXeHns;

- CACTEMHYIO AOKYMEHTAaLUIo, NoNyyYeHHyo/nogaepXXmBaemyto 4yepes obLeaoCcTyrnHyo ceTb, cneayer
3aluaTtb Hagnexawmm obpasom.

8.7 O6MeH uHdopmaLuen N nporpaMMHbIM obecnevyeHuem

Llenb: npegoTepalleHue notepu, Mogndukaumm Un HernpasMnbHONO UCNONbL30BaHUA MHOPMaL MK
npyu obMeHe elo MeXxay opraHusaLlnusimu.

ObmeH nHdopmaLuuen 1 nporpaMmMHeiM cbecnevyeHnemM Mexay opraHmsaunamMmm aomkeH ObiTb NO4 KOH-
TPOJTIEM U COOTBETCTBOBAaTb ASUCTBYIOLLEMY 3akoHoAaTeNbCTRY (pasgen 12).

ObmeH nHpopmMaLmen oMmKeH NpoUCXoanTb Ha OCHOBE cornallueHu mexay opraHmusaunammn. Heobxo-
OMMO onpeaenunTs Npoueaypbl U MeponpusaTUa No 3amte HQopMaLum n Hocutenen npu nepeanave. Heobdxo-
OMO YUYMTbIBaTb NOCNEeaCcTBUA ANs AeATeNbHOCTU M 6e30nacHOCTU opraHusaunn, CBA3aHHbIe C 3NEKTPOHHBIM
0OMEeHOM JaHHbIX, 3NEKTPOHHOW TOProBNen 1 3NeKTPOHHOW NOYTOW, a Takke TpeboBaHUA K MEPONPUATUAM NO
ynpaBneHuo MHpopMaLMoHHOW Be30NacHOCTLHO.

8.7.1 CornaweHunsa no obmMeHy nHchopmMmayumen u nporpaMMHbIM obecnevyeHUeM

[Topsiaok obmMmeHa nHgpopmaumen n nporpaMmmHelM obecneveHnem (Kak anekTpoHHbIM CNOcobOoM, Tak U
BPYYHYIO) MexXxay opraHmsauusamMmm, BKoYad nepegavyy Ha XpaHeHune UCXoOHbIX TEKCTOB NPorpamMm TpeTben
CTOPOHe, O0MKeH ObITb CTPOro popmManmaoBaH U AOKYMeHTUpoBaH. TpeboBaHna 6e30nacHOCTU B NOAOOHbLIX
cornalleHUsIX A0MKHbI YYUThIBATb CTENEHb BaXXKHOCTU MHOPpMaLIUK, ABNAOLLENCS NpeaMeToM 0bMeHa. Heob-
XO0AUMO, YTODObI TpeboBaHUS Be30NacHOCTU B NOACOHLIX COrMalleHUaX yYUThiBanu:

- 0BA3aHHOCTU PYKOBOACTBA MO KOHTPOSO M YBEAOMIEHUIO O nepeaave, oTripaBke U nony4eHnmn nHpop-
MaLW;

- Mpoueaypbl AN yBeAoMIIEeHUS1 OTNpaBUTENa o rnepegayve, oTnpaBke 1 NonyvYeHnn MHopMaLni;

- MUHUMAanbHbIE TEXHUYECKME TpeboBaHMs No OPMUPOBaHUIC N NepeaaYve NakeToB AaHHbIX;

- TpebOoBaHUSA K KypbepCcKon cnyxbe;

- OTBETCTBEHHOCTb U 0bs3aTenbCcTBa B cry4vae notepu AaHHbIX;

- ICMOMb30BaHNE COrnacoBaHHOU CUCTEMBI MapKUPOBKW ANS BaXXHOU UK KPUTUYHOU UHpOpMaLLMK,
obecneynBaroLen yBepeHHOCTb B TOM, YTO 3HAYEHME STON MapPKMPOBKU ByaeT cpasy e NOHATHO U MHpopMa-
Lns1 byaeT COOTBETCTBEHHO 3alUMLLEHA;

- onpeaeneHne BnagensueB nMHopMaum 1 NporpaMMHoOro obecnevyeHus, a Takke obs13aHHOCTEN MO
3allMTe AaHHbIX, yYeT aBTOPCKUX NpaB Ha nporpaMmMHoe obecnevyeHne U aHanornyHbiX BonpocoB (12.1.2 n
12.1.4);

- TeXHU4Yeckue TpeboBaHUSA B OTHOLLEHUN 3arncn 1 CHUTbIBaHUA MHdopMaL MM 1 nporpamMmmHoro obecne-
YeHUs;
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- NtoBOble cneunanbHble cpeacTBa KOHTPROMS, KOTOPbIE MOTYT NOTPEebOoBaTLCH ANs1 3aLUUThI BaXKHbIX 00 bEK-
TOB, Hanpumep Kpuntorpadgpudyeckme knoum (10.3.5).

8.7.2 be3onacHoOCTb HocuUTeneun MHopMmaLum Npu nepecobinke

NHopmMaLna MOXKET ObITb MCKaXXeHa UNM CKOMNPOMETUPOBaHa BCNeCTBME HEaBTOPU3OBAHHOIO AOCTY-
na, HenpaBUbHOIo MCNONb30OBAHUA UM UCKaXKEeHUS BO BPeMS1 PU3NYECKOU TPAHCNOPTUPROBKNU, HAanNnpumep, rnpu
nepechlfike HocuTenem UHopMaLn Nno novTe unndepes kypbepa. [AAnga sawutel MTHQOPMaLWK, NepegaBaeMoi
MeXay opraHmsaumaMmmn, HeobXxoaumMo NPUMEHSTL cneayroline Mephbl:

a) cneayeT WUCNONb30BaTb HaOdeXHbIX NepeBO3YMKOB UMK KypbepoB. CMUCOK aBTOPU3OBAHHBLIX
KYPbEePOB HEODXOAMMO COrNacoBbIBaTbL C PYKOBOACTBOM, KPOME TOr0, crieiyeT BHEAPUTL Npoueaypy NpoBepKU
naeHTUPUKaLmm KypbepoB;

0) ynakoBka AofmkHa OblTb A0CTAaTOMHOM ANdA 3alnUThl COAEPXUMOro oT Nnoboro pusndeckoro
NOBPEXAEHUS, KOTOPOE MOXET UMETb MECTO NMPU TPaHCNOPTUPOBKE, MCOOTBETCTBOBATL TPEDOBAHUSAM U3MOTO-
BUTENen Hocuteneun MHgopmaLlmu;

B) crneuuanbHble cpeacTBa KOHTPONS crneayeT NMPpUMEeHsATb, NMpu HeobxoaMMOCTH, ANSl 3alUUThl BaX-
HOW MHpOpMaLUMK OT HeaBTOPUIOBAHHOIO packpbIiTUA N moandpukaunn. Hanpumep:

1) ncnonb3oBaHWe 3anepThbiX KOHTEUHEPOB;

2) NMUYHYIO AOCTaBKY;

3) MCNONb30OBaHUE YMNAKOBKU, KOTOPYIO HEMb3A HAPYLWWUTb HEe3aMeTHO (Ha KOTOpon BuaHa ntobasd
MNONbITKa BCKPbITUSA);

4) B UCKMIOUYUTENBHBIX CryvasaXx, pa3duBKy oTrpaBieHUs Ha HECKOMBbKO YacTeu, nepechifiaeMblX pas-
NMMYHBIMU MapLUpyTaMWU;

5) ucnonb3oBaHne U poBbIX Noanncen 1 WwndppoBaHUs Ansa obecnevyeHnsa KoHpUaeHUMaNbLHOCTU
(10.3).

8.7.3 be3onacHOCTb 3NeKTPOHHOU TOProBNU

B 3neKTpOoHHOW TOProBne MOryT UCMOMNb30BaTbLCS pasnMyHble cnocodbbl cOMeHa gaHHbIMK, Hanpumep, B
anekTpoHHoM Buae (EDI), Yeped aNeKTpOHHYHo MOYTY U TPaH3aKLUUKY B peXXmme OH-nanH Yepes ooLleaoCcTynHbIe
CeTn, BYaCTHOCTU, NIHTepHeT. QNeKTpOoHHAas TOProBnd NogBepXeHa paay CeTeBbIX Yrpo3, KOToOpble MOTyT NpKU-
BECTUK KpaXke, OCMapuUBaHUIO KOHTPAKTOB, a TakXKe pacKkpbITUIO U Moandnkaumnm nHgopmaunn. Ytobbl 3aLm-
TUTb 3NIEKTPOHHYIO TOProBMO OT TaKUX Yyrpo3, HeodXoAMmMo NPUMEHATb COOTBETCTBYIOLLME MEPONPUATUSA NO
ynpaBneHuo nHgopmaLnoHHon dbesonacHocTbo. [Ana obecneveHns 6€30NacHOCTU 3MEKTPOHHOW TOProBNu
HeobXxoaMMOo NpoaHannM3npoBaTh CTENEHb AOCTOBEPHOCTU M OOOCHOBAHHOCTM NpeAiaraeMblX NOCTaBLLMKAMMA
Mep obecneveHna nHpopmaunMoHHON Be30nacHOCTHU:

- ayTeHTUpnKayums. C Kakon CTENEHbIO KNMUEHTY U NpoaaBLy cnegyeTt NpoBepsATb MAEHTUUKAL MO APYT
apyra’?

- aBTOpPU3aLUusA. KTo ynonHoMoveH ycTaHaBNMBaTh LeHbl, noarotTasMBaTh UMM NOANUCEIBATL KMOYeBbIe
KOMMepYeckne AOKYMeHThI? Kakum obpasom 06 3ToM MoXeT ObITb NPOUHPOPMUPOBAH TOProBbIA NapTHEP?

- MPOLECChl BOTHOLIEHNN KOHTPAKTOB N TeHAepoB. Kakue TpeboBaHUA CYLLIECTBYHOT B OTHOLLIEHUU KOH K-
OeHUManbsHOCTU, LeNOCTHOCTU, NOATBEPXAEHUA OTNPAaBKMU U NONYYeHNA KIMHOYEBLIX AOKYMEHTOB, a Takke B
HEBO3MOXXHOCTWM OTKa3a OT COBepPLUEHHbIX cAenoK?

- UHpopMaLKMS o LieHaX. HackoNbKo MOXXHO AOBEPSATL pekname npanc-nMcToB U KoHpUAeHUNanbHOCTU B
OTHOLWIEHUN CYLLECTBEHHbLIX CKUOOK?

- 0bpaboTka 3aka3oB. Kak obecnevmnBatoTcsl KoHUAEHUMANbLHOCTL U LENOCTHOCTL AeTanen 3akasa,
YCINOBWUW oNnaThl U agpeca NocTaBKK, a TakKe NoaTBepXaeHWe npu ero nonyvyeHumn?

- KOHTPOSbHbIE NMPOoBepPKN. Kakasa cTeneHb KOHTPONS ABMAETCA 4OCTaTOUHOW, YTOObI MPOBEPUTL MHMPOP-
Mauuno o6 onnarte, NpeacTaBNeHHYIO KITMEHTOM?

- pacyeTbl. Kakaga dpopma onnaTtbl ABNAeTCA Hanbonee s3almeHHoNn oT MoLleHHn4YecTBa?

- ohopMIeHne 3aKkasoB. Kakas TpebyeTtcs 3awmTa, Ytobdbl 0becneynTb KOHPMAEHUMUANbHOCTb U LIENOCT-
HOCTb MHpOPMaL MK O 3aKasax, a TakKe nsbexaTtb noTepun Unn aAyonnmpoBaHns caenok?

- OTBETCTBEHHOCTb. KTO HECEeT OTBETCTBEHHOCTb 3a PUCK NMIOOLIX MOLLIEHHUYECKMX cAeNOK?

MHorme 13 BbILLEYNOMAHYTHIX NpodbnemMm MoryT ObiTb pelleHbl ¢ UCNONb3oBaHUEM KpunTorpadnyeckmx
METOA0B, N3NoXeHHbIX B 10.3, npn 3TOM Heobxoanmo obecnevynBaTb COOTBETCTBUE TPpeOOBaAHMSAM 3aKOHOOa-
TenbcTtBa (12.1, 12.1.6 OTHOCUTENLHO 3aKoHOAAaTEeNbCTBA B 0ONACTU KpUNTO3aLLNThI).

CornaweHusa mexay naptTHepamun B 0b6n1act SNeKTPOHHOW TOProBnv cneayeT conpoBoXaaTh AOKYMEH-
TarnbHO OPOPMMNEHHBIMN AOrOBOPaMU, KOTOPbIE YCTaHABMMBAKOT U AOKYMEHTalIbHO 0ROPMIIAI0T MeXay CTOPO-
HaMWU VYCIMOBUA 3aKMOYeHUst COenoK, BKAYvaa getanum asTopusauun. MoryT noTtpeboBaTbCsl TakkKe
OOMONMHUTENbHbIE cornaweHns ¢ NocTaBWUKaMM ceTeBbIX M MHPOPMaLIMOHHBIX YCIVT.

MarasuHbl (CeT) 3NEKTPOHHON TOProBMN, OPUEHTUPOBAHHLIE HA MACCOBOro noTpedbuTens, AC/MKHbI
obHapoJoBaTh YCNOBUSA 3aKNOUYEHUSA CAEOK.
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Heobxoanmo obecneunBaTb YCTOUYMBOCTL K BUPYCHBIM aTakaM B NpoLiecce npoBeaeHUs 3MeKTPOHHOM
TOProBMNKn, a TakKe npegycMmaTtpmBaTh NocneacTeust Angd 6e3onacHOCTU BCEX CETEBbLIX B3AaMMOCBSA3EN MNpU ee
ocyLwlecTBneHuun (9.4.7).

8.7.4 be3onacHOCTb 3NeKTPOHHOU NOYTHI

8.7.4.1 Puckun beszonacHoCTH

DONeKTpoHHaaA novta UCNonb3yeTca Anst obMmeHa crnykedbHon nHgopmMmaunen, sameHss TpaguUunoHHbIE
hbopMbl CBSI3N, TAKME KaK TerneKkc U nodta. SreKTpoHHas nodrta oTnuyaeTca oT TpaguuMoHHbIX dopM DU3-
HEeC-KOMMYHUKaLW CKOPOCTbLIO, CTPYKTYPOW CooDLWEHNA, onpeaeneHHON yNpoOLWEHHOCTLIO, a TakKe YA3BU-
MOCTbIO K HEaBTOPU3OBAHHLIM AeUCTBUSAM. [pn 3TOM HeODXOoAUMO y4YUTbIBaTh NMOTPEOHOCTL B cpeacTBax
KOHTPONS ANsl YMeHbLIEeHUS1 PUCKOB 6e30MNacHOCTU, CBSI3AHHLIX C 3NeKTPOHHOW novTon. [pn oUeHKe PUCKOB
be30onacHOCTU HeOBXOAMMO YYMTLIBATL, B YACTHOCTU!

- YA3BMMOCTb COODLLEHNIN MO OTHOLLEHMIO K BO3SMOXXHOCTU HEaBTOPWU3OBAHHOTO A0CTYNAa U Moanudunka-
LK, a TaKKe K 0TKasy B 00CnyXnMBaHUN;

- MOBbILWEHHY YYBCTBUTENBbHOCTb K OLLMOKaM, Hanpumep ykasaHuio oLULMOOYHOTo NN HEBEPHOIO aape-
ca, a Takke K obuwen HaaeXXHOCTU U AOCTYNHOCTb AAaHHOW YCNYTN;

- BNMAHUE U3MEeHeHUs1 cpeacTB nepeaadn nHgpopmaunm Ha busHec-npouecchl, Hanpumep apdeKkT oT
YBENUYEHHOW CKOPOCTU AOCTABKU COObLEeHUA, a Takke 3deKT, CBA3aHHbIN ¢ OOMEHOM odULMaNbHBIMU
COODLEeHNAMU MeXay NtioabMi, a He MeXay opraHusaLnsMu;

- opuanvecKkmne Bonpochl, Takme Kak BO3MOXKHasi HeobXoAMMOCTb B A0Ka3aTeIbCTBE aBTOPCTBA cOODLLe-
HUSA, a TaKkke PaKTOB ee OTNpPaBKU, AOCTaBKM N NONYYEHUS;

- NOCNeAcTBUA, CBA3aHHbIE C NpugaHWem rnacHOCTU cnucka COTPYAHUKOB, MMERLWUX 3SMNEKTPOHHYIO
MoYTY;

- BOMPOCHI, CBA3aHHbIE C yrpaBneHneM yganeHHbIM 4OCTYNOM K 3MTEKTPOHHOW novTe.

8.7.4.2 [lonutnka B OTHOLUEHUN 3NEeKTPOHHOW NMOYTHI

OpraHusauusam cneagyeTt BHeAPUTb YeTKUe NnpaBina MCNoNb30BaHUA 3NeKTPOHHOW NOYTHI, NpeaycMaTpiul-
BaloLWMe cregyrolme acnekThl:

- BEPOATHOCTb aTaky Ha 3NeKTPOHHYIO NMoYTy (BUPYCHI, NepexBar);

- 3aLUUTY BNOXEHNN B COODLLIEHUSA 3NMEKTPOHHON NOYTHI;

- AaHHbIe, NPX Nepeaade KOTOPbIX He cneayeT NoNb3oBaThCA 3NEKTPOHHOWU NMOYTON;

- UCKITIOYEHMEe BO3MOXHOCTM KOMNpoMeTaL MM opraHnsaumm co CTOPOHbI COTRYAHUKOB, HANpUmMep, NyTem
PACCBINKN ANCKPEAUTUPYIOLLNX N OCKOPOUTENBHBLIX COODLLEHN, NUCNOMBb30BaHUE KOPNOPATUBHOW 3MEKTPOH-
HOW NMOYTHI C Lenbio HeaBTOPU30BaHHbLIX MOKYMOK;

- UICMNOMb30BaHNEe KpunTorpapuiecknx MetToaoB And 3awWuTbl KOHMPUAEHUMAaNbHOCTU U LLEeNOCTHOCTIA
3NeKTPOHHLIX coobeHn (10.3);

- XpaHeHne coobLleHnA, KOTopble, B 3TOM cnydae, Mornn bbl ObITb UCNOMNb30BaHbI B crnyyYae cyaeOHbIX
pa3dbupaTenbCTB;

- AONONHUTENbHbIE MepPbl KOHTPONSA cOMeHa cOobLLIEHNAMN, KOTOPbIE HE MOTYT ObITb ayTEHTURULIUPO-
BaHbI.

8.7.5 be3onacHocTb 3NeKTPOHHLIX OPUCHBLIX CUCTEM

Heobxoanmo paspadbotaTbh U BHEAPWUTL NONMUTUKA BEe30NacHOCTU N PYKOBOACTBA C LIeNbio yrpaBneHus
puUckamun brsHeca n MHPoOpPMaLMOHHON De30MNaCHOCTbIO, CBA3AHHbLIE C 3TEKTPOHHLIMU OPUCHBIMA CUCTEMAaMM.
ITU CUCTEMBI 0BecnedynBatoT BO3IMOXHOCTM ANl ObICTPOro pacnpocTpaHeHUsa 1 COBMECTHOMo MCNoNb30BaHUSA
CNy>kebHoN UHopMaLMM NYyTEM MCMOMNb30OBaAHUA coYeTaHUA BO3SMOXXHOCTEW AOKYMEHTOB, KOMMbLIOTEPOB,
NePEeHOCHLIX KOMMbIOTEPOB, MODUIbHBLIX CPEACTB CBSA3U, MOYTbI, 3NEKTPOHHOW NOYTHI, pe4EeBON CBA3U BOODLLE,
MYNbTUMEONUHLIX CUCTEM, CEPBUCOB AOCTaBKU NMOYTOBLIX OTNPaBMEHUN U PaKCOB.

Heobxoanmo yunuteiBaTh nocneacteus ans nHdopmaunoHHon 6e3onacHoCTU U BU3HEC-NPOLIECCOB OT
B3aMMOOENCTBUA BbllLleyKasaHHbIX cpedCcTB, B YaCTHOCTU:

- YA3BMMOCTb UHpopMaL M B OPUCHBLIX CUCTEeMaX, CBA3aHa, Hanpumep, ¢ 3anmcbio TenedoHHLIX pasro-
BOPOB UM NeperoBopoB No KoHdepeHLU-CBA3N, KOHPUAEeHLMaNbHOCTbIO 3BOHKOB, XpaHeHUEM PpaKCOB, BCKPbI-
TUEM N PacCCbINKOWU MOYTHI;

- YA3BMMOCTb WHOpMaUMK, npegHazHavyeHHOU AN COBMECTHOMo WUCNONb30OBaHUSA, Hanpumep, npwu
MCMONb30BaHMM KOPNOPaTUBHBLIX SNEKTPOHHBIX A0COK 0ObsABNeHus (9.1);

- ICKMNOYEHWE NCNONMb30BaHUA OPUCHBIX CUCTEM B OTHOLLEHWW KATETOPUIN BaXKHOW CINYy>KeOHON MHopMa-
LUK, eCcnii 3TN CUCTEMBI HEe 0DecneYvYnBaoT COOTBETCTBYIOLWNN YPOBEHBb 3aLUNTHI (5.2);

- YSI3BUMOCTb J0CTYNAa K AaHHbIM NTUYHbIX €XXeHEBHMUKOB OTAENbHBIX COTPYAHUKOB, HANPUMEP, paboTalo-
LLMX HAa BaXKHbIX NPOEKTax;

- BOSMOXXHOCTb U HEBO3MOXHOCTb O(PUCHBLIX CUCTEM NoAAepKNBaTb OU3HEC-NPUNOKEHUSA, HAaNpumMep,
B YacTu nepegayvn 3akasoB UN aBTOpU3aLINNA;
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- KaTeropum cCoTpyaHMKOB, NoAPAAYNKOB UNN OeNOBbIX NapTHEPOB, KOTOPLIM pa3pelleHo UCNOMb3oBaTh
CUCTEMY U paboyne MecTa, C KOTOPbIX MOXET OCYLLUeCTBNATLCA K Her AocTtyn ( 4.2);

- orpaHn4YeHne onpeaeneHHbIX BO3IMOXHOCTEU cUCTeMbl ANA onpeaeneHHbIX KaTeropun nonb3oBaTe-
neu;

- nageHTUprKaLuMo ctaTtyca nonb3oBaTtenen, Hanpumep cnyXxalux opraHmsaumm mnm nogapsaa4ynkos, B
OTAENbHbLIX ANPEKTOPUSIX, ANS yaobcTBa ApYyrMx Nonb3oBaTeNneun;

- COXpaHeHne 1 pesepBupoBaHMe MHoOpPMaLnK, cogepxalwenca B cucteme (12.1.3, 8.4.1);

- TpeboBaHMSA NO nNepexoay Ha aBapunHbIA peXxnm padboTbl U NepevYeHb COOTBETCTBYIOLUX MEPONPUATUIA
(11.1).

8.7.6 CucteMbl ny6nuyHoro gocrtyna

Cneayet yaensaTb BHUMaHWE 3alLUUTE LEeNOCTHOCTU UHopMaL K, onybnMKoBaHHOW 3NEeKTPOHHBLIM CMNo-
coDOM, UTODLI NPpeaoTBpaTUTL HEABTOPM3OBaHHYIO MoAUdUKALILIO, KOTOpasa Morna Okl HaBpeaAuTb penyTaunn
opraHusauun, nomMmectusllen 3Ty nHdopmauuo. MHpopmauuw cuctemsl NybnmyHOro AocTyna, Hanpumep
nHpopmauunto Ha Web-cante, goctynHyto vyepes VIHTepHeT, BO3IMOXHO, NOTpebyeTcHd NpUBECTU B COOTBE-
TCTBME C 3aKoHOAAaTEeNbCTBOM U PerynupyrowmmMmm HopMmamMmm cTpaHsl, Nod pucaukune KoOTopbIX HaxoauTcs
CUCTEMA UMW OCYLUEeCTBNAETCA TOoproBnsi. Heobxoanm COOTBETCTBYHOLWMA dOpManmM3oBaHHbIA NPoLECe
aBTOpU3aLNN Npexae, YeM nHgopmauus byaet caenaHa odblweaoCTynHOMN.

[TporpammHoe cbecneveHne, gaHHble U Apyryo MHopMaLuto, TpebyroLYH BbICOKOrO YPOBHS LIEMOCT-
HOCTU, AOCTYN K KOTOPOW OCYLLECTBNSETCHA Yepeld cucTeMbl NybnuyHoro gocTtyna, HeodbxoamMmo salumilaTh
afeKkBaTHbIMUK cnocobamun, Hanpumep, nocpeacTeom Lndgpposon noanncun (10.3.3). Cuctemel, npeaocTaBnAto-
LLIe BO3MOXHOCTb 3NEeKTPOHHOW nybnukauum nHdgopmaummn, obpaTtHOM CBSA3N U HENOCPeACTBEHHOrO BBOAA
MHopMaL N, AOMKHBI HAX0AUTLCA No4 HaaneXalwmm KOHTPOMEM C TEM, UTOObI:

- nony4yeHHas MHpopMaLnda COOTBETCTBOBAalla BCeM 3akoHaM Nno 3awute gaHHbIX (12.1.4);

- MHpopMaL A, BBeaeHHAas B CUCTEMY 3MEKTPOHHOU nydbnukauun, ocbpabdartbiBanacb CBOEBPEMEHHO,
NONMHOCTbLIO U TOYHO;

- BaXkHas nHgopmauma dbina sawuieHa B npoLlecce ee cboopa 1 XpaHeHUs;

- AOCTYN K cUCTEME 3NEKTPOHHOW nydnnkauunmn ncknodan 6bl BO3MOXHOCTb HEMpeaHaMepeHHOro AoCTy-
na K CeTaM, C KOTOPbIMMN OHAa CBA3aHa.

8.7.7 Opyrue bopmMmbl o6MeHa uHdopmaumnein

Heobxoaumo npeagycMoTpeTb Hann4vme npoueayp U MeponpuaTuii No ynpaBneHnto MHpopMaLNOHHOM
0e30MacHOCTLIO C Lenbio 3allnThl npouecca obmMmeHa nHdopmMmaumen nocpeacTBOM pedeBbiX, PakCUMUNbHBLIX U
BUaeocpeacTB KOMMyHMKkauni. MHdopmaumsa MoXKeT ObiTb CKOMNPOMETUPOBAaHA U3-3a HeJoCTaTOUHOW OCBe-
OOMINEHHOCTU COTPYAOHUKOB MO UCMOoNb30BaHUIO cpedcTB nepegadvn MHdpopmaunun. B YacTHOCTHU, MHpopMaL S
MOXeT ObITb NoAcnyllaHa nNpu neperosopax Nno MobunsHoMy TenedoHy B 0OLLECTBEHHOM MECTe, a TakKkKe C
aBTOOTBETYUKOB; MHPOPMALIUA MOXET TakKe ObITb CKOMNPOMETUPOBAHHOW BCNeACTBUE HEAaBTOPU3OBAHHOIo
OOCTyna K cMuctemMe rofiocCoOBOM NOYThLlI UNU CNyvYanHOM OTChINKU pakKCUMUTbHBLIX COODLLEHWU HENMPaBUNBHOMY
agpecary.

busHec-onepaynm MoryTt ObiTb HapyLUeHbl U MHOPMaLUA MOXET ObITb CKOMNPOMETUPOBaHAa B Clyvae
OTKa3sa, neperpyskn Unun npepbiBaHnus B padboTe cpeacTB B3aumogencTeunsa (7.2 n pasgen 11). Mndopmayums
MOXeT ObITb CKOMMPOMETUPOBAHA, eCNU K HEN UMENN MecTo AOCTYMN HEaBTOPU3OBaHHbLIE NONb3oBaTENN (pas-
aen 9).

Cneayet cpopMynnpoBaTh YeTkMe TpeboBaHUA No cobnoaeHMIo npoLeayp, KoTopbiM A0MMKHBI Cneao-
BaTb COTPYAHWUKA NPU UCNONb30OBaHUN pevyeBon, dakCUMUIBHON U BUAEOCBSA3U. B yacTHOCTU, HeobXxoammo
npegycMmoTpeTh crneaytollee:

a) HanOMUHaHWEe COTPYAHUKAM O HeobXoOAMMOCTU MPUHATUA COOTBETCTBYIOLWNX Mep NpeaoCTopOX-
HOCTW, Hanpumep, ANa UCKMIYeHNA noAcnyLlumMBaHUAa Unn nepexesaTta MHgopMaL i NpY NCNONb30BaHUN TeNe-
OHHOW CBA3MN:

1) nuuamu, HaxoaaLWUMNCA B HENOCPEACTBEHHOM DNU30CTMN, OCODEHHO NPK NOMb30BaHUN MODUNb-
HbIMW TenedoHaMU;

2) npocnywnBaHUs Tene@oHHbIX MePeroBopoB NyTeM PU3NYECKOro AoCTyna K Tpyoke, TenedoHHON
NMUHUU NN C UCNONB3OBaHUEM CKaHUPYIIOLLUX MPUEMHUKOB NPU MPUMEHEHUN aHAaNOroBbIX MODUMNBHbIX
Tene@oHOB;

3) NMOCTOPOHHUMU NKULLAMN CO CTOPOHLI agpecaTa;

0) HanoMuHaHWe CcOoTpyaHMKaM O TOM, UYTO He crneayeT BeCcTM KOoHpumaeHuunanbHble Oecelbl B
ObLLEeCTBEHHbIX MecTax, OTKPbLITbIX oprcax U B NEeperoBOPHbLIX KOMHATax ¢ TOHKUMU CTEHaMU;

B) HE OCTaBNATb COODOLUEHNN Ha aBTOOTBETYMKAX, Nepeagpecauns Ha KOTopble NpousoLlna Bcrea-
CTBME OLUNDOKN COeQUHEHUST, N aBTOOTBETUMKAX ONepaTopoB CBSA3U, MOCKONbKY 3T COODLWEHUA MOTYT ObITb
BOCMpoun3BeaeHbl HeaBTOPU3OBAHHBIMU NALAMMU;
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) HanoMuHaHue CcOoTpyaAHUKaAM O BO3MOXHBLIX PUCKaxX, NMPUCYLUUX MCNONb30BaHUIO (PaKCUMUIIbHBLIX
annapaTtoB, a UMeHHO:
1) HeaBTOPU3OBaHHbLIA AOCTYN K BCTPOEHHOW NaMSATU ANl NOUCKa COODLLEHUN;
2) npegHamepeHHoe Unm cny4vyanHoe nepenporpammMmnpoBaHmne annapaToB ¢ Lenbio nepegadm coob-
LeHW No onpeaeneHHbIM HOMepaM;
3) OTCblNKka AOKYMEHTOB U COODOLLEHUN MO HenpaBUNbHOMY HOMEPY BCNeACTBME HEMNpaBWUNbHOMO
Habopa NMdo 1N3-3a NCNONL30BAHUA HEMPaBUIbHO COXPAaHEeHHOro HoOMepa.

9 KoHTponb aocrtyna

9.1 TpeboBaHUue 6U3Heca No obecnevYeHU KOHTPONA B OTHOLWEHUN NOruYecKoro gocrtyna

Llenb: KOHTpONb AocTyna K MHdpopMaL .

docTyn K nHdopmaLunm n dbusHec-npoLeccam AoMKeH ObITb KOHTPONMUPYEMBIM C y4eTOM TpebOoBaHNN BU3-
Heca 1 6e30NacHOCTMH.

TpeboBaHUA KKOHTPOMO AOCTYNA AOMMKHbI ObITh OTpaXKeHb! B MONUTUKAX B OTHOLLEHWW pacnpoCcTpaHEHUS
N aBTOpM3aLMnN MHOPMAaLIUNA.

9.1.1 NonutukKka B OTHOLLEHUM NOrMYecKoro gocrtyna

9.1.1.1 MNMonutuka n TpedoBaHna dbsHeca

Heobxogumo onpenenats U AOKYMeHTanbHO 0popMNATE TpeboBaHUA BUsHeca No obecneyeHno KOH-
TPONSA B OTHOLWEHUU norideckoro goctyna. [pasuna KOHTPONS A0CTyna U npaBa KaXXaoro nonb3oBaTens Unu
rpynnbl Nonb3oBaTenen A0MKHbI 0AHO3HAYHO onpeaenaTbCs NONMUTUKON 6e30MacHOCTM NO OTHOLLUEHWIO K NOTK-
yeckomy goctyny. [lonb3oBaTenm nnocTaBLUMKUA YCYT A0KHBLI ObITb ONoBeLLeHblI 0 HEODX0AMMOCTU BbINMOMHE-
HNA TpeboBaHUA B OTHOLUEHWUWX NTOTMYECKOro aocTyna.

Heobxogmnmo, 4Tobbl B NONnTUKE BbINC Yy4TEHO creaytoulee:

- TpeboBaHNA Be30MNacHOCTU KOHKPETHBLIX BU3HEeC-NPUNOXKEHNN;

- naeHTUdgMKauna scen nHgpopmaLunm, cesizaHHOW ¢ PYHKLNOHNPOBAHMEM DU3HEC-NPUNIOKEHNI;

- YCINOBUA pacnpocTpaHeHns MHopMaLnMn 1 aBTopusaLMm goCTyna, Hanpumep, npuMeHeH1e NpuHLUmMna
«need to know» (nNonb3oBaTenb nonyvaeTt AOCTYN TOMbKO K AaHHbIM, 6e3yCnoOBHO HECOHXoOAMMBIM eMy A4
BbIMOJTHEHUSI KOHKPETHOMN DYHKLUN), a TakKe B OTHOLUEHUUN KaTEeropupoBaHHoOW nHopmMmaLunum n Tpedbyembix
YPOBHEW ee 3allUThI;

- COIMacoBaHHOCTb MeXay NoNuUTUKamMmy no KOHTPOMK AoCcTyna U Knaccudukaumm MHgopmaLm npume-
HATENbHO K pasnMYHbIM CUCTEMAM N CETHAM;

- MPUMEHSIEMOE 3aKOHOAAaTENbCTBO U NMI0ObIE AOrOBOPHBbIE 0D0A3aTEeNbCTBA OTHOCUTENBbHO 3aLLUTbI J0C-
Tyna K gaHHbIM UK cepBuUcam (pasgen 12);

- CTaHAapTHbIE NpodUnM AocTyna nonb3oBaTenen Ans TUNOBLIX 00A3aHHOCTEN N PYHKLUNI;

- YyNpaBneHue npaBaMn 4ocTyna B pacnpeaeneHHoN ceT cy4eTOM BCEX TUMOB AOCTYMNHBIX CoegUHEHUMN.

9.1.1.2 lNpaBnna KoHTpoONs AocTyna

[1pn onpegeneHUn NpaBuUn KOHTPONA AOCTyNa creayeT NpMHMAMAaTbL BO BHUMaHMe cnegyrollee:

- AndpdpepeHUnaymio Mexay npasunamMmu, odbsasatenbHbIMA A0S UCMIONHEHUNA, N NPaBUNamMm, KOTOpbIe
ABMAOTCH OOLLIMMU UMTN NMPUMEHAEMBIMU NMPU onpeaeneHHbIX YCNOBUSIX;

- YCTAHOBNEHNE NpaBuIl, OCHOBaHHLIX HA NpeanockhIfike «Bce A0MKHO ObITh B 0DLLIEM Cryvae 3anpeLleHo,
noKka siIBHO HE paspellueHo», a He Ha bornee cnabom NpuHLUKMne «Bce B 0OLLEM crnyvae pa3peLlleHo, noka siBHO He
sanpeweHo»;

- UI3MEHeHUSA B NMpU3HaKax MapKMpoBKU MHpopMaLMK (CM. 5.2) KaK reHepupyemMbiX aBTOMaTUYECKN cpe-
acteamu obpaboTkm nHdbopmaunmn, Tak 1 MHALUNPYEMBIX NO YCMOTPEHUIO NMoSNb3oBaTeNen;

- UI3MEHEHUNA B NMpaBax NoNb3oBaTens Kak ycTaHaBNMBaeMbIX aBToMaTU4Yeck MHpOpPMaLUMOHHOU CUCTEe-
MOW, Tak 1 onpegeneHHbIX agMUHUCTPaTOPOM;

- NpaBuUna, KoTopble TpebyloT oaocbpeHns agMUHNCTpaTopa UNK Apyroro nuua nepen NnpUMeHeHUemMm, a
TaKKe Te, KoTopble He TPebyloT cneunanbHOro oaobpeHus.

9.2 KOHTpONb B OTHOLUEHUU AO0CTYNa NOSfib30BaTeNien

Llenb: npeaoTBpalleHne HeaBTOPU3OBAHHOMO A0CTYNAa K MHPOPMaLUOHHBIM CUCTEMAM.

[ns KOHTpONA 3a NnpeaocTaBneHue npasa Aoctyna K MHQopMaLMOHHBIM CUCTEMaM N cepBUCaM HEODXO-
OMMO Hanu4dne popmManinloBaHHbIX NpoLeayp.

Heobxoaumo, 4Tobbl NpoLeaypbl 0XBaThiBanu BCe cTagnun XKU3HEHHOTO LIKMKIA NONb30BaTENbCKOro A0C-
TynaoT HavyanbHON perncTpaL M HOBbIX NONb30BaTeNe 40 KOHEUYHOrO CHATUS C PercTpalMn NoNbL3oBaTenen,
KOTOpPbIM DonblUe He TpebyeTcH A0CTYN K MHGOPpMAaLMOHHBIM cucTeMaM 1 cepsucam. Ocoboe BHUMaHUE cre-
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OyeT yaenatb MeponpUATUAM B OTHOLUEHUWM NpenocTaBlieHUa npaB MNPpUBUNErMpoBaHHOIo AocTyna, ¢
MOMOLLIbHO KOTOPbLIX NOMb30BaATENMN MOTYT 00XOAUTb CUCTEMHbLIE CpeACcTBa KOHTPOIS.

9.2.1 Peructpauuna nonb3oBaTeneun

Heobxoanmo cyllectsoBaHme popmManin3oBaHHOW npoueaypbl perucTpaumn n CHATUA ¢ perncrTpaumm
NnoNb3oBaTENEN B OTHOLUEHUN NpeaocTaBNeHns 4oCcTyrna Ko BCEM MHOIMonoNbL30BaTeNbCkMM MHpOpMaLMOH-
HbIM CUCTEeMaM U cepBUCaM.

[ocTyn K MHOrononb3oBaTenbCKUM WUHPOPMAaLWUOHHBIM CepBUCaAM A0/MKeH OblTb KOHTPONUPYEMBIM
nocpeacTsoM popMannM3oBaHHOro npouecca perucTpaunum nonb3oBaTenen, KOTOPbIN A0MKEH BKNOYaTh:

- UICNONb30BaHMe YHUKaNbHLIX ID (MOeHTUMpUKaTOPOB UMM UMeH) NONb3oBaTeNnen Takum obpasom, YToObl
OeNCTBUSA B CUCTEME MOXHO DbINTO Obl COOTHECTU CMOMNb30BaTENSAMM U YCTAHOBUTL OTBETCTBEHHLIX. ICNOMb30-
BaHMe rpynnoBbIX ID cneayeT paspellaTh TOMbKO B TEX CNyYvasiX, rae 3To HeobXxoanmo, ¢ y4eToM 0CODEHHOCTEN
BbIMOJIHAEMOW paboThl;

- MPOBEPKY TOro, YTO MNMoONb3oBaTeNlb UMEET aBTOpU3aLUUio OT Bnagenbla CUCTEMbI Ha MOMb30BaHUE
MHOPMAaLIMOHHON CUCTEMON UM CEPBUCOB. KpoMe Toro, MOXeT ObIThb LenecoodbpasHbiM Hanuyime AononHum-
TENbHOro paspelleHna Ha NnpeaocTaBleHne npas OT PYKOBOACTBA,;

- MPOBEPKY TOTO, YTO YPOBEHb NPeacCTaBNEHHOro A0CTYNa COOTBETCTBYET NMPOU3BOACTBEHHOMN HEODXO-
aMmMocTn(9.1), aTakke yunTbiBaeT TpeOOBAHNA NONUTUKMA BE30NacHOCTU OpraHn3aLmnm, HanpumMmep, He HapyLla-
eT npuHuMna pasgeneHuns obasaHHocten (8.1.4);

- NpedocTaBeHne NonbL3oBaTensamMm NMCbMEeHHOro AOKYMEHTa, B KOTOPOM yKasaHbl MX NpaBa AoCcTyna;

- TpeboBaHMe Toro, YToObI NoNbL3oBaTENM NOANUCHIBANM AOKYMEHT O TOM, YTO OHU NMOHUMAIOT YCNOBUS
npegocTaBieHna AOCTyna;

- obecnevyeHne yBEepPEHHOCTN B TOM, YTO NOCTABLUMKN YCNYTr HE NpeA0CTaBNAT AOCTYN, NOKa NpoLeaypsl
aBTOpPU3aL NN HE 3aBepPLUEHBI;

- BeaeHWe popMann3oBaHHOro y4yeTta B OTHOLUEHNN BCeX NL, 3apermcTpmpoBaHHbIX AN UCMONb30Ba-
HUS1 CEPBUCOB;

- HeMeeHHY OTMEHY NpaB A0CTyNna NoNb3oBaTernen, y KOTopbIX U3MEHUINCh AOIMKHOCTHbBIE 0DA3aH-
HOCTU UM YBONMBLLUUXCS U3 OpraHn3aLuu;

- MeprnoanyecKkyto NPOBEPKY U yaaneHne U3bbITOYHBIX NoMb3oBaTeNbCKUX ID U yUYeTHBIX 3anncen;

- obecneyveHmne Toro, YToOLI N30 BITOUHLIE NoNb3oBaTenbckme |ID He ObINy NepeaaHbl ApYrMMm rnonb3oBaTe-
NSIM.

Heobxoanmo paccMmaTpuBaTb BO3MOXHOCTb BKITHOYEHUSA NOMNOXKEHUN O NPUMEHEHUN COOTBETCTBYHOLLIUX
CaHKUWMW B ciny4vyae NonbliTOK HeaBTOPU3OBaHHOMO AOCTYMNa B TPYAOBLIE AOroBopa COTPYAHUKOB U KOHTPAKThI C
noctasLwmkamu ycnyr (6.1.4 n 6.3.5).

9.2.2 YnpaBneHue npuBuUneruamu

[lpegocTaBneHne N UCNONb3OBaHWUE NPUBUNETMN NPU NPUMEHEHNUN CPeaCTB MHOMONONb30OBATENbCKOW
MHJOPMaLIMOHHON CUCTEMBI, KOTOPbIE MO3BONMAT NONMb30oBaTEN0 00X0AUTL CpeaCcTBa KOHTPONA CUCTEMbI UM
OUM3HEeC-NPUNOXeHUs, HeocbXoANMMO OrpaHNYMBaTbL U AepXaTb No4 KOHTpONeM. HeagekBaTHOE NCNOMb3OBaHUE
NPUBUNErMA YacTo ObIBAET rMaBHOM NPUYNHON COOEB CUCTEM.

Heobxoaumo, YTobObl B MHOTOMOMNb30BaTENbCKUX CUCTEMAX, KOTOPLIE TPEeOVYIOT 3allUThl OT HEaBTOPWU30-
BaHHOro AoOCTyNa, NpeagocTaBneHne NpuBUNermn KOHTPONMpoBanock nocpeacTsomM popmManm3soBaHHOTO NMpo-
Llecca aBTopusauunn. INpur saTom LenecoodbpasHo NPUMEHATL criegyolune Mepbi:

- MAeHTUpnLUMpoBaTh NPUBUNETUA B OTHOLUEHUU KaXXO0ro CUCTEMHOIO NpoayKTa, Hanpumep, onepauu-
OHHOW CUCTEMBI, CUCTEMbI YripaBneHUa 6aszamMmn JaHHbIX N KaXXA0ro ODU3HEC-NPUNOXEHUS, a Takke KaTeropuu
COTPYAHMKOB, KOTOPbLIM 3T NPUBUNErNA OOIKHbLI ObITb NPeaoCTaBMEHBDI;

- MPUBUNETNA OOMMKHBLI NPeAOoCTaBNATLCS TOMbKO TEM COTPYAHWUKAM, KOTOPbIM 3TO HeobxoaMmo Ans
PaboThl U TONBKO HA BpeMs €€ BbINOTHEHUA, HAaNnpUMep, NpeaoCcTaBNaAs MUHUMAaTbHbIE BO3SMOXHOCTU NO pabo-
T€ C CUCTEMOMN ANSA BbINOMHEHUA TpebyeMblX YHKLWUNA, TONLKO Koraa B 3TOM BO3HUKaeT NOTPeObHOCTb;

- Heobxoanmo obecnevmnBaTh NPOLECC aBTopU3aL U 1 perncTpaLnm Bcex npeaoccTaBeHHbIX NPUBUNIE-
M. INpuBunernn He gOMKHLI NPeaOCTaBNATLCA A0 3aBepLUeHUS npoLecca aBTopU3aLnn;

- cneayeT NpPoBOAUTL MONUTUKY pa3pabOoTKM M NCMOMb30BAHUSA CTaHAAaPTHLIX CUCTEMHBLIX YTUIAT (CKpUN-
TOB) AN UCKMTIOYEHUA HEODXOAMMOCTU B NpeaoCcTaBNeHUN ACNONMHUTENbHBIX NPUBUAMETMA NOMb30OBATENSM:;

- cneayeTt UCnonb3oBaTh pasnuyHble naeHTUMKaTOPLI NoNb3oBaTenen npmn paboTte B 0OOLIMHOM peXXnme
M C UCNONb30BaHNEM MPUBUNETUMN.

9.2.3 KOHTpONb B OTHOLLEHUU NapPONien Nonb3oBaTenen

[Taponn aensaoTcs Hanbonee pacrnpocTpaHeHHbIMU cpeacTBaMM NMOoATBERXKAeHNA naeHTudukaTopa
NoNb30oBaTeNd NpPU 4OCTyne K MHQOpMaLUuoHHON cucteme unu cepeucy. lNpegoctasneHne naponen gomKHO
KOHTPONMUPOBaTbLCA NocpedAcTBOM  dpopManns3oBaHHOINC npouecca ynpaslieHUda, KOTOPbIM  OOJTKeH
npegycmaTtpuBaThb:
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- nognucaHue Nonb3oBaTenaAMmM AOKYMEHTa 0 He0bXo0AMMOCTM CODNAEHMS NONHON KOHUAeHLMAMNb-
HOCTU NMNYHbIX Napoien, a B OTHOLIEHWNU rPpyNNoBbLIX Naponen — cobnogeHnsa KoHpnaeHUMansHOCTU B Npeae-
nax pabo4veu rpynnbl (3T0 MOXeET ObITb BKMHOYEHO B YCIOBUS TPYAOBOro A0roeopa, 6.1.4);

- B Cliydasix, korga o1 nonb3oBarenen tpebyertcs ynpasneHne cobCTBEHHbIMM NAPONAMU, HEODXOANMO
obecneyvnBaTb NpegocTaBneHne 6e3onacHoOro NepBoHavarbHOrc BpeMeHHOro Naporns, KOToPbIN NoNb3oBaTe-
N NPUHYXXOalnT CMEHUTbL NPU NepBON percTpaunm B cucteme. BpemeHHbIe Napofii UICNOMb3YHTCA B TEX CIY-
yasix, Korga nonb3oBaTenn 3abbiBaloT CBOW NUYHBLIA NAPOSlb, M OOJDPKHbI BblAaBaTbC TOJIbKO MOCe
MAEeHTUMPUKALMN NONb30BaTENS;

- obecneveHmne besonacHoro cnocoba Bblga4M BpeMeHHbIX naponen nonb3osarensam. Cnegyet nabe-
raTb UCNOMb30BaHUSA He3aLWULLEHHbIX (OTKPbLITHIN TEKCT) COODLLEHNA SNEKTPOHHOW NMOYThl UM cCoobLLEHUI NO
3NEKTPOHHOW NOYTE OT TPETbEN CTOPOHLI. [Tonb3oBaTeENsIM HEOOXOAUMMO NOATBEPKAAThL NONyUYEeHMNe Naponen.

[Taponu HUKOrga He cneayeT XPaHUTb B KOMMNbIOTEPHOW CUCTEME B He3aluweHHon opme. [pn HeobXxo-
OMMOCTU cneayeT paccMaTpuBaTh BO3SMOXHOCTU APYTUX TEXHONOMMW ANs naeHTUduKaumm n ayteHTupukaunm
Nonb3oBaTens, Takme Kak buomMeTpus (NpoBepka oTnevyaTkoB NanbLEB), NpoBepKa nognnucu, K UCronb3oBaHme
annapaTtHbIX cpedcTB naeHTUgpUuKaumm (YMn-kapT, MUKPOCXEM).

9.2.4 [lepecMOTp NpaB AocTyna nonb3oBaTeneun

Ona noaaepxaHua apPeKTUBHOMO KOHTPONA A0CTYNAa K AaHHBIM U MHPOPMALIMOHHBIM YCryramMm pyKoBO-
OCTBO Mepuoanveckn AOOIMKHO OCYLEeCTBNATbL popMann3oBaHHLIA NpoLecc nepecMoTpa npaB AocTyna
nonb3oBaTenen, Npu 3ToOM:

- NpaBa AoCTyna NoNb3oBaTenen A0MKHbI nepecMaTpmuBaTbCs perynspHo (pekoMmeHayembln nepuog —
6 MmecaueB) n nocne NobdbIX UsMeHeHnn (9.2.1);

- aBTOpU3aLMa crneymanbHbIX NPUBMNErMpoOBaHHbBIX nMpaB goctyna (9.2.2) AomkHa OCYLECTBNATLCS
yepes MeHblUne MHTepBalbl BpeMeHM (pekoMeHayemMbln nepnog — 3 Mecaua);

- NpeAocTaBNeHHbIE NPUBUNETN OOMKHBI NEPUOANYECKU NPOBEPATLCH AN obecnevyeHnst yBepeHHOCTU
B TOM, YTO He ObINK NoNyvYeHbl HeaBTOPU3OBAHHbLIE NMPUBUNETNN.

9.3 O6s3aHHOCTU NonNb30oBaTenen

Llenb: npegoTepalleHne HeaBTOPU3OBaAHHOIC AoCTyna nonb3oBaTtenen K MHgopmMaLuun.

B3anmogenctene aBTOPU3OBaHHbLIX MOMb30OBaTeNIen SABMAETCH BaXKHbIM acnekTomM 3ddPeKTUBHOCTU
De3onacHoCTL.

Heobxognmo, uTobbl NoNbL30BaTENMN ObINM OCBEAOMIEHBI O CBOUX ODSI3AHHOCTAX MO UCMOMNb30BaHUID
3P PEKTUBHBIX MEPOMNPUATUIN NO YNPaBNEHMNIo AOCTYNOM, BHACTHOCTHU, B OTHOLLEHMX Naponen n 6e3onacHoCTH
0bOopYyAOBaHMSA, C KOTOPbLIM OHU paboTatoT.

9.3.1 Ucnonb3oBaHUe Naponeu

[Tonb3oBaTenn AoMKHbI cobntoaaTh onpeaeneHHble npasuna obecnevyeHuns 0e3onacHoOCTU Npu BeIbope
N UCNOMb30BaHUK Naponen.

C nomMmolubio naponen obecnevynBaeTca NoATBEPXAeHNEe NaeHTUd@UKaTopa NoNb3oBaTeNd U, crneaoBa-
TeNbHO, NoNyvYeHne goctyna K cpeagcteam obpaboTkm nHdopmauum nnu cepeucam. Bce nonbsoBaTtenm aon-
XXHbl ObITb OCBEeAOMIIEHBI O HEODXOAUMOCTA:

a) coxXpaHeHUda KoHpuageHUMUansHOCTU Naponeu;

0) 3anpelweHUsa 3anncuy napofien Ha dymare, ecnn TONbKO He obecnevyeHo HGe3onacHoe UX XpaHe-

HUe;

B) UBMEHEHUs1 Naponen BCAKUNA pas, Npy Hanudnum noboro npusHaka BO3IMOXHOW KOMMNpPOMeTaLumu
CUCTEMbI U NaPON4;

Iy BblbOpa Ka4yeCTBEHHbLIX Mapofien ¢ MUHUManbHOW ANMUHOW B LLUECTb 3HAKOB, KOTOPLIE!

1) Nerko 3anoMHUTb;

2) He NnoaBepXeHbl NMerkoMy yragblBaHUIC UNU BbIMUCIIEHUIO C UCNONb30OBaHUEM MepcoHaNlbHOW
MHpOopPMaLIMK, CBA3AHHOW C BrnagenbLUeM napond, Hanpumep, MMeH, HOMepoB TeNe@OHOB, AaT POX-
OeHna n 1.a.;

3) He cogepxaT nocnegoBaTtesibHbIX UAEHTUYHBIX CAMBOSIOB U HE COCTOAT U3 NOJTHOCTLIO YACNOBBIX
NN NONHOCTBLIO DYKBEHHLIX FPYNN;

0) U3MeHeHUs naponen Yyepes paBHbIe MHTepBalbl BpeMeHU UNK nocrne onpeaeneHHoro YyuMcna aoc-
TYNOB U NCKNHOYEHUA MOBTOPHOMO MU LUKIMUMYHOTC UCMONb30OBaHUA CTapbiX Naponen (naponu agnga npusuneru-
POBAHHbLIX YYETHBLIX 3anMcen cneagyeTt MeHATb valle, Yem obbIYHbIE Naponn);

e) U3MeHeHUsA BpeMeHHbIX Naporen npu nepBon perncTpaunum B CUCTEME;

X) 3anpelleHna BKNOYEHUs naponen B aBTOMaTUIUPOBaHHLIM NPOLECcC perucrpauun, Hanpumep,
C UCMOJNb30BaHUEM XPaHUMbIX MakpokoMaHa Unn PyHKUUOHaNbHBIX KIMaBULL;

3) WUCKIIOYEHUA KONMEKTUBHOIC UCMONb30OBaAHNA MHAMBUAYAIBHBIX Naposien.
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Ecnn nonb3oBaTenn HYXXOarTCA B 4OCTYNE K MHOTOYUCTIEHHBIM yCnyram Unmn OUsHEC-NpUNOXEHUSIM U
BbIHY>XAEHbl MCMONb30BaTbh MHOTOUYUCIIEHHbIE Napoiv, MOXHO NOpekoMeHA0BaTb BO3MOXXHOCTb MCMNOJb30Ba-
HUAS OOHOrO KavecTBeHHOro napons (9.3.1.1) Ans Bcex cepBMUCOB, obecnevumnBaroLLnMX pasyMHbIA YPOBEHb 3allin-
Thbl XpaHUMOI0O Naporns.

9.3.2 ObopypoBaHue, OCTaBleHHOE NoNnb3oBaTenaMu 6e3 NnpucMmoTpa

[Tonb3oBaTenn AoMKHbl obecnevymBaTb COOTBETCTBYIOLLYIO 3alLUUMTY 00OpyaoBaHUA, OCTaBNEHHOro be3
npucmotpa. ObopyaoBaHme, yCTaHOBMEHHOE B pabo4nx 30Hax, Hanpumep padovne nnm annoBbie CTaHLU UK,
TpebyeT cneuunanbHOM 3aLlnTbl OT HEABTOPU3OBAHHOIO AOCTYNa B cliyvyae ocTaBneHuns nx 6e3 npucmoTtpa Ha
OnuTenbHbIn Nepunod. Bcem nonb3oBaTensm U nogpsagvynkam HeobxoanMmo 3HaTh TpeboBaHMA be3onacHOCTU U
METOAbl 3aLUThI OCTaBNEHHOro 6e3 npucMmoTpa o0bopyaoBaHUA TakK Ke, Kak M CBON 00A3aHHOCTU Mo obecneye-
HUIC Takon 3awWmnThel. [lonb3oBaTenam pekoMeHayeTca:

- 3aBepllaTbh akTUBHbLIE CeaHCbl MO OKOHYaHUU pPaboThl, eCniM OTCYTCTBYET MexaHWU3M ONOKUPOBKMU,
HanpUMep, XpaHUTenNb 3KpaHa, 3alULLEeHHBIA MaponeMm;

- OTKNHOYaThCA OT M3UHpenmMa, Korga ceaHc 3aKOH4YeH (TO eCTb He TOMNbKO BhIKNoYaThk PC 1nnm tepmMin-
Han);

- 3awmwaTtb PC nnn tepmmnHanbl 0T HeaBTOPU3OBAHHOTO UCMOMb30BaHUSA MNOCPEACTBOM 3aMKa NN SKBU-
BaNeHTHOro CpeacTBa KOHTPOMSA, HAanNnpuMep, 3alluuTa 4ocTyna ¢ NoMOoLLb Naponsd, Koraa obopyaoBaHUe He
MCNONb3yeTCs.

9.4 KoHTponb ceTeBOro gocTtyna

Llenb: 3alinTa ceTeBbIX CEPBUCOB.

[ocTyn Kak K BHYTPEHHUM, TaK N K BHELWLHUM CETEBLIM CepBUCAM ACITKEH BbITb KOHTPONMUPYEMBIM. OTO
HeobXoaMMo ANsl YBEPEHHOCTU B TOM, YTO NOMb30BATENN, KOTOPbLIE MUMEIOT AOCTYMN K CETSAM U CETEBLIM CEPBU-
cam, He KOMNPOMETUPYIOT UX Be3onacHoCTb, obecneynBas:

- COOTBETCTBYOLWMNE UHTEepdENCH MeXay CeTbio opraHusauum 1 ceTsaMu, npuHagneXxawmmm apyrum
opraHusauusam, unm obeaocTynHbIMU CETAMU;

- COOTBETCTBYHOLINE MEXAHN3MbI ayTEHTUUKALMKA B OTHOLLEHNN NONMb3oBaTenemn n obopyaoBaHus;

- KOHTPONb A0CTYNa Nonb3oBaTenen K UHPOPMaLUOHHBIM CEPBUCAM.

9.4.1 lNMonuUTUKa B OTHOLUEHUN UCNOJIb30BaHUA ceTeBbIX CNYX6

HecaHKUNOHMPOBAHHLIE MOAKNIOYEHNS K CETEBBIM CNyXX0aM MOryT HapyllaTb MHPOPMAaLIMOHHYH Be30-
NacHOCTb Llenon opraHusauun. Nons3oBaTtenam cnegyeT obecnevmBaTb HENOCPEACTBEHHbIN AOCTYN TOMLKO K
TEeM CepBUCaM, B KOTOPLIX OHU ObINTN aBTOPU3OBaHbl. KOHTPOMNb AOCTYMNAa, B YAaCTHOCTU, SIBASETCA HEODXO0aU-
MbIM A1 ceTEeBbIX NOAKTHOYEHNI K BaXXHBIM UM KPUTUYHBIM BU3HEC-NPUNoXeHUAM Unn ANga nonb3oBaTeneun,
HaxXxoasALWKMXCHA B 30HAX BLICOKOro pUcka, Hanpumep, B 0B EeCTBEHHbIX MecTax U1 3a npegeniamMmum opraHusa-
LU — BHe cpepbl HENOCPEACTBEHHOIO YNpaBneHUsa 1 KOHTPONA 6e30NacHOCTU CO CTOPOHBLI OpraHn3aunm.

Cneayet npeaycMmaTtpuBaTtb Mepbl 6€30MacHOCTU B OTHOLLEHNU UCTMONb30BAHUSA CETEN U CETEBLIX CEPBU-
coB. [1pn 3ToM JOMKHbI ObITb onpeaeneHbl:

- CETU N CeTEBbIE YCIYIU, K KOTOPbIM paspelleH AoCTyn;

- NMpoLeaypbl aBTOPU3aLIAN ANA onpeaeneHnst KoMy, KKakum CeTsIM M CETEBLIM CEPBMCAM paspeLleH J0C-
TY;

- MEPONPUATUA N Npoueaypbl NO 3aluTe OT HECAHKUMOHNPOBAHHOIO NOAKMIOYEHNS K CETEBBLIM CEPBU-
cam.

Heobxoamnmo, YTobbl 3T Mepbl CornacoBbIBanncb ¢ TpeboBaHUAMMN BU3Heca B OTHOLWEHWU KOHTPOMS
goctyna (9.1).

9.4.2 lNpeponpepeneHHbIN MapLpyT

MapLupyTbl OT NMONb30BATENbCKOr0 TEpMUHANa A0 ToOYeK NpeaocTaBeHU KOMMNbIOTEPHBIX CEPBUCOB
TPebyT 0cobOoro KoHTpons. CeTn NPOEKTUPYIOTCS C y4eTOM 0becnevueHnst MakCMmManbHbIX BO3MOXHOCTEN ANS
COBMECTHOI0 MUCMNOMb30BaHUA PECYPCOB U MMBOKOCTM MapLipyTUusaunun. 3Tm oCcoBEHHOCTM NOBLILWAKT PUCK
HeaBTOPU3OBAHHOMO A0CTYNAa K OU3HEC-NPUMOXEHUSIM UMM HEABTOPU3OBAHHOTO UCMONb30BaHUA MHpOpMaL M-
OHHOro obopyaoBaHusi. Meponpusitus, KOToOpble OrPaHNYMBAOT MaPLLPYThI MEXay NoNb30BaTENbCKUM TEPMUN-
HarmomM M KOMMbHOTEPHBLIMU CEepBUCaMM, K KOTOPbIM MNOMb30BaTellb aBTOPU30OBaH OCYLUECTBMATb AOCTYM,
HanpuMep, NyTeM co3gaHust oNTUManbHOro MapLupyTa, MOryT YMeHbLaTh TakMe PUCKN.

Llenb ontumunsaumm mapLipyTta COCTOUT B TOM, UTOObI UCKMNHOYMTL BbIOOP NOMb30oBaTENSIMU UHBIX Map-
LLIPYTOB, KPOME MapLupyTa Mexay Nofb3oBaTeNbCKUM TEPMUHATIOM U CEPBMUCAMIN, MO KOTOPOMY MOMNbL30BaTESb
aBTOPU30BaH OCYLLUEeCTBNATbL AOCTYN.

OTOT noaxod odbbIMHO TpebyeT BHeagpeHUs Habopa CpeacTB KOHTPONMS B pas3fMYHbIX TOUKaxX MapLupyTa.
[TpuHUKMN 3aKNoYaeTcsl B OrpaHUyYeHn BapnaHToOB MapLUpyTU3aLLMn B KaXXO0W TOUKE CETU NOCPEeACTBOM Ornpe-
OeneHHbIX cnocobos, Hanpumep:
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- pacnpegeneHns BblaeneHHbIX TMHUA UM HOMepoB TernedgoHa;

- aBTOMATUYECKOro NOAKMIOYEHNUS NOPTOB K onpeaeneHHbIM CUCTEMHBIM NPUNOXKXEHUAM UMK LLINKO3aM
be30nacHoOCTHU;

- OrpaHNYEeHNs OnNuUMnM MeHo U NoAMEHI0 ANd UHAUBUAYAaNbHbBIX NONb3oBaTENeu;

- NpeaoTBpaLleHNa HeorpaHUMYeHHOrO CETEBOMO POYMUHIa;

- LICNOMNb30BaHUA onpeaeneHHbIX NPUKNagHbliX cuctem W/mnu wno3oB 6e30nacHOCT AN BHELUHUX
nonb3oBaTenen ceTu;

- aKTUBHOTO KOHTPONS pas3pelleHHOro UCTOYHUKA ¢ Lenblo HanpaBNeHUa coeauHeHUs Yepes LMokl
De30MacHOCTU, HANPUMEP, MeXCceTeBbIE 3KpaHbI;

- OrpaHuUYeHnda goctyna K ceTy nocpeacTBOM co3daHUAa oTAeNbHbIX NOrM4yeckux AOMeHOB, Hanpumep
BUPTYanbHbIX YaCTHbIX ceTen ANda NoNb3oBaTeNIbCKUX rpynn B npedenax opraHusaunn (9.4.0).

BbIOOp KOHKPETHbLIX CNOCODOB A0MKEH OCHOBLIBATbCHA Ha TpeboBaHUAX b13Heca B OTHOLLEH N KOHTP OIS
aoctyna (9.1).

9.4.3 AyTeHTU(UKaLUA Nofib3oBaTenen B criyvae BHELWWHUX CoeAUHEHUN

BHelwlHMe coeaunHeHns obecneunBaroT NoTeHuMan ans HeaBTOPWU3OBaHHOMO A0CTyna K CnyXebHou
MHOpMaLMKA, Hanpumep, NpU UCMONbL3OBaHUM TenedOoHHOU CBA3W. [1oaToMy, NpM AoCTyne yaaneHHbIX
nonb3oBaTenen, oHWU A0MKHbI ObITb ayTEHTURULMPOBAHBLI. HekoTopble MeToabl ayTeHTUdUKaU M obecnevun-
BaOT OONbLUNN YPOBEHbL 3aLLUTHI, HANPUMEP, OCHOBAaHHbIE HA UCTMOMNb30BAHNN CPEeACTB KpUnTorpagmnm, UMoryT
obecneunTb HageXHyo ayTeHTUgMnKauno. lexoaa s oLLeHKN pUcka, BaXKHO onpeaennts TpebyeMbln ypOBEHb
3alKMThLl ANs BbiIbopa COOTBETCTBYIOLEro MeToada ayTeHTUdmnkauun.

AyTeHTUdUKauns yaaneHHbiX nonb3oBarenen MoxeT ObiTb AOCTUTHYTa NPU UCNOMb30BaHUN CPeACTB
Kpuntorpadgpun, cpeacts uaeHTUDUKALMKM annapaTtypbl UKW NPOTOKONOB, NoadepXuBarwwWMX MeToa
«OTKNMUK-OT3bIB». BblaeneHHble YacTHbIe NMMHUKA UNKU cpeacTBa NPOBEPKM CeTEeBOro aapeca Nonb3oBaTens
MOTYT TakKe UCNOMb30oBaTbCH AN obecneveHnss A0BEPUSt K UCTOUHUKY NMOOKMTHOYEHUNA.

[Tpoueaypbl U cpeacTBa KOHTPOMNA 0OpaTHOro BLI3OBA, HANPUMEP UCNOMNbL30BaHNE MOAEMOB C 0OpaTHLIM
BbI3OBOM, MOTYT 0becneunBaTh 3alUUTy OT HEABTOPUIOBAHHBLIX U HEXXEeNAaTENbHbIX NOAKMOYEHUN K cpeaCcTBam
0bpaboTKM MHOPpMaLUK opraHnusaunn, Tak Kak NoATBepXAatoT NpaBo Ha ACCTYN MNoNb3oBaTenen, NbliTaroLnX-
CH YCTaHOBUTb yaaleHHYO CBSI3b C CeTho opraHusaunun. Npr ncnonb3oBaHUM 3TUX CnocoboB opraHmn3aLnm He
cllegyeT UCMONb30OBaTb CeTeBble CEPBUCHI, KOTOPbLIE BKMOYAKT nepeagpecaunto BblizoBa. ECn XXe OHNY
NCMONb3YIOTCHA, HEODXoaAUMO BNOKMPOBaTb BOSMOXKHOCTM nepeaapecaunn, Ytodbbl ns3bexaTtb CBsI3aHHbIX C
3TUM pUCKOB. Takke BaXXHO, 4TOObI npoLecc obpaTHOro Bei3oBa obecnevmnBan yBepPeHHOCTb B TOM, UTO (paKkTK-
yeckoe pasbegunHeHne Ha CTOpOHe opraHusaunn ocyllecTsneHo. B npoTUMBHOM crniydae yaaneHHbIU NoNb30Ba-
TeNb MOXeT AepXaTb NIMHUKD 3aHATOW, panbcudnumpysa npoBepKy obpaTHOro Bbi3oBa. OANst NCKMIOYEHUS
NoAOOHLIX WMHUMAOEHTOB npoueaypbl M cpeactBa KOHTpoONst obpaTHOro BbI3OBa cneayet TwaTenbHo
TECTUPOBATL.

9.4.4 AyteHTndukauua ysna

CpeacTBO aBTOMaTUYECKOrO NoACOeANHEHNSA K yaaneHHOMY KOMNbIoTEpY MOXET NpeaocTaBUTb crocob
1ONyYeHns1 HeaBTOPU3OBAHHOIMO A0CTYNA K bu3Hec-npunoXxeHuto. CnegoBaTtenbHO, NOAKNIOYEHUA K yaaneH-
HbIM KOMMbIOTEPHBLIM CUCTEMaM HECDXOAUMO ayTeHTUDULNPOBATL, YTO OCODEHHO BaXKHO, eCNiA NoAKNtoYeHne
1POU3BOAUTCS K CETU, KOTOPAs HaxoanTCcHa BHe cdpepbl KOHTPOMNSA yripaBneHnsa 6e3onacHOoCTbL0 opraHmnsaumm.
[TpuMepbl ayTeHTUdUKaUMM 1 cnocobbl ee AOCTUXKEHUA paccMmaTpuBatoTca B 9.4.3.

AyTeHTUUKaLMS y3na MOXKET CNYXUTb anbTepHATUBHBIM CPeACTBOM ayTeHTUdUKaLMK rpynn yaaneH-
HbIX NoNb3oBaTenen Tam, rage oHU noacoeguHeHbl K 6e3onacHoOMy KOMMbIOTEPHOMY CpeACcTBY COBMECTHOro
Mcnonb3oBaHua (9.4.3).

9.4.5 3awuTa NnOopTOB AUArHOCTUKM NPU yaaneHHOM gocTyne

[ns obecneveHuns 6e3onacHOCTA AOCTYN K NopTaM AMarHOCTUKK A0IKEH ObITb KOHTpoNUpyembiM. MHO-
rMe KOMNbOTEPHBLIE CETU N CUCTEMBLI CBSA3U UMEOT Habop cpeACcTB yaaneHHOW AMarHoCTUKK ANS UCMOMNb30Ba-
HAA MHXeHepaMun no obcnyxuBaHuo. byayun HesalMWEHHBIMW, 3TU ANArHOCTUMECKME NOPThl ABMAOTCH
MCTOYHUKOM pUCKa HEaBTOPU3OBaHHOIO AocTtyna. besonacHoCTb 3TUX NOPTOB HEObXxoAMMO obecneymBaTth C
MOMOLLIbHO COOTBETCTBYHOLLEro 3alMTHOrO MexaHuamMa 6e30nacHOCTU, HANPUMeEpP, «3aMKay», a Takke ocylle-
CTBIATb AOCTYN OOCNyXMBatOLLEro nepcoHana K AnarHoCTUYECKUM NopTaM TOMbKO HA OCHOBAHUM AOTOBOPEH-
HOCTU MeXAy PYKOBOAUTENEM, OTBeYaloLmMM 3a obecrneveHne KOMMbTEPHLIX CEPBUCOB, U NepcoHanom no
noaaepKKke annapaTtHbIX/NporpaMMHbIX CpeacTB.

9.4.6 lNpuHUUN pa3geneHUa B CeTAX

KoMnbloTepHble ceTu BCce Boree pacnpoCcTpaHATCH 3a npeaenbl opraHnsaummn, NoCKoNbKY co3aatoTCo
OenoBble NAapTHEPCTBA, KOTopble TpebytoT obLIeHNa MexXxay napTHepamMmn UM COBMECTHOMO UCMNOSb30BaHUS
CeTEBON MHPACTPYKTYPLI N CcpeacTB 0bpaboTkM MHpopMaLnn. Takne pacllMpeHns yBENMUMYNBAOT PUCK HEAB-
TOPU3OBAHHOIO AoCcTyna K MHQOpMaLMOHHBIM cCUCTeMaM CeTU, MPUYEM B OTHOLLUEHNN HEKOTOPBLIX U3 3TUX CUC-
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TEeM, BCMeACTBME WX Ba)KHOCTU WU KPUTUYHOCTWU, MOXET MnoTpeboBaTbCHA 3allmta OT MNofib3oBaTeneu,
NONYyYUBLUMX AOCTYN K APYrMM cucTeMam ceTu. B Takmx cniydasdx HeobxoauMmo paccmaTpuBaTbh BHeaApeHUe
OONONMHUTENBHBIX MEPONPUSATU NO yNpaBNeHUo MHPOPpMaLIMOHHOW Be30nacHOCTLIO B Npeaenax ceTu, YToohl
pasgenaTtb rpynnbl MHPOPMAaLMOHHBIX CEPBUCOB, NoNb3oBaTenen U MHpopMaLUNOHHbIE CUCTEMBI.

OOHO 13 TAKUX MEPOMNMPUATUN COCTOUT B TOM, YTODLI pasgensitb UX Ha OTAESbHbIE NMorM4yeckne ceTeBble
OOMeHbl, HanpumMmep, BHYTPEeHHUIN ceTeBOW AOMEH opraHmsalnn U BHelWHWe ceTeBble AOMEHbIl, KaXabl 13
KOTOPLIX 3alULLIEeH onpeaeneHHbIM NepnuMeTpomM be3onacHOCTU. Takor NepUMETP MOXKET ObITb peanm3oBaH
nocpeacTBOM BHeApeHUS Wo3a 6e30nacHOCTU MeXay ABYMS CBA3aHHbIMU CETAMU AN KOHTPONS gocTyna u
MHPOPMAaLMOHHOIO NoToKa MeXxay HUMK. ITOT L3 crneayeT KoHpUrypuposaTh ANa punbTpaunm TpadgpuKka
Mexay aoMmeHamun (9.4.7 1 9.4.8) n ana bnoknpoBaHNUA HeaBTOPU3OBAHHOMO AOCTYNa B COOTBETCTBUN C NONMUTU-
KOW KOHTPpONA gocTtyna opraHusauum (9.1). NpumMepom Takoro wnos3a asNaeTca MeXXceTeBOU 3KpaH.

KpuTepumn gna pasgeneHna ceteM Ha goMeHbl cnegyeT opMUpoBaTh Ha OCHOBE aHann3a NoNMUTUKA KOH-
Tponsa goctyna (9.1), a Takke y4UTbIBaA BNUSHUE 3TOro pasaernieHnst Ha Npou3BOANTENBHOCTb B pesynbTaTe
BKITHOUEHMA noaxoasien TeXHONormm mapLupytmusaynm ceter Unu Wwino3oB (9.4.7 n 9.4.8).

9.4.7 KOHTpONnb ceTeBbIX COeAUHEHUN

TpeboBaHUA NONMUTUKU KOHTPONS A0CTyNa AN COBMECTHO UCMOMNb3YEMbIX CETEN, OCODEHHO TeX, KOTO-
pble NPOCTUPAOTCS 3a rpaHuLLbl opraHusaLnm, MoryT notTpedboBaTh BHeAPEHUS AONMONHUTENBHBIX MEPONPUSI-
TUW MO ynpasneHuno tHPopmMaLnoHHON 6e30nacHOCTbIo, YTODBI OrpaHN4YMBaTh BO3MOXHOCTU MONb3oBaTeNnei
No NoACoeAUHEHUIO. Takne MeponpuUaTUsa MOryT ObiTb peannsoBaHbl NOCPEACTBOM CETEBLIX LUMHO30B, KOTOPLIE
pUNbTPYIOT TpadUK ¢ NOMOLLLIO onpeaeneHHbIX Tabnuy, nnu npasun. HeodxoanMmo, UTobbl NPUMEHSIEMBbIE
OrpaHNYeHUa OCHOBLIBANUCL Ha MOMUTUKE U TpeboBaHUAX O0CTyNa K busHec-npunoxeHnsam (9.1), a Takke
COOTBETCTBYHOLWMM 0Opa3omM nogaepxmsannce M 0OHOBMANUCE.

[Tpumepbl OU3HEC-NPUNOXKEHUN, K KOTOPBIM crieayeT NPUMEHSTb orpaHU4YeHUA:

- 3NeKTPOHHAas noJTa;

- Nepegava pannoB B 0gHOM HanpaBeHUN;

- nepenava dganna B 0bonx HanpaBneHUsIX;

- UHTepaKTUBHBLIN AOCTYN;

- AOCTYN K CeTn, orpaHUYeHHbIN onpegeneHHbIM BpeMeHeM CyTOK UMK AaTOoW.

9.4.8 YnpaBneHue MapLipyTu3auueun ceti

CeTn COBMECTHOro UCNONb30BaHUsA, 0CODEHHO Te, KOTOPbIE NPOCTUPAIOTCA 3a rpaHuLbl opraHmsasuu,
MOTYT TpeboBaTh peanusaunm MeponpuaTui no odbecneveHno MHpopMaLnoHHON 6e30nacHOCTU, YTODLI NoAa-
coeMHEHUSA KOMNbIOTEPOB K MHPOPMALIMOHHBIM NOTOKAM He HapyLwlanu NOAUTUKY KOHTPONS AocTyna K OUs-
Hec-npunoxeHuam (9.1). 310 dBnNAeTCA OCODEHHO Ba)XHbIM AONS CeTeW, COBMECTHO WCMNONMb3YEMBIX C
nonb3oBaTensaMn TpeTben CTOPOHLI (He coTpyaHUKaMy opraHmusaumn).

ObecneveHne MHQOPMALMOHHON Be30MNaCHOCTU NMPU OCYLLECTBNEHUN MapLUPYTM3aL MM OCHOBbLIBAETCH
Ha HaOEeXHOM MexaHU3Me KOHTPONS aapecoB UCTOUYHMKA U HasHaveHUa cooblieHus. NpeobpaszoBaHue ceTe-
BbIX aQipeCOB TakKe OYeHb NONe3HOo AN N30NsSIUMn ceTel n NpeaoTBpaLleHUst pacrnpocTpaHeHUst MapLIpyToB
OT CeTU OQHOWN OpraHM3aLnm B CeTb APYron. 3TOT Noaxod MOXeT ObiTb peannioBaH Kak NporpaMmmMHbIM CMoco-
OoMm, Tak M annapaTtHo. Heobxoaumo, YTobbl creunanucThl, 3aHMMaroLwmnecd BHeapeHnem, bbinn ocsegomMrie-
Hbl O XapaKTepucTrukax NCNoNb3yeMbIX MEXAaHU3IMOB.

9.4.9 be3onacHOCTb UCNOJNIb30BaHUA ceTeBbIX CNYX6

Ob6LwenocTynHble NYacTHbIe ceTeBble CNYXObl NpeanaratoT LWAPOKUIA CAEKTP ACNONHUTENbHbBIX MHAOP-
MaLMOHHBIX YCIyr, obnagarolnx xapakrepuctmkamm 6e3onacHoCcT 1 obecnevmBaoLlLMX pasHble YPOBHU
3awmTel. OpraHusaunmn, NoNb3yrLWMECH 3TUMN YCIIyraMmm, A0MKHbI ObiTb YBEPEHLI B TOM, YTO NMPU 3TOM obecne-
YyMBaeTcs HeobXoaANUMbIN YPOBEeHb MHGOPMALMOHHOW De30NacHOCTU U UMeeTCs YeTKoe onnucaHue atpmbyToB
6e30NacHOCTN BCEX NUCMOSTb3YEMbIX CEPBUCOB.

9.5 KoHTponb AgocTtyna K onepayMoHHOU cUCTeMe

Llenb: npeaoTBpalleHne HeaBTOPM3OBAHHOIO A0CTyNa K KOMMbloTEpaM.

Ha ypoBHe onepaunoHHON cCUCTEMbBI ClieayeT UCNOoMNb30oBaTh cpeacTBa MHPOpMaLMOHHON De30NacHOCTY
ONs1 orpaHU4eHnsa A0CTyNna K KOMNbIOTEPHBIM pecypcam. ITU cpeacTBa AOMMKHbI obecnevmnBaThb:

a) ngeHTudukauno n Bepudmnkaumilo KoMnbloTepa Monb3oBaTend U, ecnu Heobxoaumo, TepMUHa-
na N MeCcToNoNoOXeHne Kaxkaoro aBTopuU3oBaHHOIO NOMb3oBaTEeNY;

0) perMcTpaumio ycnelluHbliX N HeyaaBLKUXCS 4OCTYNOB K CUCTEME;

B) ayTeHTUUKALIMIO COOTBETCTBYIOLWEro YpOBHA. Ecnn mMcnonb3yetcsl cuctema naponbHOW 3alliu-
Thl, TO OHA AOMMKHa obecnevmBaThb KavecTBeHHbIe naponu (9.3.1 r);

) orpaHudyeHune BpeMeHn noacoeanHeHnst nonb3oBaTenen, B cliydae HeodbxoaumocTu.
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Opyrne metodbl KOHTPONA AOCTYNA, Takne Kak «OTKMUK-OT3bIB», ABMATCA AOMYCTUMbBIMUA, €CNN OHU
onpaBaaHbl C TOUKN 3peHnUss BU3IHEC-PUCKOB.

9.5.1 ABTOMaTu4eckada ugeHTUdKaumua TepMmuHana

Cneayet paccMaTpuvBaTb BO3SMOXHOCTb MCMNONb30BaHNA aBTOMaTUYECKOU naeHTUUKkaunum TepmMmumuHana,
YToObI ayTEHTUPULMNPOBATL €ro nNoacoegnHeHue K onpegeneHHbIM To4KamM CUCTEMBL. ABTOMaTUYECKasa NaeH-
TUPUKaLUA TepMUHaNa — MeTo, KOTOPbIN O0MMKEH UCNOMb30BAaTLCHA, €CMNN BaXKHO, YTODOLI ceaHC MOr ObITb
MHULIMNPOBAH TONMbKO C onpeaeneHHoro Mecta Unn KoMnbloTepHoro TepMmHana. BeTpoeHHbIM Unn noacoeaun-
HeHHLIN K TepMUHaNy MAeHTUPUKaATOP MOXeT UCMONb30BaThCAa ANa onpeaeneHns, paspelleHo N 3TOMY KOH-
KPETHOMY TEPMUHANY UHULIMMPOBATL UMW NoNy4vaTth onpegeneHHble coobleHns. MoXeT ObITb HEObXoANMMBIM
pUMeHeHne PU3nYecKon 3alnThl TepMUHana Ang obecnevyeHusa Oe3onacHOCTU ero uaeHtTudukartopa.
CyLlecTBYIOT Apyrne MeToabl, KOTOpble MOXXHO UCMONb30BaTh ANd ayTeHTUdukaunm nonb3osatenen (9.4.3).

9.5.2 lNMpoueaypbl perncrpauum ¢ TepMnuHana

docTyn K MHopMaLUOHHBIM cepBUcCaM AoMKeH ObITb obecnevyeH NyTeM UCMONb3oBaHUA 6De30NacHOW
npoLeaypbl BXoda B cuctemy (cnocob peructpauyun). lNpoueaypy perncrpauim B KOMMNbIOTEPHOW CUCTEME Che-
ayeT NpoeKTUpoBaTh Tak, YTOObI CBECTU K MUHUMYMY BO3MOXXHOCTb HEaBTOPWU30OBAHHOTO A0CTYNAa U HE OKa3bl-
BaTb NOMOLLM HEaBTOPU3OBaAHHOMY nonb3oBaTeno. [NpaBUNbLHO cnnaHUpoBaHHaA npouegypa perucrpaunm
OomkHa obnagaTbh cneayrowmMmmM CBOUCTBaAMNA:

a) He oTobpaxaTb HaMMEHOBAHWM CUCTEMBLI UMW MPUNOXEHWUA, MoKa MNpoLecc perncrtpaunum He
OyaeT ycnelwHo 3aBepLleH;

0) oTobOpaxaTb obOllee yBeaOMMNeEHWE, npeaynpexjarouiee, YTo AOCTYN K KOMMbIOTEPY MOMYT MOMy-
YNTb TONBKO aBTOPU3OBAaHHLIE NMONb30BaTENMN;

B) HE MpeaocTaBnsATb COOOLWIEHMN-NOACKA30K B TeYeHue npoLeaypbl pernctpauumn, KoTopble MOr-
N 661 NOMOYb HEaBTOPU3OBAHHOMY MONbL30BATENIO;

r) noaTBepXaaTtb UHpopMaUMo peructTpaunn TONbKO MO 3aBeplleHUM BBOAA BCeX BXOAHbIX AaH-
HbIX. B cny4yae onbo4HOro BBoaa cMcTemMa He NoKasbIBaeT, Kakasi YaCcTb AaHHbIX SIBNAETCH NpaBUbHOU NNK
HenpaBUITbHOW;

) orpaHnyMBaTb UYUCNO paspelleHHbIX HeyadauvHbIX MOMNbITOK perucrpauum (pekomeHayetcs Tpu) U
npeagycMmaTtpuBaTth:

1) 3anucb HeygadHbIX NOMbITOK;

2) BKIOYEeHWe BPEMEHHOW 3aePXKN Npexae, Yem OyayT paspelleHsbl ganbHenwmne nonbiTKNA perunc-
Tpaunmn, ANN OTKNOHEHKWe NodbbiX AanbHENLWUX NONbITOK pernctpauun 6es cneynansHON aBTopusa-
LN,

3) pasbeanHeHMe ceaHca CBA3N NpW Nepegade AaHHbIX;

e) orpaHuumBaTb MaKcuMmManbHOoe U MUHUManbHOe BpeMs, paspelleHHoe And npoueaypbl peruc-
Tpauun. Ecnn oHO NpeBbILWLEHO, cUCTeMa A0IMKHa NpeKpaTUTb perncTpaLunio;

X) puKcmpoBaTb MHPOPMaLUIO B OTHOLLEHUM YCNELHO 3aBepLUeHHON permcTpaLunn:

1) Aaty u Bpems npegbiaylien ycnelwHou pernctpauni;
2) geTtanu nobblX Heyaa4vHbIX NOMNbITOK perucTpaumn, HadmHas ¢ nocnegHen ycnewHou perucrpa-
LN.

9.5.3 UpeHTUdMKaumna n aytTeHTUPUKaLUA NoNb3oBaTenA

Heobxoaumo, 4Tobbl BCe NMonb3oBaTenn (BKNOYas nepcoHarn TeEXHUYECKoN NOAOEPXKKN, T. €. onepaTo-
POB, aAMUHUCTPATOPOB CETU, CUCTEMHbLIX MPOrpPaMMUCTOB N aAMUHUCTPATOPOB Ba3bl AaHHbLIX) UMENN YHU-
KanbHbIW naeHTudgmnkatop (nonb3oBartensckun ID) ana nx eaUMHONUYHONC UCMONMb30BAHUS C TEM, UTODbLI X
O0EeNCcTBMUA MOTITM ObITb NpoaHanU3npoBaHbl OTBETCTBEHHbIM NUUOM. Nonb3oBaTensckuit ID He gomkeH cogep-
XaTb NPU3HAKOB YPOBHYA NPpUBUNErnn nonb3oBatena (9.2.2), Hanpumep, MeHea)Xepa, KoOHTponepa.

[ns1 BbINONHEHUA 0CODO BaXKHbIX paboT AonycKaeTcsl UCNOoNb3oBaTh 0OLWLUN MOEHTUMRUKATOP ANA rpynnbl
nonb3oBaTenen Unun Ang BeINONMHEHUA onpeaeneHHon paboThl. B Takux cnyvyasax HeobXxoanMmMo COOTBETCTBYHO-
LM obpaszomM opopMNeHHoe paspelleHne pykoBoacTea. Kpome Toro, ans obecneveHusa 6e3onacHOCTU CUC-
TeMbl OT HEABTOPMIOBAHHOIO A0CTYNA B 3TUX CNy4asiXx MOXeT noTpeboBaTbCs NpUMeHeHne A0NONTHUTENBHBIX
Mep obecrnevyeHnst MHPOPMaLNOHHON BEe30NacHOCTN.

CyLWecTBYIOT pasnnyHble npouenypbl ayTeHTUduKaunm, Kotopble MOTyT UCNONB30BaTLCA A4 AoKa3a-
TeNbCTBA 3asiBNEHHON UOEHTUYHOCTU nonb3oBaTtend. MNaponu (9.3.1) — oveHb pacnpocTpaHeHHbIN cnocob
obecneveHnsa naeHtTngukaumm n ayteHtudgpukaun (I&A), OCHOBaAHHLIA HA UCNOMb30BaHUK NAPONS, KOTOPLIW
3HAET TONbKO NONb30BaTENb. T0Xe caMoe MOXET ObITb AOCTUTHYTO cpeacTBaMu Kpuntorpadunm n npoToKona-
MU ayTeHTUPUKaLUHN.

CneunanbHble Uusndeckne yCcTpoucTBa AocTyna ¢ namaTtblo (token) nnm MUkponpoLeccopHble KapThl
(CMapT-KapThl), KOTOPLIMU NMOMNb3YIOTCA COTPYAHUKUA, MOTYT TakKe UCNONb30BaThbCHa ANA naeHTUgpmnKkaumimn
ayTeHTudpukayunn. buometpudeckme metoabl ayTeHTURUKaLUKN, KOTopble OCHOBAaHbI HA YHUKANbBHOCTU Xapak-
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TEePUCTUK (0CODEHHOCTEN) NHAUBUAYYMA, MOTYT TaKXKe UCMONb30BaTLCA ANSl ayTeHTUUKaL MK NONbL3oBaTENS.
CoveTaHune pasnnyHbIX TEXHONOMMA U METOAOB obecnevnBaeT bonee HaaeXHy ayTeHTUdnKaumto.

9.5.4 Cuctema ynpaBneHuUsa naponsamu

[Taponn — ogHO U3 rMaBHbIX CPeACcTB NOATBEPXAEHMA MONTHOMOYNS NoNb3oBaTeNs, OCYLLECTBNAIOLWEro
OOCTYM K KOMMNbIOTEPHBLIM cepBUcaM. B cuctemax ynpaBneHusi napofieM AOSKHbl ObiTb NpeayCcMoOTPEH.I
o PeKTUBHbIE MHTEPAKTUBHbBIE BO3SMOXHOCTU Noadep Kk Heobxoammoro nx kadectea (9.3.1).

[na HekoTopbIX BU3HEC-NPUNOXEHNN TpebyeTcAa Ha3HAYEeHUE NOMb30BaTENIbCKUX NapOonen He3aBUCK-
MbIM JOMKHOCTHBIM NMUOM. B OONbLIMHCTBE XKe cny4YaeB naponv BbibnpatoTCcs U NoaaepKMBatoTCA Nonb3oBa-
TENAMMN.

Cuctema ynpasrieHUst NaponaMmn Ao PKHa:

- NpeanncbiBaTh UCNONb30OBaHNE MHAMBUAYANbLHLIX Naponen ansa obecneyvyeHUsa yCTaHOBNEHUA OTBET-
CTBEHHOCTM;

- NO3BONSATL NMOMb30BaTENAM BbIOUPATh N USMEHATL X CODCTBEHHBLIE NApPOK, a TakkKe BKoYaTb noa-
TBEPXAAOLWYO NpoLeaypy ans ydeta ownbok BBoga nNpv HeobXoaUMOCTH;

- NpeanncbiBaTh BbIOOP BbICOKOKAYECTBEHHLIX Naponen B COOTBETCTBUU € 9.3.1;

- TaM, rae Nonb3oBaTeNn OTBeYaloT 3a Noaae PXKKY CBOUX CODCTBEHHBIX Naponen, NpuHyKaaTtb MX K U3Me-
HeHWo naponen (9.3.1);

- TaMm, rage nonb3oBaTenu BuIbUpatoT naponn, cdbecnevymBaTb USMEHEHUE BPEMEHHLIX Napoen npu nep-
BOW perncTtpauunn (9.2.3);

- noaaepXX1MBaTb XpaHeHne NCTOPUK NpeablayLnX NoNbL30BaTeNbCKUX Naponen (3a npeablayLwmmn rog) v
npeaoTBpallaTh UX MOBTOPHOE UCMONb30OBaAHUE;

- He oTobpa)xaTb Naponn Ha aKpaHe npu Ux BBoAE;

- XpaHWUTb pannel Naponen oTaenbHO OT AaHHBLIX NMPUKNAaAHbIX CUCTEM;

- XpaHUTb Naponn B sallngpoBaHHoN popmMe, MCNoNb3ya OAHOCTOPOHHUM anropUTM WNgpoBaHNA;

- obecneynBaTb CMEHY Naponen nocTaBLmMKa, YyCTaHOBMNEHHBLIX MO YMOMYaHMIo, Nocne MHCTaNNAu MM npo-
rpaMMHOro obecnevyeHus.

9.5.5 Ucnonb3oBaHUEe CUCTEMHbIX YTUINUT

Ha 6ONMbLUIMHCTBE KOMMbIOTEPOB YCTAHABMMBAETCH, NO KpaHen Mepe, ogHa nporpaMmma — cUCTeMHas
YTUNNTA, KOTopast NO3BONSIET 0OOUTU Mepbl NpeAoTBpaLLeHNsl HeaBTOPU3OBAHHOMO A0CTYMNa K onepaLnoHHbIM
cuctemMam 1 dusHec-npunoXXeHUam. Icnonb3oBaHne CUCTEMHBIX YTUNMAT OAOIKHO ObITb OrpaHUYEHO U TLUAa-
TeNbHbLIM 0DPa3oOM KOHTPONMUPOBAaTbLCA. [INd 3TOro He0OXOANMO NCNONb30BAHWE CNeay o LLNX MEPOMNPUATIAN MO
ynpaBreHuo MHpopmMaLUuoHHON Be30nNacHOCTbIO!

- ICNONb30BaHMe npoueayp ayTeHTUpUKaumm CUCTEMHBIX YTUMAT;

- OTAeNNeHNe CUCTEMHbBIX YTUMUAT OT NMPUKNagHbIX Nporpamm;

- OrpaHUYeHNEe NCNONb30BaHNSA CUCTEMHBIX YTUMAT NyTEM BbIOOpa MUHUMANbHOIC YMcna AOBEepPEHHbIX
aBTOPU30BaAHHbLIX NONb30BaTENEN, KOTOPBLIM 3TO HEODXOAUMO;

- aBTOpU3aLNA 3NM30aN4eCcKOro UCNoNb3oBaHUA CUCTEMHBIX YTUMAT;

- OrpaHn4veHmne gOCTYMNMHOCTU CUCTEMHBIX YTUNUT (TONbKO Ha BpeMA BHECEHUA aBTOPU3OBaAHHbBIX U3MEHe-

L

HAUW);

- perncTpauuns NCronb3oBaHUSA BCEX CUCTEMHbLIX YTUINT;

- onpeaeneHne U AoKyMeHTUpOoBaHUE YPOBHEN aBTOpM3aL A B OTHOLLEHUN CUCTEMHLIX YTUMAT,;

- yaaneHune BCeX HEHYXHbIX YTUMUT U3 CUCTEMHOIO NporpaMmMHoro obecneveHums.

9.5.6 CurHan TpeBoru Angd 3alinuTbl NONIb30BaTENEen Ha ClNy4Yan, Korga oHU MOryT cTaTb OO BEKTOM
Hacunus

YKenaTtenbHO npeaycMmaTtpuBaTh cUrHan TPEBOrM Ha crnydan, Korga rnonb3oBaTellb MOXET CTaTb 00 bekK-
TOM Hacunusi. PelleHne o6 ocbecnevyeHnn Takon curHanusaunen cneayet npuHMMaTh Ha OCHOBE OLIEHKN PUC-
KoB. [MpnaToM HeobXoaMMO onpeaennuTb 0Bs1I3aHHOCTU U NPOLEAYPbI pearMpoBaHUs Ha CUrHar TakoWu TPEBOT .

9.5.7 MNepuoabl 6e3gencTBnUA TEpMUHANOB

TepMuHanbl, pasMmelleHHbIe B MecTax NOBLILLEHHOrO pUcKka, HanpuMmep B obLWeaoCTyNHbIX MecTax Unu
BHE cdhepbl KOHTPOMNSA NpoLecca ynpaBfeHUa 6e30nacHOCTbIO opraHusaLnm, odbcnyXXmearLme CUCTEMbI BbICO-
KOro pUcKa, AOMKHbI OTKMIOUATLCA Nocne onpeaeneHHoro nepruoga nx 6e3gencTeus Angd npeaoTepalleHUs
0OCTyna HeaBTOPU30BaHHbLIX NULL. MexaHn3m 6NoKMpoBKU NO BpEMEHN A0ITKEH obecnevumBaTh OUNCTKY 3KpaHa
TepMUHana, a Takke 3akpbiTie paboThbl CEaHCOB NPUMOXKEHUSA N CETEBOro ceaHca TepMuHana nocne onpeae-
NeHHOro nepmnoaa BpemMmeHun ero besgenctemns. Bpemsa cpabartbiBaHUs ONOKMPOBKA AOMKHO YCTAHABMMBATLCS C
yueTOM PUCKOB BE30NacHOCTU, CBSAZAHHbLIX C MECTOM YCTAHOBKM TepMUHana. CnegyeTt UMETL B BUAY, UTO HEKO-
TOpble NepcoHanbHbIE KOMMbIOTEPLI 0DecneYmnBatoT OrpaHNYEHHYH BO3MOXHOCTL ODNOKMPOBKU TEpMUHANa no
BPEMEHMN NMYyTEM OUYNUCTKN SKpaHa U NpeaoTBpalleHN HeaBTOPU3OBAHHOMO AOCTYNA, HE OCYLLECTBIAA NPU 3TOM
3aKpbITUS1 ceaHca NPUNOXEeHNN UM CETEBOIO CeaHca.
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9.5.8 OrpaHunyeHuAa noacoeguHeHUA NO BPEeMEHM

OrpaHuyeHns nogcoeguHeHnsa No BpeMeHu OOMKHbI obecnevnBaTb AONONHUTENBHYKO ©e30MacHoCTb
59 PUNOXeHN Bbicokoro pucka. OrpaHuyeHne nepnoga BpeMeHu, B TeHYeHe KOTOPOoro paspelleHsbl nogcoe-
ONHEHUA TEPMUNHANOB K KOMMbIOTEPHBLIM CEpBUCAaM, YMEHbLLIAET MHTepBar BpeMEHU, B Te4EeHNe KOTOPOro BO3-
MOXXeH HeaBTOPWU30BaHHbLIN AocTyn. ATy Mepy obecnevyeHnsa MHpopMaLMoHHON Be3onacHoCTU HeobXxoaUMOo
MPUMEHATb ANA Hanbonee BaXXHbIX KOMMbHOTEPHBIX MPUITOXKEHUI, 0CODEHHO TeX, KOTOPbIE CBA3aHbl C TEPMUHA-
flamMn, ycTaHOBMEHHbIMW B MeCTax NOBbLILLEHHOIO pyUcKa, Hanpumep, B 00LLeA0CTYNHBLIX MecTax U BHe cdepsl
KOHTpOINA ynpaBneHus 6e3onacHoOCTbiO opraHusaumn. Nprumepsl Takux orpaHNYeHn:

- AICMONIb30BaHMe 3apaHee onpeaeneHHbIX OTPEe3KOB BpeMeHU A4 NnakeTHOU nepeaadn annoB UNu
PErynsipHbIX UHTEPAaKTUBHBIX CeaHCOB HEOOMNbLUON NPOAOCIMKUTENBHOCTMU;

- OrpaHu4yeHmne BpeMeHn NoaKnYeHnn Yacamm paboTel opraHnsannn, ecrih HeT HeCOXOANMOCTUN CBEPX-
YPOYHOW U bonee NpoaomiKUTensbHON paboThl.

9.6 KoHTponb AocTyna K NPpUNoXeHUAM

Llenb: npeaoTBpalleHUe HeaBTOPWU30BaHHOMO AOCTYNa K AaHHbIM MHPOPMaLUOHHBIX CUCTEM.

Heobxoanmo npumeHaTb mepbl obecneveHuns nHdopmMmaLuoHHON Be3onacHoCcTM ANa orpaHn4eHns goc-
Tyna K npuknagHbiM cucteMmam.

NTornyeckmnnn A4oCcTyn K nporpaMMHoOMYy obecnevyeHnto M MHpopMaLunun OA0MKEH ObITb OrpaHnYeH TOMbKO
aBTOPU3OBaAHHLIMU NMonb3oBaTenaMu. [Anga atoro HeobxoanMmMo obecnevynBaTh:

- KOHTPOMb AOCTYNa nonb3oBarenen K tHpopmaL i n pyHKLUUAM DN3HEC-NPUNOXKEHNUN B COOTBETCTBUN C
onpegeneHHo BU3HECOM NONMUTUKOMN KOHTPONS AOCTYNA;

- 3aLLUTY OT HEaBTOPU3OBAHHOro AoCTyna Ntobdon YTUNUTLI U CUCTEMHOTO NMporpaMmMHoro obecnevyeHus,
KOTOpble No3BONAT 06X0ANTb cpeacTBa onepaLnoHHON CUCTEMbI U MPUNOXKEHNIA;

- UCKMNOYEHWe KoMnpoMeTaLnmn 6e30nacHOCTU APYrMX CUCTEM, C KOTOPbLIMA COBMECTHO UCMONb3YHTCH
MHPOPMaLMOHHBIE PeCcypPCHhi;

- AOCTYN K MHOpMaL MK TONLKO BNaaenbLa, KOTopbl COOTBETCTBY WM 0Dpa3oM HasHaYeH 13 Y1ucna
aBTOPU3OBaHHbLIX NULL UNK onpeaeneHHbIX FPynn nonb3oBaTenen.

9.6.1 OrpaHuveHue goctyna K UHcdopmMaLuun

[Tonb3oBaTensaM ODU3HEC-NIPUNOXEHUIA, BKIHOUAA NepcoHan nogaepKk U akecnnyarauuun, cneayet obec-
nevymBaTb AOCTYN K MHpOpMaLUXA U PYHKLUAM STUX MPUNOXKEHNIN B COOTBETCTBUKM C onpeaeneHHOU NoNMUTUKOW
KOHTPOMNA A0CTYNa, OCHOBAHHOW Ha TpeboBaHUSAX KOoTAeNbHBIM DsHec-npunoxkeHnam (9.1). Heobxoamnmo pac-
cMaTpuBaTb NPUMEHEHKE crieayoLmMx MeponpusiTUn No ynpasneHuo MHpopMaLuoHHON De3onacHoCTbLIo A4
obecrneveHunsa TpedoBaHNIN NO OrpaHUYEeHNIO AoCTyNA:

- nogaep)Xka MeHto ANg ynpasreHus 4o0CTYNOM K NpUknaaHbiM YHKLUUAM CUCTEMBI;

- OrpaHnYeHnst B nNpeaocTaBneHnn nonb3oBarenam nHopmaunm o AaHHbIX U QYHKLUSAX OU3HEC-NPUIO-
XeHUN, K KOTOPbIM OHU He aBTOPMU3OBaHbI HA AOCTYN, NYyTEM COOTBETCTBYIOLWLEro peaakTupoBaHUsA Nnofb3oBa-
TelNbCKOW AOKYMEeHTaUNN;

- KOHTPOJIb NpaB A0CTYI14a nonb3oBaTeneun, HAlNpPUuMep, l-ITeHI/Ie/3a|'|I/ICI:a/yJII,ElJ'IeHI/Ie/ BbI[MOJTHEHWE,

- obecnevyeHmne yBEepPEeHHOCTU B TOM, YTO BbIBOAMMbIE AAHHLIE N3 DU3HEC-NPUNOXEeHUN, obpabaTbiBalo-
LLIMX BaXKHYHO MHpOpMaLUIO, coaepXanu ToNbKo Tpedbyemyto MHopMaLnie 1M Nnepeckiannch TONbLKO B aapeca
aBTOPU3OBAHHbLIX TEPMMHAMNOB 1 N0 MECTY HasHa4veHUa. CneayeT NpoBOAUTL NepUoandecKii aHanms npoLec-
ca BbIBOAa ANs1 NpOBepKU yaaneHnus n3dbITOUHON MHOopMaLUH.

9.6.2 U3onauua cuctem, odopabatbiBalOWMX BaXXHYKO UHdOpMaLUuIo

Cucrtemsbl, obpabaThiBatolme BaXKHY0 MHQOpMaU Mo, ACMKHBLI ObITb 0becneveHbl BblaeneHHOW (M30NKn-
POBaHHOW) BblUMCIUTENBLHOW cpeaon. HekoTopble NpuknaaHble CUCTEMbI UMELOT 04YeHb BOoNbLLIOE 3HAYEHNUE C
TOYKN 3peHnst De30NacHOCTU AaHHbIX U MO3TOMY TPebYIoT cneymanbHbIX YCNOBUKX akennyaTaumnn. BaXkHocTb
obpabaTbiBaeMoil UHPOpMaLIUN MOXET UNN TpeboBaTb paboThl CUCTEMEI Ha BblAENTEHHOM KOMMNbOTEPE, UK
OCYLLECTBNSATb COBMECTHOE UCMONb30BaHWUE PECYPCOB TOMBKO ¢ 0De30nacHbIMM DU3HEC-NIPUNOXKEHNSIMI, UMK
paboTaTb 6e3 Kakmux-nnmbdo orpaHndeHunin. MNpn aTomMm HeObXoAUMO YUUTBIBATL crneayoulee:

- BNagensuy OnsHec-npunoXXeHnn Heobxoammo onpeaennTb U AoKYMeHTanbHO 0pOpPMUTL CTEMNEHb UX
BaXKHOCTU (4.1.3);

- Korga BaxkHoe BU3Hec-nNpunoXeHne AomKHo paboTaTth B cpee COBMECTHOMO UCMOMb30BaHUA, HEODXO-
OMMO BbISIBUTb APYrie NpUnoXeHus, ¢ KOTopbiMy OyaeT oCyLLIeCTBNATLCS COBMECTHOE UCNONb30BaHME pecyp-
COB, WU COrnacoBaThb 3TO C BNagernbLemM BaXXHOro BUsHeC-nNpuUnokKeHus.

9.7 MOHUTOPUHI AoCcTyNna U UICNONb30BaHUA CUCTEMbI
Llenb: obHapyxeHne HeaBTOPU3OBAHHbLIX AENCTBUN.
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[1ns1 0bHapyXeHUsa OTKIMOHEHUA OT TPeBOOBaHUM NONMUTUKUA KOHTPONA A0CTYNa U peructpaunm cobbiTn A
obecrnevyeHns aokKaszaTenbCcTBa Ha cllydan BbIABNEHUS MHUWOEHTOB HapyLIeHNa NHpopMaLMoOHHOW Besonac-
HOCTU HEOBXOAUMO NPOBOANTL MOHUTOPUHI CUCTEMBI.

MOHUTOPWUHI CUCTEMbI NO3BONAET NMPOBEPSATb 3IPPEKTUBHOCTL NPUMEHAEMbIX MEPOMNPUSITUN NO ocbecne-
YEeHUo MHPOPMAaLMOHHON Be30NacHOCTU U NOATBERXKAATb COOTBETCTBUE MOAENN MNONMUTUKN AOCTYyNa TpeboBa-
HUAM busHeca (9.1).

9.7.1 Perucrtpauma cobbiTun

[ns 3annucmn nHUMAEHTOB HapyLLEeHNA MHpopMaLMOHHON Be3onacHOCTU N APYTrX CBsI3aHHbLIX ¢ besonac-
HOCTbIO CODBITUN CNeayeT co3aaBaTh XKypHanbl ayauTa UXpaHUTb X B TEYEHUE COrNacoBaHHOro nepuoaa Bpe-
MEHW C Lenbio COAeUCTBUA B NpoBeAeHUM DyayLnx paccneaoBaHU 1 MOHUTOPUHIE ynpaseHUa AOCTYMOM.
Heobxoanmo, 4Tobbl 3anmcn ayguTta BKIOYaru:

- |D nonb3oBaTeneu;

- JaTbl U BpeMsd BXoda U BbIXoaa;

- NAeHTUMKaTOpP TepMmHana Un1m ero MecTononoXeHue, ecrii BO3SMOXXHO;

- 3anMCK yCneLHbIX U OTKNMOHEHHbIX NOMNbITOK AOCTYMNa K CUCTEME;

- 3anMcK ycnewHbIX U OTKNOHEHHBLIX NONbLITOK AOCTYNAa K AaHHLIM U Apyrium pecypcam. MoxeT noTpebo-
BaTbCH, UTODOLI oNpeaeneHHble 3anncu ayanTta ObINv 3aapXMBMPOBaHbI AN UCMOMb3OBaHUA UX NPU aHannse u
paccnegoBaHUAX MHUMAOEHTOB HapyLWeHUA MHpoOPpMaLIMOHHON De30MacHOCTU, a TakKe B MHTepecax ApPYrux
Luenen (pasgen 12).

9.7.2 MOHUTOPUHT UCNONMb30OBaHUA CUCTEM

9.7.2.1 Tpoueaypbl 1 obnacTn pucka

[ns obecnevyeHUsa yBepeHHOCTM B TOM, UTO NONb30OBATENU BLIMOMHAT TONLKO T€ AEUCTBUA, HA KOTOphbIe
OHU ObINKY ABHO aBTOPWU30BaHbI, He0bXoaAMMO onpeaennTb npoLeaypbl MOHUTOPUHIA NCNONb30OBAHUA CPeACTB
0bpaboTkM nHopMaLnn. YPOoBEHb MOHUTOPUHIra KOHKPETHBLIX cpeaAcTB obpaboTkm uHdopMaumnm cnegyet
onpeaensaTb HA OCHOBE OLEHKU pUCKOB. pyu MOHUTOPUHIEe cneayeT obpalwlats BHUMaHUE Ha:

a) aBTOPM3OBaHHbLIA OOCTYM, BKAOYAasa cneaytolime aetanu:

1) nonb3oBatenbckun ID;
2) AaTbl N BpeMSA OCHOBHbIX CODBITUN;
3) TUNbl COOLITUN;
4) dbannel, K KOTOpbIM BbIN OCYLWECTBNEH AOCTYN;
5) Ucnonb3yemble nporpamMmmbl/yTUMATHI;
0) BCe npuBUNernpoBaHHbIe AENCTBUS, TakMue Kak:
1) ncnonb3oBaHMe y4eTHOWU 3anncu cynepBusopa;
2) 3arnyck M OCTaHOB CUCTEMBI;
3) noacoeanHeHue/oTcoegnHEHUE YCTPOUCTBA BBOAA/BbIBOAA;
B) NONbLITKM HEABTOPWU3OBAHHOIO AOCTYyNa, Takue Kak:
1) HeygasBLUMECS NMONbITKA;
2) HapyLweHua NonnMTUKM gocTtyna U yBeaoMIeHNs ceTeBbIX LUMHO30B U MeXCceTeBbIX 3KpaHOB;
3) npegynpexgeHnsa oT CODCTBEHHBIX CUCTEM ODHapPY)XeHUSI BTOPXKEHUS;
r) nNpeaynpexgeHua Unn oTkaskbl CUCTEMEI, TaKMe Kak:
1) KOHCONbHLIE (TepMUHaNbHLIE) NpeaynpeXaeHUa NN coodLLeHUS;
2) WCKMOYEeHUs, 3anUcaHHbIe B CUCTEMHbBIE XXYPHanbl perucTpaLum;
3) npegynpeguTenbHble CUrHanbl, CBsA3aHHbIE C YNpaBNeHNEM CEThIO.

9.7.2.2 ®aKTopbl puUcka

PesynbTaTbl MOHUTOPUHIA CneayeT perynapHo aHanusuvposaTh. [lepnognyHOCTb aHanM3oB A0MKHA
3aBMNCETb OT Pe3yNbTaTOB OLUEHKU pucka. PakTopbl pUCKa, KOTOpble HEOOXOAUMO NP 3TOM YUYUTLIBATbL, BKITHOYa-
10T

- KPUTUYHOCTb MPOLLECCOB, KOTOPbLIe NoaaepXnBatoTca BU3HEeC-NPUNOKEeHNAMMU;

- CTOMMOCTb, Ba)XHOCTb UM KPUTUYHOCTb MHdOpMaL NN,

- aHanus npeglwecTBYOLWMX cnydaeB NPOHUKHOBEHUSA U HEeMpaBUIbHOMO UCNOMNb30BaHUA CUCTEMBI;

- CTeneHb B3aUMMOCBSI3U MHPOPMALIMOHHBLIX CUCTEM CpraHusaLnm ¢ Apyrumm (0CobeHHo ¢ obLLeaocTyN-
HBIMW) CETAMM.

9.7.2.3 Pernctpauusa n aHanns codbbiTUiA

AHanns (NpoCMOTP) XXypHana ayauTa nogpasymMmeBaeT NoHUMaHMeE yrpos, KOTOPbIM NoABepKeHa cUcTe-
Ma, U NPUMUH NX BOSHUKHOBEHUA. [TpyuMepbl COBbITUA, KOTOpbIe MO Bbl NOTpeboBaTh AarbHEULLEro Nccrie-
NOBaHUS B criyvyae MHUMAEHTOB HapylueHunst MHQopMaLUoHHON Be3onacHoCcTU, NnpuseaeHsl B 9.7.1.

CUCTEMHBIE XXYpHanbl ayauTa 4acTto cogepXxaT UHpopmMaLunto, 3Ha4YUTENbHBIN 0O bEM KOTOPOW He npe-
CTaBNSIET UHTEepeca C TOYKU 3PpeHUs MOHUTopuHra 6esonacHoctun. Ons obneryeHust mnaeHTUdUKaunu
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CYLLECTBEHHBLIX CODBITUN NPU MOHUTOPWUHIE DE30MNacHOCTM LenecoobpasHo pacCMOTPETb BO3MOXHOCTb aBTO-
MaTUYECKOro KOMMPOBAaHUSI COOTBETCTBYIOLLMX TUMOB COODLLEHNI B OTAENBHBIN XKYpHa n/Mnn NCnonb3oBaTh
noaxoaauwmne cCUCTeMHble YTUNMUTBl UM MHCTPYMeHTarnbHble cpeacTBa ayguta ANnd noaroToOBKM K aHanmsy
NaHHbIX.

[Tpn pacnpegeneHnn OTBETCTBEHHOCTM 3a aHaNns XypHana ayauta HeobxoaumMo y4YnuThiBaTh pasgene-
HMe pornen Mmexay nMuom (nuuamm), NnposoadaLlmMm (1) aHanus, U TeMun, Ybn 4enCcTBUA NoaBepratoTcad MOHUTO-
DUHTY.

Ocoboe BHMMaHWe cneayeT yaenaTh 3aluTe cObCTBEHHBIX CPeACTB pernctpauun, noToMy YTO NPy BMe-
lIaTeNbCTBE B UX paboTy MOXeT ObITb NMONy4eHO UCKaXXeHHOe npeacTaBneHne o cobbITUAX 6e30nacHoCTL.
MeponpuaTtus no ynpasneHuo MHQopMaLMOHHON 6e30MacHOCTLIO A0TKHBI 0becnevunBaTh 3aLWLUTY OT HEaBTO-
PU30BaAHHbLIX N3MEHEHUI N 3KCnyaTauUoHHbIX cO0OEeB, BKMHOYAA:

- OTKIIOYEeHNe cpeCTB perncrtpaunu;

- UI3BMEHEeHNe TUMOB 3aperncTprUpoBaHHbIX COOBLLEHUNN;

- pegakTupoBaHue UNu yganeHue annos, cogepXXaluxcs B XXypHanax ayguTa;

- perucTpaymio cnydaeB MosIHOro 3anofIHEHUA HOCcUTenen XXypHanbHbIX (paunoB, a TakkKe cly4yaeB
HEBO3MOXHOCTM 3anncen cobbITMXA BCneacTBMe cboeB NMbo cnyvaes nepesanicn HOBbIX AaHHBIX NMOBEPX CTa-
DbIX.

9.7.3 CUHXpOHU3aLUA YacoB

[lpaBUNbHasA yCTaHOBKA KOMMbIOTEPHbLIX YacoB (TanmMepa) BaxkHa angd obecrneyeHns TOYHOCTN 3anofHe-
HUA KYPHaNoB ayauTa, KoTopble MOryT nNoTpeboBaTbCA AN paccnefoBaHUM UMW Kak AoKasaTenbCTBO MNpw
CyaebHbIX UMM aAMUHUCTPAaTUBHBLIX pasbupartenbcTBax. HekoppekTHbIe XXypHanbl aygnuta MOryT 3aTpyaHATb
Takue paccnegoBaHus, a Takke NPpUBOANTb K COMHEHUIO B AOCTOBEPHOCTU CODpaHHbIX AOKa3aTenbCTB.

Tam, rae KoMNbKTEP UK YCTPOUCTBO CBA3U MMEKOT BO3SMOXKHOCTb UCNONb30BaTh Yachl B pearlbHOM Bpe-
MEeHU, nx.cnegyet yctaHaBnMBaTbh No YHUBepcanbHomy CkoopanHuposaHHoMy BpemeHn (UCT) nnn mecTtHoOMy
cCTaHOapTHOMY BpeMeHW. Tak kak HeKOTOpble Yachl, Kak MU3BECTHO, «yXOA4AT Bnepend» U «oTCTarT», A0JKHa
CYLLleCTBOBATb Mnpoleaypa, KoTopasi nposepsieT U UCnpaBnsieT Noboe OTKMOHEeHMe UMK ero 3Havyumoe
N3MeHeHue.

9.8 PaboTa c nepeHOCHbLIMU yCTpOUCTBaMU n padota B gUCTAHLUOHHOM peXxume

Llenb: obecneveHne nHpopmMaLMOHHOW Be30NacHOCTU NPU UCNOMBb30BaHUN NEPEHOCHBLIX YCTPOUCTB U
cpeacTB, obecneunBaronx padboTy B ANCTaAHLMOHHOM peXnme.

CneayeT coM3aMepsTb Tpebyemyto 3alunTy co cneynunyHbIMmn puckamm paboTbl B yaarneHHOM peXxume.
[Tpn ncnonb3oBaHUN NEPEHOCHBIX YCTPOUCTB crieyeT y4nThiBaTbh PUCKN, CBA3AHHLIE C paboToM B HE3aLLULLEH-
HOW cpede, U NPUMEHSITb COOTBETCTBYIOLLME Mephl 3alumThl. B cnydasix padoTel B ANCTAHLUNOHHOM pPeXume
opraHusauus AormkHa npegycMmaTpuBaTth 3alnTy Kak Mecta paboThl, Tak U COOTBETCTBYOLLME Mepbl Mo 0bec-
neyeHuo MHpopmaunoHHON 6e3onacHOCT!.

9.8.1 PaboTa c nepeHOCHbLIMU YCTPOUCTBaAMI

[Tpn NCNONBb30BAHUKN NEPEHOCHBIX YCTPOWUCTB, HAaNpuMep HOYTOYKOB, KapMaHHbIX KOMIMbIOTEPOB, Nepe-
HOCHbIX KOMMBIOTEPOB N MOBUNBLHLIX TeNeOHOB, HEOBXOANMMO NPUHKUMATL cneLunanbHble Mepbl NPOTUBOAEN-
CTBUSI KOMMpOMeTauunm cnyxebHon unHpopmauun. Heobxoanmo NpuHATb POpMannU3OBaHHYHO MNOMUTUKY,
YUUTBIBAIOLLYIO PUCKK, CBA3AHHLIE ¢ pabOoTOU C NePEeHOCHBbIMU YCTPOUCTBAMU, B OCODEHHOCTU B He3allULLeH-
HOW cpede. Takasi NONUTUKa OOMKHA BKNoYaTh TpeboBaHUA No PU3NYECcKon 3alluTe, KOHTPON AoCTyna,
MCMONb30BaHUIO CPEeACTB U METOAOB KpunTtorpadum, pe3epBupoBaHnio 1 3alinTe oT BUPYcoB. Heobxoanmo,
yTOObI 3TA NONUTMKA BKITHOYaNa npasuna n pekoMmeHaauum no nogacoegnHEHUI0 MoBUNbHBIX CPeACTB K CETSM, a
TaKke paspaboTKy PYKOBOACTB MO UCMOMb30BaHUIC 3TUX CPeACTB B 00LLEeAOCTYNHBLIX MecTax.

CneayeT NposIBNSATb OCTOPOXKHOCTL MPU NCMOMNb30BaHUN MODUNBbHBIX CPEACTB BbIYMUCINTENBHON TEXHUN-
KN APYrMX CEPBUCHBIX CpeacTB B 00LLIeA0CTYMHBIX MECTAX, NEPErOBOPHbIX KOMHaTaX M He3aLWMLLEHHBIX MOMEe-
LLIEHUAX BHE opraHmn3auum. YUTtobbl UCKIMIOYNTb HEaBTOPU3OBAHHBLIN AOCTYMN UMW packpbiTUe UHopMaLnK,
XpaHuMmon n obpabaTbiBaeMon 3TUMK cpeacTBamMu, HeobXxoguMMO WUCNOfb3oBaHWe cpedcTB U MeTodOB
Kpuntorpadun (10.3).

[Tpn ncnonb3oBaHUN MODUNBLHBIX CPEACTB B 0DLLIEAOCTYMHBLIX MECTaX BaXXHO NPOSABNMATb OCTOPOXKHOCTb,
YTOObI YMEHbLLLIWUTb PUCK «MOACMOTPAa» Naposfien 4ocTyna HeaBTOPU3OBaHHBIMKU NnLuamMn. Heobxoammo BHe-
PATb U NOAAEPXKMUBATb B aKTyarmM3npoBaHHOM COCTOSHNM CPeacTBa U cnocobbl 3alUThl OT BPeAOHOCHOMO NPo-
rpaMmmMmHoro obecnevenuns (8.3). Cneayet Takke obecneynBaTb AOCTYNMHOCTL 0OOPYAOBAHUS ANt OLICTPOro U
yaOobOHOro pesepBUpoBaHMa uHpopmMmauun. Heobxogumo Takke obecneyvmBatbh afekBaTHYO 3allUTy
pe3epPBHbIX KOMAX OT KpaXkn Unn notepun MHdopmalumn.

COOTBETCTBYIOLLYHO 3alWNTY Heobxoaumo obecnevnBaTb MOBUMbHBIM cpeacTBam, NoACcoeAUHEHHBIM K
obLLeaOCTYNMHBIM CeTAM. YaaneHHbIn AO0CTYN K Cy)XebHOoW UHpopMaumm Yyepes obleJoCTyrNHY CeTb C
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MCNOSb30BaHNEM MOBUNBbHBIX CPEACTB BbIMUCIIUTENBHOMN TEXHUKUA cnedyeT OCYLIeCTBNATb TOMbKO nocre
ycnewHon naeHTudunkaummm n aytTeHTudpukaumnn, a Takke npm Hannunm COOTBETCTBYHOLLIMX MEXaHWU3MOB YrpaB-
neHusa goctynom (9.4).

ObopyaoBaHue, Ha KOTOPOM XPaHUTCA BaXKHas U/ NN KpUTUYecKasd KoMmmMme pueckasa nHdopmaums, He chne-
ayeT ocTaBnATb 6e3 npucMoTpa 1 No BO3IMOXHOCTU HEeobXxoanMmMo dn3nveCcKn N30NMMpoBaTh €ro B HaeXHoe
MECTO UMM UCMONb30BaTh CreLuanbHble 3alUTHbIE YCTPOWUCTBA HA caMOoM 0bopyaoBaHUN, YTOOLI UCKTHOYNTD
ero HeaBTOPU3OBAHHOE NCNONb3oBaHUE. [1epeHOCHbIE YCTPONCTBA He0bXoANMO Takke dnU3nvecKn saluaTh
OT KpaXK, 0CODEHHO Koraa nx octaBnsitoT 6e3 NprUcMoTpa, 3abbIiBatloT B aBTOMODUISIX UK APYTMX BUaax TpaHc-
nopTa, roCTUHUYHBLIX HOMepaXx, KoHpepeHLU-3anax n Apyrux mectax Bctped (7.2.5).

Heobxoanmo nHpopMnpoBaTh COTPYAHUKOB, UCTIONb3YIOLLNX NEPEHOCHLIE YCTPONCTBA, O AOMNONMHUTEMb-
HBIX PUCKaX U HEODXOOAUMbBIX MEePONpPUATUAX obecrneveHunss HpopmMaunoHHON 6e30NacHOCTU, CBSI3AHHbLIX C
3TUM CNOCobOM pPaboTHhil.

9.8.2 Pabota B AUCTAHLMOHHOM peXxume

[Tpn paboTe B AMCTAHUMCOHHOM pexnMe, a Takke Ans obecnedeHnst paboTbl COTPYAHUKOB BHE CBOEW
OopraHmsaunun, B KOHKPETHOM yAareHHOM MEeCTe NMPUMEHSIIOTCH KOMMYHUKaLUUOHHBIE TeXHOoNornmn. Npun aTom
cneayet obecnevynBaTth 3alUTY MECT ANCTaHLUNOHHOW paboThl Kak OT Kpaxk 06opyaoBaHust n UHpopMaLnn, Tak
N OT HEABTOPMU3OBAHHOMO pacKkpbITUA MHOPMAaLIUN, HEABTOPUIOBAHHOMO YAaneHHOro AoCTyna K BHYTPEHHUM
CUCTEMaM OpraHusaumn nnn HenpaBunbHOrO UCMNonbL3oBaHUA 0bopyaoBaHus. BaxHo, 4Tobbl npn paboTe B
OUNCTaHUUOHHOM pexxume Obinuv BbINONMHEHbI TpeboBaHUSA Kak No aBTopU3aLIMn, TaK U Mo KOHTPOH CO CTOPOHbI
PYKOBOACTBA, a Takke Obln obecneyvyeH COOTBETCTRBYIOLWNUA YPOBEHb NMHPOPMALIMOHHON 6E30NacHOCTM 3TOro
cnocoba paboThl.

OpraHusaunam Heobxoaumo npeaycMmaTpusaTth paspaboTKy NONUTUKA, NpoLeaypbl U Criocobbl KOHTPONS
3a AEeUCTBUSIMU, CBA3AHHBLIMN C PaboToMN B ANCTaAHUNOHHOM pexume. OpraHusaumsm crieyet aBTOpPMU30BbI-
BaTb BO3MOXHOCTb paboThl BAUCTAHLUMOHHOM PEXNME TOSbKO B Cllyvae YBEPEHHOCTU, YTO MPUMEHSIFOTCS COOT-
BETCTBYOLNE Mepbl MHPOPMaLUMOHHOW Be30nNacHOCTU, KOTOPbIE COrnacyTcsa ¢ NONMMTUKON 6e30nacHOCTA
opraHmsaumn. Heobxognumo npuHMMaTbL BO BHUMAHUE:

- cyluecTByoW Yo durusmndeckyto besonacHOCTbL MecTa paboThl B AUCTAHLUNMOHHOM PeXUMe, C TOUKN 3pEHNS
6e30nacHOCTU 34aHNA U OKpyXatowen cpeabl;

- Npeanaraemoe obopyaoBaHnUe MecT AUCTaHLUUOHHOW paboThl;

- TpeboBaHUA K6e30MNacHOCTU KOMMYHUKALMIA, UCXOAOS1 N3 NOTPEBHOCTM B yaaneHHOM AOCTYNe KBHYTPEH-
HAM CUCTEMAaM OpraHmM3aLnmn, BaXXHOCTU MHOPMaLMK, K KOTOpOoW ByaeT ocyLIeCcTBASATLCS AOCTYN U KOTOpast
OyneT nepegaBaTbCs MO KaHallaM CBSA3N, a TakKe Ba)XHOCTb CaMUX BHYTPEHHUX CUCTEM OpraHu3aLnu;

- Yrpo3y HeaBTOPU3OBAHHOIO JOCTYMNa K UHopMaL UM Ui pecypcam CO CTOPOHBLI APYrX ML, MMeoLLInX
OOCTYMN K MeCTy ANCTaHUWNOHHOW paboThl, HANPUMeEpP, YNeHOB CEMbU N APY3EN.

MeponpusaTtust no odbecnevyeHuo MHPOPMaLMOHHON BEe30MacHOCTU B 3TUX YCNOBUAX A0IMKHbI BKIHOYATb!

- obecneveHne nogxoaswnum obopyaoBaHnuemMm n mebensio MecTa AUCTaHUUOHHOW paboThl;

- onpeageneHne BUAOB paspelleHHoN paboThl, BpeMeHu paboThl, Knaccudukaumw nHpopmMaLunmn, KOTo-
past MOXET XPaHUTLCH, a TakKe onpeaeneHmne BHYTPEHHUX CUCTEM U YCIyT, OCTYM K KOTOPbLIM aBTOPU30OBaH
nuuy, paboTatowemy B ANCTAHLMOHHOM PEXUME;

- obecneveHne noaxoasilUM TeNeKoOMMYHUKaLUMOHHBIM 0bopyaoBaHMEM, B TOM 4YUcne cpeAcTBaMu
obecnevyeHnsa 6esonacHOCTU yaaneHHoro 4ocTyna;

- o1U3nYecKyro 6e30nacHOCTb;

- MpaBuia 1 pykoBOACTBA B OTHOLWIEHUX AOCTYMA YNIeHOB CEMbU 1 Apy3en K 00opyaoBaHuio 1 MHpopMa-
LN,

- obecrieveHne noaaepxkn n obenyxmBaHma obopyaoBaHMsa 1 NPOrpamMMHoOro obecrneveHus;

- Mpoueaypbl B OTHOLWEHUN pe3epBUPOBaHNSA AaHHbIX U obecnevyeHns HenpPepbIBHOCTU AeATENbHOCTU;

- ayanuT U MOHUTOPUHT Be30NacHOCTMU;

- aHHYNMPOBAaHME NONTHOMOYNA, OTMEHY NMpPaB A0CTYMNa U Bo3BpaLleHne obopyaoBaHUA B criyvae npekpa-
LLeHna paboTbl B ANCTAHLUOHHOM peXunme.

10 Pa3paboTka n obcnyxumBaHne cuctem

10.1 TpeboBaHUA K 6€30NaCHOCTU CUCTEM

Llenb: obecnedeHune yyeta TpeboBaHuin 6esonacHocTM Npu paspaboTke NHDOPMALMOHHBIX CUCTEM.

OTU TPebOBaHMS KacatoTC UHPPACTPYKTYPbI, DUSHEC-NIPUNOKEHNNA, a TaKKe NPUMOXKEHWNIN, paspaboTaH-
HbIX Monb3oBaTeNnaMU. lNpouecchl NPOEKTUPOBAHNA U BHeAPEHNS BUIHEC-NPUNOKEHUs UM cepBuca MoryT
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ObITb KPUTUYHBIMU C TOYKU 3peHna besonacHoCcTU. TpeboBaHUA K be3onacHOCTU cneayeTt uaeHTMuUnpoBaTh
N cornacoBbiBaThb A0 pa3padoTkn MHPOPMALIMOHHBIX CUCTEM.

Bce TpeboBaHUA 6e30nNacHOCTU, BKAoYasd HeobxoammMmble MEpPOnpUATUA MO Nepexogy Ha aBapUUHBbIA
peXUM, crneayeT naeHTUpMLMPpOBaTbL Ha CTaaun onpeaeneHns 3agay NnpoeKkTa, a Takke 060CHOBbLIBATb, Corna-
COBbIBaTb U AOKYMEHTUPOBATL B paMKax obLUero npoekra no BHeapeHuo MHPOpMaLUOHHON CUCTEMBI.

10.1.1 AHanu3 u cneuyudunkauma TpedboBaHun 6e3oNacHOCTH

Heobxoaumo, 4Tobbl B dopMynnpoBKkax TpedboBaHn bBusHeca B OTHOLIEHWUN HOBbLIX CUCTEM UIN YCOBEP-
LLUEHCTBOBAHUS CYLLECTBYIOLWNX CUCTEM DObINN yuTeHbI TpeboBaHUA MHPOPMAaLMOHHON BedonacHocTuU. Npu
3TOM cneayeT y4nuThiBaTh Kak BO3SMOXXHOCTU BCTPOEHHbIX B CUCTEMY aBTOMAaTU3NPOBAaHHLIX CpeaCcTB obecneye-
HUS MHPOPMAaLUMOHHON BEe30NacHOCTH, Tak U HE0DXOANMOCTb NMPUMEHEHNS OpraHU3aLUOHHBLIX MEPONPUATUIA
10 ynpaBneHuo MHgpopMaLMoOHHOW 6e30nacHOCTLIC UK pa3paboTKy crneuuanbHbiX cpeacTB. AHaNornm4yHo cne-
ayeT noaxoanTb KOLEHKe NakeToB NpuKnagHbiX nporpamm. Kak npaBuno, pykoBoACTBO A0/MKHO obecnevmnBaTh
NCMONb30BaHUe cepTUPULNPOBAHHLIX NPOrpaMMHLIX NPOAYKTOB UMW NPOAYKTOB, NpolueaLlnxX He3saBMCUMYIo
OLLEeHKY.

TpeboBaHUa ©e30MacHOCTU U COOTBETCTBYOLWME MeponpudaTns no obecneyvyeHno MHPOPMaLNOHHOW
Oe30nacHOCTU AOMKHbI YYUThIBATb LLEHHOCTb MHPOPMALMOHHLIX aKTUBOB, NOTEHLMaNbHbIN yulepd busHecy,
KOTOPbIN MOXKET CTaTbh pe3ynbTaToM He3PEKTUBHOCTU NN OTCYTCTBUA Mep Bbe3onacHocTU. OueHKa 1 ynpas-
NeHne puckamMm — OCHOBa Ans aHanusa TpedoBaHU K 6e3onacHOCTU U onpeaeneHnsa HeobxXoaUMbIX MepPOon-
PUATUN MO ynNpaBneHno MHPopMaLMOHHOW Be30NacHOCTLIO.

[TnaHupoBaHMe MeponpusaTU No obecnevyeHnto MHPoOPMaLMOHHOW Be3oNacHOCTU Ha cTagun NPOEKT -
POBaAHUS CUCTEMbI MO3BONSIET CYLLECTBEHHO CHU3UTL 3aTpaThl Ha X BHeAPeHUe U NoaaepXKy no CpaBHEHUIO C
pa3paboTKkoN COOTBETCTBYHOLUX MEPCNPUATI BO BPEMS UMM NOCNE BHEAPEHUSI CUCTEMBI.

10.2 Be3onacHoOCTb B NPUKNaaHbIX CUCTeMaX

Llenb: npepoTBpalleHune notepb, Moandunkaumm NN HenpasUnbHOro MCNONbL30BaHUA NONb30BaTENb-
CKUX OaHHbIX B NpUKNagHbIX cucTtemax.
COOTBETCTBYOLWNE MEPONPUATUS No obecneveHnto MHPOPMaLMOHHOW Be30nacHOCTU, BKIoYaa PYHK-
LUK ayanTa nnm npoToKonnMpoBaHne AeUcTBUMA NoNb3oBaTens, HeobxoaMmMo npeaycMmaTpuBaTh B NPUKNaaHbIX
cucTemMax, BKIoYad NpunoXXeHus, HanmcaHHble cammMMn NoNb3oBaTeNAMU. OTU Mepbl AOIKHBI BKNOYaTh B
cebs obecneveHne PyHKLNOHANBbHOCTU MOATBEPKAEHUSA KOPPEKTHOCTU BBOAA, 00pabOoTKM M BbIBOAA AAHHbIX.
[dononHuTenbHble MeponpuaTus no obecneveHno MHPOPMaLMOHHON Be30NacHOCTN MOTyT NOTPebo-
BaTbCS ANA CUCTEM, KOTOPbIe obpabaThiBatloT UMK OKa3bIBAOT BO3AEUCTBUE HA BaXKHble, LleHHbIe UM KPUTU-
yecKkune akTUBbLI opraHnsaunm, 1 X HeobxoanMmMo onpeaensiTb Ha OCHOBe TpeboBaHUN Be30MNacHOCTU U OLLEHKA
DUCKOB.
10.2.1 lNMoAaTBepXaeHNe KOPPEKTHOCTU BBOAAa AaHHbIX
Heobxogmmo obpalatb 0coboe BHUMaHMe Ha KOPPEKTHOCTL BXOAHBIX AaHHbIX AN NPUKNaaHbIX CUCTEM.
[1pyn BBOAE BU3HEC-TpaH3aKLUWNA, MOCTOAHHBLIX AaHHbLIX (MMeHa U aapeca, KpeAUTHbIE NMUMUTLI, nAeHTUdUKaum-
OHHbIE HOMEpPa KNUEHTOB) U Tabnuu, napameTpoB (LeHbl Npoaa, Kypchl BantoT, CTABKU HAMOTOB) CreayeT Npu-
MEHSATbL MPOBEPKY KOPPEKTHOCTU BBOAa ANA obecnevyeHUs yBEPEHHOCTU B UX COOTBETCTBUU WUCXOQHLIM
OaHHbIM. [1na 9Toro uenecoodbpasHo NpMMeHeHne cneayrowmx MeponpuaTi no obecnevyeHno MHpopmMaum-
OHHON Be3onacHOCTU:
a) NPOBEPKN WUCKMHYEeHNA OBOWMHOro BBOAA WU Apyrue MPOoBEepKUM BBoAa C LeNbio ODHapyXeHUd
cneayrwmx omnb ok;
1) 3Ha4YeHUKn, BbIXo4ALMX 3a AONYCTUMbINA gNanasoH;
2) HeaonyCTUMBLIX CUMBOJOB B NONAX AaHHbIX;
3) OTCYTCTBYIOLIME UM HENOMNHbIe AaHHbIE;
4) npeBbllLEHNE BEPXHUX U HWKHUX NpeaenoB odbemMa AaHHbIX;
5) HeaBTOPU30OBaHHLIE UMN NPOTUBOPEYMBLIE KOHTPONbHLIE AaHHbIE;
0) nepuoandvecknn aHanus (NPOCMOTP) COAEPXKMMOro Kn4YeBbIX nonen nnu gpanmnoB AaHHbIX A5
NnoATBEPXKAEHNSA UX JOCTOBEPHOCTU U LEeNMOCTHOCTMU;
B) CBepKka TBepAdblX (NevyaTHbIX) KONUA BBOAUMBIX OOKYMEHTOB C BBOAMMbBIMW AaHHBIMKA Ha npea-
MET BbISABIEHUSA NMIOOBIX HEaBTOPU3OBAHHbLIX U3MEHEHUN 3TUX AaHHBLIX (He0OX0aAMMO, UTODLI BCE UBMEHEHUSA BO
BBOAUMbIX AOKYMEHTax OblN aBTOPU3OBaHbI);
Iy npoueaypbl pearmpoBaHuUs Ha OLNOKU, CBA3AHHLIE C NOATBEPKAEHNEM AaHHbIX;
) npoleaypsl NPOBEPKU Npasaonoaocduns BBOAUMbIX AaHHbIX;
e) onpeaeneHne obsI3aHHOCTEN BCEX COTPYAHMKOB, BOBMEYEHHbIX B NpoL,ecc BBoAAa AaHHbIX.
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10.2.2 KoHTponb o6paboTKn AaHHbIX B CUCTEME

10.2.2.1 ObnacTtn pucka

[aHHbIe, KoTOpbIE DbINM BBEAEHLI NPaBUMbHO, MOTYT ObITb UCKaXKeHbI BCNneacTBmne onbdbok 0bpaboTKn
MNn npegHamMmepeHHsbix aencTeuin. C Lenbio 0OHapyXXeHUs nogobHbIX UCKaXKeHUn B DYHKLUUKW cUCTEM crneayeT
BKItoYaTh TpeboBaHUd, obecnevmBatoLll e BbINOSIHEHNE KOHTPONbHbIX NMpoBepoK. Heobxognmo, ytobbl gn3ainH
NPUNOXeHNn obecnevynBan yBepPeHHOCTb B TOM, UTO BHeApPeHbl OrpaHnyeHns, HanpaeneHHble Ha MUHUMU3a-
LU0 pUCKa OTKA30B, BeAyWMUX K NoTepe LUENOoCTHOCTU AaHHbIX. HeobxoauMmo yuuThIBaTb, B YACTHOCTMU,
chnenytoulee:

- ICMONb30BaHMe MecTa B nporpammax ans oyHkumnin gobasneHus n yganeHust AaHHbIX;

- Npoueaypbl ANda npegoTepalleHNUda BeINONMHEHUA NPOorpaMmM B HenpaBUnbHOU NocneaoBaTeIbHOCTU UK
ee UCnonHeHus nocne cbosi Ha npeablaywiem atane obpaboTkM AaHHbIX (8.1.1);

- ICMOMb30BaHWE KOPPEKTUPYIOLLMX NporpamMmm Ans BOCCTaAaHOBNEHUS nocne cboeB N obecnevyeHns npa-
BUNbHOW 00paboTKM AaHHBIX.

10.2.2.2 TlpoBepkn N cpeacTBa KOHTPONS

Bbibop HeobXoAMMbIX cpeaCTB KOHTPOMA 3aBUCUT OT Xapakrepa bUsHec-npunoXeHnsa 1 nocneacTBuia
nnsa 6usHeca nodoro nckaxkeHns gaHHbIX. INpumMmepbl BCTPoOeHHbIX cpeacTB obecnedeHnsa MHPopMaLUnoOHHOW
6e30nacHOCTU MOTYT ObITb:

a) cpeacTBa KOHTPONS ceaHCOBOW UMM NMakeTHOU obpaboTKM € LEenblo BbIBEPKN KOHTPOMbHLIX AaH-
HbIX (OCTaTKOB/KOHTPOIMbHbLIX CYMM) B hannax AaHHbIX nocne TpaH3akuMOHHBIX 0OHOBNEHUN;

0) cpeacTBa KOHTPOMNA BXOAALIMX OCTaATKOB C LENbK UX NPOBEPKM C npeabiaylnMn 3akpbiTbiMU
ocTaTKkaMun, a UMeHHO:

1) cpeacTBa KOHTPONA «OT BbINONMHEHUA — K BbIMOMHEHUIO»;
2) oblme cyMMbl U3BMEHEHHBbIX AaHHbIX B hanne;
3) cpeacTBa KOHTPONSA «OT NporpaMMbl — K NporpamMmme»;

B) NoATBepXaeHue KOPPeKTHOCTU AaHHLIX, reHepupoBaHHbIX cuctemon (10.2.1);

r) NMPOBEPKN LEeNOCTHOCTWU MOMNYyYeHHbLIX WNU nepefaHHbIX AaHHbIX (NporpamMHOre obecneyveHus)
MeXay UeHTpanbHbIM (rMaBHbIM) U yaaneHHbIMU koMnbloTepamu (10.3.3);

0) KOHTPOJbHbIE CYMMBbI 3annucen U oansos;

e) npoBepkn anst obecneveHUss yBePEHHOCTU B TOM, UYTO NPUKNagHblie NporpamMmmbl BbIMOMHSKOTCA B
HY>XHOE BpeM4;

X) NpoBepkn Ana obecne4vyeHnst yBepPEeHHOCTA B TOM, YTO MporpamMmmsbl BbIMNOMHATCA B NPaBUNBHOM
nopsiake U npekpawatoT paboTy B cnyvyae oTkasa, M4To AanbHeuwas obpaboTka npnoctaHaBNMBaeTCHa A0 TEX
nop, noka npobnema He dyaeT paspeLlleHa.

10.2.3 AyTeHTUdUKaLma cooobLeHUn

AyTeHTudukauus coodbLleHNNn — 3TO MeToA, UCNOoNb3yeMbln ANnst OOHapY)XeHUA HeaBTOPU30OBaAHHbIX
N3MEHEHWNN NN NOBPEXAEHWUA coaepXaHUs NepeaaHHOro 3NeKTPOHHOMo coobeHUsa. AyTeHTUdUKaLnS coob-
LLIEHNIN MOXKET ObITb peann3oBaHa Kak annapaTHbIM, Tak U NporpaMMHbIM NMyTeMm B OU3NYECKOM YCTPOUCTBE
ayTEHTUPUKaLUN COODLLIEHNA NN B NPOrpaMMHOM anroputMme.

AyTeHTndukaLuno coobleHnn HeodbxoanMmMo UCNONb3oBaTh AN ODU3HEC-NPUNOXKEHUN, Tae ACITKHA ObITh
obecneveHa 3awunTa LenocTHOCTU cogepXaHnusa CoobLEeHWIA, HanpuMep NpuanekTPOHHLIX NepeBoaax AeHEeX-
HbIX CpeCTB, nepechiNike cneyngukaLnn, KOHTPAKTOB, KOMMepYeCcKUX npeanoXeHun 1 npoYnx AoKYMeHTOB,
MnMerL X 60NbLLYH BaXXHOCTb, UM APYrMX NOACOHbLIX 3MEKTPOHHLIX 0OMeHOB AaHHbIMWU. HUTODLI onpeaenuTh,
TpebyeTca N ayTeHTUdmnKaLunusa coobeHnn, HeodbxXoanmMo BbINMOMNHATL OLUEHKY PUCKOB 6€30MacHOCTM U BbIOU-
paTb Handonee noaxoAdwWmMin MeTod ee peannsaLunu.

AyTeHTndukaumns coobleHnin He npeagHasHavyeHa Ansg 3aWnTbl cogepXaHms coobleHnsa oT HenpaBo-
MOYHOO ero packpbITua. Ans aton uenu npu ayteHTUdnKaumMm coodbLLeHU MOTYT UCMONb30BaTLCA KPUNTOrpa-
puueckne metoabl (10.3.2 1 10.3.3).

10.2.4 lNoAarTBepXXaeHNe KOPPEKTHOCTU AaHHbIX BbiBOAa

[1aHHbIE, BBIBOAUMbIE U3 NMPUKIaaHON CUCTEMBI, HEODX0AUMO NMPOBEPATH HA KOPPEKTHOCTb, YTODLI 0bec-
neynmBaThb YBEPEHHOCTb B TOM, YTO 0bpaboTka MHpopMaL MM BeINOMHEHA NpaBUlbHO. Kak npaBuno, CUCTEMb
MNOCTPOEHbI Ha NpeanockhINike, YTO NPU HANMUYNN COOTBETCTBYIOLMX MOATBEPXKAEHUN KOPPEKTHOCTU, MPOBEPOK U
TeCTUPOBaHUA BbIBOAUMbBIE AaHHbIE ODyayT Bceraga npasunbHbl. HoO3To He Bceraga tak. [loaTBepXaeHne Koppek-
THOCTU AaHHbIX BbIBOOA MOXET BKIOYaTh:

- NPOBEPKM Ha nNpasaonocgobue ¢ uenbio onpegeneHns, ABNATCA MU BbIXOAHbIE AaHHble NPUeMNeMbIMUA;

- MPOBEPKN KOHTPONbHBIX CHETYUKOB Ha NpeamMeT yaAoCTOBEPEHNUS, YTO BCE AaHHble ObiNn obpaboTaHsbl;

- obecneveHne gocTaTouHON MHOPMaLMK ANga nonyvaTtenst pesynbTaTtoB BbIBOAA UK NMNocneayrolen
CUCTEMBI 0BPabOTKN, YTODLI ONpeaennTb KOPPEKTHOCTb, 3aKOHYEHHOCTb, TOYHOCTL U Knaccudukaunto MHGop-
MaLnn;
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- NpoLeaypbl Mo BbIMOSIHEHWNIO TECTOB HA NOATBEPXAEHWNE BbIBOANMbBIX AaHHbIX;
- onpegeneHne obs3aHHOCTEN BCEX COTPYAHUKOB, BOBMNEYEHHbIX B NPOLECC BbIBOAA JaHHbIX.

10.3 Mepbl 3alinTbl MH(OPMaL U, CBA3aHHbIe C UCNONb30BaHUeM KpunTtorpadgun

Llenb: 3awuTta KoOHPUAEHUMAaNbLHOCTU, ayTEHTUYHOCTU UMK LUEeNoCTHOCTU UHGpopMaLnn.

Kpuntorpaguieckne cuctembl U MeTodbl crneayetT UCNONb3oBaTbh ANA 3allUThl KOHpUAeHUMaNnbLHON
MHpoOpMaL MK, Koraa apyrie cpeactBa KOHTpoNs He obecnevmBatoT agekBaTHOU 3aLLMThHI.

10.3.1 NMonutuka B OTHOLUEHUN UCNONBb30BaHUA KpunTtorpadun

PelleHUa OTHOCUTENLHO NPUMeHeHUs Kpuntorpadpuiecknx Mep 3aluTthl cnegyeT paccMaTpuBaTh B
pamMkKax bonee obLlero npoLecca oLEeHKN PUCKOB U BbIDOpa MeponpuUATnA no obecneveHmnto MHGQoOPpMaLnoHHON
Oe3onacHocTW. Anga onpeaeneHnsa HeobXoanMMoro YpoBHS 3aLlnTbl MHpopMaL UM cnegyeTt NPpoBOANTL OLLEHKY
PDUCKOB, KOTOPast AO/MKHa UCNoNb3oBaThCcs ANA onpeaeneHns Toro, ABnsieTcd N Kpuntorpagpuyieckoe cpea-
CTBO NOAXOAALLNM, KAKOW TUN CpeacTB HEODXoOQUM, C KaKOW LLeNbio U B OTHOLLEHUWN KaknxX BU3HeC-NpoLeccoB
ero cnegyet NPUMeHATh.

B opraHuzauum cneayet paspadboTaTb NONMUTUKY UCNONBb30OBaHUA KpyunTorpadmnieckmx cpeacTs 3aLllUThl
MHopmMmaunn. Takaga nonuTuka Heobxogmma, 4Tobbl MaKCUMU3NUPOBATL NPENMYLLECTBA N MUHUMU3UPOBATL
DUCKU, CBSI3AHHbIE C UCMOMb30BaHUEM KpUnTorpadpniyeckmux cpeacTB, a TakKe n3dexaTb HeaaekBaTHOro Unn
HernpaBUNbHOIO NX UCMONb3oBaHUA. [1pn 3TOM HeobxoanMMo onpeaennTb:

a) MeToAUKY MUCMOoNb3oBaHUA Kpuntorpadpnvyeckux cpeacTtB B opraHmsauun, BkNodas oblne npuH-
LUNbl, B COOTBETCTBUM C KOTOPbIMU cneayeT 3aluatb cnyXebHyo nHgopmMaLunio;

0) NpUHUMNBI yNpaBneHUa Knw4Yamu, BKNOYasi MeToabl BOCCTAHOBMNEHUNA 3allndpoBaHHOWU UHOP-
MaLunn B criydae noTepu, KoMmnpomeTaunun Unn noBpexaeHua Knoyen,;

B) ponu 1 0Ba3aHHOCTM AOIMKHOCTHLIX ML, 3a:

1) peanusayuio NONMUTUKN;
2) ynpaslieHune Koyamu;

) COOTBETCTBYIOLWNN YPOBEHb KpUNTorpadpuueckon salunTbl AN pasnUYHbIX AaHHbIX;

) nepevyeHb MeEpPONPUATUN, KOTOPbIE OCMKHbI obecneuvnBaTb 3PEPEKTUBHOCTL BHEOPEHUSA METO-
OOB KpMNTO3aLlUTLl B opraHusaLunn.

10.3.2 WudpoBaHue

LLnppoBaHne — 310 Kpuntorpaduyiecknia MeTtom, KOToOpPbI MOXET UCMNOMb30BaTbCs ANl obecnevyeHns
3alnThl KOHUAEHUMANBbHOW, BaXXHOW UNMN KPUTUYHOW MHAXOpMaLLAN.

Ha 0CHOBE OLIEHKM PUCKOB HEODBXOAMMO onpeaenaTb TpedyemMbin yPpOBEHbL 3aLLUTHI, MPUHUMAas BO BHUMA-
HMe TUN U Ka4YeCTBO UCMOMNb3YEeMOro anroputmMma WUdppoBaHus, a Takke ANUHY KpUuntorpaguyeckmnx Knoyen.

[Tpn paspaboTke NONMUTUKN UCNONIb3OBAHUA KpUNnTorpagpuiecknx cpeacts HeobXoaMMo yYMThIBaTb Tpe-
DOBaHUA 3aKOHOAATENLCTBA U OrPaAHNYEHUS, KOTOPbLIE MOTYT MPUMEHATLCA B OTHOLUEHUWN UCMNONb3OBaHUA
Kpuntorpadpunyecknx MEeToA0B B Pa3HbIX CTpaHax, a TakkKe BONPOCHI, Kacatowmecss odbema noToka 3alundpo-
BaHHOM MHpOPpMaLWK, NnepegaBaemMon Yepea rpaHunLbl rocygapcts. Kpome Toro, crniegyeT yduThiBaTh TpeboBa-
HUA 3aKOHOAAaTEeNbCTBA B OTHOLUEHWUM 3KCnopTa U uMnopTa Kpuntorpadgpuiecknx texHonorun (12.1.6).

[na onpeaeneHnsa HeobxoAMMOro ypOoBHS 3alnThel MHGopMaLnK, BbIDoOpa noaxoasilmx cpeacTB U METO-
OB 3alUMThI, KOTOPLIE OAOIMKHBI 0becnevmnBaTh TpebyeMbIN YPOBEHb 3aLUTHI U peannsaLunm 6e3onacHbIX Cno-
coDOB ynpaBneHus Knovamu, LenecoodbpasHo KOHCYNbTUpoBaThes co cneunannctamu (10.3.5). Kpome Toro,
MOXEeT NoTpeboBaTbLCS KOHCYNbTaL WS lopUCTa OTHOCUTENBbHO 3aKOHOB M HOPMATUBHBLIX aKTOB, KOTOPbIE MOTYT
OblTb NPUMEHUMBbI B Cny4vae npeanonaraemoro UCnonb3oBaHUA opraHuMsaunen MeTodoB W CpeacTB
LU pOBaHNA.

10.3.3 LUudpoBble noanucu

LindopoBble noanncmn obecnevnBaroT 3allmMTy ayTeEHTUMPUKALIUN U LLeNTOCTHOCTU 3MIEKTPOHHBIX AOKYMEH-

TOB.

Hanpumep, anekTpoHHbIe NOANMUCU MOTYT UCMOMNb30BaTLCH NPU 3MEKTPOHHOW TOProBne, rae ectb Heob-
XOAUMOCTb B KOHTPOJE C Lielbio YAOCTOBEPUTLCA, KTO NoAnucan 3NeKTPOHHBIU AOKYMEHT, a TakKe NpoBepkKe,
ObINIO N cogepXaHne NoANMCaHHOrO AOKYMeHTa N3MEHEHO.

LindopoBble nognnucn MoryT NnpUMeHATLCS Ans nodon opmbl AOKYMEHTA, 00pabaTbiBAeMOro srekTpoH-
HbIM CMOCODOM, HaNpUMep, NPU NoANUCU SNEKTPOHHBLIX NNAaTeXen, AeHEXHbIX NePEeBOAOB, KOHTPAKTOB U Corna-
weHun. LlndppoBble nognmucm MoryT ObiTb peannusoBaHbl MPU UCMONb30BaHUN KpUnTorpaduieckoro Metoaa,
OCHOBbIBalOLLEerocsa Ha oAHO3Ha4YHO CBA3aHHOW Nape KNodeu, rae oamH KoY UCTonb3yeTcda ANd co3gaHna noa-
MACK (CEKPETHBIU/NMUYHBIW KNHoY), a ApYron — Ans NPOoBePKU NOANUCKU (OTKPLITHIN KITHY).

Heobxoanmo ¢ 0coboU TIaTeNnbHOCTLIO 0becneumBaTh KOHPNAEHUNANBHOCTL JIMYHOTO KMoYa, KOTOPLIN
cneayeTt XpaHUTb B CeKpeTe, Tak Kak nodon MMeoLLMA KHEMY AOCTYN MOXET NoANUCkIBaTL ACKYMEHTHI (NnaTte-
XU, KOHTPaKThbl), TeéM caMbIM panbCcUpunLnpya noannchk BnagensLua knoda. Kpome Toro, o4eHb BaXkHa 3awuTa
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LEeNMOCTHOCTM OTKPLITOro Knw4da, Kotopasi obecnevymBaeTcsl npu UCMonb3oBaHUU cepTudgunkata oTKPbITOro
krnroda (10.3.5).

CneayetyaensaTb BHUMaHWE BbIOOPY TUMNA U KAYEeCTBY UCTOMNb3YEMOro anropruTma noanmcu n AnnuHe Knwo-
yen. Heobxoanmo, 4Tobbl KpunTorpadpuyeckmne Knodm, Ucnonb3yemsle ans LMdppoBbiX noanmced, oTnnvanmncs
OT TeX, KOTOPpbIe NUCMONb3YyTCA ANna WwngporaHma (10.3.2).

[Tpn ncnonb3oBaHUK LMPPOBLIX NoANMcen, HeobxoaMMo y4nTbiBaTb TpebOBaHUA BCeX OEUCTBYHOLLIMX
3akoHoOaTeNbCTB, onpeaendrolmx YCNoBus, Npu KOTOPbIX LK poBad NnoaAnicbe MMeeT Iopuanyeckyro cuny.
Hanpumep, Npn 3NeKTpoOHHOMW TOProBne BaXXHO 3HaTb HoOpuandecknn ctatyc undgpposbix noanucen. Moxer
noTpeboBaThCHA HANUUKME cneumarnbHbIX KOHTPAKTOB UMK ApYrux cornaweHun, 4yTobbl nogaaepKmBaTb UCMNOMb-
30BaHMe UMPPOBLIX NOANMUCEN B cnydyadx, korga sakoHoaaTenbCTBO B OTHOLWEHUM UUGPOBLIX nognucen
HeJOoCTaTOYHO pa3BUTO. HeobXoaMmMo BOCNONMb30BATLCH KOHCYMbTaLIMEN FOPUCTAa B OTHOLLEHUN 3aKOHOB U HOP-
MaTUBHbLIX aKTOB, KOTOPLIE MOTrYT ObiTb MPUMEHUMBIMW B OTHOLUEHWM Npeanonaraemoro UCnofib3oBaHUA
opraHunsaunen LM POBLIX Noanucen.

10.3.4 CepBUCbLI HEOCNOPUMOCTHU

CepBUCEI HEOCMOPUMOCTHU CNeayeT UCMONb30BaTh TaM, rae MOXET TpeboBaTbCA pellaTth Cnopbl O Hanm-
YN UNTN OTCYTCTBUU CODLITUA UM AEUCTBUA, HANpUMep Cnop no UCMofb3oBaHMI0 LM POBOU NOANUCH Ha 3MeK-
TPOHHOM KOHTpaKkTe unu nnartexe. [JaHHble cepBUCHI MOTYT NOMOYb AoKasaTb, UMeN NTM MeCTO KOHKPEeTHLIN
cnydyan unv gencTene, HanpumMmep oTkas B OTChINIKe MHCTPYKLUWK, nognncaHHOW LMdppOoBOU NOANUCKID, MO 3M1EK-
TPOHHOM MOUTE. OTU CEPBUCKI OCHOBLIBAOTCHA HA UCMOSIb30OBAaHUM MEeTOA0B LN POBaHUA U LLUPPOBOW NOANNCHA
(10.3.2 1 10.3.3).

10.3.5 YnpaBneHue Knw4vamu

10.3.5.1 3awuTta KpuntorpauUieckmnx Knoven

YnpaBneHune KpuntorpaguiecknumMmm Knrovdami BaXkKHO Ans 3@ eKTUBHOIO MCNOMb30BaHUA KpUntorpadou-
YeCKUX CpeCTB.

NMobas komnpomeTauna Unn noteps Kpuntorpadpnuiyecknx Knovenm MoXeT NpUBecTn K KoMnpomMeTaLunu
KOHMAeHUManNsLHOCTU, NOANMHHOCTM U/UNK LENOCTHOCTU MHopMaL . CneayeT NPUMEHSATb CUCTEMY 3allin-
Thl ANsl ocbecneyeHUs NCMONbL30BaHNS opraHMU3aUnen cneayrwmx Kpuntorpagpuyiecknx MeToaoB:

- METOAbI B OTHOLLEHUN CEKPETHBIX KITHoYeNn, rae Ase nnu bonee cCTopoHbl COBMECTHO UCMONMb3YIOT OANH U
TOT e KoY, U 3TOT KoY NPUMEHAETCS Kak ANs LW poBaHUA, Tak U aellnd poBaHnUs MHpopMaLMn. STOT KoY
OOIMKEH XpaHUTbLCH B CeKpeTe, Tak Kak Nbon, MMeoLLMA A0CTYN K 3TOMY KMoUvy, MOXET AelindpoBaTh BCHO
MHOPMaL KO, 3allUPPOBaHHYIO C MOMOLLLIO 3TOMO KNiova, U BBECTU HeaBTOPU3OBaHHYIO MHAOPMaLUIO;

- MeTodbl B OTHOLUEHMM OTKPLITEIX KINHOYeNn, rae KaXabl nonb3oBaTteb MMeeT napy Krouen, OTKPbIThIN
KoY (KOTOPbLIM MOXKET BbITb NoKasaH NMoboMy) U NMUYHBLIN KNoY (KOTOPBLIXA AOIMKEH XPaHUTLCH B cekpeTe). MeTo-
Obl C OTKPBLITEIMU KITFOYaMM MOTYT UCMoNb3oBaThca Ang wndgpoeaHua (10.3.2) n ana reHepaunn UMdppoBbIX
nognucen (10.3.3).

Kntoum Heobxoaumo 3allinLaTh OT USMEHEHUS U pa3pyLUeHUs, a CeKpeTHbIM U NTUYHBIM KntodamMm HeoDXo-
OnmMa 3aluTa oT HeaBTOPU3OBaHHOIMo packpblTUa. Kpuntorpagpuyieckme Metoabl MOryT TakKe UCNONb30BaTLCS
ans aTon uenn. Prusndeckyro salnTy cnegyeT npUMeHsiTe Ans 3alnTel 000opyaoBaHUA, NCNOMb3YEMOro Ans
N3rOTOBMEHUSA, XpaHEHUSA U apXUBUPOBAHUSA KIHOUEN.

10.3.5.2 Cnocobbl, npoueaypbl U METOAbLI 3aLLUTEI KpUNTOrpadmnyeckmnx Knoyen

Heobxoaumo, 4Tobbl cnctema obecneveHunst 6e3onacHOCTU NCNONb3OBaHUSA KIoYEN OCHOBBLIBaach Ha
cornacoBaHunu cnocobos, npoueayp 1 6e3onacHbIX MeToA0B ANS:

- TeHepaunn Knoven np UCNoNb3oBaHUM pasNMYHbIX KpUNTOrpaduyecKx CUCTEM U pasTUYHbIX NPUNOo-
XEeHUW;

- reHepaunn 1 NonyvYeHnsa cepTUPUKaToB OTKPLITEIX KIHoYeWn;

- PacChbINKXA KIoYen npegHasHavyeHHbIM NMonb3oBaTendam, BKAoYas UHCTPYKUMW NO UX aKTUBaLUW MPU
NONyYeHUH;

- XpaHEeHUA KNoYEen; Npyu 3ToOM He0OX0ANMO Hann4yne NHCTPYKLUMN aBTOPU30OBAHHbBIM NONbL30BaTENAM AN
nony4yeHUs gocTtyna K Knodam,;

- CMeHbI NN 0BHOBNEHUS KIoYen, BKoYaa npasuna nopsaaka n CpoKoB CMEHbI KNHoYen;

- nopsaKka 4enCcTBMA B OTHOLLEHWUN CKOMMNPOMETUPOBAHHBIX KINOYeH;

- aHHYNUPOBaHWUSA KIMOYEN, B TOM YUCTIE CNIOCODLI aHHYNMPOBaHUA N Ae3aKTUBaL MU KIMHOYEN, eCrnn KNHo-
Y ObIN CKOMMPOMETUPOBAHLI UM NOMb30BaTENb YBOMUIICS U3 opraHMU3aLnm (B 3TOM chydae K4 HeobXo-
OUMO apXMUBUPOBATb);

- BOCCTAHOBMNEHUS KNOYEN, KOTopbIe ObINU yTEPSIHBLI UMK UCTIOPYEHbI, ANS paccekpevnBaHUs 3allndgppo-
BaAHHOW UHpopMaLIUK;

- apXUBUPOBaHUA KNOYeW, Hanpumep And apxXUBUPOBaHHOW UMN pe3epBHOU MHOPMAaL N,

- paspyLlueHUa Kio4en;
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- perncTpauum u aygnta geuctBun, CBA3aHHLIX C yripaBneHneM KIrodamu.

Ons ymeHbLIeHNA BEPOATHOCTU KOMNPOMETaLUM HeobxXxoaumo, YToDbl KoY UMenn onpeaeneHHble
OaTbl aKTUBU3ALUMN N Ae3aKTUBaLUN, YTODBI UX MOXKHO BbIo OBl UCNOMNL30BAaTh B TEYEHWE OrPpaHUYEHHOro Nepun-
0a BPEMEHMU, KOTOPbIN 3aBUCUT OT OOCTOATENbCTB UCNOSIb30OBAaHUS KpUnTorpagpuyiecknx cpeactB, KOHTPOMSA U
OT CTeNneHn pucka packpbiTUa UHpoPMaLUA.

MoxeT noTpeboBaTbca Hanu4vne npoueayp obpadboTkn HopUOANYECKNX 3aNPOCOB, KacatoLMXCcsl A0CTyNa K
Kpuntorpadgpuyecknm Knoyam, Hanpumep, 4todbl 3awndgppoBaHHas MHpopMauus ctana AoCcTyrnHoOU B Hesa-
lndopoBaHHOW popMe And AoKasaTenbCTB B cyae.

B aononHeHune K Bonpocy 6e30nacHOCTU yNpaBNeHUsl CEKPETHBIMU N NMUYHBIMKU KnoYaMn Heobxoammo
YUNTbIBATb HEOOXOOAMMOCTb 0becneveHns 3alunuTbl OTKPLITEIX KNtoven. CylecTByeT yrposa nogaenbiBaHus
LndpoBON NOANMUCU N 3aMEHBI OTKPBLITOrC KNtoYa NoMb3oBaTeNd CBOUM. 3Ta Npobnema pelaeTcsa ¢ NOMOLLLIO
cepTudukaTa oTKpbIThIX KNtoden. CepTudnkaTbl HEOOXOAUMO U3rOTOBNATL TAKMM CNOCOOOM, KOTOPLIA OOHO-
3HA4YHO CBA3bIBAN Obl MHOPMAaLUIO, OTHOCALLYIOCA K Blagenbly napbl OTKPbITOrO/CEKPETHOTO KIMHOYEW, ¢
OTKPBbITBIM KItovoM. [oaTomMy BaXkKHO, UTODLI NpoLeccy ynpaBneHus, B paMKaxX KOTOporo ooOpMUpYyoTCsl 3TU
cepTUdUKaThbl, MOXXHO ObINO AOBEPATh. ITOT NpoLecc 0OLIYHO BLINMOMHAETCS OpraHoM cepTudpurkaLnm, KoTo-
PbIA AOMMKeH OblTb NMPU3HAHHOW opraHu3auuen, PyKoBOACTBYHOLWENCA COOTBETCTBYHOLWMMKA NpaBunamMn W
npoueaypamun MHpopmMaunoHHOW BeszonacHoCTU Ana obecneveHns TpebyemMon cTeneHn AoBepus K HEMY.

Heobxognumo, 4TobObl cogepXaHue cornaweHnn ¢ BHELWHUMU MocTaBLMKaMn Kpuntorpadpuieckmx
CpeacTB, HANPUMEP € opraHoOM cepTudgUuKaunn, BKNoYano TpedboBaHUs No OTBETCTBEHHOCTU, HAOEXHOCTU
CpeCTB U BpeMeHM pearMpoBaHMga Ha 3anpockl No UX NpegocTaBneHunto (4.2.2).

10.4 Be3onacHOCTbL CUCTEMHbIX bannoB

Llenb: obecnevyeHne mogepHusaLmnm MHQOPMaLUOHHBIX CUCTEM U AEUCTBUN NO UX NoAaepKKe besonac-
HbIM CMOCODOM.

B npouecce skcnnyaTtauum OU3HeC-NpUNoXXeHn HeodbxogmMmo KOHTPONMPOoBaTh AOCTYN K CUCTEMHBIM
dhannam.

[Tonb3oBaTenn Unn paspadboTyMKn, KOTOPLIM NPUHAANEXUT NpuKnagHas cuctema Unu nporpamMmmHoe
obecnevyeHne, AOMKHBLI ObITb OTBETCTBEHHLIMU 3a LENOCTHOCTb CUCTEMBIL.

10.4.1 KoHTponb nporpaMmMHOro obecne4deHus, Haxogsaweroca B NpoMbILLUNEeHHON 3KCNyaTaumu

Heobxoanumo obecnevmBaTb KOHTPOMb 3@ NPOLLECCOM BHeAPEeHUS NporpaMmmMmHoro obecnevyeHunst B npo-
MbILLUNIEHHYIO 3KcnnyaTauuto. YTobbl CBECTU K MUHUMYMY PUCK NOBPEXAEHUA CUCTEM, HaXoOALWMNXCs B Mpo-
MbILLUMTIEHHOW 3KcnnyaTtauuy, uenecoodbpasHo MUCNoMb3oBaTh clegyiolme MeponpusaTna no obecnevyeHuro
MHopMaLIMOHHON BE30NacHOCTH:

- 0OHOBNEHME BUDNMOTEK NporpamMm cneayeT BbINOMHATb TONbKO HasHavYeHHOMY crieymannucty — Ouno-
nuoTeKapo Npu COOTBETCTBYIOWEN aBTOpU3aLnn ero obasaHHocTen pykosoactsom (10.4.3);

- MO BO3MOXXHOCTU, CUCTEMBI, HaxoasLwecd B NPOMbILLNEHHOW 3KennyaTauun, ACMKHbI COCTOATL TOMNLKO
N3 UCNONMHUMBIX NPOrpaMMHbIX KOOOB;

- NICNOJTHAEMYIO NporpaMmMy He creayeT BHeAPATb B NPOMBbILUNEHHYIO 3KCNNyaTau Mo 40 TeX Nop, Noka He
nony4veHsl NOATBEPXKASHUSA ee YCMELLIHOro TECTUPOBaHUA N NPUHATUNA NONMb30BaTENAMU, a TakKe He 0DHOBNe-
Hbl COOTBETCTBYHOLWNE DNDONUOTEKU UCXOOHBIX TEKCTOB NMPOorpamMm;

- HeobXoaAMMO, YTODLI XXYpHan ayauTa pernctpupoBan Bce 0OHOBNEHUA BUBMMOTEK NporpamMm, Haxoas-
LLIMXCA B NPOMBbILLUNEHHOW 3KCnnyaTauuu;

- NpeablayLline Bepcumn nporpamMmHoro ocbecneveHusi cnegyeT CoXpaHsTh ANs BOCCTAaHOBNEHUSI CUCTEMBI
B criyvyae HenpeaBUaeHHbIX OOCTOATENBLCTB.

Heobxogumo, 4TobObI NporpaMMmHoe obecnevyeHne, UCNONb3yeMoe B NMPOMLILUNIEHHON aKkcnnyaTauuu,
nogaepXXMBanocb Ha ypoBHe, 3agaHHOM paspaboTt4yukom. [pn nodbom pelieHUn npoBecT obHOBNEHWUE A0
YPOBHS HOBOW BEPCUU cneayeT NPUHUMATb BO BHUMaHUE 6e30nacHOCTb AaHHOW BEPCUN: Kakne HOBble YHKLN-
OHanbHble BO3MOXXHOCTU 0becneveHns nHdpopmaLnoHHON 6e30NacHOCTU OHa UMeeT UM UMEKOTCH NN Cepbe3-
Hble npobnemsbl obecneveHnsa 6e30NacHOCTU, CBsSI3aHHbIE C 3TOM Bepcuen. Llenecoobpa3Ho MCNoMb3oBaTh
nporpamMmHble moandunkaumm (natyun), eCcrnm oHU MOTYT 3aKpbliTb MM CHU3UTL Yrpo3bl 6€30MacHOCTN.

PU3nNYECKUN NN NOTUYECKUN AOCTYN NpeaoCcTaBNAeTCA NocTaBLmMKkam (paspaboTyumkam), No Mepe Heob-
XOAWUMOCTU, TONLKO ANS NOAAEPXKKUA NporpaMmMHOro obecneyeHns npyu Hannu4num paspelleHnusa pyKkoBoacTBa.
[Tpn 3TOM OeUCTBUS NOCTaBLUMKa (pa3paboTymka) AOMKHbI KOHTPONMUPOBATbLCA.

10.4.2 3allnTa TeCcTOBbIX AaHHbIX

[laHHble TeCTUpPOBaHUA cneayeT 3aluilaTb UKOHTponMpoBaTh. [Anga ocywecTBneHUa CUCTEMHOIO U NMpu-
EMOYHOro TECTUPOBAHUS TPEDYIOTCSH CYLLIECTBEHHBIE 0OBEMbI TECTOBLIX AaHHbIX, KOTOPbIE MakcUMarbHO NMpun-
ONMXKeHbl K onepaunoHHbIM AgaHHbiM. CrneayeT mnsberatb UCMNONb30BaHUS 6a3 OaHHbIX, HaxXOoOsALWMXCS B
MPOMBbILLMIEHHOW 3KecnnyaTaunm n cogepXxawmx nuyHyo nHgopmauuo. Ecnu takas nHgpopmauuns TpebyeTcs
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ONs1 TECTUPOBAHUS, TO Nepea UCMOoNb30BaHUEM crieayeT yaanuTb NUYHYI0 nHgopmMaumio (AenepCcoHNPULNPOo-
BaTb ee). [lns 3almThl onepaunoHHbIX AaHHbIX, KOrda OHW UCNOMb3YIOTCA ANs Uenen TeCTMpoBaHUs, HeobXo-
OUMO NMPUMEHSITb creayoLlme MeponpusaTua no cbecneyvyeHnUio MHPOPMaLMOHHON 6e30NacHOCTI:

- MpoLueaypbl KOHTPOMNA A0CTYNA, NPUMEHSIEMbIE AN NPUKITAAHBIX CUCTEM, HAXOAALWMUXCA B MPOMBbILLITEH-
HOW 3KcnnyaTauun, crneayeTt Takke NPUMEHSATb U K NPUKNaaHbIM CUCTEMAaM B cpee TECTUPOBAHUS;

- NIPU KaXkaoM KOMMpoBaHUKM onepaunoHHoOWM MHdopmMmaumn ang rnpuknagHom cUCTeMbl TECTUPOBaHUSA
npegycmaTtpuBaTbh aBToOpU3aL o 3TUX AeUCTBUMN;

- MOCne TOro, Kak TeCTUPOBAHNE 3aBEPLUEHO, onepauUnoHHY0 MHopMaL Mo cneayet HeMeaneHHo yaa-
NNTb N3 NPUKITaaHON CUCTEMbI cpeflbl TECTUPOBAHUSA;

- KOMUPOBaHUE U NCNONb30BaHKUe onepaLnoHHOW NHpOoPMaLU HEOBXOANMMO PErNCTPUPOBATL B XKYpPHa-
ne aygura.

10.4.3 KoHTponb goctyna K oubnuorekam UCXoAHbIX TEKCTOB NporpamMmm

[1Na CHMXKEeHNAa pucka UCKaXKeHUs1 KOMMNbTEPHbIX NporpaMmm Heobxoanmmo obecrnevynBaTb CTPOMMIA KOH-
TPONb A0CTyNna K bnbnuotekam UCXoQHbIX TEKCTOB NMporpamMmm, Ansi Yero:

- MO0 BOSMOXXHOCTW, UICXOOHbIE BUDNMOTEKN NporpamMm cnegyeT XpaHuTb OTAENbHO OT OU3HEC-NPUNoXKe-
HUN, HAXOOAWMXCS B NPOMbILLIEHHOW 3KCNyaTauuin;

- Ha3Ha4aTb cneunannucTa — dMbnMoTekaps nporpamMm AN Kaxxaoro b1sHec-npunoXeHns;
- MepcoHany noaaepXkn MHPOPMaLNOHHBLIX TEXHONOMMA He crneayeT NpeaocTaBATb HEOrpaHUYEHHbIN
OOCTYN K NCXOAHBbIM BUBNMoTekam nporpamMmm;

- MporpamMmel, HaxoadaLWnecs B rnpouecce paspaboTKM Unn TekyLwiero obCcnyXmMBaHusa, He crneayeTt Xpa-
HATb B OUBNMMOTEKax ¢ UICXOAHBIMW TEKCTAMM NMPOrpamMm, HaxoasILWMXCsl B NPOMbILLNEHHOW 3KCnnyaTauuu;

- oOOHOBNEHNEe BUBNMMoOTEK N obecnevyeHne NPOrpPaMMMUCTOB UCXOAHBIMW TEKCTaMM cneayeT ocyllec-
TBNATb TOMbKO HA3HAYEHHOMY creunanncty — bubnunoTekapto nocne aBTopmsaLun, nonyvyeHHon ot MeHea-
Xepa, oTBeYarLWero 3a noaaepKKy KOHKPpEeTHOro BU3HeC-NpunoXXeHus;

- NMTUCTUHIU NporpamMm cneayeT XpaHUTb B be3onacHoM MmecTe (8.6.4);

- cneayeT BEeCTU XXypHan ayauTta anst Bcex A0CTYNOB K UCXOAHBLIM BUbnmotTekam:;

- CTapble BEPCUN NCXOOHLIX TEKCTOB HEODXOANMO apXUBUPOBATbL C YKasaHUEM TOUYHbLIX AaT U BPpEMEHMU,
KOrga OHW HaxoauUMUCh B MPOMbILLNEHHOW 3KCnnyaTaLnun, BMeCTe CO BCEM NporpamMmMHbIM obecnevyeHUeM Noa-
OepXKWU, ynpaBneHus 3agaHnsiMmn, onpeaeneHnussMun aaHHbIX U npoueaypamu;

- MOAAEPXKKY N KONMUPOBAHME UCXOOHbLIX ODMBNMMOTEK cneayeTt NpoBOAUTL NO4 CTPOrMM KOHTPOMEM C
Lenbio NpeaoTepalleHna BHeceHUA HeaBTOPU3OBaHHBLIX nsmeHeHUU (10.4.1).

10.5 Be3onacHOCTb B npoueccax pa3paboTku U nogaepxKku

Llenb: nogaepxaHue 6e3onacHOCTU NpUKNagHbiX CUCTEM U MHPOPMaL WA,

MeHeaxepbl, OTBETCTBEHHbIE 3a NPUKMagHble CUCTEMbI, AOITKHbI ObITb OTBETCTBEHHBLIMU 1 3a Besonac-
HOCTb cpeibl NPOeKTUPOBaHUA UMK noadepXkn. OHU A0IMKHBI MPOBOAUTEL aHanM3 BcexX NpeanoXXeHHbIX U3Me-
HEHWA CUCTEMBI M UCKNHOYATb BO3MOXHOCTb KOMMNpoMeTauun 0e30NacHOCTU KaK CUCTEMbI, Tak U cpeabl
MNPOMBILLUIEHHOW 3KCcnyaTauun.

10.5.1 lNpouenypbl KOHTPONA U3MEHEHUN

UTOoObI CBECTU K MUHUMYMY NOBPeXAeHUs1 UHPOPMAaLMOHHBIX CUCTEM, CreayeT CTPOro KOHTPONMPOBAaTh
BHeApeHNne N3MEeHEHNUN — CTPOro npuaepXXmBatbes popmManmloBaHHbIX npoueayp obecneveHns MHpopma-
LIMOHHOWN De30NacHOCTU; OCYLLECTBNSATL KOHTPOMb 3a BO3SMOXHOW KOMMpOMEeTaLMen caMmnux npoueayp; npo-
rpaMMuUcTamMm, oTBeYalLlWmMM 3a nogaepXKy, nNpeaocTaBndATe AOCTYN TOMbKO K TEM YaCTAM CUCTEMBI, KOTOPLIE
HeobXxoauMbl ANs X padoThl, obecnevnsaTts popManmsauunio n oaodbpeHmne COOTBETCTBYHOLLUM PYKOBOACTBOM
BCEX U3MeHeHnn. NameHeHnsa B NprUKnagHoM nporpamMmmHOM obecneueHmnn MoryT noBnusiTb Ha MHQOPMAaLLIUOH-
HYt0 ©e30NacHOCTb UCNOMb3YEMbIX DU3HEC-NPUNOXKEHU. TaMm, rae 3ToO BO3MOXHO, creayeT 00 beANHATL Mepbl
no obecnevyeHno MHPOPMAaLIMOHHON BEe30NacHOCTU UCMONb3YEMbLIX DUIHEC-NPUMOXEHUA U N3MEHEHUA B
npuknagHeix nporpammax (3.1.2). Heobxoanmo, 4tobbl 3TOT NpoLecc BKYarn:

- obecnevyeHne NpPoTOKONNPOBaHUA COrnacoBaHHbLIX YPOBHEN aBTOPU3ALIUN;

- obecreveHne yBEPEHHOCTM B TOM, YTO 3aMpocChl HA U3MEHEHUSI UCXOONAT OT aBTOPU3OBaHHbLIX COOTBET-
CTBYIOLLMM 0Bpa3oM Nonb3oBaTenen;

- aHanu3 mep nHdopmMaLnoHHOW be3onacHOCTU N npoueayp, obecnevmnBaroLLMX LEeNOCTHOCTb UCMNONb3Y-
eMbIX CUCTEM;

- nAeHTUUKaLM BCero nporpaMmmMmHoro obecneveHunst, tHpopmauunm, o06beKkToB, 6a3 AaHHbIX MannaparT-
HbIX CpeAcCTB, TPebyoLnNX NSMEHEHUN;

- nony4veHue GopmMannm3oBaHHOro o4obpeHus geTanbHbIX 3anpocoB/NMpeanoXXeHn Ha U3MeHeHUs1 nepea
Ha4yarom padoThl;
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- paspelleHne BHeECEHUS USBMEHEHNN B NpUKNaaHble NporpamMmmbl aBTOPU3OBaAHHbIM NOMb30BaTeNIeEM A0
MX HenocpeacTBEHHOW peann3aunu;

- OCyLLleCTBeHNE NpoL.ecca BHeApPEeHUA NSAMEeHEH N B NPpUKNaaHble NporpamMmMbl € MUHUMAaNbHBIMU OTPU-
LaTenbHbIMX NocneacTBUSAMUN A bu3Heca;

- obecneveHmne 0OHOBMEHNSI KOMMNNEKTAa CUCTEMHOW AOKYMEHTALIMWX NOCMNe 3aBepLUEHUS KaXXaoro n3me-
HEHUA N apPXUBUPOBAHUE UM YTUNU3ALIUSA CTapon AOKYMEHTALIUN;

- NOAAEPKKY KOHTPONA BepCcuiA Anst BceX 0bHOBMEHUN NporpaMMHOro obecnevyeHus;

- perucTpauunto B XXypHanax ayauta Bcex 3anpocoB HA USMEHEHUE;

- KOppeKUuo akcnnyataunoHHon gokymeHTauun (8.1.1) M nonb3oBaTenbCKMX NpoLieayp B COOTBETCTBUMA
C BHECEHHbIMU N3MEHEHUAMMN;

- OCYyLLeCTBNeHUe nNpoLecca BHeapeHUA U3MEHEHWUW B cornacoBaHHOE BpeMs be3 HapyLeHUa 3aTparu-
BaeMbIX ODN3HEC-NPOLIECCOB.

Bo MHOTMX opraHuU3aUuax NCNonb3yeTcqa cpeda, B KOTOPOW NOoNb3oBaTeNnn TeCTUPYHOT HOBOE Nporpam-
MHOe obecneveHne U KoTopada oTAaeneHa oT cpeabl pa3paboTkM 1 cpeabl NPoOMbILLNEHHOW akennyaTauun. MNpu
9TOM obecrneymBaeTcd BO3MOXHOCTb KOHTPOMNS HOBOMC MporpamMmHoro obecnevyeHuss U OononHUTenbHas
3almTta onepauMoHHOU MHOPMaL A, UCNIONTB3YEMON B NpoLecce TeCTUpPOBaHUA.

10.5.2 TexHU4YeCKUN aHaANU3 N3IMEeHEeHUN B onepauUoHHbIX CUCTEeMaX

[lepnognyeckn Bo3HMKaeT He0bXoaAMMOCTb BHECTU M3MEHEHUS B ornepaLoOHHblIe CUCTEMbBI, Hanpumep,
YCTAHOBWUTL NOCNeAHIo noaaepXKmBaemMyro BeEpcuo nporpaMmMmHoro obecneveHumst. B aTux cnyvyasax Heobxoau-
MO MPOBECTM aHanums3 nNpoTecTMpOBaThL NPUKNaaHble CUCTEMBI C LieNbio obecneyvyeHns yBepeHHOCTU B TOM, YTO
He OKa3bIBaeTCA HUKAKOro HebnaronpuUATHOrO BO3AEUCTBUS Ha MX PYHKUMOHUPOBaHUE N be3onacHOCTb. Heob-
XOANMO, YTOObI 3TOT NPOLIECC YYUTLIBAN:

- aHanu3 cpeCTB KOHTPONA BU3HEC-NPUMOXEHNN U NpoLLeayp LLenoCTHOCTU, YTODLI obecnevmnBaTh yBeE-
DEHHOCTb B TOM, YTO OHWN HE ObITN CKOMNPOMETUPOBAaHbI K3MEHEHUAMW B onepaLoOHHON CUCTEME;

- obecneveHne yBepeHHOCTU B TOM, UTO €XXeroaHbIn NiaH nogaepkkm n OloQpKeT npegycMmaTpuBaeT aHanus
N TECTUPOBAHNE CUCTEM, KOTOPbIE HEODXOAMMO OCYLLECTBNATL NPU USMEHEHUAX B ONepaLoHHON CUCTEME;

- obecnevyeHmne CBOEBPEMEHHOMO NOCTYNNEHNS yBEAOMMNEHNN 00 U3SMEHEHUAX B ONeEpaLMOHHOW CUCTEME
0Ns1 BO3MOXHOCTU NMPpOBeAeHNSI COOTBETCTBYIOLLENO aHanmsa nx BNmnsiHUst Ha MUHQoOpMaLMOHHYH Be30NacHOCTL
nepen ycTaHOBKOW U3MEHEHWA B ONEPaLMOHHYO CUCTEMY;

- KOHTPOIb AOKYMEHTUPOBAaHUA COOTBETCTBYHOLUX U3MEHEHUI B NNaHax obecnevyeHnst HENPEepPbIBHOCTA
busHeca (pasgen 11).

10.5.3 OrpaHun4yeHNA Ha BHeceHUe U3AMeHeHUN B NakeTbl NporpamMm

Moaudunkaumin naketos NporpaMmm cneayet nsberatb. HackonbKo 3TO BO3MOXHO U AONYCTUMO C NpaKTU-
YEeCKOW TOUKN 3peHNS, NOCTaBNAEeMble NOCTAaBLLMKOM NakeThl NporpamMmm crneayeT UCMOoNb3oBaTh 0e3 BHECEHUS
n3aMmeHeHun. Tam, rge Bce-tTakm HeobxoanMmMo BHOCUTbL M3MEHEHUA B NaKeT NporpamMm, cnegyeT yunTbiBaTh:

- PUCK KOMNPOMETAaLUN BCTPOEHHbLIX CpeACTB KOHTPONSA U npouecca obecnevyeHnd LenocTHOCTU;

- HeODXOAUMOCTbL MONy4YeHUsa cornacust NOCTaBLLUUKA;

- BO3SMOXXHOCTb NMony4vYeHusa TpedbyemMbiX U3MeHEHUN OT NocTaBLMKa B BUae ctaHOapTHOro 0OHOBNEHUS
nporpamMmm;

- HeObXO0AMMOCTb pa3paboTKM AOMOMHUTENbHBLIX Mep NoAAepPKKN nNporpaMMHoOro obecneveHns, ecnu
opraHusauus B pesynbTaTe BHECEHHbLIX UBMEHEHU CTaHET OTBETCTBEHHOW 3a byayllee CONPOBOXAEHUE NPO-
rpaMMHOro obecrnevyeHus.

B cny4yae cylecTBEHHbIX UBMEHEHNIN OpUTUHATBHOE NporpaMMHoe obecneveHue cneayeT CoXpaHsTh, a
N3MEHEHMS cneayeT BHOCUTL B YETKO MAEHTURULMPOBaHHYIO KON, Bce 3aMeHeHUs HeobxoaMMo NONTHOCTLIO
TECTUPOBATb M AOKYMEHTUPOBATL TakUM 0BpasomM, 4TOObI X MOXKHO ObINOC NOBTOPHO UCNONb30BaTh, NPU HEOD-
XOAUMOCTU, Ana dyaywmx oOHOBNEHNN NporpaMMHOre cbecneveHus.

10.5.4 CKpbITble KaHanbl YTeYKU AaHHbIX U «KTPOAHCKUE» NporpamMmbl

PacKkpbliTine nHpopmMaLum Yepes CKpbIiThle KaHamnbl MOXeT NMPoOUCXoaNTb KOCBEHHBIMU U HEABTOPU3OBAH-
HBIMW CNoCcobaMun. DTOT NMPOLECC MOXKET ObITh pe3yNbTaToM akTUBaLIUN USMEHEHMIA NapaMeTPOB AOCTYNa KaK K
3alUMLLEHHBIM, TaK A K He3aL LW EeHHbIM 31eMeHTamM MHPOpMaLMOHHON CUCTEMBI, UIMN NOCPEACTBOM BITOXKEHUS
MHOPMaLMN B NOTOK AaHHbIX. « TPOSIHCKME» NporpamMmmbl npegHasHadveHbl 4nst Toro, YTodbl BO3AENCTBOBATL
Ha CUCTEMY HEABTOPM3OBAHHbLIM U HE3AMETHLIM CMOCODOM, NMPpU 3TOM AaHHOE BO3JeNCTBUE OCYLLIECTBNAETCH
Kak Ha nonyJvartensi AaHHbIX, TaK M Ha Nonb3oBaTensd nporpamMmmel. CKpbIThie KaHarnbl YTEYKU N K TROAHCKUE» NPO-
rpaMMbl peKko BOSHUKAKOT cnyvanHo. Tam, rae cKkpbiThlie KaHarbl UM « TPOSIHCKME» NMporpamMmmbl ABMAOTCH Mpo-
bnemon, HeobxoaMMO TMNPUMEHNATbL Ccreayrolne MeponpusaTus no  obecnevyeHno WUHOPMaLUOHHON
0e30nacHOCTU:

- 3aKynKy nporpamMmMHoro obecrnevyeHumnst oCyLLeCTBNSATb TOMbKO Y AOBEPEHHOI0 NUCTOYHUKA;

- MO BO3MOXHOCTU 3aKkynaTb NporpaMmmbl B BUAe UCXOOHbIX TEKCTOB C LLeNTbio MX NPOBEPKU;
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- UICNONBb30BAaTb NporpaMmMHoe obecrnedyeHue, npollellee OLUEeHKY Ha COOTBETCTBME TpeboBaHUSM
MHdpopMaLMOHHON BE30NacHOCTH;

- OCYLLECTBATL MPOBEPKY UCXOAHBIX TEKCTOB NPorpaMmm nepea nx akennyataunoHHbIM MPUMEHEHUEM;

- OCYLLUECTBNSATb KOHTPOMNb AOCTYMNA K YCTAHOBMEHHBIM NporpaMmmam U Ux MoanpunkaLmnsiv;

- UICNOJIb3OBAHME NPOBEPEHHBIX COTPYAHMUKOB ANsl paboThl C KINHOYEBLIMUA CUCTEMaMM.

10.5.5 Pa3paboTka nporpammMmHoro obecnevyeHus ¢ npuBrevYeHUEeM CTOPOHHUX OpraHn3aLnmn

B cnyJyasx, korga ansi paspaboTkM nporpaMmMHoro obecnevyeHUs NpuBekaeTCcA CTOPOHHSIA OpraHnsauus,
HeobXoaMMOo NMPUMEHATL creaytolme mepbl obecneveHns MHPOPMaLMOHHON DEe30NaCHOCTK:

- KOHTPOMNb HaNU4UA NULEH3NOHHBIX cornalleHun 1 onpegeneHHOCTU B BOMpocax coDCTBEHHOCTU Ha
nporpamMmmel 1 cobnogeHna npaB UHTenNnekTyanbsHoU cobcTBeHHOCTU (12.1.2);

- cepTudukaLno KavecTea 1 NpaBUIbHOCTM BbINOSHEHHbIX paboT;

- 3aKMYeHNe «escrow» cornalwleHud, npegycMmaTtpusatox AenoHpoBaHne NCXoAHOro TeKeTa Ha Cly-
Yyal HEBO3MOXHOCTU TpeTbe CTOPOHbI BbIMOMHATL CBOU 0DA3aTEeNbLCTRA;

- obecneyeHune NpaB AoCcTyna ans ayauTa c Lenbio NpoBepKu KavyecTBa M TOYHOCTU BbINMONHEHHOW paboThl;
- JOKYMEHTUpOoBaHMe TpeboBaHUN K Ka4eCTBY NMporpamMm B A4OroBopHoU doopme;
- TECTUPOBaHUE nepen yCTaHOBKOW NporpamMmm Ha npegmMmeTt obHapyXeHUs « TPOAHCKOro KOH».

11 YnpaBneHue HenpepbIBHOCTLIO OM3Heca

11.1 Bonpochkl ynpaBrieHUA HenpepbIBHOCTLIO ODU3Heca

Llenb: npoTuBOAeUCTBUE NpepbiBaHUAM BU3Heca U 3aLlMTa KpUTUIEeCKnX B13HeC-NpoLLeCccoB OT Nocne-
OCTBUW NMpU 3HAYUTENbHBLIX COOAX UMK BeacTBUSX.

Heobxoanmo obecnevnBaTth yrpaBneHne HenpepbiBHOCTLIO BU3Heca ¢ Uenbio MUHUMN3aLMK OTpULLa-
TeNbHbIX NOCNeACTBMN, BbI3BAHHLIX OeACTBUAMM WU HapyLIeHUsAMU Oe30nacHOCTU (KOTopble MOryT OblTh
pe3ynbTatoM MnpupodHbIX OeACTBUN, HECYACTHLIX Cry4vaeB, OTKA30B 00OpyaoBaHUA WU nNpeagHamMepeHHbIX
OEeUCTBMIN), OO0 NPUEMMNEMOTO YPOBHS C MOMOLLbH KOMOUHMPOBaHUA NPOQPUNAKTUYECKNX N BOCCTAHOBUTEb-
HBIX MepOoMnpUATUAA NO ynpaBneHnto HPopMaLUOHHON De30NacHOCTLIO.

[TocneancTsus o1 6eacTBUN, HAapyLLEeHUA 6e30MNacHOCTU U O0TKA30B B 0DCNYXKMBAHNUM HEODXOOQNMMO aHamnu-
3npoBaTb. Heobxoanmo paspabartbiBaTb M BHEAPSATH NiaHbl 0becneyeHnst HenpepbIBHOCTN BU3HECa ¢ Lefbto
BOCCTAHOBNEHUS1 DU3HEC-NPOLECCOB B TeUeHne TpedyeMoro BpeMeH Nnpu nx HapyLweHnn, Takue nnaHsl cne-
ayeT noggepKmBaTtb U MPUMEHATb Ha MnpakTuke, 4YTobbl OHW CTann COCTAaBHOW 4acTbi BCEX MPOLIECCOB
yrpaBlieHuUs.

Heobxoanmo, 4Tobbl ynpaBieHne HeNpPepbIBHOCTLIO BU3HECca BKITIOYaNo MEPOonpUATUS No ynpaBneHuto
NHpOPMaLIMOHHOW Be30nacHOCTbLIO ANA UaeHTUMUKaLUM U YMEHbLLUEHUSI PUCKOB, OTPaHUYeHNs nocneacTBUiA
pa3pyLUUTErNbHbIX MHUWOEHTOB U obecnevyeHnUs CBOEBPEMEHHOro BO30BHOBNEHNSI Hanbonee cyLlecTBEHHbIX
bunsHec-onepauun.

11.1.1 lMpouecc ynpaBrneHUsa HenpepbIBHOCTLIO OU3Heca

Heobxognumo, 4Tobbl cyLlecTBOBar yripaBnsaeMbl NpoLecc pas3BuTUS 1 nogaepXaHnsa HenpepbiBHOCTA
busHeca AnNsl BCell opraHusaumnu. 3TOT npouecc AoMKeH obbegnHATL KIMoYeBble 3N1eMeHThl ynpaBrieHUs
HernpepbIBHOCTLIC BU3Heca:

- MOHUMaHNEe PUCKOB, C KOTOPbLIMU CTaNKNBaETCH opraHn3aunsi, ¢ TOYKU 3peHNst BEPOATHOCTU BO3HUKHO-
BEHUA 1 MOCNEACTBUNA, BKITIoYasa UaeHTUgUKaLuo n onpeageneHne npruopnuTeToB KpUTUMECKUX Bn3Hec-npouec-
COB;

- MOHUMAaHNE BO3MOXHbIX MOcneACcTBUA HapyLLEeHNS BU3HeC-NPoLEeCcCCoB B clliydae He3Ha4YnTenbHbIX U
CYLLIECTBEHHbIX MHUMOEHTOB, NOTEHLWANBHO YIPOXaoLWNX XKU3HEeAeATENTbHOCTN OpraHmn3aLnn, a Takke Bblbo-
pa cpeacTB U crnocoboB 0bpadboTKN MHpOPMaL UK, KOTOPLIE COOTBETCTBOBANU Dbl LienaMm busHeca;

- opraHusaumio oNTUMarbHOro CTpaxoBaHUs pe3ynbTaToB 0b6paboTkn MHOPMALIMK, KOTOPOE AOCIMKHO
ObITb YacTblo Npouecca obecnevyeHns HenpepbIBHOCTN BU3Heca;

- bOpMYyNMPOBaHNE N AOKYMEHTUPOBAHUE CTPaATENMN HENPEPBLIBHOCTU BU3HECa B COOTBETCTBUU C COTfa-
COBaHHbIMW BU3HEC-UENSAMU U MPUOPUTETAMMU;

- bopMynmMpoBaHMUE N JOKYMEHTUPOBaHWE MMaHOB obecneyvyeHuss HenpepbIBHOCTU BU3Heca B COOTBE-
TCTBUM C COrNacoBaHHOW cTpaTerneu;

- perynsapHoe TecTnpoBaHne n obHoBNEeHNe NaHoB pa3BUTUSA MHPOPMAaLIMOHHBIX TEXHOOIMMIA 1 CYLLECT-
BYHOLLIMX MPOLEeCCOB;

- obecnevyeHmne opraHNYHOro BKIOYEHUSA B MPOLECChl U CTPYKTYPY OpraHusauum nnaHoB ynpaBreHus
HernpepbIBHOCTbIO BusHeca. OTBETCTBEHHOCTb 3a KOOpAMHAaLMIO npouecca yrnpaBfieHnsl HenpepbiBHOCTbIO
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Ou3sHeca cnegyeT BosnaraTbh Ha opraH, obnagarowmim COOTBETCTBYIOLLUMMN NMONMHOMOYUSAMN B OpraHusauun,
HanpumMmep Ha ynpasnsaoLwmnn coseT No nHgpopmaummoHHon besonacHocTun (4.1.1).

11.1.2 HenpepbIBHOCTbL OU3HECa U aHanNn3 nocneacTBMn

Heobxoanumo, 4Tobbl NNaHMpoBaHUe HenpepbIBHOCTM BU3HecCa HavYMHanNoch ¢ AeHTUUKaL MM cCOBbITUN,
KOTOpPbIE MOTYT ObITb MPUYNHON NPepbIBaHNA DU3HEC-NPOLLECCOB, HANpPUMep OTKas o0bopyaoBaHUA, HABOAHE-
HUe nnu noxap. NnaHnpoBaHmne A0IMKHO COMNMPOBOXAATLCA OLLIEHKOMN PUCKOB C Lenbtlo onpeaeneHunst nocnen-
CTBUA 3TUX NpepbiBaHUN (KaK C TOUYKMN 3peHns Mmaclutaba noBpeXxaeHus, Tak U nepnoaa BOCCTAHOBMEHUS).
OUEeHKY PUCKOB HEODX0AMMO OCYLLECTBNATL NP HENOCPeACTBEHHOM y4YacTUM Bnaaensues OM3Hec-pecypcoB
N y4acTHUKOB BusHec-npoueccoB. OUeHKa pyucka A0MKHA pacrnpocTpaHsATbesl Ha Bce BU3HecC-npouecchl N He
orpaHU4MBaTbLCA TONbKO cpeacTBaMn obpadboTkn nHpopmaLnn.

B 3aBMCMMOCTM OT pe3ynbTaToB OLEHKU PUCKOB HE0bXoaMMo paspaboTaTh cTpaTternio Ana onpeaeieHus
obLwero nogxoaa Kk obecneyeHuo HenpepbIBHOCTU BrnsHeca. PaspaboTaHHbIn nnaH gokeH ObiTh yTBEpXKAeH
PYKOBOACTBOM OpraHusauuu.

11.1.3 Pa3paboTka U BHegpeHUe NnaHoB obecnevyeHUs HenpepbIBHOCTU BDU3Heca

CnepyeT paspabaTbiBaTb MnaHbl Mo NogaepXkke nnu BoOcCTaHOBNEeHUo BnusHec-onepaunn B Tpebyemeble
nepuogbl BpeMeH nocne rnpepbiBaHUa UNU oTKasa Kputndeckmx dBusHec-npoueccoB. Heobxoammo, 4Ttobbl
nnaH obecneveHnsa HenpepbIBHOCTU BM3Heca npeaycMmaTtpuBan cnegyrowme MmepornpusaTns no odbecnevyeHuto
MHOpMaLMOHHON BEe30NacHOCTH:

- onpeaeneHne n cornacoBaHne Bcex obasaHHOCTEW AOMKHOCTHBLIX ML, M Npoueayp Ha crnyyan 4pe3Bbl-
YanHbIX CUTYaLNN;

- BHeIpeHUe B criyvyae vpesBblYauHbIX CUTYaLU npoueayp, obecnevymBarolMX BO3SMOXHOCTb BOCCTa-
HOBMNEHUS1 DU3HEeC-NPOLECCOB B TeveHne Tpebyemoro BpemeHn. Ocoboe BHUMaHWe cneayeT yaensiTh OLeHKe
3aBUCMMOCTM DM3HEecCa OT BHELHUX aKTOPOB M CYLLIECTBYIOLWMX KOHTPAKTOB;

- JOKYMEHTUPOBaHMe cornacoBaHHbIX NpoLeayp U NpoLeccoB;

- COOTBETCTBYHOLLEee 0by4yeHne coTpYAHUKOB AeNCTBUAM NPU BO3HUKHOBEHNN Ype3Bbl4alHbIX CUTYaLL NN,
BKIOYasa KPU3UCHOE yrpaBfieHUE;

- TECTUPOBAHNE obHoBNeHWe nnaHoB obecneyeHns HETNPEPbIBHOCTHA busHeca.

Heobxoaumo, 4Tobbl NnaH obecneveHna HENPEPLIBHOCTU DU3HECA COOTBETCTBOBAN TPebyeMbIM Liensm
busHeca, HanpumMep BOCCTaHOBIEHUIO OonpeaeneHHbIX CEPBUCOB ANS KITUMEHTOBR 3a NPpUeMeMblin MPOMEXKYTOK
BpemMmeHu. CnegyeT ydnTbiBaTb NMNOTPEOHOCTU B HEOOXOAUMBIX AJ1S1 3TOM0 CEPBUCA PECYPCOB, BKIHOYAS YKOM-
NeKToBaHUe nepcoHanom, albTepHaTUBHBIMU pecypcamMn Ansl cpeactB obpaboTkn MHpopMaLMn, a TakkKe
MEpPLI NO Nepexoay Ha aBapUNHbLIN PEXNM paboThl ANS 3TUX CPEACTB .

11.1.4 CTpyKTypa nnaHoB obecne4vyeHUa HenpepbIBHOCTU OM3HecCa

Cneayet nogaepXneatb eOUHYI0 CTPYKTYPY NNaHoOB obecnevyeHnUst HenpepbIiBHOCTU ODU3Heca B LEensiX
obecrneyeHns HENPOTUBOPEUYMBOCTM BCEX NMAHOB N onpeaeieHnUsa NnpuopuTeToB AN TECTUPOBAHUA U 0DCNY-
XMBaHUA cpeacTB U cucTemMm obpaboTkn nHdbopmaunun. Heobxoammo, 4Tobbl Kaxablkd nnaH obecrnevyeHus
HenpepbIBHOCTU BU3HECA YETKO onpeaensn yCrnoBUA ero peanusaunn, a Takke AOSPKHOCTHLIX NUL, OTBET-
CTBEHHbIX 32 BbINOMHEHWE KaXaoro ero nyHkra. [pu BbISIBNEHUN HOBLIX TpeboBaHUN HEODXOANMMO BHOCUTL
COOTBETCTBYIOLLME KOPPEKTUPOBKM B NpoLeaypbl Ha cnydyan YypesBbldanHbIX CUTyauuii, Hanpumep B NiaHbl
aBaKyaLnn Unu B NodbIE CyLLIECTBYOLLME NNaHbl MO Nepexoay Ha aBapuUnHbIA pexXum paboThl.

Heobxoanmo, YTobbl B CTPYKTYpPE NNaHOB obecneyeHUs HenpepbIBHOCTU BU3Heca npeaycMmaTpuBanoch
cneaywlLlee:

- YCNOBUSA peannsauny niaHoB, KOTOPbIe onpeaensawT Nopsaaok 4eUCTBUM ACITKHOCTHBIX UL, KOTOPOMY
HeobXoaMmMo cneaoBaTh (Kak OUeHUBaTh CUTYaLLUIO, KTO ACITKEH NMPUHUMATL ydacTue, U T. 4.) nepeq BBeAeHU-
eM B AEeUCTBUE KaXKaoro NyHKTa nnaHa;

- MpoLeaypbl Ha cnyvyan Ypes3BblYanHbIX CUTYaLU M, KOTOPbIE ACMKHLI ObITb NPeanpPUHATLI NOCNEe NHLN-
NeHTa, noaseprarwLero onacHoOCTn bsHec-onepaun N/Mnn 4YenoBeYecKyto XXnUsHb. Heobxoanmo, 4Tobbl OHU
BKMOUANKM Takke Mepbl Mo ynpaBneHuo CBA3IAMU ¢ 0OLLIECTBEHHOCTLIO N 3 PEKTUBHOE B3aUMOAEUCTBUE C
COOTBETCTBYIOLMMUN rOCyJapCTBEHHBIMW opraHamMu, Hanpumep ¢ MUNuUnen, NoXKapHoOU oxXpaHom 1 MeCTHbLIMI
opraHamu BnacTu;

- Mpoueaypsbl Nnepexona Ha aBapUnHbIA PeXXMM padboThl, KOTOPbIE ONUCKIBAOT HEODXoAUMbIE AEUACTBUS MO
nepeHocy BaXKHbIX DU3Hec-onepaLnun UM cCepBUCOB-NOAAEPXKKN B aNbTepHAaTUBHOE BPEMEHHOE MECTO pa3Me-
LLIeHUA U MO BOCCTAHOBMNEHUIO BU3HeC-NpoLecCcoB B TpebyeMble Nepnodbl BpeMeHU;

- NpoLeaypbl BO3OOHOBNEHUA pabOoThl, KOTOPbIE ONMUCKLIBAOT HEOOXoAMMbIE ASUACTBUSA AN BO3BPaLLEH U
K HOpManbHOMY pexXxumy BeaeHusa busHeca;

- TpapuK NogaepXKu nnaHa, KoTopblv onpeaendeT CPOKU U METOAbl TECTUPOBAHUSA, a TakKe onnucaHue
npoLecca noaaepXky nnaHa;
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- MeponpuaTUa no oby4vyeHuo nepcoHana, KoTopble HanpaenieHbl Ha NOHMMaHKe nNpoLeccoB obecneve-
HUS HeNpepbIBHOCTU B3Heca coTpyaHUKamMmn, U nogaepkaHne nocTosaHHoON 3 pekTUBHOCTN 3TUX NMPOLLECCOB;

- 0693aHHOCTN AOIMKHOCTHBLIX NL,, OTBETCTBEHHbIX 3a BbIMOMHEHWE KayKaoro nyHKTa nnaHa. Npn Heobxo-
ONMOCTMW OOITKHBI ObITb YKa3aHbl anbTepHaTUBHbIE OTBETCTBEHHBIE.

Heobxoanmo, YTobhbl 3a KaXabl NNnaH oTBeYasn KOHKPEeTHLIN PYKOBOAUTENb (COTPYAHUK). HUpesBblYauHbIE
MepbI, MNaHbl NC Nepexoay Ha aBapUUHbLIN PEXUM PYYHON 0BpaboTKK, NNaHbl No BO3OOHOBNEHWIO paboThI Chne-
ayeT BKNoYaTh B cpepy OTBETCTBEHHOCTM BnagenbL,eB COOTBETCTBYOLWNX DU3HEC-pEeCYPCOB UMK yH4aCTHUKOB
3aTparmBaeMbixX NpoLUeccoB. 3a Mepbl No Nepexoay Ha aBapUUHbLIN PEXUM paboTbl C UCNONB3CBaHNEM albTep-
HaTUBHbLIX TEXHUYECKUX CpeacTB, TakKMX Kak cpeactBa obpaboTkn nHdopMaumm U CBA3U, OTBETCTBEHHOCTb
HecyT NOoCTaBLUMKA YCIYT.

11.1.5 TecTupoBaHue, noagepXKa v nepecMoTp NNaHOB No obecnevyeHUO HenpepbIBHOCTU ODU3-
Heca

11.1.5.1 TecTupoBaHue NnaHOB

[TnaHbl No obecneYveHno HenpepbIBHOCTU BU3HECA MOTYT OKa3aTbCHA HECOCTOATESIbHBIMU NMPU TECTUPO-
BaHWUWN N3-3a HEMPaBUIbHLIX NPeANoChINOK pa3padboTkn, HeAOCMOTPY UM BCNEACTBUE MBMEHEHWIN, CBA3AHHbIX
C 3aMeHon 0bopyaoBaHUS UNK nepcoHana. [NodToMy nnaHbl HeCDXOOAUMO PETYNAPHO TECTUPOBATL AN 0bec-
neyvyeHUs yBepeHHOCTU B X aKTyanbHOCTU N 3P PEKTUBHOCTU. Takne TeCThbI HEODXOAUMBI TaKKe Ansi obecneve-
HAS 3HAHUS CBOMX ODA3aHHOCTENM BCEMWM YJIEHAMU KOMaHAbl BOCCTAHOBMEHUS WU APYrUM MNEPCoHanom,
MMELWMM K 3TOMY OTHOLLEHUE.

Heobxoaumo, 4Tobbl B rpaduke TecTMpoBaHUs NnaHa no obecrneyvyeHuo HenpepbIBHOCTU DM3HECa yKasbl-
BalloCb, Kak WU Korga cnegyet NpoBepdATh KaXabl NyHKT nnaHa. NepnoguyHOCTE M MeTodbl TECTUPOBaAHUSA
OTAENbHBLIX MYHKTOB NaHa MoryT ObITb pa3nuYHbIMU. [pr 3TOM MOTYT MCNOMb30BAaTLCSA cneayoLwne metoabl:

- TECTUPOBAHUE («KMMUTALUS NPOroHa» ) pasnnuHbIX cUueHapueB (0bcyXaeHne Mep No BOCCTAaHOBNEHUIO
busHeca Ha pasnMYHbIX NpUMepax npepbIiBaHNn);

- MmogenupoBaHue (0cobeHHO ANA TPeHUPOBKM NepcoHana no BbINOMHEHMIO CBOUX PYHKLMA NOCTE NHLN-
OeHTa U nepexoga K KpUSUCHOMY yrpaBlieHUIo);

- TECTUPOBaHUE TEXHUYECKOrO BOCCTaHOBNEHUS (0becneyeHne yBepeHHOCTU B 3o ekTUBHOM BOCCTa-
HOBMEHUU UHPOPMaLUOHHBIX CUCTEM);

- MPOBEPKAa BOCCTAHOBMNEHUS B anbTePHATUBHOM MecTe (BU3HeC-NnpoLecchl OCYLLECTBNAOTCA napan-
nensHo ¢ onepauMsamMmm No BOCCTAHOBMNEHUIO B yaaneHHOM anbTepHaTUBHOM MecCTe);

- TECTUPOBaHUE CPeaCTB U CEPBUCOB-NOCTABLLMKOB (0becneveHne yBepeHHOCTU B TOM, UTO NpeaocTaB-
NEeHHbIE CTOPOHHUMMN OpraHn3aLnaMn CepPBUCEI M NPOrpaMMHbIe NPOAYKThI YAOBNETBOPAOT KOHTPaKTHBLIM 00$1-
3aTeNbCTBaM);

- «reHepanbHble peneTnun» (TECTUPOBAHME TOrO, YTO opraHusauusa, nepcoHan, obopyaoBaHue, cpea-
CTBa U NpoLecchbl MOTYT CNpaBNATbLCA C NpepbIBAHUAMN).

MeToabl TECTUPOBAHUA MOTYT UCNONb30BaTLCS NMOOON opraHusaunein n HeodbxogmMmo, YTobblI OHU OTpa-
Xanu cneynguky KOHKPeTHOro niaHa no BOCCTaHOBMNEHUIO.

11.1.5.2 loagepxka 1 nepecMoTp NiaHOB

[TnaHbl No obecneveHnto HenpepbIBHOCTU BU3Heca HeObXoaAMMO NOAAEPKMBATL B aKTyallbHOM COCTOSI-
HAW NyTEM NPOBeAeHUSA PerynsipHbIX NepecMoTpPOB U OOHOBNEHWA C LLeNbio obecnevyeHunst yBepeHHOCTU B UX
noctoaHHOW adpdpekTnuBHOCTU (11.1.5.1). B pamkax nporpamMmmsl pa3BuUTUsS opraHnsaumMm HeobxoamMmo npea-
ycMaTpuBaTh COOTBETCTBYHOLLME NpoLeaypbl, ocbecnevnsatoLline HenpepbiBHOCTbL DU3HeCA.

Heobxoaumo HasHa4YaTb OTBETCTBEHHLIX 32 NPpOoBeAeHMe PerynapHbIX NepecMoTpOB NnaHa no obecne-
YEeHWIO HENPEPBLIBHOCTU BU3Heca; naeHTUOULMPOBaHHLIE U3SMEHEHNS B DU3HeC-NpoLeccax, eLle He OTpaXKeH-
Hble B NMMaHax no obecne4yeHuo HenpepbIBHOCTU BU3Heca, AOMKHbI ObITb Y4TEHbI MYTEM COOTBETCTBYIOLLMNX
obHoBNeHN nnaHoB. PopMann3oBaHHbLIA NpoLecc ynpaBneHnsa nsmMeHeHUaMn aomkeH obecnevmBaTb pac-
CbINKY U BBOA B AeNCTBUE ODHOBMNEHHLIX NMTAHOB B paMKax UX perynsapHbIX NepecMoTpoB.

[Tpumepbl cUTyaumin, KoTopblie MOrnuv Obl NoTpeboBaTs OOHOBMNEHUS NNAHOB, BKNOYaOT NpuobpeTerHmne
HOBOro obopyaoBaHust UM 0BHOBMEHUE onepaLNOHHbIX CUCTEM, a Takke M3SMEHEHUS, CBA3aHHbIE C!

- NepcoHanomM;

- agpecamMmn nnm Homepamm TenePoHOB;

- cTpaTermen busHeca;

- MECTOMONOXEeHUEeM, cpeacTBamMm 1N pecypcamu;

- 3aKOHOOaTENbCTBOM,;

- nogpagynkamun, noctaslMKaM M OCHOBHBIMU KIUEHTaMMU;

- NpoueccamMin (Kak HOBLIMU, TakK U USBLATLIMW);

- puckamu (onepaynoHHbIMU N PUHAHCOBBLIMI).
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12 CooTBeTCcTBME TPeOOBAHUAM

12.1 CooTBeTCcTBUE TPpebOOBaHUAM 3aKOHOAATENbLCTBA

Llenb: npepoTtBpalleHne NobdbiX HApYLLIEHUIA HOPM YrONOBHOMO N rpaXkaaHcKoro npasa, obsizaternbHbIX
npeanmcaHnuin U perynupyrowmnx TpeboBaHnim N JoroBOPHbIX 00A3aTeNnbCTB, a Takke TpeboBaHUin Besonac-
HOCTW.

[TpoekTnpoBaHne n QyHKUMOHNPOBaHNUE MHPOPMALUOHHBIX CUCTEM, UX UCTMONb30OBaHUE U ynpaBneHne
MMU MOTYT ObITb NpeaMeTOM 0bA3aTeNbHbIX MPeanMcaHnin, perynupyomx TpeboBaHnii, a Takke TpedboBaHnm
be30nacHOCTU B AOTOBOPHBLIX 0bA3aTeNbCTBAaX.

CneayeT KOHCYNbTUPOBATLCS C FOPUCTaMM OpraHn3auMn U1 ¢ NPaKTUKYIOLMMA FOPUCTaAMM, UMELLMMU
COOTBETCTBYIOLLYIO KBanMdnkaumo, B OTHOLLUEHUN KOHKPETHBLIX lopuandecknx BonpocoB. Cneayet UMeTh B
BMAY, YTO 3aKoHoAaTe bHbIe TPebOBaHMA B OTHOLLEHWUU MHPOPpMAaL UMK, CO3AaHHOW B OQHOW CTpaHe nnepenax-
HOW B APYryto CTpaHy (HanpumMmep, MHQOopMaLUOHHBIW NOTOK, NepeaBaeMblin 3a rpaHuLy rocygapctea), pasnu-
YaloTCs B pasHbIX CTpaHax.

12.1.1 OnpeageneHne NpMMeHUMOro 3aKkoHoAaTelNbLCTBa

Bce npumMmeHsiemMble HOpMbI 3akoHoA4aTENbCTBA, 0bsA3aTeNbHbIe NpeanucaHns, perynupyrowmne TpeboBa-
HAS 1 OOTOBOPHbIE 0Bs13aTENbCTBA, CneayeT YeTKo onpeaendTb U JOKYMEHTUPOBAaTh ANSl KaXXaon nHdopma-
IMOHHOW cucTeMbl. KoHKpeTHble Meponpuatna no obecnedvyeHUto WHPOpMaLUMOHHON ©6e30nacHOCTU W
MHAMBUAYaNbHbIE 0BA3aHHOCTU AOIMKHOCTHLIX AL, NO BBINOMTHEHUIO 3TUX TPeDOBaHUN HEOBXOOUMO COOTBETC-
TBYHOLWMUM 0Dpas3om onpeaensTb U AOKYMEHTUPOBAaTb.

12.1.2 lMNMpaBa UHTeNNeKTyanbHOU COGCTBEHHOCTU

12.1.2.1 ABTOpCKOe NpaBo

Heobxoanmo BHeAPATb Npoueaypbl, obecnevnBatolme COOTBETCTBUE 3aKoHO4aTENbHBIM OrpaHUYeHN-
M Ha UCNONb30OBaHNE MaTepuana, B OTHOLLIEHN KOTOPOIro MOy T CYLLIECTBOBATL MpaBa Ha UHTENNEKTyalbHYIo
COBCTBEHHOCTb, TAKME KAaK aBTOPCKOE NPaBo, NpaBa Ha NPoeKT, TOProBblie MapKu. HapyLieHne aBTOPCKOro npa-
Ba MOXET NPpUBECTU K CyaebHbIM NpoLeccam, npeanonaratolMim BO3MOXKHOCTL YIONMOBHOW OTBETCTBEHHOCTM.

3akoHoaaTenbHble, PErynmpyolmne U aoroBopHbie TpeboBaHNS MOTYT BBOAUTL OrpaHUYeHUst Ha Konmpo-
BaHWEe MaTepmnanoB, ABMAOLWKMXCA NpeaMETOM COBCTBEHHOCTU. B YaCTHOCTU, 3TU OrpaHNYEHUsT MOTYT Coaep-
XaTb TpeboBaHUSA K UCMOMNb30OBAHMIO TOMBbKO TEX MaTepnanoB, KOTOPLIE UK pa3paboTaHbl opraHusaunen, nnu
NMALEH3NPOBAaHbI, NN NPeJoCcTaBNsAOTCA pa3paboTYMKOM ANd opraHnsaunn.

12.1.2.2 ABTOpCKOE npaBo Ha nporpaMmmHoe obecneveHue

[TporpaMmMHbie NPOAYKThI, SIBASOLWNECH NPeaMETOM YbeN-TO COBCTBEHHOCTU, OOLIMHO NOCTaBNAITCS B
paMKax NIMLEH3NOHHOMO CornalleHunsi, KoTopoe orpaHu4nBaeT UCNONb3oBaHWUeE NPOaYyKTOB onpeaeneHHbIMU
KOMMNbIOTEPAMK, a TAKXKE MOXKET OrpaHMuInBaTb KOMMPOBaAHME UX C LieNblo Co34aHns pe3epBHLIX KOMUA. B aTUX
cnydvasix ang obecneveHunst UHpopmaLlnoHHOM BesonacHoCTU crieayeT npeaycMmaTpuBaTh NPUMEHEHUE creay-
FOLLMX MepPONPUATUIA:

- CTporoe cnegoBaHmne TpedboBaHUSIM aBTOPCKOTO NpaBa Ha nporpaMmmHoe obecneveHue, KOTopoe onpe-
nensieT 3aKkoHHOE MCNOMb30BaHUe NPOorpaMmmMHbIX U MHPOPMALIMOHHBIX NMPOAYKTOB;

- onpegenexHne nopaaka U npasun npuodbpeTeHnsa NporpaMmmMHbIX NPOAYKTOB;

- obecrneveHne oCcBeAOMITEHHOCTU COTPYAHUKOB MO BONPOCaM aBTOPCKOro npasa Ha nporpaMmHoe obec-
neyYyeHre NPUHATBIX NPaBui B OTHOLWLEHUN 3aKyNoK, a Takke yBeJOMMNEHNE O MPUMEHEHUN ANCLUMITUHAPHBIX
CaHKUWW K HApyLLUUTEeNam;

- Be[JeHNE COOTBETCTBYIOLNX PETMCTPOB aKTUBOB;

- BeleHne NoATBepXAEHUN U AoKasaTeNnbCTB COOCTBEHHOCTU Ha NULEH3NK, ANCTPUDYTUBHBLIE AUCKMU,
PYKOBOACTBA U T.4.;

- KOHTPOIb 3a cobnaeHnemM orpaHM4eHNn MakCMManbHOIO YMCha paspeLlleHHbIX Nonb3oBaTenen Npo-
rpaMMHbBIMU NPOAYKTaMMU;

- perynsapHble NPOBEPKN NPUMEHEHUSA TONLKO aBTOPWU30BAHHOIO NPOrpaMmMHOro obecnevyeHus 1 NMuLeH-
3UPOBAHHBLIX NPOAYKTOB;

- peanusauus nonuTuUKM no obecrnevyeHuo BbINOTHEHUSA YCNOBUN COOTBETCTBYIOLWMX NMNLUEH3NOHHBIX
cornaweHuin;

- BbINOMHEHME NMpaBun yTUunnsauumnnunepegadun nporpaMmmMmHoro obecnevyeHns B Apyrne opraHnsaumi;

- opraHusauunst perynsipHoro ayauTa;

- cobnoaeHne yernoBuii NonyyYeHnst N3 obLLeaoCTYNHbBIX CeTeN NporpaMmMHoro obecrneveHumst u nHgpopma-
Ln (8.7.6).
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12.1.3 3awuTa y4eTHbIX 3anMcen opraHmsauun

BaXHble gaHHble opraHu3aunMm HeodbxoanMmo 3alnaTh OT yTpaThl, paspyleHna U panbcudpmkaunn. B
OTHOLUEHMN HEeKOTOPLIX AaHHbIX MOXeT noTtpeboBaThbcA obecneyeHne Oe30nacHOCTU XpPaHEeHUSI C Lenbto
BbIMOSTHEHWS 3aKOHOAATENbHbLIX UMW PErynupylolmnx TpeboBaHuin, a Takke Noaae Pk BaXKHbIX OU3HeC-npuno-
XeHWNW. B KavecTBe NPUMEPOB MOXHO NPUBECTU AaHHLIE, KOTOPbIE MOTYT NOTPEDOOBATLCA ANA A0Ka3aTeNbCTBA
TOro, YTO opraHn3auUua padboTaeT B paMKax YCTAHOBMTEHHBIX 3aKOHOM HOPM UMK perynmpyroLmnx TpedosaHun,
NN C LLeNbo adekBaTHOW 3aLUMTLI OT rpakgaHCKoro N yrofioBHOMO NpecnenoBaHns, a Takke noATBepKaeH s
PNHAHCOBOIO COCTOAHUSA opraHnsaumM anst akuMoHepoB, NapTHePOB U ayauTopoB. Nepnoa BpemMeHn XpaHe-
HASA U coaep)XaHne AaHHbIX MOTYT ObITb YCTAaHOBMNEHbI B COOTBETCTBUMN C rOCYAapCTBEHHBIMWN 3aKOHaMMN UMK
perynupyromummn TpeboBaHUaAMNA.

[aHHble HeobXoaMmMo KnaccudpuumpoBaTtb NO TUNAM, HanNnpUmep, dyxranTepckue 3anucuK, sanmcm das
OaHHLIX, XXYpHanbl TpaH3akuuK, XXypHanbl ayguta h onepaunuoHHbBIX Npoueayp, Kaxablv ¢ ykasaHUeM nepuoaos
XpPaHEeHUs1 N TUMOB HOCUTENEN XPaHUMBIX AaHHbIX (BymMara, MUKpopUnsM, MarHUTHbIE UMW ONTUYECKNE HOCUTE-
nu). Jlrobble Kpuntorpadgpuyeckme KnoYn, CBsi3aHHbIE € 3allngppoBaHHbIMKW apXUBamm U LMdpoBbLIMU NOAMMN-
camm (10.3.2 n 10.3.3), cnegyetr XpaHuTb Oe3onacHbIM cnocobom W NpeaocTaBNATb K HUM, NpWU
HeoBbXoAMMOCTU, AOCTYM TOMbKO aBTOPU3OBAHHBLIM NALLAM.

CneayeT yunThbiBaTb BO3SMOXHOCTb CHMXKEHUS KavyecTBa HOCUTENNEN, UCNONb3yeMbIX AN XpaHeHUa AaH-
HbIX, OCYLLEeCTBNATb Npoueaypbl Mo XpaHeHUo 1 yxoay 3a HocUTenamMy gaHHbIX B COOTBETCTBUK C pekoMeHa-
LMAMUN N3TOTOBUTENA.

[1p NCNONBb30BaHUKM 3MEKTPOHHBIX HOCUTENEeN AaHHbIX crnegyeTt NpUMEHATL npoLeaypbl NPOBEPKN BO3-
MOXHOCTUW A0oCTYNa K AaHHbIM (HanpumMmep, YNTaeMOCTb Kak cCaMMX HOCUTENEN, Tak U popMaTa AaHHbIX) B TeYe-
He Nepunoaa NxX XpaHeHUa ¢ Lenbio 3alinThLl OT NOTEepn BCrneacTeme dyayLwmnx usmeHeHUM B MHpopMaLIUMOHHBIX
TEXHOMOTUSIX.

CuUcTeMbl XpaHeHNa gaHHbIX cneayeT BblIOnpaTb TaKMM 0Opas3om, YToObI TpedyemMble AaHHbIE MO ObITh
n3BneYveHbl cnocodbom, NnpuemMnemMsiM Ans cyaa, AeUCTBYIOLLEro No HOpMaM rpaXkaaHCKoro v odulero npaea,
HanpuMep, BO3MOXXHOCTb BbiBOAa BCeX HEOOXOoAUMBIX 3anncen B NPUEMIEMbIN Nepuod BpeMeHU 1 B NpUeMne-
MOM oopmMarTe.

Heobxoaumo, 4TobblI cuctema XpaHeHus obecnedvmBana 4veTkyio MaeHTUPUKaAUUIO OaHHBIX, a TakkKe
nepmoa Ux XpaHeHusl, yCTaHOBMNEHHbLIX 3aKOHOM WUMX perynmpyrownmm TpedoBaHUaMN. DTa cucTemMa AomKHa
npeaocTaBNATb BO3IMOXHOCTU MO YHUHTOXEHWIC AaHHbLIX NOcne TOro nepuoaa, korga y opraHmsauum otnager
NOTPEebHOCTb B UX XpaHEeHUH.

C uenbto BeINOMHEHUS AaHHbIX 0DA3aTEeNbLCTB opraHusaLnum cneayer:

- paszpaboTaTb PYKOBOACTBO B OTHOLLIEHUW CPOKOB, Mopsiaka XpaHeHUsa 1 ytunusaumm nHpopmauunu;

- COCTaBUTb rpadunK XpaHeHns1 Hanbonee BaXKHbIX AaHHbIX]

- BECTU ONUCb UCTOUYHUKOB KIoUYeBOU MHJpopMaL UK,

- BHEAPUTb COOTBETCTBYIOLIME Mepbl ANS 3alUUThl BaXXHOMN UHOPMaLMM OT NOTEPU, paspyLUEeHNs Y
dhanbcnpmkaymn.

12.1.4 3awuTa AaHHbIX 1 KOHPUAeHUUaNbHOCTL NepcoHanbHON MHOpMaLnun

B psige cTpaH BBeAeHbl HOPMbI 3aKOHOA4aTeNbCTBAa, B KOTOPLIX YCTAHOBMNEHbI OrpaHUYeHUs1 B OTHOLLEHNU
0bpaboTKM 1 Nepedavn nepcoHanbHbIX AaHHbLIX (B OCHOBHOM, 3TO KacaeTca MHopMaLLIAKX O XKUBYLLIMX NMIOANAX,
KOTOpPbIE MOTYT ObITb MASHTUPUNLNPOBAHLI NO 3TOWU MHOPMaLKMK). Takue orpaHUYeHUsa MOTyT HanaraTb 00si-
3aHHOCTU Ha Tex, KTO ocyllecTBsieT cbop, obpaboTky 1 pacnpocTpaHeHne NUYHOW nHpopMaLmn, a Takke
MOTYT OrpaHn4nMBaTh BO3IMOXHOCTb Nepegayn 3TUX AaHHbIX B APYrie cTpaHbl.

COOTBETCTBUE 3aKoHOAATENbCTBY NO 3allUMTe AaHHbIX TPebyeT COOTBETCTRYIOLEN CTPYKTYPbI YNpaBne-
HUASA MHpOPMaLMOHHOW Be3onacHOCTLIO. Jly4llle Bcero 3To A0CTUraeTCca Npu HasHa4YeHUM AOMKHOCTHOTO NnLa,
OoTBeYalollero 3a 3alnTy gaHHbIX NyTEM COOTBETCTBYIOLLErO pasbsCHEHUA MeHeaXkepaMm, NoNbL3oBaTeNsAM U
nocTaBLMKam ycnyr ob nx nHaMBuayanbHOW OTBETCTBEHHOCTHU, a Takke 00sA3aTENbHOCTU BbINONHEHUA COOT-
BETCTBYHOLMX MEPONPUATUIA NO obecneveHnto MHopMaLMoHHON BesonacHOCTU. Bnaaenbslbl AaHHBIX 00s13a-
Hbl UHPOPMUPOBATL 3TO AOIMKHOCTHOE NMULO O NHOOLIX NPeanoXeHUAX 0 cnocodax xpaHeHUs nepcoHanbHON
MHOpMaLMN B CTPYKType dpanna gaHHbIX, a Takke 3HaTb NpUMeHAeMble HOPMbl 3akoHodaTeNbCTBa B
OTHOLWIEHWN 3aLNTHI NMMAYHBIX OAHHBIX.

12.1.5 lpepoTBpalleHue HeLeneBOro UCNONbL30BaHUA cpeacTs ob6paboTkn MHhbopmMmaLun

Cpegacta obpaboTkn nHdbopmaunm opraHnsaunm npegHasHadeHbl 4ng obecrnevyeHnsa noTpebHocTen
bnsHeca.

PyKOBOACTBO AOIMKHO onpedeniTb YPOBHU NOTHOMOYNIA NMoNb3oBaTenen B OTHOLWEHUN UCNONb30BaHUA
cpeacTB obpaboTku nHdopmaumn. Nitodboe Ncnonb3oBaHne 3aTuxX cpeacTB AN HENPOU3BOACTBEHHbLIX UMM HEeaB-
TOPWU30OBaHHLIX Llenen, 6e3 0a0bpeHnst pyKoBOACTBA, CrneayeT pacLeHnBaTh Kak Helenesoe. Ecnu Takas gesi-
TeNbHOCTb BbISIBlIEHA MOHUTOPUHIOM UMW ApYyrMMn cnocobamun, To Ha 3TO cneayet obpaTuTb BHUMaHUE
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HenocpeaCTBEHHOMO PYKOBOAUTENA COTpyAHWUKA ANA NPUHATUA COOTBETCTBYIOLWKMX Mep AUCUUNMUHAPHOIO
BO3dEeUCTBUA.

3aKOHHOCTb MCMNOMNb30BAHUA MOHUTOPUHIA 3aBUCUT OT JENCTBYIOLLIEro B CTpaHe 3akoHoJaTenbCcTBa U
MOXeT notpeboBaTtbcs, YToObl COTPYAHMKK ObiNM 0CBeJOMMNEHbl 1 JanM AOKYMEeHTUpOBaHHOE corfnacune Ha
poBeaeHne MoHUTopuHra. MNepen ocyllecTBNeHUMEM MOHUTOPUHIa HEOOXOAMMO MONYYUTb KOHCYIbTaL Mo
opucTa.

MHorme ctpaHbl UMET UMM HaxoaaTCsA B NpoLiecce BBeAeHUA 3aKoHOJaTeTbCTBa Mo 3alluTe oT Henpa-
BUJTbHOMO UCMOMb30BaHUA KOMMbIOTEPOB. BO3MOXHBI Criydan Ncnonb3oBaHUA KOMMNboTepa Ang HeaBTOPU3O-
BaHHbIX Lienie ¢ NpecTynHbiM yMmbicrioM. [Mo3ToMy BaxkHO, YTOObI Bce Nonb3oBaTeny Obinnm ocBeJoMIIEHbI O
YeTKUX pamMKax paspeLlleHHOro MM goctyna. 9170 MoXeT ObITb AOCTUIHYTO, HANPUMeEpP, NyTeEM O3HAKOMNEHNS
nonb3oBaTenen ¢ NnpeaocTaBeHHON UM aBTopU3aLMen B nMcbMeHHoON doopMe nNoa pocnuch, a opraHusauun
cneayetT 6be3onacHbIM cnocoboM XpaHUTb KOMWUIO 3TOro AokymeHTa. Heobxoammo, 4Tobbl COTPYAHUKN OpraHu-
3aL1n U NMob3oBaTeNIN TPEeTbEeN CTOPOHbI DbINM OCBEAOMINEHbI O TOM, YTO BO BCEX CITy4asiX OHU UMEOT NnpaBo
00CTyna TONbKO K TEM AaHHbIM, NCNOMNb30BaHNE KOTOPLIX UM pa3peLleHo.

Heobxoanmo, 4Tobbl Npyu perucTpaumm gocTyna K cucteMe Ha aKkpaHe KoMnbioTepa OblNo OTPpaXKeHo
npeaynpexaatowee coodbuleHne, ykasbiBaroLlee, YTO CUCTEMA, BXOA B KOTOPYHO NOMIb30BATENM NbITAOTCH OCY-
LLIEeCTBUTb, ABMNAETCA CUCTEMOU C OorpaHUYeHHbIM OCTYNOM, M YTO HEaBTOPMU3OBAHHBLIM AOCTYN K HEW 3anpe-
lweH. MNonb3oBaTtenb AOMKEH NOATBEPAUTL 3TO NPOYTEHUE U pearMpoBaTb COOTBETCTBYHOLWUM O0Bpa3oM Ha
Hero, 4YTodbbl NPOAOCIKNTL NPOLEcC perncrpaumn.

12.1.6 PerynupoBaHue ncnonb3oBaHUA cpeAcCTB Kpuntorpadpumu

B HeKOTOpbIX CTpaHax MPUHATLI CormnalleHUs, 3aKOHbI, perynmpyrowme TpeboBaHusa Unm gpyrme NHCTpy-
MEHTbI, onpegenstoLme MeponpuaTma no obecnevyeHuntio 6e3onacHOCTM AOCTYNa K Kpuntorpadpnvyecknm cpe-
OCTBaM 1 X UCMNOMb30BaHUIO. Takne MeponpusaTust 0BbIMHO BKIIKOYALOT:

- OrpaHnYyeHnst UMNopTa U/MNn 3KCcnopTa annapaTHbIX U NPOorpaMMHLIX CpeacTB AN BbINMOAHEHUS KPpUI-
Torpadpunieckmnx pyHKLNN;

- OrpaHNYeHns MMNopTa U/ 3KCnopTa annapaTHbIX U MPOrpaMMHbIX CpeacTB, KOTOpbIE pa3paboTaH:l
Takum obpasom, UYTO MMEIOT, Kak AONONHeHWe, Kpuntorpadnyeckme pyHKUMK;

- obs13aTenbHble UMM AUCKPELMOHHBbIE METOoAbl A0CTYyNa CO CTOPOHbI rocydapctBa K UHgopmauunm,
3alLNPPOBAHHON C NMOMOLLLIO annapaTHbIX UK NPporpaMMHbIX cpeacTB ans obecneyveHUs KoHUAeHUUaNb-
HOCTU ee coaepaHug.

Ons obecrnevyeHnst yBEepeHHOCTU B COOTBETCTBUN MOSIUTUKA UCMNONBb3OBAHUSI KpUNTOrpaduieckmnx
CpeacCTB B OpraHM3aunnM HaunoHanbHOMY 3akoHOoAAaTeNbCTBY Heobxoauma KoHcynbTauusa topucta. MNpexae
yeM 3alndcpoBaHHas nHgopmMmauus nnu kpuntorpadgudeckoe cpeacTso byayT nepenaHsl B APYryto cTpaHy,
HeobXoAMMO TaKKe NONMYyYNUTb KOHCYIbTaLWUIO lopUcTa.

12.1.7 C6op AoKa3aTenbCTB

12.1.7.1 TpaBuna ncnosfib3oBaHUA 1 cbopa AoKasaTenbCTB

Heobxoanmo nmeTb ageKkBaTHbIe CBUAETENbLCTBA, YTODLI NoaaepXnBaTb UCKU U Mepbl BO3OENCTBUS,
HanpaBreHHble NPOTUB (PU3NYECKOro Nnua UM opraHnsauun, KoTopble HapyLwmnu npasunia ynpasneHus
MHOPMaLNOHHON BEe30MacHOCTbLIO.

Bcsikn pas, korga 9T Mepbl BO3AENCTBUSA ABMSAOTCA NpeaMeTOM BHYTPEHHEro AMCLUUNNUMHaApPHOro npo-
lecca, cBMaeTenbeTBa AOITKHBI BbITh ONMUCaHbI B COOTBETCTBUM C BHYTPEHHUMUN NMpoueaypamMu.

Korga mepbl BO3OENUCTBUSI/UCKN 3aTparmBatoT BOMPOCHl KaK rpa)kaaHCKoro, Tak M yrofioBHOro npaea,
HeobxoamMmMo, 4YToDbI NpeAcTaBfieHHbIE CBUAETENbCTBA COOTBETCTBOBANM TpeboBaHUsIM K cOopy cBuae-
TENbCTB, U3MTOXXEHHBLIMW B COOTBETCTBYOLLIMX MPAaBOBLIX HOPMaX NN TpeboBaHUAM KOHKPETHOrO Cyaa, B KOTO-
poM ByaeT paccMmaTpuBaTbhCH AaHHbIA Bonpoc. B oblem cnyyae, 3Ty npasuna npeaycMmaTpuBatoT:

- ONYCTUMOCTb CBMAETENMbCTR: AENCTBUTENIBHO NN CBUAETENMbCTBA MOMYT UCMNOMb30BaTLCH B cyae Unn
HeT;

- BECOMOCTb CBUAETENLCTB: KAYEeCTBO 1 NOMHOTA CBUOETENLCTB;

- aJleKkBaTHOe CBUAETENbCTBO TOro, YTO 3TU Mepbl KOHTPONS (Npouecc coopa CBNAETENLCTB) OCYLLIE-
CTBIANIUC KOPPEKTHO M NOCNeaoBaTENbHO B TEYEHWUE BCEro Nepuoja, Korga yctaHoBNeHHoe CBUAETENbCTBO
MHUMAOEHTa HapyLweHUsa MHpopmMaLMoHHOW Be30nacHOCTK DObINo coXpaHeHo U 0bpaboTaHO CUCTEMON.

12.1.7.2 [JonycTMMOCTb goKasaTesnbCTB

YTobbl 4OCTUYL NPU3HAHUA AONYCTUMOCTU CBNAETENBLCTB, OpraHn3aunsam Heobxoanmo cbecneunTs yBe-
PDEHHOCTL B TOM, 4TO UX MHPOPMAaLMOHHBIE CUCTEMbI COOTBETCTBYIOT BCEM HOPUANHECKM TpeboBaHUAM 1 Mpa-
BUMNAM B OTHOLLEHWUN OOMYCTUMbIX CBUOETENbCTR.
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12.1.7.3 KavyecTBO U NONHOTA AOKA3aTeNnbCTB

UTobbl 4OCTMYL KaYeCcTBa U NONTHOTLI CBUAETESNIbCTB, HEODX0AMMO Hannune yoeauTenbHbIX NoATBEpPXKAe-
HU cBUAEeTeNbLCTB. B obwem cnyvae, Takne ybeautenbHble NOATBEPXKAEHUA MOTYT ObITb AOCTUMHYThI CNeayto-
LLIMM 0Bpa3oMm:

- Ana 6yMaXkHbIX JOKYMEHTOB: OpUrnHan xpaHutcsa 6esonacHbiM crnocobom 1 dUKCUpyeTcs, KTO HaLler
ero, rae oH OblnTHangeH, koraa oH b HanaeH U KTO 3acBuaeTenbCTBoOBaNn obHapyxeHune. Heobxoamumo, 4YToObl
nodoe nccnenoBaHne NOATBEPAUIIO, YTO OPUTMHANbI HUKTO He MbITanca UCKa3nTb;

- ANga MHopMaL M Ha KOMMbIOTEPHBIX HOCUTENAX: KON MHopMaLunn, Ans NodbiX CMEHHBIX HOCUTE-
nen nMHopmMauumn, ang XecTknx gMCKoB U M3 OCHOBHOWM NaMATK KOMNbloTepa, cneayeT BbINONHATE TakKUM
obpasom, YTobbl 0becnevnTb UX AOCTYNHOCTL. XKypHan Bcex ASUCTBUN, BbINONHEHHBIX B TEYEHUE npoLiecca
KOMUPOBaHUS, HEODXOAUMO COXPaHsITh, a caM MPOLLEeCC KONMpoBaHUA HeobXxoaumo AoKyMeHTupoBaTb. OaHy
KOMUIO HOCUTENen UHpopMaL UK N XKypHan cneayeT XpaHUTb be3onacHbIM Crnocobom.

Koraa uHUMaeHT obHapyXXnBaeTca BNepBble, He O4EeBUAHO, YTO OH MOXET NPUBECTN K BO3MOXHbIM cyae0-
HbiM pasbupartenbcTBaMm. [Toa3ToOMy, cyLllecTByeT onacHOCTb, YTO HeobxoaMmoe nokasaHue éygeTt cny4yanHo
paspyLleHo npexae, YeM oco3HaHa cepbe3HoCTb MHUMAeHTa. LlenecoobpasHo Ha camMoM paHHeM 3Tane npu-
BeKaTb lopucTa nnn Mmnuunio B nodom cnydyae npegnonaraemMslx cyaebHbixX pasdbupaTenbcTB U nony4vaTb
KOHCYNbTaLMo OTHOCUTENBHO TpebyeMblIX CBUOETENbLCTB.

12.2 MepecmMoTp NONMUTUKU OD€30NaCHOCTU U TEXHUYECKOE COOTBETCTBUE TpeboBaHNAM be3onac-
HOCTI

Llenb: obecnevyeHne coOOTBETCTBUA CUCTEM NONUTUKE Be3onacHOCTN opraHn3aunnM n ctaHgapTam.
BesonacHocTb MHOPMAaLMOHHBIX CUCTEM HEODXOOMMO PerynsipHO aHanM3npoBaTb N OLEeHNBaTb.
Takon aHanus (nepecMoTp) HeobBX0AMMO OCYLLLECTBNATL B OTHOLLEHUN COOTBETCTBYOLLIMX MONNTUK Be30-

MacHOCTU, a NporpaMmMHble cpeacTBa U MHpoOpMaLMOHHBIE CUCTEMbI AOPKHbBI MoABepraTbca ayauTy Ha npea-
MET COOTBETCTBUSA 3TUM NMOSINTUKAM.

12.2.1 CooTBeTCTBUE NONTUTUKE 6e30NacCHOCTH

PykoBoauTenu OomxKHbl ocbecnevynsaTth NpaBunbHOE BLINOMHEHWUE BCEX NpoLeayp 6e30nacHOCTM B Npe-
aenax nx 3oHbl OTBETCTBEHHOCTU. KpoMe TOro, Bce cpepbl AeATENBHOCTU OpraHnusaunm HeobxoanMmo noaBep-
raTb PEryNaApHOMY NepecMoTpy Ans obecneveHunst TpedoBaHnn No obecneyeHno MHpopMaLnoHHoON besonac-
HocTU. [lpn 3aTOM, KpoMe PYHKUNOHUPOBaHUA MHPOPMAaLMOHHBIX CUCTEM, aHanusy AoMmKHa noaBepraTbcs
TaKkKe OesATernbHOCTb:

- NOCTaBLUMKOB CUCTEM;

- BNagensLueB MHPopMauMn N MHPOPMaLMOHHBLIX aKTUBOB;

- Nonb3oBaTeneu;

- PYKOBOACTBA.

Brnagensuam MHopMauUMoHHBIX cUCTeM (5.1) cneayeT NpoBOAUTL perynsapHbie MOHUTOPUHIU X CUCTEM
Ha COOTBETCTBME NPUHATBLIM NONMUTUKaAM De30nacHOCTM 1 NodbIM Apyrum TpedboBaHUaAM 6e30nacHOCTN.

BonpocCbl MOHUTOPUHIa UCNONb30BAHUA CUCTEM PACCMOTPEHBI B 9.7.

12.2.2 TlpoBepKa TEXHUYECKOro CooTBeTCTBUA TpeboBaHUAM Oe30NacHOCTI

[TpoBepKka TeXHNYECKOro COOTBETCTBUS BKMIOYaeT UCMbITAHUA onepauloHHbBIX CUCTeM Ansi obecrnevyeHuns
YBEPEHHOCTU B TOM, UTO MePOnpuUATUA no obecneveHnto MHpopmMaLuoHHON Be3onacHOCTM PYHKLUMOHNPOBA-
HUA annapaTHbIX MNporpaMMHbIX CpeacTB ObINMM BHEAPEHbI NPaBUIbHO. OTOT TUM NPOBEPKN COOTBETCTBUA Tpe-
OyeT TexHMYeCcKkon NnoMoLLK cneunanucTa. JaHHyo NpoBepky cnegyeTt OCyLWeCTBNATL BPYYHYO (MPpY NOMOLLN
COOTBETCTBYIOLLUMX UHCTPYMEHTANBHBLIX M MPOrpaMMHbIX CpeacTB, NpU HeoOXoAUMOCTU) ONbITHOMY CUCTEMHO-
MY UHXXeHepy UMK C MOMOLLbIO aBTOMaTU3UPOBAHHOIO NakeTa nporpamMmm, KOTopbl reHepupyeT TeXHUYECKUIN
OTYEeT ANd nocnegyrowero aHanusa TeXHMYecknum cneLlnanmcTom.

[1IpoBepka COOTBETCTBMA TakXKe BKITHYaeT TeCTUpOoBaHMe Ha Hannvue nonbiTOK HeCaHKUMOHNPOBAHHOIMO
O0ocTyna K cuctemMe (MPOHUKHOBEHKE ), KOTOPOEe MOXET ObITb BbINONIHEHO HEe3aBUCUMbIMU 3KCNepTamMu, cneLn-
anbHO NpuUrnaweHHbIMU NO KOHTPAaKTY Ansl 3Toro. [laHHoe TeCTUpOBaHUE MOXET ObITb NONe3HLIM ANsl 0bHapy-
XXEeHUd yS3BUMOCTEN B cUcTeMe U Angd nposepkn adodekTMBHOCTU Mep De3onacHOCTU Npun npeaoTepalleHnUn
HeaBTOPWU30OBaHHOIO AOCTyNa BCNeACTBME 3TUX yA3BUMOCTeN. OCoDyIo OCTOPOXKHOCTL crieayeT NposiBNAThL B
cnyJasix, korga 1ecT Ha NPOHUKHOBEHWE MOXET NMPUBECTU K KOMNpoMeTaLu M 6e30nacHOCTU CUCTEMBbI UHENPpea-
HaMepeHHOMY UCMONb30BaHUIO APYTMX YA3BUMOCTEN.

Irobas npoBepKa TEXHUYECKOrO COOTBETCTBUA A0IMKHA BbINMOMHATLCS TONbKO KOMNETEHTHLIMWU, aBTOPU-
30BaHHbIMW NUamMm NnMdo noa Mx HadbnwaeHneMm.
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12.3 Mepbl 6e3onacHOCTU NpU NpoBegeHUN ayauTa

Llenk: makcnmmsaumsa spdpeKTUBHOCTU U MUHUMNU3aLUMS BITUSAHUS HAa MHOPMaLMOHHYI0 Be30NacHOCTL
B rpouecce ayauta CUCTEMBGI.

Heobxoaumo npeaycMmaTpuBaTb MeEpONpUATUANA No obecneveHunto HpopmMaLnoHHoOU 6e3onacHOCTU one-
paLUUoOHHOW cpeabl U MHCTPYMEHTalbHbBIX CpeaCTB ayguTa B NpoLecce NpoBeaeHUsa ayanuTa CUCTEM.

3alymnTa Takke TpedbyeTca Anda noaaepXxaHus LenoCTHOCTU MHPOPMaLMOHHOW CUCTEMBI M NpeaoTBpaLle-
HUA HenpPaBWUITbHOTO UCNONb30BAHNA MHCTPYMEHTAalNbHbIX CPpeaACcTB ayauTa.

12.3.1 Meponpuartuano obecnevyeHuo nHpopMaLMOHHON Ge3onacHOCTU NPU NpoBeAeHUN ayau-
Ta CUCTEM

TpeboBaHUA U ASUCTBUA ayauTa, BKNOYaoLWMe NpoBepKy onepaunoHHbIX cUCTEM, HeEODXoAUMO TLLAa-
TeNnbHO NNaHUpPOoBaTb N COrNMacoBbIBaTb, YTOOLI CBECTU K MUHUMYMY PUCK ANst OM3Hec-npoLeccoB. Heobxoau-
MO YYUTbIBAThL chneayiollee:

- TpeboBaHUs ayanTa HeobxoaMMo cornacoBaTbh C COOTBETCTBYIOLWNM PYKOBOACTBOM;

- 00beM paboT No NPoBeEpPKaM CNeayeT cornacoBbIBaTb M KOHTPONUPOBATb;

- MPW NPOBEAEHUMN NPOBEPOK HEOOXOAUMO NCNOMBb30BATh AOCTYMN TOMNLKO ANA YTEHUS K NporpamMmMHOMY
obecnevyeHno 1 gaHHbIM;

- Apyrue Bnabl AoCTyna MOryT ObiTh paspelleHbl TOMbKO B OTHOLLIEHUN N30TNUPOBAHHLIX KON pannos
CUCTEMBI, KOTOPble HEODXOAMMO yaansTb Mo 3aBepLlUeHNI0 ayauTa;

- HeobXoAMMO 4YeTKO UaeHTUPUUMPOBaTb U obecnevmBaTb OOCTYMHOCTb HEOOXOAUMBLIX PECYPCOB
MHPOPMAaLMOHHBIX CUCTEM AN BbINOTHEHUA NPOBEPOK;

- TpeboBaHUS B OTHOLWLEHUW cneunanbHON NN AONONHUTENbHOU 0OpaboTKM AaHHLIX cneayeT UaeHTU-
dULUMpOBAaTL U COrMNacoBLIBATH;

- BECb AOCTYN AOMMKEH NoABEPraTbCA MOHUTOPUHTY U PETUCTPUPOBATHLCA C LIENbo 0becnevueHnsi NpoTOKO-
NMpoBaHuUA Ana nocnegyrowmnx CCblNoK;

- BCe npoueaypsl, TpeboBaHUsa 1 06s3aHHOCTM ayauTa cneayeTt AOKYMEHTMPOBAaTb.

12.3.2 3awmTa MHCTPYMEHTaNnbHbIX CPpeACcTB ayauTa CUCTEM

[ocTyn K MHCTpyMEHTanbHbLIM CpeacTBaM ayauTta CUCTEM, TO €CTb NPOorpaMmMHOMY 0becnevYeHnto Unu
hannam gaHHbIX, HeOBXoOAMMO 3alluWaTh, YTODLI NpeaoTBpaTUTL NBoEe BO3IMOXHOE UX HenpaBUIllbHOE
NCMONb30BaHME NN KOMNPOMeTaLUuto. Takne MHCTpyMeHTanbHbIE cpeacTBa HeobXoaAMMO OTAENATL OT CUCTEM
pa3paboTKn N CUCTEM onepauMoOHHON cpelbl, a TakkKe He XpaHUTb 3TU cpeacTBa B BUMBNMMoTekax MmarHUTHbIX
NEeHT NN NoNb30oBaTeNbCKMX 0BNacTaAX, ecnu He obecnevyeH COOTBETCTBYOLWMN YPOBEHb AONONMHUTENBLHOW
3aLlUATHI.
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