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Ilpeicrosne

] PASPABOTAH [{eHTpaTbHBIM HaY4YHO-HCCNIENOBATEIbCKHM HHCTHTYTOM
ceia3u (UHHUHC)

BHECEH HayyHO-TeXHH49ECKMM YTIPABIEHHEM H OXPaHu! TpyHa Munces3n Poccuu
2 YTBEPKIAEH  Munucrepctsom  Poccmiickoit  Penepauu 10 CBA3H H
HHOOPMATUIALUM
3 BBEJEH B JEUCTBHE uubopMalUHOHHEM NHCHMOM MHHHCTEpCTBa Poccuiicxoit
Denepaliuu Mo cBi3d U uHbopMaTH3auun ot 3,12, 1999r. Ne B0SS
4 BBEJJEH BIIEPBbIE

Hacroamuii cranpapt He Moxer ObiTh ITOTHOCTBIO HIIM HAaCTHYHO BOCHPOH3BEICH,
THPAXHPOBAH M PACNPOCTPAHEH B Ka4yecTBe ODHMHMANBHOrO H3gaHus 0e3 paspelieHHs
Mununcrepcra Poccuiickoi Oenepaliyy o CBA3U H HHOOPMATH3ALMH

If
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Brenenue
CtaHgapT OTpacaH Ha TEepMHHBI H OnpelacilcHus paspabaTeiBaerca LA
YCTAHOBJIEHHA MNOHATHH B cHcTeMe obecneyenus WHPOPMAUHOHHOM 6€30MacHOCTH
BzaumoyBsa3anHOH ceru ¢Bsisn Poccuiickor Pepepauuu (BCC PD) u ee cocraBHBIX
vyacTel: cereit cBa3n ofuero nons3osanug (CCOII), cucremer ynpasnerus BCC (CY
BCC), cyx6 snekrpocBasu (CI), cacreM ynpaeneHHsA cersiMu atekTpocBasu (CY C3),

nnogcucreM ynpapinedus (IICY).
YCTaHOBNIEHHbIE B CTAHAAPTE TEPMHHB! PACIIONIOXKEHB! B CHCTEMATH3IHPOBAHHOM

NOPSAAKE, OTPAXKAIOLUIEM CUCTEMY NOHATHH B NaHHOK 00IaCTH 3HAHHIA.

s xaxaoro roHATHS YCTaHORIIEH OOWH CTaHAAPTH3OBaHHLIR TEPMHH.

3axmodyeHHas B KPyrible CKOOKH 4acTh CTaHHAPTU3OBAHHOIO TEPMHHA MOXET
ObITH ONMywIeHa MPH HCIIONB3OBAHHHA TEPMHHA B TOKYMEHTAX IO CTAHAPTH3ALMH,

Hanuuue xBagpatHbiXx CKOOOK B TEPMHHOIOrHYECKOH CTATbE€ O3HAYAEeT, YTO B
HEE BIUTIOYEHbB! ABa (TPH, YeThIPE U T.1.) TEPMHHA, UMeroUIne OOLIHEe TEPMUHOIIEMEHTEI.
IIpu 3TOM B KBampaTHbIe CKOOKH TEPMHHOJIOTIHYECKOH CTaThbH, OTHOCAIUEHCH KaK K
BCC PO®, tax H K ee COCTaBHLIM 4acTsM (CeTH CBA3H OOLIEro MONMbL3OBaHMA, CHCTEMBI
ynpasineHus BCC, ciyxObl 37IeKTPOCBA3H, CHCTEMBI YIIPABIICHUA CETAMH 3NeKTPOCBA3H,
NOACUCTEMBI YIIPABJICHHUS ), C LENbIO YMEHbIIEHHS 00beMa CTaThH 3alIHChIBACTCA:

mbo cHMBON *, T.e. BMECTO 3anucy “...B3auMOYBA3aHHOH ceTH CBA3K

Poccuiickoit @enepauun [cern cBA3u obulero nonk30oBaHUs, cucTemsl ynpasnenus BCC,
cyXObl JNMEKTPOCBA3M, CHCTEMBI VIPABISHHUS CETAMHU IIIEKTPOCBA3H, CIyXObI
YIIPABIEHHA]" HCIOAB3YEeTCH 3anuck ... B3auMOyBA3aHHOM ceTH cBs3M Poccmickoit

Denepanu [*]7;
mbo cumeon **, T1.e. BMecto 3amkck ‘... BCC PO (CCOII, CV BCC, C3,

CVYC3, TICY)” ucnonwsyerca 3anuck “...BCC PP [**]”.
B andaBUTHOM yKazarese JaHHbLIC TEPMHHLI NMPHUBEAECHB! OTAEILHO C YKa3aHUEM

HOMEpa CTaThH.

[Tomera, yxkassiBamolias Ha o6nacTh NPHMEHEHHS MHOrO3HAaYHOTO TEPMHHA,
NPUBEIEHA B KPYIJIbIX CKOOKax CBETNBIM LIPHPTOM TMOCTIE TEPMHHA M HE ABISETCH
YacTbIO TEPMHHA.

[TpuBenenHbie onpeneneHus MOXHO NIPHY HEOOXOAHMOCTH H3MEHATD, BBOJA B HHX
NMPOM3BONHbIE NPH3HAKH, PAaCKpbIBasd 3HAYEHHS MCITONB3YEMbIX B HHX TEPMHHOB,
ykaspiBas OOBEKTHl, Bxoasluue B ob6beM onpenenseMoro MNOHATHA. YI3MeHEeHHsa He
JOJDKHBLI Hapywate o0beM H COOEpXAaHHE IOHATHH, ONPEACIICHHBIX B JaHHOM

CTaHHOapTe.
B cTaHgmapTe MpHBEXSCHbI MHOS3BLIYHBIC 3KBUBANCHTLI TEPMHHOB Ha aHITHHCKOM

A3BIKE.
CTaHfapTH3OBaHHbBIE TEPMHHBI HalOpaHBl XHUPHLIM LIPHPTOM, HX KpaTkKue
dOpMBI, TPEACTABIEHHRIE CIOBOCOYETAHHEM Ha Dase aBOpeBHATYPEI, - CBETIILIM.
TepmuHbl B onpeneyieHns OOLIETEXHHYECKUX NTOHATHH, HCIIONL3YEMBIE B HAYYHO-
TEXHHYECKOH muTepatype H HeoOXOAUMbIE I TMNOHHMAHMA TEKCTa CTaHRapTa,
NPHUBENEHLI B ITIPHIOXKEHHHU A.
KnaccuduxalldOHHas CcXeMa IMOHATHH InpeAMeTHOH obnactH “CHcTeMma
ofecneuenus unopmannoHuoii 6esonaciocty BCC PO” npuseneHa B NPUIIOXEHHH b.
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1 OBJIACTS IIPHMEHEHN A

Hacrosimquii CTaHnNapT YCTAHABIMBAET OCHOBHBIE TEPMHHLI M OfpeNeNIeHHs
MOHSTHA B OOMacTH CHCTeMbl obecnedeHds WHPOPMAUMOHHOK 6e30macHOCTH
B3aumoyssizaHHo#l cetu cBasd Poccufickolt ®enepaunn (BCC PD) u ee cocraBHbIX
yacTeit: cereil cegau obuero none3oBarus (CCOII), cucremnr ynpasnenuss BCC PO
(CY BCQ), cnyx6 anexktpoces3u (C3), CHCTEM yNpaBleHHA CeTaMHU 31ekTpocsasu (CY
C3), noacucrem ynpasaenus (IICY).

TepMuHBl, YCTAHOBIEHHBIC HACTOAUIMM CTaHAapTOM, OO43aTeNbHBI A
NPUMEHEHHS BO BCeX BHAAX JOKYMEHTALKH U NTHTEpATYpsl OTpacnu “CpA3b”, BXOAALIHX
B chepy paboT no cTaHZApTHU3ALNHN W/HIH HCTIONL3YIOUMX PE3YILTATH! 3TUX paboT.

2 CTAHIAPTHUH30OBAHHBIE TEPMHUHbLI H UX OITPEAEJEHUSA

2] Uudbopmaunornunas 6e3o0nmacHOCT, B3aHMOYBA3aHHOM
ceTH cBA3IUW Poccuickon Degepanuy

| unopmanmonnas GesonacHocts B3auMoysmanmod cetu  information security
cam3n  Poccuiickoit Penecpaipmm [*); undopmaumonnas  (infosecurity) of the
6esonacyocts BCC PO [**]: Interconnected
CocrosHue [creneHs] 3amuiieHHocTn HHPopmaudonHod  Communication
chepst BCC P® [**] or 3amanHOoro MHoxecrsa yrpo3 Network of Russia;

uHpopMaunoHroH 6esonacnoctu BCC PO [**]. information security
(infosecurity) of the

ICN of Russia
2 3aIMHINEeHHOCTh HEPOPMALIHOHHON cheput  Protection of
B3aumoyssianuoi cetn cassn Poccuiickoit Penepaumu [*] ;  information sphere
samuienHocTs BCC PO [**]: of the Interconnected

Cnocobnocte BCC P@ [**] x wHemonywenuioo, aubo Communication
OOHapyXeHHIO W JIMKBHZ2UHH onpeneneHHod yrpo3sl  Network of Russia;
urpopmaunonHon 6esonacroct BCC PO [**] c 3ananHbIM  Protection of

yPOBHeM KadecTBa CiryX06 HHPOPMaUHOHHOK 6e3onacHOCTH  information sphere of
BCC PO [**]. the ICN of Russia

3 vadopmaliHoHHO-0e3onacHan [3amumennas| cemn cBm3m  the infosecured

o6mzero 1OIb30BARNS {caymOa anekTpocs3i];  {protected] Public
uHpopMauHOHHO - OesonacHas [3ammmwmennas] CCOJIT  Communication
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[co1yxba anexTPOCBA3H]:

Cetb ¢B43uM of1ero nons3oBaHua [cmyx0a 3meXTPOCBA3H],
obecneyrBalolias 3adaHHBIH ypOBeHb KayecTsa Ciayxb
yHbopMaunorHod  OesomacHoctn  CCOIT  [cnyx6sr
3JIEKTPOCBA3N| NO OTHOWIEHHIO X 3aJaHHOMY MHOXECTBY
yrpo3 unHbopManuonHoi 6Ge3zonacHoctu CCOIT [cmyxObt
3JIEKTPOCBA3HM] H MPEJOCTABIEHHE MOJAB30OBATENK [0 €ro
3aIIpOCY  ONPEeNeNIeHHBIX  yOIYyr  HHQOPMAaUHOHHOH
6ezonacHocT CCOIT [cmyxOul 31eKTPOCBA3H].

4 mndopmanoHHo-6e30nacHas CHCTeMa yHpaBJieHus
jnoacucremMa ynpasJeHHst] B3anuMOYBR3AHHOH ceTH CBS3M
Poccuiickoit Peaepaimu; nndopmauuoHHo-6esonacuas CY
[TICY} BCC P®:

Cucrema ynpaenenus [[ICY] BCC PO, obecneyuparoinas
3a0aHHBIH YypOBeéHb KauecTBa cnyx0 HHPOPMAUUOHHOM
bezonacuoctn CY [IICY] BCC PQ no orHOLIEHHIO K

3a0aHHOMY  MHOXECTBY  yrpo3  HHPOPMauHOHHOH
6ezonacroctu CV [IICY] BCC PO.
S obecneyenne UH(pOPMANHOHHOH 0e30NacHOCTH

B3aumoyrsinaHHOM ceTH cBi3u Poccuiickon Peaepanun [*];
obecrieuenne uHbopMauunoHHo# Oeszonmacnocty BCC PO
[*+].

desTenbHOCTL, HanpaBlieHHas Ha NpeJOoTBpalleHUue YTEUKHU
3atuuiaeMoi uHpopManuy HHpopMauuoHHOH chepui BCC
PO [**], HeCAHKIIMOHUPOBAHHLIX HIH HENpeIHaMEPEHHbIX
BO3NEHCTBUHE HapyLIHTENs Ha HHOOPMAUHOHHYIO cdepy

BCC PO [*¥], na oOHapyXeHHE TMNOCIEACTBHH OT
HeNPeNOTBPALICHHbLIX  BO3NEUCTBHH  HApPVYUIHTENS  HA
uHpopmanuoHuywo chepy BCC PO [**] u Ha nukBHAAUHIC
NOCeNCTBUH BO3IEHCTBHA HaAPYLIRTENSA Ha

nHpopManunoHHyo chepy BCC PO[**].

Network
fTelecommunication
service|;

the infosecured
[protected] PCN
[Telecommunication
servicef

the infosecured system
of control [service of
control} of the
Interconnected
Communication
Network of Russia;
the infosecured system
of control [service of
control] of the ICN of
Russia

the providing

of information security
(infosecurity) of the
[nterconnected
Communication
Network of Russia[*];
the providing

of information security
(infosecurity) of the
ICN of Russia[*]

22Yrpoza WHOPOPMAULUHUOHHON DE30NMACHOCTH
BiauMoyssizanHOMW ceTH ¢cBA3H Poccuickxon denepauun

6 yrpo3a uHGOpMALIMOHHOMH Oe3onacHOCTH
B3aumoyrszanHol cetH cBs3u Poccmitckoin Penepaumm [*;
yrposa undopmannonsoi 6esonacnoct BCC PO [**]:
Bo3zMoxHoe nOCIeOCTBME  BO3IASHCTBHA  HapYLIHUTEJS
ungpopmannonHont bHesonacnocth BCC PO [**] =Ha
HHPOPMALHORHYIO chepy BCC PO (**],
HENnpenoTBpalicHHE, nubo HeOOHapyXeHHe H
HeluKBHOauus kortoporo cpencrsamu BCC PO [**] moxer
MPUMBECTH X YXYOWIEHHIO 3aJaHHOrO YPOBHS KayecTsa
CTyxOb! HWAM X YXYIUWEHHIO 3aJaHHBIX KadyeCTBEHHBIX
xapakTepucTuk yHkuuoHupopaHus BCC PO [**] u, kax
CIEICTBME, K HaHECeHHIO yulepba nonp3OBATENIO HIH
onepaTopy ces3u BCC PO.

Threat for information
security of the
Interconnected
Communication
Network of Russia;

threat for
information security

of the ICN of Russia



IMpumevanue - K  TNOTCHUHATBHBIM  ITOCIEHNCTBHAM
po3neiictBus Hapymurtens Ha BCC PO [**], nanpumep,
MOTYT ObITb OTHECEHBI! HECAHKIHOHHPOBAHHBLIH JOCTYN K
YCITyTaM NEKTPOCBA3H BCC PO [**],
HECAHKLHOHUPOBAHHLIA TOCTYN K HRPOPMAUHOHHOM cdepe
BCC PO [**], HecaHKUKOHHPOBAHHOE H3MEHEHHE
HHPOPMALIHH, HECAHKLIHOHHPOBAHHOC H3MEHEHHE
coobuIeHus, HeCaHKLIHOHHPOBAHHOE H3IMEHEHHE
MOCAENOBATENIbHOCTH COOOLIIEHHS, HECAHKLIHOHHPOBAHHBIH
IOBTOP COOOUIEHHsA, HECAHKIIHOHHPOBAHHOE H3MEHEHHE

MapuIpyTa coobinenns, 610KHpOBKa nepenayu
uHbopMalHH [cooblIeHHs] NOTL3OBATENA.
7 HRPYINATES AHGOPMALIHOHHOH bezonacHocTH

B3anmoysszanHoH cetn cBs3u Poccmiickoit Penepaumn [*);
HapylwuTems HHpopmaunonHo 6Gesonacwocrw BCC PQ
k],
EDH]BH‘IECKOE WIH IOPHOHYECKOE JHMIO, OOLIeCTBEHHOE
o6beIHHEHHE, BEIOMCTBO, npouecc, cobbiTHe, cnocobroe
MPON3BECTH HECaHKUIHOHHPOBAHHBIE HITH
HenpenHaMePEeHHbIe OeACTBHA (onepauu) Han
undopmauuonHo# chepor BCC PO [**], npusomsmmue x
HeXeNaTeNbHBIM Ui MONL30OBATENM WIH ONeparopa CBA3Y
BCC P® nocnencTBHAM.

8 HeCAHKIHOHMPOBAHHLIH JOCTYII K YCJIYraM 3J€XTPOCBA3H
B3aumoyes3anHoOH ceTd cem3u Poccuiickoft Penepaumn [ceTh

ceusy odmero noan3osanun); HCJ{ x yoryraM anekTpocBasu
BCC P® [CCOII]:

HocTymk  ycayraM  3NEKTPOCBS3H € HapYINEHHEM
YCT2HOBJICHHBIX NPaB ¥ NMpaBHll pa3rpaHUYEHHA NOCTYIIA.

9 HeCAHKILIMOHHPOBAHHLIR NocTYNn K HHQOPMALHOHHOH chepe
B3aumoyBs3anHOH ceTH csa3H Poccuiickolt Peneparpm]*|;

HC/]I x undopmaunoHHo# chepe BCC PD [**]:

Hocryn x unpopmaunorHod cpepe BCC PO [**] ¢
HapylIEHHEM  YCTAHOBIEHHBIX Npas Y [PaBHA
pa3rpaHHYeHud Jocryna

|0 HeCAHKILIHOHMPOBAHHOE H3IMEHERHe HHRMOPMALHA:
Himenenue conepxanus mHPopMmanuu npu ee obpaborke,
XpaHCHHUH WIH Nepefaye ¢ HapylUeHHEM YCTaHOBJIEHHBIX

npas ¥ NMPaBWI pa3rpaHHyeHud AOCTYNA..

[ | recaHKIAORKPOBARHOE H3IMEHeHH e coofmenms:
HN3menenue naHHBIX coobiuedus mpu ero obpabotke,
XPaHEeHHH WM nepenade, NPHBOMALLCES K HEBO3MOXHOCTH
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perpetrator of
information security
(infosecurity) of the
Interconnected
Communication
Network of Russia;
perpetrator of
information security
(infosecurity) of the
ICN of Russia

unauthorized acces to
telecommunication services

of Interconnected
Communication
Network of Russia
{Public Communication

Network]; unauthorized
acces to telecommunication

services of ICN of Russia

[PCN]

unauthorized acces to
information sphere of
Interconnected
Communication

Network of Russia;
unauthorized acces to

information sphere of
ICN of Russia

unauthorized
modification of

information

unauthorized
modification of
message
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IOCTOBEPHOTO BBIACIIEHUS HHPOPMAUHM, COOEPXalleHCs B
ZaHHOM COODUISHMH.

|2 HeCAHKUMOHUPOBAHHOE H3MEHEHHE M0C/IeI08ATEeTbHOCTH
COOOIIEHHH:

CMmelneHHe BO  BpPEeMEHH MM NEPEYIOPAOOYEHHE
coobuienuit B npouecce ux oOpabOTKHM, XPAHEHHS HIIH
rnepenayy ¢ HapylIeHWEM YCTAHOBJIEHHBIX IpaB M NpPABHI

pasrpaHU4EHHS OOCTyIa.

|13 HeCAHKUMHMPOBAHHLIA ITOBTOP COOOIMEHUS:

ITopTOp nepenavyn 3agaHHOMY MIONYUYATENK) paHee YyXe
NMEPENaHHOTO COODWEHUS C HAPYILUCHHEM YCTaHOBJIEHHBIX
NpaB ¥ NpaBHJ pasTPaHUYEHHs NOCTYIIA.

HIMEHCHHUHE

14 HeCaHKUMOHUPOBAHHOE MapmIpyTa

CO00IIeHHn:

HN3medenne MapmpyrHon nHOOpMALHMH, comepXxalleiics B
riepenaBaeMoM COODULICHHE UM B CUCTEME XOMMYTaLUHU
CETH CBA3Y C HAPYUICHHEM YCTAHOBJICHHBIX NPaB YU MPaBHI
pa3rpaHUyeHuss JOCTyINa, IPUBOIALIEe K nepenaye
COODIUEHHA HIH YacTH COODLUEHHS 1O H3IMEHEHHOMY

agpecy.

|5 6;10kMpoBaHue nepexayd uHpopMaLHy [coobmenus|:

[Ipexpallende WIH 3aJepXKa NOMYYEHHS IMOJIL3OBATENEM
NPENHA3HaYeHHON U1 HEro AOCTOBEPHOM HHPOpMaLUH [He
M3MEHEHHLIX B Irpouecce rnepegadyd coobureHu#l] H3
TEXHHYECKHX CpeACTB nepegayd Ha Bpems t*Qorn.,
Ilpumenanue - t¥gOm SABAAETCY OIHOH M3 3a0aBaeMBbIX
KaueCTBEHHBIX XapakTepucTuk paboter BCC PO [*¥].

unauthorized
modification of
sequence of messages

unauthorized repetition
of messages

unauthorized
modification
of route of message

cut off (interruption)
of user’s information
(message) transmission

23Cucrtema obecnevyennd WHOPOPMAUHOBHOMN 6E30MaCHOCTH
BizauMoyBsa3zanHO# ceTH CBA3H Poccuiickon PexgepanuH

16 cuctema obecnievenus HHpopMalUMOHHOH 6Ge3onacHocTH
B3aumoyBs3auHOM cet cBsa3H Poccuiickod Pepepaumn [*];
cucTeMa obecneyenus UWHPOpMANHOHHOR Oe€30MacHOCTH
BCC PO [*+]:

COBOKYNHOCTL NPABOBBIX HOPM, OPraHHU3allHOHHBIX H
TEXHHYECKHX MEpPONPHATHH, CcaykKO HHPOPMAUHOHHOH

Oe30nacHOCTH ¥ MEXAaHH3MOB  34llHThLI, OPraHoB
YIIpaBlleHUss M  HCNOJHHMTENEH, HanpaBlieHHBIX  Ha
NMPOTHBOAECHCTBHE 3a0JaHHOMY MHOXECTBY yrpo3

uHpopmauuoHHoH Oe3onacrocty BCC PO [**] ¢ nexsio
CBEOEHMA IO  MHHHMyMa  BO3MOXHOro  yuepba
NONB30BaTEO WK oneparopy cea3u BCC PQ.

17 mudopmaums yHpaBJIeHUs uHdopMmatonno
bezonacHocThiO B3aumoyssa3anHod cet cBs3n Poccuiickon

Penepamu 1*}; HHPOpMALIHA YIIpaBIIeH N
nrbopmaiorHON 6ezonacHoCThIO BCC PD [**]:

information security
of the Interconnected
Communication
Network of Russia
providing system;
information security
of the ICN of Russia
providing system

control information of
infosecurity of the
Interconnected
Communication



WUndpopmauns, sHeobxomumas s peanudaUuH QYyHKUHH
yripapieds B CHcTeMe obecrieyeHHS WHPOPMAUHOHHOM

6esonacnocty BCC PO [**]

18 apxHTEKTYpA HRGOpMALIMOHHOH 0e30NnaCHOCTH
BiarmMoysR3aHHOK CceTH c3s3H Poccuiickod Peaepaumm [*];
apxuTekTypa MHGOpMauUOHHOH Oesonacnoctd BCC PO
[**]:

JIoruuyeckas CTPYKTypa H NpHHUMIB  olecriedeHus
napopmaunontoi 6esonacsoctyd BCC PO [**]

Ilpumenanue - TIOTHYeCKas CTPyKTypa obecreyeHHs
undopmaunonnoin Sesonacioctd BCC PO - coBOKynHOCTS
opraHoB  Ccnyx6, CpencTB  CHCTEMBl  OOecreyeHHMs

uadopmaunonnoit 6ezonachoctd BCC PO [**], o6pexros
undopmaunonHort  besonacyocry  BCC PP [¥¥] »x
MpOLIECCOB B3aHMONCHCTBHA O0LEKTOB HMHOOPMALHOHHOH
BesonacaocTy BCC PO [**] mexuy coboit ¥ ¢ noxcucTeMoH
yNpaBleHus CHCTeMBl ofecrnieyenus HHPOPMAUHOHHOH

Gesonackocty BCC PO [(*¥]

19 nomuTHKA HHGOPMAUMORHOH besonacHocTH
B3ammoyss3aunoli cetn cBs3n Poccsnickodt Penepanun [*);
noiuTHka HHpopmauuoHHOH 6e3onacHocTH BCC PO[**]
Cuctema MEpONPHATHH, HAanpamleHHBIX Ha obecneueHue
uuopMauuoHHo# beszonacnoctn BCC PO [*¥]
ITpumeyanue - Yyka3aHHBIE MEPONPUATHS  BKITIOYAIOT
COBOKYIHOCTDL TpedbOBaHUH H paBUII o
unpopmaunonnon Oezonacnocty BCC PO [*¥] naa
obbekra HHbopmanuoHHoH GesonacHoctd BCC PO [*#],
BboipaOOTaHHLIX B UEIAX [POTHBOACHCTBHA 3a8HaHHOMY
MHOXECTBY Yrpo3 uHpopMauHoHHOR 6GezonacHoctu BCC
PO {**] ¢ vyyeroM  LEHHOCTH  3aLIHIIaeMOH
WHQOPMALMOHHOH CPEPHl H  CTOHMOCTH  CUCTEMBI
obecneyenns uHpopMauuoHHOU Oeszonacnocry BCC PP

[**]

20 npoexT HHOOPMALMOHHOK 0elonacHOCTH
Biavmoysm3annoi ceTH cas3n Poccuiickoli Penepawm [*];
npoexT uHpopMmanuoHHoit 6ezonacnoctu BCC PO [**:
[Inan, 3ambicesl, onpenenaiolIKA WA paspabaTeiBaeMOi
cucreMbl ofecnevenus HHPOPMANMOHHOH Oe30macHOCTH
BCC PO ([**] rt1peboBanus x HHPOPMALHOHHOH
6ezonacHoctu BCC PO [*¥],

I[Ipumeyanue - npoexT HHPOPMAUUOHHOH OE30MaACHOCTH
BCC Pd [**] paspabarbiBaeTcs B BHAC JOKYMEHTA,
COrJIaCyrollero NpHEMIIEMbIH YPOBEHb KagecTsa cnyxb
HHPOPMAIIHOHHON Oe30NacHOCTH B YCIOBHAX 33QaHHOTO
MHOXECTBa Yrpo3 uHpopMmauuonHo# O6esomacHoct BCC
PO {**], >ddexruBHOCT: BLIOpAaHHEIX Mep oOfecneuyeHus
uHopMaunoHHORK OesomacHoct BCC PD  [*¥] #
pe3yNLTHPYIOWYIO HERY CHCTEMBI obecneyeHns
nHGopmauHoHRO# GezonacHocTy BCC PO[**)
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Network of Russia,
control information of
infosecunty of the ICN
of Russia

architecture of
infosecurity of the
Interconnected
Communication
Network of Russia,
architecture of
infosecurity of the ICN
of Russia

Policy of information
security of the
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Network of Russia,
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security of the ICN of
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Communication
Network of Russia,
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security of the ICN of
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2] obbexT HHGPOPMALIHOHHOM OezonacHocT!
B3aumoyBs3aHHOH ceTH cBa3H Poccuiickon Penepaumm [*};
obbexT HHDOpMALHOHHOM Ge3onacHocTU BCC PO [**]:
O6wexT [06BexkT] BCC PO [**], BO3aeHCTBHE HA KOTOPBIH
[KOTOPBIE] MOXKET TINPHBECTH K PpEANU3alHH yIrPpo3bl
uaopmaunoHHok 6ezonacHocty BCC PO [**].
ITpumeuanue - ynpasiaenue obnexkroM [0ObekTamu] B
COOTBETCTBHU € 38JAHHOH NONUTHKOH HHPOPMALHOHHOH
6eszonacHoctt BCC PO [**] B oTHOLIeHHH cnelHHYECKHX
JeACTBHUH, OTHOCSILIUXCH K HHQOPMALMOHHOH
6ezonacHocty BCC PQ® [**], ocyuiecTBinsercs eOuHBIM
DYKOBOISALUUM OpPTraHOM [aOMHHHCTPATOPOM] CHCTEMEI
obecrieueHuss HHPopMauHoHHoM Oezonacrocty BCC PO

[**],

22 MexaHu3M obecnedenus HHPOPMALIBOHHOH De3omacHOCTH
BamuTel] (B3amMoyBs3anHOM ceTH cBs3M  Poccuiickoi

®epepaimn); MexXaHu3sM obecniedeHus UHPOPMALHOBHOM
besonacHocTH [3amuTel] (BCC PD):

ANnapaTHO-NPOrpaMMHbIE ¥ OPIraHH3aLHOHHBIE CPEACTBA
cucTeMbl ofecnedyeHns HMHGOPMAUMOHHOH O€30MacHOCTH
BCC PO[**], peanm3ywmue, HCXOOA H3 3aTaHHOH
MONHTHKH HHbopmauuOoHHOH OeszonacHOCTH BCC PO [**],
ONpeneIeHHbIE YPOBHH 3alIHTH HHPOPMAUHOHHON cdephl
BCC P® [**] B COOTBETCTBHH ¢ OHHUM U3 NNEPEKPLIBAIOIIUX
OpYyr IOpyra 23TarnoB  3alIUTbl:  NPEOOTBPAINEHHUEM,
oOHapyXeHHEM M  BOCCTAHOBJICHHEM  (JIHKBHIALMECH)
NOCNEACTBASA BO3NEHCTBHS HapYIUUTENd HHPOPMALHOHHOM

6e3zonacHoct BCC PO [**].

23 ycayra HHGOPMALIMOHHOI] GesonacHocTH
B3anMoyrazaHHOM ceTH CBI3H Poccuiickon PPenepaumu [ceTd

CBS3H 00Imero mMoJib30BaHHsA, CTYAKObI 3JIEKTPOCBA3A); ycnyra

uHpopmauHoHHoM BeszonmacHoctn BCC PO [CCOII,
CI1yXObl 3EKTPOCBA3H]:

PesynpTar nesTeNLHOCTH CUCTEMBI oDecnieyerns
uadopmannonHoit Oesonacrocty BCC PO [CCOIL,

cnyXOBl 3TEKTPOCBA3IH], NPeaOCTaBIseMblil MOIb3OBATEIIO

NO  €ro  3anpocy K  COOTBETCTBYIOHEH  CimyxOe
uadopmannonnoit 6esonacHoctn  BCC PP [CCOII,
ciyX OBl 37eKTPOCBA3H].

24 cayx0a HH(POPMALIHOHHOH OeszonacnocTH

Biaumoysa3anHoi cetd cas3u Poccuiickon Penepanmmu |*);
cnyx6a undpopmanunonHot 6ezonacHioctu BCC PO [**:
OpraHu3alMORHO-TEXHHYECKas CTPYKTYypa CHCTEMEI
obecrieuenns uHpopmauuonnoi OGezonacHoctu BCC PO
[*¥], peanu3ymoolags pelIeHHe ONpENeNeHHOR 33aaayH,
HAINpaB/IeHHOH Ha [IPOTHBOAEHCTBHE TOH HIH HHOH yrpose
uHdpopMauHoHHOH BesonacrocTd BCC PO [**].

Information security
object of the
Interconnected
Communication
Network of Russia;
information security
object of the ICN of
Russia

Information security
[protection] (of the
Interconnected
Communication
Network of Russia)
providing measures;
information security
[protection] (of the ICN
of Russia) providing
measures

Service of infosecurity
of the Interconnected
Communication
Network of Russia
[Public Communication
Network,
Telecommunication
servises|; service of
infosecurity the ICN of
Russia [PCN,
Telecommunication
services]

Service of infosecurity
of the Interconnected
Communication
Network of Russia;
service of  infosecurity
of the ICN of Russia



25 xugects0 cayxObl HHPOPMAUHOHHOR He3onacHocTH
B3aumoyes3aHnoil cetn cBs3B Poccuiickod denepaipm |*};
kayecTBO ciTyx0Osl HHPopManunoHHo#t OesonacHocry BCC

POD [**):
COBOKYITHOCTb OnpenenieMuix, H3MEPAEMBbIX ¥
PEry;IHpyeMbIX napaMeTpoOR NpenOTBPaLCHHA,

obHapyXeHHsd M JMKBHNALHH Yrpo3bl HRPOPMALHUOHHOM
Sezonacuocte BCC P@ {**], npOTHBOLEHCTBHE KOTOPOH
ApngeTcs 3azayed OaHHOH CayxObl HHPOPMAUMOHHOH
6esonacuoctu BCC PO [**].

26 mepet obecrieqeHHs HHQOpMauHOHROH bezonacnocTH
Biaumoyns3anHoii cetn cassH Poccuiickoit Penepapm [*];
Mephl ofecniedenns HHPopmauHOHHOH besonacHoct BCC
PO {**]:

ITpaBoBrie,  OpPraHM3auUMOHHBIE,  NPOrpaMMHble H
annapatHele  cnocobni, npasuna  H - NpOnREHypHl
HCTIONIb30BaHUA MeXaHH3MOB 3anThl BCC PO [**].

27 anvuHHCTpaTOp  [pyxosoasuumi  Opran]  CHCTEMbI
obecniegeHus R OpMaIHOHAOH Ge3onacHoCTR
B3aumoysszanuo# cet cBs3H Poccuiickod Penepatmnu [*;

aNMHHMCTPATOp  [pYKOBOASIIMH  OpPraH]  CHCTeMbl
obecneuenus HupopmaunoHHod OHesonmacHocty BCC PO

[**):
PH3HYECKOS HIH IOPHIAHYECKOE JHUO, OTBETCTBEHHOE 3a
peaM3alHI0 TNOIMHTHKH O0eCreyeHns HHPOPMaNHOHHOR

6esonacHoct BCC PD [**].

WAL L D0 L L7 -9y

quality of service of the
Interconnected
Communication
Network of Russia:
quality of service of the

ICN of Russia

Measures of providing
information security
of the Interconnected
Communication
Network of Russia;
measures of providing
information security of
the [CN of Russia

administrator [leading
body! of the
Interconnected
Communication
Network of Russia
information security
providing system;
administrator [leading
body} of information

securnity providing system
of the ICN of Russia
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3 AIGABUTHBIN YKA3SATEJB TEPMHUHOB HA PYCCKOM S3bLIKE

2 JMUHUCTPATOP CHcTeMB! 06ecniegeHnsn MHGPOPMALIMOHHOR
bezonacHocTH B3anmMoyBs3aHHOH ceTH cBa3H PoccHicKo

QenepaunH 27
aIMHHHCTPATOP CUCTEeMbl obecriedeHHss HHPOPMAUHOHHOHR

6esonacHoct BCC PO 27
AIMHHHCTPATOP CHCTeMbI 06ecniedeHH HHPOPMALIHOHHOH

be3onacHOCTH ceTel CBA3H 06miero noJib30BaHHA 27
AXMUHUCTPATOP CHCTEMEI ODecTIeYeHM HHPOPMALIHOHHOH

6esonacuoctu CCOI1 PO 27
4TMHHHCTPATOP CHCTEMBI 00ecieIeHHA HHPOPMALHOHHON

besonacnocTn cucremsl ynpasaennss BCC 27
aIMHHECTPATOP CUCTEME] O0ecreueHUss HHPOPMALKMOBHOR

Sezonacroctu CY BCC 27
2 TMHHHCTPATOP CHCTEMBI o0becreTeHH HHPOPMAUHOHHOR

bezonacaoc cryx0 dNeKTpocBA3H 27
aIMHHUCTPATOP CHCTEMBI ODecrnieueHUa URGOPMALKORHON

6e3zonachoctu C3 27
ATMHHHCTPATOP CHCTEM YHPABJIEHHA CETRMH 3JIEKTPOCBA3H 27
anmusucTpaTop CY C3 27
AAMHHHCTPATOP CHCTeMEBI obeclieqeHHE MHPOPMAIMOHHOH

6e30n2CHOCTH OACHCTEM YHPaBJICHHS 27
AOMUHUCTPATOP cHCcTeME] ObecnedyeHUuss HHPOPpMALMOHHOH

6esonacnocTi [ICY 27
APXATEKTYpa HHopMaLmouHoit bezomacHocTy B3anMoyBa3aHHOMN

ceTu cB3H Poccritckoid Penepaun 18
apXUTeKTypa uHPopMaunoHroH Gelonacnoctu BCC PO I8
APXHTEKTYpa HH(POpMALIMOHHOM 6e30naCHOCTH ceTel

CBSI3H 00UIEro NoJIb30BaHNY 18
apXHTEkTypa unHpOopmannonHo# Hesonacnocr CCOI1 18
apXHTEKTYpa HHPOPMALIMOHHOH De30MACHOCTH CHCTEMDI

ynpasJjenns BCC 18
apXuTeKTYpa uHGopmanuonHou 6ezonacsocty CY BCC 18
apXUTEKTYpa UHGOPMALMOHHOW §e30MACHOCTH CAYyR6

3JIEKTPOCES3H 18
apXHTEXTypa HHPOpMauHoHKEOH 6e3onacHocTH C3 18
aPXHTEKTYPA HEDOPMALTMOHHON DE30TIACHOCTH CHCTEM

YHPABJICHHS CETHMH 3/IEKTPOCBA3H 18
apxuTekTypa uHpopMaunoHHOH bezonacHocTH CY CO [8
APXHTEKTYpa HHPOPMALIMOHHOH 6€30IIACHOCTH NOJACHCTEM YHPAB/ICHHN 18
aPXUTEKTYypa uHPoOpMaLiuoHHOH GezonackocTu TICY 18

6e3onacHoCcTs B3aaMoyBa3aHHOH ceTH cBm3H Poccutickoli Peaepatnn

HHPOPMALHOHHAL

6esonacnocte BCC PO undopmandonnad

6€30NaCHOCTL CeTeH CBA3H 00Mmero NnoJib30BAHHE HHOOPMALIHOHHAS
besonacnocte CCOII nudopmarinonyas

besonacHocTs cuctemsl ynpanssienns BCC mndopmaunonnas
6esonacnocts CY BCC nudopmauuonnas

GesomacHocTs Ci1yRb InexTpocsazn MG OpPMAINOHHAN
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GesonacHocTek C nHpOpMaLHOHH AN 1
Ge30n2CHOCTL CHCTEM YITPABICHAN CETIMM 3JIEKTPOCBIIH

HHGOPMAIHOHHAS
GesonacHocTh cHeTeM ynpasnerus CY CO undbopmauuonHas
Ge30nacHOCTD NOACKCTEM YIIPaB /1eHAR HHPOPMALTHOHHAN

GesonacHocts ICY uHDOpMauHOHHas

0JI0KHpOoBaHAE NEpeaaTH HHPOpMALHH 15
GokApoBaHKe nepeayn coobmenms 15

noctyn x HHGopMaLMOHHOH chepe BaanMoyBs3aHHOR CeTH CBA3H
Poccriicikon Penepaliiy HECAHKIIHOBHMPOBAHHDLIM

HC/I x undpopmaunonnon cpepe BCC PP

aocTyn K AandopMaLMOHHON chepe CeTH CRI3H 06IMEro Mo m30BaHUR

HECAHKITHOHMPORAHHLIN

HCH x nudpopmanunonHoii chepe CCOII

nocTyn K HHpopMaLMOHHOH chepe cucrems! ynpasnenns BCC
HECARKIHOHHPOBARHBIH

HC/ x undopmaunorroi chepe CVY BCC

AOCTY K HropMaumoHHON cdepe curyxbul 31eKTPOCB3H
HECRRK LM OHHPOBAHHBIH

HCI x unpopmannonno# cpepe C3

JAOCTYNI K HHpOpMALMOHHOH cpepe CHCTEMDb] YIPABIEHHS CETIMH VIEKTPOCBA3H
HeCAHKLHOHUPOBARHDIN

HCJl x urdopmannonnoi cpepe CY C3

IOCTYN K HHPOPMAIMORAOH cpepe NMOACHCTEMb! YHIPAB/IeHNS
HeCRHKIHOHHPOBAHHbIH

HCJ x undpopmaunonHoit cpepe IICY

AOCTYN K YCJIyTaMm JJ1eKTpocBa3d Bianmoyss3anHol cetd cssam Poccmiickoii
Penepaunm HeCRHKLIMOHMPOBAHHABIN

HCJI x ycryram snexkrpocessu BCC PO

AOCTYN K YOJIYram ceTd CBR3u 06mero nom3opanys B3anMoysa3anHOMN

ceTH ceu3H Poceuiickolt Peaepaurn HeCARKIMOHHPOBARHDLIHA

HC/I x ycimyraM anexrpoceasu CCOIl

00 oD \D \O O \Q o \D O \O O \D o \O

00 OO

3AMMWHICHHOCT HHOopMaLHOHHOH chepbl BianmoyBs3annoi ceTy
css3n Poccuiickoili Penepauu

3alHIIeHHOCTL HHpOpmauuoHHo# chepul BCC PO

32 MHINEHHOCTH, KHGOPpMALMOHHOH Cdephl ceTelt caa3n obmero
NOJIb30BaAHUS

3amuieHHocTb HHGopmauuoHHo# cdeprr CCOII

32 MHINEHHOCTh HHGOPMAIMOHHOH chepst crcTemsl yrpasaeuus BCC
3amyirenHocth CY BCC

3RUHIEHHOCTs HEPOPMALHOHHOK cdephi ciryx6 3nexTpocsa3d
3aWHILEHHOCTL HRPOpMaLHOHHOHR cheput C3

3RAMAMEHROCTE HHQOPMIALIHOHHON cHephl CHCTEM YNpaB/IeRAR
CeTSAMH IIEKTPOCBIIH

3aUIHINEHHOCT, HHOOPMAUHOHHOH cheprl CVY CO
3RIMINEHHOCT: HRPOPMAIMOHHONH CPEph! NONCHCTEM YIIPABJICHAS
3a1UINeHHOCTh HHPOpMauuorHOH cheprl TICY

b b
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MIMeHeHHe KRMOPMALHH HECAHKLIHHHEPDOBAHBOE
M3MEHEHHE MapUIpyTa CO00MmeHHS HeCAHKIMHAPOBRHHOE

=



H3MEHEHHE NO0C/IeJ0BATEIbHOCTH COOOMEHHH HECAHKIIHHMPOBAHHOE
H3MEHEHHE CO0DINeHHN HECAHKIIHHHPOBAHHOE

HHpopMaliug ynpasiieHus HHGOpMaLHOHHOH 6e30NaACHOCTBIO
Biaumoysa3aHHOM ceTv cBsBH Poccuiickoi Peneparmy

uHPoOpMaLIHs yIIpaBleHus HRPOPMALTHORKOM 6e30MacHOCTLIO

BCC P®

HHPOPMALHS YTIPABJICHHE HHPOPMALIHOHHON 5€30M1aCHOCTLIO

ceTell cag3u 06mero noIL30BAHUA

MHpOpMaALKA yrpasneHusa HHPopMauMoHHOK BezonacHocrrio CCOIT
uidopmMalma ynpasieHns HHPOPMALHOHHOH 0E30NACHOCTLEO

cacrems! ynpasaenus BCC

HHpopManus YIIpaBieHUs HHPOPMAIHOHHOK 0€30NaCHOCTRIO

CY BCC
HHOOPMALHR YNIpaB/IeHHE HHPOPMALHOHNHOH 6e30NaCHOCTLIO

cayxb 3nexTpocm3H

HHOpMaLKa ynpaBieHus HHPopMauHonHo# 6ezonacHocThio CI
HHQPOPMALML YIIPABJICHHS CHCTEM YNPABJICHHS CETEMH JJIEKTPOCBE3H
nHopmauus ynpapnenus CY C3

yHQopMALIRE YHPABJICHHS MOACHCTEM YNPARICHAN

unpopmauus ynpasnesus [ICY

Kavecrso cryx0n1 nrdopmammonnoi 6ezonacroct Baaumoysszanmoil
cetH cBa3m Poccuiickoli Penepaunn

xayecTBO CiyxOpl uHPOpMauHoHHOHR Oesonacsocte BCC PO

KadecTso cayx6b1 uadopmalpionHo# beonacHocTl certelt cB3H o0miero

NoJIL30BANHN
kayecTBO CIIyXOel uHGOpManuoHHo#i 6ezonacHoct CCOII
Ka4eCcTBO CIyx0ul HHPOpMANHOHHOH H€30NACHOCTH CHCTEMB]

YHpPaBJIeHHS BCC
xadecTBo cykOn1 uHbopMaunoHHok 6ezonacHoctn CVY BCC

Ka4ecTso Cyx0bl HHGOPMAMOHHOHA 5€301MaCHOCTH CITYRObI

INEKTPOCBI3H
KavyecTBO CIyXOnl nHpopMannonHoi 6esonacHocrn C3

Ka9ecTso CayxOp1 undopManHOHHONH 6€30MACHOCTH CHCTEM YIIpaAB/ICHHS

CeTAMH 3JIeKTPOCBA3H
KauecTBO CIyX6b! HHDOPMALHOHKOH 6e3onacHocty CV CI

Ka9ecTBO Cyx0L1 nEPpOpMALHORHOH 6€30MaCHOCTH NOACHCTEM

YHpaBJ/ICHUS
kavecTBO cIyx6b1 HHQOpMaunodHo# 6esonacHoctu [ICY

Mephi ofecneverns MHGopmaimMoHHo# 6esonacnocTn Bianmoysmannoi

cetd cB3u Poccuiickoi denepatinm
Mephl obecnevenns uHdopMaunonuoit 6esonachocts BCC PP

Mephl obecnedenns HHPOPMAMOHHOH H€30NACHOCTH ceTell CBI3H

obmero no.m30BaHAS
Meprl obecnieuenns HHpopManHoHHOK OesonacHocT CCOIl

Meph1 obecneuenns HHGOpMaHOHHOH 6€30N2CHOCTH CHCTEMBI

yrrpasiaenns BCC
Mephr obecrreqgenus uHGopMaurHoHHOH SesonacHocti CY BCC

Mephl obecnievenns urdopMalHOHHOH besonacHocTH Cryxb

3JIEKTPOCBI3H
Mephl obecnieuenns HHGpopMalmoHHOHR GezonacHocty C3

Mephi obeciedenns HHPOPMAUMOHHONH 0€30IACHOCTH CHCTEM YIPARIICHHR
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CETRMH JICKTPOCBA3H 26
mephl obecneuenus nupopmaunoHson besonacvoctu CV C3 26
Mepb! obecneyenns uHPopMatmMoHHeH 6e3onacHoCTH NoACHCTEM yIIpaABIeHHS 26
Mepsl obecneuenus HHpopMauuorHon 6esonacnoctu [ICY 26
MeXaHM3M ofecnedenns HEGOpMALMOHHON Ge3onacHocTH

(B3aamoyBa3aHHOH ceTH cBs3H Poccriickon Penepannu) 22
MexaHu3M obecnedeHus HHpopmanuodHo# 6esonacHoct (BCC PO) 22

MEXaHW3M olecrniedenns 320! (B32HMOYBI3IAHHON CeTH CBE3H
Poccsmickoi denepalm) 22
MexaHH3M obecnedenns 3amuTol (BCC PO) 22

HapymMTe b HHGOPMARUMOHHOA De3onacHOCTH B3auMoyBa3aHHOH CeTH
ce3n Poccriickon Penepanuu

HapywHTens uHpopMauuoHHOHR Oe3omacHocty BCC PO

HAPYWIHTE b HHOOpMALIMOHHOMH Ge3onacHocTH ceTeil cpa3H obnrero

N0 1hb30BaHHA

HapywHTens HepopmauuoHHoi 6ezonacnoctn CCOTII

HApymHTE: HHGOPpMAUHOHHOH Ge3onacHoCTH CHerems! ynpasaenus BCC
HapyLouTens uapopmanuorHol Sesonacioctu CV BCC

HRPYDIHTE L HHpOopMaLMONHOH 6e3onacHocT! Cayx0 deKTpocBm3H
HapyLIXHTENL HHPOPMAUHOHHOH BezonacHocTH C3

HAPYIIHTE/ L HHPOPMALIHOHHON §€301IACHOCTH CHCTEMB! YITPAB.1eHHS
CeTHMH 3JIeKTPOCBR3H

HapyluTenb HHPopMauHoHHOHR 6ezonacHocTu CY CO

HapYIHTe b HBEGOPMAUHOHHOK 6€3002CHOCTH NOACHCTEMD! YIIPAB/ICHHS
HapyiuuTens HHdopMaunoHHOH 6esonacnocty [ICY

S [N S S S N S

~1 -3 N )

obecrienenne HHpopMaLHOHHOI GezonacHocTH B3auMoyBa3aHHOH
cetH cp3u Poccniickol Penepatan

obecneueHne uubpopmaunornHon 6esonacnoctu BCC PO
obecnesienne HupopMaALINOHHOM 0€30MACHOCTH ceTH CBA3H 00mero
NnoJIb30BAHAR

obecrieucHue HHPopMmaunoHHOH 6ezonacsoctH CCOIT
obecnevyeHne HRPOPMALIMOHHOH DEIONACHOCTH CHCTEMBI

ynpasienus BCC
obecneyenne nHdopmanuosHoi bezonacnoctn CY BCC

obecnegenne undopmanHoHHOH 6ezonacHocT CTy®b exTpocBI3H
obecneyeHue HHPopMaunoHHOM 6esonacHocTr C3I

obecriegerne HHpoOpMALHOHHOH 0e30MACHOCTH CHCTEM yNIpaBJieHHS
CETHMH 3JICKTPOCBA3H

obecneyenue uabopmannonson 6esonacnoctu CY C3
obecnesierne mapopMaLHOHHON 630NMACHOCTH NOACHCTEM

yTIpaBJIeHHA
obecneuenne uHpopMauuoHHoH 6esonacHocru IICY

thhhth thth hh W

N h

W h

o0nexT HHpopMalLHOHHOMN Oe3onacHocTH BianMoysa3zannoil ceTn

css3u Poccerdickoit @epepanun 21
ob6bekT uHdopmaunoHrnok 6esonacuocty BCC PO 21
obbexT HEdOPpMAIMONHOM 6e30macHOCTH CceTH CBE3H o0mero

1013082 HUN 21
obvexT nHbopMannoHHo#H 6esonacHocTH CCOT1 21
obbexT mpopmaimonHoii Ge3onacHocTi cncremsl ynpasaenns BCC 21

1]



oObexT HHPOpMalunoHHOH BesonacHocTH CY BCC

00BekT uHpOpMALMOHHOH He30NacHOCTY CITyROBI 3/1IEKTPOCBA3H
o6rekT HEDOpMaLnoHHO# BezonacHocTH CI
obvexT uHpoOpMaImOHHOK 6€30MACHOCTH CHCTEME! YIIPAB.TEHUS CETHMM

3IEKTPOCBA3H
obrvexT uupopmaunorHou 6ezonacuocr CY C3

o6bekT wHPOPMALHOHHOK 630MACHOCTH NOACHCTEMB! YIIPABJICHAY
oOvexT HHpopmaunoHHo# Hesonacuaocty IICY

OpraH cucremb! obecnieseHHS HHRPOpMALHOHHOH Oe30macHOCTH
B3aumoyes3annoi cetw cam3u Poccriickon Deepaimu pyxoso sy
opraH cucreMsl ofecneyeHus HHOOPMALTMOHHON Ge30NacCHOCTH

BCC P® pyxkosoasmi
OpraH CHCTeMb! oDecriedeHHs HRPOpMALHOHHON 6€30NacCHOCTH

ceTeHl CBH3H 00MIEro IUIL30BAHHA PYKOBOASIIHA
oprat cucreMsl obecrneyeHus HHPOPMaUHOHHOR $e30MaCHOCTH

CCOII pyxoBogamni

opraH cucremsi obecnevenus HHPOPMALIMOHHOHK Oe30MaACHOCTH
cucrem ynpaeiesns BCC pykosoagmuit

OpraH cHcTeMul obecnieyeHHs HHPOPMALHOHHON
6esonacnoctu CY BCC pykosonasiuui

OpraH cucremsbl obecnederus ARGOPMALMOHHOH 0€30NMaCHOCTH

YR 3J1eKTPOCBA3IH PYKOBO A IMA
oprax cucreMsl obecneuenua HHOOPMALHOHHOH 6e30NacHOCTH

C3 pyxoBonsIui
opras cucremsl obecriedenns rHPOpMaLKORHoH OezonacHocTR

NOACHCTEM YNIpaBJIEHHS PYKOBOISIXHH
opran cuctemet obecnieueHna nHPopMaLHOHHOHR §e30NnacHOCTH

HICY pyxoBoaainit
NOBTOp coobinenus HeCAHKIHHUPOBAHALIH

NOACHCTEMA YIIPABJICHHN HHpOpMALHOHHO-0e3omacHas
[TCY undopmauuosHoO-6e3onacHas

noanTHKa urdopmManHoHHod 6ezonacuocTy Bianmoyss3aHnoH ceTH
cBs3H Poccuickon Peaepaiiiu

nmonuTHKa HHbopManHorro# 6ezonacnocty BCC PO

NoMTHKA HHpOpMaLMOHHOH 6e30NacHOCTH CeTH CBR3H obmiero

N0 1b30BRAHHS
nonuTuka HHpopmauuonron 6esonacHocty CCOIT

NONHTHKA HHPpOpMALHOoHHOM GesonacrocTy cHcTemb: ynpasienns BCC
nonuTHka HHpopMmanuoHro# 6esonacHocTe CY BCC

No/pAKA HHQOPMALMOKRHOH Ge30nNacHOCTH CIyx0BI JNeKTPOCBIIN
noauTHka HHpopMalHoHHO#R 6e3onacHocTH C3

NONHTHKA HHPOPMALMOHHOK 6£30NACHOCTH CHCTEMb] YIPABIICHHS

CETHMH JIEKTPOCER3H
NnonuTHKa HHpopmaunonHo# 6esonacHoctu CY C3

NONATHKE HHGOPMALIHOHHOH §6e30NaCHOCTH NOACHCTEME! YIIPaRICHHR
normTHka HHbopmaunoHHoH 6esonacHocty [ICY
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Poccrtickon Denepannu 20
npoekT uHpopmaunonHo# 6ezonacnoctu BCC PP 20
PoEKT HHPOPMALAOHHOH DE30NACHOCTH ceTH CBR3M ofmero

[10.Ib30BAHHS 20
mrpoekT undopmaunorHo# 6ezonacoctu CCOIT 19
npoeKT HHPOPMAITHOHHOH Ge3onacHocTh cacremsl ynpaBaenus BCC 20
npoekT uHpopmauuorHo# bezonacHoctu CY BCC 20
npoeKT HHPOpMAHOHHOH 0e30NacHOCTR CAYZOb] 21K TPOCBI3H 20
nMpoexT HHPOopMauHOHBOH besonacHocT C3 20
poexT WHpOpMalMOHAOH 6e30MaCHOCTH CHCTEMbI YNIpaBJieHNs CeTAMH

3JIEKTPOCBA3H 20
npoexT uHpopMangosro# dezonacrocty CY CO 20
TpoeKT HHPOPMALHOHHOH He30MaCHOCTH NOJACHCTEMB! YNIPaBJICHHA 20
npoexT uHpopmanuonnon 6ezonacuoctu I1CY 20
CeTHL CBA3M 00mero nob30BARMU 3AMUHICHHAS 3
CCOI1 3amAwmennas 3
ceTh cBA3M 00mero no/ib308aHUN HHpOpMALMOHHO-0e30nacHAas 3
CCOIl nudpopmanorHo-be3onackas 3
cucreMa obecnevenys HRpopMaALMOHHOH Oe30NacHOCTH

B3anmoysm3anno# ceTd cas3u Poccutickoi Penepanmy 16
cucTema obecnieyeHus HHPOpMaLnorHoH Hesonacuoctd BCC PO 16
cucrema obecneuenns nugopmaumonHoi 6e3onacnocTn

ceTH CBN3H 00mIero no Ib30BaAHHSA 16
cucTema obecneuenusa nnpopmanuornoi Geszonacioctu CCOIT 16
chacrema obecneverus HHPOPMALMORHOH 0€30NIACHOCTH CHCTEMBI

yrpasienns BCC 16
cucreMa obecneuenus yHpopmaunonHon besonacioctu CY BCC 16
cacTeMd ofecneweus HHPOPMALMOHHOM 6e30NACHOCTH

Ty XOBI IEKTPOCRAZH 16
cucteMa obecneveHns HHGOpMaLKOHHOK 6e3onacHocTH C3 16
cucrema obecneyenus HndopmaLMonHOH besonacHocTH

CHCTEML] YIPAB/ICHHA CETAMH 3JIEKTPOCBA3H 16
cucreMa obecnevenns napopmauronHon 6esomackocTy CY CIO 16
cucrema obecneuenus HHPOPMAIMOHHOR 0€30NIACHOCTH

NOJACHCTEMDBI YIIPARJICHHS 16
cucreMa obecneuenus HHPopmaunorno# Hesonacroctu [ICY 16
cicrema ynpapiaesus BCC mmdopmaimonno-6ezonacnas 3
CY BCC undpopmaunonno-6esonacHas 3
cryxba siekTpocesan HHPOPMALTHOHHO-0e30NACHAN 3
C3 nrdopManmoHHo-6e30m1acHas 3
CHCTEMA YNPABJICHMN CETEMH YJIEKTPOCBA3H HHPOpMAIMOHHO-0e3zonacuan 3
CVY C3 undpopmanuonto-6ezonacuas 3
c1yx6a nndopmanmonHoi 6esonacnocTn B3aumoyBs3aHHoH ceTH
csmu Pocenvickoil denepaim 24
cyx6a nadpopmaunonHo# 6ezonacocru BCC PO 24
cryxba nadopmMarmMoHHON Oe30nacHOCTH ceTH cBs3H ofntero
NOJIL30BRHHA 24
caywba undopmaunorroit 6ezonacHoctd CCOIT 24
cayxba mndopmarmonnoit 6ezonacHocTn cacrems: ynpasaenna BCC 24
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cyxba nnpopmannonnoi besonacnocty CY BCC

cryx6a mnpopmaimonnoi GezonacHoc CIy xS ek TpocsE3N
cnyx6a unpopmaunosson besonacnoctu C2

cryx6a HupopMAIMOHHOH 6€30NACHOCTH CHCTEME! YRpARIeHNS
CeTHMH 3JIeKTPOCBS3H

cnyx6a nupopmannonnon bezonacuoctu CY C3

cryx6a HHOOPMALHORHOR 6€30NaCHOCTH NOACHCTEMEI YHpaBJ/IeHRAS
cnyx6a nHpopMaunonuok 6esonacrocti [ICY

cayxba 31eKTpOCBA3H 3aMHIeHHAS
C3 3aiuieHHas

yrpo3a nadopManmoHHOM 6e3onacHocTH Biaumoysmannol ceTw

ce3H Poccuiickor Peaepaumu
yrposa napopmaurorHoi 6ezonacnocty BCC PO

yrpo3a HHpopMALHOHHOH be30nacHOCTH CeTH CBS3H obmero

0. T530BaAHARR

yrpo3a uHpopmaunonnon SesonacHocta CCOII

yrposa uHdopManmounoit 6ezonacHocTv cucremnt ynpassienust BCC
yrpo3a uHpopmaunonnoi dezonacHoctn CY BCC

yrpo3a uHGOpMALMOHHON Ge30nacHOCTH CiIyxOb] 31eKTPOCBI3H
yrpo3a undopmanuonHo tesonacroctu C3

yrpo3a uH$popMaLHoHHOH 6€30MACHOCTHTH CHCTEMBI YIIPARICHHS
CETSIMH YICKTPOCBA3H

yrpo3a sHpopMaunorroi besonacnocta CY C3

yrpo3a HndopMalLHOHHOH 0€300aCHOCTH NOACHCTEME! YIIPABJICHNS
yrpo3a gsHdopmanHonHoi 6ezonacrocty ICY

yeayra undopmaumonnoii 6esonacuocTd Biaumoysasannoi cetr

csm3n Poccniickon deaepaupu

yoryra undopmannonHoit Sezonacuoctd BCC

yoJIyra uHGOPMALIAOHHOH 6e30I1aCHOCTH CETH CBS3H obmiero

M0, Ih30BRHHS

yermyra nagopmanuonnoit besonacvocty CCOIN

ycIyra HHPOpMaLIMOHHOH 5e30nacHOCTH CayK0bI 3IEeKTPOCBIA3ZH
ycrmyra yrpopmaiuoRHoH 6esonacnoctu C3
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4 AJIGABUTHBIN YKA3ATEJIbD TEPMHUHOB HA AHIITMMICKOM A3LIKE

administrator [leading body] of the Interconnected Communication

Network of Russia information secunty providing system 27
administrator {leading body] of the ICN of Russia information

secunty providing system 27
architecture of infosecurity of the Interconnected Communication

Network of Russia 18
architecture of infosecurity of the ICN of Russia 18

control information of infosecurity of the Interconnected Communication

Network of Russia 17
contro] information of infosecurity of the ICN of Russia 17
cut off (interruption) of user’s information (message) transmission 15
information security of the Interconnected Communication Network of

16

Russia providing sistem
information security of the ICN of Russia providing sistem 16
information security (infosecurity) of the Interconnected

Communication Network of Russia
information security (infosecurity) of the ICN of Russia ]

Information security object of the Interconnected Communication

Network of Russia 21
information security object of the ICN of Russia 21
information security [protection] (of the Interconnected Communication
Network of Russia) providing measures 22
information security {protection] (of the ICN of Russia) providing measures 22
Measures of providing information security of the Interconnected
Communication Network of Russia 26
measures of providing information security of the ICN of Russia 26
Policy of information security of the Iterconnected Communication

19

Network of Russta
policy of information security of the ICN of Russia 19
Project of information security of the Interconnected Communication

20

Network of Russia
project of information security of the ICN of Russia 20
Protection of information sphere of the Interconnected Communication

Network of Russia 2

Protection of information sphere of the ICN of Russia 2

Service of infosecurity of the Interconnected Communication Network

of Russia [Public Communication Network, Telecommunication

servises] 23

service of infosecurity the ICN of Russia [PCN, Telecommunication services] 23

Serwvice of infosecurity of the Interconnected Communication Network

of Russia 24

service of infosecurity the ICN of Russia 24

Service of infosecurity of the Interconnected Communication Network

quality of servise of the Interconnected Communication Network of Russia 25

quality of servise of the ICN of Russia 25

perpetrator of information security (infosecurity) of the Interconnected

Communication Network of Russia 7
7

perpetrator of information security (infosecurity) of the ICN of Russia
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the infosecured [protected] Public Communication Network

[Telecommunication service] 3
the infosecured [protected] PCN [Telecommunication service] 3
the infosecured system of control [service of control] of the Interconnected

Communication Network of Russia 4
the infosecured sistem of control [service of control] of the ICN of Russia 4

Threat for information security of the Interconnected Communication Network of

Russia 6
threat for information security of the ICN of Russia 6
unauthorized acces to information sphere of Interconnected Communication

Network of Russia 9
unauthonzed acces to information sphere of ICN of Russia S
unauthorized acces to telecommunication services of Interconnected

Communication Network of Russia [Public Communication Network] 8
unauthonzed acces to telecommunication services of [CN of Russia [PCN] 8
the providing of information security (infosecurity) of the Interconnected
Communication Network of Russia 5
the providing of information security (infosecurity) of the ICN of Russia 5
unauthorized modification of information 10
unauthorized modification of message 11
unauthorized modification of sequence of messages 12
unauthorized repetition of messages 13
unauthorized modification of route of message 14
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TEPMHWHBI 1 ONNPEAEJIEHUSA OBINETEXHUYECKHUX NOHATUIA

A.l ayrentduxarop: biok HanHbBIX, po0aBieHHBIt X coobuieHuro,

3aliHGpPOBAHHBIA €  MOMOWIBI0  BCHMMETPHYHOIO  XPHUITOrpadpHyYecKkoro

AMTOPHUTMA M MUCTONb3YEMbIl B IpolLiecce nepenayn cooOLUECHUS IS NMPOBEPKH

NMOMTMHHOCTY OTIIPABUTENS H LETIOCTHOCTH COOOLIEHUS.
A.2 ayrentnduxauua: [IpoBepka NpHHAMIEXHOCTH CyOBeKTy  gocTyna

MpeabABTEHHOrO HM HAEHTHOHKATOPA, NOATBEPXKACHHE NOLTHHHOCTH [4).

A.3 6e3onacHocTy HHbPopMauMH [HaBHBIX]: CoOCTOsHHE 3aUIMILEHHOCTH

uubopmauuy [DaHHbIXx], oOpabaTeiBaeMOH CPEICTBAMH BBLIYHCIUTETILHOR TEXHHKH. WIH

ABTOMAaTHIHPOBAHHOM CHCTEMB], OT BHYTPEHHUX HJIH BHEIIHUX yrpo3s [4].

A.4 B3zaumoysszanuas ceTh cBa3u Poccuiickon @enepaunn; BCC PO: Komrutexc
TEXHOJNIOTHYECKH CONPAXKEHHBIX CEeTeH 3MEeKTPOCBA3M Ha TEPPUTOPHH Poccuiickon

denepannu, obecreyeHHbIA OOLIHM LIEHTPANTH30BAHHbLIM YITPaBIEHHEM [2].

A.S5cert cBaiu obmero nons3zoBawus; CCOII: CocraBHas  4acThb
BiaumovBs3aHHOH cetH cBA3K Poccuiickon ®Depepauuud, OTKPHITAA UIA MNOJNL3OBAHHA
BceM QUINYECKHM H IOPUIHYCCKHM JIHLIAM, B YCIYrax KOTOPOH 3TUM JIMIUEM HE MOXET

OrITE OTKA3aHO [2].

A.6 cryxba anexrpoceasn: Opranu3alHOHHO-TEXHUYECKAd CTPYKTypa Ha Dase
ceTh (WIH COBOKYNHOCTH cerTed) CBfA3M, obecnieunBawias OOCITYXUBaHHE
MONb30BAaTENIeH C LENbIO YIOBAETBOPEHHA MX NOTPeOHOCTEH B onpeneneHHOM Habope
YCIIYT 31eXTPOCEA3u [9).

A.7 nogcucrema ynpaeneHus: OpraHu3alHOHHO-TeXHUYECKas CTPYKTYpa Ha Base
cucrems! ynpapieHus BCC PD, CHCTEMEI ynpaBieHHsi CETHIO EKTPOCBA3ZM MM HX
COBOKYMHOCTH, ofecneyuBaiomas onpeaeneHybie QyHKUHMA NPOLECCa YNPABRIEHUS H

obcy)XHBaHHA npouecca nepeaayn HHPOPMaLHH NONL30OBATEICH.

IIpumevanue - x NOACKHCTEMAM YNPaBIEHMA, HANpHUMep, MOXeT OLITE OTHEceHa
ABTOMATH3HPOBaHHasA CHCTEMA PAcyYeToOB C MONb3OBATSILAMH 32 YCIYTH 31IEKTPOCBA3H.
A.8 naunvle: Undopmauus, npencraBieHHas B BULE, NIPUIOAHOM Mg oOpaboTku

aBTOMATHYECKKMH CPEACTBAMY NTPK BO3MOXHOM Y4YaCTHH yenoBexa [§].
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A.9 Gnox pamsbix: IlocmemosatenbHOCTh GHTOB, HMewINas (GHKCHPOBAHHYIO
ICIKHY H HCNONb3yeMas I8 MPEOCTaBlIeHHs HOAaHHEIX B IMaMSATH HWIH A HX

nepecbUTKH[ 7].

A.10 coobuienue [naxer, xanp]: Bnok HaHHBIX, NepenaBaeMblii CpeACTBAMH

nepeaayd W HMEOIHA B CBOEM CcOCTaBe 3arojJJOBOK H  COIEPXAaTENbHYIO

(vHDOPMALHOHHYIO) YacTh [7].
A.ll Bnanesien UHPOPMAUHOHHBIX DPecypcOB, HHPOPMALBOHHBLIX CHCTEM,

TeXHONOru# M cpencrB ux obecneyeHus: Cybnexr, OCYLIECTBAAIOWMHA BIajleHHEe H

NONMb3OBAHUE YKAa3aHHLIMH OOBEKTAMH M PEATHIVIOLIHA NONHOMOYHA PACIOPAXEHHS B

npenesiax, yCTaHOBJICHHBIX 3aKOHOM [1].
A.12 Bocctanorienue: CobuiTHe, 3aKMOYAIOMIESCs B TOM, YTO HOCHe

HEUCIPAaBHOCTH OOBEKT BHOBbL CTAHOBHTCA CHOOCOOHBIM BBINOJHATL Tpebyemyro
dyHkuHo [12].

A.13pgoctyn  x  uHbopmaumu: [lomyuenue cyObekTOM  BO3MOXHOCTH
O3HAKOMJIEHHS ¢ HHQOPMALIHEH, B TOM YHUCIE ¢ TOMOLIbLIO TEXHUYECKHUX CPEACTB |3].

A.14 DOCTYn HECaHKUUOHHUPOBAHHLIA k MHPopMaunu: Jocryn kK HHPOpMauHH,
HapylUaoUHi NTpaBuia pasrpadHyeHus JOCTYIIa C HCIOMIL30BaHUEM NITATHRIX CPEICTB,
NPENOCTABIAEMBIX CPEACTBAMH BHIYHCIUTENILHOH TEXHUKH WIH aBTOMaTH3UPOBAHHBIMH
cHcTeMaMuf4].

IIpumeuanue - 1NON IWTAaTHBIMH CPEACTBAMH IMOHHMAaETCA COBOKYIHOCTE
NPOTPAMMHOIO, MHKPONPOrPaMMHOIO H  TEXHHYECKOro ofecrneyeHus CpeICrB
BbIYHCITHTEIIbHON TEXHHKH HIH aBTOMATH3NPOBAHHBIX CHCTEM.

A.15 3amnta nHdpopmanun; 3U: JearentHOCTS, HalpaBlieHHag Ha
NpenOTBpallleHHe YTEeYKH 3alnuimmaeMod HHPOpMalUHH, HECAHKIIMOHHPDOBAHHBIX H

HepeIHAMEPEHHBIX BO3IEHCTBHH Ha 3aluniaeMyo #Hopmanuio {5].

A.16 unenTudHKATOp HOCTYNa: YHHMKaJILHBIA NPU3HAK cyObekTta unu obbekra
nocryra[4].
A.17 upentuduxauna: IIpucBoenue cyfbekraM H  oOBbekTaM  gocrtyna

uneHTHdUKaTOpa M (WIH) CpaBHEHHE NPETBbABIAEMOIO HACHTHQHKATOPA C NEPEYHEM

MPHUCBOEHHbIX HACHTHPHKATOPOB{4].
A.18 nepopmanus:  CBedeHHa O nauUax, npeaMerax, ¢akTax, COOBITHSAX,

SBIEHHUAX H NpoLieccax HeE3aBUCHMO OT GOpPMBI HX MpelCTaBiIeHus [5].
A.19 nubopmaunonnas cdepa BsaumoysssaHHON ceTu cBA3M Poccuiickoi

Qenepaunn [cereli cBasu obulero none3oBaHMsA, CHCTeMBI ynparieHus BCC, cryx6

18



OCT 45. 127 -99

IEKTPOCBA3H, CHCTEM YIPABNCHUS CETAMH 3NIEKTPOCBA3H, TONCHCTEM  YIPABICHHA):
CoBOKYNHOCTb HHQOPMALHOHHBIX PECypcOoB W HHOOPMAaUUOHHON HHOPACTPYKTYDHI

BCC PQ [CCOII, CY BCC, C3, CY C3, IICY].
A.20 undopmaunoHHeie pecypcet BCC PQ@ {**]: CoBokynHOCTs XpaHHMOH

(Mcrionb3yeMoH st obecnedeHus rnpoueccoB GyHKLHHOHHPOBaRus), oOpabaTniBaeMoil 1
nepenaBaemoi uudopmanuu 8 BCC PO[**].

A.2] urpopmanuonnas urdpactpykrypa BCC PO[**): Cosoxynrocts
WHPOPMALMOHHBIX TMOICHCTEM, LEHTPOB YNPABICHHS, aNNapaTHO-NMPOrpPaMMHLIX
cpeacTs M TexHOnormd obecrneyeHus cOopa, xpaneHHs, obpaborkm W nepemauw
unpopmauun B BCC PO[**].

A.22 uudopmaunoHHble npouecchl: Ilponecch! cozmanus, cbopa, obpabotky,
HaKOIUICHMs, XPaHEeHHs, NOHCKA, pacHpOCTPaHEeHUA M NpHMeHeHHs (noTpebneHus)
uudopmatiuu [1].

A.23 xadyecTBeRHele  xapaxTepucTdkd paborst  CCOII: CoBOKymHOCTB
MapaMmeTpoB, ONpPENCIeHHE, HU3MEPEHHE M PEryJIHPOBAHHE KOTOPHIX [O3BOIAET
TOCTHTHYTb 3agaHHOro ypoBHa kavecrsa cayxbu CCOII [10].

A.24 xauecTBo ycayru: Q6o6ienHbit 3@dexT YyCIIyrd, KOTOPbIA ONpeneiser, B

KaKOM cTeneHu noTpebuTesb yHOBIETBOPEH €10 12].
A.25 HenpeanaMepeHHOe BO3aeicTBHE Ha HHPOopMaumio: OmubKa noxbp3oBaTed

HHpOpMalHeH, OO TEXHHYECKHX H NMPOrpaMMHBIX CPencTB HHPOPMALHOHHEBIX CHCTEM,
a TakXe TNPHPOZHOE MABICHHE HIM HHOE HEUEICHANpPABIEHHOe Ha H3MEHEeHHE
HRPOPMALIHY BO3NCHCTBHE, CBA3AHHOE ¢ QYHKUHOHHPOBAHUEM TEXHHYECKHX CPEOCTB,
CHCTEM HAM C MEATeNbHOCTBIO JIOAEH, MPUBOMAUIME K MCKAXEHHUIO, YHHUTOXEHHIO,
KONHPOBaHHI, OJNIOKHPOBAaHHIO JOCTYyna K dHOOpPMalMH, a Takke K yrpare,

YHHYTOXEHHIO HIIH ¢6010 QYHKIHOHHPOBaHHA HOCHTENA HHPOpMaLHH (5]

A.26 HeCaHKIIHOHHPOBaHHOE BO3NEHCTBHE Ha MHOopMauup: BosneificTBue Ha
3alUHI2EMYIO HHPOPMALIHIO ¢ HAPYINEHHEM YCTAHOBJIEHHBIX NPaB U (MIH) MPaBHI Ha
H3MEHEHHE HHPOPMALIHH, NPUBOASLLIHKE K UCKAXKEHUIO, YHHUYTOXEHHIO, OIOKHPOBAHHIO

gocryna X HHOOpPMALMH, a TakXke K YTpaTe, VHHYTOXEHHIO Wm cbow

GYHKUMOHHPOBAHUS HOCRTEN HHPOpMaLuH [5].
A.27 obvexr: JIrobag  yacTh,  3MEMEHT,  YCTPOHCTBO,  IOICHCTEMA,

QyHKUHOHAIBLHAA €ANHHLIA, ANNAPaTypa WM CHCTEMa, KOTOPBIE MOXHO PacCMAaTPHBATL

B OTHeNbHOCTH|]2].

Ilpumevanus:
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I. O6BEXT MOXET COCTOATh U3 TEXHHYECKHX CPEJICTB, NPOTrPaMMHEBIX CPENICTB HIH
HX COYETAaHUA M MOXET TAKXe B YACTHBIX CITyYyasX BKIIOYaTh TEXHUUYECKHH [TEPCOHAI.

2. Pan oOBekroB, HaNpHMEp, HX COBOKYNMHOCTb MNIH BHIOOpKa, MOXeT.

paccMaTpHBaTLCH KaK OObeKT.
A.28 onepaTop cBa3d: OH3IHYECKOE HITH IOPHONHYECKOE JIHLO, HMEKLIee ITpaBo Ha

NPEOOCTARICHHE YCIYT INeKTPHYECKOH HIK NOYTOBOH CBA3H [2].

A.29 nonp3oBatenu CBA3U: DUIKYECKUE H IOPHIHYECKHE JIHUA, SBISIOUIHECS
noTpebUTEIIMHY YCIIYT CBA3H |[2).

A.30 none3oBateny nHbopmauuu: CyOBeKkT, nOIB3yIOIMHHCE HHGOpMAaLHER,
NOMYYEeHHOH OT ee CcOOCTBEHHMKA, BIANEIbLIA WHIHM NOCPEOHHKA B COOTBETCTBHH €

VCTAHOBICHHLIMM NpaBaMXd M IpaBWIaMH gocryna x uHbopmauwu nubo ¢ Hx

HapyUIEeHUEM [5].
A.3l nonb3oparear ceTH: OHUIHYECKHE MM IOPHAMYECKHE JHLA, HMEKoInHE

JOCTYN K PecypcaM CeTH yYepe3 TepMHHAI HiIH APYTHe CPEACTBA CBA3H, H IPOLECCHI,
BBHITIOJIHAEMbIE Ha Pa3sNIH4HBIX pecypcax cetH [10].

A.32 nons3oparens [aboHent] CCOIL DuH3pdeckoe WIH IOPHIHYECKOE JIHIO,
sBgIOLIeecs oTpebuTeneM yoiIyr ceTH ¢BA3M O0Lero noab30BakuA [2].

A.33 cryxebras undopmauus - Hupopmanus, He conmepxaulas CBEOCHHUH,
COCTABIAOUIHX TOCYAapCTBEHHYIO TalHy, onpenensieMass YCTAHOBNEHHbBIMH B
rOCyHapCTBe  BENOMCTBEHHBIMH  TIEPEYHAMH  CODCTBEHHHKOB HHPOpPMALIHH,
UHPKYTHPYIOLIasd B OpPraHax TOCyAapCTBEHHOM BIacTH M YNPAaBJICHHS, a Takxe B
rOCYZapCTBEHHBIX B KOMMEPUYECKHX TNPEeANPHATHAX M YUYPEXIACHUAX, BHIMOIHSIOIIHX
rocyZlapCTBEHHBIE 3aKa3bl, NOUIeKaas 3aluTe (CO6CTBEHHHKOM 3TOH HHPpOpMaLIHH)
OT HHOCTPAHHBIX TEXHHYECKHX pa3BeIdOK H OT €€ YTEYKH IIpH nepeaaye no KaHanaM H
CETAM CBA3H.

A.34 yenyra anexrpocBasu: Ilpoaykxr mearensHocTH NO npueMy, o6paboTke,

rnepejiaye ¥ ZOCTaBKe COOOUISHUH anekTpocBA3u [9].
A.35 uenoctHocTe MHObopMauuyd: CnocOOHOCTL CpeaAcTBa BhIYHCITHTENBLHOH

TEXHUKH WITH aBTOMaTH3HPOBAaHHOM cCHCTeMbl oOecrnieyuBaTe  HEHM3MEHHOCTb

HH)OPMALMH B YCIOBHAX ClIy4yaHoro # (Wid) nNPpegHAMEPEHHOIO HCKaXEeHHA

(paspyiueHus) [4].
A.36 apdexTHrHOCTL: CBOHCTBO 0OBEKT2 YROBICTBOPATL TPeOOBaHHAM K YCIYyTe

C 3a1aHHBIMH KOJIHYECTBEHHbIMH XapaKTepHcTHKaMHU|[]2].
ITpumeuanue - 310 CBOHCTBO 3aBHCAT OT COYETAHHA BO3ZMOXHOCTEH H TOTOBHOCTH

obpexTa.
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(1]

[2]

3]

(8]

%]

[10]

[11]

[12]
[13]

[14]

Poccuiickad Denepanus.
QenepaTbHbid 32KOH

Pocculickas Denepanus.
PenepanbHRif 3akoH

3aKoH Poccuiicko#t
Denepanuu
["ocynapcrBenHas
TEXRHYECKAA KOMHCCHR TIPH
[IpesunenTe Poccuiickon
Qenepalluy.

[TOCT P 50922-96.

DenepanpHbiyi 3aKOH

Tonkoseit cnosape.  Ilox
penakuuer axanemmka AH
JTaTtBuiCKOH CCP
2.A Skybanruca, M., 1990)

['OCT 15971-90
OcHOBHbBIE NOJIOXEHHA

paseutus BCC PO Hua
nepcniekTuBy g0 2005 roxa.

Pyxoponsimuii  JOKYMEHT,
M., 1996r.
Pexomenpauuu MCO-T

E.800 (08/94).

Crnpasounux, M., 1993r.,

BHHU crannapr.

MexnyHapoaHsld crasnaprt
CEI'IEC 50 (191).

OCT 45. 127 -99

Ilpuioxense B

bubmorpadus

“O6 undpopmanuu, HHPOpMaTH3IALHY X 3alHTE
HadopMauun” . Ne 24-3 or 20.02.95r.

“O cBa3n”. Ne 15-¢3 ot 16.02.95r.

“Q 6ezonacHoCcTH Ne 2446-1 ot S mapra 1992r.

COH0pHHK PYKOBOISIIHX JOKYMEHTOB MO 3alIHTE
OT HECAHKIIHOHHPOBAHHOrO nocryna. M., 1998.

3amuta HHPopmauuu. OCHOBHBIE TEPMUHLI H
onpenerIeHus.

“O6 YYaCTHH B
HHPOPMAIIMOHHOM obmene”.
I'ocynapcrBenHol JlymMo# S HioHs 1996r.

MEXIYHaPOOHOM
ITpunaT

ADXUTEKTYpa, MNpPOTOKOJBI W TECTHPOBAHHUE
OTKPbITHIX HHPOPMALIUOHHBIX CETEH.

Cucrempl o6paborku HHPOpMAUMK. TEPMUHBI H
ONpEHeTICHHUS.

Cnpagounoe npunoxenne 2. CrnoBapp TEpMHHOB
¥ onpenenexuit, M., 1996r.

TepMuHBl M oOnpeneneHus, OTHOCHIIHECH K

Ka4yeCTBY yCIIyT U (QYHKUHOHATILHbIM
X3apaKTEePHCTHKAM, BKIIOYas (PYHKUHOHANBLHYIO

HAOJCKHOCTE.

TepmuHONOrNA B obsnacTH 3ALUTHI

UROOPMALHH.

['maBa 191. HaneXHOCTh U Ka4ECTBO YCIYT.

I'ocynapcTBeHHas nporpamma CO3IaHHUA
bezonacHbiX HHQPOPMALUHOHHLIX TEXHOJIOTHH
(npoexT). 1995r.

JdoxTpura uHHOOPMALHOHHOK 0e30nacHOCTH

Poccuiickoi @enepaunu (npoexr), M., 1996r.
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OCT 45.127-99

KiroueBblie cnoBa: MHPOpMAUHOHHAR 6E30HaCHOCTD, YIpo3a HHHOPMALIHOHHOM
6e30NacHOCTH, HapyluuTens HHPopMauHoHHOH He3onacHOCTH, HHGOPMATIMOHHO-
6e3zonacHas ceTh CBA3H OOLLEro Monb30BaHUA, HECAHKIIHOHHPOBAHHLIM JOCTYII K

yHpOpMalHOHHOMU chepe B3auMoyssa3aHHOH ceTh cBs3K Poccuitckoit enepanun
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