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FT’OCYNAPCTBEHHDIA CTAHAAPT POCCHACKOR ¢ENEPALHUH

HndopMallHOHHAA TEXHOJOIHS

PEXUMDBE PABOTH A9 AJNTOPUTMA n-PAIPAAHOIO BJOMHOTO
IHHHPPOBAHHUA

Information technology. Modes oi operation for an n-bit block cipher algorithm

JAara ssepenns 1994—07—-01

i1 OBJIACTb NTPHUMEHEHMU

Hacrosiuii cTaHaaprt ONHCHBAET YeThHpe pexHMma paboTH A4
aJITOPUTMA n-pa3psgaHoro GJouHoro WH@pPOBAHUS.

Jilpumeuvanue | — llpudgomsenne A COREPKHT NOACHEHHA  XapPaKTEPHCTHK
K&ARI0TO PeXRUMa

HacTtoswmni cTaHAapT yCTAaHABJAXUBACT UeThbipe ONPEeAECJIEHHBIX PEXKH-
Ma TakK, YTO NPH NPHMEHEHUH aJITOPHTMA n-pa3psAHOro 6J04HOrO LIH-
DOBAaHHUA . (HanpuMmep, 3allHTHI lepelaud JaHHbIX, XpPaHEHHd AaHHBIX,
TOATBEPXK ACHUS MOAJHHHOCTH) 3TOT CTAHAAPT NPEACTABJAAET NOJE3HYIO
CIpaBKy, HanpuMep AJs TpeOOBAHUH K peXHUMy pabOThi H 3HAUYECHHAM
HapaMeTpoB (COOTBETCTBEHHO).

JIns HEeKOTOpHIX PEXHMOB HalOWBKA Moxer TpefoBaTb rapaHTu,

4yT00Obl BCE NMEPEMEHHHE OTKPHITOro TeKcTa OBlJIM HEOOXOAHMOH JAJIM-
Hbl.

IlpuMeuanne 2 — das pemnma paborel wHPpoBaHHA ¢ 0OpaTHON CBA3bLIO
— CFB (Cipher Feedback) (cM pasaea 6) onpelcasiioTcss nBa mapamerpa: | u k.
Ins pexuma paGoth ¢ ob6parHoH cBA3bw no Bhxoay — OFB (Output Feedback)
{cM paszen 7) 3ajaerca oauH mapaMerp j. [lpH HCHOAB30BaHHM OJHOTO H3 3THX
pexXuMoB DPaloTH 3HaveHWa(sd) napaMeTpoB NOMKHO OnbTh BHOpaHo H NPHMEHEHO
BOEMH <TOPOHAMNY TIPH Nepelave CoODNIeHHA.

U3panue opunuaanLHoe
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2 ONPEAENAEHUA

B HacTodlleM CTAHAAPTE HCIIOJb3OBAHBI CAEAYIOIHE OlpeleseHUs.

2.1 OTKpHTH#} TEKCT — He3alWHPPOBAHHAS HHPOPMALHS

2.2 Iudporteker — 3amwndpoBaHHas HHPoOpMALKS

23 AJATOpUTM n-pa3psagHOro 6JI0YHOrO UWIHPPOBAHHA — aAJTOPHTM
O/IOYHOTrO WH@PPOBAHHHA, B KOTOPOM OJNOKH OTKPBLITOrO TE€KCTa H OI0KHU
WHPPOTEKCTA HMEIOT IJIMHY N pa3psaxoB.

2.4 CBs3piBaHHe OJOKOB — TakKoe wH@posBaHHe HHOPODMAUHH, NPH
KOTOPOM KaxXKABH OJIOK WIHPPOTEKCTA ABAAECTCA KpHOTOrpadHueckH 3a-
BHCHMBIM OT IpeauiecTsymiiero 6Jjoka MUPpoTeKeTa.

2.5 HayanwHoe 3Hauenne — IV (Initializing Value) — 3HaueHHe,
HCII0JIb3YVeMOe B OfpeAe/IeHHH HayaabHOH TOUKH Mpouecca WH@poBa-
HHS.

2.6 3anyckatomas nepeMmennas — SV (Starting Variable) — ne-
pemMeHHas, MOJYUEHHAss OT HAUYAJIbHOrO 3HAYeHHA MU HCNOJAb3yeMas B

onpeJleJIeHHH 3anyCcKampluei TOYKH PexXUMOB paboTH.
IIpumeyanne 3 — Merog nonyueHHs 3aTyCKawLieH nepeMeHHON OT Hayadb-

HOFO 3HayeHHS He olpedeneH 8 HacTofslleM cTtawgapre OH TpeOyeT ONUCAHHA DK
JO00OM UCTONB30BAHHH PeXKUMOB paboThl

2.7 Kpunrorpaduueckass CUHXPOHU3ALWN — COrJacoBaHue  [MpoO-
necca WHdpoBaHUA H AellHPPOBAHHUA.

3 ObO3HAUYEHHA

B uacrosimiem crasHpaptre (PyHKUHOHAJbHOE OTHOLUEHHE, ONpeAEIs-
emoe aJropHTMOM 0JIOYHOro WIHPPOBAHHUS, 3aNMUCHIBAETCA KaK
C=eK(P),
rge P — OJOK OTKpPBITOTO TEKCTA;
C — 60K wudpoTeKcra;
K — xmou.
Bupaxenue eK siBiisercs onepauHel WHGPOBAHUS, HCNOAb3YIOLLEH

KAy K.
CooTBeTcTBYyIOM A PYHKIHA ACWHPPOBAHHA 3aMHCHIBAETCHA Kak
P=dK(C).

[lepemennas, o6o3HauyeHHas 3arJaBHou OyKBoH, KaK HanpHMeED BbI-
uieyKazadunMu OykBamu P u C, npeacrasasier cofoit  OAHOMEPHBIH
MACCHB Pa3psiloB.

Hanpuwmep,

A=(a,, as ...,am) a B=(by, by, . ., Om)
NpeaCTaBaAsIOT COO0# MAaccHBB M pa3psAA0B, NMPOHyYMEpPOBaHHBIX OT |
a0 m. Bce mMaccHBH paspdaoB 3aMCHBaOTCA ¢ HAauOOJbUIEro 3Haua-
H[ero pa3psi/ia B JIeBOH NO3HLIHH.
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Onepauus cJ0XEHHS O MOAYJIO 2, H3BECTHAs TaKXe KaK (PyHK-
uus «uckiaoyaiouee WJIHM», npeacrasaserca cumsogoM@ . Omepa-
IHSi, OTHOCAIIASiICI K MAaCCHBaM, HanpuMep K A u B, onpenensieTcd Kak

AD B=(a\D by, as D bz_.-. oy AmE b)),
Onepauus Bpifopa COBOKYIHOCTH | CTAapUWIMX cJeBa pas3psiiloB Mac-
ciBa A, 4ToO6bl reHEepHPOBATh j-pa3psAAHbIi MAacCHB, 3alHCHIBAaeTCA Kak

A""-']-—_- ({11, o, . . ., af).

JTa onepaunusd onpenesieHa TOJbKO AJA j<m, rae m — YHCJO pas-
pPAIOB B MaccHBe A.

«DyHKIHA cABHTa» S omnpenessieTcs cJAeAyIOIUHM o6pa3oM.

HJsi 3aganHblX mM-pa3psAHONA nmepeMeHHOH X H R-pa3psiaHOH Mepe-
MeHHOH F, rpe R<m, pefictBue ¢dyHkumu casura S, (X|F) Takoso,
yTo oOpasyer m-paspsaAHYIO0 NMEPEMEHHYIO

Sk (XIF)=(JC;E+1, XEt9,...Xm, fl: fg,...,}ck) IIpH k<m_

B pe3yabraTe NpoOMCXOAAT CABHI pa3psiloB maccuBa A BJeBO Ha
k MO3UUUH ¢ oTOpachiBAHHEM Xi,...,Xr H pa3MellleHHe MaccuBa F Ha
CaMbIX NpPaBHIX R MO3HUHAX MaccuBa X. Ecau kR=m, NpoUCXOAHT NOJ-
HOe 3aMelleHHe MaccuBa X Ha F.

Hcnoab3syercs ocoObifi caydyad 3ToHM (PYHKLUHH, B KOTOPDOM OepeTcH
m-paspsaaHas nepemendas / (m) u3 nocaeaylomux «l1» OUTOB U CABHra-
eTcsd nepeMeHHo# [ H3 kR paspsjaoB, rae kR<m.

B pesyJabTare:

Se(I(mY|F)=(,1,...,1, fi, fa,...,[r) npu k<m;
Se(I(m)|F)={(f\, f2,...,[x) npu k=m,

raie m—~k HauboJiee cTaplIHX pas3psaaoB INPEACTABJAAT cobod «I».

4 PE)KUM 3JIEKTPOHHOIO KOJOBOIO CHPABOYHHUKA — ECB
(ELECTRONIC CODEBOOK)

4.1 Tlepemennnle, ucmoJb3yeMble JJs pexuma wudposanus ECB:
a) MoCJeJOBaTeJbHOCTb H3 ¢ OJIOKOB OTKpPBITOro Tekcrta Py, P, ...,
P, Kaxnablii o n pa3psijloB;

b) kawou K;
c) moJyyaloliasici B pe3yJbTaTe NOCJeLOBATEJbHOCTb g OJIOKOB
wrpporekcra Cyy Co, ..., €y KaXABIH 110 1 pA3PAAOB.

4.2 Pexxum ECB npn mudpoOBaHHH OMHCHIBAETCH CJAEAYIOUIHM 00-
pPa3oM:

Ci=eK(P;) paai=1,2,...,q. (1)
4.3 Pexum ECB npu aemwinpoBaHHH ONHCHIBAETCS CJAEAYIOLMIHM 00-
pasoMm:

P,=dK(C)) nnsai=1,2,...,4 (2)
3
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5 PEXXMM NOCJEAOBATEJNbHOIrO BAOYHOIr0 WIHOGPOBAHHA — CBC
(CIPHER BLOCK CHAINING)

5.1 llepemeHHble, Hcnoab3yemule Aasi pexuma CBC npu wmudpo-
BAHHUH:

a) MnocJie1oBaTeNbHOCTh § OJOKOB OTKpBITOro TeKkcra P, P.,. ..,
P, Kaxablfl 1o n pa3psaio0B;

b) kawu K;

C) 3anyckawouas nepemensas SV u3 n paspajpos;

d) mocaenoBatesbHOCTL ¢ 6JI0KOB HIHPPOTEKCTA
Cy, Co, ..., Cy KaxABIH MO N pa3psaioB.

5.2 Pexum CBC npu iundpoBaHHH OMHCHIBAETCA CJAELYIOIUHM 06-
PA30M;

IH(pPOBaHUE N1epBOro 0JioKa OTKPHITOrO TEKCTa

Ci=eK (P, SV), (3)

Ci=eK(P.&E Ci—y) ans i=2, 3,...,q. (4)
HaHuasi mpolieaypa mokasaHa B BepXHell uvacTH pucyHka 1. 3a-
nyckawouias nepeMeHHassSV ucrnonb3yercs AJs reHepaldd NepBHX BhI-
XOJAHBIX AAHHHIX IH(ppOTEeKcTa. 3aTteM LHUPPOTEKCT CYMMHpYeTcs Mo
MOAYJI0 2 K MOCJeAYIOUIEMY OTKPBITOMY TEKCTy nepejl LIH(PPOBAHHEM.
5.3 Pexum CBC npu gewsndpoBaHHH ONHCHIBAETCH CJEAVIOIIHM
o0pa3zom:
AU pOBaAHUE nepBoro 3aum ¢bpoBaHHOTO 0J0KA

P,=dK(C,)) @@ SV, (0)

Pi—=dK(C)P C— nnsa i=2, 3,..., q. (6)
JTa npoueaypa N0Ka3zaHa B HHXKHEH YacTH pPUCYHKA l.

gdaJiee

AddJiee

6 PEXXUM LIH®POBAHHUS C OBPATHOR CBSA3bIO — CFB
(CIPHER FEEDBACK)

6.1 Pabory pexxuma CFB onpenensior ABa napamerpa:
— pasMep nepeMeHHOH oOpaTHOH CBAA3H R, rae l<k<n;
— pa3Mep nepeMeHHOH OTKPBLITOro TeKCTa j, riae 1 <j<k.
[lepeMmennnie, ucnoab3yeMule npu pabore B pexume CEFB, caeny-
JOLLIHE:
a) BXOAHLIE NEPEMEHHDIE:
l) mocsenoBaTesNbHOCTh § NEPEMEHHBIX OTKPBITOTO TEKCTa P,
P, ..., P, kaxnaasi no j pa3psalos;
2) KJI0Y K;
3) sanyckawiiasa nepemedHas SV, umewinas n paspsaiaos;
b) npomexyToyHble pPe3yJabTaTh:
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Anroputm
WnPpOBEHKA

WJmppoeanue

Anropurm
AewwdpoBaHnA

Aewndposakae

o

Py Fo

Pucynok 1 — Pexum paboTbl nocaegoBaTenbHoro Ogoynoro uindgposanusgs (CBC)

) nocaenoBaTeNbHOCTb § BXOAHBIX OJIOKOB aJjroputMma X, AXj,
..., Ag, KAXABIA MO N pPa3pAIOB;
2) mocaeloBaTEeNbHOCTb § BHIXOAHLIX OJIOKOB ajaroputma Yy,
Yo, ..., Y4, KaXOblfi O 7 Pa3PSA0B;
3) mocaenoBaTeJbHOCTb ¢ nepeMeHHnlx E,, E,, ..., E, kKaxnas
0 1 pa3psijioB;
4) moc/nelOBaTEeJbHOCTb §—1 nepeMeHHHX obpaTHOR cBsA3um F,
Fo, ..., Fg—1, Kaxknas no R pa3psios;
C) BbIXO/Hble NepeMeHHble, T. €. T0CJE&A0BaTeJbHOCTh § TepeMeH-
HEIX WHpotekcra Cy, Co, ..., C4 Kaxknaas no j paspsiosB.
6.2 BxoaHo# 640K X npeacraBasier co6oM pAld €ro HayaJbHBIX 3HA-

YEeHHH
Onepanus WHPpPOBaHHA KaXAOH IEepeMEHHOH OTKPBLITOTO TEKCTa

BKJIloUyaeT B ce0sd MNATb 3TaMNoB:
a) HCNOJb30BAaHUE aJTOpUTMa WIH(PpOBaHUS

Y =eK(X,); (8)
b) BoIOOp cTapiliuXx cjaeBa | paspsaioB
E=Y, ~j; (9)
C) GopMHpOBaHHE NEepeMeHHON IHPPOTEKCTA
o " C=P@DE, (10)
d) dopmupoBaHue nepeMeHHOH oOpaTHOH CBSI3H |
F.=S,(I(k)|C): (11)

e) (QYHKUHIO CABHra
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Xip1 =S (Xi| Fy). (12)

JTH 3Tanbl NOBTOPAOTCS and i=1, 2,..., ¢, 3aKkaHYHBasch ypas-
Hennem (12) ma nmocnexnem uuxie. Ilpouexypa mpeacrasJjeHa Ha Je-
BOH cTopoHe pucynka 2. Crapiuue cjeBa j 6GuTOB BbIXOAHOro 6J0Ka Y
aJrOpUTMAa IHHQPOBAHUA HCNOAB3IYIOTCH AJSI WHQPPOBAHUA j-pa3pAl-
HOHl NMepeMeHHOH OTKPHITOTO TeKcTa cJjoxKeHueMm mo moayamw 2. Ocras-
wyecd paspsaasl 6jgoka Y orbpaceiBaioTcsi. [lepeMeHHble  OTKPBITOrO
TEKCTA H WHGPOTEKCTAa UMEIOT paspsabl, IPOHyMepOoBaHHbIe OT 1 10 .

[lepemennas wHpoTekcTa [IOMOJAHSETCH pas3MerieHHeM k—j Gu-
TOB «1» B MO3HIUHK €e CTAPUIHX CJeBa pa3psAaoB Tak, 4yToObl OHA CTA-
Jna R-paspsiaHoii nepeMeHHod o6partHo# cBaA3u F. 3ateM  pas3psibl
BXOAHOTrO 6JioKa X cABHCAIOTCA BJIeBO Ha R mo3uuuiél u F BcraBasercs
B CaMble npaBble B MO3ullHiA, 4TOOB 00pa3oBaTh HOBOe 3HaueHune X. B
3TOH ONE€pamuy CABHTa caMble JieBble B paspsjgos OJioka X orb6pachl-
BAlOTCA.

6.3. Ilepemenunie, ucnoab3dyeMbie A8 el pPOBaHHSA, SABJAAIOTCHA
TAKUMHU K€, KaK H T€, KOTOpble HCIIOJb3YIOTCS NJs WH@pOBaHUus. BXo1-
HOH 6Ji0K X npeacrtaBiaser cofoii HauasJbHble 3HaueHug X,=38V.

Onepauus aemwHPpoBaHusi KaxXKJA0H  NepeMeHHOH WIHPPOTEKCTa
BKJIIOYaeT B celd NATb 3TANOB:

a) HCIOJIb30BaHHE aJTropuUTMa HIHDPOBAHUA

b) BHIGOP caMbiX JIeBbIX j Pa3pslOB

E, =Y, ~J; (14)
c) dopmMHpoBaHHE NepeMEeHHOH OTKPbITOTO TEKCTA

P=C PE,; (1D)
d) popmupoBaHHe MepeMeHHOH OOPATHOH CBA3M

Fo=S,(1(k){C.); (16
e) GYHKIHIO cIBHra

X;_.}.l-—'-Sk(Xi!Fi). flT)
IDTH 3Tanbl noBtopsitotes anast i=1, 2,..., g, 3aKaHYUMBasChb YypaB-

nenneMm (17) B nocsenHem uukie. [Ipoueaypa npeacrabJjieHa B NPaBoi
yacTH pucyHka 2. Camsle JeBble j pa3psiioB BHIXOJAHOTO 6Jioka Y aJ-
ropuTMa IHHGPOBAHKSA HCHOJb3YIOTCS AJs ACWIM(POBAHUA [-Pa3PSAAHOH
nepeMeHHON WH(ppoTEeKCTa cJoxeHHeM no Moayao 2. OcraBlinecs
paspansl 6Joka Y orGpaceiBaroTcs. IlepeMeHHBle OTKPBITOrO TEKCTa H
wHdpoTEKCTa UMEIOT pa3psaAbl, IPOHyMepoBaHuble 0T 1 10 J.
[Tepemennas mmdporekcTa AOMOJHSETCS pa3MelleHueM R—j OUTOB
«1» B MO3HHUAX CAMBIX JIEBBIX pa3psoB Tak, 4ToObl OHA cTana R-pas-
paAHOH nepemeHHo# obOparHoit c¢Bsizu F. 3arem pas3psanl BXOJHOIO
6a0ka X CABMraloTcs BJAEBO Ha R MO3MUHH M F BcTaBndgeTcss B CaMbie
npaBbie 2 mo3uuuil, yToOB o6pasoBaTh HOBoe 3Hauenue X. B 3TOH one-
palHH CABHTa caMke 1eBele k paspsnoB OJoka X oTGpacbiBAlOTCA.

6
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filndposarie Aewndposanue

o] [

ANTOPUT M

Anropuim
WnHpoeaHURA T T wnposaHrn
Y A 7 eavhay | eAKAY Y
! £ / 4 E y
= O
P

Prcynox 2 — PexxuM paboThl wmdpoBaHus ¢ o6paTHoH cBaA3bio (CFB)

6.4 Pexomennyetcsi, utobn pexkxum CFB uncnosnb3oBajcsi ¢ paBHBI-
MU 3Hauenusamu { u k. Ilpu 3To#l pekoMenganuu (j=~K) ypaBHeHHR
(I1) u (16) MO1yT ObLITH 3alIUCAHB B BUJIE

Fo=C (MoACTaBJIEHO j=F).

7 PEXXHM C OBPATHOMN CBS3bl0O 110 BbIXOAY — OFB
(OUTPUT FEEDBACK)

7.1 Pexum pabora OFB onpepenser oaun mapamerp, T. e. pas-
Mep nepeveHHON OTKPBITIQro TeKcra [, rae 1<r<n.
Ilepemennsie, ucnojib3yeMble nipu padbore B pexume OFB:
4) BXO1bI€ NepeMeHHbie:
) nmocuel10BATENbHOCTh § NMEPEMEHHBIX OTKPHITOro Tekcra Py,
Po . ., Pg 1o | pa3psioB Kaxnaas;
2) kmoy K;
3) 3anyckaonias nepemendas SV us n paspsios;
b) npoMeXyTOUHBlE PE3YJAbTATHI:
1) mocaerosarTesbHOCTh ¢ BXQIAHBIX OJIOKOB asropuT™Ma X;, X,
., Ag, IO N PA3PAAOB Ka>KJbH;
2) mocaeloBaTEeNbHOCTb § BHIXOAHBEIX OJIOKOB ajropHr™Ma Y,

Yo, ..., Yg, 10 n pa3psagoB KaKAbH;
3) NOCJeq0BATENbHOCTh § NepEeMEHHBIX
EyEq ..., Eg 1io j paspafoB Kaxaas;



rOCT P HCO/M3K 10116—93

C) BBIXOJAHBIE NMepeMeHHble, T. €. NMOCJAEAOBATEIbHOCTL ¢ IEPEMEH-

uulx wmu@potekcra Cy, Co, ..., Cy, 10 j paspsaAnoB Kaxjas.
7.2. BxonHoit 60K X npeacrasssier coboii psin €ro  HawyaJbHBIX
3HAYEHHUH
X, =38V. (18)

Onepauus wHpPoOBaHHA KaXKA0OH NEPEMEHHOH OTKPHITOrO TEKCTa
BKJIIOYaeT B ce0A yeThIpe 3Tana:

a) HCIOJb30BaHHE AJIMOPHTMA IH(PPOBAHHUA

Yi=eK(X:); (19)
b) BHIOOp caMuix JIeBBHIX | PA3PANOB
) v ] pEfp=  ~ 15 (20)
¢) dopMupoBaHue NepeMeHHBX WHDPOTEK T
Cf'--"'-‘.P;@—)E;'; (21)
d) onepamnio o6paTHONH CBA3H
XH—I_:‘ Y:- (22)
DTH 3Tanbl NOBTOPAKOTCA aas i=1, 2, ..., g, 3aKaHYHUBAACb ypaB-

#enueM (21) na nmocaenneM nukiae. Ilpouedypa nokasana B JieBoH ya-
CTH pHCyHKa 3. Pe3yibTaT KaxXJ0ro NpHMEHEHHs aJrOpHTMa WHGPO-
BaHuf, KOTOPHIM siBJisfieTcst OJioK Y, HCHoJjib3yercsd Aasi oOpaTHON CBA-
31 U CTAHOBHTCA CJeJYIOUIHM 3HaueHHeM X;, a HMeHHO Xi+. Cammhe

JIeBhie | pa3pAnoB B Y; HCHOJB3VIOTCA AJS1 MMGpPOBaHHA BXOAHOH Ie-
pPEeMEeHHOH.

Wnppoaarme JdewudgpoBarwe

' PAPAL0S

!

X
' Anropurm
P posa WA

ANTOPATM

Y _
F J
/ E / -
P
f J
PucyHok 3 — Pexum pabotel wHdpoBaHus ¢ obpatHof cBsi3pio no Buxoay (OFB)

8
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7.3. IlepeMeHHBI€, HCHOJb3yeMbie IJs AelIH(pPOBaHHS, ABJASAIOTCSH
TAKHMH K€, KAK H HCIIoJb3yeMbie Aas HdposaHus. Bxonnoi 6Jiok X
npeactasJisier cOO0H psil ero HayaJbHBIX 3HayeHHl X; =8 V.

Onepanus pelin@poBaHUsl Ka)KA0H nepeMeHHOH  wmH¢poTeKcTa
BKJ0O4YaeT B cebs1 yeTH pe 3Tana:

a) HCIOJb30BAHHE AJTOPHTMAa LIHOPOBAHUS

Yi=eK(4X;); (23)
b) BuiOOp CaMBIX JieBbIX | pPa3psAAO0B

Er,:Y:'Nj; (24)
c) opMHPOGBaHHE NEPEMEHHOH OTKPBITOTO TEKCTA

e T i (25)

d) onepanuio o6paTHOH CBSA3H

X;+1=Y£. (26)
JTH 3Tanbl HNoBTOopdAlored Aas i=1, 2,..., ¢, 3aKaHUHBaACh YypaB-

nesueMm (26) Ha nocJaeanem uukJae. [Ipouneaypa npeacraBieHa B npa-
BOH yacTH pucyHKa 3. 3HayeHus X; u Y; HcnoJsb3yeMble Kak s Je-
mndpoBaHus, TaK M AJAA HWMGPOBAHUSA, OJUHAKOBLL, OTAHYAETCH TOJb-
KO ypaBHeHHe {2D).
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[NPHJOXEHHE A
(ungopmayuonnoe)

CBOACTBA PE)XUMOB PABOTDI

A.1 CgoiicTBa pexuma palGoOTbl 3NeKTPOHHOro xoposoro cnpaBouHuka (ECB)

All YcaoBusdg IPDHMEHEHUH

[lepeaaBaemule 640KH HHOOPMAUHMH — 3TO TaKOH MepeHoc HHGMOPMAILMH MeXY
IBM u mioa1svH, KOTOPLIA VOXKET HMeTb NOBTODEHHS HJAH OOBIUHO UCNOJB3YEMble THOC-
JeposatesibHocTH B pexume ECB nieHTHUHBIH OTKPBITHIE TeKcT CHHTe3HpyeT (npH
TOM 3Ke KJtode) HJAEHTHUHbIe OJA0KH IWHPPOTEKCTA

A'12 Xapawtepucruxu pexuma LECB:

a) uwu@poBaHue H AelIH(PpPoBaHHe OJOKOB MOTLYT OCVIIECTBJATHCH HE3ABUCHMO
OT APVrux OJIOKOB,

b} nepeynopsinouenne 6JOKOB IIHPPOTEKCTa TIPHBERET K COOTBETCTBVIOWIEMY Ile-
DEeYNOPSAN0UeHHIO DJIOKOB OTKPBLITOr0 TEKCTA;

C) TOXJAeCTBeHHbIH OJIOK OTKPBITOrO TeKCTa BCErJa NOPOIHT  TOXKAECTBEHHBLIR
6n0k wWuppoTekcTa (NPH OXHOM M TOM K€ KJKOYe), Aejlasg ero YSI3BHMHM K <CJO-
BADHOK a1akKe»

Pexpm ECB o6buHO He peKoMeHIAVeTCHs AJf cOOOMeHHN AJMHHeE  ueéM OJIUH
60K llpuMeneune pexxuMa ECB wvoxer B jganbreilleM OBITh YCTAHOBJEHO B MeEXK-
JAVHAPOAHBIX CTaHAapTax AJAd TAKHX CICLHAJBHBLIX MeJdeH, Korjga MOBTOpPeHHe Xapak-
TEePUHCTHK AOMYCTHVO HJAH OJOKH J10CTVIHBI HHIUBHIYAJBHO

Al3 Tpe6oBanusd wh HabDHBXKeE

Toneko Ousoki mo n pas3psaaoB Moryt ObiTb 3aliu@poBaHbl U JAelWIMPPOBAaHBI
baoku apyro# TJauMHH JOGXKHB OBIThb AOMNOJHEHH 10 R-Pa3psAHOTO Ipejesa

Al4 PacnpocTpaHeHHe OMUBKH

B peanve ECB oauun uwan Oonee ominbGOYHHIX OMTNB BHYTDH OTAEJbLHOTO OJIOKA
mudporekcta OVAYT BO3AGUCTBOBATL TOJbKO Ha AelWIHPDOBaHHe OJ0Ka, B KOTOPOM
omwn6ka (ki) mpouzourna (). IlpH npexmonoxkenun, dto WHPP obaanaeT CBOACTBOM,
PH KOTOPOM 3aMeHa OAHOro OHTA OTKPBHITOTO TeKCTa BbI3bIBaeT B cpeaHeM 5O %-e
n3MerHeHve 1WHDPOTEKCTA, KAXKABIE OUT BOCCTAHOBJIEHHOM BePCHU OTKPBITOrO TEKCTA
3TOT0 BJOKa OVAET HVieTh ( peIHIOw omvroOKy Topsaaka bl Y

A 15 Ecay rpasuubn OJoka yTpauMBaloTcss VexXIV WHGPOBAHHEM # JeliHdpo-
BaHueMm (Hanpuvep, oOycJaoBJeHb OWHOKOH OHTA), CHHXDOHHM3AlUHSl MeXIy olepallH-
aMu WudpoBanud u peutndpoBaHusag Oy1eT vIiepsHa 10 TexX MOp, NokKa He OyaAyT
BOCCTAHOBJICHH TpaBuJbHBIe rpaHuiubl O6J0Ka Pesyabrar BceX onepanud newundpona-
HUSA OvageT HeBEPHBLIM 110KA T'PaHHUILI HJ0KA VTPAUCHE

A 2 CgofictBa peuma padéoThl NocjeaOBaTeNbHOTO OJOYHOr0  HWIHPPOBAHHS
(CBC)

A21 YcnoBHA NDHMEeHEeHHSH

Pexuv CBC mnopomjaer TOXKIeCTBEHHBIA IIHGMPOTEKCT BCAKWH pa3, Koraa IIHE-
PYETCS TOXIECTBEHHHH OTKPHITHIH TEKCT ¢ HCMIOJNb30BAHHEM TOXKICCTBEHHHX KJ09a
H 3anyckawued nepeveHHoid Iloas3oBarensiM, KOTOPHIX HHTEpecyeT 3Ta XapaKTepHC-
THKAa, HeoOXoMUMo 3HaTbh, KaK cJelyeT 3aMeHSiTh 3alyCK OTKPBITOTO TeKCTa, KJaIua
HJIM 3anyckamolleit nepeMedHol Bo-nepBBIX, 3T0O BBeleHHE YVHHUKAJLHOTO MACHTHOMH-
Katopa (HampuMmep, cYeTUMKA MPHUPOCTA) B HAYAAL KAXKIAOI'0 IepeRaBaeMoro B DeXKHME
CBC 6sa0kxa uapopmannu. Bo-BTopHX, Aas ¢ayyas, Koraia WHPVIOT 3aNHCH, pa3MepH
KOTOPBIX He HOJKHBI VBEJNHUHBATHLCSH, — HCIOMbB30BaHHE HEKOTOPOH MEpPeMeHHOH, Ha-
pHMeED 3anycKawilel nepeMeHHOH, XoTopass MoxeT OBTL BboiuMcJeHa H3 3amucH Oes
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3HaHUA ee KOMIOHEHTOB (HallpuMep, e¢ ajpeca B 3allQMHHAIOUEM YCTPOHCTBE ¢ OPo-
H3BOAbHOW BLIOOPKON).

A22 CBo#icTBa

CaoiictBa pexuma CBC:

a) mocjaenyollas onepaiHs pgeqaeT OJOKH IIH@QPOTEKCTAa 3aBUHCHMBIMH OT TeKYy-
ero ¥ BceX NpeabAylIHX OJOKOB OTKPHTOMNO TeKCTa, H INMO3TOMY OJIOKH HE MOTYT
OBITb IepecTaBJIEeHH,

b) wMcnoJab3oBaHHe pasAHuHbIX 3HaueHHH SV jckiiovaer mHdpoBaHHE TOXKIECT-
BEHHOTO0 OTKPBITOIO TEKCTAa B TOXKJAESCTBEHHHH MHMPPOTEKCT.

A23 Tpe6oBaHHe K HaOuBKe

Toabko 6J0KH 1O n pa3psanoB MOTYT OWTh 3alIHGpOBAHH H jAelIH(ppOBaHH. bJo-
KH APYroH AJHHB AOJXKHH OBTH JONOJHEHH [0 Rr-pa3psjHoro npenena. Ecau aro
He AONYCTHMO, TIOCJe[Hsss mepemeHHas MoxeT o6pabarbiBaTbCs CHeUHaJbHBIM MYyTeM
IBa npuMepa crnelHaJbHOR o0paboTKH NpHBEIEHBl HHUXKE.

[TepBOoA BO3MOXHOCTbLI0O 06paboTaTh HEMOJHYIO IIOCJEeJHIOI MepeMeHHyio (T. e
nepemennyo P, npu j<In pa3psjpoB, rie ¢ L0MKHO OHITb Oojblie 1) siBaAseTcs WHb-
poBaHue B pexuMe OFB, Kkak onucanmo HuxKe:

a) LIHMPOBAHUE

Cq=Pq (eK(Cq—1) ~); (27)
b} memudpoBanue
Py=CqF (eK(Cq-1) ~]). (28)

Tem He MeHee 3Ta TNOCJefHSS TIePCMeHHass YA3BHMA K <«BLIODAaHHOH atake OT-
KPDLITOTO TEKCTay, ecau SV He gBJAAETCS CEKPETHORK UJH ecJH OHa HCMoJab3yeTcs 60-
jlee oJdHOTO pas3a ¢ TOMJIECTBEHHBIM KJKOUOM (CM A 4)

Bropass BO3MOXHOCTb H3BECTHA KaK <«IIH(ppPOTeKCT—ynpsThBaHue». [lomycTum,
YTO ToCJeJHHe JBe IepeMeHHHe OTKDHTOTO TeKcTa TpeAcTaBasior cobod Py o
P, rie Pq,~; ecTb n-paspsanunbiii 640k, P, gaBisiercs nmepeMeHHOH H3 j<ln pas3paAnoB
m g TOJKHO ObITh Doablue |

a) 1lndposanne

[Iyets €,y siBasiercs 6J0KOM LIHPPOTEKCTa, moJiyuaeMblM H3 Pg—1 ¢ HCNOJb30-
BaHueM METO14, OMHCAHHOTO B 92 B TakoMm cayuae

Cy=eK(S,(Cqm1| Py) (29)

[locaennne aRe TepeMeHHble MWHPPOTEKCTa B TAKOM cJydae NPEeACTaBJAAIOT CO-

6o Coq—y~1 u L,

b) Aewmndpoanue

C, aouxKHa ObITh jeludpoBaHa NEpPBOH, B Pe3yJbTaTe u4ero OHa JaeT NepeMeH-
Hyto P, 1 cavble npasble n—j paspajgoB C,_,

S1(Co—1]Pg) =dK(Cy) (3C)

3akoHueHHH#A Dok (- Tenepp a0CTyneH, U P,_; MO¥KeT 6biThb NMOJYYEH C HC-
0Jb30OBAHHEM METOZA, ONHCAHHOro B 5 3

JlBe 3aMBIKAWIIHE TepeMeHHble WHQPOTEKCTa AellHdpVIoOTes B oOpAaTHOM TIOP A1 -
Ke, 4TO JejiaeT 3TO pelieHHe MeHee NPHTOAHHM IJA annapaTHOR peafH3alHH.

A24 PacupocTpanenune OMUGKH

B pexume CBC oxnu 4 6onee olIHGOYHBIX pPa3PALOB BHYTDH OTASJbHOro OJ0Ka
IHdppoTekera OyI1yT BAMATL Ha JellHdpoBanHe ABYX OJoKOB (6JA0Ka, B KOTODOM
oIIKOKA CoBeplleHa, U mouaeayioliero 650ka) Ecau ommbku ecth 8 (-0M 6joKe mud-
poTekcTa, KaXIAblH pa3psax (-ro HewlddpoBaHHOro O6J0Ka OTKPHTOrNO. Texcra OyJaer
WMeTb B cpegHeM nopsaaka 50 9 owHO0K NpH NpeanoJoXeHuH, 4yTo wHdp obaagaer
TaKUM CBOHCTBOM, IPH KOTOPOM H3MeHEeHHe OIHOT0 Pa3palia OTKPHTOro TEKCTa IIPH-
sofuT 8 cpeaneM K 50 %-HoMy namenenmio B mudportexcre JdemmdpoBaHHbil (i-+1)
BAOK OTKPHITOTO TekCTa OyaeT HWMeTb TOJbLKO Te pa3pAAb B omHbke, KOTOpHE NpH-
MO 3aBHCAT OT DPaspAfoB WH(poTekcTa B oiubke, Eciau owWHOKH CONEPKHT IepeMeH-
Hasi H3 MeEHee YeM n paspsal0B, pPacHpOCTPaHEHHe OILHOKHM 3aBUCHT OT BHIOPaHHOTrO
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MeTOLa cClelnHanbHoil obpaboTku DB nepsoM mnpumepe pewrddpoBaHHBIA  KOPOTKHH
6J0K OyleT HMeTb Te pa3psin B ollxOKe, KOTOPHE NPSAMO CBSA3aHH ¢ Pa3psiaMy
mxdporekcra B ownlbke Ecan omubku ecth B OjoKe, npequlecTBYIoleM O6JIOKY #3
MeHee YeM n pa3paaoB, ACWUHPPOBAHHHH KOpOTKHH OJiok Oyler uMeTb cpeaHee 3Ha-
yeHHe Pa3pAa0B oWHOKH nopsaaka 50 % B wH@poTekcTe, UMEOUIeM cAydaiHble OLHe-
KH, XOPOTKHH 00K HAM nochelHHR OVIOK IMHQPOTEKCTA NMPHBOAUT K OWIHDOYHBIM pai-
psanaM nopsaka 50 %

A25 T'pannub Oaoxa

Ecau rpanuubl OJ0Ka yTpadHBawTcsd MexXXy mwdHdpoBaHHeM W JIelHbpOBaHHEM
(nanpumep, o6ycJ/JIOBJE€Hbl OWIHOKOH Pa3psRa), CHHXPOHH3ALHA MEXAY ONepauHsiMH
mudpoBaHks K JelludpoBanua OydeT yrepsga N0 TeX nop, noka He OyayT BOCCTa-
HOBJIeHb TpaBuJIbHbBIE TpaHuubi 6Jioka Pesyabrar Bcex onepaundii peliHdpoBaHHS
OyzeT HeBeDHBIM, MOKA rpaHuubl 6J0Ka yTpayeHH

A.3 CnoiictBa pexuma paborm wWudporanua ¢ obparnoir csaspio (CFB)

A3l ¥Y¥caoBusg NPHMEeHeHHS

Pexuwv CEFB nopoxiaer TOXKIeCTBeHHBIH WHGPOTEKCT BCAKHH pa3, XOorjAa IIHG-
pDYeTCH TOXIAECTBEHHbI OTKPLITBIM TEKCT ¢ H(IOJL3OBAHHEM TOXKJAECTBEHHBIX KJIOYa
H 3anyckKawlied TmiepeMeHHOH [loJab30BaTensiM, KOTOPBHIX HHTEepecyeT 3Ta XapaKTepHcC-
THKa, HeoO0X0AMMOo 3HaTh, KaK 3aMEeHUThb 3aliVCK OTKPBLITONO TeKCTa, KJWY HJIH 34a-
nyckawmypo nepevMeHRyio Bo mepBbIiX, 3To BBeAeRMe VHHKAJbHOTO HIAEHTHHHKATOPA
(HanpuMmep, cyeTunKa MPUPOCTA) B HAYaJo KaxKAoro mnepejasaeMoro B pexume CFB
6soKa yHpopMauur Bo-BTOPHIX, B cayuae, KOrza WIHGPYIOT 3alHCH, PasMepPhl KOTOPHIX
He 10JXHB YBEJNHYUBATHLCH, — HCHOGJAB3IOBAHHE HEKOTOPOH TepeMeHHOH, HAIpuMep 3a-
Myckalollleid nepeMeHHOH, KoTopasi MoxeT OBbITb BBIUHCJAEHA H3 3alucH 6e3 3HAHUSA
ee KOMIIOHEHTOB (HanpuMep, ee ajapeca B 3alOMHHAWLIEM YCTPOHCTBE C MPOH3BOJb
HOW BBIOOPKOH)

A32 CBoucTBA

CBoiicrBa pexuma CFB

a) mnocJaeayiollas onepauus aeJaeT nepeMeHHbie WHOPOTEKCTAa 34BHCHMBIMH OT
TeKyllefl ¥ BceX NpeNblAYUIHX MepeMeHHBIX OTKPBITOTO TeKCTa, H NO3TOMY [-Paspsl-
Hble nepeMeHHble cBsi3aHbl BMeCTe W He MOTYT OBITh nepecTaBJEeHH,

b) ucnosb3oBaHHe pa3AMYHBIX 3HAYeHHH SV nenaer HeBO3IMOMXHBIM IWHPpPOBaHHE
TOXXJEeCTBEHHOIO OTKDHITOTO TEKCTa B TOXJAECTBeHHHH LIN(POTEKCT;

¢) o6a mnpouecca mubpoBanud u jJewindpoBaHus B pexume CFB ncnoawnsyior
(QopMyay WHPPOBAHHA aAJNrOPHTMA,

d) MowHocTh pexunma CFB 3aBHCHT OT pa3Mepa 2 (MakCHMaJbHa, eclH [=R};

e} BHIOOD Magnoro 3HaueHus j 6yaer TpebosaTh 60Jblle LIHKJAOB HA E€IWHUILY OT-
KPLHITOTO TEKCTA H3-3a aJAropuTMa uindpoBaHHA H, TaKUM o6pa3oM, BHI3OBET GOJbIIHE
HENpOH3BOAHUTeNbHbIe H3JePXKKH Ipolecca

A33 Tpeboranust K HaOGuBkKke

Toabko OJOKH no | paspsioB Moryt OuThb 3aluudpoBaHbl u jaelindpoBanbl  bBuo
KH 1PYrO¥ JIJHHB J0JXHbl ObLITh JONOABEHBl 10 [*Da3pAAHOro mnpenejia Tem He Mme
Hee B OOJBUIMHCTBe NPHMEHeHHH | caeayer BoIOHPATL paBHBIM pa3Mepy CHMBOJJA H

Ha0.1BKa He notpedyercs

A34 PacnpocTpaHeHHe OWHUHOKH

B pexume CFB owmubxu B awbov j-pazpalHOM 3JieMeHTe MHdPoOTekcTa OYAYT
BIUATL Ha JjgelluppoBaHue Jjaelywollero WAPPOTEKCTAa Ko TeX Nop, Moka OHTH B
omlybke O6ynyr caBurathesl He3 COXPaHeHHS BLIABHraeMnX pa3psjioB BXojHoro 6Jo-
Ka pexuMa CEFB Ilepsuiil noiBepmeHHbH BJAHSHHIO [-Pa3pAAHBIE 3JeMEHT OTKPHITO-

ro TeKCTa OyaeT ucKa)»KeH WMeHHO B TeX MeCTax, Ijie B WHPPOTEKCTe HMeeTcd OMIHD-
ha [Ipd npelnodo:KCHHH, 4To WHeDP obaajaer CBOHCTBOM, MPH KOTOPOM H3MEHEHHE

O1HOro OHTa OTKPHLITOrO TeKcTa BhI3biBaeT B cpeAHeM O %-e u3aMeneHue B WHPPO-
TeKCTe, B mnocjeayioiileM JeIMPPOBAHHOM OTKPBITOM TeKCTe KaxXJIblii paspsapn Oyaer
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HMeTb cpeaHo omubKy nopsaaka 50 % mo tex nop, noka Bce omiH6KH GVAYT CABH-
ratbca 6e3 coxpaHeHHs BBLABUraeMbX pas3psafaoB BXogHoro OvioKa

A35 Iparuun 6Ja0Ka

Ecau j-paspsapaHbie paHHub YTepsiHH MeXAY LUH(PpoBaHHeM H JAellH(POBaAHHEM
(HanpuMep, obOychoBiaeHs OWHOKOH pa3pafa), KpuITorpadpHyecKas CHHXPOHH3ALHA
OyaeT BOCCTQHOBJICHa [0 n pa3pagoB I[IOCJAE TOM0, Kak BOCCTAHOBATCHA j-pas3pAjHbie
rpaHudibl. Ecan 6J0K M3 J pa3psaaoB yTepsH, CHHXDOHH3AUHs OYyJAET BOCCTAHOBJIEHA
aBTOMAaTHUeCKH Tocae oO0paboTKH 1 pa3psizos.

A.4 Cpo#crBa pexkuma paborm ¢ oOpatHOM cBsizbio mno Boixoay (OFB)

A4)] YcaoBusda NpHMEeHEeHHSA

Pexum OFB nopoxaaer TOXAeCTBEHHBLIH LWHEPPOTEKCT BCAKHH pa3, Korjaa Iiwp-
PYETCHA TOXKIECTBEHHHH OTKPHITHH TEKCT ¢ HCHOJIb3OBAHHEM TOXIAECTBEHHHX KJIOUA
¥ 3anycxamwouleli nepeMednoft. Kpome toro, B pexume OFB mopoxaaercs Toxkmecr-
BEeHHHI MOTOK KJlouell, KOrja HCIOJb3VIOTCH TOoXKAecTBeHHble xaiou U SV. Caeno-
BaTeNbHO, H3 COoOpa)KeHHH ©ceKpeTHocTH cnenHadabHas SV ponxkua OHTbL HCHOAL3O-
BaHa TOJBKO OAMH pa3s AJA 3aI4HHOIO KJOya.

A42 CsoficTBa

CaolictBa pexuma OFB:

a) OTCYTCTBHe cBA3aHHOCTH AeqaeT pexuMm OFB (ojee ys3BHMBIM K ClellHaJb-
HHM aTakaMm:

b) Mcnoap30BaHMe Da3JIMYHBIX 3HaueHHH SV, nmopoxngas pasaHyYHbHeE MOTOKH KJIO-
yeii, TNpPensiTcTBYeT MHPPOBAHHIO TOXKIECTBEHHOIO OTKPHTOro TEKCTa B TOXKAECT-
BeHHBIH MHPPOTEKCT,

¢} obe npoueayps uwndposanus u AemwrdpoBanua B pexume OFB wucmovbay-
10T GOPMYay WHDPOBAHUA aJATOPHTMA;

d) pexum OFB He 3aBHCHT OT OTKPBITOro TekKCTa MPH TeHepaillWH INOTOKAa KJIO-
yeH, MCHOJNBb3YEMbIX 3JA CJ0XKEeHUA N0 MOAYMIO 2 K OTKPBITOMY TEKCTY,

e) BHIfOp MaJoro 3Hauewus | Oyaer TpebGoBaTh Ooviblle HHKJIOB Ha €XHHHILY
OTKDBITOTO TeKCTa M3-3a ajdropuTMa WHdpoBaHHA H, TakuM obpa3oM, BeizoBeT O0JIb-
e HEeMPOH3BOAHTEJbHbie H3JAEPXKKH Ipolecca.

A43 TpebGosanust X HabuBKe

Toabko 6J0KM 1m0 | DaspsaaoB MoryT ObiTh 3alIH(POBaHH ~ H ACMWIHPPOBaHHI
Baoku apyro#i AJMHBL MOJXKHBL OBITH JONMOJHEHB A0 f-Pa3psAAHOro mnpenena. 1eM He
MeHee, B OOJNBLUINHCTBE NPHMEHEHHH | cjeayerT BHIOHPaTh PaBHBIM pa3Mepy CHMBOJA
M HaOuBKa He notpedyercs

A44 PacnpocTpaHeHHe OWHOKH

Pexum OFB He pacumnpsier ouin6kH WHPPOTEKCTAa HA BHXOHE pPe3yJbTHpYIOUIe-
ro OTKpPBITOro Tekcera Kaxkaoii 6ut B omiubke mIKPpoTeKcTa BHI3BIBAET TOJBKO OJHH
6uT, KOoTOphiii OvieT OWUOOYHBIM B AelIHPPOBAHHOM OTKPBITOM TeKCTe

A4d Tpawuuunw 6J0Xa

Pexxum OFB He siBastetrcss caMOCHHXpOHH3HpylomiuMcs Ecan ape omepanuy wmug-
POBAHHA H nelWHPPOBAHHA BBHIXOAAT H3 CHHXPOHH3AIMH, CHCTeMa Hy:XKIaeTcs B TIpHBe-
XeHHH B HCXOIAHOE COCTOsIHHe (penHuuHanausauun). Taxas morepss CHHXPOHH3AUHH
MoXxKeT ObIThL (ecaum j>>1) H3-33a noTepu NMpaBUAbHBIX rpaHul OJOKOB MO | Pa3psaoB
{nanpumep, o6ycsoBJeHa OWHGKOR paspsiaa)

Kaxaoe poccTaHOBJEHHE HCXOAHONO COCTOSHHA NOJAXKHO HCHOJL30BaTh 3HAYEHHE
SV, orauunoe ot 3gauvemnit SV, HCNOJBL30BAHHBIX A0 3TOr0 ¢ TOXKAECTBEHHBIM KJIIO-
yoM OCHOBaHHEM JJg 3TOro SBJAAETCA TO, yTo IJd TOXKASCTBEeHHBIX  TapaMempoB
BCSAKHH pa3 JoJIKeH NOPOKAATbCH HACHTHUHBIH TIOTOK pa3psaaoB YKa3aHHBle YC/HOBHSA
nenaioT pexkiM OFB ysa3BHMBIM K €H3BeCTHOM aTaKe OTKPHITOrO TeKCTa»
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[NHPHJIO)KEHHE B
(unchopmatuonnoe)

HHPOPMALLHA O MMATEHTAX

B npouecce NOArOTOBKH MexAyHapoxHoro crangapra MCO/M3K 10116 Onaa
cofpada wudopMaluudg o NaTeHTAaX, OT KOTOPbIX MOXKeT 3aBHCETh NPUMEHEHHe JaH-
HOro cTagjapra DbiJio BHSIBJEHO, YTO TakKue NaTEHThl MPUHAAJMERKAT KODPIOPaAUHAM
IBM u UNISYS

OnHako MexayHapoaHag opravuszauus no crasgaptiasauny — ISO  (Interna-
tional Organization for Standardization) He MoxeT nartbh aBTOPHTETHOH HJAH HCUEP-
noeiBaoiied na@opMaudd o6 OYEBHAHOCTR, OOOCHOBAHHOCTH HJAH OOJMaCTH pacnpocIpa-
HEHHS MaTeHTOB WJU HOJ0OHLIX TIPAaB

Baanenabubl nMaTeHTOB NPHHAJNH MOJOXKEHHe, II0 KOTOPOMY B OTOBODEHHBIC NEPUHOAH
JALleH3WH OYIYyT OONYCKaTbhb IpPEAOCTaBJICcHHE HpaBa NPHKMEHeHHN JAaHHOTO MeXJAyHa-
POAHOQI O CTdHAAPTA IIPH YCJAOBHH, YTO T€, KTO XKeJaeT TMOJYUHTb JHUEH3WU, COrJACHLE
OTBEYaTb B3aUMHOCTHK)

IonosanTenbHass napopMalusi HMeeTcs B paclnopsKeHdH GupM:

Director of Commercial Relations

International Business Machines Corporation (IBM)

2000 Purchase Street

PURCHASE, N. Y. 10577

Director, Industry Relations

UNISYS

PO Box 500

Blue Bell, PA 19424
U. S. A
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IIPHJTO)XEHHE C
(ungpopmayuonroe)

IPUMEPDBI JJ11 PE)XKHMOB PABOTHI

C.1 O6umue ceegeHus

B »ToM ODUJAOKEHHH MpHBEJAEHbI NPHMEPHl AJdA WHOPOBaHHS H AemIHppOBaHHA
nepegapacMblx OJOKOB HHOODPMALUH ¢ HCNOJb30BAHHEM pPEXHMOB paboTH, YCTaHOB-
JeHHBIX B HacrtodlleM cta”gapte Hciiojb3yeMule napaMeTphl

a) aJaropuT™ IIHpoBanus — aJropuT™ WHPpoBanud aanHux (DEA — Data
Encryption Algoritm) 3nHauenne n — 64,

b) kpuntorpaduuecknii kawou — 01234567890ABCDEF,

¢} 3anyckawiiiasa nepemenHas — 1234567880ABCDEF,

d) OTKpHITHIH TeXcT — 7-6uTHBE Koy ASCII (aMepukaucKuit ¢cTaHAapTHBIHR KOA
15 obmeHa undopMauueit) aas caos «<Now 1s the time for ally (B wmecrHazuare-
puuyHOoM npejacrtabiaeddn 4E6F772069732074 68652074696D6520 666F7220616C6LC20)
Has pexuma CFB orkpuiTeifi Teketr — 7-6utHbii Kon ASCII gasg cnaosa «Now» (B
IecTHAALATepHYHOM NpexcTaBaeHuy 4LOF77)
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YK 681 33:006.354 185

Kaouyesbnie ¢aoBa: HHPOPMANHOHHAR TEXHOJOrMs, PeXHM pabornl, an-
FGPUTM n-paspagHoro 0AoyHoro mwM@poBaHHA, AJTOPUTM MWHPPOBAHKS,
3alIHTa Nepelayd AaHHbLIX, XpaHeHHe AAHHLIX, NOATBEPXKAEHHE MNOA-
JAHHOCTH, peXUM paboThl ¢ OOpaTHOH CBA3LIO, PEXKHUM padoThl ¢ 00-
PATHOH CBRA3bIC MO BHIXONY, OTKPHITHIH TEKCT, WWHPPOTEKCT, CBA3bIBAHHE
ONO0KOB, 3anyckawunias nepeMeHHas, KpunTorpagpuueckas CUHXPOHH-
3auuns
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