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[peancnosue

Llenw v npuHUWMNL! cTasAapTUsauum B Poccuinckon Pepepayum yctaHosneHsl GejepanbHbiM 3aKOHOM OT
27 nekabps 2002 r. Ne 184-03 «O TexHn4eckomMm perynuposaHinn», a npasuna npuMeHeHUa HauuoHanbHbIX
ctaHaaptoB Poccuinckon ®egepaumun — FOCT P 1.0—2004 «Ctangaptuaauus B Poccrinckon @enepaiimu,

OCHOBHbIE NONOXXeHUAa»

CasepfieHnna o ctanvpgapre

1 MOATOTOBJIEH ®epepanbHbiM rocygapcTBEHHbIM y4ypexaenuemM «focyapCTBEHHbIA Hay4HO-
MccrenoBaTenbCKUA UCTbITaTENbHbLIA MHCTUTYT Npobnem TeXHUYecKkon 3alunTel nHPopmaummn PegepanbHoON
CNy6bl N0 TeXHUYEeCKOoMY 1 akcnopTHOMY KoHTposo» (OTY « THAMW MT3N ¢CTI3K Poccumn») n Obuiectsom ¢
OrpaHUvYeHHON OTBETCTBEHHOCTLIO «HayuvHo-npounssoacTeeHHas dmpma «Kpuctann» (OO0 «HINP «Kpuc-
Tann») Ha ocHoBe COBCTBEHHOO ayTeHTUYHOMo Nepesola cTaHaapTa, YKasaHHOro B NyHkKTe 4

2 BHECEH YnpasneHnem TexHU4eCcKOro perynupoBaHua un ctaHgaptusaunm degepanbHOro areHTcTBa
NO TEXHUYECKOMY PEeryrnpoBaHnio 1 MeTPONOrnn

3 YTBEPXOEH W BBEAEH B OEWCTBWE Mpukasom depeparnbHOro areHTCcTea no TeXHUYECKoOMy
PerynupoBannio n metponorn ot 27 gexkabps 2006 1. Ne 375-cT

4 HacTosilumny cTaHnapT naeHTuder mexayHapoaHomy ctangapty MCO/M3K 27001:2005 «MHpopma-
LLMOHHAaA TexHonoruga, Mertoabl 1 cpencTea obecneveHns BesoracHocTU. CNCTEMbBI MEHEKMEHTA UHDOPMa-
unMoHHON BesonacHoctu. Tpebosanus» (ISO/IEC 27001:2005 «information technology — Security techni-
ques — Information security management systems — Requirements»).

[py NpUMEHEHMN HACTORLLEro CTaHnapTa pekoMeHAYeTCH NCNONb30OBaTh BMECTO CChINOYHOIO MeXAy-
HapoAHOro cTaHgapTa COOTBETCTBYIOLIMW EMY HaLUUoHaNbLHbIK cTaHgapT Poccunckon @epepaunu, cBegeHus
O KOTOPOM MNpUBELEHBI B 4ONONHUTENBHOM NpUnoxeHun D

5 BBEHOEHBIEPBbLIE

NHobopmayus ob UMeHeHUsX K HacmosaweMy cmaHoapmy nybrnukyemcs 8 exezo0Ho u3dasaemMom
UHopMalyUOHHOM yka3zamene «HallUuoHansHble cmaHoapmbi», a meKkcm U3MeHeHUU U nornpasok — 8 eXXxeMe-
CSAYHO usdasaeMbix UHPOPMaUUOHHbLIX YyKalamensax « HauluoHarsHble crmaHoapmebl». B criydae nepecmompa
(3aMeHbl) Unu OmMeHbLI HacmosLwe20 cmaHdapma coomeememsyiowjee yeegdomneHue bydem onybnuko8aHo
8 EXeMEeCSYHO u3lbasaeMoM UHoOpMaYyUOHHOM ykazamene «HauyuoHansHble cmaHGapmbly. Coomeemem-
8yrowasi UuHgbopmayus, yeedomseHue U mekcmel pasMewarmcecs makxe 8 UHghopmaliuoHHoU cucmeme obLye-
20 Nob308aHuss — Ha ogbuluanbHOM caume QedepanbHO20 azeHmemeaa No MexHU4YeCKOMY peaynupo8aHuro
u Memponoauu e cemu MlHmepHem

© CranpapTtuHdpopm, 2008

HacToawmidi ctangapT He MoxeT ObITh NONHOCTLI0 NNY YACTUYHO BOCTNPOU3BEAEH, TUPAXMPOBAH U pac-
npocTpaHer B Ka4ecTBe oduvumanbHoro nagaxua 6es paspelueHna depgepansHOro areHTCTBa No TEXHNUYECKO-

MY PErynMpoBaHUIO N METPONOorMu
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0 BBepeHue

0.1 O6wiume NnonoxeHun
Hactosuwimin ctangapT NoAroToBMNeH B KavYecTse Moaenu ansi paspaboTkn, BHeapeHuUs, hyHKLMOHNUPOBa-

HURA, MOHUTOPWHIra, aHanusa, NoaaepXKy 1 yNy4dileHUa CUCTeMbl MeHe)KMeHTa MHgopmaLUnoHHon Besonac-
HocTn (CMWB). BHegpenue CMUDB siBnsieTcAa cTpaternyeckum peeHmemM opraHmsaumm. Ha npoekruposaHue v
BHegperne CMWB opranusaumu BnusitoT noTpebHOCTU U uenn opraHusaummn, TpebosaHua 6€30NacHOCTM,
UCMNOSb3yEMbIE MPOLIECCHI, a TaKkKe MacluTabbl 4eATeNnbHOCTM U CTPYKTYpa opraHusauunn. MNpegnonaraeTcs,
YTO BbllLEeyKa3aHHbIe hakTopbl N NOAAEPKMBAIOLLME UX CUCTEMB! DYIYT USMEHATLCA BO BpeMeHu. [peanona-
raeTcs Takke, 4To CMUB ByaeTt n3MeHATLCA NPONOPUMOHansHo NOTPeObHOCTAM opraHnsauuu, T. €. Ans Npo-
CTOW cuTyaumnm notpebyeTcsa npocToe pelweHne no peanmnsaumm CMUB.

[TorioXeHns HacTosALWEero cTaHaapTa MOryT ObIiTh MCNONb30BaHbL! KaK BHYTPU OpraHU3aLnn, Tak n BHEeUIHN-
MU Opralm3aulnsaMmm 4ns oueHK COOTBETCTBURA.

0.2 MpoueccHbIn noaxon
HacTofawmnr cTaHgapT NpeanonaraeTt UCrNonb3oBaTs NPOLUECCHBLIN NOAX0A ANS pa3paboTkn, BHeapeHuUs,

obecneyeHns PyHKLUMOHUPOBAHUSA, MOHUTOPUHIA, aHanuaa, nogaepxxkun n ynyvweHna CMWbB opraxsmnaauun.

[1ns ycnewHoro dyHKUMOHUPOBaAHUA Opraln3auuns OMKHa onpeaenuTb U OCYLLECTBUTE MEHEAKMEHT
MHOMQ4YMCNeHHbIX BUOOB feATeNnbHOCTU, eaTenbHOCTL, UCNoNb3yioLWas pecypch! U ynpasngemMas B Lensax
npecbpazoBaHus BXOA0B B BbIXOAb!, MOXeT BbITb paCCMOTPEHa Kak npouecc. HacTo BbiXxoa 0AHOro npouecca
HenocpeacTseHHo dhopMmupyeT BXoA ANA criegylero npouecca.

icnonb3oBaHue BHYTPW OpraHu3aumm cCUcTembl NpoueccoB Hapsigy C naeHTuduKaumen 1 B3avMo-
OENCTBUEM I3TUX NPOLLECCOB, a TaKkKe MeHEeKMEHT NPoLEeccoB MOMyT ObiThb onpefeneHbl Kak «rnpouecCHbIN
noaxony.

CornacHo npegnaraeMomy HacTosLWWUM CTaHOAPTOM NPOLECCHOMY NOAX0AY NMPUMEHUTENBHO K MEHE K-
MeHTY HHPOopMaUunorHon 6esonacHocTn (MB) ocobyio 3HAaYUMOCTE NS NONbL3OBaTENEW UMEKT crneayolme
chakTopbi:

a) NoHnmaHue TpebosaHUM MHDoOpMaALMOHHOK DEe30NacHOCTY OpraHn3aunm i HeoBXoaAnUMOCTU YCTAHOR-
NeHust NoNIUTUKN U Lenen udHdpopmauoHHou 6e30nNacHOCTH;

b) BHEApeHve N MCnoNb3oBaHWEe Mep YrpaBneHus Ans MeHeoxmerTa puckos UBE cpeamn obwmx 6ma-
HeCc-pWCKOB OpraHu3auum,

C) MOHUTOPWHT U NPOBEPKa nponssoanTenbHOCT U adhdekTnsHocT CMUB;

d) HenpepbiBHOe ynydilenmne CMUB, ocHOBaHHOE Ha pe3dynbTaTax 06 bekTUBHbLIX U3MEPEHNA.

B HacToswem ctangapre npeacraerneHa mogens «linaHmposanune (Plan) — OcywectenexHune (Do) —
[lposepka (Check) — [encteune (Act)» (PDCA), koTopas MmoxeT ObiTb NpUMeHeHa NPU CTPYKTYPUPOBaHUN BCEX
npoueccos CMWB. Ha pucyHke 1 nokasaHo, Kak CMWbB, ncnonbaya B ka4yecTBe BXOAHbLIX 4aHHbIX TpeboBaHus
B v oxxnpaaemble pesynbTaThl 3aNHTEPECOBAHHBIX CTOPOH, C NOMOLL LI HEOBXOANMBIX AEUCTBUIA M NPOLIECCOoB
BblaeT BbiXOAHblIEe AaHHble N0 pe3yrbTatam odecrneveHns nHpopMaMoHHON 6e30MNacHOCTH, KOTOPbIE COOT-
BETCTBYIOT 3TUM TpebOoBaHNAM U OXuaaeMbiM pedynbTataM. PUCYHOK 1 UNNIOCTPUPYET TaKkKe CBA3N MEXAY
npoLieccamin, onucaHHbiMu B pasnenax4, 5,6, 7v 8.

[puHaTne mogenu PDCA Takke oTpaxaeTt npuHUUNBI, ycTaHoBNeHHbIe B [inpekTneax OpraHusannv 3ko-
HOMUYECKOro coTpyaHuyecTsa U paseutusa (O3CP) v onpegensiouive 6e30nacHOCTb MHBDOPMaLIMOHHBIX CUC-
TeM U ceTel [1]. HacToawn cTaHgapT npeacrtaBnsgeT HarnsgaHyo Moaenb OnNg peannsalun Ha npakTuke
yKa3aHHbiX NPUHUMNOB, KOTOPbLIE NO3BONSAIOT OCYLLECTBUTL OLEHKY PUCKOB, NMPOEKTUPOBAaHWE W peanu3auuto
CUCTEMBI MHDOPMaLMOHHOU 6E30NacHOCTU, ee MeHeKMEHT 4 NePeoLLEHKY.

[Ipumepb!
1 TpeboeaHue MoXem 3aKsrirouyambCs 8 MoM, 4mobb! HapyweHuss uHghopMayuoHHoU 6esonacHocmu He
npueodustu K 3HadYumenbHoMy huHaHCcOo8OMY yuiepOy Onist op2aHu3ayuUu u/unu K cyuwecmeeHHbiM 3ampyoHeHLU-

AM 8 ee desmesibHOCMuU.
2 OxudaeMbIM pe3ynLmamom Moxem 6bimb Hanu4yue 8 op2aHu3ayuu 0ocmamoYHO XoOpouwo obyYyeHHbIX

compyoHuKoa 0N npoasedeHust npoyedyp, No3aonsTOWUX MUHUMU3UPO8amMb 803MOXKHbLIe HebrnazonpusimHbie
rnocnedcmeaus 8 cny4yae cepbe3Ho20 UHYUOJeHmMa, HaripuMep HecaHKUUOHUPOBAHHO20 NPOHUKHOBEHUS (amaku
xakepoe) Ha 8eb-calim op2aHu3ayuu, 4yepes Komophbill OHa ocyujecmaersisiem 371eKMPOHHYIO MOP208J1t0.

IV
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PucyHok 1

CBA3W MeXay npoueccamu, onvcaHHbIMU B pasenax 4, 5, 6, 7 n 8, npeacTasneHbl Takke B Tabnuue 1.

Tabnunya 1

flnaHupoeaHue (paspabotka CMUE)

—

- — . sl = —r —=

Pa3paboTka NONUTUKU, ycTaHoBMNEHUe uenei, npoueccos U Npo-
ueayp CMWUB, oTHOCAWMUXCA K MeHEeOXMEHTY pucka U YNyJleHUIo
MHPOPpMaUMOHHON Be30NacHOCTH, 4NA AOCTUXKEHUS pe3ynbTaTos, CooT-

BETCTBYIOWMX OOLLEN NONUTUKE Y LUENAM OpraHusaLuu

YyeHue pyHkunoHuposaxHns CMUD)

e —_—— —— TEETECES—E CEgAg 4 —

OcyulecTsrneHue (BHeapeHie v obecne- |

BHeapesne v npumeHeHne nonutnkun wuHdbopMauuoHHoh 6e3o-
NacHOCTY, Mep ynpasneHna, npoueccos u npoueayp CMUb

- aHanusa CMUbB)

MNposepka (nposeaeHe MOHUTOPUHra u

—m

Ouerka, B TOM 4Ucne, Nno BO3MOXHOCTU, KONMUYECTBEHHAR, Pe3yNb-
TaTUBHOCTU NPOLIECCOB OTHOCUTENBLHO TpeboBaHui NONUTUKK, uenen
Ge3onacHocT U nNpakTuyeckoro onsiTa PyHKUunoHnpoeanus CMWB v
NHPOPMUPOBaHKE BbICWETO PYKOBOACTBA O pe3dynbTaTtax ANA noche-
AYIOLLero aHann3a

| Odewnctene (noppepxka u ynydweHune
ICMME)

Flposefierne KOppeKTNpYIoWwnx v NpeBeHTMBHbLIX JeUCTBUN, OCHO-
BaHHbLIX HA pe3yrbTartax BHyTPEeHHero ayauta unuv gpyrouv cooreeTcT-
Bytollen uidopmaumn, U aHanmia Co CTOPOHbLI PyKOBOACTBA B UENAX

OOCTUXEHUA HenpepbiBHOTO yny4yweHus CMUB

0.3 CoBMeCTUMOCTL C APYTUMM CUCTEMAMM MEHEeQ)XMEHTA
HacTosiwnm ctangapT cornacosar co ctadgapramu MCO 9001:2000 «CucremMel MeHeKMEHTA KaQ4eCT-
sa. [pebosanua» [2] n UCO 14001:2004 «Cuctemsl ynpasneHus oxkpyxaruwen cpegon. TpeboBaHns v pyKo-
BOACTBO Mo nNpuMeHeHuo» [3] B Uensix noaaepXku nocnegoBaTenbHOro MMHTErpupoBaHHoro BHeaApeHns 1 B3a-
UMOOENCTBUA ¢ ApyriMU NoaoOHbIMU B3aUMOCBA3aHHbIMU CTaHAapTaMun B 001acTn MeHeQKMeHTa. Takum
obpa3oM, oiHa NpaBUBLHO NOCTPOEHHAA CUCTEMa MeHe)KMEHTa B OpraHu3alun MOXeT YAOBNeTBOPATL Tpe-

boBaHUAM BCeX 3TUX CTaHAapTOB.

Tabnuua C.1 UNMOCTPUPYET B3aUMOCBA3b MeXay pasfenaMun HacTosulero craHaapta, a Takke

NCO 9001:2000 u NCO 14001:2004.

HacToAWUN CTaHOAPT NOIBONKAET OpraHusauun perynmuposats CMINb nnu uHrerpuposaTth €e ¢ COOT-
BETCTBYIOLWUMU TPpeDOBaHNAMN OPYTrUX CUCTEM MEHEPKMEHTA.
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HAUWOHANBbHBIN CTAHAOAPT POCCHUUNCKOWNW OEAQAEPALUUMN

UHpopmMaLMOHHaR TeXHONOrns

METOAb! U CPEACTBA OBECNEYEHUA BE3OMNACHOCTM.
CUCTEMbI| MEHE)XKMEHTA UHOOPMALIMOHHON BE3OMNACHOCTWA

TpeboBaHunsA

Information technology. Security techniques. Information security management systems.
Requirements

[lata speaennn — 2008--02-—-01

1 OBnacTb NpUMeHeHUR

1.1 O6wime nonoxXeMunn

HacTosiwmun cTaHgapT npegHasHadeH ans npUuMeHeHns opraHi3aumsamMm niobon dopmel cOBCTBEHHOCTY
(HanpuMep, KOMMepPYECKUMU, rocyapCTBeHHbIMU U HEKOMMEpPYECKUMM OpraHn3aumamm). Hactoswmia cTaH-
napr yctaHaenuneaeTt TpedoBaHuna rno paspaboTtke, sHegpeHnto, (PYHKUMOHNPOBAHWIO, MOHUTOPUHTY, aHannuay,
nogaepXKke u ynydweHuo JOKYMEHTUPOBAHHOW CUCTEMbI MEHEeMKMEeHTa UHPOPMAaUNOHHON Be30nacHoCTM
(CMAB) cpean obmnx Bu3Hec-prckoB opraHusaumu. Kpome 3T1oro, ctaHgapT ycTaHasnmBaeT TpebosaHns no
BHEAPEHWIO Mep ynpaBneHnsa MHpOPMaLNOHHOW H@30NaCcHOCTbLIO v ee KOHTPONA, KOTOPble MOTYT ObiTb UCNONb-
30BaHblI OpraHn3aunamMm Unm ux nozapasfeneHUAMN B COOTBETCTBUM C YCTAHOBNEHHbLIMU LENAMU U 3a]a4aMm
obecneveHUs nHpopmatmoHHon besonacHocTy (UB).

Llensio noctpoeHna CMUD aBnseTcA BLIOOD COOTBETCTBYWOWMUX MeD ynpasneHna 6e30nacHOCTLIO,

rpeaHa3HavYeHHbIX ANS 3alUTh UHDOPMaLUUOHHbBIX aKTUBOB M rapaHTUPYIOLLIMX AOBEPUE 3aUHTEPECOBaHHBIX
CTOPOH.

MpumedaHune— TepmuH «Bn3Hec», B HACTOALLEM CTAHAAPTE NOHMMAEMbIV B LUMPOKOM CMbicne, obosHadvaeT
BCIO TY AeATENbHOCTb, KOTOPaA ABNAETCA OCHOBOU ANK Lénen CyLLeCTBOBaHUA OpraHn3aLuu.

1.2 NpumMmeHeHne

TpeboBaHus, yCTaHaBnNmMepaemMsle HACTOALUM CTAaHOAPTOM, NpeaHasHa4veHbl N8 NPUMEHEHUSA BO BCEX
opraHusayunsix He3aBucnMMo oT Tuna, maclitabos u cdepbl Ux aesTensHocTU. UcknioueHue nwboro ms Tpebo-
BaHWW, YKa3aHHbIX B pasfenax 4, 5, 6, 7 n 8, He gonyckaeTcs, eCnn opraHn3aluuns 3assnsieT 0 COOTBETCTBUN ee
CMWDb HacTosLeMy cTaHgapTy.

JTOBOK 0TKa3 OT NPUMEHEHUS TON UK MHOW Mepbl YNpaBneHUs, 06ycnoBnerHbIN HeoOX0AUMOCTL YA 0B-
NeTBopeHUs KpuTepues NPUHATIA PUCKOB, BoMNKeH OblTe 000CHOBAaH. HeobxoaMMO Takke Hanuuue ageksar-
HbIX AOKa3aTeNnbCTB TOro, 4To noaobHbie puckn ObINM yXKe NPUHATbI OTBETCTBEeHHbIMKU nuuamn. [1pw
NCKNIOYEHNN Kakux-nnbo mep ynpasneHna 3aaBneHns 0 COOTBETCTBUM OpraHaaumm HacToswemMy ctaHaapTy
HENPABOMOYHbI, KPOME CYYaeB, KOraa 3T UCKINIOYEHUS He BNNAIOT Ha cNOCOBHOCTL 1/unv 06a3aHHOCTL opra-
HU3aunn obecneymneaTb MHPOPMaUUOHHYIO Be3onacHOCTb, KOTopasa cooTBeTcTByeT TpeboBaHnam Beaonac-

HOCTH, YCTaHOBNEHHbLIM COOTBETCTBYIOLIMMN 3aKOHOAATETbHLIMW aKTaMy UM OnpeaeneHHbIM Ha OCHOBE
OUEHOK PUCKOB.

[MTpuvMeyaHne— Ecnu opraHnsauns yxxe umeeT AEeUCTBYIOLLYID CUCTEMY MeHexMeHTa BU3Hec-NpoLecCoB
(Hanpumep, B cooTeTcTBUM CACO 8001 [2]unn NCO 14001 [3]), Torga B HonblUMHCTBE Cnyyaes npeanodTuTenbHee yL0B-
NeTBOPUTL TPeboBaHWA HACTOSALLEero cTaHRapTa 8 pamkax 3TOM CYLLUECTBYIOLWEN CUCTEMbI MEHEKMEHTA.

U3pnauune odpnumansHoe
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2 HopMaTuBHbLIE CChINKNA

B HacTosALWweM cTaHaapTe NCNONb30OBaHbl HOPMAaTUBHbIE CCbINKK Ha CNeAyoLWwun CTaHAapT:
MCO/M3BK 17799:2005 UndpopmaumoHHas TexHonorna. Metoabl n cpeacrea obecneveHnst besonac-

HOCTW. [ lpakruyeckue npasuna MeHegKmeHTa UHPOpMaLUMOHHON 6e30NacHOCTN

3 TepMUHbI U onpeaeneHusn

B HacTositieM cTaHaapre npuMeHeHbl cneayoume TePpMUHbI C COOTBETCTBYHOLWMMU ONpeneneHuamu,

3.1 aKkTuBbl (asset): Bce, 4TO MeeT LLEHHOCTL ANA OpraHu3auun.

(MCO/M3K 13335-1:2004] [4]

3.2 pocTynHOCTb (availability): CBovcTBO 06bEKTa HAXOANTLCA B COCTOAHUM TOTOBHOCTU Y BO3MOXHOC-
TV UCNONb30BAHUSA NO 3aNPOCY aBTOPU3OBAHHOTO NOrMYEeCcKoro obbekra.

[MCO/MOK 13335-1:2004] [4]

3.3 KoHthmaeHuUanbHOCTbL (confidentiality): CesoncTeo nHdopmaumm BbiTe HeOOCTYNHOW U 3aKPbLITOM
ONa HeaBTOPU30BaHHOIro MHAUBUAYYMA, NOrMYeckoro cobeKkTa uni npouecca.

(MCO/M3K 13335-1:2004] [4]

3.4 wHdopmauuoHHas bezonacHocTb; Vb (information security): CBOWCTBO MHOPMALIMK COXPAHATL
KOHMPUASHUMANBHOCThL, UENOCTHOCTL U AOCTYNHOCTD.

MpumeyaHUe— Kpome TOro, JaHHOE NOHATUE MOXKET BKNIOYaTEL B cebs Takke U CBONCTBO COXPAHATL ayTeH-
TUHHOCTb, NOAOTYETHOCTL, HEOTKA3YEMOCTL M HAOEXKHOCTb.

TMCO/M3IK 17799:2005]

3.5 cobbiTe nHdopmaunonHon 6esonacHocTu (information security event): UneHtndpmnumnposaHHoe
BO3HWMKHOBEHWE COCTOAHUSA CUCTEMbI, YCNYIU UNU CETU, YKa3biBatoLlee Ha BO3MOXHOE HapyLleHWe NONNTUKW
MHPOPMALIMOHHON BEe30NacHOCTU, OTKa3 3alUnTHbIX Mep, a Takke BO3HMKHOBEHUE paHee HEN3BECTHOW CUTYa-
LIMK, KOTOpas MOXeT ObiTb CBA3aHA C De30nacHOCTLIO.

[MCO/M3K TO 18044:2004] [5]

3.6 uHunaeHT uHdopMmauMoHHoU 6e3onacHocTu (information security incident): ITiob6oe HenpeaBK-
NEHHOE UMW HexXenaTtenbHoe cobbiTUe, KOTOPOoe MOXET HapyWwuTbh AEATENBLHOCTb UMK MHPPOPMAaUMOHHYIO
0e30nacHOCTb.

MpumMmeyaHune— NHUuMaeHTamm UHOOPMaLNOHHOK Be30NacHOCTU ABARIOTCSA:
- yTpaTtaycnyr, obopynosaHus NN yCTPOUCTB;

- CUCTEMHbIE COOUN UIU NepPerpy3Ku;

- owunbKu nonb3oBaTeneu;

- HecobnwaeHue NONUTUKU U pekomenaauun no Ub;

- HapyiieHue QU3In4YeckKnx Mep 3aiu Thi;

- HEKOHTPONUPYEMbIE UIMEHEHUS CUCTEM;

- ¢cBbou nporpammHoro obecneyeHus U 0TKasbl TEXHUYECKAX CPEaCTB;

- HapylleHue npasun AOCTyna.

IMCO/M3IK TO 18044:2004][5]

3.7 cucrema MeHemKMeHTa uHdopmMaLuoHHoW 6e3onacHocTu; CMUB (information security mana-
gement system; ISMS): Yactb obuien cuctembl MEHeKMEHTa, OCHOBaAHHAaRA Ha UCNONb3OBaHUK METOAOB
oueHKn BuaHec-puckos ans paspaboTkn, BHegpeHusi, PYHKLNOHMPOBAHMUS, MOHUTOPHHIG, aHanu3aa, nogaepx-
KW 1 ynydlleHns nhdpopmaumoHHon 6e3onacHoCTy.

MpumedaHu e — CUCTEMA MeHeXKMEHTA BKITloYaeT B cebs opraHmu3aL MORHYI0 CTPYKTYPY, NONMUTKKK, AeATeNb-
HOCTL NO NNAHNPOBAKHUIO, pacnpeneneHue OTBETCTBEHHOCTH, NPaKTUYECKYI0 AeATENLHOCT, NPoUEaYpPbI, NPoLEecCHl U pe-
CypcChil.

3.8 uenocTHoOCTL (integrity): CBOMCTBO COXpaHATb NPaBUNbHOCTb U NONHOTY aKTUBOB,
[MCO/MOBK 13335-1:2004] [4]

3.9 ocrarouHbin puck (residual risk): Puck, octarvowmmncs nocne ero o6padortu.

[PykosogctBo MCO/M3K 73:2002] [6]

3.10 npuHaTHe pucka (risk acceptance): PewlieHne no NpMHATUIO pUCKa.

[Pykosoacteo NCO/M3IK 73:2002] [6]

3.11 aHanu3 pucka (risk analysis): Cucrematunyeckoe ucnonb3oBaHUe nHopmaLivin AN\ onpeaeneHus

NCTOYHUKOB PUCKa U KONNYECTBEHHON OL@HKN PUCKA.
[Pykosogcteo MCO/M3K 73:2002] [6]
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3.12 oueHKa pwucka (risk assessment): Obwwnin npouecc aHannusa pncka n ero oueHUBaHUA.
[Pykosoacreso MCO/M3BK 73.2002] [6]

3.13 ouexHuBaHue pucka (risk evaluation): lNpouecc cpaBHeHUA KONMUYECTBEHHO OLEHEHHOTO pyUcKa C
3aflaHHbLIMY KpUTEPUSIMYM PUCKa 4115 onpeaeneHns ero 3Ha4nMocCTH,

[Pykosogcteo MCO/MOIK 73:2002] [6]

3.14 meHemXMeHT pucka (risk management). CkoopanHuposaHHbole AercTeus NO PYKOBOOCTBY W
ynpaBneHuo opraHnsaumen B OTHOLEHUN pUCKa.

AMprvmMmeyaHue— OObMHO MEHEIKMEHT pUCKa BKIIOMAET B CeOR OUEHKY pucka, o6paboTKy pucka, NpuHaTHe
PUCKA U KOMMYHUKALIUIO pUCKa.

[Pykosoacteso VCO/M3K 73:2002] [6]

3.15 obpaborka pucka (risk treatment): lpouecc suibopa n ocylLecTBieHKs Mep No Moandukaunn
pPUCKA.

[Pykoropncteo ACO/MOIK 73:2002] [6]

fpUuMeUYaHUn

1 Mepb!i no obpaboTke pucka MoryT BkNoYaTh B cebsi nabexxarne, onTuMmnsayuio, nepeHoc W coxpaHeHue pucka.

2 B HacTosiwem craHfapTe TepMUH «Mepa ynpaenexust» (control) cnonb3oBaH Kak CUHOHUM TepMWHa «Mepa»
(measure).

3.16 nonoxeHue o npumeHnmocTH (statement of applicability). [lokymeHTUpoBaHHoOEe NpeanucaHue,

onpepensiouiee uenu U Meps! ynpasfieHusi, COOTBETCTBYIOWME U NPUMEHUMbIE K CUCTEME MEHEeOXMEHTa
MHpOpMauUnoHHOW Be3onacHOCTU opraHn3auu.

[TpumedaHune— Lienn n Mepsl ynpaBneHUA OCHOBLIBAIOTCS HA peaynbTaTax v BhiBogax NPOLECCOB OUEHKN U
obpaboTku pucKoB, Ha TpeboBaHUsX 3aKOHOAATENBHBIX UM HOPMAaTUBHbLIX aKTOB, Ha 06513aTeNbCTBaX M0 KOHTpaKTy N 6ua-
Hec-TpeboBaHUAX opraHn3aunn no OTHOWEHUIO K UHhopMmaunoHHoM BesonacHOCTH.

4 Cncrema meHeOQXXMeHTa nHOpPMaLMOHHON Be30NacHOCTH

4.1 Obwne TpeboBaHNS

Opranmnsauns gomkHa paspaborarth, BHEAPUTL, obecnednTb MYyHKUMOHUPpOBaHME, BECTU MOHUTODUHI,

aHann3npoBaTh, NogAepXUBaTh U HenpepbiBHO ynydiaTh AokyMeHThpoBaHHylo CMWB npuMeHuTentHo Ko
BCEeW [eli0oBOV AeATeNnbHOCTM OpraHrsau v n puckam, C KOTOpbiIMU OHa cTankusaeTcsi. C y4yeToM Lenewn HacTos-
lero ctaHpgapTa UCNoNb3yeMbid npouecc OCHOBaH Ha npumeHeHun mogenu PDCA, npusefleHHOM Ha
DUCYHKe 1,

4.2 Pa3paboTtka cucteMbl MeHekMeHTa UHdpopMaLMOHHOW Be3onacHOCTU. YnpaBsieHUe cUcTe-
MOW MeHeDKMeHTa MHOpMaLlMOHHOU De30MacHOCTH

4.2.1 PaspaboTka cucTeMbi MeHePKMEHTa WHhOopMaLMOHHOK Be3onacHOCTH

OpraHu3auunda [omKHa oOCyLLecTBUTh crieayrollee:

a) onpedenuTb oBnacTb ¥ rpaHunubl aenctana CMUB ¢ yueTom xapakrepuctik buaHeca, opraHmsalum,
ee pa3melleHnst, akTUBOB Y TEXHONOTM N, B TOM YACHe geTanun n obocHoBaHue nobbix nckniovYeHni na obnactm
ee pencteus (cMm. 1.2);

b) onpeaenntb nonntky CMIB Ha ocHOBe xapakTtepucTuk bnaHeca, opraHmaaunn, ee pasmetLleHus,
aKTWUBOB N TEXHONOIMN, KOTOPAaR.

1) copepXuUT KoHUenuuo, BKNoYaloLlyo B cebst uernin, OCHOBHbIe HanpasreHusa v NpuHUUNbI 1eUCTBUKA B
chepe Ub;

2) NpyUHUMaeT BO BHUMaHWe TpeboBaHnAa BusHeca, HOPMaTUBHO-NPaBOBbLIe TPeDOoBAHUSA, a TakKe JOoro-
BOPHbIe 0bA3aTenscTBa No obecnevennio 6e3onacHocTy;

3) cornacyeTtcs co cTpaTerndeckm coaepxasmem MeHeaXMeHTa PUCKoB opraHn3aumu, B paMmKax KoTo-
poro bynet paspabaTbisaTeca U Nogaepxueatsca CMUB;

4) yCcTaHaBnueaeT KpUTEPUU OLiEHKA PUCKOB [CM. 4.2.1, nepeduncneHue c)];
5) yTBEepXAaeTCA PYKOBOACTBOM OPraH13aLmu.

[Tpnmedanune— [lna uenen Hactosuero ctaHgapTa nonutnka CMWbBb umeeT npuoputeT nepea nonutrkon Yb.
3T¥ NONUTUKN MOTYT BbITb U3NOXEHBI B OQHOM JOKYMEHTE;

C) onpeaennuTb NOAXOA K OLEHKe pUcKa B OpraHnsaLumnm, Ans Yero HeobxoAnMMo:

1) onpegenuTb METOA0NOMIO OLUEHKK pucka, nogxeaswy:o ansa CMWbB, koTopas aonmkHa COOTBETCTBO-

BaTb TpeboBaHWsM obecnevYeHus JeATenbHOCTU OpraHu3auvm v HOPMaTUBHO-NPaBOBLIM TpeboBaHMAM
NHPOpMaLMOHHON Be30nacHOCTY,
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2) pa3paboTartb KpUTepuu NpUHATUS pUcka 1 onpeaenuTh NnpuemMneMble YpoBHU pycka [CM. 5.1, nepe-
ynucneHue f)].

BuibpanHasa mMeTogosiorna OueHKM pucka gormkHa obecnedmBaTte CpaBHUMbIE M BOCNPOU3BOAVIMbIE
pe3ynbTaThl.

MpumMeyaHue—VIMEOTCA pasnuyHbie MeTOOONOMNMKU OLEHKW pucka. NpuMepsl Takux MEeTO40oNOrMik naudbl B
NCO/M3K TO 13335-3:1998 «PykosoaCTBO NO ynNpaBnNeHno0 6€30NacHOCTLI0 MHOPMALMOHHBIX TEXHONOrMn. Yacrts 3. Me-
TOAb! yripasneHus 6e30NaCHOCTbI0 MHPOPMAUNOHHBIX TEXHONOTU!Y [7];

d) ngeHTnduunpoBaTh PUCKU, 0NA YEro HeobxognMo:

1) naeHTUdUUMpPOBaTL akTuBbLl B npepenax obnactn dyHkuuonnposanms CMUB u onpeaennTts Bna-
nenbues?) 3TUX aKTUBOB:

2) NOeHTUMPUUMPOBATL YIPO3bl 3TUM aKTUBaM,

3) MAEHTUMDUUKPOBATL YA3BUMOCTU aKTUBOB, KOTOPbIE MOTYT ObiTb MCNONL30BaHbLI YIPO3aMM;

4} vaeHTUMEUUMPOBaTb NOCEACTBUSA BO3QeCTBMA Ha aKTIBbI B pe3yNbTaTe BO3MOXHOW yTpaTbl KOHU-
OEHUWManbHOCTW, UENOCTHOCTN U [OCTYNHOCTU aKTUBOB;

e) npoaHanuanpoBaTb U OLUEHUTb PUCKU, ANSA 4ero HeobXoaAUMO:

1) oueHWUTb ywepb AnNs AeaTensHOCTU Opranm3aumnn, KOTOpbIK MOXeT ObITb HaHeCeH B pe3ynbTraTte cHos
obecneveHusa 6€30NacHOCTH, C yHeTOM BO3ZMOXHbIX NOCNEACTBNIA HAPYLLEHUS KOHPUaeHUNanbHOCTH, LenocT-
HOCTU NN AOCTYNHOCTN aKTUBOB;

2) OUEHUTL peanbHyl BEPORTHOCTL COOst obecneveHuss HE30NacHOCTU C YHETOM NPEeBanNUPYIOLWMX
yrpo3, yA3BUMOCTEN U UX MOCNEACTBUIA, CBA3AHHLIX C 3TUMU aKTUBAMW, a TAKXKE C y4ETOM NPUMEHAEMbIX MEP
ynpasnexua 0e30nacHOCTLIO;

3) OLUEHWUTb YPOBHUN PUCKOB;

4) onpenenuTb, ABNSKITCA NN PUCKN NpUeMneMbiMU UNn TpebyoT 06paboTKu C UCNONB3IOBaAHUEM KpUTE-
pueB AoNyCTUMOCTU PUCKOB, YCTaHOBNEHHbIX B 4.2.1, nepe4uncneHue c);

f} onpegenvTs ¥ OUEHUTD PasnuyHble BapuaHTbi 00pabOTK PUCKOB.

Bo3aMOXHble AeNCTBUA:

1) npuMeHeHne NoAXo4ALLNX Mep ynpaBneHuns;

2) co3HaTenbHoe ¥ OOBLEKTUBHOE NPUHATUE PUCKOB NPU YCNOBUK, 4TO OHU NOMHOCTBID COOTBETCTBYIOT
TpeboBaHMAM NONUTUKN K KPUTEPUAM OpraHmM3auum B OTHOLLEHWUM NMPUHATUA PUCKOB [CM. 4.2.1, nepeuncne-
Hue, ¢), 2)];

3) nabexaHwe PUCKOB;

4} nepeaaya COOTBETCTBYIOLINX ASNOBbLIX PUCKOB CTOPOHHUM Oprasn3auuam, Hanpumep CTpaxoBLiy-
KaM nnun NOCTaBLLINKaM;

Q) BbiOpaTb Lenun n mepbl ynpasneHus Ana o6paboTKkn pyucKos.

Llenu n Mepbl ynpaeBneHns A0MKHbI ObiTb BbibpaHbl U peannu3oBaHb! Tak, YTOObI yA0BNETBOPATL TPeboBa-
HUAM, ONPEAENEeHHbLIM B NpoUecce OUeHKN 1 0bpaboTkn pUCKOB. ITOT BLIBOD A0MKEH YUUTLIBATL KpUTEepun
NPUHATUR pUCKOB[CM. 4.2.1, nepedncnerne c), 2)], a tarke HopMmaTUBHO-NPaBoOBbLIe TPeDOBaAKUA N AOrOBOPHLIE
obAazartenbLCTBA.

Llenwn n mepbt ynpaeneHna 4OMKHbI ObiTh BbiDpaHbl COrnacHo NpUNoXXeHuto A Kak 4acTb npouecca oLeHK
n 0b6paboTKM PNCKOB M COOTBETCTBOBAaTL TPEDOBaHMSIM 3TOFO npotiecca.

[lepeyeHb uenen n Mep ynpasneHus, NpuBeaeHHbLIV B MPUNOXeHun A, He SIBRAETCA UcHepnbiBatowmMm, a
MOTOMY MOryT ObITb BbIOpaHbI AONONHUTENbHLIE LIEeNU U MEPbI YIIPaBNeHUs.

[Mpumeyanune— [NpunoxeHue A conepxut nogpodbHbIN NepeveHb LUenen u mep ynpasneHus, 06bivHO NCnonb-
3yeMbiX B OpraHnsaumnax. PekoMmesayeTcs ucnonNb3oBaTh 3TOT NepeyeHs B Ka4eCTBe NCXOAHbLIX AaHHbIX, NO3BONAKWMNX Bbi-
OpaTtb pauuoHanbLHbIM BapyUaHT Mep YNparneHMA U KOHTPONS,;

h) NONy4YnTb YTBEPXKAEHUE PYKOBOACTBOM NpearofiaraeMbiX OCTaTOUHbIX PUCKOB;

1) NONy4nTb paspelenmne pykosoacrsea Ha BHeapeHve v akcnnyatauunto CMUB;

j} noaroToBuTh (1oNOXKeEHUE O NPUMEHUMOCTH, KOTOPOE BKIOYaET B ceba cneayouiee:

1) uenu nMepbi ynpasnexus, sbibpaHHble B 4.2.1, nepeuncneHne g), n obocHoBaHune 3Toro sblbopa;

2) Uuenn u Mepbl ynpaBnerlus, peanu3oBaHHble B HAcTosWee BpeMa [CM. 4.2.1 | nepedncnenune e), 2);

3) nepeveHb UCKMIDYEHHbIX Lenen u Mep ynpabnenusa, YKasaHHbIX B NPUoxeHun A, n npoueaypy
obocHoBaHUA NX NCKITIONEHUS.

') 3pece U ganee TepMUH «BrageneLy onpeaensieT MU0 UNK OPraHU3aLuIo, KOTOPLIE UMEIOT YTBEPKAEHHLIE PYKO-
BOACTBOM 06513aTenbCTBa NO KOHTPONK 33 NPOM3BOACTBOM, pa3paboTkoi, NoaaepX Ko, ncnonb3oBaHuem U 6esonacHoc-
TbHO aKTUBOB. TEPMUH «BRAAENeL» He 03HaYaeT, YTO NULO AeHCTBUTENbHO UMEET Kakne-nubo npasa coGCTBEHHOCTU Ha
aKTUB.

4



FOCT P MCO/MIK 27001—2006

MpumeuyaHue— FNonoxeHne © NPUMEHUMOCTU COAEPXKUT UTOrOBbLIE PelleHUs, kacarwwmecs ob6paboTku puc-

koB. OBbocHOBaHMe NCKNIOYEHU NpefycMaTpUBaET NePeKkPECTHYIO NPOBEPKY, NO3BOMSIOLLYIO ONPEeaennTh, 4TO HN OHAa Me-
pa yrnpasneHus He bbina cny4vanHo ynylueHa.

4.2.2 BHeppeHne n pyHKUNOHUPOBAHNE CUCTEMbI MEeHeAKMEeHTa MHpoOpMaLUKOHHOW 6e3onac-
HOCTM

OpraHun3saums OOMKHa BbINONHUTE cneayoLies:
a) paspaboTatk nnaH obpaboTku pUCKOB, onpeaensitollnii CoOOTBETCTBYIOLIME NeCTBUS PYKOBOACTBA,
pecypcbl, 00A3aHHOCTU U NPUOPUTETLI B OTHOLLEHUN MeHepKMeHTa puckos Ub (cM. paspen 5);

b) peanun3osaTth nnaH odpaboTKn pUCKOB AN AOCTUXEHUA HAMEYEHHbIX Lefien ynpasneHus, BKNoYao-
W1 B cebs BONpOCh PUHAHCUPOBAHUNA, a TaKkxke pacnpeneneHue oyHKUun u 06s3aHHOCTENR;

C) BHEOPUTL Mepbl yrnpasfieHuns, BbibpaHHbie cornacHo 4.2.1, nepevncnexue g), Ans AoCTmKeHUs Lienen
ynpasieHns,;

d) onpenenuTtb cnocod namepeHua pesynbTaTUBHOCTY BbiOPAHHBIX MEP YNPABMEHUS UK UX Tpynn w

MCNOMb3CBAHUA 3TUX N3MEPEHUN ANA OLUEHKWU pe3ynNbTaTUBHOCTY YNPaBneHns ¢ Uenbio Noiy4ynTb CpasHUMbIE
1 BOCNPOM3BOZUMbIE flaHHble [CM. 4.2.3, nepeyuncnetxne c)l.

MpUMeyaHue— VIamepexne pesynsTaTUBHOCTM Mep YNpasneHust No3BoNsieT PyKOBOAUTENAM WU nepcoHany
onpeaennTb, B KAKOW CTENEHU Mepbl YNPaBneHNA CROCOGCTBYIOT AOCTMKEHNIO HAMEYEHHbIX Lienen ynpasneHus;

e) peannsoBaTtk NporpamMmbl Mo 0OYYEHUIO U NOBLILLEHNIO KBanudukaLum COTPYAHUKOB (CM. 5.2.2);
f) ynpaenaTts paboton CMWB;

g) ynpaensTtb pecypcamu CMUB (cm. 5.2);

h) BHeaApuTb Npoueaypbl U apyrne Mepbl ynpasneHusa, obecnevyusatoiime 6oicTpoe obHapykeHue cobbl-
T b n pearnpoeaHne Ha MHUMOEHTbI, cBA3aHHble ¢ B [cM. 4.2.3, nepeuncneHuve a)l.

4.2.3 lpoBeaeHne MOHUTOPUHIa U aHanu3a CUCTEMbI MeHeKMeHTa uHhopmaLnoHHON Be3onac-
HOCTW

OpraHusaumsa 0omkHa ocyLecTBNATb crneayoulee:

a) BbINONHATL NPOLEAYPbi MOHUTOPUHIE Y aHaNW3a, a TaKKe NCMONL30BaTh APYyrue Mepbl yrnpaBieHnsa B
cneayrowmx yensx:

1) cBOeBpeMeHHO oOHapyxmnBaTh OLLIMGKK B pesynbTaTax 0b6paboTku;

2) CBOEBpPEMEHHO BbISABNATh yAaBLUKECS Y Heya4aBLnecs NonbiTKU HapyweHna u nHunaeHTbl Ub;

3) nNpepocTaBnATh PYKOBOACTBY UHGPOPMAaLUNIO ANSNPUHATUS pelleHUN 0 XoAe BbINoNHeHUs byHKLUNWA NO
obecneveHuio Ub, ocyLllecTBNAEMbLIX KK OTBETCTBEHHLIMU NULIAMUN, TaK ¥ UHPOPMALIMOHHLIMU TEXHOSIOTUSIMMU;

4) cnocobcTBoBaTb 0OHapyxeHnt coduiTun b 1, Takmm obpasom, npenoTepawiats MHUMAEHTH Nb
nyTem npuMeHeHua cpeacTs nHauKauum;

5) onpeaensTtb, ABNKOTCA NN aPPEKTUBHLIMU ASUCTBUSRA, NpeanpuHUMaeMble A9 yCTpaHeHUsS HapyLue-
HUst BE30NacHOCTY;

b) npoBOooUTb perynapHbin aHanni pesynbtatueHoctnt CMWB (Bkniovyan NpoBepky ee COOTBETCTBUSR
nonutuke n uensm CMUB v atanna mep ynpaeneHnsa 6e30nacHOCTbIO) C yHETOM pe3yrbTaToB ayanuTOPCKUX

nposepok b, ee nHUMOEHTOB, pe3ynbTaToB uamepeHun adpdektnsHocT CMUDB, a Takke npegnoXxeHun n apy-
roit tHbopmMauuu OT BCEX 3aUHTEPEeCOBaHHbIX CTOPOH;

C) U3MEePATb Pe3ynbTaTUBHOCTb MEpP yrNpasneHuAa ANA NPoBepPKU cooTBeTCcTBUA TpedboBaHnam Vb;

d) nepecmMaTpMBaTb OL€HKKM PUCKOB Yepesd yCcTaHOBMNEeHHbIe Nepnoibl BpeMeHW, aHannianposaTh OCTa-
TOUHbIE PUCKU U YCTAHOBNEHHbIE NPUeEMIieMble YPOBHW PUCKOB, YHUTHIBAA N3MEHEHUS:

1) B opraHvsauuu,

2) B TEXHOMNOMMSAX;

3) B UensAx AeATeNbHOCTY U NpoLeccax;

4) B BbisiBfIeHHbIX Yrpo3ax;

5) B pe3ynbTaTMBHOCTU Ppeann3oBaHHbIX Mep ynpaBneHus:

6) BO BHELHMX YCNOBUAX, HANPUMEP W3MEHEeHWs HOPMaTUBHO-NPaBOBbIX TpeboBaHun, TpeboBaHWUK
[10rOBOPHbLIX 0683aTeNbLCTB, a Takke USMeHeHUA B coLlnanbHOW CTPYKTYpe obLLecTBa;

e) npoBoAuUTb BRYTpeHHMe ayanTbl CMUB uepes ycTaHoBNEHHbIE NEpUoabl BpeMeHun (CM. pa3aen 6).

MpurmeyaHune— BHyTpeHHMe ayauTbl, MHOTQA Ha3biBaeMble ayanTamMu nepBovt CTOPOHbLI, NPOBOAATCA CamoW
opraHusaunen (Wn BHeLLHen opraHusalven oT ee uMeHun) ana COBCTBEHHbIX Lenew;

f) perynsipHo nposOaAUTL PYKOBOACTBOM OpraHusauny aHanns CMWUb B yensax noareepxgeHus ageksar-
HOCTW e€ (PYHKLMOHUPOBAHUA 1 ONpeaeneHns HanpasneHnn COBepLUEHCTBOBAHNSA (CM, 7.1);
g) obHoBNATE NNaHbl Vb ¢ yyeTOM pe3ynbTaToB aHanu3a vl MOHMTOPUHIa;
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h) perucTpupoBaTb 4eNCTBUS M COBLITUSA, CNOCODHLIE NOBMUATEL Ha PE3YNbTAaTUBHOCTL UNU DYHKLIMOHU-
poBanue CMUb, B cootBeTcTBUK € 4.3.3.

4.2.4 Toappepxka v ynydweHne CUCTEeMbl MeHeXKMeHTa MHpOopMaLIMOHHOU De3onacHOCTH

OpraHusauus OomkHa perynapHo OCYLLeCTBIATL crneayoulee:

a) BbISIBMSATL BO3MOXHOCTY ynyduwenuss CMUB;

b) npeanpuHuUMaTh HeOBXOAUMbIE KOPPEKTUPYIOLLME U Npeaynpexjauime 4eUCTBUA B COOTBETCTBUA
c 8.2 1 8.3, UCNONb30BaTb HA NPaKTUKe onbIT No obecneveHunio Nb, nonyyeHHbI Kak B COOCTBEHHOW OpraHusa-
LKW, TaK U B APYrux opraHn3auusx;

c) nepegaBaTbnoApobHYIO MHOPMaLUID 0 aencTeuax no ynyvieHuio CMUBb Bcem 3anHTepecoBaHHbLIM
CTOpPOHaM, NPy 3TOM CTENEeHbL €€ AeTanu3alunm JOIMKHA COOTBETCTBOBATL 00CTOATENLCTBAM U, NpU HEOOXOaK-
MOCTW, COrmacoBbIBaThb AanbHeULLVe OEeUCTBUA,;

d) obecneuneatb BHegpenne ynyuwennn CMAD ona LOCTXKEHUA 3anNaHUpOBaHHbIX Lieneuw.

4.3 TpeboOBaAHMA K AOKYMEHTaLUMH

4.3.1 O6wme nonoxeHun

LokymeHTauus A0rmKHa BKIKOYaThL B cebs 3anmucy pelleHni pykoBoAacTBa, N03BONAoWMe obecneumBaTtb
KOHTPOSb BbINOMHEHUS PELLEHUIM PYKOBOACTBA K NONUTUK OpraHu3aumnu, a Takke obecneymsatb BOCNPOU3BO-
OUMOCTb IOKYMEHTUPOBAHHbLIX PE3yrbTaToB.

BaXHo MeTb 00paTHYI0 CBA3b BbIDPaHHbIX MEP YNpaBneHus C pe3ynbTaTtamMu npoLeccoB OLeHKU U 00pa-
DOTKM pucKa, a Takke nocnegHux ¢ nonntukon CMWb n uensmmn CMUB.

HNokymernTauus CMWbB nonxHa BknwyaTh B cebsd cnenylollee:

a) NOKYMeHTUpoBaHHbie nonoxenus nonutukn CMUB [cMm. 4.2.1, nepeuuncnenune b)] n uenen CMAB;

b) obnacTb yHkuMoOHMpoBaHNA CMUB [cM. 4.2.1, nepeyncneHune a)];

C) apoueaypbl n Mepbl ynpasneHus, nogaepxusatouwme CMUb;

d) onncaHue MeTogonormm oueHkn pucka [cm. 4.2.1, nepeuncnerne c)l;

e) OTYeT No oueHKe pUckos [cM. 4.2.1, nepevuncnenus c)—g)l;

f) nnaH obpaboTkn PUCKOB;

g) AOKYMEHTUPOBaAHHbIE NpoLueaypbl, Heobxoaumsle opraHuzauuny ansa obecneveHnsa aPpHEeKTUBHOIO
naHupoBaHus, BHeapeHns npoueccos B obnactn Ub 1 ynpasneHusa aTuMm npoueccamMu, a Takke onucaHus
NyTEW OLEHKN Pe3yNbTaTUBHOCTU Mep ynpasneHus [CM. 4.2.3, nepevncneHue c)j;

h) yq4eTHbie 3anucu (CM. 4.3.3);
1} NONOXEeHWe 0 NPUMEHNMOCTY.

[TpumMeyaHNs

1 CornacHoO HacTosweMy CTaHaapTy TEPMUH «JOKYMEHTUPOBaHHAA npoueaypa» 03Ha4aeT, 4To npouenypa ycra-
HOBRNEHA, AOKYMEHTAaNbLHO O0POpPMNEHA, peanuioBaHa U NOAAEPKUBAETCA Ha JOMKHOM YPOBHE.

2 [ns pasubix opradunsaumnm obvem gokymentaumm CMNB MmoxeT ObiTh paanuytbiMm B 3aBUCUMOCTH:

- OT pa3mepa opraHmiaunm v BUNa ee NenaTenbHOCTM;

- 0T obnacTu NnpUMeHeHRNa N CNOXHOCTU TpebosaHuit 6e30NacHOCT 1 OT YNPaBNAEMON CUCTEMBI.

3 [JokyMeHTbl N y4eTHbIe 3anuch MOryT CyLLeCcTBOBaTL B NOOOK thopMe 1 Ha HocuTensix noboro Tuna.

4.3.2 YnpaBneHue AOKYMeHTaMH

[na pa3paboTku, aktyanuiauumm, NCnonb3oBaHUA, XpaHeHnsa n yHudToxenms aokymeHTos CMUb, a Tak-
KEe MX 3aluTbi B OpraHn3aunm JOormkKHa cyllecTBOBarb AOKYMEHTUPOBaHHaA npoueaypa, onpegensiouas
OencTeunst pykosoacTaa no:

a) yreepxaenuio nokymentos CMUB nepen ux nsnanuem:;

b) nepecMoTpy U 0bHOBNEHUO, NpU HEOBXOAMMOCTH, AOKYMEHTOB, a TakKke NOBTOPHOMY UX YTBEPX-
AEHWIO;

c) obecne4veHunio geHTUPUKaLUM BHECEHHbIX M3BMEHEHUN N TEKYLLIEro cTaTyca QOKYMEHTOB;

d) obecneveHwno HanM4Ynsa BepCcuin COOTBETCTBYHOLLIMX OOKYMEHTOB B MECTAX UX MCMOMNMb30BAHWUSA;

e) onpegeneHuto Nnopsaka NnpocMoTpa JOKYMEHTOB U UX NAEHTUPUKaALNH;

f) obecrnieyeHUo [OCTYNAE K AOKYMEHTaM aBTOPU30BaHHbIM NMLaM, a Takke nepeaayn, XpaHeHUst U YHUY-
TOXEHUA B COOTBETCTBUMK C Npoueaypamu, NPUMEeHMMbIMUN K CTENEHU UX KORDUAEHUKANBbHOCTY;

g) uaeHTUUKalmm LOKYMEHTOB, CO3aHHbIX BHE OpraHn3aLuu;

h) obecne4eHunio KOHTPOSIA 3a pacnpocTpaHeHneM OOKYMEHTOB;

i} NpenoTBpAaLLeHuIo HenpeaHaMepeHHOro NCNONb30BaHUSA YCTapeBLUNX 4OKYMEHTOB;
i} MCNONBb30BaHMIO COOTBETCTBYIOWEN NOEHTUMDMKaLIMM yCTapeBLLNX JOKYMEHTOB B Cnyyae ux AanbHen-

LLIEFO XPaHEeHrUs.

6
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4.3.3 YnpasneHue 3anmMcaAmu

Hna npenocTtaBneHnA CBUAETENLCTB COOTBETCTBUA TpeboBaHNAM N pe3ynbTaTUBHOCTH (DYHKLMOHUPO-
BaHua CMWbB HeobxoanumMo BeCTU 1 noaaepxusaTth B pabovyem COCTOAHUM yYeTHbIE 3anvcK, YYeTHblie 3anucu
HeoOXxo0aMMOo KOHTpOMpoBaTh K 3awmiaTts. CMUB aonmxkHa npuHnmaTh BoO BHUMaHWe Bce HOPMaTUBHO-NPaBo-
Bble TPEOOBaHUA U [10rOBOPHbIE 0083aTeNnbCTBA, UMeoLWUe oTHoweHue K MB. 3anucn aonkHel 6bITh Y TKUMU,
NerkouaeHTUOULUpYyeMbiMU U BOCCTaHaBnmMeaembiMn. Mepbl ynpasnexus, Tpebyemele Anga naeHTudukauum,

XpaHeHus, 3aluTbi, NoUcka, onpefeneHUa CPOKOB XPaHEHWS M YHUUTOXEHWUA 3anucen LoMmkKHbl ObiTb
OOKYMEHTUPOBAHbDI K peann3oBaHbl.

KpoMme aToro, cnegyeT BeCTU U XpaHUTL 3anncu O BbiNOMTHEHUN NMPOLECCOB, ONUCaHHbLIX B 4.2, 1 060 BCeX
3HAYUTENbHbIX MHUMAEHTaX HPOPMaALIMOHHOW Be30nacHOCTU, cBR3aHHbIX co CMWB.

Mpumep — MNMpumMepamu 3anucel ASAAIOMCS: XypHall pe2ucmpayuu nocemumenel, omyemal 0 pe3yjibma-
max aydumoase, 3anosiHeHHble hopMbi agmopu3sayuu docmyna.

5 OTBeTCTBEeHHOCTbL PYKOBOACTBA

5.1 Ob6sA3aTtenbCTBa PYKOBOLSCTBA

PYKOBOD,CTBO OpraHuU3alinii JOJDKHO NPeoCTaBNATb A0Ka3aTetbCTBa BbINOJIHEHMNA CBOUX o6a3aTenbCTB

B OTHOLWIEHUKU pa3paboTku, BHeaApeHUs, obecneveHus hyHKLMOHNPOBAHUA, MOHUTOPUHIA, aHanuaa, noaaepx-
K u ynydweHus CMUb nyTem ocywecTBNEHNR cCNeayloLx Mep:

a) paspabotkun nonntnkm CMUb;
b) o6ecneyeHuns paspaboTku ueneun n nnanos CMWB;
c) onpeneneHus PyHKLUKNA U OTBETCTBEHHOCTN B obnacTtu Ub;

d) poBedeHus 0O BCeX COTPYAHWKOB OpraHuM3auvn UHOpMaLuKM O BaXKHOCTU AOCTMXKEHUS uenen
MHpopMaumoHHon Be3onacHocT U CooTBETCTBUA ee TpeboBaHUAM NONUTUKK opraHu3auumn, o6 ux orTeeT-

CTBEHHOCTUN Nepen 3aKOHOM, a Tarke 0 HeobXoaAnMOCTN HenpepbIBHOIO COBEPLUEHCTBOBaHUSA B peanu3aumnm
mvep Ub;

e) BblaeneHns HeobxoaMMbIX U 4OCTATO4YHbLIX pecypcoB ANs pa3paboTku, BHeapeHus, obecrneyeHus
bYyHKUMOHUPOBaHNSA, MOHUTOPUHTa, aHanu3sa, noagepxku n ynydwenua CMUb (cm. 5.2.1);

f) ycTaHOBnEeHMA KpUTEepUEB NPUHATUR PUCKOB U YPOBHEN UX NPUEMNIEMOCTH;

g) obecnevyeHuns nposeneHns BHyTpeHHUX ayantoB CMUDB (cm. pasgen 6);

h) nposenenna aHannda CMWDB co cTopoHbl pykoBoacTsa (CM. pasgen 7).

5.2 YnpaBneHuWe pecypcamMmy

5.2.1 ObecneyeHune pecypcamm

OpraHusauns AomMKHa onpeaennuTb 4 NPeaocTaBUTL pecypcekl, HeobxoanmMble ONK:

a) paspaboTku, BHegpeHus, obecnevyeHns pyHKUMOHNPOBAHUA, MOHUTOPUHIA, aHanuaa, yny4vweHus v
nogaepxkn CMUb;

b) nopaepxku TpeboBaHuu busHeca npoueaypamu HpopmMaLnoHHOW 6e30NacHOCTH;

C) BbisiBNeHUs U obecneYyeHns BbINONHeHUs TpeboBaHUM COOTBETCTBYIOLLMUX 3aKOHOB, HOPMATUBHbIX
AaKTOB, a TaKXKe JOroBOPHbLIX 0653aTeNLCTB B 06nacTu HdopmaLMoHHOM Be30nacHOCTy;

d) nopaepxaHusi ageksaTHoOM 6e3onacHoOCTU NyTeEM NPaBvsibHOIMO NPUMEHEHUA BCEX peanin3oBaHHbIX
MEp ynpasneHus;

e) npoBefeHuns, NP HEOOXOAUMOCTU, aHaNN3a U NPUHATUAR COOTBETCTBYIOLLMX MEP N0 ero pesynbTaTtam,;
f) noBblleHns, Npn HeobxoAUMOCTH, pesyneTaTusHocTn CMUDB.
5.2.2 MNMoarotoBKa, ocBelJOMNEeHHOCTL U KBanuduKaLna nepcoHana

OpraHnsauyua gomkHa obecneunTb He0OX0aMMYI0 KBanudUukauuo NepcoHana, Ha KOTOPbIY BO3MOXEHb!
005A3aHHOCTU BbINONMHEHNA 3ada4 B pamkax CMNbB nytewm:

a) onpeneneHns Tpebyemoro yposHsa 3HaHWA U HaBbLIKOB A4Nsi NepcoHana, KoTopbIA BbiNONHAET paboTy,
srivsiowyio Ha CMWB;

b) opranuzaunm oby4HeHrs nepcoHana unMnpuHATUS 4pyrux mep (HanpuMmep, HaeM KOMNeTeHTHOro nep-
coHana) Ana ynosneTBOpPeHUA yKasaHHbIX NOTPpeOHOCTEWN;
C) OUEHKU pe3ynbTaTUBHOCTU NPeaNPUHATLIX AEACTBUNA;

d) segeHus 3anucen ob obpasosaHnn, NOAroToBKe, HaBbiKaX, ONbITe U KBANUPUKaAUUN COTPYAHNKOB
(cMm.4.3.3).

OpraHusauna oMmKHa Takke obecneynTb NOHNMaHUE BCEMW cooTBETCTBYIHOWWUMN COTPYAHUKaAMWN 3HaA4YN-

MOCTU N BaXHOCTU JeATENBHOCTU BOBNacT HhopmMauruoHHON H&30NacHOCTU, X PONU B JOCTWKEHWUU LieNnewn
CMWB.
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6 BHyTpeHHMe ayguUTbl CUCTeMbl MeHeQ)KMeHTa UH(POpMaLMOHHON
OGe3onacHoCTH

OpraHnsauus OOIHKHA B COOTBETCTBMU C YTBEPXKAEHHbIM rpahukom npoBoanTs BHYTPEHHUE ayauThl
CMWB, nosponswwme ycTaHoBUTL, YTO UeNU ynpaeneHusa, Mepbl ynpasnenus, npouecckl M npouenypsbi
CMWb:

a) COOTBETCTBYIOT TpeboBaHUAM HaCTOsLLEro ctTaHaapTa M COOTBETCTBYIOLMM 3aKOHaM UIU HoOpMaTUB-
HbIM NOKYMEHTaM;

b) cooTBETCTBYIOT yCTaHOBNIEHHBIM TpeboBaHuam UB;

C) pe3ynbTaTVBHO BHeOPATCA M NOOOEPKNBAIOTCH,;

d) dDYHKUNOHUPYIOT OOMKHEIM 0Bpa3oMm.

[Tporpamma aygmnta AosikHa BbITb cnNnaHnposaHa ¢ y4eTOM cTaTyca U BaXXHOCTU MPOBEpPAeMbIX NPoLec-
COB W 30H, noaexawimx ayguTy, a Takke pe3ysibTaToB NpeAbiaywx ayguToB. JomkHbl ObiTh ONpeaeneHbl Kpu-
Tepun, obnacTb, HacToTa u meTodbl ayguta. OTbop ayamnTopos v npoueaypa ayauta Ao KHbl obecnedmsaTth
ero oobekTMBHOCTb ¥ BecnpUCTPacTHOCTL. AyAUTOPbLI He SOMMKHbI NPOBOAUTL NPOBEPKY CBOEW CODCTBEHHOW
paboThl.

[paBuna v TpeboBaHUsA, OTHOCSLLUMECH K NNaHMPOBaHWUKD, NPOBEAEHU ayauTa, coobuleHuo o ero
pe3ynbTartax u noaaepXaHuio B pabovyem cocTosHUM yYeTHbIX 3anucen (CM. 4.3.3), AO0NXKHbi BbITb JOKYMEHTU-
POBAaHbLI. |
PykosoauTens, 0OTBETCTBEHHbIN 3a NPOBEPAEMBIA YHaACTOK AeATENbHOCTN OpraHu3aunuy, JOMKEH CBoOe-
BpeMeHHOo 1 Be3 3anepxkn obecneunTb NpoBeaeHne NPOBEPKU B LLeNSIX YCTpaHeHUs 0DHapyXeHHbIX HECOOT-
BETCTBUN M UX NPUUKH. [locneayiowine 4encTsna AOMKHbI BKNoYaTh B ceba NpoBepKy NpeaAnpUHATbLIX AeUCTBUA
N coobLeHne o pesynbTaTax NnposBepKku (cMm, pasnen 8) [8].

7 AHanu3 cucteMbl MeHeOXXMeHTa nHpopMaLnoOHHOU 6e30NacHOCTH
CO CTOPOHbLI PYKOBOACTBA

7.1 O6wue nonoxeHus

PykoBOACTBO AOSTKHO B COOTBETCTBUM C YTBEPXAEHHLIM rpaukomM rnepuoandeckn (He MeHee OHOro
pasa B ron) nposoauTtb aHanui CMUWbB opraHnsauum 8 uensax obecneverunsa ee nOCTOAHHOW NPUroaHOCTY, aae-
KBATHOCTU U pe3ynbTaTUBHOCTU. Pe3ynbTaThl aHanuia OONMXHbel copepXaTth npeanoXxeHna No U3MeHeHUIo
CMWDbB n oueHky ux peanusaunn B MHTepecax obecneyeHus BbiNONHEHUS TpeboBaHuk NONUTUKN U Uuenewn
MHPopMaLUmMoHHOW Be3onacHoCTU. Pe3ynbTaThl TaKUX NPOBEPOK AOMMKHLI DbITh 3aPUKCHUPOBAHBLI QOKYMEH-
TalnbHO, a Y4EeTHbIE 3annucn A0MXKHbI ObiTh COXpaHeHbl (CM. 4.3.3).

7.2 BxoaHble AaHHbIe ANA aHaNU3a CUCTEMbl MEHeQ)KMEeHTa UH(pOPMaLNOHHOMU Be3onacHOCTH

BxoaHble AaHHbie ans aHanmnaa CMWB co cTOpOHb! pYKOBOACTBA A0MMKHbLI BKMIOYAThL B Cebsl cneaytoLyo
nHdopmaumio:

a) pesynbTaTbi npeablaywinx ayguros n adHanusa CMWbB;

b) peaynbTaTbl B3aUMOAEWUCTBUR C 3aUHTEPECOBAHHbLIMU CTOPOHAMU;

C) MeToLbl, CpeacTBa Ui Npoueaypsbl, KOTopble MOTyT ObITh UCNOMb30BaHbI B OpraHn3auuu ons cosep-
LLIeHCTBOBAHNA PYHKLMOHUPOBAHNA N NOBbLIWeHUA pe3ynbTaTtneHoct CMIbB;

d) npaBoBoOe 0boCcHOBaHUE NpeaynpexaaKLimx v KOppeKTUPYOLWNX AeUCTBUI;

e) YA3BUMOCTU NUNu yrpo3sbl, KOTOpble He BbINMK agekBaTHO yUTeHbl B Npouecce npegblaywen oLeHKIn
DUCKOB;

f) pesynbTaTbl KONUYECTBEHHON OLUEeHKM pesynbTaTnsHocT CMIB;

g) nocnenyLme 0eUCTBUA, BbiTeKaollue 13 npeabiayllero asianmsa co CTOPOHbI pYKOBOACTBA;

h) nobble nameHeHus, KotTopble Mornn 6wl noBnusTs Ha CMUDB;

1) pekoMmeHaauuu no ynydileHuio.,

7.3 BbixoaHble AaHHbIe aHann3a CUCTeMbi MEHeDKMEeHTa MHPOPMALIMOHHOK BEe30NacHOCTH

BoixogHble fgaHHbie aHann3a CMWbB co cTtopoHb! pykoBoACTBA AOMMKHbI BKlOYaTh B Cebst BCe peLUeHUs 1
ONEeNCTBYA, HanpasieHHbIe:

a) Ha noBblWeHne pesynsTatusHocTn CMWUDB;

b) Ha obHOBNEeHWe NNaHoB oLEeHKK n 06paboTKn PUCKOB;

C) Ha Moaudukauuio Nnpoueayp U Mep yrnpasnieHUs M KOHTpons, Bnusaowmnx Ha Wb, ¢ uenbio obecneuunTs
pearvpoBaHue Ha BHYTPEHHWe NN BHELWHWE COObITUS, KOTOpbIE MOTYT Oka3aTbk BodaencTtavie Ha CMUB, sknto-
Yyasa U3MeHeHUS:

1) B BusHec-TpeboBaHURX;

Y5
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2) B TpeboBaHusx 6e3onacHocTu;

3) B BusHec-npoueccax, BMMAILWMX Ha cyllecTylowme bnsHec-tpebosanus;
4) B 3aKOHAX M HOPMATUBHbIX JOKYMEHTAaX;

5) B 4OroBopHbIX 0B6RA3aTEeNbCTBAX;

6) B YPOBHSIX pUCKa U/ MnNw KpUTEPUEB NPUHSATUS PUCKA;

d) Ha NoTpebHOCTN B pecypcax;

e) Ha coBeplLUeHCTBOBaHWe CnocoboB OLeHKN pe3ynbTaTUBHOCTY Mep YnpaBneHus,

8 YnydyueHne cuCTeMbl MeEHeXKMEHTa MHhopMaLMoOHHOW 6e30nacHoOCTH

8.1 lNocToAHHOE yny4weHMe

OpraHusauma LOMKHa NOCTOSHHO NOBLILWATL pe3ynbTaTtuBHOCTL CMUB nocpeAcTBOM yTOUHEHUS Nonu-
Tk b, tenen Ub, ncnonb3oBaHWs pe3ynLTaToB ayaUTORB, aHaNM3a KOHTPONUPYEMbIX COBLITUN, KOPpPEKTUPY-
OWUX U Npeaynpexaarlnx AeNCTBUK, a Takke NCNoNb3oBaHUA PYKOBOACTBOM pe3ynbTaToB aHanu3a CMUb
(CM. pasgen?7’).

8.2 KoppekTupyroiwjmne nencTesmns

OpraHuaaums JoMmKHa NpoBOLUTb MEPONPUATUA NO YCTPAHEHWIO NPUYMH HECOOTBETCTBUN TpeboBaHNAM

CMWB c uenbio npegynpeanTs X NOBTOPHOE BO3HUKHOBEHWE. [lokyMeHTUpOBaHHasA npoueaypa KoppekTupy-
loLero 4encTena SOIMKHA yeTaHaBnnBaTh TpeboBaHus no:

a) BbIABNEHWUIO HECOOTBETCTBUM,
b) onpeaeneHno NPUYNH HECOOTBETCTBUMN;

)
C) oueHMBaHWIO He0BX0ANMOCTU 4eNCTBUMN BO n3bexaHne NOBTOPEHUA HECOOTBETCTBUN;
d) onpegeneHUo N peanulaunn HeodXoanMbIX KOPPEKTUPYIOLLINX BEACTBUN,

e) BeOeHUIo 3anucei pe3ynsTaToB NpeanpUHATLIX 4enCTBUN (CM. 4.3.3);

f) aHanusy npeanpUHATOrO KOPPEKTUPYIOLLLEro [ENCTBUS.

8.3 Mpeaynpexaalowime pencTems

OpraHusauus JorbkHa onpenenath JeUCTBUR, HeobxoauMbie AMA YCTPaAHEHUS NPUYKMH NOTEHL UaNbHbIX
HecooTBeTCcTBUN TpeboBaHuam CMUD, ¢ uenblo npenoTBpaTUTL UX NOBTOPHOE nosBnenue. MNpeanpuHnmae-
Mble npeaynpexpawlwime LeNCT8UA OOMKHbI COOTBETCTBOBATL MOCNEACTBUAM MOTEHUUaNbHbIX NPobnem.

[oKyMeHTUpOBaHHaA npouenypa npegnpuHATOro npegynpexaatowero gencTsua AofmkHa ycTaHaBnmMBaTh
TpeboBaHKUA NO:

a) BbISIBNEHMIO NOTEeHUaNnbHbIX HECOOTBETCTBUN U UX NPpUYNH,

b) oueHuBaHWio HeOOXO0AUMOCTU GEUCTBUSA C Lenbio NpegynpeanuTs NosBneHne HeCooTBETCTBUMN;

C) onpegeneHuio n peanusaunm HeobxoanmMoro npegynpexaawuero JeEUCTBUS;

d) 3anucu pesynbLTaToB NpeanpuHAToro 4encTems (cm. 4.3.3);

e) aHanusy pe3ynbTaToB NPeanpPUHATOrO 0enCcTBUS.

OpraHusauus DomkHa onpeaeniTb UBMEHEHUs B OLUEHKaX PUCKOB U YCTaHOBUTL TpebosaHua Kk npea-
ynpexaawnumnm gaencTesmusam, npun aToM obpalyas 0coboe BHUMaHNE Ha CYLLECTBEHHO N3MEHEHHbIE KONUYeC-
TBEHHbIE NOKa3aTenu puckos,

pUOpUTETHLI B OTHOLLIEHWW peann3auin npeaynpexaatowmnx 4eicTBnin JoMKHbI ObiTe onpeaeneHbl Ha
OCHOBE pe3ynbTaToB OLieHKN pUcka.

NMpuMeyaHdue—OQObMHO 3aTpaThl HA NpPoBeAeHWE MepOoNpUATUIA NO NPEeOoTBPalLSHUID HECOOTBETCTBHN
Bonee 3KOHOMUUHBI, YEM Ha KOPPEKTUPYIoLLUE OEeACTBUS.
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NMpunoxeHne A
(pexomeHAayemoe)

Lleny n mepbl ynpaBrneHns

Llenn n mepbl ynpasnexHus, nepevncnenHbole B Tabnuue A.1, HenocpeCTBEHHO B3ATHI U3 NEPEYHS Lenen v mep
ynpasnenus, npueegenHoro 8 MCO/MIK 17799:2005, pasgensl 5—15, ¥ NONHOCTLIC C HAM cornacoBaHbl. [lepevens Mep
yrpaBneHus, CoaepXalmnca 8 AanHon Tabnuue, He ABNAETCA UCHEPNLIBAKLWMM, U OpraHn3auma MOXeT pacCMOoTpeTb
HEeO0BX0ANMOCTb A0NONHUTENBHBIX LeNnen n Mep ynpasneHus. Bulbop uenen u mep ynpasneHunsa u KOHTPOASA, NPUBEAEHHbIX
B Tabnuue, gomkeH BbITL OCYLLECTBNEH B COOTBETCTBUAN C pa3fenom 4.

B pasgenax 5—15 WCO/M3K 17799:2005 npuseaeHs! pekoMeHgauumm No peanusaumm u ykasaHna ¢ TOYKUA 3peHnsn
nepeanoBOU NPaKTUKK B OTHOLLEHUU NOAAEPYKKU Mep yripasneHuns, N3noxeHHsix B A.5—A. 15.

Tadbnuuya A1 — Lenn n mepsbl ynpaBrneHus

A.5 NMonutuka Se3onacHoOCTHU

R — - a ——ma e

LT P e T——— _—

A.5.1 lNMonutunka nHdpopMaLuMOHHON 6e30nNacHOCTH

Lienb: OBecneyuTts yYactue BbICILEro pykoBoacCTBa OopraHu3aumMi B pelueHUn BOMPOCOB, CBA3aHHLIX ¢ obecre-
YeHnem NHOopMaLnoHHOK BE30NaCHOCTU B COOTBETCTBUU C LIENSIMU AEATENBHOCTU Opranun3sauum (bnaneca), 3akoHamu
. M HODMAaTUBHbIMW aKTaMm

1.- - =t

— Ty -

|

-—re = o ——

A.6 Oprauusauus MHpoOpMaUMOHHOW Be3onacHoCTH

‘ A.5.1.1 [okymeHTUpOBaHNE MonuTtuka nHopMaunoHHon 6e3onacHoOCTK AoMKHA ObITh PYKOBOACT-
| NONUTUKU MHGOPMa- | BOM yTBEpXAeHa, u3faHa u [oBedeHa A0 CBeASHWUA BCEX COTPYAHMKOB |
UMOHHOW Be3onacHocTU | OpraHu3alun, a Takke CTOPOHHUX OpraHn3aunm |

A.5.1.2 | AHanya MONUTUKK | Monutnka wuHdopMmauynoHHON 0e30nacHOCTU oOpraHu3aumn OOMMKHa

. MHGOpMaLMoOHHOU  ©e- | BbITh NoABEpPrHyTa aHanuay y NepecMoTpy Yepes 3afaHHbie NPOMEXYTKU

| 20MNaCHOCTW BPEMEHU UM NPU NOABNEHNYU CYLLECTBEHHbIX N3MEHEHNU XapaKTePUCTUK

neneun 06e3onacHoCcTU -

— — — - o —

A.6.1 BHyTpeHHAR opraHnsauusn

Lient: Obecnevyexune ynpasneHns MHPOPMaLMOHHON Be30NacHOCTLIO B OpraHusauum

AL BE R TETT e e - — —_ s

; A6.1.1 O6513aHHOCTU  PYKO- PYKOBOACTBO OpraHu3al JOMKHO NOCTOAHHO NoaAepXuBaTh 3afnaH-
| ' BogcTBa no obecnede- | HbiA YpOBEHb MHbopMaunoHHoi 6e30nacHOCTH NyTeM BHEAPEHUSA CUcTe- |
| HUWIO  UHOPMABLMOHHOW | Mbl MeHeKMEHTa, a Talke MyTem pacrnpefeneHust ob6sa3aHHOCTER WU |
besonacHoCcTH  OTBETCTBEHHOCTM NepcoHana 3a ee obecnevenue
A.6.1.2 KoopauHaumns  Bon- | JenctBua No obecnevyeHno MHOoOPMaUuMoOHHON DEe30NacHOCTU SOMK-
| pocoB ofecneqeHnss UH- | Hbl KOOPAWHUPOBATLCA NPEACTABUTENSAMU DPa3nUuHbIX NoapasfeneHvi
- hopMmaLumoHHONn  6e30- | opraHu3aumMy, UMEILLMMU COOTBETCTBYIOLLUE DYHKLMK U OOSMKHOCTHbIE
‘ NacHOCTU | 006532aHHOCTH
| A.6.1.3 Pacnpepenexue obs- Ob6a3aHHOCTU niepcorana No obecnevyeHnid UHPOPMALIMOHHON Be30-
3aHHOCTEen no obecne- | NACHOCTU JOMKHBI ObITb YETKO onpeaeneHb:
YEHUK  UHGOPMALMOH- |
HOW HEe30NacHOCTU
A6.14 | [pouenypa nonyde- PykoBOACTBO OCIKHO OnpeaenuTb U BHEAPUTL NpoLeaypsl NonyYeHus |
HUA paspellueHns Ha UC- | pa3pelleHus Ha NCNOoNL30BaHUE HOBLIX cpeacTs obpaboTkn HdopmaLinumn
NONb30oBaHWe  CcpeacTs
0bpaboTKn nHhopmauun
A.6.1.5 CornawieHns o Co- PyKoBOOCTBO OpranduM3auuin 4OMMKHO ONPeaenATh YCNOBUS KOHMUAOEH-
- OngeHun  KOHMUAOEH- | LWanbHOCTU UNK BbipabaTbiBaTh COrMalleHUs 0 HepasrnatleHun UHQOopP-
LManbHOCTU MaLuy B COOTBETCTBMU C LeNAMM 3aLlUUThl MHPOPMaLU N perynapHo mx
nepecMaTpusaTh
A.6.1.6 Baanmogeuncrsme c PykoBOACTBO OpraHuaainuu 4oMKHO NoaaepXvBaTh B3aMMOOSUCTBUE C |
KOMNEeTeHTHbIMM  Opra- | COOTBETCTBYHLUMMU KOMNETEHTHLIMU Oprasamu |
HaMW
A.6.1.7 Bianmogeuncrteue c PYKOBOACTBO OpraHmsalm A0MKHO NOAOEPKUBATL COOTBETCTBYIOLLEe
accoyunauuaMm © npo- | B3aumoaencteme C nNpodeCCUOHanbHbIMK Fpynnamu, accoumalamm n
hbeccnoHarnbRbiMKU Tpyn- | y4acTBoBaTh (OpraHM3oBLIBATH) B KOHepeHuusx (dbopymax) crnetua-
namu nucTos B obnactu nuopmMmaunoHHon He3onacHoCTH |
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A.6.1.8 HeaaBucumasi npo-
BEpKa (ayauT) uHopma-

LUOHHON De30nacHOCTH

[lopaaoK opraHu3auuv u ynpaeneHus uUHgopmauuoHHon 6esonac- |
HOCTbIO M ee peanuaaumsa (Hanpumep, U3MEeHeHKe Lenen u mep ynpas-
NeHns, NONWTUKW, npouleccoB v npoueayp obecneueHns uHopoOpMa-
LMOHHOM Be30nacHOCTK) AONMKHbI ObiTh NOABEPrHYTH HE3aBUCUMOW MPOo-
Bepke (ayauTty) depes onpenenieHHble MPOMEXYTKU BPEeMEHW WIn Mnpu
| NOSAIBNEHUW CYLLECTBEHHbIX M3MEHeHMW B crocobax peanusauum mep

| He3onacHoCTU t
i |

A.6.2 ObGecneyeHne 6e30NacCHOCTMN NPU HANMYMK AOCTYNA CTOPOHHUX OPraHn3aumm K MHPOpPMaUUOHHbIM
cucremMam

Lienb: NogoepxuneaTtsh 6€30nacHOCTL UHdOPMaLUuu u cpencts 0bpadoTkn uHdopmMallum opradusaumn Npy Hannuum

NOCTYNa K HUM CTOPOHHMUX OpraHusauuii B npoueccax obpaboTku n nepeaaym 3Ton MHpopmaLmny

]

A.6.2.1 OnpepeneHne puc- | MNepen npenocTaBneHMEM [OCTyrna CTOPOHHUM OpraHmM3aumsimM K |
KOB, CBSI3aHHbIX CO CTO- | UHOpMaUMKM KN cpeactBam ee obpaboTkm B npouecce AEATENbHOCTY |

POHHUMW OpraHusalusa- | opraHusauum Heobxogmmo onpeaensTb BO3MOXHBIE PUCKU ONA UHMOP-

MU mauuu u cpecTs ee 0bpaboTKM N peann3oBbiBaTh COOTBETCTRYIOLNE UM

Mepb! 6e30nacHOCTH
A6.2.2 PaccmoTpermne BoOn- [lepen npenoctaBneHUEM KNUeHTaMm npaea goctyna K MHdopmMauum |
pocos 6e30MacHOCTU NPYU | MNWU aKTUBaM OpraHu3auun Heobxoaumo onpenenuTb U BHEAPUTL Mepbl |
paboTe ¢ KnueHTamMu be3onacHoOCTK

| A.6.2.3 PaccMmoTpeHune Tpe- CornaweHns co CTOPOHHUMU Oprasn3auusaMn A0MKHbI COOepXaTh BCe
boBaHun 6OesonacHocTU | TpeboBaHus Oe3onacHoCTW, BKNtodawwne B cebs npasuna QOCTYNa K |
| B cornawieHmax co crto- | npoueccam o06paboTkn, nepepaydm MHPOPMaLMU UMK K YyNpasBneHwo |

| POHHUMMK oOpraHu3auus- | nHdopMauuen unu cpeacTeamu 06paboTkn MHADOPMAaLIUK opraHn3aLium, a

MU Taloke 1 B criyMae npuobpeTteHma OONONHUTESbHBLIX MPOrpaMMHBIX MPo-

OYKTOB UNW opraHn3alun cCepsmMCcHOr0O obcnyxmsaHusa cpeacte 0bpabdboTkm
UHpopMaLm

A.7 YnpaBnenune akrmsamu

_—

A.7.1 OTBeTCTBEHHOCTb 3a 3aLlUTy aKTUBOB OpraHM3aLun

LUenb: ObecneunBarts COOTBETCTRYIOWLYIO 3ALLUUTY aKTUBOB OpraHnsauumn

A7.1.1 HBEHTapMn3aLmnna ax- Onnch BCeX BaXHbIX aKkTUBOB opraHusauun 4omkHa ObITh COCTaBneHa
. TUBOB M aKTyannauposaHa
A.7.1.2 Bnanenne aktusamm | Beca nHhopMmaums v akTusbi, CBA3aHHbIE CO cpeacTtBamMu obpadboTku
MHOPMaLMK, AOMKHLI MMETb Ha3Ha4yeHHoro BO BnajeHune' npencra-
BUTENA OPraHn3aLmnm
A.7.1.3 [fpuemnemMmoe UcC- [MpaBuna 6e30nacHOro UCNOMNL30BaHNA UHOPMaLIUK U aKTUBOB, CBSA-
NONb30BaHWE aKTUBOB 3aHHbIX CO cpeacTBamu obpaboTkn MHpOPMaLUN, NOMKHLE DbiTh Onpe-
AeneHbl, AOKYMEHTUPOBaHDbI N pealin30BaHbl '

A.7.2 Knaccudukauus nHpopmalmu

Llens: ObecneunTs yBEPEHHOCTL B TOM, YTO MHOPMaLUUA 3alluLieHa Ha Hagnexaluem ypoBHe

i

boTka nHPOpMaL UK

A7.2.1 OCHOBHbIE NPUHLUNMbI NHdbopMauus gomiHa bblTh KnaccudbuuupoBaHa UCXoas U3 NPaBOBbLIX
| Knaccudukauun TpeboBaHUN, ee KOH(PUOESHUNANLHOCTY, a TaKkKe LLIEHHOCTU U KPUTUHHOCTU

4NA opraHn3aunm
A.72.2 Mapkuposka 1 obpa- B COOTBETCTBUU C MPUHATON B OpraHu3atum CUCTEMOM Khnaccu-

dbukaumm pormkHa ObITh pa3padbortaHa U peanuioBaHa COBOKYMHOCTL
npotieayp mapkuporiu n obpaborkun nHhopmaumm

R TepMuH «Bnanenew» (owner) onpeaeneH Kak nuuo unu opraHusauns, Ha KOTopylo BO3NOXEHa yCTaHOBNEHHas
OTBETCTBEHHOCTb YNpaBneHus no KOHTPONIo NPOU3BOACTBA, pa3paboTke, nogaepxke, NCNoNb3OBaHUIO U 0e30nNacHoOCTY
aKTUBOB. TePMUH «BnageneL» He 03HaYaeT, YTo NaHHoe NNLO dhakThYecky UMeeT Npaea CODCTBEHHOCTH Ha 3TOT aKTUB.
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‘A.8 lNpaesuna 6e3onacHocTH, CBA3aHHbIE C NepCoHaNoMm

A.8.1 Mepen TpyaoycTpoitcTBOM"

Llenb: OBecneunTs YBEPEHHOCTh B TOM, YTO COTPYAHWKW, NOAPAAYMKM WU NONb3oBaTeny CTOPOHHEeW OpraHuv3aunu
OCO3HAKT CBOK OTBETCTREHHOCTb WM CMOCOBHBLI BLINONHATL NPeayCMOTPEHHbIe AN HUX DYHKLMKN U CHWXKaTb PUCK OT
BOPOBCTBA, MOLUEHHUYECTBA U Heuenesoro UCNonb3osaHus obopyaoBaHUA, a Takke OT yrpo3 6e3onacHocTy WH-

hopmaumn

A.8.1.1 OyHKUMKM M 0BA3aH- OYHKUWM 1 0DA3aHHOCTN NepcoHana no obecneueHnio He3onacHOCTH
HOCTW nepcoHana no | COTPYQHWKOB, NoapAaYvuMKOB M NONb30OBaTeNnel CTOpPOHHEW opraHmsauun
obecneveHnio Heaonac- | AOMKHbI ObITh onpeaeneHst U QOKYMEHTUPOBaHbl B COOTBETCTBUN ¢ Tpebo- |
HOCTU BaHNAMUW NHOPMALIMOHHON BE30NACHOCTH é

A.8.1.2 [lpoBepka npu npue- [lpoBepka BCcex KaHAUAATOB Ha MNOCTOAHHY0 paboTy, NOAPAOYNKOB U |
mMe Ha paboty Nnorb3oBaTtencen CTOPOHHEN opraHusayun pomkHa ObiTb npoBeaeHa B

COOTBETCTBUN C 3aKOHaMK, UHCTPYKLUUSMU U NpaBuniamMm 3TUKK, C Y4ETOM
TpeboBaHui Bu3Heca, xXapakTepa WHdopMaunnu, K KOTOPOWU byaeTt ocy-
LeCTBNEeH X 40CTyN, v npeanonaraemMpiX PUCKOB |

A.8.1.3 ycnosma Tpyaosoro COTPpYAHUKW, NMOAPSOHUKA U MONb30BATENN CTOPOHHEN OpraHu3auun

Oorosopa NOIMKHBI cornacoeBaTh ¥ MOANUCATL YCMOBUR CBOEro TPYAOBOIO AOroBopa, |
B KOTOPOM YyCTAHOBMNEHbl UX OTBETCTBEHHOCTb U OTBETCTBEHHOCTL Opra-
| HM3aUWNM OTHOCUTENbHO MHPOPMaLMOHHOW Be3onacHoCTy

|

A.8.2 PaboTta no TpyaoBoMy [orosopy

|

Llernib: OBecneynTs YBEPEHHOCTb B TOM, YTO COTPYAHMKK, NOAPAOUVKA U MNOMb3oBaTENW CTOPOHHER OpraHu3aunn |
ocBefoMAeHbl 06 yrposax u npobnemax nHopmaLMoHHon beaonacHocT, 06 Ux OTBETCTBEHHOCTU U 0bsizaTenbeTBax,
O3HaKoMNeHbl C npasunamMu 1 obydeHbl npoueaypam ona nogaepxaxvsa mep esonacHOCTM oprasnianym Npy BbINOJ-
HEHWUWN UMW CBOUX CAYXEDHBLIX 06A3aHHOCTEN U AN CHMMKEHUA PUCKA YenoBeYeckoro gakropa Ans UHPOPMaUNOHHON

besonacHoOCTH |

A.8.2.1 O653aHHOCTN  PYKO- PykoBOACTBO OpraHu3aLuu HOrKHO TpeGosaTb, YTOBbI COTPYAHUKM,

BOOCTBA - NOAPAAYMKMA M NONb3OBATENN CTOPOHHEW OpraHusauun ObiNnvu 03HaKOM-

~ NeHbl C NpaBunamun 1 npodeaypamu obecneyeHns Mep 6esonacHocT B

. COOTBETCTBUW C YCTAHOBNEHHbIMU TpeBoBaHNAMN |
i A.8.2.2 OcBeOM/IEHHOCTb, | Bce coTpyaHukn oprasunaaumm u, npn HeobxoanMocCcTh, NOSPSAYNKU Y
1 oOyyeHve n nepenoaro- | NONbL3CBaTENN CTOPOHHUX OpraHmn3aumini JOmKHb!I NPOXOAUTE COOTBETCT-
| ~ ToBKa B 0bnacTtu nHgop- | sylowee obyyeHne U NepenoroToBKy B LENSAX perynspHoro nony4YyeHus
 MauuoHHOoK BesonacHoc- | nHdopMaumn o Hosbix Tpebosannax npaswn U npoueayp oprarusauuy

! 6e30MacHOCT, HEeoBXOOMMbIX ANS BbINOMHEHUA UMW  OOMKHOCTHbLIX |

| byHKLMA

A.8.2.3 OucumnnnuHapHas K coTpypHukam, CoBeplwmMBLUMM HapylleHue TpeboBanwuit Gesonac- |
g NpaKkTUKa ' HOCTW, NOMKHa ObiTb NPUMEHEeHa AUCUMNNUHApHas MpaKkTuka, yCcTaHOoB-

' NeHHasn B opraHusaLui

A.8.3 YBonbHeHue UM N3MeHeHWe TPyaoBOro Qorosopa i

Liens: OBecne4ynTe yBEpEHHOCTL B TOM, YTO COTPYAHWKW, NOAPAOYMKA U NONb30OBATENIM CTOPOHHEN OpraHuaaunn |
yBEOOMMEHbI 00 YBOMBHEHMUW UMW U3MEHEHWUU YCROBUA TpYOOBOro OOFOBOPA B COOTBETCTBUU C YCTAHOBMIEHHbLIM |

 NOPSAAKOM
: . | - E . - e

A.8.3.1 OTBETCTBEHHOCTb MO | OTBETCTBEHHOCTL NO OKOHYaHWK AeNCTBUA TPYAOBOro A0rosopa gonx-

| OKOHYaH MWK OenucTemna | Ha ObITb YeTKO onpedeneHa N yCTaHoBNeHa

i - TPYAOBOTO JOr0BOPA B _ | _ |

A.8.3.2 BoaBpaTt aKkTUBOB CoTpyAHUKW, NoapsaunKyM M NoNb3aosaTenin CTOPOHHEW opraHu3aunun |
00A3aHbl BEPHYTb BCE aKTUBbI OPraHu3auny, Haxoaoswmnecs 8 X nonsb3ao-
. BaHW4 (BnageHuu), No UCTEUYEHWUU cCpoka NEeACTBUSA TPyAOBOro Aorosopa

U cornatleHms (yBonbHeHue)

A.8.3.3 ‘ AHHynposaHwe npas [1pasa pocTtyna K uscopmanmm 1 cpeacrsam 06paboTkn nHdopmaumn
| pocTyna COTPYAHUKOB, NOAPSAYMKOB U Nonb3oBaTtenen cTopoHHe opraHuaaluu
| - JOMKHb! ObITh @HHYNUpPOBaHbl MNWM YTOUHEHbI MO OKOHYaHUU REeACTBUSA

TPYA0BOro goroeopa (yBonbHeHUe)

12

1 .

) Moa cnoBoOM «TPYAOYCTPOUCTBO» (employment) 3aech NOHATLI cnefylowmue cutyauun: npueM Ha paboty (Bpe-
MEHHYI0 MM NOCTORAHHYI), Ha3Ha4YeHne Ha JOMKHOCTbL UNKU nepesoa Ha ApYryro AOMKHOCTb, NepeodopMNeHne KOHTPaK-
TOB NNY aHHYNUpPOBaHKE KakKux-nubdo 13 aTux cutyaLmn.
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A.9 duanmveckas 3aWMTa U 3alNTa OT BO3AENCTRUA OKpYXalollueH cpeabl

A.9.1 OxpaHsieMble 30HbI

Llens: [NpegoTBpaware HeCaHKLMOHMPOBaHHbIE (PU3NYECKUIA OOCTYN, NOBPEXAEHNE ¥ BO3AENRCTBUSA HaA NOMELLEeHUS

A.9.1.1

¥ MHOPMALIMIO OpraHn3aumm

[NepumeTp oxpaHge-
MOW 30HbI

[1na 3awnTbl 30H, rge MMetTcs nHdopmauna u cpeactsa obpaboTku
nucbopMaumn, DoMKHbI BLITh NCNONBL3OBAHL! NEPUMETPLI OXPaHAEMbIX 30H
(Bapbepbl, TaKMe KaK CTeHbl, NpOXogHble, 0OOPYAOBaHHbLIE CpeacTBaMu
KOHTPONA BXOZa No WMOeHTUPUKALMOHHBIM KapToMKam, wiw, rae npeay-
CMOTpPEH, KOHTpONb COTPYAHUKA PErMCTPaLMOHHON CTOMKMN)

A.9.1.2

KoHTpons gocryna B
OXpaHAeMyHr 30HY

L

OxpaHsemas 30Ha [Jo/mkHa ObiTh 3alyileHa COOTBETCTBYIOLLIMMU
CpedcTBaMn KOHTPONSA Bxo4a, npeanonarawwumy obecneqmnTs yBepeH-
HOCTb B TOM, YTO TONbKO aBTOPW3OBaHHbBIK NEpPCcoHan MoOXeT NOAYYUTh |
OOCTYM B 30HY

A.9.1.3

ObecnevyeHne 0Oe30-
NacHOCTKU 34aHnn, nNpo-
N3BOOACTBEHHbLIX TMOMe-

TpeboeaHus Kk obecnedeHutd uandeckoit He3onacHOCTU 3aaHUN,
NPON3BOACTBEHHLIX NoMelleHnn u obopynoBaHua AomkHbI ObiTh pas-
paboTaHbl U peann3oBaHb

prary

AS.14

LweHnn n 060opyaoRaHUA

3alnTa OT BHELIHUX

YIPO3 ¥ Yrpo3 CO CTOPO- |
Hbl OKpYXatoLLeu cpep!

a— [T

TpeboBaHns k obecnexweHnio huamHeckon 3aWwuTbl 30aHUA, NPOM3-
BOOCTBEHHbIX NoMelieHn # o0OpydoBaHns OT HaHecewusa yulepba B
pesynsTate noxapa, HaBOAHEHWS, 3EMNETPACEHUA, B3pbiBa, obulecT-
BEHHbIX Decnopsgkos U Apyryux NMPUPOLHbLIX U @aHTPONOreHHsIX akTopoB
OOMKHbE ObITe pa3paboTaHbl M peanns3oBaHb!

BbinorineHve paboT B
OXpaHAeMbIX 30HaxX

TpeboBaHus NO (bU3MHECKOR 3aLUMUTE U PEKOMEeHAAuWV MO BLIFOM- |

HEHWIO PABOT B oXpaHAEMbIX 30HaX OOMKHBLI ObiTh paspaboTaHbl U peanu-
30BaHbl B MHCTPYKUMAX

30HLI  ODUlEeCTBEH-
HOro AocTyna, npuema v
OTIPY3Kkn MaTepvanbHbIxX
LIeHHOCTE W

Mecta gocTyna, Takue Kak 30HLI ipuemMa, OTIPY3KU MaTepuansHbIX |
LLeHHOCTEW U Opyrne MecTa, rie HeaBTOPU3OBaHHbIE Nnuila MOryt npo-
HUKHYTb B NoOMelleHUs, A0MMKHbI BbITh NoA KOHTPONEM U, NO BO3IMOXKHOCTH, |

. AOMKkHbI BbITbL M30NUpoBaHbl 0T cpeacTB obpaboTkn UHhoOPMaUuM BO

nibexxaHne HeCaHKUMOHNUPOBAHHOIC A4OCTYNA

A.9.2 be3onacHocThL OOOPYAOBAHNA

Llens: MpenoTepawarts NOTepio, NOBPEXOEHMs, XULLeHWE UM KOMNPOMETaUuIi0 aKkTUBOB W npexkpalleHue nes- |
TENbHOCTN OpraHn3aLmm

A.9.2.1 PazMveweHve u 3a- | OobopyaosaHue AOSKHO ObITh pasMelleHO M 3alulieHo Tak, |4ToObl
lnTa obopynoBaHus YMEHbLWWTL PUCKN OT BO3JEACTBUA OKpYXalolueh cpebl M BO3MOXHOCTY
HecaHKLMOHMPOBAHHOMO OOCTYNA
A.9.2.2 BcnomoraTensHble | Obopynosanve HeobxoauMo 3atlntilate oT nepeboes B Nofave InexT-
| ycnyrw po3aHeprun u apyrux cboes, CBA3aHHbLIX ¢ 0TKa3damu B obecneveHnun BCNO-
- L o h MoratenbHbiX ycnyr __ B _
A.9.2.3 beaonacHocTb Ka- Cunosble n TeNeKOMMYHWKaALMOHHBLIE KabernbHbie ceTh, NO KOTOPbIM
. benkHoN cetu nepepalnTcs faHHble WY NoAAepXKUBATCA MHbopMauUOHHbIE YCIyIU,
i HeobXx04MMO 3aluLiaTh OT NnepexsaTta HbopMaun UK NOBPEXOEHWA
|
i A9.2.4 TexHuueckoe obcny- JloMKHO NpoBOAUTLCH HapneXallee perynapHoe TexHuueckoe obeny-
Xusanue obopynosaHus -~ KnBaHve obopygoBaHus Ans obecnevyeHuss ero HenpepelBHON paboTo-
CMOCOBHOCTU N COXPaHHOCTH )
| A.9.2.5 ObecneveHne bBeso- [Tpy oBecneueHnn DesonacHoCTV 0BOPYACBAHUA, UCTIONB3YEMOr0 BHE
nacHoctn  oBopyaoBa- | MecTa ero NOCTOAHHOM 2KcnnyaTauun, OoMKHbI BbiTb y4TEeHbl paanuyHble
| HWUA, KCNOMb3YEeMOro BHe | pUCKW, CBA3aHHbIe ¢ paboTon BHE NoOMeLLeHUA OpraHn3atum
noMeLleHny oprasusa-
LW B
| A.D.2.6 be3onacHaa yTunu- Bce KoMMoHeHTel 0O0OpyaoBaHUR, coAepXallne HoCUTeNnun OadHHbIX,
3aLlMs UMM NOBTOPHOE | AOrKHbI BbiTh NPOBEPEHbI € Lenblo YAOCTOBEPUTLCH B TOM, 4TO niobble
ncnonsL3osaHue o0bBOpY- | KoOHhKUAeHUNaNbHLIE AaHHbie W NULeH3noHHoe nporpaMmMHoe obecne-
[OBAHWA YyeHvie ObiNW yaanedsl unn ckonuposaHbl BesonacHuiM abpa3om 40 nX
yTUNN3aLunm (cnncaHmn) N
A9.2.7 BtIHOC MMyllecTsa C Obopygosaxve, NHOOPMaUUID UNKn nporpamMMHoe obecnedeHue go-

TepPpPUTOPUU
LiUU

opraHuaa-

NyCKaeTCH BbiHOCUTL U3 NOMeEUleHnA OpraHn3aun TOJNbKO Ha OCHOBaHWUM
COOTBETCTRYyoLlerc paspetllieHus
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A.10 YnpaBneHwe cpeACTBAMN KOMMYHMKALWA M nX (PYHKLUMOHUPOBAHNEM
A.10.1 SxcnnyaTtauynA cpeacTB M OTBETCTBEHHOCTb
Llenb: ObecneunTb Hagnexaiiee n 6eaonacHoe PYHKLMOHUpPOBaHNne cpeacTB 06paboTkn nHpopmaLnm
A.10.1.1 HokymeHTUpoBaHue OnepaunoHHbie npoueaypbl AOIMKHbI 4OKYMEHTUPOBATHCA, NOAAEPKM-
onepaunoHHbIX npole- | BaTbcs ¥ ObiTb AOCTYNHLIMYK ANSI BCEX aBTOPU30BaHHbIX NoMb3oBaTeneu
Oyp axcnnyatauuu
A.10.1.2 ynpaenesve uname- N3ameHeHUs B Kondurypaumsax cpegcrts obpaboTku vHdpopmauum wu
HEHUAMM cucTeMax AormKHbl BbITb KOHTPONMPYEMbIMMA
A.10.1.3 PaarpaHnyeHune 0b6%5- Ob6s3aHHOCTM 1 0DNacT¥ OTBETCTBEHHOCTM AOMXHbLI BbITh pasrpaHu-
3aHHOCTEeW YeHbl B UENAX CHWXeHUa BO3MOXHOCTEN HEeCaHKUMOHWUPOBAHHOW WIw
| HenpegHaMepeHHoU mopudukauun, wunu Heuenesoro UCnonb3oBaHWUA
| aKTUROB OpraHn3aumn
A.10.14 | PasrpaHuveHue Cpefnctsa pa3paboTku, TecTUPOBaHUS U 3KcnnyaTauun 40MKHbI BbITh
CpefcTB paspaboTky, | pasrpaHnyeHbl B LIEensX CHKEHN pUCKa HeCaHKUMOHWPOBAHHOIO JoCTyNa

{
!
i
i
l

TeCTUDOBAHUA 1 JKCTITY-
araummv

Uit MaMeHeMuss onepaumoHHOW CUCTEMbI

e et - s A

A.10.2 YnpaBnexwue NOCTaBKkOM ycnyr nuuamu wWunm cTopoHHUMHU OpraHn3annaMn

— PRy P E—r— ———

Llens: Peanuzoratb 1 nopgaepxmnearte TpebyeMbit ypoBeHb MHPOPpMALMOHHOW 6€30NacHOCTU U OKa3aHWA yenyr B
COOTBETCTBUM C gorosopamu 06 okaszaHwin YCiyr CTOPOHHUMUK opraHM3aumamMy (BHeWHUMKU nuuaMn n/unm opraHm-

ol mmlell room il r e S -'JL-----\-r\.ll.l--.r.. - -t oam o

. 3@aHUU CTOPOHHUMU Opra-

i

|
i

HU3AUMAMW  yCiiyr Mo
obecnevyeHuo 0Oe3onac-
HOGTU

3aunsamun)
| ! " -
A.10.2.1 OkasaHue ycnyr [omkHa BbITb 0becneyeHa yBepeHHOCTbL B TOM, YTO Mepbl YNpasneHns
UHDODPMALUVOHHOW BE30NacHOCTLIO, BKNIOHEHHbIe B A0IOBOD 006 0Ka3aHuu
yCIlyI CTOPOHHEW OopraHvu3aunn, peannioBaHbl, PYHKLUMOHUPYKOT U Noa-
. AepXvBalTcsa CTOPOHHEW OpraHm3aumen
- A1022 MOHUTOPMHI ¥ aHa- Heobxoanmo perynapHo npoBOSUTb MOHUTOPUHP, ayauT n aHanua
N3 yCNyr, OKasbiBaeMbIX | yCIyr, OTYETOB U aKTOB, 0becnevMBaeMbIX CTOPOHHEN opraHn3almnei
.~ CTOPOHHUMM nuiamm |
. Wunu opralnaaumamm )
) 1 -
A.10.23 | ameHenus npu oka- i NameHeHns npwn okasaHuum ycnyr no obecneveHuio HesonacHOCTw,
|

BKNIOYas BHegpeHne Y CoBepLUeHCTBOBaHUE CYLLEeCTRYIOLWUX Tpebosakun,
npouenyp v mep obecnedeHnsa MHDOPMaALNOHHON BE30NacHOCTH, AOMXKHbI
BbITh YNPABASEMbBIMU C YUETOM OLIE@HKWN KPUTUYHOCTHU CUCTEM M NMPOLECCOB
BuaHeca, a TaKkke pe3ynbTaToB NepeoLeHKkn pUCKoB

[ T

A.10.3 MNnannposaHvie NPOM3IBOONTENLHOCTA U 3arpy3kn CUCTEM

Lenb; CBecTu kK MMHUMYMY puck cboeB B paboTe cuctem

A.10.3.1

A.10.3.2

YnpasneHue npowus-
BOAWTENLHOCTLIO

—_——

[punemka cuctem

|
S S
E
!
i
i

o Y

A.10.4 3awnTa oT BPp€AOHOCHOIO Kofa 1 MOBUNbHOro Koaa

!

el

Heobxoanmo OCywecTsNATL NPOrHo3NpoBaHne, MOHUTOPUHI 1 KOPPEK-

. TUPOBKY NOTPEOHOCTU MOLLIHOCTM CUCTEMb! Ans obecnedyeHna TpebyeMon

ee Npov3BoOAUTENLHOCTY

- —— T TE EE W B il e— i ——— - [T o -

[lomkHbl ObIThL ONpefenexHbl KPUTEPUN MPUHATUS HOBBLIX U MOOEPHN-
3MPOBAHHbLIX WHMPOPMALMOHHBIX CUCTEM, HOBBIX BEPCUW NPOrpammHOro
obecnedeHun, a Takke NpoBeaeHo TecTuposaHe CUCTEM B Npotllecce UX
Pa3pPaboTKN U NpUEeMKU

o —— wanT— —rT —_r

Llens: 3awmiyaTs UenoCTHOCThL NPOrpaMMHoOro abecnedyeHusa u MaccuBos MHAOPMAaLIUK

NormxHbl ObITh peanu3oBaHbi MePbl NO OOHApPYXEeHWH, nNpepoTBpa-

14

OMNbHOMO Koaa

|

I

A.10.4.1 Mepbl  3alinuTbl OT |
BpeOHOCHOIo Koga WEeHUI0 NPOHWKHOBEHUS U BOCCTAHOBMEHUIO Nocne NPOHUKHOBEHWA Bpe-
i OOHOCHOrO Koga, a Takke AOMKHblI ObITh yCTaHOBNEHbl Npoueaypb!
obecneyeHnn COOTBETCTBYIOLLEND ONOBELLUEHUA NOMNb30BaTENEN
 A10.4.2 Mepb! 3al{UTh! OT MO- Tam, roe paspelieHo WCNONL3oBaHWe MOBUNBLHOro koaa, KoHpUry- |

pauus CUCTEMbl A0NXHA obecnevyusaTh YBEPEHHOCTb B TOM, YTQO aBTOpU-
30BaHHbIN MODBWNBHBIA KOO DYHKUNOHUpYET B COOTBETCTBUN C YETKO ONpe-
neneHHon nonnTUkon BesonacHoCT, a UcrnonHeHne onepaunm ¢ NCNosb-
30BaHWEM HEaBTOPU3OBAHHOIO MOBUNBHOMO Ko4a DyAaeT nNpeaoTepauieHo
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A.10.5 PesepBuposanue

Uenb: MNopoepxueaTte LENOCTHOCTL U AOCTYNHOCTb WHpOpMaLMK U cpeacTs 0bpaboTku nHhopmaLmm

A.10.5.1 PesepsupoBaHue uH- Pe3epBHbie KONnn nHdopMaymm 1 nporpaMmMHoro obecnevyeHus nonx-
chopmaLmn Hbl CO3/1aBaTLCA, NPOBEPATLCH U TECTUPOBATLCSH Ha PErYNAPHOW OCHOBE B
| COOTBETCTBWW C NPUHATLIMU TpeboBaHUAMK pe3epBupoBaHUA

A.10.6 YnpaBneHue 0e30nacHOCTbIO CETH

Uenb: OGecneynTs 3aiUTy MHPOpMaL U B CETAX U 3aWUTy noaaepXuBaioLlie NHpacTpykTyps!

A.10.6.1 Cpencrea KOHTPONS CeTy AornxKHet ObITh 8AEKBATHO YNPaBNAEMbIMM U KOHTPONNPYEMbIMU B ’
CeTh Lensax 3almTbl OT YTpo3 U noggepKaHua 6e3onacHocT CUCTEM U NPUno- |

| YKEHUW, NCNONL3YIOLLNX CETh, BKNIOHAA MHMDOPMaLMID, NEpeaaBaeMylo No
CeTaMm

e —

A.10.6.2 be3onacHOCTbL ceTe- Mepbl obecrnedennn 6e3onacHOCTU, YPOBHU 0BCNYXUBaHUA ANA BCEX
BbIX CEPBUCOB ceTeBbIX yenyr u TpedboraHUs ynpaBneHUs AoMmkHbl ObiTb onpeaenerbl w
BKNIOYEHb! B NoHOU 4OTOBOP O CETEBbIX YCNYyrax He3aBsMCUMo OT TOro, npe-
AOCTaBNAKTCA NU 3TU YCNYrM CBOMMK CUNaMy WM CTOPOHHEW opra- |
HU3aLnen |

_—

A.10.7 ObpawieHne ¢ HoCUTENAMK nHopMaL K

Llenk: penoTepatuTe HECaHKUMOHWUPOBAHHOE pasrnaweHue, Moandukaunk, yaaneHue unv YHUUTOXEeHUe
| aKTUBOB U NpepbiBanne BuaHec-NpoLeccoB

A.10.7.1 YnpasneHme Chbem- [INA ynpaBneHns CbeMHbLIMU HOCUTENAMMK MHDOPMALIMA OOIMKHB! Cy- |
| HbIMW HOCUTENAMW UH- | LIECTBOBaThL COOTBETCTBYIOUIME NpoLenypb
| dopMaymn

A.10.7.2 YTunnaauma Hocure- Hocutenn nHbopmaumn, korga 8 HUX Bonbwe HeT HeobxoanmocTy,

nev wHghopmauun OOMKHBbI BbITb HAAEXHO U He3onacHO YTHNU3npoBaHbl C NOMOLLLID GOOp-
| MannU30BaHHLIX npoueayp
| A.10.7.3 [pouenypbl  06pa- a [na obecneueHna 3alimMTel HPOPMaLIMN OT HECAHKLIMOHNPOBAHHOID
6oTKKU uHpopMaL DACKPLITUR UMK HEMPaBUNLHOIO WUCNONB3OBAHUA HEOOXOAUMO YCTaHo-
BUTb Npoueaypbl 06paboTkn n xpaKesuns NHHOpMauunn
A10.7.4 be3onacHoCTb  CUC- CucremHasn OKYMeHTauus Ao/pkHa ObiTh 3alUMWEHa OT HEeCaHKUMWO- |
TEMHOW OOKYyMEHTaL U HUPOBAHHOIC 4oCTYNa *

A.10.8 O6meH nHchopmaLmen

Llene: MNonnepxuBate 6e30NacHOCTh MHOPMaLWUK 1 NPOrpaMMHOro obecnedenusa npu obmeHe BHYTPWU OpraHu-
3aL{MN U CO CTOPOHHUMM OpPraHu3aL MMM

A.10.8.1 NMonntukn ¥ npoue- FONXHb cylecTBOBaTh (hopManuioBaHHbie npouenypbt, TpeboBaHnA
aypbl obmMeHa UHMOpMa- | 1 Mepbl KOHTPOnNsA, obecnevusaolMe saluTy obmeHa nHgopmaumnen npu
el NCNONb30BaHWU CBA3U BCEX TUMOB

A.10.8.2 CornaweHna no o06- Mexpy opranu3auuein U CTOpOHHUMMK opraHu3aumnaMm AOIKHb! ObITh |
MeHY nHdopmMaumen 3aKniouveHbl cornaweHna no obMmery nHopmMavuen u NporpaMmmHeiM obec-

neYeHnem

A.10.8.3 3awurta usnyeckmux | Hocutenn mRdbOpMaUmMn JOMKHLI BbiTh 3awpilleHbl OT HecaHKUMOo-
HOCUTEenen nHPOPMaLIUKM | HUPOBAHHOrO A0CTyNa, HEMNpPaBwbHOrO WUCNOMNL3OBAHMA UNU NOBPEX- |
NPWU TDGHCNOPTUPOBKE | HEHUS BO BPEMSA WX TPAHCNOPTUPOBKM 3a npegenamu TeppuTOpun

opraHusauuu o

A.10.84 SNEeKTPOHHbIN OOMeH MHdbopmaumnsa, ucnonbayemas B 3NeKTPOHHOM 0bmeHe coodbleHnamu,
coobLeHnamn OOMXHa ObiTh 3aWMlleHa Haanexalwmm odpasom |

A.10.8.5 Cuctembl  BU3HEC- Tpebosanuga ¥ npouenypbl QOMKHLI BbiTh paspadoTaHbl ¥ BHeapeHbil
nHOPpMaLnNKn Anst 3awuTbl MHQOPMAaUKUN, CBA3AHHOW C B3auMogenucTBMEM cCUCTeM Dua-

' Hec-UHopMalLiuu

A.10.9 Ycnyrn 3aneKrpoHHOM TOProsnv
Lenb: Obecneunts 6€30nacHOCTb YCIyr INEKTPOHHOW TOProBny U ux besonacHoe UCNoNbL3oBaHue

A.10.9.1 IJNeKTpoHHaa  Top- UHdhopmauuns, UCnonb3yeman B aNeKTPORKHONW TOProene, npoxoasuan
rOBNA | o obleaoCcTYNHBIM CETaM, A0MKHA ObiTh 3auuiieHa oT MoLLeHHU1ecTsaa,

ocnapyvBaHUA KOHTPAKTOB, & Takke OT HeCaHKUMOHMPOBAHHOrQ pasrna-
LUEHUA U MOAUTDUKaLINA

15
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el —r

NMudopmauna, ncnonbiyemas B TpaHCakUMAX B PEXUME peansHoro
BpeMeHU (on-ling), AomkHa ObiTs 3allulieHa Ans npepoTspalleHus
HENONHOW nepeliayun, HenpasuNbLHOU MapLUpyTU3aLUUMKU, HeCaHKLNOHUPO-
B&AHHOIo UamMeHeHus cooblueHni, HeCaHKLMOHNPOBAHHOMD pasrralleHns,
HEeCaHKLIMOHUPOBAHHOIO KONMMPOBAHUA NN NOBTOPHONO BOCNPOU3BEAEHUR

—— L E—_.

A.10.9.2 | TpaHcakuynum 8 pexum-
. M€ peanbHOro BpeMeHWU |
(on-line)
a B coobLLeHuA
A.10.9.3 ObwenocTynHas WH-

dopMaums

WHbopmauus, npenoctasnsieMas udepes obulefoCTyNHyIO CUCTeMy,
AcnxHa 6biTb salnleHa 0T HecaHKUNOHUPpOBaHHOW MOauguKaLnm

A.10.10 MoHwnTOpPWHHI

Llens: O6HapyxuBaTh HECaHKUMOHNPOBaHHbIE AENCTBMSA, CBA3aHHbIe ¢ 06paboTkoin MHPopMaLIK

i

—_——

[omkHb! ObITh 0DecneveHbl BeAEHWE U XPaHeHne B TeyeHune onpene-

[P P P— '-"*-\."h uty,
R T .

A.10.10.1 | Begenue xypHanos
| ayguTta IeHHOTO Mepuoa BpeMeHU XypHanos ayanTa, perncTpupyowmnx gencr- |
BUR NONb30BaTeneun, HewTaTHbie cuTyaumm u cobbitus MHoOpMaLUMOHHOMN
’ BeaonacHoCTH, B Lensix nomoLln 8 dyaywmx paccnenosaHusix v npose-
I
| AeHUN MOHUTOPWHIA KOHTPOSA A0CTyNa
_ | e o esrr - |
A.10.10.2 MOHWUTOPWHI “ChONb- | HomkHbl BbITh YCTAaHOBNEHb! NPOLIeaAYphLl, N03BONSOUINE BEBCTU MOHU-
i 30BaHUs CpeacTB obpa- | TOPUHE U perynspHbii aHanu3 pesynsTaToB MOHUTOPUHIa NCNOMNb30BAHUR
I BOTKK uHOpMaLUH | cpeAcTs oﬁpaﬁmm MHCbOPMEHHM
A.10.10.3 | Jawnra uMHpopma- : Cpepcrea perucTpaumm um MHd)OpMaU,MFI XYPHaNo8 perucrpaunm onx-
. UMW XXypHANoB perncrpa- | Hol bbiTh 3alMUeHbl OT BMeLWaTenbCcTBa U HeCAaHKUNOHUPOBAHHOIC A0C-
. Unn Tyna
| | )
- A10.104 XKypHanb! permcrpa- [dencTtBmna cUCTEMHOrO agMUHUCTpPATOpPa U CUCTEMHOro oneparopa
g UM  JencTBvni  apgMn- | AONXKHbLI ObiTh perucTprpyemMmbimm
‘ HUCTpaTopa wu onepa-
TOopa
A.10.10.5 PEFMCTpauMﬂ Heune- HewcnpaBHocm BOMKHB!I BbITb SaperMCTpMpOBaHbl ApoaHanuanpo-
npasHOCTEW ‘BaHb! W yCTpaHeHsb! ;
A.10.10.6 CuHXpoHuaaLma va- “ackl BCeX COOTBETCTBYIOWMUX CUCTEM oﬁpaﬁon{m nHcbopMaLun B |

COB

. npegenax opraHu3auuy U oxXpaHaeMomn 30Hbl A0MKHbE BbiTb CUHXPOHM-

i 3NpOoBaHbl C NOMOLWbIO EANHOIO NCTOYHUKZ TOYHOTO BPEMEHN

—— e s el | ol e —

A.11 KonTponk gocryna

A.11.1 buaHec-TpebOBaHUA K KOHTPONIO O0CTYNA

Llenb: KoHTponupoBeaTtk AQCTYMN K UH(pOpMaLUK

A11.1.1

ool | - - =

- —r_Tmrm -

MNonutuka KoHTpoONA |
~AocTyna

| Nonutunka KOHTpOﬂH AocTyna AomMKHa 5blTb ycraHOBne-Ha U JOKYMEH-

| TUpOBaHa ¢ y4eToM noTpebHocTen BusHeca v 6e30nacHOCTU MHGOPMaLNK |

j

A. 11 2 anaaneﬂue AOCTYNOM NONbL30OBaTelNick

Liens: TpegotBpatnts HECaAHKUMOHUPOBaHHLIA JOCTYN nonsk3oBatener K MHpopMaunoHHbLIM cucTtemam n obec-
NevyuTb aBTOPU3OBAHHLIW [OCTYN NOSb30BaTENen K 3TUM cucTemam

— ——u — - e ra——— — ey - T T E—— ——— ]

!

A.11.2.1 Peructpauus nonb- | HomkHa ObiTh ycTaHoBneHa dhopmanuicBanHHas npouenypa perucr- |
30BaTenen paLun U CHATUA C perncrTpauim nonb3oBaTerien Ang npenocTtaBneHns 1 |
. OTMEHbi AOCTYNa KO BCEM UHPOPMALIMOHHBLIM CUCTEMaM U ycnyram
A.11.2.2 YnpapneHve npuBn- [lpepnocTasnexdne n MCnonb3oBaHve NpuBMNEernn A0MKHO OblThb orpa-
. nerusiMu HUYEHHBIM K KOHTPONTUPYEMbIM
A.11.2.3 YnpasneHue rnapons- [MpepocTasnerune naponen oMmKHo BbiTb KOHTPONUPYEMBIM NOCPeacT- :
MW NoNb3oBaTenew BOM (popManmaoBaxHoro npouecca ynpasnexsus
A11.2.4 MepecMmoTp npas | PykoBOACTBO ACMKHO NMEepuoandecku OCyLLecTBNATL NepecMoTp npas

. [4OCTyna nonL3oBaTenen

A0CTyNna nonb3oBaTenen, UCnonbays hbopmMmanuaoBaHHbIM npouecc

A.11.3 OTBeTCTBEHHOCTL NONb30BaTEeNneMn

Llenw: MpenoTepaulaTe HECaAHKLUWMOHUPOBAHHLIM OOCTYN NOML3oBaTenen, a Takke KOMNPOMETALWIo UMK Kpaxy

MHOPMaLK M CpeLCTS oépgﬁmm uHopMaLIuK

A.11.3.1

16

Achonk3ogaHne na-

posien

— - r— - e, e - _— - r—

[lonb3oBaTenn AoMmkHb! cobnoaaTte npaesuna 6e30NacHOCTU NPYU Bbl-
- Bope u ncnonb3oBaHKuK Naponew

—
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A.11.3.2 O6opynoeaHue, OC- [lonb3oBaTen LOMKHbI ofecneunBaTe COOTBETCTBYIOWYK 3aLLNTY
TaBNeHHOe nonb3oBare- | 0bopyaoBaHns, OCTaBneHHoro 6e3 npucmoTpa
nem 6e3 npucMoTpa

A.11.3.3 MpaBuna  «YUCTOro [omkHb! BbITb NPUHATLI NPABUNA «HUCTOrO CTONA» ANs AOKYMEHTOB Ha
CTONa» W «MUCTOrO 3Kpa- | ByMaxHbIX HOCUTENAX N CMEHHBIX HOCUTENEN AaHHbIX, a TaKkKe NpaBuna
Ha» «4YUCTOro 3KkpaHa» ans cpeacrTs 06paboTkn uHopmaumnm

A.11.4 KoHTpOonb ceTeBOro AOCTYNA

Llenb: MpegoTBpaTuTs HECaAHKUMOHUPOBAHHDbIK AOCTYN K CETEBbIM CEPBUCAM

3auun B ceT!

A.11.4.1 [MonnuTUKa B OTHOLLE- [Tonb3oBaTenaM cneayeT NpefoCTaBnATh AOCTYN TONLKO K TéM YCny-
HUA UCMONL3OBAHWUA Ce- | ram, NO OTHOLUEHKIO K KOTOPBIM OHM CrneumanbHo Bbiiv aBTOPU3OBAHD!
TeBbIX YCNyr
A.114.2 AyTeHTudukaymus [ns KOHTPOMA [OCTYNa yaaneHHblX Nonb3oBaTternen A0MKHb! ObiTb
nonb3oBarteneyu ans NPUMEHEHbB! COOTBETCTBYKOLLUE MEeTOObL] ayTeHTUUKaL N
BHELUHWUX COeAUHEHUN
A.11.4.3 NoerTndukanmua ABTOMaTHYyecKas naeHTubmkaumsa obopynoBaHus OOMmKHA paccmar-
obopynosaHua B CETAX PUBATLCH KaK CpeICTBO ayTEHTU(PUKEL UM COEANHEHNI, OCYUIECTBNSEMbIX
C onpedeneHHbiX MECT U C onpefenerHsM obopyaoBaHmuem
. A1144 3awmra AnarHocTu- CUINMECKUU N NTOTUHECKNN OOCTYN K NOPTaM KOHMUrypaunu v avar-
YECKUX WU  KOH(Urypa~ | HOCTUKU AOMKeH ObITb KOHTPONVPYEMbIM
UMOHHLIX TMOPTOB Npw
H yaaneHHoM goctyne
A.11.4.5 [puHUMn  pasgene- B cetax QomkHbl ObiTb NPUMMEHEHbI MPUHUMNBLI pasaeneHns rpynn
i | HUA B CeTAX MHMOPMALIMORHBIX YCNyT, NoNb3oBaTeney U UHPOPMaLMOHHbIX CUCTEM
A1146 | KoWwTponb ceTesbiX | [ogkniotieHne nonb3oBaTtene K COBMECTHO MUCMAOMb3yEMbIM CETAM, !
CoeJUHEHUIA 0Cco0eHHO K TeM, KOTOPbIE BbIXOLAAT 3a TEPPUTOPUID OpraHm3aunmn, Heob-
XOAUMO OrpaHu-mMBaTh B COOTBETCTBUU C NONMWUTUKON KOHTPONA JOCTyna u
TpeboBaHnaMK BuaHec-npunoxenun (cm. A.11.1)
A.11.4.7 KOHTpONL MapwpyTu- | NomkHbl 6biTh BHEeAPEHbI cpeacTBa ypaBneHus v KOKTPONR! MmapLupy-

TM3aUnn B CETHU C UeNbI UCKNIOYNTb HapyLLIEHUA NPpaBusT KOHTPONA QOCTY-
Na Anst BUIHEC-NPUNOXERUI, BLI3bIBAEMbIE COEBAUHEHUAMU N NOTOKAMM
MHPOPMaLIUN

———

A.11.5 KoHTponeb gocTtyna K onepauMoHHOK cucteme

Uenw: NpeaotepaTtuTh HECAHKUMOHUPOBaHHBLIA AOCTYN K OnepaLlmnoHHbIM cucTemMam

MEHU COeAUHEHUS

A.11.5.1 besonacHble npoue- KonTponb 4OCTYyNa K onepaunoHHbiM cuctemam aomkex dbbitb obecne-
AYpbl perucrpalmn JeH HesonacHoOM npouenypon perncrpaumnm
A.11.5.2 NpeHTndukauus n Bce nons3oBaTtenn LOMKHLI UMETb YHUKaMNbHbIE uaeHTUugukaTopb! (ID)
ayTeHTUMUKaLUmMs nNoNb- | TOMNLKO ANst NEPCOHANBHOTO UCNONL3CBaHKWA, a ANA NOATBEPKAEHUSR 3a5B-
30BaTensd MEeHHON NMUYHOCTK NoNb3oBaTena AOMXHLI ObiTe BLIOPAHLI NOoAXOAALUIME |
MeTOAb! ayTeHTU(PUKALINK
' A11.5.3 Cuctema ynpaBne- CucteMb! ynpasneHus naponsMin OONMXKHbl ObiTb MHTEPAKTUBHLIMA ¢
HUA Naponammu obecneunBaTh BbiCOKOE Ka4eCTBC naponemn
— i -
A1154 Acnonb3oBaHue Cuc- icnonb3oBaHmne CUCTEMHBIX YTWUAWT, KOTOpble MOryT nNpeoaoneTs
TEMHbBIX YTUNKT cpeACTBa KOHTPOIA onepaunoHHbIX CUCTEM U NPUNOXXEHUK, HeOBXoAUMO
Orpaln4MBaTh U CTPOro KOHTPONMPOBaTh *
A.11.5.5 [NNepuonbl 6e3neuncr- HeobxoaMmo obecneynts 3apepLieHUe ceaHcos CBR3W Nocne onpe-
. BUA B CeaHcax CBA3W AeneHHoro nepuoaa 6esnencTsms .
A11.56 OrpanuveHue  Bpe- OrpaHuyeHne BpemMeHn coeaunHeHna JONMKHO ObiTh MCNONBL3OBAHO ANA

obecnevyeHUs JONONHUTENLHON HEe30NacHOCTU

A.11.6 KoHTponk aocTyna K NpUMKNaaHbiM cucTeMam u uipopmanmum

Uenb: MpeaoTBpaTnTb HECAHKUMOHUPOBAHHLIA OOCTYN K NMPUKNaAHbIM CUCTEMAM U UHDOPMaLUIA

A.11.6.1

OrpaHuyeHna QoCTy-
na K uHgopmaL

Noctyn kK nHbopMauun U OyHKLUAM NPUKN3AHLIX CUCTEM MNONbL30-
BaTtenen M obcnyxveaoliero nepcoHana gomxked OwiTh npepocrasneH
TONbKO B COOTBETCTBUAU C onpeaeneHHbIMU NONUTUKaMW KOHTPONS A0C-
TYNa
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[1pooorxeHue mabnuubi A. 1

A.11.6.2

N3onsauma  cuctem,
obpabaruiBaloOlLMX BaX-

HYtO MHpOpMaLMIO

Cuctembi, obpabaTbiBatolime BaxXHy MHPOpMaLUD, A0MKHLb UMETh
BblAENEeHHY0 (M30NPOBAHHYIO) BbIMUCTUTENbHYIO Cpeay

A.11.7 Paborta ¢ nepeHOCHbIMM YCTPOUCTBAMM U paboTa B AUCTAHUNOHHOM pexume

Lens: Obecneunts vHMOPMaLMOHHYIO De3onacHOCTb nNpu MCNornsL3o0saHU NEpPeHOCHbIX YCTPOUCTB 1 CpeacTs,
HeobxoaMMbIx ANs PaboThl B AUCTAHLMOHHOM pexiume

" LINOHHOM pexuMe

A.11.7.1 Pabota ¢ nepeHoC- Heobxoaumo nMeTh B Hanuumu PopmManu3oBaHHYI NONUTUKY ONA 3a-
HbIMU YCTPOUCTBaAMM LLNTbI OT PUCKOB NPU UCNONBb3OBAHUY NEPEHOCHbIX YCTPOUCTS
| N
A11.7.2 Pabora B AucTaH-

[Ona paboTb! B AUCTaHUNMOHHOM pexume Heobxogumo paspadoratb U |

peanu3oBaThL NONUTUKY, ONepaTUBHLIE NNaHbl U Npoueaypsl

L

e —

A.12 PaspaboTKa, BHeaApeHMNe n obcnyxnsaHne HHOOPMALIMOHHbLIX CHCTEM

CUCTEM

A.12.1 TpeboBaHua Kk 6beaonacHOCTN UHDOPMALIMOHHLIX CUCTEM

Llenk: ObecneunTts yBepeHHOCTL B TOM, YTO Be3onacHoCTb ABMNAETCH HEeOTheMSIeMbiM CBOWCTBOM BHEAPREMbIX
MHPOPMaLUOHHBLIX CUCTEM, U obecheunTt BbinoniHeHUe TpeboraHUK Be3onacHOCTU Npu pa3paboTke U akcnnyaTaunu

A12.1.1

AHanu3 N petanunaa-
- umst TpebosaHmnit Heaso-

MNaCHOCTHK

|—--— ——— e ——————— -
|
1

B dopMynuposkax Tpebosannidi busHeca Ons HOBbIX MHOPMaLNOH-
HbIX CMCTEM WMV COBEpPLUEHCTBOBAHMA CYLLECTBYIOLWMNX LOMKHbE ObiTh
OETanN3anpoBaHbl TpeboBaHusa De30NacHOCTH

PR, LS LR W T e iy — —

A.12.2 lIpasunbHas o6paboTka AaHHbLIX B NPUIOKEHUAX

a1 Chd ama w4 g

- —— —

Lienb: lNpepoTrBpatntst OWKNOKKW, NOTEPID, HECAHKUMOHWMPOBAHHYIO MOOAUMUKALUID UNKN HernpasuilbHOe WUCNOSb30-
BaHUe nHdopmauun B NpUNOXeHUaX

BxoaHble AaHHble 4NA NPUNoXeHuid OMKHbI ObiTh NOABEPrHYThi NPO-
Leaype NoaTBEPXAeHUs C LUeNbio YCTAaHOBNEHUA UX JOCTOBEPHOCTH

[nst OGHapyxXeHns nckaxxeHnn (owndbok nnn npegHamepeHHbiX LenCT-
BUiA) npu obpabotke nHopmauum B TpebosaHua K DYHKLUAM NPUNO-

- KEHWW JormkHbl ObiTh BKINKOYEHbI TPEOOBAHNS MO BbINONHEHUIO KOHTPOMb-

J— - —— - . T

NonxHbl BbITh onpepeneHdbl TpebosaHUs anst obecnedyeHns ayTel-
TUYHOCTA U 3aWUTbl LLENOCTHOCTU COODLLEHUA B NPUMNOXEHNRAX, a TakkKe
peann3oBaHbl COOTBETCTBYIOLLME CPEACTBa KOHTPONA

|
CTOBEPHOCTU BbIXOAHBLIX

NaHHbIX

A.12.2.1 [IpoBepka AoCTOBEp-
HOCTW BXOQHBIX AGHHbIX
- A1222 KoHTponb 0bpaboTku
. AaHHbIX B NPUNOXEHUAX
} %
* B | HbIX NPOBEPOK
 A1223 LlenocTHoCTE  coob- E
HIEHWA |
. — II . R — :
A.12.2.4 [ogreepxaeHne ao-

I

[laHHbie, BbiBOAVMbIE K3 NPUNOXEHNA, HeobxoanMO nogseprate NPo-
BEPKE Ha KOPPEKTHOCTh, HTOOkI 06€cnednTh yBepeHHOCTb B TOM, YTO 0bpa-
BoTKa nHOPMaL BbiNONHeHa NPpaBubHO

i, weirdie ¥ mir § ¢ v el B B B ek R TEE T e— — —

A.12.3 Kpuntorpathuveckne cpeacTsa 3aunTbl

Llenb: 3awmwaTs KoHaAeHUManbHOCTb, ayTEHTUYHOCTL UMW LEeNOCTHOCTE MHAOPpMaLMKM KpunTorpagpunyiecKkumm

. CpeacTBaMu i
i ?
i A12.3.1 MlonuTuka UCNOSb30- OomnHel ObiTe paspaboTaHbl M BHeapeHbl Npasura WCNoNb3OBaHUs )
BaHNUA kpuntorpahuye- | Kpuntorpadunieckmx CpeacTs 3awinTbl nHpopmaunm
CKUX CPefiCTB 3allUThl
A.12.3.2 YnpasneHue knoua- [na peanusauun opraHnusaumen KpuntorpadnHeckux MeToaos 3allu-

MU

[

Tbi OMKHA ObiTb UCNONb3ORaHAa CUCTEMa yrnpaBrieHnsa KninYyamu

A.12.4 beaonacHOCTL CUCTEMHbIX (hanknos

| .
f Llenb: Obecneunts 6€30NacHOCTL CUCTeMHbLIX thanos

[ R R J—
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A.12.4.1 KOHTpONE RNporpam- Heobxogumo obecnevnTs KOHTPONE: 3a NPOLECCOM BHeApeHUs Mnpo-
MHOro obecneyeHusi, Ha- | rpamMMHOTO obecnedyeHns B NPOMbILLNEHHYIO 3KCNNyaTaLuio
| XOOALLErocs B NPOMbILL-
. IeHHOW aKcnnyaTayunm |
A12.4.2 3awuTa AaHHbIX Tec- | [laHHbie TECTUPOBAHUS cneayeT TwaTeNbHo oTbupaTh, 3aliullaTh U
TUPOBAHUA CUCTEMDI KOHTPONPOBaTL
- A124.3 KoHTpone gocryna K LlocTymn K nCxoaHbIM Koaam JokeH BbiTs orpaHnyed
| UCXOOHLIM KoOaMm
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A.12.5 beaonacHocCTb B npoleccax paspadoTku n NOANSPKKN

Llenb: Mopaepxueats 6e30nacHocTs NporpammHoro obecneyedns NpUKNaaHbiX CUCTEM U COLAEPXaLLEUCA B HUX

—

nHdbopmaLmnn
A.12.5.1 Mpoueaypbl KOHTPO- BHecenune MaMeHeHMn QOorKxHO ObiTe NpoBEpeHO ¢ UCMONbL3OBAHUEM
A NIMEHEHUI COOTBETCTBYIOLNX (POPMANU30OBaHHbLIX Npoueayp KOHTPONA U3IMEeHEeHUIA
A.12.5.2 Texru4eckuin aHanus [1pDKU BHECEHUU U3MEHEHUI B OonepaunONHbie CUCTEMbI Heobxoanmo
NPUKNaAHbIX CuUcTeM | NPOBECTKW aHanu3 U TeCTUPOBAHUE KPUTUYHLIX BU3HEC-NPUNOXKEHUN C
nocne BHECEeHUA u3Me- | Lenblo YAOCTOBEPUTLCA B OTCYTCTBUMU HEraTMBHOMO BNUAHNA Ha paboTty u |
HEHWA B onepauuoHHble | Be30nacHoCTh opraHn3aLmum
CUCTEMBDI
A.12.5.3 OrpaHU4eHUSR Ha Heobxogumo uaberato moaudukaunit NakeTos nporpaMmm, a Bce Tpe-
BHECEHNE u3MeHeMun B | Byembie M3MEHEHUK] OOMKHbI NOANENETb CTPOrOMY KOHTPOMO
| NakeTbl NporpamMm
A.12.54 YTeuka uHopmaumu BO3MOXHOCTU ONsi yTeukn UHPOPMaLUKU AOMKHBI OblTe NpeaoTBpa- |
| LLIEHb! |
A.12.5.5 PaspaboTka npo- Paspaforka riporpammHoro obecnedeHns ¢ npupneyeHnem CToOpOHHUX
rPaMMHOro obecneveHua | opralmsauun 4omKHa NpPoBOAUTLCH N0, KOHTPONEM U NPU MOHUTOPUHTE

C npuBnevYeHuem CTo-
DOHHUX OpraHn3aumn

|
1

opraHnsaymm

A.12.6 MeHe)KMEHT TEXHUYECKUX YAZBUMOCTEW i

U,eﬂb: CHU3UTL PUCKW, ABNAIOLINECH Pe3ynbTaTOM UCNONL3OBaHUA OFIYSJ'III‘IKOBBHHHX TeXHU4YeCKUX YAa3BUuMOCTeNn

A.12.6.1

|

Ynpasnenve Texwuu-

4eCKMMN YA3BUMOCTAMU

| YCTPaHEeHUIO CBA3AHHOIO C HUMMN PUCKa

Heobxoaumo nonyvare cBoeBpeMeHHy0 UHDOPMaLMIO O TEXHUYECKUX
YAIBUMOCTSHEX UCNONb3yeMblX UHDOPMALMUOHHBIX CUCTEM, OLUEHUBATbL ONac-
HOCTb Takumx YASBUMOCTEN W NPUHUMATb COOTBETCTBYIOLLWE MEpPbI MO |

A.13 YnpasneHne nHungeHTamu UHGOpMaLMOHHON Be3onacHoOCTH

Ty

A.13.1 OnoBeuweHne 0 HapyweHUsAX U HepocTaTKax UHPOPMALUOHHON 6830NaCHOCTMH

Uene: OGecneuynTs 0NepaTtuBHOCTL ONOBELLEHNA O COOLITUAX MHMOPMAaLKOHHON Oe30NacHOCTU N HapyLUeHUAX, |
CBA3AHHbLIX C UHDOPMALIMOHHLIMU CUCTEMAMK, @ TaKKe CROEBPEMEHHOCTL KOPPEKTURYIOWNX ASKUCTBUA

A.13.1.1 OnoseuleHne o cny- O cnyyasx HapywexHust MHopMaLUOHHOU ©Be3onacHocTu cnepyer
YanXx HapylieHusa nHeop- | coobliath N0 COOTBETCTBRYIOLMM KaHanam ynpaBneHus Hesamennu-
MauUUOHHOW beaonac- | TenbHO, HACKONBLKO 3TO BOIMOXHO
. HOCTMU
A.13.1.2 OnoBelleHne 0O He- Bce coTpyOHUKW, NOZPSAYMKM U NONB3OBATENU CTOPOHHUX OpraHm-

—

nocrartkax He3onacHoc-
™

3auun, nonb3ywwnecs KWHOOPMaLUOHHBIMKU CACTEMAMKU KU yCNyramm,
OOMKHBI He3aMeaNUuTenbHO cooblath O NODLIX 3aMEYEHHbIX MNU Npea- |
nofiaraeMblX HapyLUeHUAX 6e30NacHOCTU B cUcTeMax Unu ycnyrax

A.13.2 Ynpasnexue nHunpgeHtTamm MHpopmMaunoHHon 6e30NacHOCTU M o yCoBepLIeHCTBOBaHne

Uens: Obecnevyunts nocnegosarTencHbid U 3PMEKTUBHLIA NOAXOA K yNpaBneHno UHUMLOEeHTaMy HHPOpPMaLLUOHHON

6e3o0nacHOCTH
A.13.2.1 OTBETCTBEHHOCTL M [JomkHbl BblTb YCTaHOBNEHbLI OTBETCTBEHHOCTL PYKOBOACTBA U NpOLLe-
npoueaypbobl oypbi, nossonsiowune obecneynts ObICTpoe, adekTUBHOE U NOCneno-
BaTenbHOE pearnpoBaHMe Ha MHUMAOEHTH wHdopmaunoHHon Heaonac-
HOCTU
A.13.2.2 NagnevyeHne YypoKoB HomkHbl BbITh OnpefeneHbl MEXaHU3Mbl, NO3BONAKLINE BECTA MOHK-
N3 UHUMAEHTOB WMHOOP- | TOPUHT K PErUCTPaLKI0 MHUMAEHTOB UHPOPMaLMOHHON BE30NacHOoCTY No
MaLWOHHOW Oesonac- | TMnam, obvemam ¥ CTOMMOCTAM
HOCTH
A.13.2.3 C6op pokasaTternscra MHa cnyuan, ecnn UHUMOEHT UHPOPMaAUMOHHOW 6e30nacHOCTU MOXET

npueecTn x cyaebHomy pasbupatenscTBy (rpaX4aHCKOMy Uny YronoB-
HOMY) NpPOTUB NULIA WKW opraHusaunn, wnHdopmauna AomkHa ObiTb
cobpaHa, coxpaHeHa ¥ npeacTaBneHa CornacHo npasuMnam 0oOpMNEeHUs
NoKa3aTennCTB, UANOKEHHBIM B COOTBETCTBYIOLLUUX NOKYMEHTaX
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[IpodormkeHue mabnuybt A. T

A.14 YnpasneHue HenpepbIiBHOCTLK BU3HECa

P

A.14.1 Bonpocbl UHhOpMALIMOHHON Be3oNacHOCTU ynpaB/ieHUA HeNpepbLIBHOCTLIO BU3Heca

Llenk: Ha cnyyan, ecnu MHUMAEHT WHopMaLUOHHON Be3onacHOCTU MOXET npusecTn k cyaebHomy pasbupa-
- TENbCTBY (rpaXQaHCKOMY WMt YTONIOBHOMY) NPOTUB NWLA unu opraHuaaumm, nHpopmauma aomxHa dbith cobpana,

el L BT —— LA

- HeCa

OepXKa W NepecMoTp
NnaHoB No obecnedeHnio
HENPepLIBHOCTH bua-

XaTb PErynsipHoMy nepecMoTpy ¥ ODHOBNEHUIO C uenbel obecne4nTts nx |
- aKTyanbHOCTb ¥ ahPeKTUBHOCTL

T AN, S LS. S . B - i R LT R T L . B

- A.15 CooTBeTcTBUE TPEOOBAHUAM

[ —r - -

coxpaHeHa W npecrasneda cornacHo npaswuiaM 0MOPMNEHUA 40KA3aTENbCTB, U3NOKEHHLIM B COOTBETCTBYIOLLMX
OOKYMEHTax

A.14.1.1 BknioveHne uHQop- forkeH BbITb paspaboTaH # noaaepXaH yrnpasnAeMbi npouecc

| MaUMOHHON 6esonac- | obecneverusi HeripepbIBHOCT BUaHeca BO BCEN OpraHn3auun C y4eTom

HOCTWU B Npouecc ynpas- | TpeboBaHn nHpopMaunoHHoN DesonacHocTn, HeoOxoauMblix ans obec-

' IEHUR HENnpepbLIBHOCTLIO | NeYerns HenpepbiBHOCTU BusHeca opraHnsauumn
buaHeca

A.14.1.2 HenpepsiBHOCTL HKU3- CobbITA, KOTOpble MOryT CtTaTb NPUYMHOWN [pepsiBaHus GuaHec-
; Heca 1 OL@HKa PUCKa NpoueccoB, AOMKHbI ObiTh CBA3AHLI C OLIEHKaMK BEPOATHOCTA U CTENEHN |
| BO34EMUCTBMA TakuX NnpepbiBaHUi, a Takke ¢ UX NOoCneacTBUAMU ONA UH- |
| dopmaLMoHHOM 6e30MacHOCTIA !
- A141.3 Paspabotka n BHen- [omxkHbl BbiTk pa3paboTaHbl M BHegpeHbi Mianbl ANS NOAAEPKKN UK
-_ peHune nnaHoB Henpe- | BoccTaHoBNEHUN paboThl 1 obecneyeHus JOCTyNHOCTU MHpopMaL UK Ha
* DbIBHOCTU 6GusHeca, | TpeGyeMoOM ypoBHe U B TpebyeMele CpoKW Nnocre NpepbisaHust UNn oTkasa |
BKAlOHAKOWUX B cebna | Kputnyecknx BuaHec-npoueccoB
UHpopMaLMoHRyo Bes3o-
NachOCTb §
A.14.1.4 CTpyxTypa NNaHa | HNomkHa BbITh co3fjaHa enuHAs CTPYKTYpa NNaHOB HenpepbiRHOCTU %
| obecneveHns Henpepbis- | DnaHeca, NO3BoNAKWas obecnednTs HenpoTUBOPEUYUBOCTL BCEX NMaHoB |

i HOCTK BUaHeca ONs NOcrneaoBaTenbHOro BbINONHEHUs Bcex TpebosaHMA K MHPOpMa-

LUMOHHOM Be3onacHOCTU M AOnfA paccTaHOBKU NPUOPUTETOB MNPU TECTU-

poBaHUU N 0DCNYXUBaHUN
A.14.1.5 TecTupoanue, noa- Mnanel Nno obecnedYenno HENpepbIBHOCTM OU3Heca AOMKHbI noane-

Sl —Em s LA [ o T N T T DENE T T S —— i} — — —— - = p— — x

A.15.1 CooTBeTcTBME NPABOBLIM TPeboBaAHUAM

Llens: MNpepoTtepatiiaTs Nobble HapyLeHUsa HOPM YrONOBHOTO U rPaXKAaHCKOro npaesa, TpebosaHnin, yCTaHOBNEHHbIX
HOPMaTUBHO-NPABOBLIMN aKTaMK, PErYNUPYIOWMMK OpraHaMn nnn SorosopHbiMKU obAsaTenscreamu, a TaKke Tpebo-
BaHWA Be3onacHoCTH

:
i

OnpepeneHue

[ES— IPE—— T PR r—
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KOHbUAeHUWaNnLHOCTL
nepcoHanbLHON MHMOP-

Mauumn

- A1611 npw- Bce npuMeHUMble HOPMbI, YCTAHOBNEHHLIE 3aKOHOOATENbLCTBOM WU
MEHUMBIX HOPM UCNONHUTENBbHbIMM OpraHamMu BNacTy, TpeboBaHusa JoroBopHbLIX 0bsaa-
TenbCTB U NOPAAOK UX BLINONHEHNS cnegyeT YeTko onpenenintb, OOKy= |
MEHTUPOBAaTL U NoadepXuBaTbh Ha aKTyanbHOM YpOBHE LN KaXOow
| MHDOPMALIOHHON CUCTEMB! ¥ OpraHnsaunm
A15.1.2 | [lpaBa Ha UHTennek- [donmkHbl ObITL BHEAPEHbI COOTBETCTBYOLLIKME NpoLeaypbl 4ANg Npume- ’
- TYanbHy cODCTBEH- | HEHUSI 3aKOoHOAATENbHbLIX, PEeryMMpyLLNX U KOHTPAKTHLIX TpeboBaHun K
. HOCTb Mcnonb3yemMbiM matepuanam C YYeTOM MNpaB Ha WHTENNneKTyanbHylo
| CODCTBEHHOCTb, @ TalkKke nNpaB Ha MCNONb30OBAHUE MNPOrpamMmMHbIX MPO-
OYKTOB, ABNAOWAUXCA NpeamMeToM YacTHOK COBCTBEHHOCTY
A.15.1.3 3alinTa y4eTHbLIX 3a- BaXkHbie y4eTHbIe 3anucu opradusauny OOMKHLE DbiTh 3aliMuiensl OT
nnucew opraHu3aymnm yTpaTbl, paspyluledns u dganbcupukaumm B COOTBETCTBMM C Tpebo-
BaHUAMUN, YCTAHOBMNEHHBIMWN 3aKOHaMK, QOKYMEHTaMK OpraHOB WMCTOJTHW-
TenbLHOW BNAacTU, KOHTpakTaMun U TpebosaHusMu BusHeca
A.15.1.4 3alinuTa OaHHbLIX U 3auTta faHHbLIX ¥ KOHMUAOSHUUaNbHOCTh NEePCoHarneHo UHGoPMa-

LMK BOMKHBI BbiTh obecnedeHbl B COOTBETCTBUU C TpeboBaHUAMU 3aKO-
HOB, HOPMAaTUBHbLIX AKTOB W, rae 370 NPUMEHMMO, B COOTBETCTBUU C
NONOXEHUAMU KOHTPAKTOB
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A.15.1.5 NpepoTepalleHune [omkHbl ObITb NPUMEHEHL!I Mepbi KOHTPONs ANsi npeaoTBpauleHus
Helenesoro UCMonb3o- | Heuenesoro UCNoNb3oBaHUA cpeficTs 0bpaboTkU UHpopMaLun
BaHWs cpencTs obpaboT-
KA uHopMaumnn

A.15.1.6 PerynupoBaHue Uc- CpefcTtea kpuntorpadudeckon 3ailinTsl JOMKHLI ObITe UCNONB30OBaHL!

Nonb3oBaHNA  CpeacTB
KpunTorpahu4eckon 3a-
ILNTB

B COOTBETCTBUA C 3aKOHAMW, HOPMATVBHbLIMW aKTamu 1 COOTBETCT-
BYIOLLMMY COTNatlLeHNAMU

A.15.2 CooTBercTBue MNOSIMTUKaM U cTaHaapTam 6e30NacHOCTM M TeXHUYeCKoe COOTBETCTBME Tpebo-
BaHUAM Be30NacHOCTH

Lenb: OB6ecneunTb COOTBETCTBMUE CUCTEM OPraHN3aLUMOHHLIM MONUTKAM ¥ cTaHaapTaM 6e30nacHOCTH

——

A.15.2.1 CooTBeTCTBUE MONK- PykosoauTenn gornxkHbel obecnednts, 4TobObt BCE Npoueaypbl besonac-
TMKaM W CcTaHgaptaMm | HOCTU B UX cdepe OTBETCTBEHHOCTU ObiNY BbLINOMHEHLI NPABUNBHO W
BesonacHoCTH COOTBETCTBOBAaNN NONUTUKaM U cTaHgapTamMm 6e3onacHoOCTH

A.15.2.2 lMpoBepka TexHuyec-

KOro COOTBETCTBUA Tpe-
DoBaHURM BE30NAaCHOCTH

- -

J

WHpbopMaUMoHHble cUCTEMBbI CrieayeT perynspHO NPOBEPATb HA COOT-
BeTcTBUE TpeboBaHusAM cTaHQapToB HesonacHoOCTH

—_— -

—————

A.15.3 Bonpochkl ayanTa HPOPMaALMNOHHBIX CUCTEM

Liens: MoBbliwerne adphekTNBHOCTY Npouecca ayanTta UHPOPMALIMOHHDBIX CUCTEM N CHUXKEHWE HEraTUBHOIMO BNUs-
HUS, CBA3AHHOTO € [aHHbIM NMPOLEeCCOoM
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TpeboBaHnsg W npoueaypbl ayauTta, Bkovalowive 8 cebs rnposepKu

A.15.3.1 Mepbl  ynpaBneHus
ayonToM MHQPOPMaUKOH- | onepalUuOoHHbIX CUCTEM, HEODBXOAMMO TlaTenbHO NNaHupoBaTb U corna-
HbIX CUCTEM COBLIBATb, 4TOObI CBECTU K MWHUMYMY PpUCK NpepbiBaHUa OU3Hec-
L NpoLIeCCcoB
A.15.3.2 3awmta WHCTPYMEH- | [ocTyn K MHCTpYMeHTaNbHbLIM cpeacTBaM ayounta MHpopMaunoOHHbIX

TanbHbLIX CPpeacTB ayau-
Ta UHPOPMAaLIMOHHLIX
CUCTEM

CACTEM HeoDXoauMOo 3awnilliaTbh ANns npepotspaweHus nwbdon BO3-
MOXXHOCTY UX HenpaBUNLHOMO UCNOSLE30BAHUA UK KOMMNpOMEeTaL NN
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- — —a
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lpunoxexuune B
(cnpaBoyHOE)

NpuHUMNBLI OpraHM3aLMm 3KOHOMWYECKOro COTPYAHUYECTBA U Pa3BUTUA M HACTOALLUMIA CTaHaapT

[TpuHUnnel, npeacrasnienHble B Pykosopctee O3CP no obecneyenuno 6e3onacHocTv MHPOPMALMOHHBLIX CUCTEM U
ceTeln [1], MPUMEHUMbI KO BCEM YPOBHAM MONKUTUKK M 3KCNyaTaumn, KoTopble onpeaensaoT 6e3onacHOCTL MHPOPMALIMOHK-
HbIX CUCTEM U ceTeln. HacToALLMK cTaHaapT npeanaraet KoHUeNTyansHy OCHOBY CUCTEMbI MEHEPKMEHTa MHOPMaLMOH-
HOM BesonacHOCTU ANs peannsaunu HekoTopbiX U3 npuHunnos O3CP ¢ ucnonsaosaHnem mogenu PDCA v npoueccos,
onucaHHbIX B pasgenax 4, 5, 6 v 8. lNpuHynnesl O3CP nmopens PDCA npuseeHsbl B Tabnuue B.1.

Tabnuuya B.1— MpuHunnel OICP 1 mopgens PDCA

MprHymn O3CP

|
j
H
¥

Coorsetcrayowmnia npovecc CMUB v ctagua PDCA

- —

OcBelOMNEHHOCTL

YyacTHUkM Oo/MkHbl ObITh OCBEAOMIIEHL! O

hOpMaLMOHHbIX CUCTEM M CEeTEN U O TOM, HYTO OHU
MOFYT cAaenaTtb ANA MOBLIWEHWS YypoBHsi Beso-
NACHOCTH

_— e m w1 a

- — —_

OTBeTCTBEHHOCTDL

Bce y4acTHUKN ABIAOTCA OTBETCTBEHHLIMWU 3a
6e3onacHOCTb NHPOPMALMOHHBLIX CUCTEM U CETEN

HeobxoammocTu obecnedeHnss He30nNacHOCTUA UH- |

|
:

|
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[daHHble MeponpuaTUA SABNAKTCA 4YacTh cTagum «Ocy-
wiecreneHuey (cMm. 4.2.2 u 5.2)

- ———-

LaHHuble MeponpuaTUa aBnAIOTCA YacTeio cTagun «Ocy-
lwecTenexue» (cM. 4.2.2 n 5.1)

—_——
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' PearnposaHune

cBoeBpemMeHHo, 4YTobbl npepoTepaliaTh, obHapy-
XNBaATh UHUMAEHTL 6830NacHOCT U pearnpoBaTth
Ha HUX

-—

YYacTHUKN AOMKHbI AENCTBOBATL COBMECTHO U

rBnsieTca YacTblo cTagnn «llposepka» [esTenbHOCTM No
MOHUTOPKUHIY (cM. 4.2.3, pa3gen 6 v 7.3) N MeponpusaTUn o
pearupoBaHuio ctannu «encrane» (cMm. 4.2.4, 8.1, 8.2 n 8.3).

[laHHble MmeponpuATUA MOryT ObiTb TakKe oXBayeHbl Heko- |
| TOpbIMK 3aNemMeHTaMu ctaaun «MnaHnposanue» u «lposepkar
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OueHka pucka

Y4yacTHUKU OOSKHLE NPOBOAUTL OLEHKY PUCKOB
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Pa3spaboTka n BHegpeHre 6e30MacHOCTH

| Y4yacTHMKM [OMKHb! BHeOdpuTh 6He3onacHOCTb
. KaK BaXXHbIU 3fieMEHT MHDOPMALNOHHBIX CACTEM Y
- ceTen

—
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3TOT BU OeATENbHOCTU SIBNAETCHA YacTblo cTagun «linaHu-
poBaHue» (cM. 4.2.1), a noBTOPHAA OLeHKa (NepeoleHKa) pyucka
ABNAETCH YacTbio cTaguu «llposepka» (CMm. 4.2.3, pasgen 6 «

7.3)

- g = — ——— — - — — — - r-s=mn &

[locne sbiNONHEHUA OLEHKN PUCKOB BLIBUPAKT Mepbl ynpas-
neHns anst cbpaboTkm pPUCKOB Kak 4vacTb cTaguy «llnaHu-
poBaHue» (cm. 4.2.1). Ctagmna «Ocyuwectenexme» (cm. 4.2.2 1

5.2) OXBaTbLIBAET 3aTeM BHeapeHue U obecnedyeHne OyHKLMUO-

HUPOBaHUA 3TUX Mep yrpaBliieHnsA

, MeHe)XMeHT 0e30n1acHOCTI

YJYacTHUKN OOSHKHb! NPUMEHSTL BCECTOPOHHUIA
noaxod K MeHepKMeHRTY 6e30nacHOCT!
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MeHeKMEHT pUckoB npeacrasnseT cobon npouece, BKIH-
YalLnim B cebn npepoTepalleHne, obHapyXeHue UHUWAEHTOB W
pearMposaHue Ha HWMX, CONPOBOXAEeHWe, aHanus u aygurt. Bcee
3TU BONPOCHI pelialT Ha cragusx «lnaduposaHue», «Ocy-
wecrtaeneHuey, «lNpoeepka» v «encrTene»

[ToBTOpPHaA oueHkKa

YYacTHUKN OOMKHbI aHanusMpoBaTb U NOBTOP-
HO OLleHMBaTb COCTOSIHME Be3onacHoCTU MHhoOpMa-
| LWOHHBIX CUCTEM W CeTen, n BHOCUTb COOTBETCT-
BYIOLIUE M3MEHEHUS B NONUTUKY, MPAaKTUKY, MepbI i
npoueaypbl 6€30NacHOCTY

———

[lepeoueHka (NOBTOPHAA oueHKa) nHpopMaunoHHon Heso-
NacHOCTN sIBNAeTCst 4YacTblo cragun «llposepka» (cm. 4.2.3,
pazfen 6 u 7.3), Ha KOTOpOW AOMMKHbLI ObIThL MNPeanpPUHSTL
perynapHble aHann3sb! 3P HEKTUBHOCTY CUCTEMb! MEHEPKMEHTA
MHopMaLMoHHOK Be3onacHOCTH, a noBbllleHne YypoBHA DBeaso-
NAacHOCTU ABNMAETCA YacTblo cTaauu «lencrtamne» {cm. 4.2.4, 8.1,

8.2 1 8.3)
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NMpunoxeHue C
(cnpaBo4HoOE)

FOCT P UCO/MIK 27001—2006

CpaBHeHMe CTPYKTYPbl HAaCTOALWeEro craHaapTa co CTPYKTypaMu MeXxayHapoAHbIX cTaHaapToB
NCO 9001:2000, UCO 14001:2004

B tabnuue C.1 npuBeneHo cpasHeHune cTpykTyp NCO 8001:2000, NCO 14001:2004 v HacTosWero ctaHaapTa.

Tabnunya C.1— CpasHeHue cTpykTyp MCO 9001:2000, NCO 14001:2004 v HacToALLero craHgapra

HacToawun cranpapT

NCO 90061: 2000

E NCO 14001:2004 ;

BaeneHune
Obiyme nonoxeHuna
[TpoueccHbir nogxon

BO3MOXXHOCTb COBMECTHOIMO UCMNOSb=-

30BaHWUA C OAPYrvMMy cucTemMammn ynpas-
- NeHus

— —

BBeaeHve

ObLwme nonoyeHuns

MpoueccHbi nogxon
Ceasb ¢ UCO 9004 [9]

CoBMeCTUMOCTE C APYTUMMU CuUC-
TEMaMU MEHe)KMEHTa

1
—

" ™
e e

BeeneHune

1 Ob6nacTb NpUMeEHeHUs

1.1 OB6wne NoNoxeHns
1.2 lpumeHeHne

- ——

2 HopmaTuBHbIe CCbINKA

1 OBnacTtb npuMmeHeHnn
1.1 Obwme nonoxeHnN

- 1.2 lNpumeneHve

-_—— L —— -

1 OGnacTtb npnmeHeHus

—_—

— e . 4 ama .-

2 HopmaTusHble CCbINKK ‘

3 TepMUHbI N onNpeaeneHus

1 2 HopMaTusHbI@ CCbINTKA
' 3 TepMUHbI 1 onpeaeneHvs

3 TepMuHbl U onpeaeneHns

MaLMOHHON Be3onacHoOCTy

4.1 Obwme TpeboraHuUS

4.2 Paspabotka CMWB. Ynpas-
- nedne CMUB

4.2.1 Paspabotka CMUbB

4.2.2 BHepgpeHne U OYHKUMOHUPO-
BaHne CMUbB

4.2.3 lpoBegeHne MOHNTOPUHra w
aMannia CMWb

4.24 Tlopaepxka W ynydleHue
CMINbB

4.3 TpebosaHus K QoKyMeHTaLmuy
4.3.1 ObLume NoONoXeHns

4.3.2 YnpaBneHue JoKyMeHTaMuU

—_————mie—Em LE mL R — T

4.3.3 YnpaBneHue 3anncamu

4 CuhcTeMa MeHemKMeHTa WHDOop- ;

i
[

| Ba

4.1 Obwue TpeboBaHuA

8.2.3 MOHUTOPWHI N Kn3aMepeHune
npoueccos

8.2.4 MOHUTOPUHI WM n3aMepeHue
NpogyKuUum

4.2 TpeboBaHus K AOKYMEHTaL U

4.2.1 Obwue NostoXeHwus
4.2.2 PyKoBoACTBO NO KAQ4ECTBY

4.2.4 YnpaBneHune 3anmcamu

4 CuctemMa MeHeMKMeHTa KayecT- |

4.3.2 YnpaBneHue QOKyMeHTaluen

i
4 TpeboBanHuA CUCTEMbLI YM-
paBnexuss B obnactm oxpaHol

OKpYyXXarulen cpeabl
4.1 Obwme TpeboBaHms

4.4 BHeppeHue W 23Kcnnya-
Tauus

4.5.1 MoHuTOpUHr M Kname-
 peHue

|
l

|
4.4.5 Mepbl KOHTpOMNA AOOKY- |
MeHTauun 1

4.5.4 Mepb! KOHTPOIA B OTHO-
LIEHUWN YYETHBIX 3anncen

5 OTBETCTBEHHOCTh PYKOBOACTBA
5.1 O6s3aTenbcTBa pyKoBOACTBA

5 OTBETCTBEHHOCTb PYKOBOACTBA

5.1 ObsizarensCTBa PYKOBOACTEA
5.2 OpueHTaumnsa Ha noTpebuTtens

5.3 Nonutuka 8 0B6NacTU KadecTea

5.4 [nanHuposaHue
5.5 OTBETCTBEHHOCTL, MONMHOMO-
YUnst 1 06MeH uHopmamen

4.2 MNonntnka 8 obnact 0x-
PaHbI OKPYXaKwuien cpenb

4.3 MNnanvposanue

|

P
- R B
.-' .-3-
x



rocTt P UICO/MIK 27001—2006

OxoH4yaHue mabnuuyst C. 1

HacToswmin cTangapT NCO 9001: 2000 NCO 14001:2004
5.2 YnpasneHuwe pecypcamn 6 YnpaeneHue pecypcamuy
5.2.1 ObecneyeHune pecypcamm 6.1 ObecneyeHne pecypcamu

6.2 Yenoeedeckue pecypchl f

5.2,2 [llopgrotoBka, ocBefOMMEH- 6.2.2 KOMNeTeHTHOCTL, OCBEOM- 44,2 ObyyeHue, oOCBeOOM-
HOCTb ¥ KBANUUKaL U nepcoHana NEHHOCTb ¥ NOATOTOBKA NEHHOCTL N KOMNETEHTHOCTL

6.3 HdpacTpykTypa
6.4 MNpoussoAcTBEHHas cpeaa

6 BHyTpeHnue ayantel CMUB 8.2.2 BHyTpeHHUe ayouTbl (npo- 4.5.5 BHyTpEeHHUN ayauT
B ‘_ BEPKW) _
7 AHann3 CMWB co cTopoHbl py- 5,6 AHannM3 co CTOPOHbI PYKO- 4.6 KOHTpONbLHLIK aHanus co
KOBOACTBA BOACTBA CTOPOHbI PYKOBOLCTBa
7.1 Obwune NoONoXXeHUs 5.6.1 Obuine nonoxeHns
7.2 BxogHble naWHbie ana aHanuaa 0.6.2 BxoOHble AaHHble ANs Npo- |
CMWB BeEeHUSA KOHTPONbHOIro aHanmaa .
7.3 BbixoAHble pOaHHbie aHanusa 5.6.3 BbixogHble AaHHble KOHT- E
CMWUB PONbHOrO aHanNV3a :
8 YnydweHnne CMUE 8.5 CoseplueHcTBOBaHME ‘
8.1 lNocTosiHHOe yryudlleHle 8.5.2 HenpepbiBHOE COBEpPLIEHCT- l
BOBaHKe ;
i 4.5.3 HecooTBeTCcTBME, KOP-

8.2 KoppekTupyiolime nencTBus 8.5.3 KoppekTupyouiye JeUCTBUA
PEKTUBHbIE WU NPEBEHTUBHbLIE

OeuCcTBUR
8.3 lNpeaynpexpaiolime [eUCTBUS 8.5.4 [peBeHTUBHbLIE NENCTBUA | _
[punoxexune A Llenn n mepeol ynpas- — [Mpunoxexnne A PykoBoaOcTBO
neHns ' N0 UCNOMbL3OBAHUID 3TOTO CTaH-
E AapTda
| [NpunoxexHue B Tpuuynns O3CP w — | —
HacCcTOALLINN cTaHaapT |

Ii_
1

| MpunoxerHne C CpaBHEHUE CTPYyK- Npunoxenne A CooTseTcTBue CooTBeTcTBME Mexay
Typbl HacToAlero ctaHgapta co ctpyk- | MICO 9001:.2000 n CO 14001:2004 NCO 14001:2004 wn
TYpaMu MeXAayHapoaHbiX CTaHOapToB _ NCO 9001:2000

ACO 9001:2000, MCO 14001:2004

s ———— e L L —— - -— FEEEEL.—A B - ETE - EEE FJE AT T B WS Ly .- - A oamraims oE-RE e TR

[tpunoxenne D CeengeHuns o cooT- — —_
BETCTBUM HaLUMOHaNbHLIX CTAHOAPTOB |
Poccuuckor Pegepalivm  CCbINOYHbLIM
MeXXAyHapoaHbiM cTaHaapTam ;

ek ————td = (e T B = e R d el M FET S - T WA T T — - - LY — —— —




FroCT P UCO/MIK 27001—2006

NpunoxeHue D
(cnpaBoYHOeE)

CBegeHust 0 COOTBETCTBMM HaLUMOHaNbHOro craHaaprta Poccunuckon ®eagepaynn

Tabnumua DA

CCbINOYMHOMY MeXAyHapoaHOMY CTaHQAapTy

O60o3HadYeHue CChINOYHOro
MEXYHapo[HOro ctaHpapTa

VCO/M3IK 17799:2005

LMOHHON Be30NacHOCTLI0

OBo3HaveHne 1 HaMMeHOBaHNS COOTBEeTCTBRYIOUWEero HauCHaneHOro CTaxdapTa

e — —F————————grwr=m

FOCT P UCO/M3K 17799—2005
MHdbopmauvoHHas TexHonorus. lNpakTnyeckne npasuna ynpasneHus nHdopma-
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[1] O3CP. PykoBoacteo no obecneyeHuio 6esaonacHoctn MHpoOpMaLMoOHHbIX cuctem U ceTe. CoBeplieHCTBOBaHWE
be3zonacHocTu. — [Napwx: O3CP, nones 2002

OECD, Guidelines for the Security of Information Systems and Networks — Towards a Culture of Security. Paris:
OECD, July 2002. www.oecd.org
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NCO 9001—2000

NCO 14001:2004

MCO/M3K 13335-1:2004

MCO/M3K TO 18044:2004

PYKOBOACTBO
NCO/MIK 73:2002

MCO/M3IK TO 13335-3:1998

NCO 19011:2002

NCO 9004:2000

CucteMa MeHeKMEHTA kadvecTsa. TpeboBaHua (Quality management systems —
Requirements)

CvcTeMbl yRpaBneHus okpyxarowien cpegon. TpebosaHua U pyKosoacTBO MO Npu-
meHeHUo (Environmental management systems — Requirements with guidance

for use)

NudopmaLlimonHan TexHonorus. Metogel obecnederuns 6e3onacHocTwu. Ynpasne-
Hue 6e30nacHOCTLI0 MHPOPMALMCHHBIX N TENEKOMMYHMKALIMOHHBIX TEXHONOMUH.
YacTts 1. KoHuenuws U Mogenu ynpasneHunst 5e3onacHoCcTbH MHhOPMaLMOHHbLIX U
TeNEeKOMMYHUKALMOHHBIX TexHonorni (Information technology — Security techni-
ques — Management of information and communications technology security —
Part 1: Concepts and models for information and communications technology
security management)

NHhopMaunoHHas TexHonorma. Metoabl obecneuenns 6e3onacHoCTU. Ynpasne-
HUe nHuMaeHTamn nHdopmauwodHon besonacHocTy (Information technology —
Security technigues — Information security incident management)

Ynpasnexsue puckom. Crioeaps. PYKOBOAOALUIME yKa3aHUA Mo UCNONb3OBAHUIO B
craHaapTax (Risk management — Vocabulary — Guidelines for use in standards)

NHudopmaumnoHHas rexHonorus. PexkomeHaauumn no ynpasneHuio 6e30NacHoCThbIO
MHMOPMaLUOHHLIX TexHonorun. YacTte 3. Metoabl ynpasneHus 6e30NacHOCTBIO
nHtbopmaunonHbix TexHonornn (information technology — Guidelines for the
management of IT Security — Part 3. Techniques for the management of 1T
security)

Pykorogsilme ykasaHus No ayguty CUCTEM MeHepKMeHTa kadecTsa U/unv cucTem
akonoruyeckoro meHegxkmeHTa (Guidelines for quality and/or environmental mana-
gement systems auditing)

Cuctembl MeHeKMeHTa xadecTea. PekxomeHgauumn no ynyudilernio 4eRTeNbHOCTH
(Quality management systems — Guidelines for performance improvements)
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