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[lpeaucnoBue

Llenn nnpuHumnel ctTaHgapTusauum B Poccunckon egepaunmnyctaHosneHol egepanbHbiM 3aKOHOM OT
27 nekabpsa 2002 r. Ne 184-03 «O TexHU4YeCcKOM perynmupoBaHiUn», a npaBuna npmmMmeHeHuns HauMoHanbHbIX
ctaHgapTtoB Poccunckon egepaunmm — OCT P 1.0—2004 «CtaHaapTusaunsa B Poccunckon depgepanmn.
OCHOBHbIE NONMOXEHUAY

CBepgeHUA o cTaHgapTe

1 PASPABOTAH ®enepanbHbiM rocygapcTBeHHbLIM yupexaeHuem «l ocygapcTBeHHbIU HayYHO-UCCTIe-
OoBaTeNnbCKUN UCNbITaTeNbHbIN MHCTUTYT Npobnem TeXHU4Yeckoun salluTel MHGopMaunn PegepansbHOMN CIyX-
Obl N0 TeXHUYECKOMY U 3KCNOPTHOMY KOHTpoo» (Pry «MHUNKU TTT3N @CTIK Poccumn»)

2 BHECEH YnpasneHnem TexHn4eckoro perynmposaHua n ctaHgaptusaymnm @egepanbHOro areHTCTea
No TEXHUYECKOMY pPerynmpoBaHuio 1 MeTponorum

3 YTBEP>XAEH M BBEAEH B JEWNCTBUWE Mpukazom PeaepansHOro areHTcTBa no TEXHUYECKOMY
perynmupoBaHunio U metponorun ot 27 aekabps 2006 r. Ne 373-cT

4 B HacToduweM cTaHaapTe peann3oBaHbl HoOpMbl PegepanbHbIX 3aKOHOB OT 27 nionsa 2006 1. Ne 149-93
«O0 nHpopmaLnmn, MHPOPMaLMOHHBLIX TEXHOMOTNAX 1 0 3almTe nHdopmaunum» noT 29 nons 2004 r. Ne 98- 3
«O KOMMepYeCcKoU TanuHe»

5 BSAMEH TOCT P 50922—96

ViHgbopmauus ob UusMeHeHUsIX K HacmosileMy cmaHoapmy nybrnukyemcs 8 eXea200HO u3dagaeMoM
UHpOpMalUOHHOM yKa3zamerne «HaluuoHanbHbie cmaHOapmhbi», a meKkcm U3MeHeHUU U INorpasoKk — 8 eXXeMe-
CSYHO U30asaeMbiX UH(POPpMaUUOHHbLIX yKa3zamernsax «HauuoHanbHbIe cmaHOapmel». B cniyyae nnepecmompa
(3aMeHbI) Ui OMMeHbI Hacmosauwie2o cmaHoapma coomeemcemeyroujee yesedomMmiieHue byoem orybriukogaHo
8 eXKeMeCs4YHO U30asaeMoM UHpopMaylUoHHOM yKka3amerne «HayuoHanbHbie cmaHOapmeil». Coomeemcmey-
rowast UHopMayus, yeeooMIIeHUEe U meKecmbi pa3Melaromcs makxe e UHGbopmMalUuoHHOU cucmeme obujezo
ronb308aHUss — Ha ouluanbHOM calime @edepanbHO20 azeHmemea o MexXHUHYeCKoOMYy peaynupoeaHUuro
U Memporsnoauu e cemu VIHmepHem
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HacToawumn ctaHaapT He MoXeT ObITb NOMHOCTLIO UMM YacTUYHO BOCTNIPOU3BEAEH, TUPaXXNPOBaH U pac-
MpocTpaHeH B KayecTBe oduumanbHoro nsgaHmsa 6es paspeweHns PegepanbHOro areHTCTBa Mo TEXHUYECKO-
MY PeryrimpoBaHUio N MeTPOSIoru
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BBenoeHue

YcTaHOBNEeHHbIe HACTOALWMM CTaHAapTOM TEPMUHBbI pacnonoXeHbl B CUCTEMAaTU3IMPOBAHHOM NOPSAAKE,
oTpaXatoLlemM CUCTEMY NMOHATUN B AaHHOW 0DNnacTu 3HAHUS.

[na kaxaoro NOHATUA yCTaHOBNEH O4UH cTaH4apTU30OBaHHbLIN TEPMUH.

Hanundmne kBagpaTHbIX CKODOK B TEPMUHOMOTMYECKOW CTaTbe 03HAYaeT, YTO B Hee BXOAAT ABa TEPMUHA,
nveronx obwme TepMmmHoanemMmenThl. B andaBnUTHOM yKaszaTtene gaHHble TepMUHBLI NpUBeaeHbl OTAENLHO.
Llndopa, 3aknoyeHHas B KBagpaTHble CKOOKM, 03HaYvYaeT CChINKY Ha AOKYMEHT, NpUBeAEHHbIN B CTPYKTYPHOM
anemeHTe «bndbnunorpadusa».

3aKkntoYeHHas B Kpyrnble CKOOKU YacTb TEPMUHA MOXKET ObITb onyLlleHa npu NCNoNb30BaHUM TEPMKUHA B
OOKYMeHTax No ctaHgapTuaunn, Npm 3ToOM He BXoas LW as B Kpyrible CKODKM YacTb TepMUHA 0bpasyeT ero Kkpar-
Kyrto popmy. 3a cTaHOapTU30BAHHBIMW TepMUHAMUK NpUBeaeHbl OTAeNeHHbIe TOYKON C 3anaTON UX KpaTKue
cbopMbl, NpeacTaBneHHble abbpeBnaTypon.

[TpuBeaeHHble onpegeneHna MOXXHO NpU HEOBXOANMOCTU U3MEHSITb, BBOAS B HUX NPOU3BOAHbLIE NPU3Ha-
KW, packpblBasi 3SHa4eHUSA UCMONb3YEeMbIX B HUX TEPMUHOB, YKa3blBasi 0ObEKTHI, BXoAsALMe B 0ObeM onpeaense-
MO0 NMOHATUA.

N3MeHeHns1 He AOMKHBI HapyLllaTbh 00bLeM U coaepXaHue NOHATUN, onpeaeneHHbIX B HACTOSILLEM CTaH-
aapTe.

CTaHOgapTM30BaHHbIE TEPMUHBI HADPaHbl NONYXXUPHBIM PN TOM, UX KpaTkne popMbl, NpeacTaBeH-
Hble abbpeBnaTypon, — CBETNbIM, 8 CUHOHUMbI — KYPCUBOM.

TepMUHbI 1 onpegeneHns obeTeXHNYECKUX NOHATUA, KOTopbIe HeobxoanMbl ANsl MOHUMaHUS TeKCTa
OCHOBHOWM YacTu HaACTodALWero ctaHgapTa, NpuseaeHbl B NpUNoXeHUn A.

IV
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HAUUWOHANBbHBIN CTAHOAPT POCCUUCKOMWN PEOEPALNMN

3awuTta uHcpopmauun
OCHOBHbIE TEPMUHbI K ONPEOENEHUA

Protection of information. Basic terms and definitions

NaTta BBeaeHna — 2008—02—01

1 O6nactb NpMeHeHuUA

HacToawmnn ctaHgapT ycTtaHaBMMBaeT OCHOBHbIE TEPMUHBI C COOTBETCTBYIOLLMMK onpeaeneHUamMmu, npu-
MeHseMble Npn NpoBeageHn padoT No ctaHgapTMlaunm B obnact sawmnTbl MHOPMaL .

TepMUHbI, yCTaHOBMNEHHbIE HACTOALWMM CTaHOapTOM, pekoMeHayeTCca UCNONb30oBaTh B NMPaBOBOU, HOP-
MaTUBHOW, TEXHNYECKOWU N OpraHusaLoOHHO-pacnopsanTenbHOW AOKYMeHTaUnun, Hay4Hou, y4ebHoOMN 1 cnpa-
BOYHOW NnuUTepaType.

2 TepMuUHBLI N onpeaeneHus

2.1 O6wWwmne noHATUSA

2.1.1 zawuTta uHpopmauuu; 3U1: leatensHOCTb, HanpaBneHHaa Ha npeaoTBpaLleHne yTeukn saliuilaeMon
MHPOPMaLUKU, HecaHKUNOHUPOBAHHbBIX UHENpeaHaMepeHHbIX BO3AeNCTBUN Ha 3allLLaeMyo MHOopMaLWIo.

2.2 TepMUHbI, OTHOCALLMECA K BUOaM 3aLlluUTbl UHopMaLuun

2.2.1 npaBoBas 3awWnTta MHhbopmMmaLunun: 3anta MHdopMaL M NpaBOBLIMA MEeTOA4aMU, BKITHOYAOLLAasi B cedS
pa3paboTKy 3akoHOoAAaTEeNIbHbIX 1 HOPMAaTUBHBLIX MPAaBOBbLIX AOKYMEHTOB (aKTOB), perynmpyolmx oTHOLIEHNUS
CyOBLEKTOB MO 3aLmnTe MHQopMaL U, NPUMEHEHUE 3TUX AOKYMEHTOB (aKTOB), a TAKXKe HAA30P U KOHTPOMNb 3a UX
MCNOJTHEHNEM.

2.2.2 TeXHU4eckan 3awuta uHdopmauuu; T3M: 3awmta nHpopmaunm, saknovaroLasacyd B obecnevyeHnn
HekpunTorpadgpuieckumm metogamm 6esonacHocTU MHopMaunn (gaHHbIX), noanexawen (noanexawmnx)
3alnTe B COOTBETCTBMN C AENCTBYOLWMM 3aKoHOOATENbCTBOM, C MPUMEHEHUEeM TeXHUYeCKUX, MporpaMmmMHbIX U
nporpaMMHO-TEXHUYECKUX CPeacCTB.

2.2.3 Kpuntorpaduvyeckas sawiuta nHcpopmMmaLumun: 3amuta MHdopmMaL M c NOMOLLbIC ee Kpuntorpaduyec-
KOro npeodbpasoBaHUS.

2.2.4 cusndeckan s3awurta uHdopmayumn: 3awmuta MHpopmaunum nyTem npuMeHeHns opraHmnsaunoHHbIX
MEePONPUATUNA N COBOKYMHOCTU CPEACTB, co3daroLmMX nNpenaTtcTBUsa 4ngd NpoHUKHOBEHUA UMK AOCTYMNa Heynos-
HOMOYEHHBIX (PU3NYECKUX NNL, K OOBEKTY 3aLLUTHI.

[TpyumMeyvyaHuns

1 OpraHunsaynoHHbIe MEPOMNPUATUA N0 0DECNEYEHNIC PUINYECKON 3aLLNTBI MHPOPMaLMK NPpeaycMaTpuBatoT yCTaHOBIE-
F ot

HUE PEXUMHBbIX, BPEMEHHbI X, TEPPUTOPUATibHbIX, NPOCTPAHCTBEHHbLIX OTPaAHUYEHNN HA YCITOBUS UCNONb30BaHUA U pacno-

PAOOK paboTbl 06beKkTa 3alWmnThl.

2 Kobbekrtam 3awmnTbl MHQOPMaUUKM MOTYT ObliTb OTHECEHbI. OXpaHaemMasi TEPPUTOPUSA, 3gaHne (COOPYKEHUE), BbIAEEH-
HOE NnomMeLeHune, Hpopmaums n (MnNn) MHPOPMaLUNOHHbIE pecypchl 0bbEKTa MHpopMaTu3ayun.

2.3 TepMUHBbI, OTHOCALWLUECA K cnocobaM 3awuTbl MHopMauun

2.3.1 cnoco® 3awutbl UHbopmMmauuu: lNopagok 1 npaBuna NpUMeHeHUs onpeaeneHHbIX NMPUHLKANOB U
CpeAcCTB 3aluTbl MHOPMaLUN.

U3paHune odbmumnanbHoe
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2.3.2 3aluTa MHhopMaLuumM OT yTedKU: 3allnuta nHpopmMmayumn, HanpaerneHHasa Ha npegoTepalleHne HeKoH-
TPONMMPYEMOTrQ pacnpocTpaHeHnda salmaeMon MHpopMaunn B pesynbTaTe ee pasrnalleHna MHeCaHKL MO HU-
POBAHHOIO AOCTyNa K HEeW, a TakKe Ha UCKNoYeHne (3aTpyaHeHue) nonydeHusa sawmaemon nHpopmaunum
[MHOCTpaHHBIMW] pa3BeakamMn U APYrMMnU 3anHTEPECOBAHHBIMU CYyDOBEKTaMMN.

[TpnmeyaHune— 3anHTepecoBaHHbIMU CyObEKTAMKN MOTYT DbITh: FOCYJAapPCTBO, HOPUANYECKOE MUY, rpynna ousm-
YeCKMX Nnu, oTaenbHoe HOU3NYECKOE NULLO.

2.3.3 3awunta uHdopmaLmu oT HecaHKLUUOHUpoBaHHoro so3aencTteuna; 31 ot HCB: 3awmTta nHgpopma-
MK, HAanNpaBneHHas Ha NpeaoTBpalleHne HecaHKLIMOHUPOBAHHOIO A0OCTyNa M BO3AEUCTBUSA Ha 3alUULLaeMyo
MHJpopMaL Mo C HapyLleHUeM YCTaHOBNEHHLIX NpaB 1 (MNn) NpaBuiHa MUaMeHeHUe MHopMaL i, NpusoasaLLnX
K paspyLUEeHUI0, YHUUTOXEHUIO, UCKaXXeHUo, OO0 B paboTe, He3aKOHHOMY NepexsaTy U KONMpoBaHUo, DNOKK-
POBaHWIO AOCTYNA K UHPOPMaLUK, a TakkKe K yTpaTe, YHUMTOXEHUIO Unn cOoto QYHKLUUOHUPOBAHMS HOCUTETS
MHGpOpPMaLLUN.

2.3.4 3awnta uHdopmMaLMUu OT HenpegHaMepeHHOro Bo3geucTeuA: 3aluta MHgopMaL My, HanpasneH-
Has Ha NpeaoTBpalleHne BO3AeUCTBUS Ha 3allmaeMyo MHpopMaLumnio oLIMboK ee nonb3oBaTens, cbost Tex-
HUYECKUX W NporpamMmMmHbIX CcpeacTB WMHPOPMAUMOHHBIX CUCTEM, TMPUPOAHbIX HABNEeHUUA UNn  UHBIX
HelleneHanpaeneHHbIX Ha U3MeHeHUne nHgopmMaLnun cobbITUN, NPUBCASALLNX K UCKAXKEHUID, YHUHYTOXEHUIO,
KOMUPOBAaHUIC, DNOKUPOBAHUIO AOCTYNA K UHQOPMAaLIKMK, a TaKKe K yTpaTte, YHUITOXEHUIO Ui cOoro yHKLINO-
HUPOBaHUA HOCUTENA MHGpOoPMaLLUN.

2.3.5 3awuTta uidpopmMmauumu oT pasrnaweHusa: 3aliuta MHdgopmaLunn, HanpasneHHast Ha NpeaoTBpaLleHue
HeCcaHKLMOHUPOBAHHOTO A0BeAeHNS 3allLaemMon nHgopmMaunm 4o 3anHTepecoBaHHbIX CyOBLEKTOB (NOoTpe-
butenen), He UMeCLLMX NpaBa AoCcTyna K 3To MHopmaL .

2.3.60 3awuTa uHpopmMmaLumum oT HecaHKUUOHUpoBaHHoro gocrtyna; 31 ot HCLA: 3awunTta nHgpopmawmu,
HanpaBneHHasa Ha NpeaoTBpalleHne NonyvyeHns salmae Mon MHgpopmaunum sanHTepecoBaHHbIMU CyObeKTa-
MW C HAPYLUEHNEM YCTAHOBMEHHBIX HOPMAaTUBHBLIMU M NPABOBLIMU AOKYMEHTaMU (akTaMn) unmn obnagatensamm
MHPOPMaL MM NpaB UNK NpaBun pasrpaHU4eHna goctyna K sawuwaemMon nHgpopmaumn.

1TpumMedaHne— 3anHTepecoBaHHbIMU CYDbEKTaMK, OCYLLECTBNAWNMN HECAHKLUNOHNPOBAHHbBIM AOCTYN K 3aLLW-
11aeMon MHpopMaLUUKn, MOryT ObITh: FOCYAAaPCTBO, IOPUANYECKOE NMUUO, rpynna duanyeckmx nuu, B TOM Yncne odLecTBeH-
Has opraHn3ayns, oTaenbHoe Puandeckoe nuuo.

2.3.7 3awuTa UHdopmMmaLuun oT npegHamMepeHHoro Bos3geucteua; 3 ot INAB: 3awmta nMHdpopmauun,
HanpaBneHHas Ha npegoTBpalleHne npegHamMmepeHHoro Bo3aencTBMA, B TOM YUCe 3NeKTPOMarHUTHOro U
(M) BO3OEUCTBUA APYron onsndeckon Nnpupoabl, OCYLWEeCTBNAEMOro B TEPPOPUCTUYECKMX NN KPUMUHAMNb-
HbIX LensXx.

2.3.8 3awunta uHdopmauum ot [MHOCTPaHHOU] pa3BegKu: 3allnTta MHdpopmMmaunin, HanpaBneHHada Ha npea-
OTBpalleHue nonyvyeHnsa saljuuaemomn nHdgpopmaunm [MHOCTpaHHOW] pa3BeaKoMn.

2.4 TepMUHbLI, OTHOCALWLUECA K 3aMbicny 3allUTbl UHpOpMaL UK

2.4.1 3aMblicen 3awWnTbl UHpopMauun: OCHOBHadA MOeHA, pacKpbiBatoLWlasa cocTaB, cogepXaHue, B3anMo-
CBSA3b 1 NOCNeaoBaTeNbHOCTb OCYLLECTBNEHUSA TEXHUYECKNX N OpraHn3aUMOHHbLIX MEPONPUATUN, HEODXoaN-
MbIX A9 OOCTWKeHUs Uuenn 3alwnTbl MHQopMaLU M.

2.4.2 uenb 3aWUTbl UH(pOpMaLUU: 3apaHee HaMeYeHHbIV pesynbTaT 3aluTbl MHopMaL N,

[TpnmedaHwune—Pe3ynbtatom 3aWwmTbl MHPOpMaUMmM MOXeT bBbiTb NpegoTepaweHue yuepba obnagarento MHop-
MaLWN N3-3a BO3SMOXHOW yTeYkM nHdpopmaumm n (Mnm) HECaHKUMOHUPOBAHHOIO U HENpeaHaMEePEHHOro BO34EeNCTBUSA HA
NHoOpMaLuLo.

2.4.3 cuctema 3alWiuTbl UHQpopMauun: COBOKYNHOCTb OpraHoB U (MNU) UCNONHUATENEN, ACNONb3yeMOoU UMIA
TEeXHUKN 3aLNThlI MHQOpMAaLUMK, a TakKe 0O BEKTOB 3aLLMTbl MHPOPMaL UK, opraHn3oBaHHast U PYyHKLUMOHUPYIO-
LLIas No npasunam n HopMam, yCTaHOBMEHHBIM COOTBETCTBYOLWLMMU AOKYMEHTaMK B 0bnacTu 3aLlmTbl MHGOP-
MaLLnn.

2.4.4 nonutuka odesonacHocTu (MHOopMaLuuu B opraHusaummn): CoBOKYNHOCTb JOKYMEHTUPOBAHHLIX Npa-
BUM, npoueayp, NpakTUYeCcKnx NpUemMoB Ui pyKkoBoasILLUMX NPUHLUMNOB B obnacTtmn besonacHoCcTU MHdopmMa-
LN, KOTOPBLIMU PYKOBOACTBYETCHA OpraHusaunsa B CBOeU AeATeNlbHOCTI.

2.4.5 be3onacHocTb UHopMauun [AaHHbIX]: CocTosiHUE 3alIULLEHHOCTU UHOPMaLUKMK [AaHHbIX], Npw
KOTOPOM obecneyeHbl ee [UX] KoHPUAEHUNANbHOCTL, AOCTYNMHOCTb U LENOCTHOCTD.

2.5 TepMUHBI, OTHOCALWMUECA K OO BEKTY 3alnTbl MHOpMaLUn

2.5.1 06BbeKT 3awuTbl Hbopmauun: Nudopmaunsa nnm HocuTesnb MHpopmMmaunun, U NMHPOPMaLUOHHLIA
npouecc, KoTopble HeODXoAMMO 3allMLaTh B COOTBETCTBMU C LENbO 3aLlnUThl UHopMaLnun.

2
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2.5.2 3awumwaeman uHdopmauunsa: NHdbopmaums, apnaoLlasca npeaMmeTomMm coOCTBEHHOCTU 1 noaneKallas
3almTe B COOTBETCTBUN C TPEBOBAHUSIMN NPABOBbLIX JOKYMEHTOB UMK TPeboBaHUAMN, YCTaHABIMBAEMbIMU
cODCTBEHHUKOM MHpOpMaLNK.

[TpumedaHwmne— CobcTBEHHUKAMU MHOPMALMKN MOTYT DbITh: rOCYy4apcTBO, OPUANYECKOE NULO, rpynna gpunandec-
KUX nuu, oTaenbHOe PU3nYecKoe nuuo.

2.5.3 HOocUTenb 3aluaemon uHpopmaumuu: Pusnyeckoe nNULo NN MmatTepuanbHbll OOBLEKT, B TOM YUCE
hmnsnyeckoe none, B KOTOPOM MHPOPMaLNA HaXoaUT CBOE OTPpaXXeHne B BUae CUMBOIIOB, 0Opa3oB, CUrHANOB,
TeXHUYEeCKUX peLlleHnA U NPOoLEeCcCoB, KONMUMYECTBEHHbIX XapakTepUCcTUK dousnvyecknx BennyumH.

2.5.4 3awuwaemMbin 00 beKT UHpopmMaTuzauumn: OobLeKT nHpopmaTmsaunn, npegHasHaveHHbIN a4na obpa-
DOTKM 3aLMLLiIaeMon UHpopMaLMK ¢ TpebyeMbiM YPOBHEM €€ 3allULLEHHOCTMN.

2.5.5 3awuwaemana uUHdpopmMmauuoHHaa cuctema: MHdpopmaunmoHHass cuctema, npeagHasHaveHHass ans
0bpaboTKkM 3alnwaemMon nHgopmaLum ¢ TpedbyemMbiM YPOBHEM €€ 3aLlULLIEHHOCTH.

2.6 TepMUHBI, OTHOCALWLUECA K Yrpo3aM be3onacHoOCTU UHdopMaLuu

2.6.1 yrpo3a (6e3onacHocTuU UHpopmMauumn): COBOKYNHOCTb YCNOBUN N PaKTOPOB, CO3AatoLWNX NMOTEHLIN-
anbHYIO UMW peanbHO CYLWECTBYHIOLLYHO ONacHOCTb HapyLlleHns 6e3onacHOCTU MHdopMaLnn.

2.6.2 paKkTop, BO3OEUCTBYWLIMU Ha 3aluwaemMyro UHdopmauuk: AsneHune, genctsne Mnm npoLecec,
pPe3ynbTaTOM KOTOPOro MOTyT ObITh yTeuKa, UCKaXKeHne, YHUYTOXeHMe 3alluuiaemon nHgpopmaLmm, 6noknupo-
BaHMe AoCTyna K HeW.

2.6.3 NCTOYHUK yrpo3bl 6ezonacHocTn nHopmauumn: CyobekT (brsnveckoe nuuo, MmatepuransbHbin 00b-
eKkT Unn pumsnyeckoe sisNeHne ), ABNSLWLMACA HenocpeaACTBEHHOW NPUYNHOW BO3HUKHOBEHUA Yrpo3bl besonac-
HOCTU MHPOPMaLUN.

2.6.4 yasBuMoctTb (UHOPMaALUOHHOU cUCTEMbI); bpewsb: CBOUCTBO WMHPOPMALWUOHHOW CUCTEMBI,
obyCrnoBnMBaoLLiee BO3IMOXHOCTb peanusaunm yrpos besonacHoctn ocbpabaTteiBaemMon B Hell MHpopmMaLunu.

[MTpumevyaHmns

1 YcnoBuem peannsauum yrpoabsl besonacHocTy obpabaTtsiBaeMon B CUCTEME MHADOPMALMN MOXET ObITb HE40CTATOK UK
cnaboe mecto B MHPOPMALUMNOHHON CUCTEME.

2 Ecnv ysa3BUMOCTb COOTBETCTBYET Yrpo3e, TO CYWECTBYET PUCK.

2.6.5 BpegoHoOCHada nporpamma:[Iporpamma, npegHasHavyeHHada 4nga OCyLecTBeHNA HeCaHKLUMOHUPOBAaH-
HOro gocTtyna K uHdpopmauum n (Mnn) BO3gencTeuda Ha MHpopMauuio Unm pecypcbl MHQOpMaLUOHHOU CUCTe-
Mbl.

2.6.0 HecaHKUUWOHUpPOBaHHOE BO34eUCTBUE Ha UH(popMauuio: Bo3gencTene Ha saljmaemMyro MHgpopma-
LMI0 C HApyLUeHMeM YCTaHOBMNEHHLIX NpaB 1 (UNn) NpaBuni AocTyna, npusogsdliee K yTevke, UCKa)KeHUto, noj-
aenke, YHUYTOXKEHUO, BNOKNPOBaHUIO A0CTYNa K MHOPpMaLUMK, a TakkKe K yTpaTe, YHUUTOXKEHUIO U cboto
PYHKUNOHUPOBAHNA HOCUTENA NHGOPpMaLUN.

2.6./ npegHamMepeHHoOe CUNOBOE 3NIeKTPOMarHuTHoe Bo3aeuUcTBuUe Ha UHopMaLun: HecaHKUNOHUPO-
BaHHOe BO34deUCTBMe Ha MHpopMaLMIo, OCYLLLIECTBNIAEMOE NyTEM NPUMEHEHNA UCTOYHUKA 3NEeKTPOMarHUTHOro
nonsa Ansg HasegeHus (reHepupoBaHUS) B aBTOMaTU3INPOBAHHLIX MHPOPMAaLMOHHBIX CUCTEMaxX aneKkTpomar-
HATHOW SHEPTUN C YPOBHEM, BbI3bIBAIOLLIMM HapyLleHUe HopManbHOro PyHKUNOHUPpOBaHUA (COOM B paboTe)
TEXHUYECKUX N NPOrpaMMHbIX CPeaACTB 3TUX CUCTEM.

2.6.8 Mmoaenb yrpo3s (besonacHocTu MHdopmauumn): dPusmndeckoe, MaTteMaTuUieckoe, onucaTenbHoe npea-
CTaBNeHne CBOUCTB UM XapakTepucTuk yrpos 6esonacHoCcT MHopmMaLun.

[TpumeyaHwme—BuagomonncarenbHOro NPeAcTaBNEHNA CBONCTB NN XapaKTEPUCTUK yrpo3 6e30nacHOCTU MHPOP-
MaLUUM MOXET BbITb cneunanbHbli HOPMATUBHBLIW JOKYMEHT.

2.7 TepMUHBbI, OTHOCALLMECA K TeXHUKe 3aLlluTbl UHOpMaLUu

2.7.1 TexHUKa 3awuTbl UHopMaLuun: CpeacTtea 3alWnTel MHOPpMaLWK, B TOM YACTE cpeacTBa PU3NYECKON
3alWnTel MHOpMaLUUK, KpunTorpadguieckme cpeacTtsa 3aluTel MHGQOPMaUUK, cpeacTBa KOHTPONA 3ppeKTUB-
HOCTU 3aLlUThI MHPOPMaL K, CpeacTBa U CUCTEMBI YNIpaBneHUd, npeaHasHadveHHble Ans obecneveHns 3aLlm-
Tbl UHPOPMaL M.

2.7.2 cpencTBO 3aWUTbl UHOpMaLUU: TexHnveckoe, NnporpaMmHoe, NporpaMMHoO-TEXHUYECKoe CpeCTRO,
BeLEeCTBO U (MNKN) MaTepuan, npegHasHadeHHble UMK UCNoNb3yeMble ANnd 3alnTbl MHopMaLnn.

2.7.3 cpencTtBo KOHTponda 3adpdeKTUBHOCTU 3aWuTbl MHdopMmauuu: CpeaCcTBO 3aWUUTLI MHOPMaLUUN,
npegHasHa4veHHoOe UMM UCNOoMb3yeMoe ANns KOHTPOoNA 3pPeKTUBHOCTU 3aLlnTbl MHOPpMaLIUNA.

2.7.4 cpepncTtBO hnznveckou 3antbl UHopMauun: CpeacTBO 3aLlUMTEI UHQOPMaLUWK, NpeaHa3HavyeHHoe
NN Ucnonb3yemoe anst obecneyveHns pruaniueckon santel 0bbekTa 3alnTbl MHGQOPMaLLUN.



FOCT P 50922—2006

2.7.5 Kpuntorpaduyeckoe cpencTBo 3aWintbl UHpopmMmauuun: CpeacTBo 3aWUThl MHOPpMaLUWK, peannsy-
loLee anropruTMbl Kpuntorpagpuyeckoro npeocbpasoBaHns MHpopMaLumn.

2.8 TepMUHBI, OTHOCALLMECH K cNocobaM oLLeHKM COOTBETCTBUA TpeOboBaHUAM No 3awmuTte MHdop-
MaLun

2.8.1 oLeHKa coOoTBeTCTBUA TpebOBaHUAM NO 3aLluTe UHpopmMauun: lNpssmoe NN KOCBEHHOE onpeaene-
HWe cTeneHn cobnoaeHns TpeboBaHKUK NO 3aWKTe MHPOPMaLUMK, NPpeabsBASIEMbIX K 0O BbEKTY 3allnTbl MHQOP-
MaLLnu.

2.8.2 nuueH3npoBaHUe B obnacTtu 3awnTbl MHdopMauumn: [leaTenbHOCTb, 3aKntovaoLWasacsa B MpoBepke
(3KCrepTmn3e) BOSMOXHOCTEN HOPUANYECKOro nuua BbINoNMHATbL paboTel B obnacTtu 3awmTbl nHdopMaLunm B
COOTBETCTBUM C YCTAHOBIIEHHbIMU TpeboBaHNAMN U Bblgade paspelleHns Ha BbiNofHeHne aTux pabor.

2.8.3 ceptucpmnkauma Ha cooTBeTCcTBUE TpeboBaHUAM no 6e3onacHocTU MHopmayun: Popma ocylle-
CTBIIEMOro opraHom no ceptudpnkaL i NnoATBERXXAeHNS1 COOTBETCTBUSA OOBEKTOB OLIEHKN TPebOoBaHUSAM MO
De3onacHoCTU MHpOPMaL K, YCTAaHOBMNEHHBIM TEXHUYECKUMM pernamMmeHTamm, ctaHgaptamMmnm Unu yernoBUaMm
OOrOBOPOB.

[TpnmevyaHune—K obbektam OUEHKM MOIyT OTHOCUTBLCH. CPEACTBO 3aWwmTbl MHQOPMALKMKN, CPeaCTBO KOHTPOIS
3hPEKTUBHOCTN 3aLLNTLI MHAOPMAaLNN.

2.8.4 cneuynanbHoe uccnegoBaHue (06bekTa 3awnTel MHpopmauuun): MiccnegosaHue, NpoBoAMMOE B
LleNsaX BbISIBNEHUSA TEXHUYECKUX KaHAaNoB yTeYKU 3almaeMon MHpopmMaLnm n oLEeHKU COOTBETCTBUSA 3aLLUTHI
MHpopmMaLnm (Ha 0bbekTe 3almThl) TPEOOBAHUAM HOPMATUBHBIX M NPAaBOBLIX AOKYMEHTOB B obnacTtun besonac-
HOCTU MHPOPMAaLUN.

2.8.5 cneuyunanbHaa npoBepkKa: [lpoBepka obbekTa nHopMaTU3aLUnMn B LENsiX BbIABIEHUSI 1 NU3BATUSA BO3-
MOXXHO BHeAPeHHbIX 3aKnago4vHbIX YCTPOUCTB.

2.8.6 aypguTtopcKaa npoBepka UHopMaLMOHHON 6e30NacHOCTU B opraHn3auuun; ayoum UHopMalUuoH-
Hou be3ornacHocmu 8 opz2aHu3auyuu: [NepmnogmnyeckMm HesaBUCUMbIA U AOKYMEHTUPOBaHHLIU NPpoLecc nony4e-
HAS CBUAETENLCTB ayanTa U oOBbEKTUBHOW OLLEHKM C LieNblo onpeaennTb cTeneHb BbINONHEHUS B opraH1usaunmn
YCTaAHOBNEHHLIX TpeboBaHUM no obecne4veHuno MHGpopMaLMUOHHON Be30NacHOCTH.

[TpnmeyaHwue—Ayaut nHpopMmaunoHHOW BE30NacHOCTU B OpraHn3aunum MOXeT OCYWECTBNATLCH HE3ABUCUMOW
opraHm3aumen (Tpetben CTOPOHON ) NO AOrOBOPY C NPOBEPSEMON OPraHn3aunen, a Takke nogpasaeneHmnem unm JOImKHOCT-
HbIM NULOM OpraHmn3aunmn (BHYTPEHHUW ayanT).

2.8.7/ MOHUTOPUHT Be3onacHocTU UHdopMauuu: lNocToaHHOe HabNoaeHUe 3a npoueccoMm obecneveHUs
besonacHocTU MHopMaLUnn B MIHQOPMAaLIMOHHON CUCTEME C LUENbIo YCTAaHOBUTb €ro COOTBETCTBUE TpeboBa-
HUAM Be30onacHOCTU MHpoPMaLUN.

2.8.8 akcnepTU3a AOKYMEHTa No 3awuTte uHdopmaymmn: PaccmoTpeHne AoKyMeHTa no 3aluTte UHpopma-
UM (PUSNYECKUM UIMN IOPUONYECKUM NTULOM, UMELWUM NpaBo Ha NpoBedeHne paboT B AaHHOW obnacTu, ¢
1enbio NOAroTOBUTH COOTBETCTBYHOLLIEE 3KCNEPTHOE 3aKoYeHKe.

[TpnmeyaHwne— 3IKenepTrnia AOKYMEHTA Mo 3awmnTe MHPOPMaLUM MOXET BKNOYaTb B €0 HAYYHO-TEXHUYECKYIO,
NPaBOBYIO, METPONOINMYECKYID, MATEHTHYIO U TEPMUHONOIMMYECKYO 3KCNEepPTU3y.

2.8.9 aHanu3 uHdopMaLMOHHOro pucka: Cuctematmnyeckoe UCcnosnb3oBaHne MHdpopmMaLnum ang BeIgBNeHUS
yrpo3 6esonacHoCcTu UHopMaLun, ya3BMMoOCTEN MHAPOPMALUOHHON CUCTEMBI U KONMMYECTBEHHOW OLEHKN
BEPOATHOCTEN peannsaunn yrpos ¢ UCNoNb3oBaHUEM YA3IBUMOCTEN U NOCNeACTBMM peanusaunm yrpos angd
MHopMaLnn N MHPOPMaLMOHHOW CUCTEMBI, NpeaHasHavYeHHoW aAnst cbpaboTKnM 3ToN MHoOpMaL N,

2.8.10 oueHka UHcopMaLuUuoHHoOro pucka: Obw KM npouecc aHannsa MHPOPMaLUOHHOTo pUcka 1 ero oLe-
HUBaHUA.

2.9 TepMUHbLI, oTHoCcALWMeCA K 3(h(PeKTUBHOCTU 3alUUTbI MHOpMaLUn

2.9.1 achdeKTMBHOCTL 3aWUTLI MUH(popMaLuu: CTeneHb COOTBETCTBUA pe3ynbTaToB 3allUThl MHGOpMaL N
€N 3aLnTbl MHoPMaLUN.

2.9.2 TpeboBaHUue No 3awunTe UHbopMmaLumn: YCTaHOBNEHHOE NMPaBUno UMM HopMa, KoTopast 4omKHa ObITb
BbINOMHEHa NpU opraHnsaLUnm n ocyLllecTBNeHNM 3anTbl MUHopMaL MK, UNK AoONYCTUMOE 3Ha4YeHWe NoKasaTe-
na s PekTUBHOCTU 3aLlUTbl MHOPMaL UK.

2.9.3 nokasartenb 3dgcdeKTUBHOCTU 3awWinutbl UHpopmauuu: Mepa UNK XapakTepuctuka AN OLEHKU
3P PEKTUBHOCTHM 3aLLUTLI MHQOPMAaLUN.

2.9.4 HopMma 3h¢peKTUBHOCTU 3allUTbl MHOPMaLUKU: 3HavyeHUe nokasaTtens 3pPeKTUBHOCTU 3aLUATHI
MHJpopMaL UK, yCTaHOBNEHHOe HOPMaTUBHBLIMU 1N NPABOBLIMUA AOKYMEHTaMM.

4
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AndaBUTHbLIN YKa3aTelb TEPMUHOB”

aHanu3 UHpopMaLMOHHOIO pUCKa 2.8.9
ayoum uHgopmMalyuoHHoU be3onacHocmu 8 opaaHusayuu 2.8.6
Oe3onacHOCTb AaHHbIX 2.4.5
Oe3onacHocTb UHhoOpMaLUK 2.4.5
bpeuib 2.6.4
BO3AeUCTBUe Ha UHpopMaLno HeCaHKUMOHUpPOBaHHoOe 2.6.0
BO34eUCTBUE Ha MHpoOpMaLUUIO 3NTeKTPOMarHMTHoe CUnoBoe npegHamMepeHHoe 2.0.7
3aMblicen 3aluTbl MHOPMaL UK 2.4.1
3aluTa uHgopMmaLlmn 2.1.1
3aluTta nHcpopmaLum oT MHOCTPaHHOU pasBeaKU 2.3.8
3aluTta nHpopmMmaluum Kpuntorpadpudeckas 2.2.3
3aluTta uHcopmaLmMm oT HeCcaHKLUUMOHUPOBaHHOIO BO34eCTBUA 2.3.3
3aljuTa uHopMmaLuun oT HenpeaHaMepeHHOro Bo3aAeuUCcTBUA 2.3.4
3awuTta uHdopMmalumum oT HecaHKUMOHUPOBaHHOIO AocTyna 2.3.6
3aluTa uHdopmMaluum npaBoBas 2.2.1
3aluTta uHdopMmaluum oT NnpegHaMepeHHoOro Bo3aeucTBUA 2.3.7
3awjuta uHcpopmMmaLMn OT pa3BegKu 2.3.8
3aluTta nHpopmaLuum oT pasrnawleHus 2.3.5
3aljuTa MHopMmauunm TexHu4vyeckasn 2.2.2
3aljuta uHcpopmMaLMn OT YTeUKN 2.3.2
3aljmTta nHpopmauum dbmusndeckas 2.2.4
1% 2.1.1
31 ot HCB 2.3.3
3 ot HC[ 2.3.6
3 ot MNAB 2.3.7
UMHcopMaLma 3alluLlaemMan 2.5.2
nccnegoBaHue obbeKTa 3alnTbl UHOPMaLIMU cnelnanbHoe 2.84
nccnegoBaHMe cneunanbHoe 2.8.4
MCTOYHUK YIrpo3bl 6e3onacHoCcTU UHhopMaLmin 2.6.3
nuueH3snpoBaHue B obnacTtu 3alinutbl UHOpMaLUmn 2.8.2
Moaernb yrpos 2.6.8
MoAenb yrpo3 6e3zonacHocTu nHgpopmMmayun 2.6.8
MOHUTOPUHI De3onacHocTU MHdopmMmauun 2.8.7
HopMa 3cpheKTUBHOCTU 3aLlLUUTbLI UHOPMaL UK 2.9.4
HOoCUTenb 3aliuaeMou UHopMaLuuun 2.5.3
00 DBbEeKT 3aLuTbl UHhOpMaLIUIA 2.5.1
00 beKT uHchbopmMmaTlaLun 3alniaeMbIn 254
oueHKa MH(OPMaLMOHHOIoO puUcka 2.8.10
OLeHKa cooTBeTCTBUA TpeboBaHUAM Mo 3awuTte nHdopmauumn 2.8.1
nokasartenb 3¢p(PeKTUBHOCTU 3alUTbl MHOpMaLUun 2.9.3
NonuUTUKa 6esonacHoCTH 2.4.4
NoriIuTUKa 6e3zonacHocTn MHcpopmMmaLun B opraHnsaumu 2.4.4
npoBepka UHpopMaLMoHHOU 6e30NacHOCTU B opraHm3auuu aygutopckas 2.8.6
npoBepka cneyunanbHas 2.8.5
nporpaMmmMa BpeAOHOCHasA 2.6.5

* 34aecb 1 ganee Kpatkme QopmMbl TEPMUHOB BblAeNeHbl CBETNLIM LWPUITOM.
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cepTudukauma Ha cooTBeTCcTBUE TpedboBaHUAM No 6e3onacHoCcTU MHpopmMmaLnn
cUucTemMa 3aluTbl MHpOPpMaLUN

cuctemMa MHdopMaLMMOHHaA 3alluLlaemMas

cnoco® 3awunTtbl MHpOpMaL UK

cpeACTBO 3aluUTbl MHOpPMaLUN

cpencTBO 3al4uUTbl UHOpMaLUM Kpuntorpadgpudeckoe
cpencTBO KOHTponA 3dpheKTUBHOCTHU 3allUTLI UHOpMaL UK
cpencTBoO (hU3nUvYeCKOoU 3alinTbl UHpOpMaLUn

TeXHUKa 3alWuTtbl UHpopMaLUn

T3U

TpeboBaHue no 3awunte MHcpopmMmaLun

yrposa

yrposa 6e3sonacHocTu nHgopmMmauumn

YS3BUMOCTb

YA3BUMOCTb UHHPOPMALUOHHOU CUCTEMBI

¢hakTOp, BO3OEUCTBYOLWMN Ha 3allMLLaeMy0 MH(OpMaLUIo
Lenb 3aluUTbl UHOpMaL UK

3KCcnepTU3a AOKYMeHTa no 3awurte nHdopmaumnu

3 heKTUBHOCTb 3aLliUTLI MUHOpMaLUn

2.8.3
2.4.3
2.5.5
2.3.1
2.7.2
2.7.5
2.7.3
2.7.4
2.7.1
2.2.2
2.9.2
2.6.1
2.6.1
2.0.4
2.06.4
2.6.2
2.4.2
2.8.8
2.9.1
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[MpunoxeHwne A
(cnpaBo4HOe€)

TepMUHBbI N onpeaeneHnsa obweTeXHNYeCKUX NOHATUN

A.1 nHdopmaumns: CeeaeHus (CoobWEHNS, AAHHbIE) HE3aBUCUMO OT hopmbl X npeacrtasneHus [1].

A.2 JOKYMEHTUpPOBaAHHaA MHopMauus: 3aPuKkCupoBaHHasas Ha maTepuaribHOM HOCUTENne NyTemM OOKYMEHTUPOBaHUS
NMHPOPMAUNA C PEKBU3NTAMMN, MOIBOJIAIOWMMN ONMPeaennTb Takyld MHPOpMaUUKo, UK B YCTAHOBIIEHHbLIX 3aKOHOAA-
TenbcTBOM Poccunnckon degepaumm criydasix ee marepuanbHbin HocuTenb [1].

A.3 nHOpMauUus, COCTaBNAKLWAA KOMMEPYECKYIO TanHy. Hay4yHO-TeXHUYecKas, TeEXHONMorm4eckas, npon3BoaCcTBeHHas,
dNHAHCOBO-3KOHOMUYECKAs UM nHasa nHpopmauns (B TOM YMCIE COCTaBNAOWAS CEKPEThl NPOU3BOACTBA (HOY-Xay)),
KOTOpas MMeeT AENCTBUTENBHYIO NN NMOTEHUMANbHYIO KOMMEPYECKYD LEHHOCTb B CUINTY HEN3BECTHOCTU €€ TPEeTbUM
nmuam, K KOTOPOW HET CBODOAHOIO 40CTyNa Ha 3aKOHHOM OCHOBaHUM M B OTHOLLEHUW KOTOPOK obnagatenem Takom MHpOop-
MaLUnn BBEOEH PEXUM KOMMEPYECKON TauHbl [2].

A.4 paHHble: PakTbl, MOHATUA UMW KOMaHAbl, NMPeacTaBieHHbie B PpopmMannioBaHHOM BUAE W MNO3BONAIOLWME OCYLLE-
CTBIATb UX nNepegavy unm obpaboTKy Kak BPYUHYIO, TAK U C NOMOLLbIO CPeACcTB aBTOMaTU3aLnM.

A.5 HocuTenb nHdopmaummn: MatepmanbHbin OOBEKT, B TOM YMcne duanveckoe none, B KOTOPOM MHpopmaumns HaxoanT
CBO€ oTODbpaxXeHue B BUae CUMBOIIOB, 06pa3oB, CUTHAINOB, TEXHUYECKUX PeLLEeHUU U NPOLECCOB, KONTMYECTBEHHbIX Xapak-
TEPUCTUK PUINYECKNX BETTNYNH.

A.6 nHdopmaunoHHas cuctema: CoBOKYNHOCTb coaepawencs B basax gaHHblX nHopmaumm n obecnevmBarowmnx ee
06paboTKy MHPOPMALMOHHBIX TEXHOIOMN N TEXHUYECKNX cpeacTs [1].

A.7 obnagartenb uHpopmauynu: Jlnyo, camocToAaTenbHO co3gasllee nHpopmaynto NMbo nonyymellee Ha OCHOBaHUK
3aKOHa Unwn 4oroeBopa npaeo paspewaTtb UK OrpaHmnymBaTh AOCTYN K MHpopMauumn, onpeaensemMon rno Kakmm-nmbo npum-
3HakKam [1].

A.8 nonb3oBartenb nHPopmaunn: CybbekT, NONb3yoWmUnecs nHopMmaunen, NoNy4YeHHON 0T ee cOBCTBEHHUKA, Blagenb-
Lla UNn NocpeaHnKa, B COOTBETCTBUN C YCTAHOBNEHHBIMUW NPaBamMu U nNpasmunamMmm goctyna K nHdopmaumm nnbo ¢ nx Hapy-
LLUEHUNEM.

A.9 poctyn K nHgpopmMaumn: BoaMOXHOCTb NONy4YeHUss MHQopMaunm n ee ncrnonb3oeanus [1].

A.10 npaeo gocrtyna K 3awuuwaemon nHgopmaumn, npaso gocrtyna: COBOKYNHOCTb MpasBuil 4OCTyNa K 3awuuiaemomn
MHoOpMaLUMN, YCTAHOBIEHHbIX NPaBOBbIMU AOKYMEHTAMW UNN CODCTBEHHUKOM, Brnagenbuem nHpopmaumm.

A.11 npaenno gocrtyna K 3awuuwaemon nHgopmaymm, npasmno gocryna: COBOKYNHOCTb Mpaswuil, yCTaHaBIMBAOLWMNX
NOPSAOK U YCINOBUSA AOCTyNna CybbekTa K 3awmaeMon MHQoOpMaUnumn n ee HOCUTENAM.

A.12 koHmaeHUnanbHOCTL MHPopMaummn: Obs3aTenbHOE AN BbINONHEHUSA NTMLOM, NONYYUBLUMM AOCTYN K ONpeaeneH-
HOW MHpOopMauuKn, TpeboBaHne He NepegaBaTh Takyo MHopmauno TpeTeum nuuam 6ea cornacusa ee obnagarens [1].
A.13 npepocrtaeneHne nHdopmaunmn: lencrteus, HanpaeBneHHbIE HA NOJTyYeHNE NHpoOpMaLnn onpegenieHHbIM KPyrom
nvy unu nepegadvy nHpopmauum onpegeneHHomy Kpyry nuy, [1].

A.14 pacnpocTtpaHeHne nHgpopmauun: lencreuns, HanpaereHHbIEe HA NONyYeHne nHpoOpmMaunm HeonpeaeneHHbIM KPYyrom
nvy unu nepegadvy nHpopmMmauum HeonpegeneHHomy Kpyry nug, [1].

A.15 onepatop MHPOPMALNOHHOWN CUCTEMBI: [ paXKgaHuH Unn LPUaOnYecKoe nuuo, OCyLLECTBIAIWME AEATENBHOCTL NO
akennyataymm nHQopMaunoHHOW CUCTEMbBI, B TOM Ymncrne no obpabotke nHdopmaumm, cogepxauwencs B ee basax gan-
HbIX [1].

A.16 OOCTYNHOCTb MHpOpMaLnK [pecypcoB MHPOPMALUOHHOU cucTeMbI]: COCTOSHME MHOPMaLUUK [pecypcoB MHpOpMa-
LMOHHON CUCTEMBI], PN KOTOPOM CYOBEKTBI, UMEIOLLME NpaBa 4OCTyna, MOryT peanmioBaTb NX BecnpensaTCcTBEHHO [3].

[TpnmedyaHne—KnpaBam gocTyna OTHOCATCH: NPAaBO HA YTEHNE, N3MEHEHNE, KOMNPOBAHNE, YHUYTOXEHNE NHPOP-
Maunn, a TaKkke npaso Ha UBMEHEHNE, UCMONb30BaHNE, YHUUTOXEHNE pecypcoB [3].

A.17 uenoctHocTb: CocTOoAHUE MHPOPMAaLMK, NPU KOTOPOM OTCYTCTBYET Ntoboe ee nameHeHne nmbo nameHeHne ocylue-
CTBITAETCH TONMBbKO NpeaHamMepeHHO cybbekTamMmmn, UMEK MMM HA HEro Npaeo.
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